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Intro to Windows Endpoint Forensic
Analysis: Artifacts (VMware Lab)

Summary:

Today we will review basic Windows endpoint forensic artifacts used during a DFIR
investigation and then introduce tools used to parse and analyze those artifacts. It is important
to review these artifacts and understand their value from a forensic perspective. These
artifacts serve as vital clues that reveal traces of human interaction, offering insights into
various activities. Collectively, these artifacts form a narrative reconstructing the sequence of
events of a compromise. We will be using the 4N6Lab VM for all the forensic exercises.

Scope:

This session will only cover a limited number of forensic artifacts. With the exception of
memory analysis, which we will cover in a separate exercise, these are some of the most
common artifacts analyzed during a DFIR investigation. There are many more forensic
artifacts available; however, for our purposes today we will only cover these. The intent is to
provide you with the baseline knowledge to conduct incident response and to knowledgeably
communicate with Tier 3 forensic analysts.
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Key Windows Forensic Artifacts

File System System/User Ewdenc_e ra.i Persistence: USEE
(NTFS): Information: Exec!.ltlon. Run Keys Behavli:_rr Event Log
SMFT Registry Prefetch Startup Folder UserAssist Analysis
= Y BAM Sched Task RecentDocs
Shimcache Services ShellBags

- /

Objectives:
1) Familiarization with key forensic artifacts.

2) Introduction to tools and techniques used to parse and analyze forensic artifacts.

Lab Setup

It is highly encouraged to use the 4N6Lab VM for the forensic exercises. It was built with all
the tools you'll need already installed. In order to take advantage of all the functionalities, the
4N6Lab VM is built for VMWare Workstation.

If you do not already have VMWare Workstation, download and install VMWare Workstation
from one of the links below.

VMware-workstation-full-17.5.2-23775571.exe
Shared with Sync

| https://In5.sync.com/dIl/8efb027d0/km8j7nt2-csvsixjd-azcyfmhv-hghnxc
c3

or go to the official site and follow the links and instructions:

VMware Workstation Pro: Now Available Free for Personal Use

VMware Desktop Hypervisor products Fusion and Workstation are used by millions of people every day to run virtual
machines on their Windows, Linux and Mac computers. They give users the ability to quickly and easily build “local
virtual” environments to install other operating systems, learn about technology, build and test software, complex

& nhttps://blogs.vmware.com/workstation/2024/05/vmware-workstation-pro-now-available-free-for-personal-use.html

Download the 4N6Lab VM from the link below. This VM will be used for all forensics exercises.
All the tools needed for the forensic exercises are pre-installed on the 4N6Lab VM. The VM is
large and will take some time to download.
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https://drive.google.com/file/d/1BRMGYywOmhactjP6gkkrcIRkYuVQQnyp/view?usp=sh
aring

Create and Collect Forensic Artifacts

Before we discuss Windows forensic artifacts we will emulate an attack using Atomic Red
Team and then capture the Windows artifacts.

Before conducting the attack emulation turn on internal logging in Splunk.
1. Open a browser and navigate to0 127.0.0.1:8000
Login credentials are Username=Elliot Password=Password1

Enable log collection by navigating to Settings and Data Inputs.

splunk>ente

Browse More Apps —
— ! ‘ Search settings. Q ‘
—®
powershell BestMatch  Newest  Popula
KNOWLEDGE
6 Apps Add Data
Searcnes. -
S — Data models F ing and receiving
. X h i Event types Indexes
0 7 operations B Hurricane Labs Add-on for Windows PowerShell Tra...  Alieady Installed s Report acceleration summanes
Securi Complianc
0] security. Fraud & Compliance Wonitoring Fields Souree types
(O Business Analytics This app provides knowledge objects for working with Windows PowerShell transcript logs. In addition Th Console Lookups Ingest actions
O utilities 1o field extractions, a number of event types are included to support threat hunting use cases pe User Interface
(O Antificial Intelligence an Alert actions DISTRIBUTED ENVIRONMENT
) You will need to configure your Windows systems 1o log PowerShell transcripts in order to benefit from Th letering
[ 10T & Industrial Data - Advanced search Indexer clustering
this app. This logging is not enabled by defau.. More
[0 evops All configurations Forwarder management
[ birectory Service 4 Ca Feaerated search
} SYSTEM Distributed search
[ Email Las
0 endpoint Server settings
dpoint Server controls USERS AND AUTHENTICATION
[ Firewall ort manager Roles
O] Generic tation Users
[ 1dentity Management L8 Splunk Add-on for Microsoft System Center Operations Man... m icensing Tokens
Warkload management Password management
The Splunk Add-on for Microsoft SCOM allows a Splunk software administrator to collect data from De Mobile settings Authentication methods
Microsoft System Center Operations Manager using PowerShell scripts. The add-on polls data from 54 De
i i M s e e ke i s a dadand e et e A

Select "Remote event log collections” and select “Enable”

© 127.0.0.1:8000/en-US/manager/launcher/data/inputs/win-event-log-collections

splunk>enterprise  Apps ~ Adminisir

Event log collections

Data inputs > Event log collections.

If you want to change which Event Lags are collected from this local host, edit the existing ‘localhost’ collection. To add a new WMI remote collection, click 'New
Showing 11 of 1 item

Event Log collection name ¢ Logls) ¢ Host(s) # Index #

localhost Security localhost default

ator v

Status ¢

IEmmedl Disable

Help ~ Find

25 perpage v

Actions
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Attack Emulation

Launch the Atomic Red Team PowerShell script on your Windows VM.

1. Open a PowerShell terminal as administrator and navigate to the ART folder located at
C:\Users\Elliot\Desktop\Tools\ART.

2. Run the PowerShell script called ART-attack.ps1

ri\' [o%] Administrator: Command Prom X B Administrator: Windows Powe

PS C:\Users\Elliot\Desktop\Tools\ART > .\ART-attack.psl

Select “R" when prompted.

PS C:\Users\Elliot\Desktop\Tools\ART > .\ART-attack.psl

Security warning

Run only scripts that you trust. While scripts from the internet can be useful, this script can potentially harm your
computer. If you trust this script, use the Unblock-File cmdlet to allow the script to run without this warning
message. Do you want to run C:\Users\Elliot\Desktop\Tools\ART\ART-attack.psl?

[D] Do not run [R] Run once [S] Suspend [?] Help (default is "D"): R|

Select "Y"

PS C:\Users\Elliot\Desktop\Tools\ART > .\ART-attack.psl

Security warning

Run only scripts that you trust. While scripts from the internet can be useful, this script can potentially harm your
computer. If you trust this script, use the Unblock-File cmdlet to allow the script to run without this warning
message. Do you want to run C:\Users\Elliot\Desktop\Tools\ART\ART-attack.psl?

[D] Do not run [R] Run once [S] Suspend [?] Help (default is "D"): R

Installing AtomicRedTeam

NuGet provider is required to continue

PowerShellGet requires NuGet provider version '2.8.5.201' or newer to interact with NuGet-based repositories. The NuGet
provider must be available in 'C:\Program Files\PackageManagement\ProviderAssemblies' or
'C:\Users\Elliot\AppData\Local\PackageManagement\ProviderAssemblies'. You can also install the NuGet provider by
running 'Install-PackageProvider —-Name NuGet -MinimumVersion 2.8.5.281 -Force'. Do you want PowerShellGet to install
and import the NuGet provider now?

[¥] Yes [N] No [S] Suspend [?] Help (default is "Y"): |

Select OK on the pop up.
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T1547.001 Atomic Test #1 - Reg Key Run
PathToAtomicsFolder = \AtomicRedTeam\atomics

Running Atomic Tests
Progress:
[000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000]

PathToAtomicsFolder = \AtomicRedTeam\atomics

Executing test:

Done executing test:

T1853.005 Atomic Test #1 - Scheduled Task Startup Script
PathToAtomicsFolder = C:\AtomicRedTeam\atomics

Executing test:

SUCCESS: The scheduled task "T1053_805_OnLogonji:Eree Ly been created.
SUCCESS: The scheduled task "T1053_085_OnStart ully been created.
Done executing test:

T1543.003 Atomic Test #2 - Service Installatig
PathToAtomicsFolder = C:\AtomicRedTeam\atomics|

Locked and Loaded!

Executing test:
[SC] CreateService SUCCESS
SERVICE_NAME: AtomicTestService CMD
: 18 WIN32_OWN_PROCESS
: 2 START_PENDING
(NOT_STOPPABLE, NOT_PAUSABLE, IGNORES_SHUTDOWN)
WIN32_EXIT_CODE : 8 (6x0)
SERVICE_EXIT_CODE : @ (0x0)
CHECKPOINT : Bx@
WAIT_HINT 1 Ox7de
PID : 9836
FLAGS
Done executing test:
T1e55.001 Atomic Test #1 - Process Injection via mavinject.exe
PathToAtomicsFolder = C:\AtomicRedTeam\atomics

Executing test:

Once the emulation is completed the curser will return and you can close the notepad app that
should have started.
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PathToAtomicsFolder = C:\AtomicRedTeam\atomics

Executing test:

SUCCESS: The scheduled task "T1053_885_OnLogon" has successfully been created.
SUCCESS: The scheduled task "T1053_885_OnStartup" has successfully been created.
Done executing test:

T1543.083 Atomic Test #2 - Service Installation CMD

PathToAtomicsFolder = C:\AtomicRedTeam\atomics

Executing test:
[SC] CreateService SUCCESS
SERVICE_NAME: AtomicTestService CMD
: 18 WIN32_OWN_PROCESS
: 2 START_PENDING
(NOT_STOPPABLE, NOT_PAUSABLE, IGNORES_SHUTDOWN)
WIN32_EXIT_CODE : 8 (xe)
SERVICE_EXIT_CODE : © (©x8)
CHECKPOINT 1 Bx@
WAIT_HINT 1 Bx7do
PID 1 9036
FLAGS :
Done executing test:
T1055.001 Atomic Test #1 - Process Injection via mavinject.exe
PathToAtomicsFolder = C:\AtomicRedTeam\atomics

Executing test:

Done executing test:

T1670.08U Atomic Test #6 — Delete a single file — Windows PowerShell
PathToAtomicsFolder = C:\AtomicRedTeam\atomics

GetPrereq's for:

Attempting to satisfy prereq:

Prereq successfully met:

PathToAtomicsFolder = C:\AtomicRedTeam\atomics

Executing test:
Done executing test:

PS C:\Users\Elliot\Desktop\Tools\ART >

Disable Splunk logging

Go back to Splunk and disable logging the same way you enabled it.

Take a forensic triage capture using Kape.

Navigate to the Kape folder on the desktop. Right click “gkape.exe” and run as administrator.
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TR W -{-"—;i»:l,: § I -l i i 1] ] 1 TWETTE] 3
M=l [rereTe Ci\Users\Elliot\Desktop\KAPE
Hame s View | Aspliction Tl
i R IE Run as administrator I o  emren aBE
= v Search KA
. (& Edit with Notepad++
| Name Copy Path Trpe Size
7 Quick access
* I D Documentation I detect it easy (OIE File folder
esktol ;
g F Maodules s File folder
' ¥ Downlozds Targets [ HashMyfiles File folder
- =] Documents 2] Changelogxt 0 HD Text Document
=] Pictures | Get KAPEUpdate.ps1| # Open with DA Windows PowerS...
B! & Music & gkape.exe Md3 Hash Application 61,654 KB
Tools gkape.settings & Open with CFF Explorer SETTINGS File 1KB
R E tools-2 o kapesxe Strings Application 6,840 KB
F B v Submit te VirusTotal
ideos
| Virus Total
Réﬁ @ OneDrive - Personal 3¢ Open with Code
I This PC Troubleshoot compatibility
Pin to Start
¥ Network 7-Zip >
& Share
@ 010 Editor
Give access to >
Pin to taskbar
Restore previous versions
Send to >
8items 1 item selected 60.2 MB
Cut
Copy

Create shortcut
Delete

Rename

Properties

Once the GUI for Kape opens, select the C: drive as the target and create a folder on your
Desktop for the Target Destination and choose it.

F STl TET] 1 I 1 K THE Y 3 TRT I 3
APEE | s A i g i Il PN MU RN BRIARIE MRk E R 137§
! 2 Al
I | S Manage Ci\Users\Elliot\ Desktop\KAPE _ O % l i
] - b
il Home Share  View Application [2] | ‘
2 v O O Search KAPE .
Edit with Notepad++ [
i MName Copy Path Type Size g
7 Quick access
* 9 Do Documentstion | BB detect tezsy (D) File folde:
esktol ; G
4 ? Medules (W33 File folde: s
¥ ‘ Downloads Targets D el = File folder
- = Decuments |Z] Changelog.txt 0 HxD Text Document
& Pictures | Get-KAPEUpdateps1| @ Openwith IDA Windows Powers...
it B Music e Md5 Hash Application 61,654 KB i
Tools akape.settings s Open with CFF Explorer SETTINGS File ke 3
tools-2 o kape.exe Strings Application 6,840 KB )
Submit to VirusTotal 3
B videos »
Virus Total
@ OneDrive - Personal )q Open with Code
I This PC Troubleshoot compatibility
Pin to Start
F Network 7-Zip >
I Share
% 010 Editor
Give access to b
Pin to taskbar
Restore previous versions
Send to b
8items  1item selected 0.2 MB
Cut
Copy

Create shortcut
Delete

Rename

Properties
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Under Targets scroll down to Kape Triage and check the box. Then select Execute.

File Tools

] Use Target options Use Modie options

Target options

Target source
Target destraton [] “AFush [Jaddsd [ add sm
g (Double-click to it a target)

Selected | Mame Folder Desaription

&

v ® e ~
» BasicCollcton Basi Collecton
il Studi ,
b SATS Tlage 45T Browse For Folder x
i $Boot
W B Select target cestination drectory
i StogFie
) il EZTools 5
SFTMer e
cene s cere s
Process USCs (7] Decupicate Contaner | ® None O v PS_Transcripts c
Tools F
StA-1 exclsions Base name
tools-2
Z [E Documents
v
Target variables A Donlascl
Kepe_out
Vaiue Make New Folder oK Cancel
[

Other options
Debug messages Trace messages Ignore FTK warring
Zppassword Retain local copies

Current command line

-\kape.exe --tsource C: —tflush --gui

@  syncwith Gitiub

B =& o - o@D © § - &8 72°F Mostly cloudy

This may take several minutes to complete. Be patient. Once it is completed you will receive
the "Press any key to exit" message.

File Tools

] Use Target options Use Modie options
Target optior

Target destination

[ MFush [Jadd%d (] add sm

ts (Double-click to edit a target)

Selected | Name Folder Desaiption
o ®m | o ~
» BasicCallcton com Baci Collecton
|
SATeS Tiage ST Browse For Folder X
SBoot
B Select target cestnation drectory
SLogFie
T EZTools ~
SFTMEr hpe
cene cens o
Process VSCs ] Decupicate Contaner | ® None O wDK PS_Transcripts c
Tools E
SHA-1 exclsions Base name
tools-2
X [&] Documents
v
Target variables e i
. [Kepeout
Ve Make New Folder o Cancel
|

Other options
Debug messages Trace messages Ignore FTK warming
2Zp password Retain local copies
Current command line
_\kape.exe --tsource C: --tflush --gui
(@) syncwith Gitub %

m oy d B

hd

® -~ oD © 8§ |- &8 72°F Mostly cloudy

You can then close Kape.
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Artifacts

During forensic analysis, the term 'artifact' frequently arises as a crucial element. These
artifacts serve as vital clues that reveal traces of human interaction, offering insights into
various activities. For instance, in the examination of a crime scene, items such as
fingerprints, torn clothing buttons, or the implements utilized in the commission of the offense
are all categorized as forensic artifacts. Collectively, these artifacts form a narrative
reconstructing the sequence of events leading to the crime. Similarly, Within the realm of
computer forensics, forensic artifacts manifest as subtle traces of activity embedded within
the system. Particularly on Windows platforms, these artifacts intricately document user
actions, often in obscure corners of the system inaccessible to ordinary users. Analyzing
these artifacts enables the reconstruction of activity trails essential for investigative purposes,
furnishing valuable evidence in legal proceedings.

Below are some of the key Windows forensic artifacts we will be examing. Please note that
memory is also a key artifact; however, we will be examining Windows memory in a later

exercise.
"/_ Key Windows Forensic Artifacts —\'
- Evidence of Persistence: User
F'{I':ng ;;’_9'" %ﬂﬁ::#:ﬁr Execution: Run Keys Behavior Event Log
2} IFT. Reqistry ) Prefeich Startup Folder UserAssist Analvsis
= EJ gisiry BAM Sched Task RecentDocs ¥
Shimcache Services ShellBags

Filesystem Analysis (SMFT and $J)

TimeStamps
Before we discuss the $MFT and $J it is important to discuss timestamps.

Timestamps within NTFS (New Technology File System), which is the default file system for
modern Windows operating systems. NTFS timestamps are a critical part of digital forensics,
as they allow us to reconstruct timelines, verify actions, and track user or attacker activity on a
compromised system. Understanding NTFS timestamps and their nuances can make a
significant difference in accurately interpreting the evidence.

Timestamps in NTFS file systems are metadata elements that record specific dates and times
associated with files and directories. NTFS maintains a comprehensive set of timestamps,
commonly referred to as MACB: Modified, Accessed, Created, and Entry Modified (or Birth).

Intro to Windows Endpoint Forensic Analysis: Artifacts (VMware Lab)
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These timestamps provide detailed information about file activities and can be crucial for
forensic investigations.

NTFS timestamps help forensic investigators reconstruct the sequence of events by showing
when files were created, modified, accessed, or had their metadata changed. This allows us to
establish timelines and link user actions or attacker activities to specific moments in time.

Timestamps allow us to correlate evidence across different artifacts, such as logs, registry
entries, and network activity. By comparing timestamps, we can validate findings, identify
patterns, and detect inconsistencies that may point to tampering or unauthorized actions.

Analyzing NTFS timestamps can also reveal anomalies, such as files modified outside of
normal working hours, or discrepancies in timestamp sequences that suggest intentional
tampering by an attacker trying to cover their tracks.

« MACB Timestamps:
o Modified (M): The last time the content of a file was changed.
o Accessed (A): The last time the file was opened or read.
o Created (C): The time when the file was first created or copied onto the NTFS volume.

o Entry Modified (B): The last time the file's metadata (like its filename or attributes) was
altered, also known as the "MFT Modified" timestamp.

« File System and MFT: "In NTFS, timestamps are stored in the Master File Table (MFT),
where each file or directory entry has its own record containing these timestamps. This
structured approach allows NTFS to maintain detailed information about each file, which is
invaluable for forensic analysis."

One challenge in using NTFS timestamps is the potential for manipulation. Attackers can use
tools or scripts to alter timestamps in an attempt to hide their tracks. It's important for
investigators to recognize signs of tampering, such as out-of-sequence timestamps,
inconsistencies with related artifacts, or unusual patterns that don't align with normal user
behavior.

Another challenge is dealing with time zone differences and system clock inaccuracies.
Timestamps are typically recorded in Coordinated Universal Time (UTC), so proper conversion
to local time is essential for accurate timeline reconstruction. Additionally, if a system clock
was altered—either accidentally or maliciously—this can complicate the analysis.

Most forensic tools will annotate the MACB timestamps using the format seen below. The dots
(periods) mean that there was no change to that timestamp.

Intro to Windows Endpoint Forensic Analysis: Artifacts (VMware Lab)
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e reason: USN_REASON_DATA_EXTEND USN_REASON_FI

N0 USN_REASON_FILE_CREATE
END USN_REASON_FILE_CREATE

$STANDARD_INFO

$STANDARD_INFO ($SI) stores file metadata such as flags, the file SID, the file owner and a
set of MAC(b) timestamps.

$STANDARD_INFO is the timestamp collected by Windows explorer, fls, mactime, timestomp,
find and the other utilities related to the display of timestamps.

SFILE_NAME

The $File_Name attribute contains forensically interesting bits, such as MACB times, file
name, file length and more.

Timestamps are only updated when the attribute is changed.
What are the differences?
« $STANDARD_INFO can be modified by user level processes like timestomp.

o $FILE_NAME can only be modified by the system kernel. (There are no known anti-
forensics utilities that can accomplish this.)

The

$STANDARD_INFORMATION and srILe nave attributes in Windows file systems both store timestamps,
but they serve different roles and can have discrepancies. The sstawbarp_1nForvATION attribute
contains the primary timestamps for a file, including creation, modification, MFT modification,
and access times, and these are updated frequently based on user or system actions. In
contrast, the sriLe nave attribute also holds similar timestamps but can differ due to certain file
operations, such as renaming or moving files, which may update the sriLe nave timestamps
without altering the sstawbaro_1nForvATION Ones. These differences are significant in forensic
analysis, as they can reveal actions like file movement or tampering, providing additional
context or historical reference points for investigators.

We will focus only on the $STANDARD_INFO timestamps.

The table below from a SANS poster shows how time stamps are created and modified when
various functions are performed on the file.
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Windowse Time Rules
sStandard_Information Win10 v1903

File File File File File Local Volume Volume File
Creation Access Modification Rename Copy File Move File Move File Move Deletion
(new file) (move via CLI) (cut/paste (shift+delete)

via Explorer)
Modified - - Modified - e Modified -
Time of File Time of Data I
Creation j Modification from L

Access - Access - Access - . Access -

Time of Time of Access Time of Data Time of Time of
. - (Mo Change IF system N - -
File Creation Volume » 128 GIB) Modification File Copy Cut/Paste

Metadata - Metadata - Metadata -
Time of Time of Data Time of Time of Local
File Creation Modification File Copy

Cr - - N Ci n-
T of i
File Creation File Copy Move via CLI

$Standard_Information Win11 v22H2 =

File File File File File Local Volume Volume File
Creation Access Modification Rename Copy File Move File Move File Move Deletion
(new file) (move via CLI) (cut/paste (shift+delete)
via Explorer)
Modified - Modified -
Time of File Time of Data
Creation Modification
Access - Access - Access -

Time of Time of Data i Time of Local Time of File Time of
File Creation Modification? Move via CLI Cut/Paste

Metadata - Metadata - Metadata - Metadata - Metadata -
Time of Time of Data i Time of Local Time of File Time of
File Creation i ion i e i ia CLI
e 0 n- eation i - .
Time of Time of File
File Creation File Copy Move via CLI

In conclusion, NTFS timestamps are a cornerstone of digital forensics, providing detailed
insights into file and directory activities on Windows systems. By mastering the analysis of
NTFS timestamps, you gain the ability to reconstruct events, detect anomalies, and build
compelling timelines that support your investigations.

Case Study: Reconstructing User Actions on a Compromised
System Using NTFS Timestamps

Scenario Overview

A large financial institution detected unusual activity on a key executive’'s laptop, leading to the
unauthorized transfer of sensitive financial documents to an external server. The initial
investigation revealed that a malicious insider or an external attacker might have gained
access to the system. The forensic team was tasked with reconstructing the sequence of user
actions to determine how the breach occurred, identify any unauthorized software used, and
understand the full scope of the compromise.

Initial Forensic Findings

1. Suspicious Network Activity: Network logs indicated repeated connections from the
executive's laptop to an external IP address linked to a known data exfiltration domain. The

Intro to Windows Endpoint Forensic Analysis: Artifacts (VMware Lab) 12
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connections occurred during non-business hours, suggesting automated or remote
access.

2. Evidence of Unauthorized Access: Windows event logs showed multiple logins using the
executive's credentials during odd hours, which were inconsistent with the executive's
normal work patterns.

3. Detection of Suspicious Files: Preliminary scans detected traces of a deleted executable
in the system’s temporary directories, but it was unclear when this software was
introduced or executed.

Role of NTFS Timestamps

To accurately piece together the sequence of events, forensic analysts focused on NTFS
timestamps, which provided a detailed timeline of file activities. The timestamps were crucial
in identifying when unauthorized software was installed, accessed, and executed on the
compromised system.

Analysis of NTFS Timestamps

1. Extraction and Examination: Using FTK Imager and MFTECmd, analysts extracted NTFS
timestamps from the Master File Table (MFT) entries on the compromised laptop. They
focused on Modified, Accessed, Created, and Entry Modified (MACB) timestamps of key
files, including executables, system logs, and sensitive documents.

2. Identifying Unauthorized Software Use: The analysis revealed a suspicious executable
named data_transfer.exe located in a hidden directory

(C:\Users\Public\Downloads\System\). The MACB timestamps showed that the executable
was created late at night, which coincided with the first instance of the suspicious network

activity. The Modified timestamp indicated the executable had been run multiple times,
aligning with the ongoing data transfers identified in the network logs.

3. Timeline Reconstruction: By examining the NTFS timestamps, analysts reconstructed a
detailed timeline showing the sequence of actions taken on the system:

e Creation (C): The data_transfer.exe file was created on the system at 11:45 PM, just
after the first unauthorized login.

« Modified (M): The file was modified several times over the next few days, indicating
repeated execution.

e Accessed (A): The accessed timestamp showed that the file was last accessed
minutes before the final data transfer, suggesting that it was actively used for
exfiltration.

« Entry Modified (B): The metadata timestamp showed changes consistent with
attempts to alter the file's properties, possibly to obscure its true purpose or origin.

Intro to Windows Endpoint Forensic Analysis: Artifacts (VMware Lab)
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4. Detecting Tampering and Persistence: Analysts noticed discrepancies between the
Created and Modified timestamps on certain system files, indicating potential timestamp
manipulation by the attacker to hide traces of software installation. Additionally, NTFS
timestamps revealed that related files in the same directory were accessed repeatedly,
suggesting the presence of a persistence mechanism that was triggered automatically.

Corroborating Evidence

1. Cross-Referencing with Event Logs: The timeline derived from NTFS timestamps was
cross-referenced with Windows event logs, confirming that the unauthorized logins
occurred shortly before the creation and modification times of the data_transfer.exe file.
This correlation supported the hypothesis that the attacker used the compromised
credentials to deploy and execute the unauthorized software.

2. Alignment with Network Logs and File Access Data: The timestamps from the MFT
entries aligned with network logs, which showed data being sent to the external server at
times matching the Modified timestamps of the unauthorized executable. File access logs
also confirmed that sensitive documents were accessed around the same time, reinforcing
the evidence of data exfiltration.

3. Supporting Evidence from Prefetch Files and Registry Entries: Prefetch files on the
system confirmed that data_transfer.exe was executed multiple times, while related
Registry entries indicated that the executable was configured to run on system startup,
providing persistence across reboots. This combination of evidence further corroborated
the findings from the NTFS timestamps, creating a comprehensive picture of the attack.

Conclusion

The analysis of NTFS timestamps was pivotal in reconstructing the sequence of actions on the
compromised system. By examining MACB timestamps, investigators identified when
unauthorized software was introduced, how it was used for data exfiltration, and how the
attacker attempted to cover their tracks through timestamp manipulation.

The detailed timeline constructed from NTFS timestamps, corroborated by event logs,
network activity, Prefetch data, and Registry entries, allowed the forensic team to establish a
clear narrative of the breach. The timestamps not only highlighted the attacker’s use of
unauthorized software but also helped pinpoint critical moments in the attack, providing
invaluable insights for remediation and strengthening the institution’s defenses against future
incidents.

This case underscores the importance of NTFS timestamps in digital forensics, demonstrating
their power in uncovering hidden activities, validating other forensic findings, and constructing
accurate timelines of user actions on compromised systems.

SMFT
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The Master File Table (MFT) is a crucial component of the NTFS (New Technology File
System) used by Windows operating systems. It serves as a database that stores information
about all files and directories on an NTFS volume.

Here's a breakdown of its key features:

1.

Metadata Storage: The MFT stores metadata about each file and directory on the NTFS
volume, including attributes such as file name, size, timestamps (creation, modification,
access), permissions, and data content.

. Indexing: The MFT contains an index that enables fast access to file and directory entries.

This index speeds up file access and directory listing operations.

. Resilience: The MFT is a critical part of the file system, and its integrity is essential for the

proper functioning of NTFS. NTFS uses redundancy and journaling mechanisms to protect
the MFT from corruption.

. Allocation: The MFT itself is a file stored on the NTFS volume. As files are created and

deleted, space within the MFT is allocated and deallocated dynamically to accommodate
changes in the file system.

MFT Zone: NTFS reserves a portion of the disk specifically for storing the MFT, known as
the MFT zone. Placing the MFT in a reserved area helps reduce fragmentation and
improves performance by ensuring that the MFT is contiguous and easily accessible.

. Alternate Data Streams: The MFT supports alternate data streams, which allow additional

data to be associated with a file beyond its main content. This feature enables NTFS to
store metadata, thumbnails, and other related information alongside the primary file data.

In summary, the Master File Table is a central component of the NTFS file system, responsible
for managing metadata about files and directories, providing fast access to file information,
and ensuring the integrity and performance of the file system.

Overview of the structure of an MFT file record

ShLENAVE
v v
S0 1470
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The tool MFTECmd (by Eric Zimmerman) parses the NTFS central database, the $MFT
(Master File Table) The MFT is typically parsed into a CSV that is then loaded into another
tool, such as Excel or

Timeline Explorer. The Timeline Explorer tool (by Eric Zimmerman) displays timeline CSV files
in a more convenient format than Excel (and many other tools).

1. Open a command prompt and navigate to the C:\Users\Elliot\Desktop\EZTools folder

2. Use the command below to create a CSV of the $MFT.

MFTECmd.exe -f C:\Users\Elliot\Desktop\Kape_Out\C\$MFT --csv C:\Users\E
lliot\Desktop\Case_Files\File_System --csvf MFT.csv

FI ARF-VM Fri AR/3A/2A2U 15:1A:19 KA

C:\Users\Elliot\Desktop\EZTools>MFTECmd.exe —f C:\Users\Elliot\Desktop\Kape_ Out\C\$MFT —-csv C:\Users\Elliot\Desktop\Cas
e_Files\File_System —-csvf MFT.csv

MFTECmd version 1.2.2.1

Author: Eric Zimmerman (saericzimmerman@gmail.com)
https://github.com/EricZimmerman/MFTECHd

Command line: —f C:\Users\Elliot\Desktop\Kape_Out\C\$MFT —-csv C:\Users\Elliot\Desktop\Case_Files\File_System ——csvf MFT
.csv

File type:

Processed C:\Users\Elliot\Desktop\Kape_Out\C\$MFT in seconds

C:\Users\Elliot\Desktop\Kape_Out\C\$MFT: FILE records found: (Free records: ) File size: 3U0.2MB
Path to C:\Users\Elliot\Desktop\Case Files\File_System doesn't exist. Creating...
C5V output will be saved to C:\Users\Elliot\Deshktop\Case_Files\File_System\MFT.csv

FLARE-VM Fri 88/36/2024 15:18:06.66
C:\Users\Elliot\Desktop\EZTools>

Here's a breakdown of the command:

e wretecmd.exe : This is the executable file being run, a command-line tool used for parsing and
analyzing Master File Table (MFT) data.

e £ c:\Users\miz2\Desktop\Kape out\c\svrT : This flag ( ) indicates the input file or directory being
processed. In this case, it specifies the path to the Master File Table file ( surt ) located at

C:\Users\m122\Desktop\Kape_out\C\$MFT .

e _csv C:\Users\mi22\Desktop\Case_ Files\File System : | his flag (-csv) specifies the output format
of the analysis results. Here, it indicates that the output should be generated in CSV
(Comma-Separated Values) format, and the results will be saved to the directory specified

( C:\Users\ml122\Desktop\Case_Files\File_System L
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e _csuf mrT.csv - This flag ( -csvr ) specifies the filename for the CSV output. In this case, it
indicates that the output CSV file will be named wrr.csv .

So, overall, this command is extracting data from the MFT of an NTFS file system and saving it
as a CSV file for further analysis or processing.

Use Timeline Explorer (Zimmerman Tool) to open the MFT csv.

Navigate to the C:\Users\Elliot\Desktop\EZTools\TimelineExplorer directory and double click
Timeline Explorer.

I ¥ + | C\Users\Elliot\Desktop\EZTools\ TimelineEx plorer

- O >
Home Share View e
« v I Ci\Users\Elliot! Desktop\EZ Tools\ TimelineExplorel I ~ | O O Search TimelineExplorer
Mame - Date modified Type Size
7t Quick access
I Desktop Layouts File folder
Plugins File folder

‘ Downloads |E] LICENSE.tet Text Document

|F] Documents | TioelineFyplorer d Application exten...

J’j Music TimelineExplorer.runtimeconfig json JSOM Seurce File
Tools
tools-2

Once in Timeline Explorer open the MFT.csv file with Timeline Explorer.
&) Timeline Explorer v2.0.0.1
[T Select files to open x

&« 0y 0 Search File_System

Organize + = ~ [N o
[ Desktop Date modified Type Size
¥ Downloads £33 MFT.csv 8/30/2024 3:18 PM Microsoft Bxcel C.. 141,660 KB
|=] Documents
| Pictures
D Music

Teals
tools-2

m Videos

@ OneDrive - Persor

[ This PC

¥ Network v

File name: ~

Once the file is loaded use the "Find” function to search for the attack script in the MFT.
Search for ART-attack.
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ART-attack.psi

[ rimeline Explorer v2.0.0.1 = X
File Tools Tabs View Help
MFT.cou

Line Tag Entry Number Sequence Number |Parent Entry Number Parent Sequence Number In Use Parent Path File Name
» 138330 109518 1 284972 21 v .\Users\Elliot\Desktop\Tools\ART ART-attack.ps1l
136331 109518 1 284972 21 v .\Users\Elliot\Desktop\Tools\ART ART-attack.psl:Zone.Identifier

Scroll right for more info

0x30=FILE_NAME

FT.csv o

SO 0 10=STD_INFO Attribute e
Created@x1@ Creat] Attribute Last Modified0x38 Last Record Change@x1@ Last Rec®d Change®x3@ Last Access@x

v - - - - - -

» 2024-08-30 21:14:53 2024-08-29 ©3:38:24 2024-08-30 21
2024-08-29 01:24:39 2024-08-29 01:24:42 2024-08-30 21:14:53 2024-08-29 03:38:24 2024-08-30 21

To record the details of the attack script entry in the MFT it is easiest to use the command line
version (MFTECmd) and search using the entry number (identified in previously).

MFTECmd.exe -f C:\Users\Elliot\Desktop\Kape_Out\C\$MFT --de 109518

Here's a breakdown of the command:

e urtecnd.exe - This is the executable file for the MFTECmd tool, which is used to analyze and
extract data from NTFS file systems.

e £ c:\Users\mizz\Desktop\Kape out\s$MFT - This specifies the input file or device. In this case, it's
the MFT of an NTFS file system located at c:\users\mi22\pesktop\Kape out\$MFT .

e .de 217964 - This option specifies the specific MFT entry to extract. In this case, it's
extracting the entry with the index number 217946.

So, overall, this command is extracting a specific entry from the MFT of an NTFS file system
based on its index number.

Intro to Windows Endpoint Forensic Analysis: Artifacts (VMware Lab)

https://t.me/learningnets

18



FLARE-YM Fri ©8/30/2024 15:35:47-7C
C:\Users\Elliot\Desktop\EZTools:MFTECmd.exe —f C:\Users\Elliot\Desktop\Kape_Out\C\$MFT —de 109518
MFTECmd version 1.2.2.1

Author: Eric Zimmerman (saericzimmerman@gmail.com)
https://github.com/EricZimmerman/MFTECmd

Command line: —f C:\Users\Elliot\Desktop\Kape_Out\C\$MFT --de 109518

File type:

Processed C:\Users\Elliot\Desktop\Kape_Out\C\$MFT in seconds

C:\Users\Elliot\Desktop\Kape_Out\C\$MFT: FILE records found: (Free records: ) File size: 3U0.2MB

Dumping details for file record with key 8801ABCE-08080801

Entry-seq #: Ox1ABCE-8x1, Offset: Ox6AF3880, Flags: , Log seq #: Ox6630EUAG, Base Record entry-seq: 0x8-0x8
Reference count: ©x2, FixUp Data Expected: 12-80, FixUp Data Actual: 66-00 | 98-80 (FixUp OK:
#*%k% STANDARD INFQ %%

Attribute #: 0x8, Size: Ox68, Content size: OxU8, Name size: 0x0, ContentOffset Ox18. Resident:

Flags: , Max Version: 8x@, Flags 2: , Class Id: 0x0, Owner Id: Ox®, Security Id: Ox6DA, Quota charged: 8x0,
Update sequence #: 0x113BC578

Created On:

Modified On:

Record Modified On:
Last Accessed On:

Case Study: Reconstructing User Actions on a Compromised
System Using MFT Entries

Scenario Overview

A cybersecurity firm was hired to investigate a data breach at a manufacturing company
where critical design files were stolen and sold to a competitor. The breach was suspected to
have originated from a compromised engineer's workstation. The forensic team'’s task was to
reconstruct the sequence of user actions, identify how the breach occurred, determine what
unauthorized software was used, and understand how the attacker maintained access to the
system.

Initial Forensic Findings

1. Unusual Network Traffic: Network logs showed large data transfers from the engineer's
workstation to an external IP address associated with a cloud storage service, which was
not used by the company.

2. Suspicious Login Activity: System event logs indicated multiple logins with the engineer’s
credentials during non-working hours, suggesting possible credential theft or misuse.

3. Malware Alerts: Antivirus logs showed repeated alerts for a known data exfiltration tool,
but the tool had been quarantined multiple times and appeared to re-emerge, suggesting
persistence mechanisms that were not fully understood.

Role of MFT Entries
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To accurately reconstruct the timeline and identify unauthorized software use, forensic
analysts focused on the Master File Table (MFT) entries from the NTFS file system. MFT
entries provided detailed information about file creation, modification, access, and deletion,
which were crucial for piecing together the sequence of actions on the compromised system.

Analysis of MFT Entries

1. Extraction and Examination: Using MFTECmd and other forensic tools like Autopsy,
analysts extracted MFT entries from the compromised workstation. The MFT, a critical
component of the NTFS file system, contained records for every file and directory on the
system, including their MACB (Modified, Accessed, Created, and Entry Modified)
timestamps.

2. Identifying Unauthorized Software: The analysis revealed a hidden executable named
stealth_transfer.exe located in an obscure folder (C:\Windows\Temp\System\). The MFT
entries for this executable showed that it was created shortly after the first unauthorized
login, with Created (C) timestamps aligning with the timing of the suspicious logins noted
in the event logs.

« Modified (M) Timestamps: These indicated that the executable was modified several
times during the period of the data exfiltration, suggesting it was actively used or
reconfigured.

e Accessed (A) Timestamps: These showed that the file was accessed repeatedly just
before the large data transfers, correlating with the periods of unusual network
activity.

« Entry Modified (B) Timestamps: The metadata was altered around the times when the
malware alerts occurred, indicating attempts by the attacker to alter or replace the
executable after it was quarantined by antivirus software.

3. Timeline Reconstruction: By piecing together the MACB timestamps from the MFT
entries, analysts established a detailed timeline:

o The stealth_transfer.exe was created and executed shortly after the initial unauthorized
access.

e The file was accessed and modified multiple times, coinciding with network data
transfers to the external cloud storage service.

¢ The attacker’'s modifications to the metadata indicated efforts to maintain the tool's
functionality even after being flagged by security software.

4. Detection of Additional Malicious Activity: Further MFT analysis uncovered another
executable named keylogger.exe in the same hidden directory, with similar patterns of
creation and access during off-hours. This tool was likely used to capture the engineer’s
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credentials, allowing the attacker to maintain access to the workstation and continue
exfiltrating sensitive data.

Corroborating Evidence

1. Cross-Referencing with System Event Logs: The timeline derived from MFT entries was
cross-referenced with system event logs, confirming the alignment between the creation
and access of the unauthorized software and the times of the suspicious logins. This
supported the theory that the attacker deployed and executed the tools immediately after
gaining access.

2. Alighment with Network and File System Activity: The MFT data was also aligned with
network logs showing data transfers to the unauthorized cloud storage, and file system
logs indicated that the design files were accessed and copied shortly before the
exfiltration times recorded by network monitoring tools.

3. Supporting Evidence from Prefetch Files and Scheduled Tasks: Prefetch files confirmed
that both stealth_transfer.exe and keylogger.exe were executed multiple times, while
scheduled tasks analysis revealed a task that was set up to run stealth_transfer.exe at
regular intervals, providing persistence even after reboots. This persistence mechanism
explained why the malware continued to reappear despite multiple removals by security
software.

Conclusion

The analysis of MFT entries was pivotal in reconstructing the sequence of user actions on the
compromised workstation. By examining the detailed timestamps in the MFT, investigators
identified when unauthorized software was introduced, how it was used to exfiltrate data, and
how the attacker maintained access through persistence mechanisms.

The MFT analysis, corroborated by system event logs, network activity, Prefetch data, and
scheduled tasks, allowed the forensic team to establish a comprehensive narrative of the
breach. This case highlights the importance of MFT entries in digital forensics, demonstrating
how they can reveal hidden actions, validate other findings, and construct an accurate timeline
of events on compromised systems. The detailed examination of MFT entries not only
pinpointed the attacker's actions but also provided critical insights into the tools and
techniques used, guiding the company in strengthening its defenses against future incidents.

USN Journal Analysis ($J)

While the MFT does track last access timestamps, as we noted, these may be disabled. The
USN (Update Sequence Number) Journal provides data showing the operations performed on
files.

* This provides more than a simple timestamp when the last operation of a given type (create,
access, modify, change metadata) was performed.
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— The USN Journal also captures significantly more operation types than just MACB.
- USN journal data may include references to operations on deleted files.

Some use cases for USN Journal analysis:

- Knowledge that a file existed on the system

- Knowledge of file deletion (and when)

- ldentifying that

Prefetch files have been deleted (and which ones)

- Seeing when a user has overwritten a file prior to deletion (often used
in secure delete and anti-forensics)

- Locating a staging directory where files were collected prior to being
archived, exfiltrated, and deleted

- ldentifying when malware has marked files with the hidden or system
attribute to limit visibility in Explorer (and unfortunately, other tools)

The MFTECmd application from Eric Zimmerman used for MFT processing

also processes data from the USN journal

- The file name you need to acquire is $Extend\$UsndJdrnl

- The data is in a special stream named $J

Point to the $J file with the -f parameter, just like when using the tool to parse an MFT.

MFTECmd.exe -f C:\Users\Elliot\Desktop\Kape_Out\C\$Extend\$J -m C:\Use
rs\Elliot\Desktop\Kape_out\C\$MFT --csv C:\Users\Elliot\Desktop\Case_Fi
les\File_System --csvf $J.csv

Here's a breakdown of the command:

o wrTECHd.exe - This is the executable file, a command-line tool specifically designed for
processing MFT data.

e £ c:\Users\mi22\Desktop\Kape out\c\$Extend\$J : This flag ( £ ) indicates the input file or directory
being processed. In this case, it specifies the path to a particular file or directory within the
sextend folder, which is often used for various metadata in NTFS file systems. si refers to
the journal file, which records changes to the file system.

e m c:\Users\mizz\Desktop\Kape out\c\svrT : This flag (n) is used to specify an additional MFT file
to be used in the analysis. Here, it points to the Master File Table ( surr ) located at

C:\Users\m122\Desktop\Kape_out\C\$MFT .

® _csv C:\Users\mi22\Desktop\Case_ Files\File_System - This flag ( -csv ) indicates the desired output
format, which is CSV (Comma-Separated Values) in this case. It specifies the directory
where the CSV file will be saved, likely containing the results of the analysis.

e .csvf sa.csv i This flag ( -csvr ) specifies the filename for the CSV output. In this case, it's
$3.csv , suggesting that the output CSV file will be named after the ss file being analyzed.

Intro to Windows Endpoint Forensic Analysis: Artifacts (VMware Lab)

https://t.me/learningnets



Overall, this command is analyzing the s file, utilizing the MFT data from swer , and saving
the analysis results in CSV format to a specified directory.

FLARE-VM Fri 08/36/2024 15:36:11.85

C:\Users\Elliot\Desktop\EZTools>MFTECmd.exe —f C:\Users\Elliot\Desktop\Kape_Out\C\$Extend\$J -m C:\Users\Elliot\Desktop
\Kape_out\C\$MFT —csv C:\Users\Elliot\Desktop\Case_Files\File_System ——csvf $J.csv

METECmd _version 1.2.2.1

Author: Eric Zimmerman (saericzimmerman@gmail.com)
https://github.com/EricZimmerman/MFTECmd

Command line: —f C:\Users\Elliot\Desktop\Kape_Out\C\$Extend\$J —-m C:\Users\Elliot\Desktop\Kape_out\C\$MFT ——csv C:\Users
\Elliot\Desktop\Case_Files\File_System ——csvf $J.csv

File type:

Processed C:\Users\Elliot\Desktop\Kape_out\C\$MFT in seconds

C:\Users\Elliot\Desktop\Kape_out\C\$MFT: FILE records found: (Free records: ) File size: 3U40.2MB
CSV output will be saved to C:\Users\Elliot\Desktop\Case_Files\File_System\$J.csv

Processed C:\Users\Elliot\Desktop\Hape_Out\C\$Extend\$J in seconds

Usn entries found in C:\Users\Elliot\Desktop‘\Kape_Out\C\$Extend\$J:

CSV output will be saved to C:\Users\Elliot\Desktop\Case_Files\File_System\$J.csv

FLARE-VM Fri 08/30/2024 16:U6:02.71
C:\Users\Elliot\Desktop\EZTools>|

| | = | C\Users\Elliot\Desktop'\Case_Files\File_System — [m} K
“ Home Share View o
« A » ThisPC » Desktop » Case Files » File_System v | O Search File_System
~
Name Date modified Type Size

3 Quick access
B Dese @ Slesv Microsoft Excel C...

eskto

P B3 MFT.csv Microsoft Exc

3 Downloads
5| Documents
&=/ Pictures
Dbsic

Open the $J CSV in Timeline Explorer and search for “deleteme_"

deleteme_

] Timeline Explorer v2.0.0.1 - X

File Tools Tabs View Help

MFT.cov S).cov

Drag a r here to group by that column <|[ Fnd
Line |Tag e Timestamp Parent Path Name Extension Entry Number [Sequence Number

T = ® | = o0e e - -

» 249630 2024-08-30 21:51:56 -\Users\Elliot\AppData\Local\Temp deleteme_T1551.004 .604 339185 118
249631 2024-08-30 21:51:56 \Users\Elliot\AppData\Local\Temp deleteme T1551.004 .004 339185 118
249673 2024-08-36 21:51:56 \Users\Elliot\AppData\Local\Temp deleteme T1551.004 .604 339185 118

File Tools Tabs View Help

MET.cov 2.co

Drag a column header here to group by that column deleteme | -][ Fnd
Parent Entry Number |Parent Sequence Number |Update Sequence Number |Update Rea File Attributes Source File

¥|= - - o e e

’ 102464 1 300044288 FileCreate Archive C:\Users\Elliot\Desktop\Kape_..

102464 1 300044384 FileCreate |Close Archive C:\Users\Elliot\Desktop\Kape_..
102464 1 300052040 FileDelete |Close Archive C:\Users\Elliot\Desktop\Kape_..
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As seen above, the USN Journal records file create, file close, and file delete.

We can pivot from the entry number (339185) to the $MFT to see if the file still exists in the
$MFT.

MFTECmd.exe -f C:\Users\Elliot\Desktop\Kape_Out\C\$MFT --de 339185

C:\Users\Elliot\Desktop\Kape_Out\C\$MFT: FILE records found: (Free records: °) File size: 3U0.2MB

Dumping details for file record with key 0B052CF1-8806088E

Entry-seq #: 0x52CF1-8x8E, Offset: 0x1UB3CU@P, Flags: , Log seq #: @x657@AFFG, Base Record entry-seq: 0x0-0x@
Reference count: 0x2, FixUp Data Expected: 02-00, FixUp Data Actual: 00-00 | ©0-80 (FixUp OK:

#kkk STANDARD INFO sk
Attribute #: 0x0, Size: 0x60, Content size: OxU8, Name size: 0x®, ContentOffset ©x18. Resident:
Flags: , Max Version: ©x8, Flags 2: , Class Id: 0x@, Owner Id: ©x®, Security Id: ©x2F7, Quota charged: ©x®@, Update sequence #: @x11EFFC98
Created On:
Modified On:
Record Modified On:
Last Accessed On:

wkkk FILE NAME i
Attribute #: 0x3, Size: 8x78, Content size: Ox5A, Name size: 0x®, ContentOffset ©x18. Resident:

File name: BTREE_~2.DAT
FLags: , Name 1ype: , Reparse Value: 0x8, Physical Size: @x®, Logical Size: 0x@
Parent Entry-seq #: 8x52CE5-0x95

Created On:
Modified On:

Record Modified On:
Last Accessed On:

#*kkk FILE NAME #x%*
Attribute #: 0x2, Size: 9x80, Content size: @x64, Name size: 0x@, ContentOffset 0x18. Resident:

File name: btree_records.dat
Flags: , Name Type: , Reparse Value: 0x8, Physical Size: 0x0, Logical Size: 8x@
Parent Entry-seq #: 8x52CE5-0x95

Created On:
Modified On:

At first it appears that the file is still in the $MFT; however, closer examination shows us that
the filenames are different. This means that the original file (deleteme_) has been overwritten
and is likely not recoverable.

The above search of the $MFT shows the value of $J.

Case Study: Reconstructing User Actions on a Compromised
System Using the $J Data Stream

Scenario Overview

A healthcare organization experienced a data breach in which patient records were accessed
and exfiltrated from a secure server. Initial investigations pointed to a compromised
administrative account, but the exact method of access and the actions taken by the attacker
remained unclear. The forensic team was tasked with reconstructing the sequence of user
actions on the compromised system to determine how the breach occurred, identify
unauthorized software used, and understand the attacker's persistence mechanisms.

Initial Forensic Findings
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1. Suspicious Network Activity: Network monitoring revealed large data transfers to an
external IP address associated with a known malicious domain. The transfers occurred
late at night, suggesting automated or remote operations.

2. Anomalous Login Patterns: Event logs showed multiple logins using the compromised
account during off-hours, which were inconsistent with the normal working schedule of
the legitimate user.

3. Detection of Deleted Files: Preliminary scans identified deleted executable files in the
system’s temporary directories, but it was unclear how these files were used or when they
were removed.

Role of the $J Data Stream

To piece together the attacker's actions, forensic analysts examined the $J data stream, which
is part of the USN (Update Sequence Number) Journal in NTFS. The $J data stream tracks
changes to files and directories, including creation, modification, and deletion events. This
data is invaluable for reconstructing activities on the file system, especially when direct
evidence has been deleted.

Analysis of the $J Data Stream

1. Extraction and Examination: Using tools like Usndrnl2csv and AnalyzeMFT, analysts
extracted and parsed the $J data stream entries from the compromised server's NTFS
volume. The $J stream provided a chronological record of file system changes, including
detailed information on files that were created, modified, or deleted.

2. Identifying Unauthorized Software Use: The $J data stream revealed the creation and
execution of a suspicious executable named exfil_tool.exe located in C:\Temp\. The entries
showed that this file was created shortly after an unauthorized login using the
compromised account. Importantly, the $J stream recorded that the file was deleted a few
hours later, but not before it had been executed multiple times.

« Creation and Deletion Timestamps: The creation timestamp in the $J stream matched
the initial unauthorized access, while the deletion timestamp aligned with the
termination of the last suspicious network connection, suggesting that the tool was
used for data exfiltration.

+ Modification Entries: Modification entries for exfil_tool.exe indicated that it was
actively used during the time window when patient records were accessed and
transferred. This aligned with the unusual network activity logs, providing a direct link
between the unauthorized software and the data breach.

3. Reconstructing the Sequence of Actions: By examining the sequence of entries in the $J
data stream, analysts reconstructed the timeline:
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* Login and Deployment: The attacker logged in using stolen credentials and
immediately deployed exfil_tool.exe.

« Execution and Modification: The tool was executed several times, modifying its
settings or logs to evade detection, as evidenced by multiple modification entries in
the $J stream.

o File Access and Exfiltration: The attacker accessed and exfiltrated patient records
using the tool, as confirmed by the timestamps in both the $J stream and the network
logs.

« Cleanup Attempts: The final action recorded in the $J data stream was the deletion of
exfil_tool.exe, likely an attempt to cover the attacker's tracks.

4. Detection of Persistence Mechanisms: Further analysis of the $J data stream revealed
changes to the Registry associated with a new Run Key
(HKCU\Software\Microsoft\Windows\CurrentVersion\Run) that pointed to another hidden
executable, auto_start.exe. This executable was designed to re-establish the attacker’s
access upon system reboot, indicating a persistence mechanism.

Corroborating Evidence

1. Cross-Referencing with Event Logs: The timeline from the $J data stream was cross-
referenced with Windows event logs, which confirmed the unauthorized logins and
subsequent file creation and deletion activities. This correlation provided strong evidence
linking the attacker's actions to the compromised account and the unauthorized software.

2. Alignment with Network and File Access Logs: Network logs showing data transfers to
the malicious domain matched the periods when exfil_tool.exe was active, as indicated by
the $J stream’s modification entries. File access logs further confirmed that patient
records were accessed during the times exfil_tool.exe was running.

3. Supporting Evidence from Prefetch Files and Scheduled Tasks: Prefetch files on the
system confirmed that both exfil_tool.exe and auto_start.exe were executed multiple times,
supporting the findings from the $J data stream. Scheduled tasks analysis revealed a task
linked to auto_start.exe, which was set to run automatically on system reboot,
corroborating the persistence mechanism identified through the Registry changes
recorded in the $J stream.

Conclusion

The analysis of the $J data stream was pivotal in reconstructing the sequence of actions on
the compromised system. By examining the detailed records of file system changes,
investigators identified when unauthorized software was introduced, how it was used to
exfiltrate data, and how the attacker attempted to cover their tracks through deletion.
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The $J data stream analysis, corroborated by event logs, network activity, Prefetch data, and
Registry changes, provided a comprehensive view of the breach. It allowed the forensic team
to establish a detailed timeline of the attacker’s actions, linking the unauthorized software to
the data exfiltration and revealing the persistence mechanisms used to maintain access. This
case underscores the importance of the $J data stream in digital forensics, demonstrating
how it can uncover hidden activities, validate other forensic findings, and construct an
accurate narrative of events on compromised systems.

Registry Analysis

The Registry is often referred to as the heart of the Windows OS because it stores
configuration settings and options for the operating system, hardware, user preferences, and
much more. For forensic investigators, the Registry is a treasure trove of information that can
reveal user activity, system configurations, installed software, and traces of malware.

The Windows Registry is a hierarchical database that stores low-level settings for the
Windows OS and installed applications. It functions as a centralized repository for system,
application, and user settings, making it essential for both the normal operation of Windows
and as a source of evidence in forensic investigations.

The Registry records a wide range of information, from details about user accounts,
connected devices, recently accessed files, and network connections, to the presence of
malicious software. It provides a detailed view of how a system has been used, which can be
invaluable when reconstructing user actions or investigating suspicious activities.

Attackers frequently use the Registry to establish persistence on compromised systems. By
modifying specific keys and values, they can ensure their malicious code runs automatically
on startup or whenever a specific event occurs. Understanding the structure of the Registry
and how to analyze it can help investigators identify these persistence mechanisms and
mitigate potential threats.

The Registry is organized into hives, keys, and values, much like a file system. The main hives
include:

e uKkev LocAL MAcHINE (HkLM) @ Contains hardware and software settings that are common to all
users.

e HKEY CURRENT USER (Hkcu) - Stores settings specific to the currently logged-in user.
e HKEY_CLASSES_ROOT (HKCR) @ Associates file types with the programs that open them.
e ukev Users (Hku) - Contains settings for all user profiles on the system.

e HKEY CURRENT CONFIG (HKkce) - Stores hardware profile information.

Each hive contains keys and subkeys, which function like folders, and values, which are akin
to files, holding specific configuration data.
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One of the challenges in working with the Registry is its complexity and volatility. It's a live
database that changes frequently as the system operates, so capturing a reliable snapshot
during an investigation is crucial. Moreover, some keys and values are dynamic and may not
retain historical data, which can complicate the timeline reconstruction.

Another challenge is that attackers with sufficient knowledge can manipulate or delete
Registry entries to hide their tracks. Therefore, it's essential to use robust forensic methods
and tools to identify tampering and recover deleted or hidden data whenever possible.

You can view these keys when you open the regedit.exe Utility.

In this prompt, type regedit.exe , and you will be greeted with the registry editor window. It will
look something like this:

’ B Registry Editor - a X
File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SECURITY
~ I Computer Name Type Data
7~ HKEY_CLASSES ROOT ab} (Default) REG_SZ (value not sety

> HKEY_CURRENT_USER
v HKEY_LOCAL_ MACHINE
> BCD00000000
> HARDWARE
> SAM
SECURITY
> SOFTWARE
> SYSTEM
> HKEY_USERS
> HKEY_CURRENT_CONFIG

Here you can see the root keys in the left pane in a tree view that shows the included registry
keys, and the values in the selected key are shown in the right pane. You can right-click on the
value shown in the right pane and select properties to view the properties of this value.

Here is how Microsoft defines each of these root keys. For more detail and information about
the following Windows registry keys, please visit Microsoft's documentation.

Folder/ predefined key Description

Contains the root of the configuration information for the user who is
currently logged on. The user's folders, screen colors, and Control Panel
settings are stored here. This information is associated with the user's
profile. This key is sometimes abbreviated as HKCU.

HKEY_CURRENT_USER
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Contains all the actively loaded user profiles on the computer.
HKEY_USERS HKEY_CURRENT_USER is a subkey of HKEY_USERS. HKEY_USERS is
sometimes abbreviated as HKU.

Contains configuration information particular to the computer (for any user).

HKEY_LOCAL_MACHINE
-LOCAL_MAC This key is sometimes abbreviated as HKLM.

Is a subkey of HKEY LocAL MACHINE\Software . The information that is stored
here makes sure that the correct program opens when you open a file by
using Windows Explorer. This key is sometimes abbreviated as HKCR.
Starting with Windows 2000, this information is stored under both the
HKEY_LOCAL_MACHINE and HKEY_CURRENT_USER keys. The
HKEY_LOCAL_MACHINE\Software\Classes key contains default settings that
can apply to all users on the local

computer. The HKEY_CURRENT_USER\Software\Classes key has settings that
override the default settings and apply only to the interactive user.

The HKEY_CLASSES_ROOT key provides a view of the registry that merges
the information from these two sources. HKEY_CLASSES_ROOT also
provides this merged view for programs that are designed for earlier
versions of Windows. To change the settings for the interactive user,
changes must be made under

HKEY_CURRENT_USER\Software\Classes instead of under
HKEY_CLASSES_ROOT.

To change the default settings, changes must be made under

HKEY LOCAL MACHINE\Software\Classes .If you write keys to a key under
HKEY_CLASSES_ROOT, the system stores the information

under HKEY_LOCAL_MACHINE\Software\Classes .

If you write values to a key under HKEY_CLASSES_ROOT, and the key
already exists under

HKEY CURRENT USER\Software\Classes , the system will store the information

HKEY_CLASSES_ROOT

there instead of under HKEY LOCAL MACHINE\Software\Classes .

Contains information about the hardware profile that is used by the local

HKEY_CURRENT_CONFIG
computer at system startup.

You would not normally conduct a forensic investigation using the built-in registry editor tool.

Below are a the two main tools to parse and analyze Windows registry hives.

Registry Explorer

Registry Explorer is a GUI based tool used to view the contents of offline Registry Hives. It can
load

multiple hives at once, search across all loaded hives using strings or regular expressions,
exporting

of data, and much more.
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Registry Explorer fills the gaps in existing tools and expands the capabilities of Registry
viewers in

many unique and powerful ways. It is GUI based and contains powerful searching, filtering,
and

other visualization concepts that makes exploring Registry hives very easy while exposing all
the

technical information contained in Registry hives

Registry analysis can provide multiple types of useful evidence for investigations, including:
- Malware persistence

- Evidence of file knowledge

- Mounted drives

- Services created

— Software installed (and often uninstalled)

- Files viewed in Explorer (USRCLASS.DAT)

- Evidence of execution

- etc...

Open Registry Explorer by going to the C:\Users\Elliot\Desktop\EZTools\RegistryExplorer
directory.

I = | C:\Users\Elliot\Desktop\EZTools\RegistryExplarer — O X
Home Share View o
« A | C\Users\Elliot\Desktop\EZTools\RegistryEx plorer ~ | O Search RegistryExplorer
~
MName Date modified Type Size
# Quick access
Bookmarks 8/ File folder
[ Desktop i
Plugins 8 File folder
& Downloads Settings & File folder
= Documents =] LICENSE.txt kY Text Document 2KB
&=/ Pictures | RegistryExplorer.dll 7 Application exten... 91,985 KB
J'! Music P RegistryExplorer.exe 7 Application 527 KB
Tools RegistryExplorer.runtimeconfig,json T J50M Source File 1KB
tools-2 [EA RegistryExplorerManual pdf Microsoft Edge P... 3,87AKB
m Videos
@ OneDrive - Personal
3 This PC
¥ Metwork
8items -

Process the SYSTEM, SECURITY, SOFTWARE, SAM, NTUser.dat, and UsrClass.dat registry
hives with Registry Explorer. The registry hives can be found in the following paths:

C:\Users\Elliot\Desktop\Kape_out\C\Windows\System32\config\SAM
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C:\Users\Elliot\Desktop\Kape_out\C\Windows\System32\config\SECURITY
C:\Users\Elliot\Desktop\Kape_out\C\Windows\System32\config\SOFTWARE
C:\Users\Elliot\Desktop\Kape_out\C\Windows\System32\config\SYSTEM
C:\Users\Elliot\Desktop\Kape_out\C\Users\<Your User Name>\NTUser.dat
C:\Users\Elliot\AppData\Local\Microsoft\Windows\UsrClass.dat

# Registry Explorer v2.0.0.0
File Tools Options Bookmarks (2/0) View Help

Registry hives (&) Available bookmarks (53/0) Values
Find
Value Name | Value Type |Data
Key name #values | # subkeys — —
¥ | Alc = = — — —
4 | C\Users)\Elliot\Desktop\Kape_Out\C\Windows\System32\...
y | » =i ROOT 0
=R} Unassodiated deleted values 2
4 i C:\Users\Elliot\Desktop\Case_Files\Clean Registry Hives\S...
» ROGQT 0
¥ |+ Assodiated deleted records a
4 | c\users\Elliot\Desktop\Case_Files\Clean Registry Hives\s...
3 ROOT 0
¥ | ¢ Assodated deleted records 0
3

= Unassociated deleted values
4 i C\Users\Elliot\Desktop\Case_Files\Clean Registry Hives\S...

3 ROOT 0
¥ | Associated deleted records 0
b | 5 Unassodated deleted records 0
=R Unassodiated deleted values 510

4 i C:\Users)\Elliot\Desktop\Case_Files\Clean Registry Hives\N...
» ROGT 0

=R Unassodiated deleted values

4 i C:\Users\Eliot\Desktop\Case_Files\Clean Registry Hives\U... FEEE
3 5-1-5-21-616991344-3397483003-3982149370-1001_Classes 0
¥ |+ Associated deleted records 0
b | 5 Unassodated deleted records 0
5§ Unazssodated deleted values 1,286

RegRipper

From the directory where the clean registry hives are located run the following for loop.

for /r %i in (*) do (C:\Users\Elliot\Desktop\Tools\RegRipper3.0-master
\rip.exe -r %i -a > %i.txt)

FLARE-VM Fri ©8/30/2024 17:27:39.5U

C:\Users\Elliot\Desktop\Case_Files\Clean_Registry Hives>for /r %i in (%) do (C:\Users\Elliot\Desktop\Tools\RegRipper3.@-master\rip.exe -r %i —a > %i.txt)

This command loops through all registry hives in the current directory and executes regripper
on each of them.
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Let's break it down:

e for /r %i in (*) do: This starts a loop where %i is a variable for each registry hive
recursively ( /r ) in the current directory. The (*) specifies that we're considering all files
and directories.

® (C:\Users\m122\Downloads\RegRipper3.0-master\rip.exe -r %i -a > %i.txt) - This is the command that
will be executed for each file or directory «%i found in the loop.

o c:\Users\m122\Downloads\RegRipper3.0-master\rip.exe : ThiS is the path tothe rip.exe
executable.

o r%i: r iSanoptionfor rip.exe indicating that it should parse a registry hive file. %i is
the file being processed in the loop.

o a: a is another option for rip.exe , indicating that it should analyze the hive file more
thoroughly.

o > %i.txt : This redirects the output of the command ( rip.exe ) to a file named %i.txt
where %i is the name of the file being processed in the loop.

So, in summary, this command is running RegRipper on each file found in the current
directory and its subdirectories, parsing each file as a registry hive and saving the output to a
text file with the same name as the original file but with a .txt extension.

To parse through regripper TXT files open all the files in Notepad++ and conduct a search all
documents.
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I M = | C:\Users\Elliot\Desktop\Case_Files\Clean_Registry Hives

v I> Case_Files » Clean_Registry_Hives I O Search Clean_Registry_Hives

~
MName Date modified Type
3t Quick access

[ Desktop
‘ Downloads

[] NTUSER.DAT_clean 8/30/2024 5:06 PM DAT_CLEAN File

=] NTUSER.DAT clean.txt 8/30/2024 5:27

] L] sam /29/2024

(5| Documents = saMat 8/30/2024 5:27

=] Pictures [] SECURITY clean 130/2024 5:03 PM _
Clean_Registry_Hive =) SECURITY_clean.txt /30/2024 5:27 PM il Edit with Notepad +
config || SOFTWARE clean /2024 5:04 PM F| _ CepyPath

] SOFTWARE_clean.txt /30/2024 5:27 PMA 1 [ detect it easy (DIE)

[] SYSTEM_clean £/30/2024 5:06 PM fi|  filetype

=] SVSTEM clean.tet 730/ . i HashMyfFiles

@ OneDrive - Personal [ UsrClass.dat_clean / D) ' HxD

|=| UsrClass.dat_clean.txt ] T2 % Open with IDA

Md3 Hash
¥ Network w& Open with CFF Explorer
Strings

Tools

tools-2

[ This PC

Submit to VirusTotal
Virus Total

)Q Open with Code
7-Zip

12 Share

% 010 Editor

Give access to

Send to

Cut
Copy

Create shortcut
Delete

Rename

Properties

12items 6 items selected 3.22 MB

[&f © 22\D TE + - m]
File Edit Search View Encoding Language Settings Tools Macre Run  Plugins + ¥
' I ! =_
g = @ & Dkl | #h B | & % | =R
NTUSER.DAT.txt 3 ES.':\M‘b(t (x| ESECURITY.D(t (x| ESOFI'\".";Z\RE.b(t o = sysTEM.t B3
T scanbutton v.20131210 ~ 1
2 (System) Get Scan Button information .
- Find X
4 GUID = {RECERTI5-8CEE-11DZ-97TR-0000F8TR92E6F} [] Find Replace  Findin Files  Findin Projects  Mark
5 LaunchApplications = =
6 o e | v [[Eee=__]O
7 appcertdlls v.20200427
8 ControlSet001\Control\Session Manager\AppCertDl Count
N In select Find Allin Current
10 appconpatcache v.20220%21 1 seiecton n Dou\]nme:rtren
11 (System) Parse files from System hive AppCompat - —_— - — ~
= [ Backward direction Find Allin All Opened
13 ControlSet001\Control\Session Manager\AppCompat [ Match whole word anly ~ Documents
14 LastWrite Time: 2024-03-03 21:57:402 [Match case | Close |
15 Signature: 0x34 [ Wrap around
16 00000009 000400154ef£30000 000a000042ee000
o i A Search Mode Transparency
17 00000009 00010000762D0000 000a00004783000 .
18 C:\Windows'\system32\when'\mofcomp.exe 2021-10-0 @ Normal ® 0n losing focus
12 00000009 000a077309270000 000200004563000( (O Extended {n, Vv, 1, 10, W...) O Always
20 C:\Windows\systen32\oobe\setup.exe 2021-10-06 (O Regular expression » matches newline 1
21 00000009 0001002e2af90000 000a000042ee000 2
2z 00000009 0003000600490000 000a000047ba000

RegRipper GUI Option
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There is also a GUI option to use RegRipper to create the .txt files. The GUI tool will be

downloaded when you download RegRipper from github. To open it, right click the file rr.exe

as administrator.

o RegRipper3.0-master

~ Mame
33
lugins
* F‘_ g .
D .gitattributes
s
| Base.pm
s & | File.prn
« | Key.pm
: ¥ license.md
gistry_b D licensetxt
p2x5124.dll
1 quico
WBoxS 2 q
* README.md
regrip.bat
= 3 rip.exe
| rip.pl
" : rip_bulk.zi
its
J rrexe
1=
rr.pl

Once it is open browse to where the clean registry hives were stored and select the hive you
wish to rip to a .txt file. Note that you can only process one registry hive at a time.
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Date modified Type

File folder

Text Document

Perl Module

ccument
Application exten...

lcon

1723/ Windows Batch File
7723/ Application

7723/ Perl Source File
7723/ Compressed (zipp...
7/23/2023 7:53 AM Application
7/23/2023 7:53 AM Perl Source File

Perl Medule Sourc...

Perl Module Sourc...

Markdown Source...

1KB
27T KB
9 KB
14 KE
2KB
2KB
417 KB
6 KB

2 KB
1KBE
1,857 KB
17KE
1,591 KB
2,492 KB
16KE
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Share WView

Manage ChUsershm 122\ Desktop' RegRipper3.0-master

Application Tools

U & cut x IEII T New item ~ (5] open
w-| Copy path « ﬂ Easy access [ Edit
‘aste  _ Move Copy Delete Rename MNew Properties
[7] Paste shorteut  tor  to- - folder - £ Histar
board Organize New
» RegRipper3.0-master v O
- Mamé Si:
Bl RegRipper, v.3.0 — O
pl
o+ _ 7| File Help
E : ’
4 gl Hive File: I
- F
- Report File: I oo |

¥ i
ot I
p
Bl q
s R
rg

2 n

%5

ri

P |

ri

L

NOTE: This tool does NOT automatically process and incorporate Registry hive
transaction logs. The tool will check to see if the hive is dirty.

If you need to process/incorporate transaction logs, please consider using
yarp + registry Flush py (Maxim Suhanov) or da.exe (Eric Zimmeman).

Ready.
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1 ~

f B RegRipper, v.3.0

Size

s » Clean_Registry_Hives I

Date modified

7:56 PM
4,/29/2024 7:56 PM
4/9/2024 9:22 PM
4/29/2024 7:56 PM
4/29/2024 7:56 PM
4/9/2024 9:22 PM
4/29/2024 7:56 PM
4/29/2024 7:56 PM
/2772024 2:38 PM
4/29/2024 7:56 PM
4/29/2024 7:56 PM
4/29/2024 2:55 PM

Type

\T_CLEAM File
Text Document
Text Document
File
Text Document
Text Document
File
Text Document
Text Document
File
Text Documnent
Text Document
File

o

Size

1,280 KB
60 KB
0KB

64 KB
8KB

0KB

64 KB
4KB

0KB
90,368 KB
2,600 KB
0KB
11,264 KB

¥ File Help
g
2 el Open a hive file
Al « v A aI This PC » Desktop » Case File
L€
i Organize ~ MNew folder
i " ~
MName
o 7 Quick access
[ ] NTUSER.DAT_clean
1 [ Desktop - -
el NTUSER.DAT_clean tet
| ; Downloads  # E NTUSER.DAT .
i Documents D SAM
4 =] Pictures - SAM et
3 Case Files SAM bt bt
o Clean_Registry_t D SECURITY
. i | SECURITY.txt
1 config
SECURITY.bt.bct
- Shared (\\WBoxS
[7] SOFTWARE_clean
R mispC SOFTWARE_clean.txt
9 3D Objects SOFTWARE_clean.bet.txt
[ . b ﬁ SYSTEM_clean
File name: | SAM

v| | Al files

Search Clean_Regi

B

Then select where you want to save the .txt file.

Intro to Windows Endpoint Forensic Analysis: Artifacts (VMware Lab)

https://t.me/learningnets

36



¥ j0ard

-

L "

%5

Urganize Mew Upen
» RegRipper3.0-master v O
Mam
B1 RegRipper, v.3.0 - O X
gripp
pl ..
% File Help
q
| B Hive File: IC:\Users\m'IZZ\DEMop\Case_Hles\Dean_Hegist Browse |
| H
K Report File: I Emwff I
¥ i
l MNOTE: This tool does NOT automatically process and incorporate Registry hive
pi transaction logs. The tool will check to see if the hive is dirty.
b‘ g if you need to process/incorporate transaction logs, please consider using
7 R varp + registryFlush py (Maxim Subhanov) or da.exe (Eic Zimmeman).
I
2 n
| nl
';] ri
B
|
Rip! | Close |
Ready. v
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aele

2 Search Re

Size

1KB
27 KB

9 KB

14 KB
2KB
2KB
417 KB
6 KB
2KB
1KB
1,857 KB
17 KB
1,591 KB
2,492 KB
16 KB
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1% Size
B RegRipper, v.3.0 — *
| File Help
m Save a report file
« v+ o M > ThisPC » Desktop »
Organize * MNew folder
& Downloads # *  Name Date medified Type
Documents elastic-agent-8.12.2-windows-x26_64 3/27/2024 10:10 PM File folder
[&] Pictures » KAPE /26/2024 7:17 PM File folder
Case Files Kape_out 472772024 11:32 AM File folder
Clean_Registry_t P5_Transcripts 5/3/2024 11:10 AM File folder
] Registry 472772024 2:53 FM File folder
config . .
RegRipper_GUI 5/6/2024 11:10 AM File folder
B o RS RegRipper3.0-master 4/27/2024 2:41 PM File folder
3 This PC Tools 3/20/2024 2:56 PM File folder
“J 3D Objects T 4/20/2024 11:14 AM File folder
B Deskiop available_packages.txt 3/20/2024 1:32 PM Text Document
|_F T v s fakenet_logs 3/20/2024 218 PM Shortcut
File name: | |

Save as type: | Report file (*.txt)

» Hide Folders

Then select “Rip!”
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——pg -

Move Co Delete Rename Properties i Jif
|7] Paste shorteut tg - topv}.-' - pv &) History DD Im
rd Organize New Open
RegRipper3.0-master v 0 Searc
2 Mamg Size
Bl RegRipper, v.3.0 — O x
Pl File  Help
E . 1KEB
g| Hive File: |C:\Users'm122\Desktop'Case_Files\Clean_Regist Browse 37T KB
F S KB
K Report File: |C:‘-.Users‘.rn1E'-—.Desktnp'-.HegHipper_GUI‘-SAM.txt Browse 14 KB
¥ li 2 KB
=l it | IHive is not dity. 2KB
= Logging to C:\Users'm122%DesktopRegRipper_GUMNSAM log 41T K
= p Hive type: sam i
!'] q Getting list of plugins based on hive type... 6 KB
VR ...Done. ) KB
Start ripping... =
re 1 KB
2 A 1,857 KB
ri 17 KB
i L3971 KB
2 2492 KB
iy - 16 KB
Close
Hive is not dirty.

The .txt file is created in the directory you chose. You can use the same techniques to parse
through them as previously discussed using the command line version of regripper.

In conclusion, the Windows Registry is a critical artifact in digital forensics, providing detailed
insights into system and user behavior, configuration changes, and potential security
breaches. By mastering Registry analysis, you equip yourself with the skills to uncover hidden
evidence, identify persistence mechanisms, and construct comprehensive narratives of what
occurred on a compromised system.

We will now explore key Registry Keys.

Run Keys

Run Keys—an essential aspect of the Windows Registry that plays a significant role in system
startup and user sessions. Run Keys are often used by legitimate software to launch
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necessary programs at startup, but they're also a favorite tool for attackers to achieve
persistence on compromised systems.

Run Keys are specific Registry entries that automatically execute programs when a user logs
in or the system starts. They are found in various locations within the Registry and are crucial
for controlling which applications run automatically on a system. Understanding Run Keys can
help us detect unauthorized or malicious programs that are designed to start without the
user's knowledge.

Attackers commonly use Run Keys as a persistence mechanism to ensure that their malware
or unauthorized applications run every time a system starts or a user logs in. This makes Run
Keys a critical artifact to examine during forensic investigations.

By analyzing Run Keys, we can reconstruct user actions and determine which programs were
set to run automatically, providing insights into both legitimate and potentially malicious
activities on a system.

Run Keys are found in several locations within the Windows Registry, including:

® HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run (fOI’ SyStem-Wide Startup

applications)

®  HKEY_CURRENT_USER\Software\Microsoft\windows\CurrentVersion\Run (for user—specific startup
applications)

Each Run Key entry typically contains the name of the application, the command to execute it,
and sometimes parameters for its execution. By reviewing these entries, we can determine
what software is configured to start automatically on a system.

One challenge in analyzing Run Keys is distinguishing between legitimate entries and those
set up by attackers. Many legitimate applications use Run Keys, so it's important to carefully
evaluate each entry in the context of the system’s normal operations and user behavior.

Attackers may also modify or delete Run Key entries to cover their tracks, or use techniques
like registry redirection to hide malicious entries. This makes it essential to conduct a thorough
and methodical analysis when investigating Run Keys.

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunOnce
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunOnce

Using Registry Explorer we can navigate to the first Run key and we discover
AtomicRedTeam.exe, which is what is being used as a persistence mechanism.
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¥ @ Regstry Explorer v2.0.0.0 B C
File Tools Options View  Help
() | Avalabie bookmarks (99/0) Values

Value Siack s Deeted Data Record Realocated
o
T00-00€07C-08-00
catl... | 00-60-00-73-00-70

6007000

RADAR
Run

We can search the .txt files we created earlier with regripper and search for
“CurrentVersion\Run" and find the same information.

CurrentVersion\Run

- B sVsTEM cleant £ (=] NTUSER.DAT_clean.tct y:iElsam.m J}Elsscumrm( JEISOFT‘»‘.‘QRE_dEanm 3 4 | + |joogle1.ps1 6F-00-70-00
1064  Software\Microsoft\Windows\Currentversion\Run  [eam.exe
1065  LasgHrite Time 2024-04-27 15:20:437 Find %
0 |2tomic Red Team - C:\Path\AtomicRedTeam.sxe |
GOMIT - C:Vl001S\Sysinterna. DomIted . exe Find  Replace FindinFiles FindinProjects Mark
MicrosoftEdgeAutolaunch FSCEMMMSEAZDE7FE1DBEE4E575374114 - "Ci\Frogram Files (x26)
googlel - e:\Windows\Temp\goofiel.psl Eind what: ~] [ Find Next |0
. . . Count
Software\Microso: ft\Windows\CurrqlitVersion\Run has no subkeys.
[Oin selection Find Allin Current.
Software\Wowé432Node\Microsoft\Wilhdows\CurrentVersion\Run not found. Document
Backward drection
Find Allin All Qpened
1075 Software\Microsoft\Windows\CurredWversion\RunOnce [ Match whole word only e
1076  LastWrite Time 2024-04-10 01:22:4 [Jiatch case
Software\Microsoft\Windows\Currenfifersion\RunOnce has no values. 2w - 4 Close
Software\Microsoft\Windows\Currentersion\RunOnce has no subkeys. EAwrag aroun
T Search Mode Transparency.
= ®Normal @ o0n losing focus
Search results - (26 hit:
earch results - (26 hit=) | (OExtended (n, ¥, \t, \0, ...) O aways

ORegular expression ||, matches newline
-] C:\ProgramData\Sysmon\m122sysmon-4-14-248ml (1 hit)

Line : <TargetObject name@rT1060, RunKey"” congi
3 c:\Users\m122\Desktop\Case Files\Clean Rdli

Line : Software\Microsoft\Windows\DBIze;

Line : Software\Microsoft\Windows\Curre: Run has no subkeys.

Tine : Snfruare\WnuwA432Nnds\Mi nrnsaFrARI ndaws\ CorrentVeraian\Run nar fannd.

—|Search "CurrentVersion\Run" (26 hits in 3Viles of 8 searched) [No:

In conclusion, Run Keys are a powerful artifact in digital forensics, offering insights into which
programs are set to run automatically on a Windows system. By mastering the analysis of Run
Keys, you can uncover hidden persistence mechanisms, identify unauthorized applications,
and better understand the sequence of events on a compromised system.

Windows Services

Windows Services, an integral part of the Windows operating system that plays a crucial role
in both legitimate system operations and malicious activities. Understanding Windows
Services is vital for forensic investigators, as services can be manipulated to provide
persistence, hide malicious operations, or execute unauthorized actions on a compromised
system.
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Windows Services are long-running executable applications that operate in the background
and can start automatically at system boot, be paused, or be restarted. They are commonly
used for essential system functions like networking, security, and application support.
However, attackers can also misuse services to maintain persistence, run malicious code, or
evade detection.

Windows Services are a popular persistence mechanism for attackers. By creating or
modifying services, adversaries can ensure their malicious code runs every time the system
starts or at specified intervals, making it a key artifact to examine during forensic
investigations.

Malicious actors often use services to execute their payloads with higher privileges, allowing
them to perform actions that regular user-level processes might not be able to achieve.
Detecting rogue or modified services can therefore be a crucial step in identifying how an
attack was carried out.

Windows Services information is stored in the Registry under the key:
® HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services

Each service entry contains important details such as the service name, display name,
executable path, start type (automatic, manual, or disabled), and permissions. This information
helps determine if a service is legitimate or potentially malicious.

One of the challenges in analyzing Windows Services is distinguishing between legitimate and
malicious services. Attackers often disguise their services with names similar to legitimate
Windows processes or use paths that look benign, requiring careful analysis and cross-
referencing with known good baselines.

Another challenge is that services can be modified or deleted by attackers to hide their tracks.
It's important to capture system images and logs as soon as possible during an investigation to
preserve this critical data.

L 4 @ Registry Explorer v2.0.0.0 o x
File Tools Options View Help

Registry hives (5) | Avallble bockmarks (59/0)
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We can search the regripper txt files for “svc v." to find a list of the services installed on the
host and the timestamp.

™ o R = I R E— e Keylast .. |ParametersKey .. |Group Image Path Service DLL Required Privil

File Edit Search View Encoding Language Settings Tools Macro Run s ? + Y X i2o70e \SystemRootiyst

= 0 > h - = = ¥ » 132 L
cBHBRGE| 4 D ERIEET EEDRz® ®E PR EE ersiverion
[=] SYSTEM_cleanect B3 Ernu DAT_clean txt “EE—LH:( “EEEDJR\T- xt \EE;FT\ ARE_clean.txt } « | o4-03-20 20:3. SCSI Minipart system32\drivers\

atapi.sys

712 source_os v.20200511 ~ o

(System) Parse Scurce 0S subkey yalues

Find X

Find  Replace FindinFiies Findin Projects Mark

sve v.20200825
L Find what: v\ [ Find Next 10

(System) Lists Services key contents by LastWrite time (CSV)

Count

eryiceDll. Type, Starc,Opisctlame
icTestService CMD,,C:

[Jin selecton Find Alln Current

Find All n All Opened
Documen ts

Close
. [ Wrap around
n2a_na_o7 120> fl7 naw Foma 257ne ama cemehose [
B Normal On losing focus
Search resuts - (1 hit) g’ e O 0, ) 8 ‘ "
Extended (1, ¥, 6 \0, W Aays
Search "sve v." (1 11.. 1 file rched) [Nermall Oreai - i
C:\Users\m122\Deskllop\Case, Clean Registry_Hives\SYSTEM clean.txt (1 hit) cquarexpressen. L. mathes newine A
Line : 5ve ¥.20200525

[{Search "CurrentVersion\Run" (26 hits in 3 files of 8 searched) [Normal]
E (3 hits in 1 file of 8 searched) [Normal]
[f/Search "sve v." (1 hit in 1 file of 8 searched) [Normal]

Search " of 1 searched) [Normal]
se ed) [Normal]
se ed) [Normal] .

Normal textfile  length: 467,199 lines: 8,506 Ln:7.125 Col:39 Sel:6|1 Windows (CRLF)  UTF-8 INS

In conclusion, Windows Services are a powerful artifact in digital forensics, offering insights
into system operations and potential persistence mechanisms used by attackers. By mastering
the analysis of Windows Services, you can uncover hidden threats, identify unauthorized
activities, and better understand the scope of a compromise.

Case Study: Reconstructing User Actions on a Compromised
System Using Run Keys

Scenario Overview

A law firm experienced a data breach in which sensitive client information was leaked. The
initial investigation suggested that a compromised workstation was used to exfiltrate data, but
it was unclear how the attackers maintained persistence on the system. The forensic team
was tasked with reconstructing the sequence of user actions to identify unauthorized software
use, establish persistence mechanisms, and understand how the attackers maintained control
over the compromised workstation.

Initial Forensic Findings

1. Suspicious Network Activity: Network logs showed frequent outbound connections from
the compromised workstation to an external server associated with data leaks. The
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connections were intermittent but consistent, indicating some level of automated activity.

2. System Alerts: Antivirus logs recorded attempts to run a known malicious executable,
which was subsequently quarantined. However, the malware seemed to reappear
repeatedly, suggesting that the attacker had established persistence.

3. Evidence of Credential Theft: Windows event logs indicated the use of compromised
credentials to access the workstation, correlating with the times of the suspicious network
activity.

Role of Run Keys

To identify how the attackers maintained persistence and to uncover unauthorized software,
the forensic analysts turned their attention to Run Keys in the Windows Registry. Run Keys
were crucial in understanding how malicious programs were configured to start automatically
and persist on the system despite removal attempts.

Analysis of Run Keys Data

1. Extraction and Examination: Using Autoruns and Registry Explorer, analysts extracted the
Run Key entries from key locations in the Registry:

o HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run
o HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run

2. Identifying Unauthorized Entries: The analysis revealed a suspicious entry named
"Updater," which was configured to execute a hidden executable located in a seemingly
benign directory (C:\Users\Public\Documents\Updater.exe). This executable was identified
as the same malware flagged by the antivirus, set to run every time the user logged in,
thus re-infecting the system after each removal attempt.

3. Timeline Reconstruction: By examining the creation and modification timestamps of the
Run Key entries, investigators established that the "Updater" entry was created shortly
after the first successful compromise of the user’s credentials. This timeline aligned with
the first detected instance of the malware, suggesting that the Run Key was used to
establish persistence almost immediately after the initial breach.

4. Detection of Additional Malicious Run Keys: Further analysis identified another Run Key
entry named "SystemMonitor" linked to a keylogger executable. This program was
designed to capture keystrokes and transmit them to the attacker’s server, explaining how
credentials were continuously compromised and supporting the ongoing unauthorized
access.

Corroborating Evidence

1. Cross-Referencing with Event Logs: The Run Key creation times were cross-referenced
with Windows event logs, confirming that they were added during periods of unauthorized
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access. This correlation provided strong evidence that the Run Keys were established by
the attacker to maintain persistence on the system.

2. Alignment with Network and File System Logs: The executable paths from the Run Keys
were matched with network logs showing outbound connections to the attacker’s server,
and file system logs indicated frequent modifications to the "Updater.exe" file around the
times the Run Keys were executed. This alignment confirmed that the Run Keys were
actively used to launch the malicious software.

3. Supporting Evidence from Prefetch and Scheduled Tasks: Prefetch files confirmed the
repeated execution of both "Updater.exe" and the keylogger executable, while a review of
Scheduled Tasks revealed attempts to use scheduled tasks as an additional persistence
mechanism. However, these tasks were less consistently configured, indicating the
primary reliance on Run Keys for persistence.

Conclusion

The analysis of Run Keys was pivotal in reconstructing the sequence of user actions on the
compromised workstation. Run Keys provided clear evidence of how the attackers maintained
persistence by automatically launching unauthorized software at startup, despite repeated
removal attempts by security software.

By correlating Run Key data with other forensic artifacts, such as event logs, network activity,
and file system changes, the forensic team was able to establish a detailed timeline of the
attack, identify the persistence mechanisms used, and understand the full extent of the
compromise. This case illustrates the importance of Run Keys in digital forensics,
demonstrating how they can uncover hidden persistence strategies, reveal unauthorized
software use, and corroborate other findings to provide a comprehensive understanding of
security breaches on compromised systems.

Scheduled Tasks

Scheduled Tasks—an often overlooked but incredibly valuable artifact in Windows forensics.
Scheduled Tasks can provide key insights into both legitimate and malicious activities on a
system, helping us to reconstruct user actions, identify persistence mechanisms used by
malware, and understand how a system was compromised.

Scheduled Tasks are a feature in Windows that allows users and administrators to automate
the execution of programs or scripts at specified times or intervals. While they are typically
used for routine maintenance tasks, attackers often exploit them to achieve persistence,
execute malicious code, or schedule data exfiltration.

Scheduled Tasks can be used to automate both system and user activities, making them a
valuable artifact for understanding what has been running on a system. They record when
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tasks are scheduled, when they were last run, and what actions they performed, which is
crucial for timeline reconstruction.

In many attacks, adversaries use Scheduled Tasks to maintain persistence on a compromised
system. By analyzing Scheduled Tasks, forensic investigators can identify these persistence
mechanisms and understand how attackers maintain their foothold on a system.

Each Scheduled Task file contains details such as the task's name, triggers (when the task
runs), actions (what the task does), execution times, and the user account under which the
task is run. These details are vital for understanding the task’s purpose and timing.

Scheduled Tasks are stored in XML files located in the

C:\Windows\System32\Tasks

directory. Additionally, information about Scheduled Tasks can be found in the Windows
Registry under:

® HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache\Tasks
® HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache\Tree

Each Scheduled Task file contains details such as the task's name, triggers (when the task
runs), actions (what the task does), execution times, and the user account under which the
task is run. These details are vital for understanding the task’s purpose and timing.

One challenge in analyzing Scheduled Tasks is distinguishing between legitimate tasks and
those set up by an attacker. Many Scheduled Tasks are created by legitimate applications or

system processes, so it's important to thoroughly investigate each task’'s purpose and context.

Scheduled Tasks can be modified, disabled, or deleted by attackers to cover their tracks.
While some task data might be recoverable, the completeness of the artifact can be affected,
making it essential to cross-reference Scheduled Tasks with other forensic artifacts.
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We can find the same information from regripper txt files.
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taskcache

.DAT clean.txt ] SAM.Ext } SECURITV.xt | [=] SOFTWARE cleantxt E3

ol

WINDOY
2

;‘3::173::‘7 1;::‘;:;12 Find >
Find  Replace FindinFies FindinProjects Mark
Eind what:l ~ Find Next ]
Clin selecton
e aoiaa e Fm;]m%enea
Cmatch o Clos
Wrap around
Tesis = Search Mode [ Transparency.
® Normal (@ On losing focus
O)Extended (n, V. \t, 10, ...) O aways
Lastly, we could follow the path in the Kape collection to find the same tasks.
- » Kape_out » C » Windows » System3d » Tasks »
“ MName Date modified Type Size
s
Microsoft 4f27/2024 11:30 AM File folder
| | GoogleUpdateTaskMachineCore{30D909F... 3/ 24 210 PM File 4KB
y | | GoogleUpdateTaskMachineUA{3AAADSS.., 3/ 24 2:10 PM File 4KB
ts || MicrosoftEdgelpdateTaskMachineCore 4/4/202410:12 AM File 4KB
| | MicrosoftEdgeUpdateTaskMachinela 4747202410012 AM File 4KB
| npcapwatchdog 2 File AKB
:j T1053_005_Onlegen File 4KB
VBoxS | | T1053_005_OnStartup File 4KB

In conclusion, Scheduled Tasks are a powerful tool in the forensic investigator's toolkit,
offering insights into both legitimate system maintenance and malicious activities. By
effectively analyzing Scheduled Tasks, you can uncover persistence mechanisms, reconstruct
timelines, and identify unauthorized actions on a compromised system.

Case Study: Reconstructing User Actions on a Compromised
System Using Scheduled Tasks

Scenario Overview

A manufacturing company discovered that critical design files were accessed and transferred
to an unauthorized external server. The breach occurred over a weekend when no employees
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were scheduled to work, raising suspicions of insider involvement or credential theft. The
forensic investigation aimed to determine how the breach happened, identify the tools used,
and reconstruct the sequence of actions taken on the compromised system.

Initial Forensic Findings

1. Suspicious Network Activity: Network monitoring logs indicated large data transfers from
an engineer's workstation to an external IP address during off-hours. This was unusual
given the engineer's known work patterns and schedule.

2. Unusual File Access: File system logs showed that design files were accessed multiple
times over the weekend, suggesting that an automated process, rather than manual
intervention, was likely responsible for the data transfer.

3. Possible Unauthorized Software: Preliminary scans detected traces of file transfer
software that was not approved or installed by the company’s IT department, but it was
unclear when or how this software was executed.

Role of Scheduled Tasks

To create a detailed timeline and confirm the use of unauthorized software, forensic analysts
focused on Scheduled Tasks data. Scheduled Tasks entries provided critical evidence of
automated activities on the system, helping to establish the sequence of events that led to the
data breach.

Analysis of Scheduled Tasks

1. Extraction and Examination: Using Task Scheduler Viewer and Registry Explorer, analysts
extracted Scheduled Tasks data from the workstation. They examined the task XML files
located in C:\Windows\System32\Tasks and correlated these with entries in the registry
under HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Schedule\TaskCache\Tasks.

2. Identifying Unauthorized Scheduled Tasks: The analysis revealed a Scheduled Task
named "SystemMaintenance" that was set to run a hidden executable from a non-standard
directory. This executable was identified as unauthorized file transfer software that
matched the traces found in the initial scans. The task was set to run at regular intervals
during weekends, aligning perfectly with the timeline of the data transfers.

3. Timeline Reconstruction: By examining the Scheduled Task’s triggers and execution
history, investigators reconstructed the timeline of the breach. The task was created
shortly after the engineer’s last legitimate login on Friday evening, suggesting that an
unauthorized party, likely using stolen credentials, set up the task to run when the office
was empty.

4. Detection of Additional Malicious Tasks: Further analysis uncovered another task labeled
"Windows Update Check," which, instead of checking for updates, ran a script designed
to delete logs and clear evidence of the breach activities. This task was scheduled to run
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immediately after the data transfer operations, demonstrating an attempt to cover the
tracks of the unauthorized actions.

Corroborating Evidence

1. Cross-Referencing with Event Logs: The task creation and execution times were cross-
referenced with Windows event logs, which confirmed the suspicious logins using the
engineer's credentials during the times the tasks were created. This correlation supported
the theory of credential theft and unauthorized access.

2. Alignment with Network and File Access Logs: The timestamps from the Scheduled
Tasks matched the times of the network activity showing outbound connections to the
external server and the file access logs showing repeated accesses to the design files.
This alignment provided a cohesive narrative of how the Scheduled Tasks facilitated the
automated exfiltration of sensitive data.

3. Supporting Evidence from Prefetch and Shim Cache: Prefetch and Application
Compatibility Cache entries confirmed the execution of the unauthorized file transfer tool
and the log-clearing script. This consistency across multiple artifacts further corroborated
the findings from the Scheduled Tasks analysis, demonstrating the extent of the malicious
actions taken on the system.

Conclusion

The analysis of Scheduled Tasks was pivotal in reconstructing the sequence of user actions
on the compromised system. Scheduled Tasks entries revealed the use of unauthorized
software to automate data exfiltration and conceal evidence, providing clear and timestamped
records that aligned with other forensic findings.

By leveraging the detailed information from Scheduled Tasks, including triggers, actions, and
execution history, investigators were able to establish a clear timeline of the breach, identify
the malicious tools used, and confirm unauthorized access. This case underscores the value
of Scheduled Tasks in digital forensics, highlighting their role in detecting persistence
mechanisms, uncovering automated malicious activities, and corroborating other forensic
artifacts to build a comprehensive understanding of security incidents on compromised
systems.

Prefetch Analysis

Now we'll dive into prefetch files—one of the unsung heroes in the world of digital forensics.
These files can tell us a lot about what has been executed on a Windows system, providing
critical insights during an investigation.

Prefetch files are a component of Windows operating systems designed to speed up the
startup of applications by caching data related to recently executed programs. They were
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introduced in Windows XP and continue to be part of newer Windows versions, though their
structure and functionality have evolved over time.

Originally, prefetch files were developed to enhance system performance. They record
information about application execution to optimize the loading process for future runs.

For forensic analysts, prefetch files are invaluable because they record execution timestamps,
file paths, and the number of times an application has been run. This makes them a powerful
artifact for tracking user activity, malware execution, or verifying an application's presence on
a system.

Each prefetch file follows a specific structure, including headers, file paths, timestamps, and
volume information. We'll break down these components to understand how each piece of
data contributes to a forensic investigation.

We must also consider variations across Windows versions. For example, Windows 10
changed the prefetch format, adding more detailed execution metadata, which provides
additional context during an investigation.

Prefetch files are located in C:\windows\Prefetch and have a .PF extension
- One file is created per {appName, path, command line} tuple.

» Collection-DESKTOP-3T4D051_mynetworksettings_com-2024-02-26T11_40_30-08_00 » uploads » auto >|C%3A » Windows » Prefetch I

#

Mame Date modified Type Size
3
| | 7TZ2301-X64.EXE-1646F601 pf PF File TEB
PF File 148 KB
ks PF File 3KB
ts 2.0.EX-CBABS. PF File 3KB
E-BCEIATE PF File 17 KB
ATBROKER.EXE-5CD29207.pf PF File 11 KB
ATOMICSERVICE.EXE-59E20F34. 2 A1 PF File 9 KB
Al ol P — 2E9AG.pf ] D F P~ ~ I~ TKE
:  Executable Hashed Executable o
——A-.-.]ﬁ-.m..m.n—mFEESB.pf - ST ) s - IEB
N ame'DTASKHOST.EXE-F&BZDDM.... I_Focatlon PF File 13 KB
!'_1 CHROMEEXE- AEDTBA3C pf Zr2Er 0TI AT PF File SKB
1 - [ . 2 2By 202 20 AN e 3
|| CHROME.EXE-AEDTBAID. pf 2/26/2024 11:29 AM PF Fil 43 KB
Ij CHROME.EXE-AEDTBA3E.pf 24 11:17 AM PF File A0 KB
CHROME.EXE-AEDTEAIF. pf 24 11:17 AM PF File 22 KB
L P
|| CHROME.EXE-AEDTBAL0. pf PF File o KB
CHROME.EXE- AEDTBALL pf PF File &0 KB
L p
| CHXSMARTSCREEN.EXE-F9281904,pf 24 11:40 AM PF File 20 KB
L P
1 CMAN FYF-NRNANGAT nf 74 11:35 &M DF File 15 KR

The peCmd tool from Eric Zimmerman is a tool that can parse all known

versions of prefetch files

- Many prefetch parsers cannot handle compressed prefetch files (Win8+)

¢ Unlike many other prefetch parsers, peCmd can process an entire directory of prefetch files
simultaneously

Intro to Windows Endpoint Forensic Analysis: Artifacts (VMware Lab)

https://t.me/learningnets



- Most standalone parsers operate on a single file at a time

* The peCmd tool can also generate a timeline of Prefetch activity

— This is useful in understanding the larger context of an investigation, especially
when combined with filesystem timeline data

Check the registry to ensure prefetch has been enabled.

File Tools Options Bookmarks (2/0) View Help
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] r— Memory Management 16 2
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Hive
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Key path
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PECmd

| C:Wsers\m122'\Deskiop\Collection-DESKTOP-3T4D051_mynetworksettings, |

|Dperah'ng system
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PECmd.exe -d C:\Users\Elliot\Desktop\Kape_out\C\Windows\Prefetch --csv
C:\Users\Elliot\Desktop\Case_Files\Prefetch --csvf Prefetch.csv

Here's a breakdown of the command:

o pecmd.exe . This is the executable file for the Prefetch Extractor tool, which is used to
analyze Prefetch files in Windows.

e d C:\Users\mi22\Desktop\Kape_out\C\Windows\Prefetch : This specifies the directory containing the
Prefetch files to be analyzed. In this case, it's C:\Users\m122\Desktop\Kape_out\C\Windows\Prefetch .

e .csv C:\Users\mi22\Desktop\Case Files\prefetch : This specifies the output directory where the
extracted data will be saved. In this case, it's c:\users\m122\pesktop\case Files\Prefetch .

e .csvf prefetch.csv - This specifies the name of the output CSV file where the extracted
Prefetch data will be saved. In this case, it's prefetch.csv .

So, overall, this command is extracting and analyzing Prefetch data from the specified
directory and saving the results as a CSV file for further analysis.

I> This PC » Desktop » Case_Files » Prefetch I v D Search P

Mame Date modified Type Size

ks
Prefetch.csv 8/30/2024 5:38 PM Microsoft Excel C... 2,135 KB
@ Prefetch_Timeline.csv 2/30/2024 5:38 PM Microsoft Excel C... 56 KB

| 1

ts

As seen above, the command produces two CSV files. The first one provides details about
each specific Prefetch file. The second one provides the timestamps and names of the
prefetch files to use when building a timeline of events.

Since we know the approximate time the event starts we can search for prefetch entries at
that time by dropping the csv into Timeline Explorer. As seen below we can check the
checkbox for the prefetch files of interest to get a clearer picture of events.
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File Tools Tabs View Help
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2 2024-88-29
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6 2024-08-29
7 2024-88-29
8 2024-08-29
9 2024-88-29
18 2024-08-29
1 2024-88-29
12 2024-08-29
13 2024-88-29
14 2024-08-29
15 2024-88-29
16 2024-88-29
17 2024-88-29
18 2024-88-29
19 2024-08-29
20 2024-88-29
21 2024-08-29
22 2024-88-29
23 2024-08-29
24 2024-88-29
25 2024-08-29
26 2024-88-29
27 2024-08-29

Sesy

Drag a column header here to group by that column

Executable Name

\VOLUME{@1daf9b5c80fbb39-7cc81bde} \WINDOWS\SYSTEM32\APPLICATIONFRAMEHOST . EXE

\VOLUME{®1daf9b5c80fbb39-7cc81bde} \WINDOWS\SYSTEM32\APPLICATIONFRAMEHOST . EXE
\VOLUME{@1daf9b5c80fbb39-7cc81bde} \WINDOWS \SYSTEM32\AUDIODG . EXE
\VOLUME{81daf9b5c80fbb39-7cc81bde} \WINDOWS\SYSTEM32\AUDIODG . EXE
\VOLUME{@1daf9b5c80fbb39-7cc81bde} \WINDOWS \SYSTEM32\BACKGROUNDTASKHOST . EXE
\VOLUME{81daf9b5c80fbb39-7cc81bde} \WINDOWS\SYSTEM32\BACKGROUNDTASKHOST . EXE
\VOLUME{@1daf9b5c80fbb39-7cc81bde} \WINDOWS \SYSTEM32\BACKGROUNDTASKHOST . EXE
\VOLUME{@1daf9b5c80fbb39-7cc81bde} \WINDOWS\SYSTEM32\BACKGROUNDTASKHOST . EXE
\VOLUME{@1daf9b5c88fbb39-7cc81bde} \WINDOWS \SYSTEM32 \BACKGROUNDTASKHOST . EXE
\VOLUME{@1daf9b5c80fbb39-7cc81bde} \WINDOWS\SYSTEM32\BACKGROUNDTASKHOST . EXE
\VOLUME{@1daf9b5c88fbb39-7cc81bde} \WINDOWS \SYSTEM32 \BACKGROUNDTASKHOST . EXE
\VOLUME{@1daf9b5c80fbb39-7cc81bde]} \WINDOWS\SYSTEM32\BACKGROUNDTASKHOST . EXE
\VOLUME{®1daf9b5c80fbb39-7cc81bde} \WINDOWS \SYSTEM32\BACKGROUNDTASKHOST . EXE
\VOLUME{@1daf9b5c80fbb39-7cc81bde} \WINDOWS\SYSTEM32\BACKGROUNDTRANS FERHOST . EXE
\VOLUME{®1daf9b5c80fbb39-7ccB1bde} \WINDOWS\SYSTEM32 \BACKGROUNDTRANS FERHOST . EXE
\VOLUME{@1daf9b5c80fbb39-7cc81bde} \WINDOWS \SYSTEM32\BACKGROUNDTRANS FERHOST . EXE
\VOLUME{®1daf9b5c80fbb39-7ccB81bde} \WINDOWS\SYSTEM32 \BACKGROUNDTRANSFERHOST . EXE
\VOLUME{@1daf9b5c80fbb39-7cc81bde} \WINDOWS \SYSTEM32\BACKGROUNDTRANS FERHOST . EXE
\VOLUME{81daf9b5c80fbb39-7cc81bde} \WINDOWS\SYSTEM32\BACKGROUNDTRANSFERHOST . EXE
\VOLUME{@1daf9b5c80fbb39-7cc81bde} \WINDOWS \SYSTEM32\BYTECODEGENERATOR . EXE
\VOLUME{@1daf9b5c80fbb39-7cc81bde} \WINDOWS\SYSTEM32\BYTECODEGENERATOR. EXE
\VOLUME{@1daf9b5c80fbb39-7cc81bde}\PROGRAMDATA\ CHOCOLATEY\CHOCO. EXE
\VOLUME{@1daf9b5c80fbb39-7cc81bde}\PROGRAMDATA\CHOCOLATEY\CHOCO. EXE
\VOLUME{@1daf9b5c88fbb39-7cc81bde} \PROGRAMDATA\ CHOCOLATEY\CHOCO.. EXE
\VOLUME{@1daf9b5c80fbb39-7cc81bde}\PROGRAMDATA\CHOCOLATEY\CHOCO. EXE
\VOLUME{@1daf9b5c88fbb39-7cc81bde} \PROGRAMDATA\ CHOCOLATEY\CHOCO.. EXE
\VOLUME{@1daf9b5c80fbb39-7cc81bde}\PROGRAMDATA\ CHOCOLATEY\CHOCO. EXE

deiol = ol

Enter text to search.

After filtering we can see a series of suspicious events occuring within about 30 seconds.

< [ Timeline Explorer v2.0.0.1 - b 4
File Tools Tabs View Help
Prefetch_Timeline.csv x
Drag a column header here to group by that column Enter text to search... Find
Line |T.. ¥ |Run Time Executable Name
T = ] | = B -
856 [v] |2024-04-28 18:24:23 | \VOLUME{@1dabdb566cc6462-d666dTS7 J\WINDOWS\WINSXS\AMDEA_MICROSOFT-WINDOWS-WHOAMI_31BF3856AD364E35_10.9.1°
2024-04-28 18:25:27 | \VOLUME{®1da6db566ccb462-d666dT97 J\WINDOWS\SYSTEM32\SCHTASKS . EXE
2024-04-28 18:25:29 | \VOLUME{@1da6db566cc6462-d666dfI7 P\WINDOWS\SYSTEM32\SC. EXE
2024-04-28 18:25:22 | \VOLUME{®1da6db566ccb462-d666dT97 JP\WINDOWS\WINSXSY\AMD64 MICROSOFT-WINDOWS-R. .-COMMANDLINE-EDITOR 31BF385¢
2024-84-28 18:24:23 | \VOLUME{@1da6db566cc6462-d666dT97 J\WINDOWS \WINSXS\AMDEA_MICROSOFT-WINDOWS-POWERSHELL-EXE_31BF3856AD364E3!
2024-04-28 18:25:31 | \VOLUME{@1da6db566cc6462-d666dTa7 J\WINDOWS\NOTEPAD. EXE
2024-04-28 18:25:18 | \VOLUME{@1da6db566cc6462-d666dT97 J\WINDOWS \WINSXS\AMDEA_MICROSOFT-WINDOWS-NET1-COMMAND-LINE-TOOL_31BF385¢
2024-04-28 18:25:18 | \VOLUME{@1da6db566cc6462-d666dTa7 JP\WINDOWS\SYSTEM32\NET . EXE
2024-04-28 18:25:31 | \VOLUME{@1da6db566cc6462-d666dFI7 PA\WINDOWS\SYSTEM32\MAVINIECT . EXE
2 2024-04-28 18:24:23 | \VOLUME{01da6db566cc6462-d666dTa7 J\WINDOWS\SYSTEM32\HOSTNAME . EXE
1 2024-04-28 18:25:29 | \VOLUME{@1dabdb566cc6462-d666dT97 F\ATOMICREDTEAM\ TMP\ATOMIC - RED-TEAM-724CB3F568DCDD341815D5D2F34CBFS01680:
2024-03-03 21:58:08 \VOLUME{01da6db566cc6462-d666dT37 F\WINDOWS\SYSTEM32\WWAHOST . EXE
2024-04-23 23:01:42 \VOLUME{®1dabdb566cc6462-d666dT97 } \WINDOWS\SYSTEM32\WUAUCLT . EXE
2024-04-24 98:42:39 \VOLUME{@ldabdb566cc6462-d666dT37 }\WINDOWS\SYSTEM32\WUAUCLT . EXE
2024-04-24 23:01:56 \VOLUME{®1dabdb566cc6462-d666dT97 } \WINDOWS\SYSTEM32\WUAUCLT . EXE
2024-04-25 21:42:59 \VOLUME{@ldabdb566cc6462-d666dT37 }\WINDOWS\SYSTEM32\WUAUCLT . EXE
2024-04-26 20:42:41 \VOLUME{®1da6db566cc6462-d666dT37 } \WINDOWS\SYSTEM32\WUAUCLT . EXE
2024-04-27 19:42:49 \VOLUME{@1lda6db566cc6462-d666dT37 }\WINDOWS\SYSTEM32\WUAUCLT . EXE
2024-04-27 23:01:38 \VOLUME{01da6db566cc6462-d666dT37 } \WINDOWS\SYSTEM32\WUAUCLT . EXE
2024-84-28 17:45:280 \VOLUME{@1dabdb566cc6462-d666dT97} \WINDOWS\SYSTEM32\WUAUCLT . EXE
2024-04-28 14:42:31 \VOLUME{@1da6db566cc6462-d666dT97 } \WINDOWS\SYSTEM32\WBEM\WMIPRVSE . EXE
2024-04-28 15:42:31  \VOLUME{@1dabdb566cc6462-d666df97  \WINDOWS\SYSTEM32\WBEM\WMIPRVSE . EXE -
. »
C\Users\m122\Desktop\Case_Files\Prefetch\Prefetch_Timeline.csv Total lines 897 Visible lines 897 Open files: 1 & Search options

While working with prefetch files, it's essential to ensure that timestamps are correctly
interpreted according to the system’s timezone settings. Also, pay attention to how the
presence of prefetch files alighs with system boot times and user activity.
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Be aware of the limitations—prefetch files are cleared if they exceed the system's limit
(usually 128 or 1024 entries, depending on the OS), and they can be deleted by users or
cleaned up by the system, making them unavailable for analysis.

To wrap up, prefetch files are a potent forensic artifact that provides insights into application
execution on Windows systems. By mastering the analysis of these files, you add a valuable
tool to your digital forensics toolkit.

Case Study: Reconstructing User Actions on a Compromised
System Using Prefetch Files

Scenario Overview

A large corporation experienced a security incident involving the unauthorized access and
exfiltration of sensitive intellectual property. The incident response team identified a specific
workstation as the potential point of compromise. The objective of the forensic investigation
was to reconstruct the sequence of user actions on the compromised system to determine the
tools used, establish a timeline of events, and identify any unauthorized software that
facilitated the data breach.

Initial Forensic Findings

1. Suspicious Logins: Security logs indicated unauthorized logins to the workstation during
non-working hours. The logins were traced back to an employee who denied involvement,
suggesting possible credential theft.

2. Network Anomalies: Network monitoring detected unusual outbound connections from
the compromised workstation to an external IP address linked to known data exfiltration
activity.

3. System Artifacts: Initial scans revealed traces of several tools typically associated with
data exfiltration, but it was unclear when or how they were executed.

Role of Prefetch Files

To build a comprehensive timeline and identify the unauthorized software used, forensic
analysts turned to prefetch files located in the C:\Windows\Prefetch directory. Prefetch files
record metadata about executable files, including the last time they were run and the number
of executions, making them crucial for reconstructing user actions.

Analysis of Prefetch Files

1. Extraction and Examination: Analysts extracted prefetch files from the compromised
system. Using tools like PECmd and WinPrefetchView, they parsed the prefetch files to
gather detailed information about executed applications.

2. Identification of Unauthorized Tools: Analysis of the prefetch entries revealed that
specific unauthorized tools, including a file transfer application and a password cracker,
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were executed multiple times. These tools were not part of the corporation’s approved
software list and were identified as key components in the data breach.

3. Timeline Reconstruction: The prefetch data provided precise timestamps for the last
execution of each application. By sorting these entries chronologically, analysts could
reconstruct a detailed timeline of actions, showing the sequence in which the
unauthorized tools were run. This timeline matched the periods of suspicious login activity
and the abnormal network connections, supporting the theory that the breach was
orchestrated using these tools.

4. Correlating Execution Counts: Prefetch files also recorded the number of times each tool
was executed. This information revealed that the unauthorized data transfer application
was used repeatedly over a span of several days, indicating persistent activity rather than
a one-time breach.

Corroborating Evidence

1. Cross-Referencing with Event Logs: The execution times from the prefetch files were
cross-referenced with Windows event logs, confirming that the unauthorized tools were
launched during the periods of suspicious login activity. This cross-correlation helped
establish that the compromised user account was used to operate these tools.

2. Alignment with Network Logs: The timestamps from the prefetch files also aligned with
the times of the detected outbound connections to the external IP address. This reinforced
the link between the tool execution and the exfiltration of data.

3. Support from Other Artifacts: Analysis of other system artifacts, such as shellbags and
registry entries, showed file and folder accesses that coincided with the use of the
unauthorized applications identified in the prefetch files. This comprehensive view further
substantiated the timeline and actions reconstructed from the prefetch data.

Conclusion

The analysis of prefetch files was pivotal in reconstructing the sequence of user actions on
the compromised system, revealing that unauthorized data exfiltration tools were repeatedly
executed. By correlating the prefetch data with event logs, network connections, and other
system artifacts, the investigation confirmed the unauthorized use of specific software that
facilitated the breach.

The prefetch files provided clear, timestamped evidence of when and how the unauthorized
tools were used, creating a compelling narrative of the attacker's actions. This case highlights
the critical role of prefetch files in digital forensics for establishing timelines, identifying
unauthorized software, and corroborating other forensic findings to fully understand the
scope and nature of a security incident.

User Assist
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UserAssist files—a lesser-known but incredibly powerful artifact in the realm of Windows
forensics. These files can reveal a wealth of information about user activity on a system,
making them invaluable for investigations.

UserAssist files are registry entries within the Windows operating system that track the
execution of GUI-based applications by a user. They are primarily used by Windows to provide
quick access to frequently used programs, but for forensic analysts, they offer a timestamped
history of user activity.

UserAssist files help us understand user behavior by recording interactions with the system,
including which applications were opened, how often they were accessed, and when. This can
be critical in cases involving insider threats, data exfiltration, or user activity reconstruction.

In incident response and malware investigations, UserAssist entries can show if and when a
malicious application was executed, helping to establish a timeline of compromise.

+ Registry Path: "UserAssist data is stored in the Windows Registry under the path:
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\Userassist . Within this key,
there are subkeys named with GUIDs that contain ROT13-encoded values recording
executed programs."

o Data Structure: "Each entry includes a timestamp of the last execution, a count of
executions, and a path to the executable. The values are stored in ROT13 encoding, which
is a simple substitution cipher, making it straightforward to decode."

We can find the UserAssist information from our regripper output in notepad++.

= g
file Edit Search View Encoding Langusge Seltings Tooks Mscro Run Plugine Window 7 v

PRl = L= ey =1 JE) O |8 %] & x| =1 EFERE=® | @ R =R
[ NTUSERDAT_clean ot 3 JBlSAM e (| SECURITVibct 13| B SOFTWARE cleanit ] ae
13 (Software, NIUSER.DAT) Gets contents of Uninstall keys from Software, NIUSER.DAT hives AJ

v O Searc

Uninstall Find X

e \Win \ entversion\Uninstal
Software\Microsoft\Windows\CurrentVersion\Uninstall Find  Replace  Findin Files | Find in Projects | Mark

2024-08-05 15:15:072 Eind nhat: ~] [ Find Next 10

Python 3.12.2 (64-bit) v.3.12.2150.0

Count

2024-04-05 14:52:102 i selecti Fnd Allin Carrent
. ) . - - - n selection ind Alin Current
Microsoft Visual Studio Code (User) v.1.88.0 Documen t

[Backward drection
[[IMatch whele word only

Find Allin All Opened
Userassist Documen s
Software\Microsoft\Windows\CurzentVerszion\Explorer\Usezhssist

LastWrite Time 2024-03-20 17:41:47Z

{9E04CAB2-CC14-11DF-BBEC-A2F1DEDT2085 Search Mode I ransparency
(@ Normal (@) On losing focus
OExtended (n, ¥, \t, \0, W...) O Aways
(Regular expression . matches newline

4DDD-48FF-5B05-D3190DACE3E2
{CAAS9ESC

4792-4145-9909-6A6A2D324590E

{CESFFSCD-ACE2-4F4F-9178-9926F41749E2
5an = 1e.16.407
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{CEBFF5CD-ACE2-4F4F-9178-9926F41749EA}: Includes a list of applications, files, and other
objects that have been accessed.

fCERFFSCD-ACE2-4F4F-9178-9926F41749£EA)]
2024-04-2T7 15:15:49Z
{1AC14ET7-0ZET7-4ESD-E744-2EB1RAES]198E7 } \WindowsFowerShell\vl. 0\powerzhell . exe (21)
2024-04-27 15:12:52Z2
C:\Users'\m122\Desktop\KAPE\gkape.exe (1)
2024-04-19 16:30:48Z
Micro=zoft.AutoGenerated. {B458F346-4C87-2CTC-5ESC-6REEICIESS5CY (27}
2024-04-19 01:26:342
Microzoft.Windows.Explorexr (71)
2024-04-19 01:00:072
Chrome (3)
2024-04-18 17:46:392
{6DB0B3TT7-6AF0-444B-895T7-A37T3F02200E} \Wireshark\Wireshark.exe (28)
2024-04-18 16:41:08Z
Microzoft.AutoGenerated. {CDAGCTCE-3TBS-D083-30A2-3EF94637398R} (15)
2024-04-15 23:16:33Z
C:\Uzers'\ml22\Desktop\GiftCard.bat (18)
2024-04-15 18:22:14Z
C:\U=zers'\mlz22\Desktop\GiftCardl.bat (2)
2024-04-14 15:06:41Z
C:W\Users'\ml22\Downloads"\WARM LUMEERMAN.exe (3)
2024-04-14 14:54:27Z2

P a % Thae mmee e Timt mt malemean] aemrrt S mh e mamm A 11 s (T DN

{FAE57C4B-2036-45F0-A9AB-443BCFE33D9F}: A list of shortcut links used to start
programs.
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=] NTUSER.DAT_clean.txt BES:I-.-I.txt lESECURIT‘r.txt ]Es-sFT-;-.--;-RE_-;lean.m L
1452 ~
hF4E57C43—2036—45FO—A9AB—443BCFE33D9FtI
2024-04-27 15:15:482
{RTTFEDT7-2E2B-44C3-RA6RZ-AEA601054A51} \Windows PowerS5hell‘\Windows PowerShell.lnk (21)
2024-04-19% 16:30:482
{9E3995AB-1FSC-4F13-EB27-48B24B6C7174}\TaskBar\CyberChef.1lnk (27}
2024-04-19 01:26:342
{9E3995AB-1F9C-4F13-BB27-48B24B6C7174}\TaskBar\File Explorer (2).1lnk (70)
2024-04-19 01:02:372
C:\Users‘\Public\Desktop'\Google Chrome.lnk (4)
2024-04-18 17:46:382
{9E359954B-1F9C-4F13-B827-
2024-04-18 16:41:08Z
{9E3995AB-1F3C-4F13-B827-48B24B6CT7174}\TaskBar\Admin Command Prompt.lnk (15)
2024-04-14 14:54:27Z2
{9E3995AB-1F9C-4F13-EB27-48B24E6C7174}\TaskBar\Notepad++ - Chocolatey 5him.lnk (15}
2024-04-14 14:07:08Z
{0139D44E-6RAFE-49F2-8690-3DAFCAEGFFEBE } \Administrative Tools\Event Viewer.lnk (5}
2024-04-10 01:28:11Z
C:\Users'\ml22'\Desktop'Tools\Productivity Tools'\Windows Terminal.lnk (1)
2024-04-08 22:29:28Z
C:\Users'ml22'\Desktop'Tools\Hex Editors\HxD.lnk (4]
2024-04-08 18:26:12Z
C:\Users'Public\Desktop'DE Browser (5QLite).lnk (2)
2024-04-08 17 58Z
{0139D44E-6AFE-49F2-8690-3DAFCAEGFFEE 4010 Editor\010 Editor.lnk (1)
2024-04-05 15:50:28Z

IATIEETT T IR IR_A4AC S _AERT _ARAEATALARET LA TS maal Srmdd s Cadal T sma]l Sradda Cadas Tnle (30

S
=
o
(%]
b
t
o
0

1
=

1
S

74}\TaskBar\Wireshark.lnk (25)

c

To conclude, UserAssist files are a powerful tool for forensic investigators seeking to
understand user behavior on Windows systems. They offer a detailed look at how and when
applications are used, providing critical context in digital investigations.

Case Study: Reconstructing User Actions on a Compromised
System Using UserAssist Files

Scenario Overview

A financial institution experienced a data breach involving the unauthorized access and
exfiltration of sensitive customer information. An internal employee was suspected of using
unauthorized software to extract data from secure systems. The forensic investigation aimed
to reconstruct the sequence of user actions to confirm whether the employee had accessed
and used the software during the breach period.

Initial Forensic Findings

1. Suspicious Network Activity: Network logs indicated unusual data transfers from a
workstation assigned to the suspect during non-business hours.

2. System Artifacts: Initial analysis of system artifacts revealed traces of software that was
not approved for use within the organization, specifically data extraction tools.
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3. User Account Activity: Windows event logs showed that the suspect’s user account was
active during the times of the data transfers, aligning with the suspicious network activity.

Role of UserAssist Files

To build a more precise timeline of actions and identify specific software use, forensic
analysts turned to UserAssist files. These files provided critical evidence of the suspect's
interactions with the system, specifically GUI-based applications.

Analysis of UserAssist Files

1. Extraction and Decoding: Analysts extracted the UserAssist registry entries from the
suspect's profile under
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\UserAssist.
Using tools like UserAssistView, they decoded the ROT13-encoded entries.

2. Identification of Unauthorized Software: The decoded entries revealed that a data
extraction tool, previously flagged during the system artifact review, was executed
multiple times. The timestamps from the UserAssist entries closely matched the periods of
the suspicious data transfers identified in network logs.

3. Execution Patterns: The UserAssist data showed a consistent pattern of the suspect
launching the unauthorized software immediately after logging into the system. This
pattern corroborated the Windows event logs, reinforcing the timeline of events.

4. Frequency and Timing: The UserAssist files provided details on the frequency of software
execution, showing repeated use on dates that aligned with key moments in the breach
timeline. This demonstrated a deliberate and repeated action rather than an accidental
launch of the software.

Corroborating Evidence

1. Correlating with Event Logs: The UserAssist entries were cross-referenced with Windows
event logs, which confirmed that the suspect was logged in and active on the system at
the times the unauthorized software was executed.

2. Alignment with Network Data: The timestamps from the UserAssist entries coincided with
the timestamps of the abnormal data transfers captured in network logs. This alignment
further substantiated the claim that the unauthorized software was used to exfiltrate data.

3. System State Analysis: Additional analysis of prefetch files showed that the unauthorized
software was run from a portable storage device, which aligned with the UserAssist
findings and indicated the software was not permanently installed on the system, thus
avoiding detection by standard monitoring tools.

Conclusion

The UserAssist data was pivotal in reconstructing the sequence of user actions,
demonstrating that the suspect had repeatedly used unauthorized data extraction software
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during the breach. By aligning UserAssist entries with network activity and event logs, the
investigation confirmed the suspect's involvement in the unauthorized data exfiltration.

The evidence collected from UserAssist files provided clear and timestamped records of
software execution, which, when combined with other forensic findings, created a
comprehensive narrative of the suspect's actions. This case underscored the importance of
UserAssist files in tracking user activity and substantiating claims of unauthorized software
use in digital forensic investigations.

RecentDocs

RecentDocs, an important artifact in Windows forensics that helps us track user activity by
providing insights into recently accessed files and folders. RecentDocs entries can be a
goldmine of information when reconstructing a user’s actions on a system.

RecentDocs is a registry key in Windows that keeps track of the most recently accessed files
and folders by the user. It's part of the user’s activity history and is stored in the Windows
Reqistry under

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs .

RecentDocs is particularly useful for tracking user activity on a system. It records the names
of recently opened files, making it an essential artifact for investigations involving document
access, intellectual property theft, or verifying claims of data access.

RecentDocs entries are timestamped, allowing forensic investigators to create a timeline of file
access. This can be crucial when piecing together the sequence of events in an investigation.

Each entry records the name of the file or folder, its file path, and a timestamp of the last
access. Windows uses this data to quickly display recently accessed items to the user in
various interface elements, like the Start menu or File Explorer.

One limitation of RecentDocs is that it only retains a limited number of entries, as older entries
are overwritten when new files are accessed. This means the data is most useful for recent
activity, but may not provide a complete history if the user accesses a large number of files
frequently.

Another challenge is that RecentDocs entries can be deleted or cleared by the user, either
intentionally or as part of routine system cleanup, which can complicate forensic analysis.

We can find the recentdocs information in our regripper output using notepad++.
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recentdocs v.20200427
(NTUSER.DAT) Gets contents of user's RecentDocs key

FecentDocs
#*111 walues printed in MARULi=t\MRUListEx order.
Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs
LastWrite Time: 2024-08-30 20:37:18Z

0 = The Internet

11 = 8000/
10 = Downloads
8 = R1l Generic.System.Pstree.csv

5 = Tools
2 = redpilimatrizygal lpaper.jpg
i

Scr

7

6 = redpill.jpg

4 = MrRobotWallpaperZ.jpg
3 =_WM

2 = log.tXL

1 kglcheck/

As you scroll down you can see the most recent documents by file extension.

g C\Users\m122\Desktop\Case_Files\Clean_Registry_Hives\NTUSER.DAT_clean.txt - Notepad++ - O >
File Edit Search View Encoding Language Settings Tools Macre Run  Plugins  Window 7 + ¥ X
sEHEHBR & 4 | |8 Bg| @ x| | = FEGRa®| @ BB e~
=] NTUSER.DAT_clean.txt EES'—‘\M.Ut JIE SECURITY txt JIE SOFTWARE _clean.txt _Jl bl I
1 Software\Microzoft\Windows'\CurrentVersion\Explorer\RecentDocs' .psl A
LastWrite me 2024-04-04 19:55:16Z

MRUListEx = 4,3,2,1,0

4 googlel.psl

3 = test.psl

2 = FreePizza.psl

1 = ftp_poc.psl
102 0 = Coupon.psl

[
[x]
By et

Software\Microzoft\Windows\CurrentVerszion\Explorer'RecentDocs) . txt
LastWrite Time 2024-04-08 18:25:18Z
MRUListEx = 7,6,5,4,3,0,1,2

7 = systeminfo.txt

= googlel.txt

= test.tXt

= New Text Document.txt
shell.txt

= log.txt

= available packages.txt
= agent.txt

=
(XX
1 m

(SR = R PR ST -
n

Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs' .xml
LastWrite Time 2024-03-30 17:04:54Z
MREUListEx = 1,0

1 = mlZzZsysmon.xml

0 = sysmon.xml

Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDoecs\ .zip
LastWrite Time 2024-04-08 23:55:51Z
MRUListEx = 0

0 = gamedata.zip

Software\Microzoft\Windows\CurrentVersion\Explorer\RecentDocs\Folder
LastWrite Time 2024-04-14 21:38:53Z
MRUListZx = 7,%,9,6,0,5,4,1,3,2
7 = Shared (\\VBox3Svr) (Z:)
= gamedata
= This BC W

wom
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To wrap up, RecentDocs is a valuable artifact for forensic investigators looking to track user
activity on Windows systems. By understanding how to extract and interpret RecentDocs
entries, you add a crucial tool to your forensic toolkit, helping you piece together user actions
and build a clear narrative in your investigations.

Case Study: Reconstructing User Actions on a Compromised
System Using RecentDocs

Scenario Overview

A mid-sized tech company suspected that an insider had accessed and copied confidential
project documents related to an upcoming product launch. The investigation aimed to
determine if the employee had accessed these sensitive files and if unauthorized software
was used to facilitate data exfiltration. The forensic team needed to reconstruct the user’s
actions to confirm or refute these suspicions.

Initial Forensic Findings

1. Unusual File Access: File server logs indicated that several confidential documents were
accessed and downloaded by the suspect’s account during late hours when the employee
was not scheduled to work.

2. External Device Use: Endpoint monitoring tools detected the connection of an
unauthorized USB device to the suspect’s workstation around the same time the sensitive
files were accessed.

3. Potential Use of Unauthorized Software: Preliminary scans hinted at the presence of
unauthorized file transfer and archiving tools that could have been used to collect and
move data.

Role of RecentDocs

To refine the timeline and identify specific user actions, forensic analysts focused on the
RecentDocs entries in the Windows Registry. RecentDocs data provided direct evidence of
files recently accessed by the user, including timestamps that aligned with the suspicious
activity period.

Analysis of RecentDocs

1. Extraction and Examination: Using Registry Explorer, analysts extracted the RecentDocs
entries from the suspect's profile located at

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs.

They decoded the entries to identify recently accessed files and folders.

2. Identifying Access to Confidential Documents: RecentDocs entries revealed that multiple
confidential project documents were accessed during the same timeframe as the
suspicious downloads recorded in the file server logs. The file paths and filenames
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matched those of the sensitive documents, directly tying the suspect to their unauthorized
access.

3. Correlation with Unauthorized Software: Among the RecentDocs entries, analysts found
records of an executable file that was not part of the company’s approved software list.
This executable was a portable file transfer tool capable of quickly copying large amounts
of data to external devices, matching the type of software suspected to be used for
exfiltration.

4. Timeline Reconstruction: By analyzing the timestamps associated with the RecentDocs
entries, investigators constructed a timeline showing the sequential access of confidential
documents followed by the launch of the unauthorized file transfer tool. This sequence
matched the timeframe of the unauthorized USB device connection detected earlier.

Corroborating Evidence

1. Cross-Referencing with USB Logs: The RecentDocs timeline was cross-referenced with
USB connection logs, which confirmed that the unauthorized USB device was connected
shortly after the file transfer tool was accessed. This strongly suggested that the data
transfer to the USB device occurred immediately after the documents were accessed.

2. Matching with System Logs: Event logs from the system showed that the suspect's user
account was actively logged in and performing actions at the exact times recorded in the
RecentDocs entries, further confirming the link between the user’s actions and the
unauthorized access.

3. Supporting Evidence from File Metadata: Metadata from the confidential documents
showed that they were last opened and modified at times corresponding to the
RecentDocs timestamps, reinforcing the narrative that the files were accessed and
manipulated during the breach period.

Conclusion

The RecentDocs analysis was pivotal in reconstructing the sequence of user actions, revealing
that the suspect accessed sensitive documents, utilized unauthorized software to collect the
data, and transferred it to an external device. This clear timeline of activity, corroborated by
other forensic evidence, provided irrefutable proof of the suspect's involvement in the data
breach.

The RecentDocs entries not only confirmed unauthorized access to the files but also
highlighted the use of unapproved software that facilitated the exfiltration. This case
underscores the value of RecentDocs in forensic investigations, demonstrating how these
entries can provide crucial insights into user actions, validate other findings, and ultimately
help build a comprehensive picture of what occurred on a compromised system.

Shell Bags
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Shellbags, a powerful yet often underutilized artifact in digital forensics. Shellbags can provide
critical insights into user activity, specifically regarding folder access and directory structure,
even if the original files or folders no longer exist on the system.

Shellbags are a set of registry keys that store information about folders viewed through
Windows Explorer. They track the user’s folder preferences, such as view settings, sizes, and
positions, and can even reveal folders that were accessed on local, removable, or network
drives.

Shellbags are incredibly useful for reconstructing folder access and directory structures,
including deleted or moved folders. This can be vital in cases involving hidden files, deleted
evidence, or attempts to cover up data access.

Shellbags provide insights into the user's behavior by recording when and how directories
were accessed. This can help investigators understand the context of file interactions, such as
whether a user was browsing a folder that contained incriminating evidence.

Shellbags data is stored in multiple locations within the Windows Registry, primarily under:
e HKEY_CURRENT_USER\Software\Classes\Local Settings\Software\Microsoft\Windows\Shell\BagMRU
® HKEY_CURRENT_USER\Software\Classes\Local Settings\Software\Microsoft\Windows\Shell\Bags

Shellbags contain various details, such as folder names, paths, view settings, and timestamps
of the last access. This data helps paint a picture of how and when folders were accessed by
the user.

One challenge with Shellbags is that they do not record every folder access but rather a
snapshot based on user interactions with Windows Explorer. They primarily track changes in
folder views, so they may not capture every folder the user accessed, especially if accessed
through other means.

Shellbags data can also be overwritten over time as more folders are accessed and settings
change. This makes it important to collect and analyze this data promptly to preserve valuable
evidence.

We can find the shellbags information in our regripper output using notepad++.
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53 shellbags
(USRCLASS.

86 MRU

20MRU ctraversal

Modified Accessed

Createa zip_Subfolder Resource

02:29:14

2024-08-29 02:29:14

2024-08-29 01:36:22
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285471/6
2019-12-07
2024-08-29
2024-08-282
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My Computer’

My Computer’
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2024-08-289
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2013-12-07 66/1

302115/1
302132/1
302133/1

Tools [Deskzop\0\

My ComputerC:
My Computer’\C:

\C:

My Computer\C:
Computer\C:

:\Program Files\Spl:

[ Match whole word oriy
[IMatch case
wrap around

Search Mode
@ Normal
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O Reguiar expression

Desktop\1\]
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[sadavard drection |:

[Desktop\ 143\

1519/1 My Computer\C:\Users [Desktop\l\3\0\

Desktop\113\0%0\

cads [Desktop\1\3\0\0\0\]
oads\neté [Desktop\1\3\0\0
©0ads\KAPE [Deskrop\1\3\0\0N0\1!
oads\DCode-x86-EN-5.6.24123 .
ocads\prow:

[Desktop\143\(
ghistoryview-x64 [Desktop\1\3\0)
ocads\MemProcFS_files_:

aries v5.11.4-uj

oads\testdisk-7.2.win64 [Desktop\113\0\0NO\:
ocads\testdisk-7.2.uingé\rastdizk-7.2 [Deske:

Desktep\1\340\0\e\6\]

Desktop\1\3\24]
\Program Files [Desktop\l\3\3\
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k\etc [Deskrop\1\3\3\0\0\]
:\Frogram Files\Splunk\etc\apps [Deskcop\1\3\310

My Games [Desktop\3h]
ZTools [Desktop\éi]

We can also use another Eric Zimmerman tool call ShellBagsExplorer (included in the
download of Zimmerman tools).

4

»
| : Home Share View

|
N &« N ‘ I Users\Elliot\Desktop\EZ Tools\ShellBagsExplorel “ | D
8 ~
o} Name Date modified pe Size
e st Quick access
] |=] LICENSE.txt 4116 Text Document 2KB
¥ [ Deskto,
. P ] ope olorer 1075 Application exten...  90,675KB
: & Downloads ShellBagsExplorer.exe 10/5 Application 529 KB
8 [ Documents ShellBagstxplorer runtimeconfig,json 10/5 JSON Source File 1KB

&= Pictures

Clean_Registry_Hive

Search ShellBagsExplorer

LA R R T
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Ignore the email address references and click OK.

» EZTools » ShellBagsExplorer »

~

Name Date maodified
|:| LICENSE et 9:32 AM
| ShellBagsExplorer.dil 2023 2:31 PM
I * ShellBagsExplorer.exe I 10/5¢/ 2:30 PM
ShellBagsExplorerruntimeconfig json 10/ 2:28 PM
Settings 8/30/2024 5:57 PM

Type

Text Document

Application exten...

Application
JS0M Source File

File folder

v O
Size
2 KB
90,675 KB
529 KB
1KB

je

Search ShellB

Close the Window using the X.

¢
5
»
H »
3 b4
»
istry_Hivi
Personal
¢

€4 Options

Show parent tree nodes when filtering
+| Show horizontal scrollbar on grid
Show hexadedmal value in Details pane

| Use CSY separator

DateTime format yyyy-MM-dd HH:mm:ss
Preview: 2024-04-29 11:31:41

Default time zone (UTC) Coordinated Universal Time

Email address |

| Automatically submit unknown GUIDs and Shell IDs

Click for examples

Save

Cancel

Intro to Windows Endpoint Forensic Analysis: Artifacts (VMware Lab)

https://t.me/learningnets

67



Load the user.dat hive by selecting file and load offline hive. Then navigate to where
the clean registry hives were saved and open userclass.dat.

@ ShelBags Explorer v2.0.0.0 = O x
File Tools Help

# Load active registry Alt+1 p
Cirl+0 vale Tcon shell Type |MRUPosi.. | Created On | Modified . | Accessed... | FirstInte... | Last Inter._ | Has Explo...| Miscellane

7 |0 Noimage .. AHc = = = = = = m Al

(% =13
This presents a tree-like structure with additional information in the lower right. It
shows folders that were interacted with and the timestamps.

& ShelBags Explorer v2.0.0.0 — [m] X

File Tools Help

:ag Desktop ,0
) iTools Value Icon Shel Type MRU Position Created On Modified On Accessed On First Interacted Last

toolks-2 ® | Noim..| af = = - - _ _

¥ Quick Access
EZTools

v ThisPC

<

Summary | Detals  Hex

Name: Tools

Absolute path: Desktop'Tools

Key-Value name path: BagMRU-0

Registry last write time: 2024-08-30 20:53:38.939

Target timestamps
Created on: 2024-08-29 01:36:22.000

Modified on: 2024-08-29 02:29:14.000

In conclusion, Shellbags are a powerful forensic artifact that provides insights into user
interactions with directories on a Windows system. By effectively analyzing Shellbags, you
can reconstruct folder access, identify hidden or deleted directories, and build a detailed
timeline of user activity.
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Case Study: Reconstructing User Actions on a Compromised
System Using Shellbags

Scenario Overview

A healthcare organization experienced a security breach involving the unauthorized access
and potential exfiltration of patient records. A forensic investigation was initiated to determine
how the breach occurred, identify the actions taken by the perpetrator, and assess the extent
of data compromised. The suspect's workstation was imaged, and investigators needed to
reconstruct the sequence of user actions to determine if unauthorized software was used and
how sensitive directories were accessed.

Initial Forensic Findings

1. Unusual File Access Patterns: Security logs indicated that patient records were accessed
outside of normal working hours by an employee who denied any involvement, suggesting
a possible compromise of their credentials.

2. External Device Connections: Endpoint monitoring data showed that a USB drive was
connected to the workstation around the time of the suspicious access. This raised
concerns about potential data exfiltration.

3. Presence of Unauthorized Software: A preliminary scan of system artifacts revealed
traces of portable data extraction tools, but it was unclear when or how these tools were
used.

Role of Shellbags

To create a detailed timeline and understand the actions taken by the user on the
compromised system, forensic analysts focused on analyzing Shellbags data. Shellbags
provided insights into the directories that were accessed, including those that were deleted or
not directly visible in the file system.

Analysis of Shellbags

1. Extraction and Examination: Using ShellBags Explorer and Registry Explorer, analysts
extracted Shellbags entries from the registry hive of the suspect's user profile. They
decoded these entries to identify accessed folder paths, view settings, and timestamps.

2. Identifying Access to Sensitive Directories: Shellbags data revealed that several sensitive
folders containing patient records were accessed during the breach period. This included
folders that were not explicitly listed in recent files or typical logs, indicating direct
navigation to these directories using Windows Explorer.

3. Correlation with Unauthorized Software: Among the Shellbags entries, analysts found
evidence of access to folders associated with unauthorized portable software, including
data extraction tools located on the connected USB drive. This access occurred shortly
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before the suspicious patient record access, suggesting the use of these tools to facilitate
the data breach.

4. Timeline Reconstruction: Shellbags provided precise timestamps for when the suspect
accessed various directories, allowing investigators to construct a sequence of events.
The data showed the user navigated through directories containing patient records
immediately after connecting the USB drive and before using the unauthorized software.
This sequence matched other findings related to the breach.

Corroborating Evidence

1. Cross-Referencing with Event Logs: The Shellbags timeline was cross-referenced with
Windows event logs, which confirmed that the suspect’s user account was active at the
times indicated by the Shellbags data. This supported the theory that the suspect was
manually navigating through sensitive directories rather than accessing files automatically.

2. Alignment with USB and File System Logs: The timestamps from Shellbags closely
matched the logs showing USB drive connections and the timestamps of the files modified
during the breach. This alignment strongly suggested that files were copied or
manipulated via the unauthorized software identified in the Shellbags analysis.

3. Supporting Evidence from Other Artifacts: Further corroboration came from prefetch files
that confirmed the execution of the unauthorized portable software, and network logs that
showed attempted connections to external IP addresses during the times sensitive folders
were accessed. This evidence collectively supported the use of unauthorized tools for
data exfiltration.

Conclusion

The analysis of Shellbags was pivotal in reconstructing the sequence of user actions on the
compromised system. By revealing hidden and deleted folder access, Shellbags provided a
detailed view of the suspect's navigation through sensitive directories, use of unauthorized
software, and the connection of an external USB device.

Shellbags entries directly linked the suspect's actions to the data breach, showing deliberate
and unauthorized access to patient records and the use of data extraction tools. This case
highlights the importance of Shellbags in digital forensic investigations, demonstrating how
these entries can uncover hidden user behaviors, validate other forensic findings, and help
build a comprehensive narrative of what occurred on a compromised system.

Background Activity Monitor (BAM)

The Background Activity Monitor, or BAM, a relatively new and highly insightful artifact in
Windows forensics. BAM can help us understand what applications have been running on a
system in the background, even if those applications leave little trace elsewhere.
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BAM is a Windows feature introduced with the Windows 10 April 2018 Update (version 1803).
It's designed to improve battery life and system performance by managing the activity of
background applications. However, from a forensic perspective, BAM records metadata about
application executions, making it an excellent source of evidence for reconstructing user
actions.

BAM provides a record of applications that have run on a system, including the path to the
executable and the last run time. This data can be crucial in investigations where it's important
to know not just which applications were run, but also when they were last active.

BAM can help identify unauthorized or suspicious software running in the background, which
is often missed by other system logs or artifacts. This makes it particularly useful in cases of
malware analysis, data exfiltration, or policy violations.

BAM data is stored in the Windows Registry under the key:
e HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\bam\State\UserSettings\<User SID>

Each entry in the BAM registry key records the path to an executable and a timestamp
indicating the last time the application ran. This data is specific to each user on the system,
identified by their Security Identifier (SID).

One limitation of BAM is that it only retains information for a finite period, and older entries can
be overwritten as new applications run. This means that BAM is most useful for capturing
recent activity rather than providing a long-term history.

Additionally, BAM does not capture every single execution of an application, particularly if it
was quickly opened and closed. It's also limited to tracking executables that run with user
interaction, which may miss some background processes.

As seen below it can be accessed using Registry Explorer.

It lists the execution of .exe files and includes a timestamp.

@ Registry Explorer v2.0.0.0 o

File Tools

5 15:19:09
tem32\CrecentallBroker.exe 2240419010436
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The BAM information can also be viewed in the regripper output.

[&f C\Users\m122\Desktop\Case_Files\Clean_Registry_Hives\SYSTEM_clean.txt - Notepads+
File Edit Search View Encoding Llanguage Settings Tools Macro Run Plugins Window ?
Py & & D R I 1 EEfRae® PE DEEE~~v=EHs oK 4P He &8 0= E &

[ SYSTEM_cleantxt ﬂEIITUEER‘D»T,-;IEeMx\ | B samixt 3| sECURTY.txt. (3] SOFTWARE cleantet (3| UseClass.dat_cleanset (3]
(System) Parse files from System hive BAM Services

5-1-5-1%
2024-04-27 15:11:50Z - \Device\HarddiskVolumel\Windows\System32\rundll32.exe
2024-04-27 15:07:47Z - \Device\HarddiskVolumel\Windows\System32\csrss.exe

15965149-1046493898-2 1655-1000
27 9:05Z - MicrosoftWindows.Client
:01Z - Microsoft.Windows.Start

2LRYEWY
\ceHost_cwSnlh2tryewy
TRVEWY

_cuSnlhZtryeuwy

Z - Microsoft.Windows.Search_cwSn
Z - Microsoft.Windows.Sh
Z - Microsoft.Windows.Se.

ogle\Chrome\Epplication\chrome.exe

.exe

ows'\Systemn
gram Files

VBoxTray.exe
£6) \Microsoft\Edge\Application\msedge. exe

I.exe

To summarize, BAM is a powerful artifact in Windows forensics that provides insight into the
background activity of applications on a system. By mastering the extraction and
interpretation of BAM data, you add a valuable tool to your forensic toolkit, allowing you to
track application usage, identify unauthorized software, and corroborate other findings in your
investigations.

Case Study: Reconstructing User Actions on a Compromised
System Using Background Activity Monitor (BAM)

Scenario Overview

A financial services firm detected unusual behavior on a workstation belonging to a high-level
employee. There were signs of unauthorized data access, and sensitive financial documents
appeared to be compromised. An internal investigation was launched to determine how the
breach occurred, what tools were used, and who was responsible. The forensic team needed
to reconstruct the user’s actions on the compromised system to identify unauthorized
software use and corroborate other findings.

Initial Forensic Findings

1. Suspicious Logins: System logs revealed multiple logins to the workstation outside normal
working hours, suggesting unauthorized access or credential theft.
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2. Data Exfiltration Alerts: Network monitoring tools detected large outbound data transfers
from the workstation to an unfamiliar IP address, raising concerns of data exfiltration.

3. Presence of Potentially Malicious Software: Initial scans revealed traces of unauthorized
software, including a file transfer tool not approved by the company's IT policy.

Role of BAM

To provide a more detailed timeline and confirm the use of unauthorized software, forensic
analysts turned to the Background Activity Monitor (BAM) data stored in the Windows
Registry. BAM was used to identify applications that had run in the background, helping to
piece together the actions taken on the compromised system.

Analysis of BAM Data

1. Extraction and Examination: Using Registry Explorer and BAM Parser, analysts extracted
BAM data from the registry under
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\bam\State\UserSettings\
<User SID>. They reviewed the entries to identify all executables that had run recently on
the system.

2. Identifying Unauthorized Software Use: BAM data revealed that a portable file transfer
tool, previously identified as suspicious, had been executed multiple times in the
background. The data included the path to the executable on the system, which was
located on an external USB drive connected around the time of the suspicious activity.

3. Timeline Reconstruction: By analyzing the timestamps in the BAM entries, investigators
constructed a timeline showing that the unauthorized file transfer tool ran immediately
after the external USB drive was connected and before the abnormal outbound data
transfers were detected. This confirmed the tool's use in the data exfiltration process.

4. Detection of Additional Suspicious Applications: BAM data also showed the execution of
a command-line scripting tool, which was not authorized for use within the organization.
This tool was used shortly before the file transfer application, suggesting that the attacker
may have scripted or automated parts of the data exfiltration process.

Corroborating Evidence

1. Cross-Referencing with USB Logs: The BAM timeline matched USB connection logs,
which confirmed the external device was connected just before the unauthorized software
executions. This alignment reinforced the suspicion that the USB drive was used to run
portable applications without leaving traditional installation traces on the system.

2. Alignment with Network and Event Logs: The timestamps from BAM entries aligned with
the network logs showing the outbound data transfers and the system event logs
indicating the unusual logins. This synchronization of data provided a clear picture of the
sequence of actions leading to the data exfiltration.
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3. Supporting Evidence from Prefetch Files: Prefetch files confirmed the execution of both
the file transfer tool and the scripting application, adding another layer of validation to the
findings from BAM. Prefetch data showed these applications were used more frequently
than initially visible from standard logs, indicating sustained unauthorized activity.

Conclusion

The BAM analysis was pivotal in reconstructing the sequence of user actions on the
compromised system, revealing that unauthorized portable software was used to access and
transfer sensitive data. By providing precise details on application executions, BAM helped
identify the use of specific tools and their association with critical events in the breach.

The data from BAM entries, when correlated with USB connection logs, network activity, and
prefetch files, painted a comprehensive narrative of the unauthorized actions taken on the
workstation. This case illustrates the power of BAM in digital forensics, showing how it can
uncover hidden background activities, identify unauthorized software use, and corroborate
other forensic findings to build a detailed and accurate timeline of events on a compromised
system.

Application Compatability Cache (aka Shimcache)

The Application Compatibility Cache, commonly known as Shim Cache. This artifact is a
critical part of forensic investigations as it provides evidence of program execution, even
when other logs or artifacts are absent or have been tampered with.

The Application Compatibility Cache is a feature in Windows designed to maintain
compatibility of older software with newer versions of Windows. It tracks executables that
have been run on the system, recording key details such as file paths and timestamps.
Although its primary purpose is to help with application compatibility, it also serves as a
powerful forensic tool for tracking program execution.

Shim Cache records entries for executables that have been launched, providing a shapshot of
program activity on the system. This data can help forensic analysts identify when and what
applications were run, even if the application has been deleted or its traces have been wiped
from other logs.

Because Shim Cache records timestamps, it can be used to create a timeline of program
execution, helping to reconstruct user actions, validate claims, or refute alibis during
investigations.

Shim Cache data is stored in the Windows Registry at:

o For Windows XP through Windows 7: Hkev LocAL MACHINE\SYSTEM\CurrentControlSet\Control\Session
Manager\AppCompatCache

e For Windows 8 and later: Hkey LocAL MACHINE\SYSTEM\CurrentControlSet\Control\Session
Manager\AppCompatCache\AppCompatCache
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Shim Cache entries include the executable’s file path, the last modified time, and sometimes,
the last execution time. However, it's important to note that the cache does not always record
the actual execution time; it mainly logs when the system last processed the file's metadata.

One limitation of Shim Cache is that it doesn't guarantee an application was executed—it only
indicates that the file was recognized by the system. Some entries are recorded simply
because the file was present, not necessarily run.

Shim Cache entries are limited in number and can be overwritten as new entries are added.
This makes it crucial to collect the data as soon as possible during an investigation to avoid
losing critical information.

It is only written on system shutdown.

Value Siack s Deleted Data Record Reallocated

e | AppCompatCache

Sortedibyscache;entry,

=

lue | AppCompatCache  Col

We can also use another Eric Zimmerman tool call AppCompatParse. Navigate to where the
Zimmerman tools are store and run the following command and it will produce a csv.

AppCompatCacheParser.exe -f C:\Users\Elliot\Desktop\Case_Files\Clean_Re
gistry_Hives\SYSTEM_clean --csv C:\Users\Elliot\Desktop\Case_Files\Exec
ution
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FLARE-VM Fri 08/30/2624 17:38:26-°°
C:\Users\Elliot\Desktop\EZTools>AppCompatCacheParser.exe —f C:\Users\Elliot\Desktop\Case_Files\Clean_Registry Hives\SYSTEM_clean —csv C:\Users\Elliot\Desktop\Case_Files\Execution
AppCompatCache Parser version 1.570.0

Author: Eric Zimmerman (saericzimmerman@gmail.com)
https: //github.com/EricZimmerman/AppCompatCacheParser

Command line: — C: ers\Elliot\Desktop\Case_Files\Clean_Registry_Hives\SYSTEM_clean —csv C:\Users\Elliot\Desktop\Case_Files\Execution

Processing hive ers\Elliot\Desktop\Case_Files\Clean_Registry_Hives\SYSTEM_clean"

record at relative offset ©x11615880 missing! Skipping

expected value not found at offset 800UBBRL. Key: ROOT\ControlSet®81\Services\SysmonDrv\Parameters
expected value not found at offset OxBO. Ke ROOT\ControlSet@01\Services\SysmonDrv\Parameters
expected value not found at offset OxBC. Ke ROOT\ControlSet®01\Services\SysmonDrv\Paraneters
expected value not found at offset Ox0. Key: ROOT\ControlSet0881\Services\SysmonDrv\Parameters
expected value not found at offset Ox1U4. Key: ROOT\ControlSet®81\Services\SysmonDrv\Parameters
expected value not found at offset Bx9C00B2. Key: ROOT\ControlSetB81\Services\SysmonDrv\Parameters
expected value not found at offset ©x7. Key: ROOT\ControlSet00l\Services\SysmonDrv\Parameters
expected value not found at offset Bx1400BO. Key: ROOT\ControlSetB81\Services\SysmonDrv\Parameters
Found cache entries for in Controlset@el

Results saved to 'C:\Users\Elliot\Desktop\Case_Files\Execution\20248830180422 Windows10C_11_SYSTEM_clean_AppCompatCache.csv'

FLARE-VM Fri ©8/30/2024 18:04:22.78
C:\Users\Elliot\Desktop\EZTools>

Open the csv in Timeline Explorer.

v + | Ch\Users\Elliot\Desktop\Case_Files\Execution
Home Share View
< v » Case_Files » Execution v O Search Execution
~
MName Date modified Type Size
7 Quick access
@ 20240830180422_Windows10C_11_SYSTEM_clean_AppCompatCache.csv 8/30/2024 6:04 PM Microsoft Excel C...

[ Desktop

4 Downloads

El -

MFT.csv Slosw Prefetch_Timeine.csv 1L2220530180422 wrdowsioc 11 SYeTew cean Apocompatcacrecy ]
Find
Execu WTied Time UTC Path
T = a = O - [mves | e -

1 1 @ Yes 2024-08-30 02:34:14 C:\Program Files\Docker\Docker\resources\com.docker.admin.exe

7 1 6 Yes 2023-85-21 08:24:10 C:\Windows\SystemTemp\chrome_Unpacker BeginUnzipping4672_580385215\qualification_app.exe

21 1 20 Yes 2024-08-30 02:34:24 €:\Program Files\Docker\Docker\resources\com.docker.diagnose. exe

33 1 32 Yes 2024-02-08 00:27:52 C:\Tools\sysinternals\ZoomIt64.exe

34 1 33 Yes 2024-08-30 ©2:33:35 C:\Program Files\Docker\Docker\Docker Desktop.exe

35 1 34 Yes 2024-08-30 02:33:47 C:\Program Files\Docker\Docker\InstallerCli.exa

36 1 35 Yes 2024-08-30 02:32:47 C:\Users\Elliot\Downloads\Docker Desktop Installer.exe

39 1 38 Yes 2021-01-26 21:45:38 €:\Labs\velociraptor-ve.5.5-1-windows-amdé4. exe

58 1 57 Yes 2024-88-29 11:30:59 C:\Program Files (x86)\Microsoft\EdgeUpdate\1.3.195.15\MicrosoftEdgeUpdateComRegistershell6d. exe
68 1 67 Yes 2022-01-19 16:02:40 C:\Program Files\AccessData\FTK Imager\FTK Imager.exe

69 1 68 Yes 2024-08-29 03:59:09 C:\Users\Elliot\AppData\Local\Temp\{8EAA3416-5006-4CEB-93E9-DB3A90442A9B }\AccassData FTK_Imager ¢
78 1 69 Yes 2024-08-29 03:59:09 €:\Users\Elliot\Downloads\AccessData_FTK Imager_4.7.1.exe

73 1 72 Yes 2024-08-29 03:44:42 €:\Users\E1liot\Downloads\hindsight .exe

74 1 73 Yes 2024-05-02 15:25:48 C:\Program Files (x86)\Digital Detective\DCode v5\DCode.exe

75 1 74 Yes 2024-038-29 03:44:13 C:\Users\Elliot\AppData\Local\Temp\is-J8729.tmp\DCode-x86-EN-5.6.24123.1.tmp

76 1 75 Yes 2024-05-02 08:10:16 C:\Users\Elliot\Downloads\DCode-x86-EN-5.6.24123.1\DCode-x86-EN-5.6.24123.1.exa

78 1 77 Yes 2022-09-08 03:08:49 €: \Windows\System32\conhost.exe

82 1 81 Yes 2024-08-19 21:28:20 C:\Program Files\Mozilla Firefox\default-browser-agent.exe

83 1 82 Yes 2024-08-19 21:28:20 C:\Program Files (x86)\Mozilla Maintenance Service\maintenanceservice.exe

84 1 83 Yes 2024-08-19 21:28:20 C:\Program Files\Mozilla Firefox\maintenanceservice_installer.exe

85 1 84 Yes 2024-88-19 21:28:21 C:\Users\Elliot\AppData\Local\Temp}\72581990BCA\setup.exe

86 1 85 Yes 2024-08-29 03:42:00 €:\Users\E1liot\AppData\Local \Temp\nsq@D@3 . tmp\download. exe

87 1 86 Yes 2024-88-19 21:25:16 C:\Users\Elliot\AppData\Local\Temp\7zS8EDADFE4A\setup-stub.exe

88 1 87 Yes 2024-08-29 ©3:41:50 C:\Users\Elliot\Downloads\Firefox Installer.exe

90 1 89 Yes 2024-07-06 ©3:13:38 C:\Program Files (x86)\Event Log Explorer\elex.exe

In conclusion, the Application Compatibility Cache is a powerful artifact for tracking program
activity on a Windows system. By understanding how to extract and interpret Shim Cache
entries, you gain an invaluable tool for reconstructing user actions and identifying
unauthorized software executions, even when other evidence has been tampered with or
deleted.
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Case Study: Reconstructing User Actions on a Compromised
System Using Application Compatibility Cache (Shim Cache)

Scenario Overview

A technology company discovered that sensitive source code from a critical project had been
leaked online. An internal investigation revealed that a developer’s workstation was the likely
source of the leak. However, the developer denied any involvement, claiming that their
credentials must have been compromised. The forensic team was tasked with reconstructing
the sequence of user actions on the compromised system to identify if unauthorized software
was used for the data leak and to establish a clear timeline of events.

Initial Forensic Findings

1. Unusual Network Activity: Network monitoring logs showed large file transfers from the
developer's workstation to an external IP address linked to a file-sharing service. The
transfers occurred late at night, outside of normal working hours.

2. Suspicious Login Times: Windows event logs indicated multiple logins to the developer’s
account during the same period, suggesting potential unauthorized access or insider
involvement.

3. System Scans: Initial scans of the system revealed traces of deleted executable files,
including potential data exfiltration tools, but the exact nature and timing of their use were
unclear.

Role of Application Compatibility Cache (Shim Cache)

To provide a more detailed understanding of the executables that were run on the system and
establish a timeline of events, the forensic team turned to the Application Compatibility Cache
(Shim Cache). Shim Cache was critical in identifying the execution of potentially unauthorized
software that had been deleted from the system.

Analysis of Shim Cache Data

1. Extraction and Examination: Using ShimCacheParser and Registry Explorer, analysts
extracted Shim Cache entries from the registry hive located at
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Session
Manager\AppCompatCache. They parsed the data to identify executables that had been
run on the system.

2. Identifying Unauthorized Software: Shim Cache revealed the presence of an
unauthorized file transfer application that matched the description of the deleted
executable found in the initial scans. This application was not part of the company's
approved software list and had been run shortly before the abnormal file transfers were
detected. The entry provided the path to the executable and a last modified time,
suggesting it was run close to the time of the data exfiltration.
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3. Reconstructing the Sequence of Actions: By analyzing the timestamps recorded in Shim
Cache, investigators reconstructed the sequence of events, showing that the unauthorized
file transfer tool was run immediately after the suspicious logins occurred. This sequence
matched the period of the abnormal network activity, strongly indicating the tool was used
to exfiltrate data.

4. Detecting Additional Suspicious Executables: Further examination of Shim Cache entries
identified another executable related to a credential-stealing tool. This tool was executed
shortly before the unauthorized logins, suggesting that it might have been used to capture
the developer’s credentials and gain access to the workstation.

Corroborating Evidence

1. Cross-Referencing with Event Logs: The timeline from Shim Cache entries was cross-
referenced with Windows event logs, confirming that the suspect's account was active
and performing actions on the system at the times indicated by Shim Cache. This
correlation supported the hypothesis that the credentials were compromised and used to
perform unauthorized activities.

2. Alignment with Network and File System Logs: The Shim Cache entries were aligned with
network logs showing the outbound data transfers and the suspicious external
connections. Additionally, file system metadata corroborated that the identified
unauthorized software matched the periods of data exfiltration.

3. Supporting Evidence from Other Artifacts: Prefetch files confirmed that the unauthorized
file transfer tool had been executed multiple times, aligning with Shim Cache data. This
consistency across multiple artifacts strengthened the overall findings, providing a clear
picture of how the data exfiltration was carried out.

Conclusion

The analysis of the Application Compatibility Cache was pivotal in reconstructing the
sequence of user actions on the compromised system. Shim Cache entries revealed the use
of unauthorized software for data exfiltration and credential theft, providing crucial evidence
that directly linked the compromised workstation to the data leak incident.

By piecing together Shim Cache data with event logs, network activity, and file system
metadata, the forensic investigation was able to confirm the use of specific tools, establish a
detailed timeline, and demonstrate the attacker’s actions on the system. This case highlights
the value of Shim Cache in digital forensic investigations, showing how it can uncover hidden
or deleted executable activity, identify unauthorized software use, and corroborate other
findings to create a comprehensive narrative of events on a compromised system.

Windows Event Log Analysis
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Windows Event Logs. Imagine Windows Event Logs as the digital footprints left behind by
every action taken on a system. Just like a detective uses clues to solve a mystery, we, as
forensic investigators, use event logs to piece together the story of what happened on a
computer system.

Windows Event Logs are a detailed record of system, security, and application events on a
Windows system. They are automatically generated by the operating system and are
invaluable in helping us understand what has occurred on a machine. Whether it's a user login,
a failed application, or a security breach attempt, it's all recorded here.

Types of Event Logs:
There are several types of event logs, each serving a specific purpose:

o Application Logs: These logs contain events logged by applications or programs. For
example, a database program might record a file error in the application log.

o Security Logs: This log contains information about security-related events like successful
and failed login attempts. This is where we look for evidence of unauthorized access.

o System Logs: These logs contain events logged by Windows system components, such
as driver failures or system errors.

o Setup Logs: These are used primarily to log events related to application installation.

o Forwarded Events: This log contains events that have been forwarded from other
machines. This is useful in centralized logging scenarios, often used in enterprise
environments.

e Sysmon Logs: Sysmon, or System Monitor, is a Windows system service and device
driver that logs detailed information about process creation, network connections, file
creation, and other system activities to the Windows Event Log. Sysmon logs provide a
deeper insight into the behavior of processes and system activity, which is invaluable for
detecting advanced persistent threats (APTs) and other malicious activities.

* PowerShell Logs: PowerShell logs provide detailed information on all PowerShell
activities, including executed scripts, command lines, and module loads. PowerShell is a
powerful tool often used by attackers for malicious purposes, so these logs are essential
for identifying and understanding script-based attacks, misuse of PowerShell for lateral
movement, or unauthorized changes to the system.

Detecting and Investigating Security Incidents:

In the realm of forensics and incident response, our primary goal is to detect, investigate, and
respond to security incidents. Windows Event Logs play a pivotal role here. For example, if
there's a suspected malware infection, the event logs can help trace the first occurrence,
identify the affected files, and determine how the malware entered the system.

Security logs are particularly valuable for this. They can tell us:
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+« Who logged on to the system and when.
 How they accessed it—was it a local login, a remote access, or through a scheduled task?

« What actions they took—did they escalate privileges, create new user accounts, or
attempt to disable security settings?

Sysmon logs add a deeper layer of insight, such as identifying the parent process of a
suspicious executable, tracking unusual network connections, or detecting file modifications
that could indicate tampering or data exfiltration.

PowerShell logs are critical for detecting script-based attacks. Since attackers often use
PowerShell to execute malicious scripts or commands, these logs can help identify exactly
what was run, by whom, and from where, providing crucial evidence for tracing the attack
path.

Timeline Reconstruction:

Timeline reconstruction is another critical application of Windows Event Logs. By correlating
timestamps across various logs, we can create a detailed timeline of events. This timeline
allows us to see the progression of an incident, such as how an attacker moved through the
network or what actions were taken before and after a system compromise.

For instance, if a user reports suspicious activity on their machine, we can start by checking
the Security log for unusual login attempts. From there, Sysmon logs might reveal the
execution of a suspicious process shortly afterward, and PowerShell logs can show if any
scripts were executed during that time frame. This combined approach provides a
comprehensive view of the attack.

Identifying Anomalous Behavior:

Windows Event Logs are also excellent for identifying anomalous behavior. Through regular
monitoring and analysis, we establish a baseline of what normal activity looks like on the
network. Once we know what's normal, deviations from this baseline can indicate suspicious
activity. For example, if Sysmon logs show a typically benign process suddenly making
network connections to an unfamiliar IP, or PowerShell logs show a new script executing with
elevated privileges, these are red flags worth investigating.

Correlation with Other Data Sources:

Windows Event Logs don't work in isolation—they're most powerful when correlated with
other data sources. For example, you might correlate event logs with network logs to see if a
suspicious login attempt coincided with unusual outbound connections. By combining
different data sources, you create a more comprehensive view of the incident, allowing for
more accurate and thorough investigations.

Enabling and Configuring Event Logs:
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It's crucial to ensure that logging is properly configured on all systems. By default, Windows
logs a lot of information, but you can fine-tune what is logged to ensure you're capturing all
relevant data. For example, enabling advanced auditing settings can give you more detailed
logs about file access, process creation, and more. Enabling and configuring Sysmon and
PowerShell logging to capture detailed system and script activity can significantly enhance
your forensic and incident response capabilities.

Centralizing Logs for Analysis:

For effective incident response, especially in larger environments, centralizing event logs is a
best practice. Using solutions like Security Information and Event Management (SIEM)
systems can help aggregate logs from multiple systems, making it easier to correlate and
analyze them. This centralization is especially important when dealing with Sysmon and
PowerShell logs, as attackers often target multiple systems within a network.

Regular Monitoring and Alerting:

Proactive monitoring of event logs and setting up alerts for specific events can help detect
incidents early. For instance, setting alerts for failed login attempts, privilege escalation, or the
creation of new user accounts can provide early warning signs of potential security incidents.
Sysmon and PowerShell logs can also be monitored for specific indicators of compromise,

such as unexpected process launches or PowerShell scripts executing from unusual locations.

Conclusion:

Lastly, windows Event Logs, including Sysmon and PowerShell logs, are a cornerstone of
forensic and incident response investigations. They provide a detailed and chronological
record of system and user activities that are crucial for detecting security incidents,
reconstructing timelines, identifying anomalies, and correlating data with other sources.
Mastering the interpretation of these logs allows us to effectively respond to and mitigate
security incidents, keeping systems and data secure.

Remember, the key to effective use of Windows Event Logs is not just about collecting data—
it's about knowing what to look for, how to interpret it, and how to act on the information.
Thank you, and | look forward to exploring some real-world examples and hands-on exercises
with you all today!

There are no shortage of tools to process .evix logs

- Including the native Windows Event Viewer

¢ The data you see in the Event Viewer is a combination of the
data stored in the event logs and maps to label the data

EvtxECmd (by Eric Zimmerman) can extract Event Logs to be analyzed in a CSV
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e EvtixECmd features:

- Include or exclude specific event IDs

- Provide custom mappings for event logs

- Only extract data from specific date and time ranges

— Deduplicate entries from Volume Shadow Copies

- Build a histogram of event IDs (EvtxECmd calls this “metrics”)

The command to run EvtxECmd is:

EvtxeCmd.exe -d "C:\Users\Elliot\Desktop\Kape_out\C\Windows\System32\wi
nevt\Logs" --csv C:\Users\Elliot\Desktop\Case_Files\Event_Logs --csvf E

vtLogs.csv

Here's a breakdown of the command:

o Evtxecmd.exe : This is the executable file for the EvixeCmd tool, which is used to analyze
Windows Event Log files.
e d "C:\Users\mi22\Desktop\Collection\uploads\auto\C%3A\Windows\System32\winevt\Logs" - This specifies

the directory containing the Event Log files to be analyzed. In this case, it's

"C:\Users\m122\Desktop\Collection\uploads\auto\C%3A\Windows\System32\winevt\Logs" .

e _csv C:\Users\mi22\Desktop\Case Files\Event_Logs : ThiS Specifies the output directory where the
extracted data will be saved. In this case, it's C:\Users\mi122\Desktop\Case_Files\Event_Logs .

e _csvf Evtlogs.csv - This specifies the name of the output CSV file where the extracted Event
Log data will be saved. In this case, it's evtiogs.csv .

So, overall, this command is extracting and analyzing Event Log data from the specified
directory and saving the results as a CSV file for further analysis.

» This PC » Desktop » Case_Files » Event_Logs

MName Date modified Type Size

55
‘HE Evtlogs 3/3/2024 935 AM OpenOffice.org X... 11,437 KB

ds

We can drag the CSV to Timeline Explorer as seen below.
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File Tools Tabs VWiew Help
MFT.csv $l.csv Prefetch_Timeline.csv 20240830180422_Windows 10C_11_SYSTEM_dean_AppCompatCache.csv
by that column Find
nt Record Id Time Created Event Id Level Provider Channel

T = u = = = = e L3 e

» 1 1 1 2024-88-29 @6.. 1531 Info Microsoft-Windows-User Profiles Service Application
2 2 2 2024-88-29 @0.. ©® Info edgeupdate Application
3 3 3 2024-83-29 @6.. 180 Info WLMS Application
4 4 4 2024-88-29 00.. 5615 Info Microsoft-Windows-WMI Application
5 5 5 2024-98-29 00.. 5617 Info Microsoft-Windows-WMI Application
6 6 6 2024-88-29 @8.. 1816 Info Microsoft-Windows-Security-SPP Application
7 7 7 2024-83-29 @0.. 1034 Info Microsoft-Windows-Security-SPP Application
8 8 8 2024-83-29 @0.. 1003 Info Microsoft-Windows-Security-SPP Application
9 9 9 2824-88-29 060.. 257 Error Microsoft-Windows-CAPI2 Application
10 10 10 2024-88-29 00.. 1531 Info Microsoft-Windows-User Profiles Service Application
11 11 11 2624-88-29 060.. 4625 Info Microsoft-Windows-EventSystem Application
12 12 12 2824-88-29 @e0.. 168 Info WLMS Application
als} 1= 13 2824-88-29 @0.. 5615 Info Microsoft-Windows-WMI Application
14 14 14 2824-88-29 00.. 5 Info Microsoft-Windows-Search-ProfileNotify Application
15 15 15 2024-88-29 00.. 1008 Warning Microsoft-Windows-Search Application
16 16 16 2024-88-29 00.. 1810 Info Microsoft-Windows-Search Application
17 17 17 2624-88-29 0. 1884 Info Microsoft-Windows-Search Application
18 18 18 2824-838-29 @e.. 102 Info ESENT Application
19 19 19 2824-98-29 @0.. 105 Info ESENT Application
20 20 20 2024-98-29 @0.. 325 Info ESENT Application
21 21 21 2024-88-29 00.. 1005 Info Microsoft-Windows-Search Application
22 22 22 20824-88-29 66.. 1883 Info Microsoft-Windows-Search Application

. v

C:\Users\Elliot\Desktop\Case_Files\Event_Logs\EvtLogs.csv Total lines 48,849  Visible lines 43,849 Open files: 5 Bf; Search options

Or drag the actual logs from our collection to Event Log Explorer. Remember event logs are
stored in the Windows\System32\winevt\logs directory.

Open Event Log Explorer.

E.':_Flll:l FEr...

When Event Log Explorer is opened, just drag the event logs you want to analyze. Since we
will focus on the events logs in the table below, we will only drag the Microsoft-Windows-
Windows Defender, System, Security, Windows PowerShell and Microsoft-Windows-Sysmon
logs to Event Log Explorer.
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1> KapeOut > C > Windows > System32 » winewt » logs
Name

cess =
@ Microsofe- Windows-UserPnp3dDevicelnstll.evtx

P 3t40perational. evbe

v o Searchlogs.
o

Date modified Tpe

<Load fiter> >

CoE®a-wAY

_| Ele Dstabase Jree Log View Event Advenced Window Help

OMnEa

e {8 Microsoit-Windows-Wemsvc?4Operational.evtx Event Log | Objects tree X | moosoftatindons Sysmonvesperationslevx oy Systemevix a3 Seauty.evix a3 Windows Powershelevix 63 Mrosoftined
rents ] Microsoft-Windovs-WebAUthNZOperationalevtx Event Lo search T —
s a8 -Payload! \%4Operational.evtx Eventlog[— ————— =
segity.Hive (8] Microsoft-Windows-WEP3i4Operationl.eve Event Log \erlgN;Huesz (local) | [T fommn Date [Time [Event |Source |Category [User [Computer
et Evnt Log] Task tempates |7 Information 5/15/2024 1009 Microsoft-Windows None \SYSTEM vicl
{8 Microsoft-Windows-Windows Firewall With Advanced Security %Pt EuentLog Information o204 e \overen Ve
1] Microsoft-Windows-Windows Firewall With Advanced Security %4Firew. Information 5/15/2024 1117 Microsoft-Windows None \SYSTEM vicl
Operstional.evix 2 Ji. Waming 5/15/2024 1116 Microsoft-Windows None \SYSTEM viel
@ ent54Operationalevix EuentLog Information 5/15/2024 5007 Microsoft-Windows None \SYSTEM viel
{8 Microsofe-Windovis-WinNet-Config #4ProxyConfig Changed.evix EuentLog Informaton 5/15/2024 2000 Microsoft-Windows None \SYSTEM viet
[ Micosoft-Windows Winlogon4Operstional.evts frentios Informaton 5/15/2024 2000 Microsoft-indows None \SYSTEM viet
B Mictosofe Windows WinfM5Opertoncl ot et Los Informaton 5/15/2024 5007 Microsoft-Windows HNone \SYSTEM Viet
B Micrst Wi Wit Actvity0mmonotevts - Information 5/15/2024 5007 Mirosoft-Windows None \SYSTEM viel
Information 5/15/2024 5007 Mirosoft-Windows None \SYSTEN viet
B Parameters.evx . Information 5/15/2024 5007 Mirosoft-Windows None \SYSTEM viel
@ security.evtx EventLog Information 5/15/2024 5007  Microsoft-Windows None \SYSTEM vicl
& setupevx EventLog Information 5/15/2024 5007  Microsoft-Windows None \SYSTEM vicl
@ state.evex EventLog Informaton 5/15/2024 5007 Microsoft-Windows fone \SYSTEN viel
@ system.evtx EuentLog Informaton 5/15/2024 5007 Microsoft-indows None \SYSTEM viet
{8 Windows PowerShel.evix Euent Log Informaton 5/15/2024 5007 Microsoft-indows None \SYSTEM viet
e selected 106 ME Informaton 5/15/2024 5007 Microsoft-Windows None \SYSTEM Viet
— Information 5/15/2024 5001 Mirosoft-Windows None \SYSTEN viet
Information 5/15/2024 1151 Mirosoft-Windows None \SYSTEM viet
Information 5/15/2024 1150 Mirosoft-Windows None \SYSTEM viet
Informaton 5/15/2024 1001 Microsoft-Windows None \SYSTEM viel
Informaton 5/15/2024 1000 Microsoft-Windows None \SYSTEM viel
Ji. Waming 5/14/2024 1002 Microsoft-Windows None \SYSTEM viel
Information 5/14/2024 1000 Microsoft-Windows None \SYSTEM viel
Informaton 5/14/2024 5007 Microsoft-indows None \SYSTEM viet
Information 5/14/2024 2000 Microsoft-Windows None \SYSTEM Viet
Informaton 5/14/2024 2000 Microsoft-Windows None \SYSTE Viel
. Information 5/14/2024  8:56:08 PM 5007 Mirosoft-Windows None \SYSTEM viel

Event Logs of Interest

Provider

Microsoft-Windows-Windows Defender

Microsoft-Windows-Windows Defender

System

Security

Windows PowerShell
Microsoft-Windows-Sysmon
Microsoft-Windows-Sysmon
Microsoft-Windows-Sysmon
Microsoft-Windows-Sysmon

Microsoft-Windows-Sysmon

Defender

Event
ID

5000
5001
7045
4624
400

1
12,13
22
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Defender Enabled
Defender Disabled
New Service Installed
Successful login

Engine changed from none to
available

Process Creation
Network Connection
File Create

Registry Events
DNS Query
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By filtering for EventIDs 5000 and 5001 we can see that Windows Defender was disabled
about six minutes before the incident. (Administrative note: Windows Defender was disabled
to allow the attack script to run)

43 Untitled.ELX - Event Log Explorer

File Database Tree log View Event Advanced Window Help

w@E wAY] e ¥TTORQE

Objects tree. . o o ft-Winds n am

o M4 > [LaFi1H: UTC-8:00
Move
] Paste shortcut o > I DESKTOP-3T4D0 [Type Date Tme £ Source Category User Computer
Fiter g [6] inforration DESKTOP-IGHBBSE

Apply filter to:
(@) Active event log view (File: C:\Users\m122\Desktop\Collection \uploads\auto\C %3A\Win
(OEventlog vien(s) on your choice

3::;::5 Sowesr | o] [ Excude

[ nformation Category: | o] [excuce
User: [ [owe] T excuce
Computer: | o] [Excude

[ Audit Faiure

5000, 5001 | Dlexcuce

Enter 1D numbers and/or ID ranges, separated by comas, use exdamation mark to exdude criteria (¢.q. 1-19,100,250-450! 10,255)
Textin description:

| ClRegexp Exclude

[Jpate [ Time Separately

From: 3/ 32024 1200:00AM | To: | 3f 3/2024 12:00:00AM % Exdude

Display eventfor thelast |0 | days [0 |5 hours Exclude
Custom columns  Description params
Name [Operatar [Value

Custom column 1
Custom column 2
Custom column 3
Custom column 4
Custom column 5

I |

Services

‘rh:msoft Defender Antivirus Reaktime Protection scanning for malware and other potentaly unwanted software was disabled.
I

We can now search the System logs (EventID 7045) to see if any new services were created.
As seen below, we can see the AtomicService starting during the incident.
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0 Untitled.ELX - Event Log Explorer
File Database Tree Log Miew Event Advanced Window Help

] - B Y <Load filter» S Y ? O M @ =

Objects tree * @y system.evie ¥ | a Security.evie sy evtx sy fi-Windows-Sysmon®2540p

Search M4 LT UTC-8:00

User Computer

\S-1-5-21-277188127 DESKTOP-IGHB88

\5-1-5-21-277188122 DESKTOP-IGHB88
\5-1-5-21-277188127 DESKTOP-IGHB88

\SYSTEM DESKTOP-IGHB88
\SYSTEM DESKTOP-IGHS88
\SYSTEM DESKTOP-IGHB88
\SYSTEM DESKTOP-IGHB88
\SYSTEM WIN-22EHFVBACY
\SYSTEM WIN-33EHFVBACY

> - DESKTOP-3T4D0| | Type Date Time Event Source Category
» [ Log Files [@] Information 3/3/2024 6:20:48 AM| 7045 | Service Control Mai None
» 5 Task templates | (3 Information 3/3/2024 £:16:32 AM 7045 Service Control Mar None
@ Information 3/3/2024 6:16:32 AM 7045 Service Control Mar None
@ Information 3/3/2024 6:01:48 AM 045 | Service Control Mar None
@ Information 3/3/2024 6:01:47 AM 45 Service Control Mar None
® Information 3/3/2024 6:01:18 AM 70 Service Control Mar None
(i) Information 3/3/2024 2:00:02 PM 7045 g rvice Control Mar None
@ Information 3/3/2024 1:56:50 PM 7045  S&8ice Control Mar None
@ Information 3/3/2024 1:56:41 PM 7045 Se Control Mar None
Description
A service was instaled in the systemn.
Service Name: AtomicTestService CMD
Service File Name: C:}&tomicRedTeam\atomics\T1543.003\bin\At0micSer\rice.exe
ervice Type: user e service
Service Start Type: demand start
Service Account: LocalSystem

Security

Logon Types
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Logon
Type

13

11

12

13

By searching 4624 in the Security logs we can see successful logins. As seen below, the user

Logon Title

System

Interactive

Network

Batch

Service

Unlock

NetworkCleartext

NewCredentials

Remotelnteractive

CachedInteractive

CachedRemoteInteractive

CachedUnlock

m122 logged in.

Description

Used only by the System account, for example at system startup.
A uzer logged on to this computer.
A user or computer logged on to this computer from the network.

Batch logon type is used by batch servers, where processes can be run on behalf of a user

without their direct intervention.
The Service Control Manager started a service,
This workstation was unlocked.

A user logged on to this computer from the netweork. The user's password was passaed to the
authentication package in its unhashed form. The built-in authentication packages all hash
credentials before sending them across the network. The credentials don't traverse the network
in plaintext (also called cleartext).

A caller cloned its current token and specified new credentials for cutbound connections. The
new logon sassion has the same local identity, but uses different credentials for other network
connections.

A user logged on to this computer remotely using Terminal Services or Remote Desktop.

A user logged on to this computer with network credentials that were stered locally on the
computer. The domain controller wasn't contacted to verify the credentials.

Same as Remotelntaractive. This type is used for internal auditing.

Workstation logon.
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e System.evhe iy Security.evix @y Windows PowerShell.evtx @ Microsoft-Windows-Sysmon%:2540perational.evbx @ Microsoft-Windows-Windows De

M4 > M| bse2 Fs A1 UTC-8:00
Type |Date [Time ¥ [Event |Source | Category |User | Computer |
Q Audit Success 3/3/2024 2:01:17 PM 4624 Microsoft-Windows Logon N/A DESKTOP-IGHE8EE
Q) Audit Success 3/3/2024 2:01:17 PM 4624 Microsoft-Windows Logon N/A DESKTOP-IGHE88E
Q Audit Success 3/3/2024 2:01:08 PM 4624 Microsoft-Windows Logon N/A DESKTOP-IGH888E
Q Audit Success 3/3/2024 2:00:06 PM 4624 Microsoft-Windows Logon N/A DESKTOP-IGHE88E
Q Audit Success 3/3/2024 2:00:05 PM 4624  Microsoft-Windows Logon & DESKTOP-IGHB88E
Q Audit Success 3/3/2024 2:00:05 PM 4624 Microsoft-Windows Logon N/A DESKTOP-IGHESEE
Qh Audit Success 3/3/2024 2:00:05 PM 4624  Microsoft-Windows| Logon N & DESKTOP-IGHB88E
Q Audit Success 3/3/2024 1:59:54 PM 4624 Microsoft-Windows Logon N/A DESKTOP-IGH888E
Q Audit Success 3/3/2024 1:59:52 PM 4624 Microsoft-Windows Logon N,,‘A DESKTOP-IGHE88E
Q Audit Success 3/3/2024 1:53:51 PM 4624  Microsoft-Windows Logon DESKTOP-IGHB88E
BN Audit Success 3/3/2024  [1:59:51 PM Microsoft-Windows| L DESKTOP-IGHS88E
Qh Audit Success 3/3/2024 1:53:51 PM 4624  Microsoft-Windows, Logon DESKTOP-IGH888E
Description
An account was successfully logged on.
Subject:

Security ID: 5-1-5-18

Account Name: WIN-33EHFVEACVYME

Account Domain: WWORKGROUP

Logon ID: 0x3e?
Logon Information:

Logon Type: 2

Restricted Admin Mode: -

Virtual Account: Mo

Elevated Token: Mo
Impersonation Level: Impersonation

Mew Logon:
Security I1D:
Account Name

Logon ID:
L|nked Logon 1D:

Network Account Domam
Logon GUID:

Process Information:
Process ID:
Process Mame:

Oxb2b74

-2771881239-1420514034-114360763-1001

Oxb2ccd

{00000000-0000-0000-0000-000000000000%

0x8ed
C:\Windows\System32\svchost.exe

We can pivot on the Linked Logon ID to see what else the user did.

Filter

Apply filter to:

dodfterr - B i §) B [Q =

(@ Active eventlog view (Fie: C:\Users\n127\Desktop\Collection\uploads autolC %34 Win

B System.evbs | @ Seaurity.evix

5 Windons PowerShel.evix &3 Microsoft-Windows-Sysmen %2540perational.evix

OEventlog vients) on your choice

Event types ‘
Source:
Verbose

Information
Warning
- User:

Category:

Critical
Audit Success
Audit Failure

Computer:

EventID(s):

[T - R -t v/ uTC-8:00

[Computer

ges, separated by comas, use exdamation mark to exdude iteria (¢.g. 1-19, 100, 250-450110,255)

| Oregexp  [excude

[pate  [J7me
From: 3/ 32024 12:00:00 AM

Display event for thelast [0 |+] days [0 | hours Excude

Custom columns  Description params

12:00:00 AM

JOP-3T4D0 [Type [Date [Time ¥ [Event [Source [Category [User
@, Audit Success 3/3/2024  1:58:54 B 5379 Microsoft-Windows User Account Manage N/A
Exclude emplates || audit Success 3/3/2024 1:59:54 PM 5379 Microsoft-Windows User Account Manage N/A
@, Audit Success 3/3/2024  1:59:54 P 5379 Microsoft-Windows User Account Manage N/A
Excude @, Audit Success 3/3/2024  1:50:51PM 4672 Microsoft-Windows Specal Logon WA
@, Audit Success 3/3/2024  1:59:51PM 4624 Microsoft-Windows Logon /A
Exdude @, Audt Success 3/3/2024 1:50:51 PM 4624 Microsoft-Windows Logon NfA
@, Audit Success 3/3/2024 4732 Microsoft-Windows Security Group Manag N/A
Q VY S U RS TS Rt ot
@, Audit Success 3/3/2024 4738 Microsoft-Windows User Account Manage N/A
Exclude @, Audit Success 3/3/2024 4798 Microsoft-Windows User Account Manage NfA
@, Audit Success 3/3/2024 4732 Microsoft-Windows Security Group Manag N/A
@, Audit Success 3/3/2024 4738  Microsoft- Windows User Account Manage N/A
Description

An attempt was made to reset an account's password.
Exclude

Subject:

Name [Operator [value

Custom column 1
Custom column 2
Custom column 3
Custom column 4

" Securty D: 5-1-5-21-2771881239-1420514034-114360763-1001
Account Name: m12:
Account Domain: DESKTOP-IGHS88E
Logon ID:

Target Account:
Security ID: 2771881239-1420514034-114360763-1002
Account Name:
Account Domain: b-IGHB88E

As seen above, we can see m122 created the "art-test”.

PowerShell
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DESKTOP-IGH888E
DESKTOP-IGHS88E

88



By filtering for Event ID 400 in the PowerShell log, we immediately discover useful information.

(ST T w® v opomE = Em
Filter X
ystem. helevb X — -
Apply fiter to: =B eVt L =) & Windows Pe L)
@ Active eventlog view (Fle: C:\Users\n122\Desktop\Collectionlpploads auto\C%3A\WIn W U R St v Y uTC-8:00
(O Eventlog view(s) on your choice 0f [ Type [Date [Time [Event [Source |category [User [Computer |
— Information 3/3/2024  6:21:05 AM 400 PowerShel Engne Lfecyde | N/A DESKTOP-IGHB8SE
Dverbose Source: Exciude Information 3/3/2024  6:21:03 AM 400 Powershel Engne Lfecyce | N/A DESKTOP-IGHB8SE
[ catmgry e Information 3/3/2024  6:21:01 AM 400 Powershel Engne Lfecyce | N/A DESKTOP-IGHB8SE
Dlwarang Information 3/3/2024  6:20:59 AM 400 Powershel Engne Lfecyce | N/A DESKTOP-IGHB8SE
Se - . Information 3/3/2024  6:20:51 AM 400 Powershel Engne Lfecyce | N/A DESKTOP-IGHB8SE
ror
B Information 3/3/204  6:20:43 AM 400 Powershel Engne Lfecyce | N/A DESKTOP-IGHB8SE
”: Exciude Information 3/3/2024  6:20:37 AM 400 Powershel Engne Lfecyce  N/A DESKTOP-IGHB8SE
(Sl s informaton ______[5/3/2024 —6:20:20 AM 400 Powershel | Enone Lfecyce WA DESKTOPGHGBEE
[t Faiure Information 3/3/204  6:20:21 AM 400 Powershel Engne Lfecyce  N/A DESKTOP-IGHB8SE
Information 3/3/2004  6:20:16 AM 400 Powershel Engne Lfecyce  N/A DESKTOP-IGHB8SE
| Dlexdude Information 3/3/2024  6:20:10 AM 400 Powershel Engne Lfecyce  N/A DESKTOP-IGHB8SE
Enter ID numbers and/a separated by comas, use exdamation mark to exdude drteria (2.g. 1-19,100,250-450110,255) Information 3/3/2024  6:20:08 AM 400 Powershel Engne Lfecyde | N/A DESKTOP-IGHB8SE
Textin description: Information 3/3/2024  6:20:08 AM 400 Powershel Engne Lfecyde | N/A DESKTOP-IGHBS8E
Regtp [ JExcude Information 3/3/2024 6114156 AM 400 Powershel Engne Lfecyde | N/A DESKTOP-IGHBS8E
Ooate  [I7ime Separately
From: 12:00:00 AM T Te: 12:00:00 AM B Excude N
Description
Display event for the last D < days B < hours Exdude |Engine state is changed from None to Avaiable.
Custom columns - Description params |Details:
NewEngineState=Avaiiable
Name |Operator |value olione
Custom column 1
Custom column 2 Sequencellumber=13
Custom column 3
Custom column 4 Hostllame =ConsoleHost
Custom coumn § HostVersion=5.1.13041.1237
Hostld - 1420860 b,
HostApplication
envicePotianage
Clear Load... Save... [ case sensitive Cancel OTEVES Prera
Runspaceld=02e1096-8774-47ad-2921-91d7 1ad4012¢

Pipelineld=
Commandiame=
CommandType=
Scripthiame=
CommandPath=
CommandLine=

As seen above we see Invoke-WebRequest to download a .xIsm attachment.

Additionally, as seen below we see a fileless attack because it is not downloading malware or
depending on user action. It is using Base64 encoded PowerShell.

@ Information 3/3/2024 65:20:20 AM Powershell Engme Lifecycle N,‘A DESKTOP-IGH888E
@ Information 3/3/2024 5:20:21 AM 400 PowerShell Engine Lifecycle MfA DESKTOP-IGHSB8E
@ Information 3/3/2024 5:20:16 AM 400 PowerShel Engine Lifecycle MiA DESKTOP-IGHSB8E
@ Information 3/3/2024 6:20:10 AM 400 PowerShel Engine Lifecycle N/A DESKTOP-IGHS88E
@ Information 3/3/2024 65:20:08 AM 400  PowerShell Engine Lifecycla M/ A DESKTOP-IGHB88E
@ Information 3/3/2024 5:20:08 AM 400 PowerShell Engine Lifecycle MfA DESKTOP-IGHS88E
@ Information 3/3/2024 5:14:56 AM 400 PowerShel Engine Lifecycle MiA DESKTOP-IGHS88E
Description

En-gine state is changed from None to Available.

Details:
MNewEngineState=Available
PreviousEngineState=None

SequenceNumber=13
HostMame=ConsoleHost

HostVersion=5.1.19041.1237
Hostld=976f31c0-ff73-447b-b290-6cd02c43306f

HostApplication= powershen exe & {# Encoded payload in next command is the following "Set-Content -path "$env:SystemRoot/ Temp/art-marker.txt™ -value
"Hello from the Atomic Red Team™
reg.exe add "HKEY_CURRENT_USER\Software\Classes\AtomicRed Team" /v ART /t REG_SZ /d
"J2V0LUNvbnRIbn QgLXBhdGagIRlbnYeU3zdGVEUmSvd COUZW LwlL2Fyd C1EYXIrZXIudHh0TidtdmFsdwWUglkhlb GxvIGZyb20gd GhIIEFOb21p YyBSZWQgVGYhbSI="
iex ([ Text.Encoding]::ASCILGetString([ Convert]::FromBases4String((gp "HKCU:\Software\Classes\AtomicRed Tearmn )LART)) )}

M=5.1.19051.1237
Runspaceld=d34e6613-8d58-4092-a153-abfb2fofdo42
Pipelneld=
ComrrandName=
CommandType=
ScriptName=
CommandPath=
CommandLine=
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Dropping the Base64 into CyberChef we can see that it is simply creating a .txt file in the
SystemRoot/Tempt directory. The .txt file includes the string “Hello from Atomic Red Team”.

Operations Recipe B E e e 1 +DOD3 @ m
Search. From Base8d Qn U2VeLUNvDNR 1bnQglLXBhdGgg I iR 1bnY6U3 L 2dGVtUMIvdC HUZWIwl 2FydC1tYXD rZXIudHh@l iAt dmF sdWug Ikh 1bGxvIGZyb2@gdGh LIEFEb21p
YyBSZWOGVGVhBST=
Favourites * Alphabet B
A-Za-20-9+/=

To Base64.
[ Remove non-alphabet chars

From Base64

To Hex

From Hex

To Hexdump

From Hexdump

URL Decode

Regular exprassion

Entropy e: 15m

watn 5 @ 0@ fa
e ot

Fork
Set-Content -path "$env:SystemRoot/Temp/art-marker.txt" -value "Hello from the Atomic Red Team" I

Magle

Data format

The following screenshots show PowerShell being used for persistence by putting a .bat file
into the startup folder.

Type |Date | Time Event |Source |Category |User |Computer

@ Information 3/3/2024 6:21:05 AM 400 PowerShell Engine Lifecycle N/A DESKTOP-IGHS88E
@ Information 3/3/2024 6:21:03 AM 400 PowerShell Engine Lifecycle N/A DESKTOP-IGHS88E
@ Information 3/3/2024 6:21:01 AM 400 |PowerShell Engine Lifecycle Nfa DESKTOP-IGH888E
@ Information 3/3/2024 6:20:59 AM 400 PowerShell Engine Lifecycle N/A DESKTOP-IGHS88E
@ Information 3/3/2024 6:20:51 AM 0 PowerShel Engme LrFecycIe N;‘A DESKTOP-IGHSS88E
@ Information 3/3/2024 6:20:37 AM PowerSheII Engme Lifecycle N;‘A DESKTOP-IGHS88E
@ Information 3/3/2024 6:20:29 AM 400 PowerShell Engine Lifecycle N/A DESKTOP-IGHSS88E
@ Information 3/3/2024 6:20:21 AM 400 PowerShell Engine Lifecycle N/A DESKTOP-IGHS88E
@ Information 3/3/2024 6:20:16 AM 400 PowerShell Engine Lifecycle NfA DESKTOP-IGHBB8E
@ Information 3/3/2024 6:20:10 AM 400 PowerShell Engine Lifecycle N/A DESKTOP-IGHSS88E
@ Information 3/3/2024 6:20:08 AM 400 PowerShell Engine Lifecycle N/A DESKTOP-IGHS88E
@ Information 3/3/2024 6:20:08 AM 400 PowerShell Engine Lifecycle Nf& DESKTOP-IGHBB8E
@ Information 3/3/2024 6:14:56 AM 400 PowerShell Engine Lifecycle N/A DESKTOP-IGHS88E
Description

Engine state is changed from None to Avaiable.

Details:
MewEngineState=Available
PreviousEngineState=Mone

Sequencelumber=13
HostMame=ConsoleHost

Host‘u’ersion=5 1.19041.1237
2cll

Host.ﬁ.pp lication= powersh el.exe & { Copy-Ttem C:\AtomicRed Team\atomics\ T1547.001\src\batstartup.bat "$env: APPDATA\Microsoft\Windows\Start Menu
Programs\Startup\batstartup.bat”
\Copy-Item C:\AtomicRed Tearm\atomics\ T1547.001\src\batstartup.bat "C:\ProgramData\Microsoft\Windows\Start Menu\Programs)\StartlUp\batstartup.bat”
Start-Process "$env:APPDATA\Microsoft\Windows\Start Menu\Programs\Startup\batstartup.bat”
Start-Process "C:\ProgramData\Microsoft\Windows\Start Menu\Programs\ StartUp'\batstartup.bat"}

nginevVersion= 1.17257

Runspaceld= 2c085eb2 c604-4675-bdef-e779aa7hdeec
Pipelineld=

ComrmandMame=

Command Type=

ScriptName=

ComrmandPath=

ComrmandLine=
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Below we see PowerShell opening notepad and capturing the PID of notepad. It then injects a
malicious .dll into notepad.

Type |Date [ Time |Event [Source | Category |user |Computer

@ Information 3/3/2024 6:21:05 AM 400 PowerShel Engine Lifecycle MNJA DESKTOP-IGHE88E
@ Information 3/3/2024 6:21:03 AM 400 PowerShel Engine Lifecycle MN/A DESKTOP-IGHS88E
@ Information 3/3/2024 6:21:01 AM 400 PowerShel Engine Lifecycle /A DESKTOP-IGH888E
@ Information 3/3/2024 6:20:59 AM 400 PowerShel Engine L'rFecycIe NjA DESKTOP-IGHS88E
@ Inforrmation 3/3/2024 6:20:43 AM PowerSheII Englne Lifecycle NM DESKTOP-IGHE88E
@ Information 3/3/2024 6:20:37 AM 400 PowerShel Engine Lifecycle /A DESKTOPR-IGHE88E
@ Information 3/3/2024 6:20:29 AM 400 PowerShel Engine Lifecycle MN/A DESKTOP-IGHE88E
@ Information 3/3/2024 6:20:21 AM 400 PowerShel Engine Lifecycle MN/A DESKTOP-IGHE88E
@ Information 3/3/2024 6:20:16 AM 400 PowerShell Engine Lifecycle MNJA DESKTOP-IGHE88E
@ Information 3/3/2024 6:20:10 AM 400 PowerShel Engine Lifecycle MN/A DESKTOP-IGHS88E
@ Information 3/3/2024 6:20:08 AM 400 PowerShel Engine Lifecycle /A DESKTOP-IGHB88E
@ Information 3/3/2024 6:20:08 AM 400 PowerShel Engine Lifecycle MN/A DESKTOP-IGHE88E
@ Information 3/3/2024 6:14:56 AM 400 PowerShel Engine Lifecycle /A DESKTOP-IGHB88E
Description

Engine state is changed from None to Available.

Details:
MewEngineState=Available
PreviousEngineState=None

SequenceMumber=13

HostName=ConsoleHost

Host\Version=5.1.19041.1237

I-Inr:HrI—%"H N52a 770d. 4755 hd5h. 31 704 dA-0d 57

HostApplication=powershel.exe & {$mypid = (Start-Process notepad -PassThru).id
mavinject $mypid /INJECTRUNMING C:\AtomicRed Team\atomics\ T1055.001\src\x644 T1055.001.4dI

=5.1.I00FT.TZ37

Runspaceld=306bae57-aaff-4bb3-3855-5204fb923cac

Pipelineld=

CommandMame=

CommandType=

Scriptiame=

CommandPath=

CommandLine=

Below we see a file (deleteme_T1551.004) being deleted.
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Type Date Time Ewvent Source Category User Computer

o] Information 3/3/2024 6:21:05 AM PowerShell Engine Lifecycle DESKTOP-IGHS88E
® Information 3/3/2024 6:21:03 AM 400 PowerShel Engine Lifecycle Nf & DESKTOP-IGHS888E
® Information 3/3/2024 6:21:01 AM 400 PowerShel Engine Lifecycle N/ & DESKTOP-IGHS888E
® Information 3/3/2024 6:20:59 AM 400 PowerShel Engine Lifecycle Nf & DESKTOR-IGHS88E
® Information 3/3/2024 6:20:51 AM 400 PowerShel Engine Lifecycle Nf & DESKTOR-IGHS88E
@ Information 3/3/2024 6:20:43 AM 400 | PowerShell Engine Lifecycle N A DESKTOP-IGH888E
@ Information 3/3/2024 6:20:37 AM 400 | PowerShell Engine Lifecycle M A DESKTOP-IGHS88E
@ Information 3/3/2024 6:20:29 AM 400 PowerShell Engine Lifecycle M A DESKTOP-IGHS88E
® Information 3/3/2024 6:20:21 AM 400 PowerShell Engine Lifecycle N/ & DESKTOR-IGHE888E
® Information 3/3/2024 6:20:16 AM 400 PowerShel Engine Lifecycle N/ & DESKTOP-IGHE888E
® Information 3/3/2024 6:20:10 AM 400 PowerShel Engine Lifecycle N/ & DESKTOP-IGHE888E
@ Information 3/3/2024 6:20:08 AM 400 PowerShel Engine Lifecycle N/ & DESKTOP-IGHE88E
@ Information 3/3/2024 6:20:08 AM 400 PowerShel Engine Lifecycle N/ & DESKTOP-IGHE88E
@ Information 3/3/2024 6:14:56 AM 400 PowerShel Engine Lifecycle N/ & DESKTOP-IGHE88E
Description

Engine state is changed from Mone to Available.

Details:
MewEngineState=Available
PreviousEngineState=None

SequenceMumber=13

HostMame=ConsoleHost
HostVersion=5.1.19041.1237
= 7201 wﬂhnﬂ
I HostAEéliGtioFEowershell.exe & {Remove-Ttern -path $env: TEMP\deleterne_T1551.004} |
ngineVersion=25.1. .
Runspaceld=9cabc8ft-ca96-44c0-9f18-7af79b5798bc
Pipelineld=
CommandName=
Command Type=
ScriptMame=
CommandPath=
CommandLine=

The screenshots above clearly demonstrate the value of logging PowerShell.
Sysmon

We can use Sysmon logs to pivot from the mavinject process we discovered in the PowerShell
logs.
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Filter

|| w3 System.evix Lz} L:) GO ] ek ysmon?s2540perational. eve

Apply fiter tos K> M| LT3t UTC-8:00

@ Active event log view {File: C:\Jsers\m122\Desktop|Collectionluploads \auto \C%3A\Win Type [Date [Time [Event [Source [Category [User [Computer

e S (@ Information 332024 62052 AM 1 Microsoft-Windows Process Create (rule: \SYSTEM DESKTOP-IGHEBSE
et D Information 3/3/2024 52 AM 1| Microsoft Windows Process Create (rule: |\SYSTEM DESKTOP-IGHESSE
i Sourcsr | i [0} 3/3/2024  [6:20:50 AM 1| Microsoft-Windows Process Create (rule: |\SYSTEM DESKTOP-IGHBS8E

Category; Exdude

User:

Exclude

| Dexcude
) Use exciamation mark to exclude criteria (e.g. 1-18,100,250-4501 10, 255)

Enter ID numbers and/or ID ranges, separate
jption:
[mavinject |

| Orectp  Cexduce

[Cpate  [JTime Separately

From: 2024 12:00:00 M 5 | To: 3/ 4/2024 12:00:00 AM 5 Exdude

= =] Pre "
Display event for the last days hours Excude Process Create:
- - Ruleame: -

me: 20240303 14:20:50.818
ProcessGuid: {2373e032-8742-65e4-3102-000000000200}
Processid: 3496

Tpowershel.exe

Description

Custom columns | Description params

Name [Operator [vaiue T
Custom column 1
Custom column 2.

age: C:\Windows\ystema2\Windowspowershelyi
FileVersion: 10.0.19041.546 (WinBuid.160101.0800)

Custom column 3 Description: Windows PowersShell
Custom column 4 Product: Microsoft® Windows® Operating System
Custom colomn 5 Company: Microsoft Corporation

OriginalFileName: Powershel EXE
CommandLine: "powershell.exe” & {Smypid
RUNNIN A

(Start-Process notepad -PassThru).id
I RedTe 05500117k

Users\m 22\AppData\Local| Temp\

OP-TGHEBEE Ml 22

I uid: {a3f3e032-f2d7-65e4-742b-0b0000000000}
Logond: 0xh2b74

TerminalSessionld: 2

IntegrityLevel: High

Hashes: MD5=04020E121 ADCFAS991749937DD22A1D2,SHAZ56=0F914D42706FE21 5501044 ACDB5A32DSBAAEF1419D404F DDFASD3B4BFE6CCDIF, IMPHASH:

Clear Load... Save... [ case sensitive Cancel

Parents : {23fe032-850f-65e4-c901 3
ParentProcessid: 2040
ntimage: X JOWS!

el JowsPowerchel\vl.0\powershel.exe
ParentCommandLine: "C;
Parentlser: DESKTOP-IGH888E\m122

Additional information we see is process ID and GUID as well as parent process ID and GUID.
Remember how we were able to “follow the bread crumbs"” using the process/parent process
GUIDs. The same concept applies here.

Filter % | @ systemevt a3 & e wim dows-Sysmon%254Cperational evbx “
Apply fiter to: M4 > | o Vo[ uTC-8:00
@ Actve eventlog view (File: C:\Jsersym122\DesktopiC %3A\WIn Type [Date [Time [Event |Source | Category [User Computer
O Eventlog views) on your chaice |G 1formation 3y3/2024  6:20:27 AM 11 Microsoft-windows File created (rule: Fie( \SYSTEM DESKTOP-IGHBSBE
Information 3/3/2024  6:20:27 AM 11| Microsoft-Windows File created (rule: Fie( \SYSTEM DESKTOP-IGHB8BE
S Source: Excude |G Information 3/3/2024 :20:27 AM 11 Microsoft-windows File created (rule: Fie( \SYSTEM DESKTOP-IGHB88E
f 55202
E=zy Excude |G mformation 3/3/2024  6:20:27 AM 11 Microsoft-Windows File created (rule: il \SYSTEM DESKTOP-IGHBBBE
e e @ tformation 3/3/2024  6:20:27 AM 11 | Microsoft-Windows File created (rule: Fie( \SYSTEM DESKTOP-IGHBBBE
Information 3/3/2024  6:20:7 AM 11 | Microsoft-Windows Fie created (rule: Fiel \SYSTEM DESKTOP-IGHSSSE
Computer: Excude |G 1nformation 3y3/2024  @20:27 AM 11 Microsaft-Windows File created (rule: Fie(\SYSTEM DESKTOP-IGHSS8E
Information /32024 11 Microsoft-Windows File created (rule: Fie(\SYSTEM DESKTOP-IGHE88E
[c) mormation 33204 & 11 Microsoft-windows File created (rule: Fie(\SYSTEM DESKTOP-IGHB88E
Event DE): |G information 3/3/2024 11| Microsoft-wWindows File created (rule: Fie( \SYSTEM DESKTOP-IGHB88E
I | [Jexcie |G) information 3/3/2024 11 | Microsoft-Windows Fie created (rule: Fie{ \SYSTEM DESKTOP-IGHB88E
Enter 1D mumbers andjor I ranges, separd 2, Use exclamation mark t exclude citera (€ 5. 1-15,100, 250-450110,255) |® mnformation 3/3/2024 11 Microsoft-Windows Fie created (rule: Fie( \SYSTEM DESKTOP-IGHBBSE
S — ﬁ |® mformation 3/3/2024 11 Microsoft-Windows File created (rule: Fie( \SYSTEM DESKTOP-IGHBBBE
] e | Sk @ tformation 3/3/2024 11 | Microsoft-Windows File created (rule: Fiel \SYSTEM DESKTOP-IGHBSSE
Information 3/3/2024 11 | Microsoft-Windows Fie created (rule: Fiel \SYSTEM DESKTOP-IGHSSSE
Doate [Jrme | separetely |® information 3/3/2024 11 | Microsoft-windows File created (rule: File \SYSTEM DESKTOP-IGH888E
From: 12:00:00 AM T Te: 12:00:00 AM = Exclude 7Dﬂ:lipti0ll
Display event for the last = davs [0 ]2 bous Excude ;\E:Nv:;t::dj
Custom columns  Descripton params UtcTme: 2024-03-03 14:20:27.423
ProcessGuid: 000000000200
Name [Gperator |Value | 94
Custom column 1 1.1
Custom column 2 : C:\AtomicRedT: red-team724cl 18155d2734cbf90168017404\atomics\ T1566.001 \bin\PhishingAttachment.xlsm
Custom column 3 CreationUtcTime: 2024-03-03 14:20:27.423
Custom column 4 User: DESKTOP-IGH8BBE\m122

As you can see above by pivoting to the GUID of the parent process and allowing any Event ID,
we basically get a timeline of the incident.

However, we can filter down further by searching for network connections (Event ID 3) and
DNS queries (Event ID 22).
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Filter X |Tvpe Date [Time [Event [Source | Category |Computer

ST S SV N SO = =
Apply fiter to |G Information 3/3/2024  6:20:21 AM 3 Microsoft-Windows Network connection (\SYSTEM DESKTOP-IGHBS8E
e e e e e e e e E e e Information 3/3/2024 3 Microsoft Windows Network connection (\SYSTEM DESKTOP-IGHSS8E
O Eventlog viewts) on your choice Information 3/3/2024 22 Microsoft-Windows Dns query (rule: DnsG \SYSTEM DESKTOP-IGHS88E
Event types Information 34312024 3| Microsoft-Windows Network connection (\SYSTEM DESKTOP-IGHBS8E
Souree: Bxcude Information 3/3/2024 3 Microsoft- Windows Netwark connection (\SYSTEM DESKTOP-IGHS88E
Category: Excude Information 33/2024 3| Microsoft-Windows Network connection (\SYSTEM DESKTOP-IGHBS8E
Information 3/3/2024 3 Microsoft-Windows Network connection (\SYSTEM DESKTOP-IGHSS8E
Exclude Information 3/3/2024 3| Microsoft-Windows Network connection (\SYSTEM DESKTOP-IGHBS8E
Information 34312024 3| Microsoft-Windows Network connection (\SYSTEM DESKTOP-IGHBS8E
Bxcude Informatien 3/3/2024 3 Microsoft-Windows Netwark connection (\SYSTEM DESKTOP-IGHSSSE
Information 3/3/2024 3| Microsoft-Windows Network connection (\SYSTEM DESKTOP-IGHBS8E
Information 34312024 22 Microsoft-Windows Dns query (rule: DnsG \SYSTEM DESKTOP-IGHBS8E
Information 3/3/2024 3 Microsoft-Windows Network connection (\SYSTEM DESKTOP-IGHE88E
Information 33/2024 22 Microsoft-Windows Dns query (rule: Dnsq \SYSTEM DESKTOP-IGHBS8E
Enter ID numbers and/or ID ranges, separated by comas, use exdamation mark to excude -450110,255) Information 3/3/2004 3 Microsoft-Windows Network connection (\SYSTEM DESKTOP-IGHSSSE
jlext Ridesaroons Information 3/3/2024 3 Microsoft-Windows Network connection (\SYSTEM DESKTOP-IGHB8BE

{23F3e032-854f-654-c90; [Jregexp  [JExclude
Description

[pate [Time Separately E
Network connection detected:
From: 2024 12:001 : Excude Rulelame:

UtcTime

= = ProcessGuid:
e PN = [ processoud: I
Image: C:
Custom columns  Description params User: DESKTOP-1GHBB8E\m1 22
Name [Operator [value || protocol: tep
Custom column 1 Initiated: true

SeurcelsIpv6: fase

Sourcelp: 102.168.1.254

SourceHostname: DESKTOP-IGHBBSE.mynetworksettings.com
Custom column 4 Sourceport: 50136

Custom column 5 SeurcePortiiame:

Custom column 2
Custom column 3

DestinationHostname:
Clear Load... save... [Jcase sensitive oK Cancel DestinationPort: 443
n b

rne

As seen above, we can immediately discover IOCs, such as IP addresses and domain names.

Lastly, we can use Sysmon to discover changes to the registry by using Evend IDs 12 and 13.
As seen below we see the AtomicTestService being started.

Filter x
kg System.evix g Security. evix a3 Windows PowerShell.evtx  @kg Microsoft-Windows-Sysmon%2540perational.evtx
filter to:
B M4 > M| L TPt uTC-8:00
® Active eventlog view (File: C:\Users\m122\Desktop\Colection \uploads lauto \C%3AWin
Oventiog view(s)on your choce Type |Date [Time |Event |Source |Category [User [Computer
o " | mformation 3/3/2024  6:21:14 AM 13 Microsoft-Windows| Registry value set (rul \SYSTEM DESKTOP-IGHSS8E
Event types Source: I Information 3/3/2024  6:21:14 AM 13 | Microsoft-Windows| Registry value set (rul \SYSTEM DESKTOP-IGHBS8E
zied Information 3/3/2024 6:21:14 AM 13 Microsoft-Windows| Registry value set (rul \SYSTEM DESKTOP-IGHS88E
Information Category: | Jowe] [ Excuce Information 3/3/2024  6:21:14 AM 13 | Microsoft-Windows| Registry value set (rul \SYSTEM DESKTOP-IGHBS8E
(i» Information 3/3/2024 6:21:14 AM 13 Microsoft-Windows| Registry value set (rul \SYSTEM DESKTOP-IGHE88E
Error User: Emas Information 3/3/2024  6:21:14 AM 13 | Microsoft-Windows| Regstry value set (rul \SYSTEM DESKTOP-IGHBS8E
= Information 3/3/2024 6:21:14 AM 13 Microsoft-Windows| Registry value set (rul \SYSTEM DESKTOP-IGH888E
Information 3/3/2024  6:21:14 AM 13 | Microsoft-Windows| Regstry value set (rul \SYSTEM DESKTOP-IGHBS8E
|CD» mformation 3/3/2024  6:20:48 AN 13 | Microsoft-Windows| Regstry value set (rul \SYSTEM DESKTOP-IGHBS8E
Dlertuce Information 3/3/2024  6:20:40 AM 13 | Microsoft-Windows Regetry value set (rul \SYSTEM ESKTOP-IGHBSBE
Enter ID numbers andfor ID ranges, separated by comas, use exclamation mark to exdude criteria (e.g. 1-13,100,250-4501 10,255) Information 3/3/2024 6:1G:33 AM| 13 | Microsoft-Windows, Registry value set (rul \SYSTEM DESKTOP-IGHB8SE
o Information 3/3/2024  6:16:33 AM 13 | Microsoft-Windows| Registry value set (rul \SYSTEM DESKTOP-IGHBS8E
Text in description:
[ | [Iregexn Exdlude
[Jpate  [JTime Separately
Froms 12:00:00AM 5| To: 2 Exclude
Description
Display event for the last 3 days | hours Excludk ~
e E_Bar b Rego vl s
Custom columns  Descripton params RuleMame: T1031,T1050
. EventType: SetValue
jame, [Operator [Velue | luteTime: 2024-03-03 14:20:48.672
Custom column 1 ProcessGuid: {a3f3e032-f260-65e4-0b00-000000000200}

Custom column 2

mage: C:\Windows\system32\services. exe
TargetObject: HKLM\System| CurrentControlSet\Services\AtomicTestService_CMD\Start

Custom column 3
Custom column 4
Custom column 5

g4 A
User: NT AUTHORITY\SYSTEM

Kape (Easy (EZ) Button)

We can do most of the parsing we did via command line using Kape.
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- gkape v1.3.0.2 = [m] x

File Tools
[] Use Target options Use Module options
Target options Module options
Targetsowce | [ [o-s Module source [ C:\Users\m 122\Desktop\Collection-DESKTOP-IG | = J’
Target destination | ‘ Flush Add %d Add %m Module destination |C:VJsers\leZ\Desktop\KAPE_Out Flush [Add®%d []Add%m []zip
Modules (Double-click to edit a module)
Select.. ?lName Falder Category Description
® Al A0e Al e
IEZParser " Compound "Modules "Eric Zimmerman Parsers
RegRipper Compound Registry RegRipper: parse all s
[x] 7| Selected = | Chedked Edit Filter
Deduplicate Container | Mone VHDX WHD Zip ‘ Export format | ® Default () CSV DHTML () JSON
Base name | ||| Module variables Key -
2o containe arst e T
Other options
S Add
& Ad [] Debug messages [] Trace messages [] 1gnare FTK warning
O [ ] Rt cal copies

Current line.

\kape.exe --msource C:\Users\m122\Desktop\Collection-DESKT OP-IGH888E_mynetworksettings_com-2024-03-03T14_39_40-05_00 --mdest C:\Users\m122\Desktop
\KAPE_Out --mflush --module IEZParser,RegRipper --gui

Note that to use most of the 3rd party tools in Kape there are requirements to download the
binaries and place them in Kape's Modules directory, as seen below for regripper.

= | regripper
me Share View

& cut x I I New item = il open - HHselect al

w.| Copy path K“:I ﬂ Easy access = ¢ Edit 10 Select none
opy Paste _ Move Copy Delete Rename Mew Properties

El Paste shortcut to to - falder - £ History E‘E‘Imrert selection

Clipboard Crganize Mew Open Select
4N | > KAPE > Modules 5 bin » regripper * |
Mame Date modified Type Size
CCess —
* plugins 2/25/2024 &:50 PM File folder

)
. B px3124.dll 7/23/2023 4:53 AM Application exten... 417 KB
oads 4 B ap 7/23/2023 4:53 AM Application 1,857 KB
nents -
= -

Kape will run the parsing modules and place the results in the destination folder.

We can then use Timeline Explorer or Registry Explorer to analyze the results, just as we did
after manually running each tool.
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s KAPE_Out »

Mame Date medified Type Size
- EventLogs 3/3/2024 3:31 PM File folder
FileDeletion 3/3/2024 3:31 PM File folder
ts FileFolderAccess 3/3/2024 3:31 PM File folder
ts FileSystem 3/3/2024 3:30 PN File folder
ProgramExecution 3/3/2024 3:31 PM File folder
Registry 3/3/2024 3:31 PM File folder
SCLDatabases 3/3/2024 3:31 PM File folder
SRUMDatabase 3/3/2024 3:32 PN File folder
S5UMDatabase 3/3/2024 3:32 PN File folder
|£] 2024-03-03T23_30_10_0248154_Consolelog  3/3/2024 3:32 P Text Document T4 KB

Additionally, since we ran regripper, the text files are in the Registry folder. We can open them
in Notepad++ and search as we did before.

gripper-system.txt JIE gripper-usrclass.bit \E gripper-ntuser it 13 [ regripper-ntuser_1.tct E!E gripper-ntuser_2.bxt JEU pper-ntuser_3.txt JIErEgrlppErrtam.mt JErzgnppsmszunt;.m JIErsgnppznzc&warsm x|

Find X

7 & o

recentapps v.20200515

- Gets tents of user's - ey Find  Replace FindinFiles FindinProjects  Mark
Software\Microsoft\Windows\CurrentVersion\Search\Recenthpps not found.

Software\Microsofti\Windows\CurrentVersion\Run has no subkeys.
Software\Wow6432Node\Microsoft\Windows\CurrentVersion\Run not found.

Software\Microsoft\Windows\CurrentVersion\RunCnce
LastWrite Time 2024-03-03 14:03:02Z

]

&0

60

&0

508

609 Find what: | CurrentVersion\Run] ~] [ Find Next 10
610  recentdocs v.20200427

611 (NTUSER.DAT) Gets contents of user's RecentDocs key Count

612  RecentDocs

613  **All values printed in MRUList\MRUListEx order. i selection F‘"duz'!l”mi‘:"t’g"‘
514  Software\Microsoft\Windows\CurrentVersion\Explorer\REEEHEDEES sadomerd drecton

615  LastWrite Time: 2024-03-03 22:00:032
616 Software\Microsoft\Windows\CurrentVersion\Explorer\RecentDocs has no subkeys. [lMatch whole word orly STEEE

617 [IMatch case =

618 run v.20200511 [Awrap around

§19  (Softuers, NTUSER.DAT) [Autostart] Get autostart key contents from Softwars hive Seorch Mode Dlransprensy

620  Software\lMicrosoft\Windows\CurrentVersion\Run

521  LastWrite Time 2024-03-03 14:20:40Z ®ormal ®0nlasing focus

622 QpeDrive - "C;\Users\m122\AnpData\Local\Microsoft\CneDrive\CneDrive.exe" /background OExtended (i, ', ', 0, ...} O Always

525 | Atomic Red Team - C:\Path\AtomicRedTeam.exe (O Regular expression . matches newline i "
624

625

626

627

The other artifacts can be analyzed in much the same way as the artifacts we discussed
today.

Conclusion

Basic forensic analysis can play a large role in incident response. Knowing where to look and
what to look for is 90% of the DFIR challenge. The artifacts and techniques discussed today
are only a basic baseline of knowledge for you to build on.

Clean Up
Ensure you run the ART clean up script.

1. Open a PowerShell terminal as administrator and navigate to the ART folder located at
C:\Users\Elliot\Desktop\Tools\ART.

2. Run the PowerShell script called ART-attack-cleanup.ps1
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PS C:\Users\Elliot\Desktop\Tools\ART > .\ART-attack-cleanup.psl

Security warning

Run only scripts that you trust. While scripts from the internet can be useful, this script can potentially harm your computer. If you trust this script, use the Unblock-File cmdlet to
allow the script to run without this warning message. Do you want to run C:\Users\Elliot\Desktop\Tools\ART\ART-attack-cleanup.psl?

[D]1 Do not run [R] Run once [S] Suspend [?] Help (default is "D"):

Starting ART attack cleanup

T1566.001 Atomic Test #1 - Download Macro-Enabled Phishing Attachment
PathToAtomicsFolder = C:\AtomicRedTeam\atomics

Executing cleanup for test:

Done executing cleanup for test:

T1078.003 Atomic Test #1 — Create local account with admin privileges
PathToAtomicsFolder AtomicRedTeam\atomics

Executing cleanup for test

Done executing cleanup for test:

T1859.001 Atomic Test #11 - PowerShell Fileless Script Execution
PathToAtomicsFolder AtomicRedTeam\atomics

Executing cleanup for test:

Done executing cleanup for test:

T1547.001 Atomic Test #1 — Reg Key Run
PathToAtomicsFolder = \AtomicRedTeam\atomics

Executing cleanup for test:

Done executing cleanup for test:

T1547.001 Atomic Test #6 - Suspicious bat file run from startup Folder
PathToAtomicsFolder :\AtomicRedTean\atomics

Executing cleanup for test:

Done executing cleanup for test:

T1053.005 Atomic Test #1 — Scheduled Task Startup Script
PathToAtomicsFolder = C:\AtomicRedTeam\atomics

Executing cleanup for test:

Done executing cleanup for test:

T1543.003 Atomic Test #2 — Service Installation CMD
PathToAtomicsFolder = C:\AtomicRedTeam\atomics
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