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About This Guide

e Document Objectives, page iii

e Related Documentation, page iii

e Conventions, page iii

e Obtaining Documentation and Submitting a Service Request, page iv

Document Objectives

The purpose of this guide is to help you configure the firewall features for Cisco ASA series using the
command-line interface. This guide does not cover every feature, but describes only the most common
configuration scenarios.

You can also configure and monitor the ASA by using the Adaptive Security Device Manager (ASDM),
a web-based GUI application. ASDM includes configuration wizards to guide you through some
common configuration scenarios, and online help for less common scenarios.

Throughout this guide, the term “ASA” applies generically to supported models, unless specified

otherwise.

Related Documentation

For more information, see Navigating the Cisco ASA Series Documentation at
http://www.cisco.com/go/asadocs.

Conventions

This document uses the following conventions:

Convention

Indication

bold font

Commands and keywords and user-entered text appear in bold font.

italic font

Document titles, new or emphasized terms, and arguments for which you supply
values are in italic font.

[ ]

Elements in square brackets are optional.

Cisco ASA Series Firewall CLI Configuration Guide g
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{xlylz} Required alternative keywords are grouped in braces and separated by
vertical bars.

[xlylz] Optional alternative keywords are grouped in brackets and separated by
vertical bars.

string A nonquoted set of characters. Do not use quotation marks around the string or
the string will include the quotation marks.

courier font Terminal sessions and information the system displays appear in courier font.

courier bold font |Commands and keywords and user-entered text appear in bold courier font.

courier italic font |Arguments for which you supply values are in courier italic font.

< > Nonprinting characters such as passwords are in angle brackets.
[ ] Default responses to system prompts are in square brackets.
I # An exclamation point (!) or a pound sign (#) at the beginning of a line of code

indicates a comment line.

Note Means reader take note.

Tip Means the following information will help you solve a problem.

Caution = Means reader be careful. In this situation, you might perform an action that could result in equipment
damage or loss of data.

Obtaining Documentation and Submitting a Service Request

For information on obtaining documentation, using the Cisco Bug Search Tool (BST), submitting a
service request, and gathering additional information, see What’s New in Cisco Product Documentation
at: http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html.

Subscribe to What’s New in Cisco Product Documentation, which lists all new and revised Cisco technical
documentation, as an RSS feed and deliver content directly to your desktop using a reader application. The
RSS feeds are a free service.
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CHAPTER 1

Introduction to Cisco ASA Firewall Services

First Published: March 23, 2015
Last Updated: April 7, 2015

Firewall services are those ASA features that are focused on controlling access to the network, including
services that block traffic and services that enable traffic flow between internal and external networks.
These services include those that protect the network against threats, such as Denial of Service (DoS)
and other attacks.

The following topics provide an overview of firewall services.
¢ How to Implement Firewall Services, page 1-1
e Basic Access Control, page 1-2
e Application Filtering, page 1-2
e URL Filtering, page 1-3
e Threat Protection, page 1-3
e Network Address Translation, page 1-4
e Application Inspection, page 1-5
e Use Case: Expose a Server to the Public, page 1-5

How to Implement Firewall Services

Step 1
Step 2
Step 3
Step 4

The following procedure provides a general sequence for implementing firewall services. However, each
step is optional, needed only if you want to provide the service to your network.

Before You Begin

Configure the ASA according to the general operations configuration guide, including at minimum basic
settings, interface configuration, routing, and management access.

Procedure

Implement access control for the network. See Basic Access Control, page 1-2.
Implement application filtering. See Application Filtering, page 1-2.
Implement URL filtering. See URL Filtering, page 1-3.

Implement threat protection. See Threat Protection, page 1-3.

Cisco ASA Series Firewall CLI Configuration Guide g
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Step5 Implement Network Address Translation (NAT). See Network Address Translation, page 1-4.

Step6 Implement application inspection if the default settings are insufficient for your network. See
Application Inspection, page 1-5.

Basic Access Control

Access rules, applied per interface or globally, are your first line of defense. You can drop, upon entry,
specific types of traffic, or traffic from (or to) specific hosts or networks. By default, the ASA allows
traffic to flow freely from an inside network (higher security level) to an outside network (lower security
level).

You can apply an access rule to limit traffic from inside to outside, or allow traffic from outside to inside.

Basic access rules control traffic using a “5-tuple” of source address and port, destination address and
port, and protocol.

You can augment your rules by making them identity aware. This lets you configure rules based on user
identity or group membership. To implement identity control, do any combination of the following:

¢ Install Cisco Context Directory Agent (CDA), also known as AD agent, on a separate server to
collect user and group information already defined in your Active Directory (AD) server. Then,
configure the ASA to get this information, and add user or group criteria to your access rules.

¢ Install Cisco Identity Services Engine (ISE) on a separate server to implement Cisco Trustsec. You
can then add security group criteria to your access rules.

¢ Install the ASA FirePOWER module on the ASA and implement identity policies in the module. The
identity-aware access policies in ASA FirePOWER would apply to any traffic that you redirect to
the module.

Related Topics
e Access Control Lists, page 3-1
e Access Rules, page 4-1
e Identity Firewall, page 5-1
e ASA and Cisco TrustSec, page 6-1
¢ ASA FirePOWER Module, page 7-1

Application Filtering

The wide-spread use of web-based applications means that a lot of traffic runs over the HTTP or HTTPS
protocols. With traditional 5-tuple access rules, you either allow or disallow all HTTP/HTTPS traffic.
You might require more granular control of web traffic.

You can install a module on the ASA to provide application filtering to selectively allow HTTP or other
traffic based on the application being used. Thus, you do not have to make a blanket permit for HTTP.
You can look inside the traffic and prevent applications that are unacceptable for your network (for
example, inappropriate file sharing). When you add a module for application filtering, do not configure
HTTP inspection on the ASA.

Cisco ASA Series Firewall CLI Configuration Guide
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To implement application filtering, install the ASA FirePOWER module on the ASA and use application
filtering criteria in your ASA FirePOWER access rules. These policies apply to any traffic that you
redirect to the module.

Related Topics
¢ ASA FirePOWER Module, page 7-1

URL Filtering

URL filtering denies or allows traffic based on the URL of the destination site.

The purpose of URL filtering is primarily to completely block or allow access to a web site. Although
you can target individual pages, you typically specify a host name (such as www.example.com) or a URL
category, which defines a list of host names that provide a particular type of service (such as Gambling).

When trying to decide whether to use URL filtering or application filtering for HTTP/HTTPS traffic,
consider whether your intention is to create a policy that applies to all traffic directed at a web site. If
your intention is to treat all such traffic the same way (denying it or allowing it), use URL filtering. If
your intention is to selectively block or allow traffic to the site, use application filtering.

To implement URL filtering, do one of the following:

¢ Subscribe to the Cloud Web Security service, where you configure your filtering policies in
ScanCenter, and then configure the ASA to send traffic to your Cloud Web Security account.

e Install the ASA FirePOWER module on the ASA and use URL filtering criteria in your ASA
FirePOWER access rules. These policies apply to any traffic that you redirect to the module.

Related Topics
¢ ASA and Cisco Cloud Web Security, page 8-1

¢ ASA FirePOWER Module, page 7-1

Threat Protection

You can implement a number of measures to protect against scanning, denial of service (DoS), and other
attacks. A number of ASA features help protect against attacks by applying connection limits and
dropping abnormal TCP packets. Some features are automatic, others are configurable but have defaults
appropriate in most cases, while others are completely optional and you must configure them if you want
them.

Following are the threat protection services available with the ASA.

e [P packet fragmentation protection—The ASA performs full reassembly of all ICMP error messages
and virtual reassembly of the remaining IP fragments that are routed through the ASA, and drops
fragments that fail the security check. No configuration is necessary.

e Connection limits, TCP normalization, and other connection-related features—Configure
connection-related services such as TCP and UDP connection limits and timeouts, TCP sequence
number randomization, TCP normalization, and TCP state bypass. TCP normalization is designed
to drop packets that do not appear normal.

Cisco ASA Series Firewall CLI Configuration Guide
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For example, you can limit TCP and UDP connections and embryonic connections (a connection
request that has not finished the necessary handshake between source and destination). Limiting the
number of connections and embryonic connections protects you from a DoS attack. The ASA uses
the embryonic limit to trigger TCP Intercept, which protects inside systems from a DoS attack
perpetrated by flooding an interface with TCP SYN packets.

e Threat detection—Implement threat detection on the ASA to collect statistics to help identify
attacks. Basic threat detection is enabled by default, but you can implement advanced statistics and
scanning threat detection. You can shun hosts that are identified as a scanning threat.

¢ Next-Generation IPS—Install the ASA FirePOWER module on the ASA and implement Next
Generation IPS intrusion rules in your ASA FirePOWER. These policies would apply to any traffic
that you redirect to ASA FirePOWER.

Related Topics
e Connection Settings, page 16-1

e Threat Detection, page 18-1
¢ ASA FirePOWER Module, page 7-1

Network Address Translation

One of the main functions of Network Address Translation (NAT) is to enable private IP networks to
connect to the Internet. NAT replaces a private IP address with a public IP address, translating the private
addresses in the internal private network into legal, routable addresses that can be used on the public
Internet. In this way, NAT conserves public addresses because you can advertise at a minimum only one
public address for the entire network to the outside world.

Other functions of NAT include:
e Security—Keeping internal IP addresses hidden discourages direct attacks.
e [P routing solutions—Overlapping IP addresses are not a problem when you use NAT.

¢ Flexibility—You can change internal IP addressing schemes without affecting the public addresses
available externally; for example, for a server accessible to the Internet, you can maintain a fixed IP
address for Internet use, but internally, you can change the server address.

e Translating between IPv4 and IPv6 (Routed mode only)—If you want to connect an IPv6 network
to an IPv4 network, NAT lets you translate between the two types of addresses.

NAT is not required. If you do not configure NAT for a given set of traffic, that traffic will not be
translated, but will have all of the security policies applied as normal.

Related Topics
e Network Address Translation (NAT), page 9-1

e NAT Examples and Reference, page 10-1

Cisco ASA Series Firewall CLI Configuration Guide
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Application Inspection

Application inspection engines are required for services that embed IP addressing information in the user
data packet or that open secondary channels on dynamically assigned ports. These protocols require the
ASA to do a deep packet inspection, to open the required pinholes and to apply network address
translation (NAT).

The default ASA policy already applies inspection globally for many popular protocols, such as DNS,
FTP, SIP, ESMTP, TFTP, and others. The default inspections might be all you require for your network.

However, you might need to enable inspection for other protocols, or fine-tune an inspection. Many
inspections include detailed options that let you control packets based on their contents. If you know a
protocol well, you can apply fine-grained control on that traffic.

You use service policies to configure application inspection. You can configure a global service policy,
or apply a service policy to each interface, or both.

Related Topics
e Service Policy Using the Modular Policy Framework, page 11-1

e Getting Started with Application Layer Protocol Inspection, page 12-1
e Inspection of Basic Internet Protocols, page 13-1
e Inspection for Voice and Video Protocols, page 14-1

¢ Inspection of Database, Directory, and Management Protocols, page 15-1

Use Case: Expose a Server to the Public

You can make certain application services on a server available to the public. For example, you could
expose a web server, so that users can connect to the web pages but not make any other connections to
the server.

To expose a server to the public, you typically need to create access rules that allow the connection and
NAT rules to translate between the server’s internal IP address and an external address that the public
can use. In addition, you can use port address translation (PAT) to map an internal port to an external
port, if you do not want the externally exposed service to use the same port as the internal server. For
example, if the internal web server is not running on TCP/80, you can map it to TCP/80 to make
connections easier for external users.

The following example makes a web server on the inside private network available for public access.

Cisco ASA Series Firewall CLI Configuration Guide g
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Step 1

Step 2

Step 3

Step 4

Figure 1-1 Static NAT for an Inside Web Server
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Procedure

Create a network object for the internal web server.

hostname (config)# object network myWebServ
hostname (config-network-object)# host 10.1.2.27

Configure static NAT for the object:

hostname (config-network-object)# nat (inside,outside) static 209.165.201.10

Add an access rule to the access group attached to the outside interface to permit web access to the
server.

hostname (config)# access-list outside_access_in line 1 extended permit tcp any4 object
myWebServ eq http

If you do not already have an access group on the outside interface, apply it using the access-group
command:

hostname (config)# access-group outside_access_in in interface outside

Related Topics
e Static NAT, page 9-27

l_ Cisco ASA Series Firewall CLI Configuration Guide
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CHAPTER

Objects for Access Control

Objects are reusable components for use in your configuration. You can define and use them in Cisco
ASA configurations in the place of inline IP addresses, services, names, and so on. Objects make it easy
to maintain your configurations because you can modify an object in one place and have it be reflected
in all other places that are referencing it. Without objects you would have to modify the parameters for
every feature when required, instead of just once. For example, if a network object defines an IP address
and subnet mask, and you want to change the address, you only need to change it in the object definition,
not in every feature that refers to that IP address.

¢ Guidelines for Objects, page 2-1
¢ Configure Objects, page 2-2

e Monitoring Objects, page 2-10
e History for Objects, page 2-11

Guidelines for Objects

IPv6 Guidelines
Supports [Pv6 with the following restrictions:

e The ASA does not support IPv6 nested network object groups, so you cannot group an object with
IPv6 entries under another IPv6 object group.

* You can mix IPv4 and IPv6 entries in a network object group; you cannot use a mixed object group
for NAT.

Additional Guidelines and Limitations

¢ Objects must have unique names, because objects and object groups share the same name space.
While you might want to create a network object group named “Engineering” and a service object
group named “Engineering,” you need to add an identifier (or “tag”) to the end of at least one object
group name to make it unique. For example, you can use the names “Engineering_admins” and
“Engineering_hosts” to make the object group names unique and to aid in identification.

¢ Object names are limited to 64 characters, including letters, numbers, and these characters:
A1 @#$%"&()-_{}. Object names are case-sensitive.

* You cannot remove an object or make an object empty if it is used in a command, unless you enable
forward referencing (the forward-reference enable command).

Cisco ASA Series Firewall CLI Configuration Guide
| g 21

https://t.mel/learningnets



Chapter2  Objects for Access Control |

M Configure Objects

Configure Objects

The following sections describe how to configure objects that are primarily used on access control.
e Configure Network Objects and Groups, page 2-2
e Configure Service Objects and Service Groups, page 2-4
e Configure Local User Groups, page 2-7
e Configure Security Group Object Groups, page 2-8
e Configure Time Ranges, page 2-9

Configure Network Objects and Groups

Network objects and groups identify IP addresses or host names. Use these objects in access control lists
to simplify your rules.

e Configure a Network Object, page 2-2
e Configure a Network Object Group, page 2-3

Configure a Network Object
A network object can contain a host, a network IP address, a range of IP addresses, or a fully qualified
domain name (FQDN).

You can also enable NAT rules on the object (excepting FQDN objects). See the firewall configuration
guide for more information about configuring object NAT.

Procedure

Step1  Create or edit a network object using the object name.

hostname (config)# object network object_name

Example

hostname (config)# object network email-server

Step2  Add an address to the object using one of the following commands. Use the no form of the command to
remove the object.

e host {IPv4_address | IPv6_address}—The IPv4 or IPv6 address of a single host. For example,
10.1.1.1 or 2001:DB8::0DB8:800:200C:417A.

e subnet {IPv4_address IPv4_mask | IPv6_address/IPv6_prefix}—The address of a network. For
IPv4 subnets, include the mask after a space, for example, 10.0.0.0 255.0.0.0. For IPv6, include the
address and prefix as a single unit (no spaces), such as 2001:DB8:0:CD30::/60.

e range start_address end_address—A range of addresses. You can specify IPv4 or IPv6 ranges. Do
not include masks or prefixes.

e fqdn [v4 | v6] fully_qualified_domain_name—A fully-qualified domain name, that is, the name of
a host, such as www.example.com. Specify v4 to limit the address to IPv4, and v6 for IPv6. If you
do not specify an address type, IPv4 is assumed.

Example

Cisco ASA Series Firewall CLI Configuration Guide
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Step 3

Configure Objects

hostname (config-network-object)# host 10.2.2.2

(Optional) Add a description.

hostname (config-network-object)# description string

Configure a Network Object Group

Step 1

Step 2

Step 3

Network object groups can contain multiple network objects as well as inline networks or hosts. Network
object groups can include a mix of both IPv4 and IPv6 addresses.

However, you cannot use a mixed IPv4 and IPv6 object group for NAT, or object groups that include
FQDN objects.

Procedure

Create or edit a network object group using the object name.

ciscoasa(config)# object-group network group_name

Example

hostname (config)# object-group network admin

Add objects and addresses to the network object group using one or more of the following commands.
Use the no form of the command to remove an object.

¢ network-object host {/IPv4_address | IPv6_address}—The IPv4 or IPv6 address of a single host.
For example, 10.1.1.1 or 2001:DB8::0DB8:800:200C:417A.

e network-object {IPv4_address IPv4_mask | IPv6_address/IPv6_prefix}—The address of a network
or host. For IPv4 subnets, include the mask after a space, for example, 10.0.0.0 255.0.0.0. For IPv6,
include the address and prefix as a single unit (no spaces), such as 2001:DB8:0:CD30::/60.

¢ network-object object object_name—The name of an existing network object.
e group-object object_group_name—The name of an existing network object group.

Example

hostname (config-network-object-group) # network-object 10.1.1.0 255.255.255.0

hostname (config-network-object-group) # network-object 2001:db8:0:cd30::/60

hostname (config-network-object-group) # network-object host 10.1.1.1

hostname (config-network-object-group)# network-object host 2001:DB8::0DB8:800:200C:417A
hostname (config-network-object-group) # network-object object existing-object-1

hostname (config-network-object-group) # group-object existing-network-object-group

(Optional) Add a description.

hostname (config-network-object-group) # description string

Example

To create a network group that includes the IP addresses of three administrators, enter the following
commands:

hostname (config)# object-group network admins
hostname (config-protocol)# description Administrator Addresses

Cisco ASA Series Firewall CLI Configuration Guide g
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hostname (config-protocol)# network-object host 10.2.2.4
hostname (config-protocol)# network-object host 10.2.2.78
hostname (config-protocol)# network-object host 10.2.2.34

Create network object groups for privileged users from various departments by entering the following

commands:

hostname (config)# object-group network eng

hostname (config-network)# network-object host 10.1.1.5
hostname (config-network)# network-object host 10.1.1.9
hostname (config-network)# network-object host 10.1.1.89

hostname (config)# object-group network hr
hostname (config-network)# network-object host 10.1.2.8
hostname (config-network)# network-object host 10.1.2.12

hostname (config)# object-group network finance
hostname (config-network)# network-object host 10.1.4.89
hostname (config-network)# network-object host 10.1.4.100

You then nest all three groups together as follows:

(config)# object-group network admin
hostname (config-network)# group-object eng
hostname (config-network)# group-object hr
hostname (config-network)# group-object finance

hostname

Configure Service Objects and Service Groups

Service objects and groups identify protocols and ports. Use these objects in access control lists to
simplify your rules.

e Configure a Service Object, page 2-4

e Configure a Service Group, page 2-5

Configure a Service Object

A service object can contain a single protocol, ICMP, ICMPv6, TCP or UDP port or port ranges.

Procedure

Step 1 Create or edit a service object using the object name.

ciscoasa(config)# object service object_name

Example
hostname (config)# object service web

Step2  Add a service to the object using one of the following commands. Use the no form of the command to
remove an object.

e service protocol—The name or number (0-255) of an IP protocol. Specify ip to apply to all
protocols.

Cisco ASA Series Firewall CLI Configuration Guide
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Step 3

Configure Objects

e service {icmp | icmp6} [icmp-type [icmp_code]]—For ICMP or ICMP version 6 messages. You can
optionally specify the ICMP type by name or number (0-255) to limit the object to that message
type. If you specify a type, you can optionally specify an ICMP code for that type (1-255). If you
do not specify the code, then all codes are used.

e service {tcp | udp} [source operator port] [destination operator port]—For TCP or UDP. You can
optionally specify ports for the source, destination, or both. You can specify the port by name or
number. The operator can be one of the following:

- It—less than.

- gt—greater than.
- eq—equal to.

— neq—not equal to.

— range—an inclusive range of values. When you use this operator, specify two port numbers, for
example, range 100 200.

Example

hostname (config-service-object)# service tcp destination eqg http

(Optional) Add a description.

hostname (config-service-object)# description string

Configure a Service Group

Step 1

Step 2

A service object group includes a mix of protocols, if desired, including optional source and destination
ports for TCP or UDP.

Before You Begin

You can model all services using the generic service object group, which is explained here. However,
you can still configure the types of service group objects that were available prior to ASA 8.3(1). These
legacy objects include TCP/UDP/TCP-UDP port groups, protocol groups, and ICMP groups. The
contents of these groups are equivalent to the associated configuration in the generic service object
group, with the exception of ICMP groups, which do not support ICMP6 or ICMP codes. If you still want
to use these legacy objects, for detailed instructions, see the object-service command description in the
command reference on Cisco.com.

Procedure

Create or edit a service object group using the object name.

ciscoasa(config)# object-group service group_name

Example

hostname (config)# object-group service general-services

Add objects and services to the service object group using one or more of the following commands. Use
the no form of the command to remove an object.

e service-object protocol—The name or number (0-255) of an IP protocol. Specify ip to apply to all
protocols.

Cisco ASA Series Firewall CLI Configuration Guide g
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Step 3

e service-object {icmp | icmp6} [icmp-type [icmp_code]]—For ICMP or ICMP version 6 messages.
You can optionally specify the ICMP type by name or number (0-255) to limit the object to that
message type. If you specify a type, you can optionally specify an ICMP code for that type (1-255).
If you do not specify the code, then all codes are used.

¢ service-object {tcp | udp | tcp-udp} [source operator port] [destination operator port]—For TCP,
UDP, or both. You can optionally specify ports for the source, destination, or both. You can specify
the port by name or number. The operator can be one of the following:

- It—less than.
- gt—greater than.
- eq—equal to.

— neq—not equal to.

— range—an inclusive range of values. When you use this operator, specify two port numbers, for

example, range 100 200.

e service-object object object name—The name of an existing service object.

e group-object object_group_name—The name of an existing service object group.

Example

hostname (config-service-object-group) #
hostname (config-service-object-group) #

hostname (config-service-object-group) #

(
(
hostname (config-service-object-group) #
(
hostname (config-service-object-group) #

(Optional) Add a description.

hostname (config-service-object-group) #

Examples

service-object
service-object
service-object
service-object

ipsec

tcp destination eqg domain
icmp echo

object my-service

group-object Engineering_groups

description string

The following example shows how to add both TCP and UDP services to a service object group:

hostname (config)# object-group service CommonApps

hostname (config-service-object-group) #

hostname
hostname

(
(
(
(
(
(

hostname (config-service-object-group) #

config-service-object-group) #
config-service-object-group) #
hostname (config-service-object-group) #

service-object
service-object
service-object
service-object
service-object

tcp destination eq ftp
tcp-udp destination eqg www
tcp destination eqg h323
tcp destination eqg https
udp destination eqg ntp

The following example shows how to add multiple service objects to a service object group:

hostname (config)# object service
hostname (config-service-object) #
hostname (config)# object service
hostname (config-service-object) #
hostname (config)# object service
hostname (config-service-object) #
hostname (config)# object-group service
hostname (config-service-object-group) #
hostname (config-service-object-group) #
hostname (config-service-object-group) #

service eigrp

Groupl

service-object
service-object
service-object

service tcp destination eqg ssh

service tcp source range 1 1024 destination eqg https

object SSH
object EIGRP
object HTTPS
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Configure Local User Groups

Step 1

Step 2

Step 3

You can create local user groups for use in features that support the identity firewall by including the
group in an extended ACL, which in turn can be used in an access rule, for example.

The ASA sends an LDAP query to the Active Directory server for user groups globally defined in the
Active Directory domain controller. The ASA imports these groups for identity-based rules. However,
the ASA might have localized network resources that are not defined globally that require local user
groups with localized security policies. Local user groups can contain nested groups and user groups that
are imported from Active Directory. The ASA consolidates local and Active Directory groups.

A user can belong to local user groups and user groups imported from Active Directory.

Because you can use usernames and user group names directly in an ACL, you need to configure local
user groups only if:

¢ You want to create a group of users defined in the LOCAL database.

* You want to create a group of users or user groups that are not captured in a single user group defined
on the AD server.

For information on how to enable the identity firewall, see Chapter 5, “Identity Firewall.”

Procedure

Create or edit a user object group using the object name.

hostname (config)# object-group user group name

Example

hostname (config)# object-group user admins

Add users and groups to the user object group using one or more of the following commands. Use the
no form of the command to remove an object.

e user [domain_NETBIOS_name\lusername—A username. If there is a space in the domain name or
username, you must enclose the domain name and user name in quotation marks. The domain name
can be LOCAL (for users defined in the local database) or an Active Directory (AD) domain name
as specified in the user-identity domain domain_NetBIOS_name aaa-server
aaa_server_group_tag command. When adding users defined in an AD domain, the user_name must
be the Active Directory sAMAccountName, which is unique, instead of the common name (cn),
which might not be unique. If you do not specify a domain name, the default is used, which is either
LOCAL or the one defined on the user-identity default-domain command.

e user-group [domain_NETBIOS_name\\Jusername—A user group. If there is a space in the domain
name or group name, you must enclose the domain name and group name in quotation marks. Note
the double \\ that separates the domain and group names.

e group-object object_group_name—The name of an existing user object group.

Example

hostname (config-user-object-group) # user EXAMPLE\admin
hostname (config-user-object-group) # user-group EXAMPLE\\managers
hostname (config-user-object-group)# group-object local-admins

(Optional) Add a description.

hostname (config-user-object-group) # description string
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Configure Security Group Object Groups

)o

Step 1

Step 2

Step 3

You can create security group object groups for use in features that support Cisco TrustSec by including
the group in an extended ACL, which in turn can be used in an access rule, for example.

When integrated with Cisco TrustSec, the ASA downloads security group information from the ISE. The
ISE acts as an identity repository, by providing Cisco TrustSec tag-to-user identity mapping and Cisco
TrustSec tag-to-server resource mapping. You provision and manage security group ACLs centrally on
the ISE.

However, the ASA might have localized network resources that are not defined globally that require local
security groups with localized security policies. Local security groups can contain nested security
groups that are downloaded from the ISE. The ASA consolidates local and central security groups.

To create local security groups on the ASA, you create a local security object group. A local security
object group can contain one or more nested security object groups or Security IDs or security group
names. You can also create a new Security ID or security group name that does not exist on the ASA.

You can use the security object groups you create on the ASA to control access to network resources.
You can use the security object group as part of an access group or service policy.

For information on how to integrate the ASA with Trustsec, see Chapter 6, “ASA and Cisco TrustSec.”

If you create a group with tags or names that are not known to the ASA, any rules that use the group will
be inactive until the tags or names are resolved with ISE.

Procedure

Create or edit a security group object group using the object name.

hostname (config) # object-group security group name

Example

hostname (config) # object-group security mktg-sg

Add objects to the service group object group using one or more of the following commands. Use the no
form of the command to remove an object.

e security-group {tag sgr_number | name sg_name}—A security group tag (SGT) or name. A tag is
a number from 1 to 65533 and is assigned to a device through IEEE 802.1X authentication, web
authentication, or MAC authentication bypass (MAB) by the ISE. Security group names are created
on the ISE and provide user-friendly names for security groups. The security group table maps SGTs
to security group names. Consult your ISE configuration for the valid tags and names.

e group-object object_group_name—The name of an existing security group object group.
Example
hostname (config-security-object-group)# security-group tag 1

hostname (config-security-object-group)# security-group name mgkt
hostname (config-security-object-group)# group-object local-sg

(Optional) Add a description.
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hostname (config-security-object-group)# description string

Configure Time Ranges

A time range object defines a specific time consisting of a start time, an end time, and optional recurring
entries. You use these objects on ACL rules to provide time-based access to certain features or assets.
For example, you could create an access rule that allows access to a particular server during working
hours only.

Note  You can include multiple periodic entries in a time range object. If a time range has both absolute and
periodic values specified, then the periodic values are evaluated only after the absolute start time is
reached, and they are not further evaluated after the absolute end time is reached.

Creating a time range does not restrict access to the device. This procedure defines the time range only.
You must then use the object in an access control rule.

Procedure

Step 1 Create the time range.

time-range name

Step2  (Optional.) Add a start or end time (or both) to the time range.

absolute [start time date] [emnd time date]

If you do not specify a start time, the default start time is now.
The time is in the 24-hour format Ah:mm. For example, 8:00 is 8:00 a.m. and 20:00 is 8:00 p.m.
The date is in the format day month year; for example, 1 January 2014.
Step3  (Optional.) Add recurring time periods.
periodic days-of-the-week time to [days-of-the-week] time
You can specify the following values for days-of-the-week. Note that you can specify a second day of
the week only if you specify a single day for the first argument.

¢ Monday, Tuesday, Wednesday, Thursday, Friday, Saturday, or Sunday. You can specify more
than one of these, separated by spaces, for the first days-of-the-week argument.

e daily
¢ weekdays
¢ weekend
The time is in the 24-hour format Ah:mm. For example, 8:00 is 8:00 a.m. and 20:00 is 8:00 p.m.

You can repeat this command to configure more than one recurring period.

Cisco ASA Series Firewall CLI Configuration Guide
| "=

https://t.mel/learningnets



Chapter2  Objects for Access Control |

Il Monitoring Objects

Examples

The following is an example of an absolute time range beginning at 8:00 a.m. on January 1, 2006.
Because no end time and date are specified, the time range is in effect indefinitely.

hostname (config)# time-range for2006
hostname (config-time-range) # absolute start 8:00 1 january 2006

The following is an example of a weekly periodic time range from 8:00 a.m. to 6:00 p.m on weekdays:

hostname (config)# time-range workinghours
hostname (config-time-range) # periodic weekdays 8:00 to 18:00

The following example establishes an end date for the time range, and sets a weekday period from 8 a.m.
to 5 p.m., plus different hours after 5 for Monday, Wednesday, Friday compared to Tuesday, Thursday.

asad (config)# time-range contract-A-access

asad (config-time-range)# absolute end 12:00 1 September 2025

asad (config-time-range)# periodic weekdays 08:00 to 17:00

asad (config-time-range) # periodic Monday Wednesday Friday 18:00 to 20:00
asad (config-time-range)# periodic Tuesday Thursday 17:30 to 18:30

Monitoring Objects

To monitor objects and groups, enter the following commands:
¢ show access-list

Displays the access list entries. Entries that include objects are also expanded out into individual
entries based on the object contents.

¢ show running-config object [id object_id]
Displays all current objects. Use the id keyword to view a single object by name.
¢ show running-config object object_type
Displays the current objects by their type, network or service.
e show running-config object-group [id group_id]
Displays all current object groups. Use the id keyword to view a single object group by name.
¢ show running-config object-group grp_type

Displays the current object groups by their group type.

Cisco ASA Series Firewall CLI Configuration Guide
[ 210 | |

https://t.mel/learningnets



| Chapter2 Objects for Access Control

History for Objects

History for Objects W

Feature Name

Platform
Releases

Description

Object groups

7.0(1)

Object groups simplify ACL creation and maintenance.

We introduced or modified the following commands:
object-group protocol, object-group network,
object-group service, object-group icmp_type.

Regular expressions and policy maps

7.2(1)

Regular expressions and policy maps were introduced to be
used under inspection policy maps. The following
commands were introduced: class-map type regex, regex,
match regex.

Objects

8.3(1)

Object support was introduced.

We introduced or modified the following commands:
object-network, object-service, object-group network,
object-group service, network object, access-list
extended, access-list webtype, access-list remark.

User Object Groups for Identity Firewall

8.4(2)

User object groups for identity firewall were introduced.

We introduced the following commands: object-network
user, user.

Security Group Object Groups for Cisco
TrustSec

8.4(2)

Security group object groups for Cisco TrustSec were
introduced.

We introduced the following commands: object-network
security, security.

Mixed IPv4 and IPv6 network object groups 9.0(1)

Previously, network object groups could only contain all
IPv4 addresses or all IPv6 addresses. Now network object
groups can support a mix of both IPv4 and IPv6 addresses.

Note  You cannot use a mixed object group for NAT.

We modified the following commands: object-group
network.

Extended ACL and object enhancement to filter |9.0(1)

ICMP traffic by ICMP code

ICMP traffic can now be permitted/denied based on ICMP
code.

We introduced or modified the following commands:
access-list extended, service-object, service.
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Access Control Lists

Access control lists (ACLs) are used by many different features. When applied to interfaces or globally
as access rules, they permit or deny traffic that flows through the appliance. For other features, the ACL
selects the traffic to which the feature will apply, performing a matching service rather than a control
service.

The following sections explain the basics of ACLs and how to configure and monitor them. Access rules,
ACLs applied globally or to interfaces, are explained in more detail in the firewall configuration guide.

e About ACLs, page 3-1

e Guidelines for ACLs, page 3-5

e Configure ACLs, page 3-6

e Edit ACLs in an Isolated Configuration Session, page 3-18
e Monitoring ACLs, page 3-20

e History for ACLs, page 3-21

About ACLs

ACL Types

Access control lists (ACLs) identify traffic flows by one or more characteristics, including source and
destination IP address, IP protocol, ports, EtherType, and other parameters, depending on the type of

ACL. ACLs are used in a variety of features. ACLs are made up of one or more access control entries
(ACEs).

The ASA uses the following types of ACLs:

¢ Extended ACLs—Extended ACLs are the main type that you will use. These ACLs are used for
access rules to permit and deny traffic through the device, and for traffic matching by many features,
including service policies, AAA rules, WCCP, Botnet Traffic Filter, and VPN group and DAP
policies. See Configure Extended ACLs, page 3-7.

e FEtherType ACLs—EtherType ACLs apply to non-IP layer-2 traffic in transparent firewall mode. You
can use these rules to permit or drop traffic based on the EtherType value in the layer-2 packet. With
EtherType ACLs, you can control the flow of non-IP traffic across the device. See Configure
EtherType ACLs, page 3-17.
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e Webtype ACLs—Webtype ACLs are used for filtering clientless SSL VPN traffic. These ACLs can
deny access based on URLSs or destination addresses. See Configure Webtype ACLs, page 3-14.

e Standard ACLs—Standard ACLs identify traffic by destination address only. There are few features
that use them: route maps and VPN filters. Because VPN filters also allow extended access lists,
limit standard ACL use to route maps. See Configure Standard ACLs, page 3-13.

The following table lists some common uses for ACLs and the type to use.

Table 3-1 ACL Types and Common Uses

ACL Use ACL Type Description

Control network access for IP traffic Extended The ASA does not allow any traffic from a lower security

(routed and transparent mode) interface to a higher security interface unless it is
explicitly permitted by an extended ACL.

Note To access the ASA interface for management
access, you do not also need an ACL allowing the
host IP address. You only need to configure
management access according to the general
operations configuration guide.

Identify traffic for AAA rules Extended AAA rules use ACLs to identify traffic.
Augment network access control for I[P |Extended, You can configure the RADIUS server to download a
traffic for a given user downloaded from a  |dynamic ACL to be applied to the user, or the server can
AAA server per user |send the name of an ACL that you already configured on
the ASA.
VPN access and filtering Extended Group policies for remote access and site to site VPNs use
standard or extended ACLs for filtering. Remote access
Standard ) .

VPN also use extended ACLs for client firewall

configurations and dynamic access policies.

Identify traffic in a traffic class map for |Extended ACLs can be used to identify traffic in a class map, which
Modular Policy Framework is used for features that support Modular Policy

Framework. Features that support Modular Policy

Framework include TCP and general connection settings,

and inspection.

For transparent firewall mode, control EtherType You can configure an ACL that controls traffic based on
network access for non-IP traffic its EtherType.
Identify route filtering and redistribution |Standard Various routing protocols use standard ACLs for route
Extended filtering and redistribution (through route maps) for IPv4
addresses, and extended ACLs for IPv6.
Filtering for clientless SSL. VPN Webtype You can configure a webtype ACL to filter URLs and
destinations.

ACL Names

Each ACL has a name or numeric ID, such as outside_in, OUTSIDE_IN, or 101. Limit the names to 241
characters or fewer.Consider using all uppercase letters to make it easier to find the name when viewing
a running configuration.
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Develop a naming convention that will help you identify the intended purpose of the ACL. For example,
ASDM uses the convention interface-name_purpose_direction, such as “outside_access_in”, for an ACL
applied to the “outside” interface in the inbound direction.

Traditionally, ACL IDs were numbers. Standard ACLs were in the range 1-99 or 1300-1999. extended
ACLs were in the range 100-199 or 2000-2699. The ASA does not enforce these ranges, but if you want
to use numbers, you might want to stick to these conventions to maintain consistency with routers
running IOS Software.

Access Control Entry Order

An ACL is made up of one or more ACEs. Unless you explicitly insert an ACE at a given line, each ACE
that you enter for a given ACL name is appended to the end of the ACL.

The order of ACEs is important. When the ASA decides whether to forward or drop a packet, the ASA
tests the packet against each ACE in the order in which the entries are listed. After a match is found, no
more ACEs are checked.

Thus, if you place a more specific rule after a more general rule, the more specific rule might never be
hit. For example, if you want to permit network 10.1.1.0/24, but drop traffic from host 10.1.1.15 on that
subnet, the ACE that denies 10.1.1.15 must come before the one that permits 10.1.1.0/24. If the permit
10.1.1.0/24 ACE comes first, 10.1.1.15 will be allowed, and the deny ACE will never be matched.

In an extended ACL, use the line number parameter on the access-list command to insert rules at the
right location. Use the show access-list name command to view the ACL entries and their line numbers
to help determine the right number to use. For other types of ACL, you must rebuild the ACL (or better,
use ASDM) to change the order of ACEs.

Permit/Deny vs. Match/Do Not Match

Access control entries either “permit” or “deny” traffic that matches the rule. When you apply an ACL
to a feature that determines whether traffic is allowed through the ASA or is dropped, such as global and
interface access rules, “permit” and “deny” mean what they say.

For other features, such as service policy rules, “permit” and “deny” actually mean “match” or “do not
match.” In these cases, the ACL is selecting the traffic that should receive the services of that feature,
such as application inspection or redirection to a service module. “Denied” traffic is simply traffic that
does not match the ACL, and thus will not receive the service.

Access Control Implicit Deny

All ACLs have an implicit deny statement at the end. Thus, for traffic controlling ACLs such as those
applied to interfaces, if you do not explicitly permit a type of traffic, that traffic is dropped. For example,
if you want to allow all users to access a network through the ASA except for one or more particular
addresses, then you need to deny those particular addresses and then permit all others.

For ACLs used to select traffic for a service, you must explicitly “permit” the traffic; any traffic not
“permitted” will not be matched for the service; “denied” traffic bypasses the service.

For EtherType ACLs, the implicit deny at the end of the ACL does not affect IP traffic or ARPs; for
example, if you allow EtherType 8037, the implicit deny at the end of the ACL does not now block any
IP traffic that you previously allowed with an extended ACL (or implicitly allowed from a high security
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interface to a low security interface). However, if you explicitly deny all traffic with an EtherType ACE,
then IP and ARP traffic is denied; only physical protocol traffic, such as auto-negotiation, is still
allowed.

IP Addresses Used for Extended ACLs When You Use NAT

When you use NAT or PAT, you are translating addresses or ports, typically mapping between internal
and external addresses. If you need to create an extended ACL that applies to addresses or ports that have
been translated, you need to determine whether to use the real (untranslated) addresses or ports or the

mapped ones. The requirement differs by feature.

Using the real address and port means that if the NAT configuration changes, you do not need to change
the ACLs.

Features That Use Real IP Addresses

The following commands and features use real IP addresses in the ACLs, even if the address as seen on
an interface is the mapped address:

e Access Rules (extended ACLs referenced by the access-group command)

e Service Policy Rules (Modular Policy Framework match access-list command)

e Botnet Traffic Filter traffic classification (dynamic-filter enable classify-list command)
e AAA Rules (aaa ... match commands)

e WCCP (wcep redirect-list group-list command)

For example, if you configure NAT for an inside server, 10.1.1.5, so that it has a publicly routable IP
address on the outside, 209.165.201.5, then the access rule to allow the outside traffic to access the inside
server needs to reference the server’s real IP address (10.1.1.5), and not the mapped address
(209.165.201.5).

hostname (config)# object network serverl
hostname (config-network-object)# host 10.1.1.5
hostname (config-network-object)# nat (inside,outside) static 209.165.201.5

hostname (config)# access-list OUTSIDE extended permit tcp any host 10.1.1.5 eq www
hostname (config) # access-group OUTSIDE in interface outside

Features That Use Mapped IP Addresses
The following features use ACLs, but these ACLs use the mapped values as seen on an interface:

e [Psec ACLs

e capture command ACLs
e Per-user ACLs

e Routing protocol ACLs
e All other feature ACLs.

Time-Based ACEs

You can apply time range objects to extended and webtype ACEs so that the rules are active for specific
time periods only. These types of rules let you differentiate between activity that is acceptable at certain
times of the day but that is unacceptable at other times. For example, you could provide additional
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restrictions during working hours, and relax them after work hours or at lunch. Conversely, you could
essentially shut your network down during non-work hours. For information on creating time range
objects, see Configure Time Ranges, page 2-9.

Users could experience a delay of approximately 80 to 100 seconds after the specified end time for the
ACL to become inactive. For example, if the specified end time is 3:50, because the end time is inclusive,
the command is picked up anywhere between 3:51:00 and 3:51:59. After the command is picked up, the
ASA finishes any currently running task and then services the command to deactivate the ACL.

Guidelines for ACLs

Firewall Mode
e Extended and standard ACLs are supported in routed and transparent firewall modes.
e Webtype ACLs are supported in routed mode only.
e FEtherType ACLs are supported in transparent mode only.

Failover and Clustering

Configuration sessions are not synchronized across failover or clustered units. When you commit the
changes in a session, they are made in all failover and cluster units as normal.

IPv6
¢ Extended and webtype ACLs allow a mix of [Pv4 and IPv6 addresses.
e Standard ACLs do not allow IPv6 addresses.
e EtherType ACLs do not contain IP addresses.

Additional Guidelines

e When you specify a network mask, the method is different from the Cisco IOS software access-list
command. The ASA uses a network mask (for example, 255.255.255.0 for a Class C mask). The
Cisco IOS mask uses wildcard bits (for example, 0.0.0.255).

e Normally, you cannot reference an object or object group that does not exist in an ACL or object
group, or delete one that is currently referenced. You also cannot reference an ACL that does not
exist in an access-group command (to apply access rules). However, you can change this default
behavior so that you can “forward reference” objects or ACLs before you create them. Until you
create the objects or ACLs, any rules or access groups that reference them are ignored. To enable
forward referencing, use the forward-reference enable command.

e (Extended ACL only) Features That Do Not Support Identity Firewall, FQDN, and Cisco TrustSec
ACLs—The following features use ACLs, but cannot accept an ACL with identity firewall
(specifying user or group names), FQDN (fully-qualified domain names), or Cisco TrustSec values:

— route-map command

— VPN crypto map command

— VPN group-policy command, except for vpn-filter
- WCCP

- DAP

Cisco ASA Series Firewall CLI Configuration Guide g

https://t.mel/learningnets



Chapter3  Access Control Lists |

W Configure ACLs

Configure ACLs

The following sections explain how to configure the various types of ACL, Read the section on ACL
basics to get the big picture, then the sections on specific types of ACL for the details.

e Basic ACL Configuration and Management Options, page 3-6
¢ Configure Extended ACLs, page 3-7

e Configure Standard ACLs, page 3-13

e Configure Webtype ACLs, page 3-14

e Configure EtherType ACLs, page 3-17

Basic ACL Configuration and Management Options

An ACL is made up of one or more access control entries (ACEs) with the same ACL ID or name. To
create a new ACL, you simply create an ACE with a new ACL name, and it becomes the first rule in the
new ACL.

Working with an ACL, you can do the following things:

e Examine the ACL contents and determine line numbers and hit counts—Use the show
access-list name command to view the contents of the ACL. Each row is an ACE, and includes the
line number, which you will need to know if you want to insert new entries into an extended ACL.
The information also includes a hit count for each ACE, which is how many times the rule was
matched by traffic. For example:

hostname# show access-list outside_access_in

access-1list outside_access_in; 3 elements; name hash: 0x6892a938

access-list outside_access_in line 1 extended permit ip 10.2.2.0 255.255.255.0 any
(hitcnt=0) Oxcc48b55c

access-list outside_access_in line 2 extended permit ip host
2001:DB8::0DB8:800:200C:417A any (hitcnt=0) 0x79797£94

access-list outside_access_in line 3 extended permit ip user-group LOCAL\\usergroup
any any (hitcnt=0) 0xb0f5blel

¢ Add an ACE—The command for adding an ACE is access-list name [line line-num] type
parameters. The line number argument works for extended ACLs only. If you include the line
number, the ACE is inserted at that location in the ACL, and the ACE that was at that location is
moved down, along with the remainder of the ACEs (that is, inserting an ACE at a line number does
not replace the old ACE at that line). If you do not include a line number, the ACE is added to the
end of the ACL. The parameters available differ based on the ACL type; see the specific topics on
each ACL type for details.

e Add comments to an ACL (all types except webtype)—Use the access-list name [line line-num]
remark fext command to add remarks into an ACL to help explain the purpose of an ACE. Best
practice is to insert the remark before the ACE; if you view the configuration in ASDM, remarks
will be associated with the ACE that follows the remarks. You can enter multiple remarks before an
ACE to include an expanded comment. Each remark is limited to 100 characters. You can include
leading spaces to help set off the remarks. If you do not include a line number, the remark is added
to the end of the ACL. For example, you could add remarks before adding each ACE:

hostname (config)# access-<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>