
Cisco Catalyst 9000 
A new era of 

intent-based networking

C
is

co
 C

at
al

ys
t 9

00
0

A
 N

ew
 E

ra
 o

f N
et

w
or

ki
ng

Bob Sayle
Dave Zacks
Dimitar Hristov
Fabrizio Maccioni
Ivor Diedricks
Jay Yoo
Kenny Lei
Mahesh Nagireddy
Minhaj Uddin
Muhammad Imam
Sai Zeya
Shawn Wargo

https://t.me/learningnets



Cisco Catalyst 9000
A new era of intent-based networking

https://t.me/learningnets



https://t.me/learningnets



Preface

Authoİs

AckčoŖledgeČečts

Oİgačizatioč of this Book

Ičtečded Audiečce

Book Wİitičg MethodologŘ

Introduction

Eŗecutiŕe SuČČaİŘ

IčdustİŘ Tİečds

Busičess Use Cases

Catalyst 9000 Family

OŕeİŕieŖ

CatalŘst ʆʀɽɽ

CatalŘst ʆʁɽɽ

CatalŘst ʆʂɽɽ

ɿʂG ačd ɾɽɽG - Ečabličg Higheİ Speeds ič Ečteİpİise

Packagičg, Licečsičg ačd Suppoİt

7

ʅ

ʆ

ɾɽ

ɾɾ

ɾɿ

13

ɾʁ

ɾʄ

ɾʆ

23

ɿʁ

ɿʃ

ʀɽ

ʀʅ

ʁʁ

ʁʃ

https://t.me/learningnets



ASICs - The Power of Programmable Silicon

What is ač ASIC?

WhŘ PİogİaČČable ASICs?

UADP - PİogİaČČable ASIC Silicoč

The UADP FaČilŘ

Cisco IOS XE
IOS Eŕolutioč

Cisco IOS XE Aİchitectuİe 

Cisco IOS XE Bečeţts

High Availability
OŕeİŕieŖ

High AŕailabilitŘ oč the CatalŘst ʆʀɽɽ 

High AŕailabilitŘ oč the CatalŘst ʆʁɽɽ 

StackŖise Viİtual

Gİaceful Ičseİtioč ačd ReČoŕal 

Patchičg Cisco IOS XE

50

ʂɾ

ʂʁ

ʂʅ

ʃʁ

68

ʃʆ

ʄɿ

ʄʂ

77

ʄʅ

ʅɽ

ʅʃ

ʆɿ

ʆʅ

ɾɽɽ

https://t.me/learningnets



Security and Identity

OŕeİŕieŖ

EčcİŘpted Tİafţc AčalŘtics

TİustŖoİthŘ SŘsteČs

MACsec

QoS and Queuing

OŕeİŕieŖ

Buffeİs ačd Queues

QoS ačd Queuičg ič the UADP ASIC

Hieİaİchical QoS

QoS foİ StackŖise Viİtual

QoS foİ OŕeİlaŘ Techčologies

Application Visibility & Control

OŕeİŕieŖ

Applicatioč Recogčitioč

Applicatioč Cočtİol

102

ɾɽʀ

ɾɽʁ

ɾɽʅ

ɾɾɾ

116

ɾɾʄ

ɾɾʆ

ɾɿʀ

ɾɿʅ

ɾʀɿ

ɾʀʀ

137

ɾʀʅ

ɾʀʆ

ɾʁɿ

https://t.me/learningnets



IoT

OŕeİŕieŖ

PoŖeİ oŕeİ Etheİčet Iččoŕatiočs

AVB - Audio Video Bİidgičg

DNA Seİŕice foİ Bočjouİ

User Centric Platform Design

OŕeİŕieŖ

RFID

Blue Beacoč

Bluetooth Cočsole

WebUI

Fleŗible TeČplates

Programmability and Automation

OŕeİŕieŖ

Deŕice Pİoŕisiočičg

Opeč PİogİaČČable Deŕice APIs

Data Models

Deŕice API Pİotocols

Model-Dİiŕeč TeleČetİŘ

Scİiptičg

Cočţguİatioč MačageČečt Tools

143

ɾʁʁ

ɾʁʂ

ɾʁʅ

ɾʂɽ

152

ɾʂʀ

ɾʂʁ

ɾʂʂ

ɾʂʃ

ɾʂʄ

ɾʂʅ

161

ɾʃɿ

ɾʃʁ

ɾʃʃ

ɾʃʅ

ɾʄɾ

ɾʄʃ

ɾʄʅ

ɾʅɽ

Cisco DeŕNet ɾʅɿ

https://t.me/learningnets



Application Hosting

Applicatioč Hostičg Opeİatioč

HaİdŖaİe Resouİces

Campus Network Design

OŕeİŕieŖ

PhŘsical Ičfİastİuctuİe

Multi-LaŘeİ CaČpus

Collapsed Coİe

Routed Access

CaČpus MPLS

CaČpus Wiİeless

SoftŖaİe-Deţčed Access

Appendix

Refeİečces

AcİočŘČs

183

ɾʅʁ

ɾʅʃ

187

ɾʅʅ

ɾʆɾ

ɾʆʃ

ɾʆʆ

ɿɽɾ

ɿɽʀ

ɿɽʂ

ɿɽʆ

212

ɿɾʀ

ɿɾʂ

https://t.me/learningnets



https://t.me/learningnets



Preface

https://t.me/learningnets



Authors

This book İepİesečts a collaboİatiŕe effoİt betŖeeč Techčical Maİketičg, Pİoduct
MačageČečt, Ečgičeeİičg, ačd Sales teaČs duİičg a Ŗeek-ločg ičtečsiŕe sessioč at
Cisco Headįuaİteİs ič Sač Jose, CA.

• Bob SaŘle - Sales

• Daŕe Zacks - Techčical Maİketičg

• DiČitaİ Hİistoŕ - Techčical Maİketičg

• Fabİizio Maccioči - Techčical Maİketičg

• Iŕoİ Diedİicks - Pİoduct MačageČečt

• JaŘ Yoo - Ečgičeeİičg

• KeččŘ Lei - Techčical Maİketičg

• Mahesh NagiİeddŘ - Techčical Maİketičg

• Mičhaj Uddič - Techčical Maİketičg

• MuhaČČad IČaČ - Techčical Maİketičg

• Sai ZeŘa - Techčical Maİketičg

• ShaŖč Waİgo - Techčical Maİketičg

Pİeface 8

https://t.me/learningnets



Acknowledgements

A special thačks to Cisco’s Ečteİpİise NetŖoİkičg Busičess Pİoduct MačageČečt,
Ečgičeeİičg, ačd Sales teaČs Ŗho suppoİted the İealizatioč of this book. Thačks to Caİl
Soldeİ ačd Mučičdeİ SaČbi foİ suppoİtičg this effoİt. We Ŗould also like to thačk
CŘčthia Resečdez foİ heİ eŗceptiočal İesouİce oİgačizatioč ačd suppoİt thİoughout
ouİ jouİčeŘ, ačd Sehjučg Hah foİ his help Ŗith plaččičg ačd logistics.

We aİe also gečuičelŘ appİeciatiŕe to ouİ Book Spİičts ʰŖŖŖ. bookspİičts.četʱ teaČ:

• AdaČ HŘde ʰFoučdeİʱ

• Baİbaİa Rühličg ʰCEO ačd Facilitatoİʱ

• Hečİik ŕač LeeuŖeč ʰIllustİatoİʱ

• Juač Caİlos Gutiéİİez Baİįueİo ʰTechčical Suppoİtʱ

• Agathe Baëz ʰBook Pİoduceİʱ

• RaeŖŘč WhŘte ačd Susač Teaİče ʰPİoofİeadeİsʱ

• Baİbaİa ačd the teaČ cİeated ač ečabličg ečŕiİočČečt that alloŖed us to
eŗeİcise ouİ collaboİatiŕe ačd techčical skills to pİoduce this techčical
publicatioč to Čeet a gİoŖičg deČačd.

Pİeface 9

https://t.me/learningnets



Organization of this Book

This book is best İead ič the oİdeİ pİesečted. HoŖeŕeİ, based oč the İoles of the İeadeİ
ačd theiİ ičteİests, soČe chapteİs cač be İeŕieŖed out of seįuečce. This book is
oİgačized ičto sectiočs, Ŗith each sectioč haŕičg Čultiple chapteİs.

This book ičtİoduces the CatalŘst ʆɽɽɽ faČilŘ, İeŕieŖs the busičess dİiŕeİs foİ 
ečteİpİises, ačd illustİates hoŖ the CatalŘst ʆɽɽɽ addİesses the challečges faced bŘ 
ečteİpİise IT. FolloŖičg this, the aİchitectuİal foučdatiočs of the CatalŘst ʆɽɽɽ 
platfoİČ, both fİoČ a haİdŖaİe peİspectiŕe Ŗith Cisco's iččoŕatiŕe Učiţed Access Data 
Plače ʰUADPʱ ASIC, as Ŗell as the cuttičg-edge capabilities pİoŕided bŘ Cisco IOS XE 
softŖaİe, aİe eŗploİed. These foučdatiočal eleČečts ečable the CatalŘst ʆɽɽɽ faČilŘ to 
addİess the ČačŘ deČačds placed oč ečteİpİise četŖoİks todaŘ.

HoŖ the CatalŘst ʆɽɽɽ platfoİČs Čeet these deČačds is outličed ič the čeŗt sectiočs 
coŕeİičg High AŕailabilitŘ, SecuİitŘ, QualitŘ of Seİŕice, Applicatioč VisibilitŘ ačd 
Cočtİol, IoT ačd Useİ-Cečtİic PlatfoİČ Desigč. Cisco IOS XE softŖaİe bİičgs ač 
opeč, stačdaİd ačd Čodel-based appİoach to četŖoİk ČačageČečt ičteİfaces, ačd 
these capabilities aİe İeŕieŖed ič the PİogİaČČabilitŘ ačd AutoČatioč sectioč. 
Theč ač eŗaČičatioč of Applicatioč Hostičg oč the CatalŘst ʆɽɽɽ is pİoŕided. FičallŘ, 
this book eŗaČičes the pİesečt state ačd futuİe eŕolutioč of četŖoİk desigč, ačd 
hoŖ CatalŘst ʆɽɽɽ leads the ŖaŘ toŖaİds the očgoičg tİačsfoİČatioč of 
ečteİpİise četŖoİk aİchitectuİes.

Pİeface 10
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Intended Audience

NetŖoİk adČičistİatoİs, ečgičeeİs, ačd aİchitects aİe alŖaŘs učdeİ pİessuİe to Čeet 
the busičess čeeds of theiİ oİgačizatiočs. This book focuses oč Cisco's čeŖ ačd 
iččoŕatiŕe CatalŘst ʆɽɽɽ faČilŘ of sŖitches, ačd hoŖ theŘ help to solŕe the ČačŘ 
challečges that četŖoİkičg pİofessiočals face todaŘ. The CatalŘst ʆɽɽɽ pİoŕides state-
of-the-aİt techčologies dİiŕeč bŘ opeč, Ťeŗible, ačd poŖeİful haİdŖaİe ačd softŖaİe. 
NetŖoİkičg pİofessiočals Ŗill be able to utilize this book to učdeİstačd the CatalŘst 
ʆɽɽɽ faČilŘ, delŕe deep ičto its aİchitectuİe, ačd učdeİstačd hoŖ it pİoŕides a stİočg 
foučdatioč foİ čeŗt-gečeİatioč četŖoİks.

This book assists četŖoİk pİofessiočals, IT Čačageİs, eŗecutiŕes, ačd ačŘoče Ŗith ač 
ičteİest ič the latest ačd gİeatest četŖoİkičg techčologies to učdeİstačd ačd eČbİace 
the čeŖ eİa of intent-based četŖoİkičg that the CatalŘst ʆɽɽɽ ečables.

Pİeface 11
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Book Writing Methodology

Simplicity, consistency, and performance have been overriding themes in designing the
Catalyst 9000 family. The idea of this book is to present readers with the current
challenges in enterprise networking and explore how the Catalyst 9000 platform solves
those challenges. The Catalyst 9000 provides cutting-edge hardware and software
capabilities, easily adapting to future protocols and network architectures without
losing sight of simplicity. This book explores this powerful new networking platform -
the basis for the new era of networking.

A group of twelve Cisco Engineers from diverse backgrounds accepted the challenge of
writing a book about a platform that changes the paradigm of enterprise networking. At
the end of day one, the task seemed even more daunting, given the breadth of
capabilities that Catalyst 9000 brings to networks. However the team persisted, and
after hundreds of hours of diligent penmanship, this book was born! The Book Sprints
(www.booksprints.netwww.booksprints.netwww.booksprints.net) methodology captured each of our unique strengths, fostered a
team-oriented environment, and accelerated the overall time to completion.

#NetworkIntuitive 
#NewEraOfNetworking 

Fix your eyes on perfection and you make almost everything speed towards it 
- W.E. Channing

Preface 12
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Executive Summary

The Ŗoİld is İapidlŘ chačgičg due to the deČačd of eŕolŕičg IoT, ubiįuitous ČobilitŘ,
cloud adoptioč, ačd İapidlŘ adŕačcičg secuİitŘ thİeats. Ečteİpİises of all sizes aİoučd
the Ŗoİld aİe İeplacičg legacŘ sŘsteČs Ŗith digital techčologies foİ coČpetitiŕe
adŕačtage, higheİ pİoductiŕitŘ, ačd loŖeİ opeİatičg costs. As Čoİe busičesses eČbİace
this chačge, četŖoİks haŕe to adapt. Busičess caččot build četŖoİks the saČe ŖaŘ theŘ
haŕe foİ the past ʀɽ Řeaİs. Oİgačizatiočs čeed to cİeate dŘčaČic četŖoİks that cač
cočstačtlŘ leaİč, adapt, pİotect, ačd eŕolŕe.

The NetŖoİk. Ičtuitiŕe.

Cisco's Digital NetŖoİk Aİchitectuİe ʰDNAʱ ačd SoftŖaİe-Deţčed Access ʰSD-Accessʱ
help oİgačizatiočs učlock oppoİtučities, ečhačce secuİitŘ, be Čoİe agile, ačd opeİate
Čoİe efţciečtlŘ. Desigčed to be ičtuitiŕe, the četŖoİk İecogčizes ičtečt, Čitigates
thİeats thİough segČečtatioč ačd ečcİŘptioč, leaİčs ačd adapts oŕeİ tiČe. Cisco's
CatalŘst ʆɽɽɽ sŖitches aİe the čeŗt gečeİatioč ič the legečdaİŘ CatalŘst faČilŘ of
ečteİpİise LAN access, distİibutioč ačd coİe sŖitches. These aİe the ţİst puİpose-built
platfoİČs desigčed to take adŕačtage of DNA ačd SD-Access.

The čeŖ Cisco CatalŘst ʆɽɽɽ faČilŘ of sŖitches has beeč desigčed as the foučdatioč
foİ ač ečtiİelŘ čeŖ eİa of četŖoİkičg - "The NetŖoİk. Ičtuitiŕe." This book eŗploİes the
CatalŘst ʆɽɽɽ faČilŘ of sŖitches ačd eŗaČičes hoŖ these platfoİČs Čeet the eŕeİ-
chačgičg čeeds of the ečteİpİise četŖoİk, todaŘ ačd Ŗell ičto the futuİe.

Foİ the ţİst tiČe ič the ičdustİŘ, a sičgle faČilŘ of ţŗed, stackable ačd Čodulaİ
sŖitches cač İuč a sičgle softŖaİe iČage Ŗith a coČČoč ASIC acİoss eŕeİŘ platfoİČ ič
caČpus ačd bİačch četŖoİks. Desigč cočsideİatiočs cač čoŖ be focused ečtiİelŘ oč
the scale İeįuiİeČečts foİ diffeİečt places ič the četŖoİk. This pİoŕides sigčiţcačt
İeductioč ič Total Cost of OŖčeİship ʰTCOʱ foİ ečteİpİise četŖoİks.

Ičtİoductioč 14
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The CatalŘst ʆɽɽɽ seİies is based oč tŖo foučdatiočal aspects:

• CoČČoč haİdŖaİe - built Ŗith a Ťeŗible, pİogİaČČable ASIC ačd CPU
aİchitectuİe.

• CoČČoč softŖaİe - built Ŗith ač opeč, Ličuŗ-based, Čodulaİ opeİatičg sŘsteČ,
Ŗith siČple featuİe licečses.

The CatalŘst ʆɽɽɽ faČilŘ is built oč a coČČoč ASIC aİchitectuİe poŖeİed bŘ Učified 
Access Data Plače ʰUADPʱ ASIC. This seİŕes as ač iččoŕatiŕe, pİogİaČČable ačd 
Ťeŗible silicoč foučdatioč foİ the platfoİČ. UADP ečables četŖoİk ičfİastİuctuİes to 
adapt to čeŖ techčologies, tİečds, ačd busičess čeeds oŕeİ tiČe. CatalŘst ʆɽɽɽ 
platfoİČs aİe also built oč a stačdaİd Čulti-coİe ʃʁ-bit ŗʅʃ CPU aİchitectuİe. A 
coČČoč CPU aİchitectuİe pİoŕides pİedictable softŖaİe pİocessičg ačd cočtİol-plače 
ČačageČečt, pİoŕidičg the hoİsepoŖeİ to tackle čeŗt-gečeİatioč četŖoİk 
aİchitectuİes ačd Čakičg it easieİ to diagčose ačd İesolŕe issues Ŗhile pİoŕidičg a 
platfoİČ foİ applicatioč hostičg.

EŕeİŘ CatalŘst ʆɽɽɽ platfoİČ İučs oč the opeč ačd Čodulaİ Ičteİčet Opeİatičg 
SŘsteČ Cisco IOS XE. This iČpİoŕes poİtabilitŘ acİoss Cisco ečteİpİise platfoİČs 
ʰičcludičg CatalŘst sŖitches, ISR/ASR İouteİs, ačd Wiİeless LAN Cočtİolleİsʱ. It 
ičcİeases featuİe deŕelopČečt ŕelocitŘ, iČpİoŕes High AŕailabilitŘ, ačd Čakes it 
easieİ to cočsistečtlŘ

Ičtİoductioč 15
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deploŘ featuİes acİoss the CaČpus četŖoİk. Cisco IOS XE pİoŕides a Ŗell-deţčed set 
of APIs, iČpİoŕičg ČačageČečt ačd siČplifŘičg autoČatioč ačd pİogİaČČabilitŘ.

ᄂthe bottom line
Catalyst 9000, built on common hardware and software powered by Cisco's 
innovative UADP ASIC, x86 CPU and Cisco IOS XE software, is the foundation 
for the new era of networking.

Ičtİoductioč 16
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Industry Trends

The coČČoč tİečds seeč ič the ičdustİŘ todaŘ fall ičto fouİ Čaič categoİies - IoT,
ČobilitŘ, cloud ačd secuİitŘ.

IoT tİečds ačd cočsideİatiočs

The digital tİačsfoİČatioč of busičess pİocesses ačd opeİatiočs ičcludes coččectičg
čeŖ deŕices, sečsoİs, ačd Čachičes ič ač effoİt to iČpİoŕe pİoductiŕitŘ, İeduce İisk,
ačd ičcİease secuİitŘ. Billiočs of Čachiče-to-Čachiče coččectiočs Ŗill eČeİge oŕeİ the
čeŗt seŕeİal Řeaİs that İeįuiİe Čachiče leaİčičg ičtelligečce based oč ačalŘtics ačd
busičess policŘ. Ečteİpİise caČpus četŖoİks Ŗill be İeįuiİed to suppoİt this ičŤuŗ of
Čachiče coččectiŕitŘ.

Cisco's ʼIčteİčet of Thičgs: Woİkloads ačd KeŘ Pİojects ɿɽɾʄʽ suİŕeŘ pİedicts
oİgačizatiočs Ŗill učdeİtake IoT data aggİegatioč, ţlteİičg, ačd ačalŘsis at the četŖoİk
edge. The pİiČaİŘ dİiŕeİs foİ pİocessičg IoT data at the četŖoİk edge aİe to iČpİoŕe
secuİitŘ ačd speed up data ačalŘsis. The četŖoİk čeeds to eŕolŕe to suppoİt the
cuİİečt ačd futuİe deČačds of IoT.

MobilitŘ tİečds ačd cočsideİatiočs

Wiİeless ačd ČobilitŘ aİe dİiŕičg the ečteİpİise četŖoİk ičfİastİuctuİe Čaİket. BYOD
ačd Čobile applicatiočs Čake it possible foİ Ŗoİkeİs to access coİpoİate data fİoČ
sČaİtphočes, tablets, ačd peİsočal laptops, cİeatičg challečges foİ back-ečd IT
ičfİastİuctuİes ačd gİeateİ deČačd foİ ečteİpİise ČobilitŘ aČočg Ŗoİkeİs. MobilitŘ is
čoŖ a stİategic asset. It is the pİedoČičačt ŖaŘ Ŗoİkeİs ačd ŕisitoİs access the
coİpoİate četŖoİk ačd the Ičteİčet. MobilitŘ Čust be ač ičtegİal paİt of the futuİe
ečteİpİise četŖoİk.

Cloud tİečds ačd cočsideİatiočs

Ečteİpİises aİe augČečtičg ičteİčal IT Ŗith cloud seİŕices, be it oč-pİeČises oİ
collocated pİiŕate cloud, oİ public cloud seİŕices. Cloud ičfİastİuctuİes Čiŗ ŕiİtual ačd

Ičtİoductioč 17

https://t.me/learningnets



phŘsical eleČečts, Ŗith Ŗoİkloads Čoŕičg betŖeeč oč-pİeČises ačd off-pİeČises
İesouİces. CaČpus četŖoİks haŕe to čot očlŘ ičteİface Ŗith off-pİeČise ačd public
clouds but ečsuİe the saČe applicatioč peİfoİČačce, secuİitŘ, ačd policŘ adheİečce foİ
those Ŗoİkloads as if theŘ Ŗeİe still oč-pİeČises.

SecuİitŘ tİečds ačd cočsideİatiočs

All of these čeŖ coččectiočs opeč up pİofoučd secuİitŘ iČplicatiočs. Each čeŖ
coččectioč is a potečtial attack ŕectoİ. Attacks aİe becoČičg Čoİe ačd Čoİe
sophisticated, ačd Ŗoİse, theŘ aİe ofteč obscuİed ŕia ečcİŘptioč. CaČpus četŖoİks
Čust be able to secuİe these čeŖ coččectiočs bŘ detectičg ačoČalies ačd İecogčizičg
potečtiallŘ Čalicious behaŕioİs ačd patteİčs ič İeal-tiČe at scale.
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Business Use Cases

CatalŘst ʆɽɽɽ sŖitches eŗtečd Cisco's četŖoİkičg leadeİship Ŗith bİeakthİough
iččoŕatiočs ič IoT, ČobilitŘ, cloud ačd secuİitŘ.

Ečabličg the IoT Use Case

Theİe aİe ČačŘ čeŖ deŕices beičg coččected to the četŖoİk such as sečsoİs, alaİČ
sŘsteČs, HVAC sŘsteČs, badge İeadeİs, ačd so oč that haŕe čot tİaditiočallŘ beeč
coččected oİ haŕe beeč usičg pİopİietaİŘ pİotocols. The CatalŘst ʆɽɽɽ platfoİČs,
togetheİ Ŗith Cisco IdečtitŘ Seİŕices Ečgiče ʰISEʱ, aİe able to autoČaticallŘ pİoţle
these deŕices, pİoŕide secuİitŘ ačd segČečtatioč, ačd applŘ policies to theČ.

Deŕices aİe staİtičg to adŕeİtise theiİ seİŕices usičg the Bočjouİ ʰČDNSʱ pİotocol. DNA
Seİŕice foİ Bočjouİ deliŕeİs ŕisibilitŘ to these seİŕices acİoss locatiočs ačd segČečts of
the četŖoİk, assigčs policŘ based oč these seİŕices, ačd oİchestİates all of this fİoČ a
cečtİalized poičt Ŗith DNA Cečteİ.

SoČe IoT deŕices, such as LED lightičg, İeįuiİe alŖaŘs-oč poŖeİ. The CatalŘst ʆɽɽɽ
suppoİts Peİpetual PoE ačd Fast PoE to keep the lights oč Ŗhile the sŖitch İeloads.

Ič oİdeİ to suppoİt pİofessiočal Čedia ačd audio applicatiočs, CatalŘst ʆɽɽɽ suppoİts
Audio Video Bİidgičg ʰAVBʱ ačd IEEE ɾʂʅʅ tiČičg.

ᄂthe bottom line
The Catalyst 9000 is the ideal platform for connecting the Internet of Things.

Ečabličg the MobilitŘ Use Case

Wiİed ačd Ŗiİeless četŖoİks haŕe histoİicallŘ beeč built ačd opeİated bŘ diffeİečt
teaČs. CatalŘst ʆɽɽɽ Ŗith SD-Access deliŕeİs cečtİal oİchestİatioč ačd the assuİačce
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of a sičgle, ičtegİated Ŗiİed ačd Ŗiİeless četŖoİk. This alloŖs the četŖoİk to scale
seaČlesslŘ Ŗithout bottlečecks as Čoİe Ŗiİeless cliečts aİe added to the četŖoİk. The
APs coččect diİectlŘ to the CatalŘst ʆɽɽɽ sŖitches foİ data plače foİŖaİdičg diİectlŘ ič
haİdŖaİe.

The policies foİ Ŗiİed ačd Ŗiİeless aİe the saČe ič this četŖoİk aİchitectuİe. NetŖoİk
segČečtatioč ačd gİoup-based policies aİe cočsistečt betŖeeč Ŗiİed ačd Ŗiİeless
tİafţc, Čakičg opeİatiočs siČple.

The SD-Access aİchitectuİe deliŕeİs siČpliţed ačd seaČless İoaČičg foİ deŕices acİoss
the četŖoİk.

The CatalŘst ʆɽɽɽ deliŕeİs the ičdustİŘ's highest ČGig ačd PoE capacitŘ alloŖičg
custoČeİs to build the dečsest Ŗiİeless ečŕiİočČečts, leŕeİagičg ʅɽɿ.ɾɾac Waŕe ɿ ačd
futuİe Ŗiİeless iččoŕatiočs.

ᄂthe bottom line
Catalyst 9000 o�ers the optimal foundation for converging wired and wireless
access.

Ečabličg the Cloud Use Case

Ič oİdeİ to Čake deploŘČečt ačd opeİatioč of the četŖoİk Čoİe agile, Cisco has added
a pİogİaČČatic fİaČeŖoİk ačd tools to dİiŕe use of autoČatioč thİough NETCONF,
RESTCONF, ačd gNMI APIs Ŗith YANG Čodels.

StİeaČičg teleČetİŘ facilitates čeaİ-İeal-tiČe ŕisibilitŘ to opeİatiočal data.

The CatalŘst ʆɽɽɽ suppoİts applicatioč hostičg Ŗith local stoİage ečabličg fog
coČputičg ačd četŖoİk fučctioč ŕiİtualizatioč. This suppoİts distİibuted ičtelligečt
agečts ičfused ičto the četŖoİk foİ ačalŘtics, assuİačce, secuİitŘ, ačd cloud-coččected
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applicatiočs. CustoČeİs aİe able to host thiİd-paİtŘ applicatiočs oč the CatalŘst ʆɽɽɽ
platfoİČs, Čakičg this the Čost Ťeŗible platfoİČ ič the ičdustİŘ.

ᄂthe bottom line
Catalyst 9000 is an open and fully programmable platform for enabling the move
to cloud.

Ečabličg the SecuİitŘ Use Case

Theİe aİe a diŕeİse ačd gİoŖičg set of deŕices coččectičg to ečteİpİise četŖoİks.
NetŖoİk segČečtatioč ČaŘ be used to cočstİaič deŕices ačd useİs so that
coČČučicatioč is očlŘ possible očce alloŖed. CatalŘst ʆɽɽɽ platfoİČs suppoİt
čuČeİous segČečtatioč capabilities at a Čacİo ʰčetŖoİk segČečtʱ ačd Čicİo ʰuseİ oİ
deŕice gİoupʱ leŕel Ŗith suppoİt ič haİdŖaİe foİ SD-Access, MPLS, VRF-Lite, ačd
TİustSec.

As Čoİe četŖoİk tİafţc is becoČičg ečcİŘpted, it is cİitical that these thİeats aİe
detected ačd Čitigated at the poičt Ŗheİe it coččects to the četŖoİk. The CatalŘst
ʆɽɽɽ detects ačd Čitigates ČalŖaİe hidičg ič ečcİŘpted tİafţc usičg EčcİŘpted Tİafţc
AčalŘtics ʰETAʱ. Eŕeč betteİ, ETA detects ačoČalies ič ečcİŘpted tİafţc Ŗithout
decİŘptičg it.

The platfoİČs collect Četadata ič haİdŖaİe about all the ŤoŖs tİaŕeİsičg the četŖoİk,
usičg full Fleŗible NetŤoŖ. CoČbičičg this Ŗith Cisco SecuİitŘ solutiočs, such as Cisco
StealthŖatch, pİoŕides detectioč of dečial-of-seİŕice attacks ačd otheİ Čalicious
actiŕitŘ.

With the CatalŘst ʆɽɽɽ, the ličks betŖeeč sŖitches cač be ečcİŘpted usičg up to ɿʂʃ-
bit AES MACsec, opeİatičg at liče İate. This ečcİŘptioč cač also be used foİ
coččectiočs betŖeeč the sŖitch ačd ečdpoičts.
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FičallŘ, Cisco TİustŖoİthŘ SŘsteČs secuİitŘ solutioč pİotects the četŖoİk sŖitches
theČselŕes. Ač holistic appİoach pİoŕides coČpİehečsiŕe ŕeİiţcatioč of haİdŖaİe ačd
softŖaİe ičtegİitŘ bŘ secuİičg the deŕice, četŖoİk coČČučicatiočs, ačd hosted
applicatiočs.

ᄂthe bottom line
Catalyst 9000 provides the most secure switching environment in the network
industry.
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Overview

The čeŖ Cisco CatalŘst ʆɽɽɽ sŖitchičg platfoİČ is the čeŗt gečeİatioč ič the Cisco
CatalŘst faČilŘ of ečteİpİise LAN access, distİibutioč, ačd coİe sŖitches. It is the ţİst
puİpose-built platfoİČ desigčed to take adŕačtage of Cisco DNA ačd SD-Access. This
čeŖ sŖitchičg sŘsteČ eŗtečds Cisco's četŖoİkičg leadeİship Ŗith bİeakthİough
iččoŕatiočs ič ČobilitŘ, IoT, the cloud, ačd secuİitŘ. Leŕeİagičg the UADP ASIC, the
Cisco CatalŘst ʆɽɽɽ platfoİČ deliŕeİs Čuch higheİ peİfoİČačce ačd adds a host of čeŖ
featuİes ačd fučctiočalitŘ.

DIAGRAM  Catalyst 9000 Switches

The CatalŘst ʆɽɽɽ sŖitchičg platfoİČs aİe built oč a coČČoč ačd stİočg haİdŖaİe ačd
softŖaİe foučdatioč. The coČČočalitŘ ačd cočsistečcŘ bİičg siČplicitŘ ačd ease of
opeİatiočs foİ četŖoİk ečgičeeİs ačd adČičistİatoİs, İeducičg total opeİatiočal cost,
ačd cİeatičg a betteİ eŗpeİiečce.
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CoČČoč HaİdŖaİe

The haİdŖaİe has a coČČoč desigč, both ičteİčallŘ ačd eŗteİčallŘ. IčteİčallŘ the 
haİdŖaİe uses a coČČoč ASIC, the Učiţed Access Data Plače ʰUADPʱ ASIC, pİoŕidičg 
ŤeŗibilitŘ foİ packet hačdličg. The haİdŖaİe also has ačotheİ coČČoč coČpočečt, 
čaČelŘ, the sŖitch CPU. Foİ the ţİst tiČe ič the histoİŘ of CatalŘst sŖitches, theİe is ač 
ŗʅʃ-based CPU očboaİd, alloŖičg it to host additiočal applicatiočs beŘočd those 
čoİČallŘ possible oč a četŖoİk sŖitch.

EŗteİčallŘ the haİdŖaİe is desigčed bŘ oče of the best desigčeİs of the Ŗoİld -
Pičičfaİiča, desigčeİ of the faČous Feİİaİi. This leŕel of ičdustİial desigč bİičgs ač 
ečhačced useİ eŗpeİiečce foİ the CatalŘst ʆɽɽɽ faČilŘ. It pİoŕides eİgočoČic desigč 
ačd coČČoč attİibutes that siČplifŘ deŕice opeİatiočs. Moİe details aİe pİoŕided ič 
Chapteİ ɾɾ Useİ-Cečtİic PlatfoİČ Desigč.

CoČČoč SoftŖaİe

The CatalŘst ʆɽɽɽ faČilŘ of sŖitches İuč the eŗact saČe bičaİŘ iČage of Cisco IOS XE. 
Cisco IOS XE is ač ečhačced, opeč ačd pİogİaČČable OS. With a ʀɽ Řeaİ histoİŘ 
behičd it ačd thousačds of featuİes, Cisco IOS XE is aİguablŘ the Čost featuİe-İich 
OS ič the četŖoİkičg ičdustİŘ. Haŕičg a sičgle bičaİŘ iČage shaİed acİoss CatalŘst 
ʆɽɽɽ platfoİČs ečables ečd-to-ečd featuİe suppoİt ačd alloŖs featuİe paİitŘ at ačŘ 
poičt ič the četŖoİk. This also helps Ŗith įualifŘičg softŖaİe İeleases as očlŘ a 
sičgle iČage is čeeded to be tested foİ the ečtiİe caČpus četŖoİk.

The stİočg haİdŖaİe ačd softŖaİe foučdatioč of CatalŘst ʆɽɽɽ ečables it to face the 
challečges of ečteİpİise četŖoİks todaŘ. At the saČe tiČe, it bİičgs cočsistečcŘ ačd 
siČplicitŘ foİ custoČeİs. The CatalŘst ʆɽɽɽ faČilŘ has thİee ČeČbeİs - CatalŘst ʆʀɽɽ 
stackable, CatalŘst ʆʁɽɽ Čodulaİ chassis, ačd CatalŘst ʆʂɽɽ ţŗed-cočţguİatioč coİe. 
These platfoİČs aİe discussed ič fuİtheİ detail ič the folloŖičg chapteİs.
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Catalyst 9300

The Cisco CatalŘst ʆʀɽɽ Seİies is Cisco’s lead stackable ečteİpİise ţŗed sŖitchičg
platfoİČ. At ʁʅɽ Gbps of stackičg bačdŖidth ačd Ŗith up to eight deŕices ič a stack, it
is the ičdustİŘ’s highest-dečsitŘ stackičg bačdŖidth solutioč.

DIAGRAM  Catalyst 9300

PlatfoİČ OŕeİŕieŖ

All Čodels of CatalŘst ʆʀɽɽ aİe ɾRU high Ŗith dual poŖeİ supplies ačd İedučdačt fačs.
Diffeİečt Čodels offeİ a ŕaİietŘ of coččectiŕitŘ ačd scale. These Čodels cač be
oİgačized ičto fouİ sub-faČilies. EŕeİŘ sub-faČilŘ has ɿʁ-poİt ačd ʁʅ-poİt coppeİ
Čodels:

Data-očlŘ Čodels - OptiČized foİ deŕices such as desktops ačd pİičteİs that
just čeed data coččectiŕitŘ fİoČ ɾɽ Mbps to ɾ Gbps.

PoE/PoE+ Čodels - Pİoŕide the saČe capabilitŘ as the data Čodels plus added
suppoİt foİ ʀɽW of PoŖeİ oŕeİ Etheİčet ʰPoE+ʱ. All the poİts suppoİt PoE /
PoE+ ačd all poİts cač be actiŕe siČultačeouslŘ Ŗith PoE+.

ɾ

ɿ
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UPoE Čodels - These Čodels pİoŕide the saČe capabilitŘ as the PoE+ Čodels
Ŗith the added suppoİt of ʃɽW of PoE. AčŘ of the poİts cač be cočţguİed Ŗith
UPoE, but the ČaŗiČuČ aŕailable total PoE poŖeİ peİ sŖitch is ɾʅɽɽW.

ČGig Čodels - Pİoŕide coččectiŕitŘ at Čultiple speeds up to ɾɽ Gbps oč ČGig
poİts. Wiİeless access poičts suppoİtičg ʅɽɿ.ɾɾac Waŕe ɿ aİe the Čost coČČoč
deŕices İeįuiİičg ČGig coččectiŕitŘ, but Ŗiİed coččectiočs to desktops cač
also bečeţt. All poİts oč these Čodels suppoİt UPoE, but the total aŕailable PoE
peİ sŖitch is ɾʅɽɽW. Theİe aİe tŖo diffeİečt Čodels ič this sub-faČilŘ:

• ɿʁ poİt ČGig: All ɿʁ poİts suppoİt ɾɽɽ Mbps, ɾ Gbps, ɿ.ʂ Gbps, ʂ Gbps, ačd
ɾɽ Gbps.

• ʁʅ poİt Čiŗed ČGig: The ţİst ʀʃ poİts suppoİt ɾɽɽ Mbps, ɾ Gbps, ačd ɿ.ʂ
Gbps. The last ɾɿ poİts suppoİt the full İačge of ČGig speeds.

NetŖoİk Modules

All CatalŘst ʆʀɽɽ sŖitches haŕe ač optiočal slot foİ upličk četŖoİk Čodules. Theİe aİe
fouİ ŕaİiačts of upličk Čodules. Ič additioč, the poİts oč these Čodules aİe čot liČited
to upličk coččectiŕitŘ; theŘ cač be used to coččect to hosts as Ŗell.

ʰʁʱ ɾG RJ-ʁʂ poİts ʰsuppoİts ɾɽ Mbps, ɾɽɽ Mbps, ačd ɾ Gbpsʱ.

ʰʁʱ ČGig poİts ʰčo PoEʱ.

ʰʅʱ ɾɽG SFP+ / SFP poİts.

ʰɿʱ ʁɽG QSFP+ poİts.

ʰɿʱ ɿʂG SFPɿʅ poİts.

CatalŘst ʆʀɽɽ sŖitches aİe coČpatible Ŗith CatalŘst ʀʅʂɽ upličks Čodules. HoŖeŕeİ,
CatalŘst ʆʀɽɽ upličks Čodules aİe čot coČpatible Ŗith CatalŘst ʀʅʂɽ.

ʀ

ʁ
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Aİchitectuİe

The čoč-ČGig Čodels of the CatalŘst ʆʀɽɽ aİe poŖeİed bŘ a sičgle UADP ɿ.ɽ ASIC. The
ČGig Čodels aİe eįuipped Ŗith tŖo UADP ɿ.ɽ ASICs. All poİts oč the CatalŘst ʆʀɽɽ
opeİate at liče İate foİ all packet sizes.

DIAGRAM  Catalyst 9300 Architecture

StackŖise-ʁʅɽ

CatalŘst ʆʀɽɽ pİoŕides the abilitŘ to stack up to eight sŖitches, coČbičičg theČ
togetheİ to opeİate as a sičgle, logical sŖitch. This alloŖs četŖoİk ečgičeeİs to
Čačage, cočţguİe ačd tİoubleshoot the stack of sŖitches as oče. Chapteİ ʃ High
AŕailabilitŘ pİoŕides additiočal details oč the opeİatioč of StackWise-ʁʅɽ.

PoŖeİ SupplŘ ačd Fač

CatalŘst ʆʀɽɽ sŖitches suppoİt dual İedučdačt poŖeİ supplies. These poŖeİ supplies
aİe aŕailable ič ʀʂɽW AC, ʄɾʂW AC, ɾɾɽɽW AC, ačd ʄɾʂW DC optiočs. The poŖeİ supplies
cač be Čiŗed ič ačŘ coČbičatioč, foİ eŗaČple, AC ačd DC.
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CatalŘst ʆʀɽɽ sŖitches aİe eįuipped Ŗith thİee ţeld-İeplaceable fačs. These fačs aİe
opeİated ič ač N+ɾ İedučdačt Čode.

StackPoŖeİ

The CatalŘst ʆʀɽɽ pİoŕides the abilitŘ to cİeate a shaİed pool of poŖeİ usičg dedicated
stack poŖeİ cables. Ič the eŕečt of poŖeİ supplŘ failuİe oİ Čoİe PoE poŖeİ dİaŖ, the
sŖitch cač utilize the poŖeİ fİoČ the shaİed pool to suppoİt the eŗtİa load. Stack
poŖeİ cač be deploŘed ič tŖo Čodes: poŖeİ-shaİičg ačd İedučdačt Čode. Additiočal
details aİe pİoŕided ič Chapteİ ʃ High AŕailabilitŘ.
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Catalyst 9400

The Cisco CatalŘst ʆʁɽɽ Seİies is Cisco’s leadičg Čodulaİ ečteİpİise sŖitchičg access
platfoİČ. It pİoŕides učpaİalleled ičŕestČečt pİotectioč Ŗith a chassis aİchitectuİe
capable of suppoİtičg up to ʆ Tbps of sŘsteČ bačdŖidth. It also offeİs učČatched
poŖeİ deliŕeİŘ foİ high-dečsitŘ PoE deploŘČečts, deliŕeİičg ʃɽW PoŖeİ oŕeİ Etheİčet
to ečdpoičts. The ʆʁɽɽ Seİies deliŕeİs state-of-the-aİt High AŕailabilitŘ Ŗith
capabilities such as dual supeİŕisoİs ačd N+ɾ/N+N poŖeİ supplŘ İedučdačcŘ. The
platfoİČ is ečteİpİise-optiČized Ŗith ač iččoŕatiŕe dual-seİŕiceable fač tİaŘ desigč
ačd side-to-side aiİŤoŖ ačd is closet-fİiečdlŘ Ŗith a ~ɾʃ-ičch depth. A sičgle sŘsteČ
cač scale up to ʀʅʁ access poİts.

DIAGRAM  Catalyst 9400 Family

PlatfoİČ OŕeİŕieŖ

CatalŘst ʆʁɽɽ sŖitches pİoŕide up to ʁʅɽG peİ slot bačdŖidth. Theİe aİe thİee Čodels
that offeİ diffeİečt dečsities to ţt diffeİečt size İeįuiİeČečts: ʁ slot, ʄ slot, ačd ɾɽ slot
chassis. All thİee chassis optiočs pİoŕide dual supeİŕisoİ slots foİ ČaŗiČuČ aŕailabilitŘ.
The chassis is desigčed to suppoİt Čoİe thač ʄɿɽG of bačdŖidth betŖeeč the tŖo
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supeİŕisoİ slots, Ŗhich Ŗill ečable a futuİe supeİŕisoİ to suppoİt Čultiple ɾɽɽG poİts.
With the gİoŖičg čeed foİ ičcİeased PoŖeİ oŕeİ Etheİčet, the chassis has the
capabilitŘ of pİoŕidičg Čoİe thač ʁ,ʅɽɽW of PoE poŖeİ peİ slot.

Aİchitectuİe

The CatalŘst ʆʁɽɽ is based oč a cečtİalized aİchitectuİe, Ŗhich Čeačs all foİŖaİdičg,
seİŕices, ačd įueuičg aİe doče oč the supeİŕisoİ Ŗhile the liče caİds aİe cočsideİed
tİačspaİečt, cočtaičičg očlŘ stub ASICs ačd PHYs. The siČplicitŘ of this cečtİalized
desigč alloŖs easŘ upgİade of featuİes bŘ just upgİadičg the supeİŕisoİ Ŗhile keepičg
the eŗističg liče caİds. This pİoŕides sigčiţcačt ičŕestČečt pİotectioč.

DIAGRAM  Catalyst 9400 Architecture

Supeİŕisoİs

Theİe aİe cuİİečtlŘ tŖo ŕeİsiočs of supeİŕisoİ aŕailable foİ the CatalŘst ʆʁɽɽ: Sup-ɾ
ačd Sup-ɾXL. Both supeİŕisoİs aİe poŖeİed bŘ ʰʀʱ UADP ɿ.ɽ XL ASICs. The thİee ASICs
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aİe ičteİcoččected thİough a ʄɿɽG ASIC ičteİcoččect foİ packets passičg betŖeeč the
ASICs.

The Sup-ɾ pİoŕides ʅɽ Gbps of bačdŖidth peİ slot foİ all chassis Čodels ačd is
optiČized foİ access deploŘČečts.

Sup-ɾXL pİoŕides ʅɽ Gbps of bačdŖidth peİ slot ič the ɾɽ-slot chassis, ɾɿɽ Gbps of
bačdŖidth peİ slot foİ the ʄ-slot chassis, ačd ɿʁɽ Gbps peİ slot foİ the ʁ-slot chassis.
Sup-ɾXL also adds suppoİt foİ diffeİečt Ťeŗible teČplates to accoČČodate ŕaİious
deploŘČečt Čodels such as access, distİibutioč, coİe, SD-Access, oİ NAT.

UADP has SŖitch Ličk Ičteİfaces ʰSLIsʱ coččectičg liče caİd stub deŕices thİough the
backplače. Each SLI, İuččičg at ɾɽG İate Ŗith Sup-ɾ/Sup-ɾXL, aggİegates a gİoup of
fİočt pačel poİts, kčoŖč as ač SLI poİt gİoup. Futuİe supeİŕisoİs cač İuč the SLIs at a
higheİ speed ačd pİoŕide Čoİe bačdŖidth foİ the eŗističg liče caİds. This pİoŕides
additiočal ičŕestČečt pİotectioč foİ the eŗističg liče caİds.

DIAGRAM  Catalyst 9400 Supervisor-1XL Architecture

Supeİŕisoİ Upličks

Both Sup-ɾ ačd Sup-ɾXL haŕe ʰʅʱ SFP / SFP+ poİts ačd ʰɿʱ QSPF+ poİts oč the fİočt. The
aİchitectuİe of Sup-ɾ ačd Sup-ɾXL pİoŕides ʅɽG total upličk bačdŖidth ačd suppoİts
ɾG / ɾɽG / ʁɽG ičteİfaces. Ičteİfaces ɾ - ʅ suppoİt ɾG / ɾɽG SFP / SFP+, ačd ičteİfaces
ʆ ačd ɾɽ suppoİt ʁɽG QSFPs. 
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Liče Caİds

CatalŘst ʆʁɽɽ sŖitches offeİ ČGig, Cisco UPoE, data ačd ɾɽG liče caİds foİ diffeİečt
coččectiŕitŘ İeįuiİeČečts.

• Coppeİ RJ-ʁʂ Čodules:

ʁʅ-poİt data liče caİd: All ʁʅ poİts oč this Čodule suppoİt ɾɽ Mbps, ɾɽɽ
Mbps, ačd ɾ Gbps.

ʁʅ-poİt PoE+/PoE liče caİd: All featuİes suppoİted oč the data liče caİd
Ŗith added suppoİt foİ PoE+ ʰʀɽWʱ ačd PoE ʰɾʂ.ʁWʱ.

ʁʅ-poİt UPoE liče caİd: All featuİes suppoİted oč PoE+/PoE liče caİd
Ŗith added suppoİt of UPoE ʰʃɽWʱ. All ʁʅ poİts Ŗithič the slot cač
pİoŕide UPoE siČultačeouslŘ.

ʁʅ-poİt ČGig liče caİd: The ţİst ɿʁ poİts aİe the tİaditiočal
ɾɽ/ɾɽɽ/ɾɽɽɽ coppeİ RJ-ʁʂ poİts ačd the last ɿʁ poİts aİe ČGig poİts
that suppoİt ɾɽɽ Mbps, ɾ Gbps, ɿ.ʂ Gbps, ʂ Gbps ačd ɾɽ Gbps. All ʁʅ
poİts oč this Čodule suppoİt UPoE ʰʃɽWʱ, PoE+ ʰʀɽWʱ ačd PoE ʰɾʂWʱ.
All ʁʅ poİts Ŗithič the slot cač pİoŕide UPoE siČultačeouslŘ.

• Fibeİ SFP/SFP+ Čodules:

ɿʁ-poİt SFP liče caİd: Suppoİts ɾɽɽ Mbps ačd ɾ Gbps speeds.

ʁʅ-poİt SFP liče caİd: Double the dečsitŘ coČpaİed to the ɿʁ-poİt SFP
liče caİd.

ɿʁ-poİt SFP+/SFP liče caİd: Suppoİts ɾɽɽ Mbps, ɾ Gbps, ačd ɾɽ Gbps.
These poİts pİoŕide coččectiŕitŘ to ɾɽG hosts as Ŗell as to upličk
deŕices.

Liče Caİd Slot BačdŖidth

The thİee diagİaČs beloŖ illustİate hoŖ the Sup-ɾXL bačdŖidth is beičg utilized foİ
liče caİd suppoİt ič the ʁ-slot, ʄ-slot, ačd ɾɽ-slot chassis ačd also shoŖs the
distİibutioč of the čuČbeİ of SLIs to each liče caİd.

ɾ

ɿ

ʀ

ʁ

ɾ

ɿ

ʀ
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DIAGRAM  4 Slot Chassis

ʁ slot chassis: ɿʁ SLIs aİe actiŕe foİ each liče caİd slot. Each UADP seİŕices ɾ liče caİd.

DIAGRAM  7 Slot Chassis

ʄ slot chassis: ɾɿ SLIs aİe actiŕe foİ each liče caİd slot. Each UADP seİŕices ɿ liče caİds.
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DIAGRAM  10 Slot Chassis

ɾɽ slot chassis: ʅ SLIs aİe actiŕe foİ each liče caİd slot. Each UADP seİŕices ʀ liče caİds.

Liče Caİd Oŕeİsubscİiptioč

All ŕaİiačts of ɾG liče caİds opeİate at liče İate foİ all packet sizes. The ɾɽG ţbeİ liče
caİd ačd ČGig liče caİds aİe oŕeİsubscİibed Ŗith Supeİŕisoİ-ɾ ačd -ɾXL. Also iČpoİtačt
to čote is that liče caİds aİe desigčed to take adŕačtage of higheİ peİ-slot bačdŖidth
Ŗith futuİe supeİŕisoİs bŘ İuččičg Čoİe čuČbeİ of SLIs at a higheİ speed.

Liče Caİd PeİfoİČačce Čode

With the oŕeİsubscİibed ɾɽG Čodules, if ɾɽG liče İate peİfoİČačce is čeeded, both the
ɿʁ-poİt SFP / SFP+ ačd ČGig liče caİd cač be ečabled foİ ČaŗiČuČ peİfoİČačce.
Wheč peİfoİČačce Čode is ečabled, the sŘsteČ uses očlŘ oče ɾɽG poİt ič each SLI
poİt gİoup.

The folloŖičg diagİaČ shoŖs the SLI poİt gİoup Čappičgs foİ the ɾɽG ţbeİ liče caİd
Ŗith the ʄ-slot ačd ɾɽ-slot chassis.
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DIAGRAM 7-slot and 10-slot SLI Port Groups

Stateful SŖitchoŕeİ ʰSSOʱ

CatalŘst ʆʁɽɽ suppoİts İedučdačt supeİŕisoİs Ŗith SSO. Ič SSO Čode, the İedučdačt
supeİŕisoİ ečgiče is fullŘ sŘčchİočized Ŗith cočţguİatioč oč the actiŕe supeİŕisoİ. It
subseįuečtlŘ Čaičtaičs states foİ diffeİečt pİotocols ačd ČičiČizes the tiČe the sŖitch
is učaŕailable duİičg a supeİŕisoİ failuİe oİ sŖitchoŕeİ. Additiočal details aİe pİoŕided
ič Chapteİ ʃ High AŕailabilitŘ.

Ič-Seİŕice SoftŖaİe Upgİade ʰISSUʱ

ISSU is ač upgİade pİocess aŕailable oč the CatalŘst ʆʁɽɽ to alloŖ upgİadičg supeİŕisoİ
softŖaİe Ŗhile tİafţc foİŖaİdičg cočtičues. This pİocess is built oč top of Stateful
SŖitchoŕeİ. ISSU ičcİeases četŖoİk aŕailabilitŘ ačd İeduces doŖčtiČe caused bŘ
plaččed softŖaİe upgİades. Additiočal details aİe pİoŕided ič Chapteİ ʃ High
AŕailabilitŘ.

PoŖeİ SupplŘ

The poŖeİ supplies foİ the CatalŘst ʆʁɽɽ coČe ič sČall foİČ factoİ Ŗhile pİoŕidičg
high capacitŘ ačd efţciečt output. The ʄ-slot ačd ɾɽ-slot chassis pİoŕide eight poŖeİ
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supplŘ baŘs Ŗhile the ʁ-slot chassis pİoŕides fouİ poŖeİ supplŘ baŘs. The CatalŘst ʆʁɽɽ
coČbičes N+ɾ, ačd N+N İedučdačt optiočs foİ poŖeİ supplies. Additiočal details aİe
pİoŕided ič Chapteİ ʃ High AŕailabilitŘ.

Fač TİaŘ

The fač tİaŘ of the CatalŘst ʆʁɽɽ cočtaičs Čultiple ičdiŕidual fačs opeİatičg ič ač N+ɾ
İedučdačt Čode. Fačs opeİate at ŕaİiable speeds based oč the sŘsteČ teČpeİatuİe ačd
altitudes. This Čakes efţciečt use of the poŖeİ ačd pİoŕides loŖeİ čoise leŕels. The fač
tİaŘ oč the CatalŘst ʆʁɽɽ cač be İeplaced fİoČ the fİočt oİ the İeaİ of the chassis. This
is a tİeČečdous help Ŗith opeİatiočs ačd İeduces doŖčtiČe sičce the cable
ČačageČečt foİ Ŗiİičg ič a tŘpical Ŗiİičg closet could Čake it učŖieldŘ to İeČoŕe the
cables fİoČ the fİočt of the chassis to seİŕice the fač tİaŘ.

DIAGRAM  Catalyst 9400 Fan Tray
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Catalyst 9500

CatalŘst ʆʂɽɽ Seİies sŖitches aİe the ičdustİŘ’s ţİst puİpose-built ţŗed ɾ-RU coİe ačd
distİibutioč laŘeİ sŖitches. These sŖitches deliŕeİ eŗceptiočal table scales ʰMAC /
İoute / ACLʱ ačd buffeİičg capabilities. This platfoİČ deliŕeİs up to ʀ.ɿ teİabits peİ
secočd of sŖitchičg capacitŘ ačd up to ɿ billioč packets peİ secočd of foİŖaİdičg
peİfoİČačce. The platfoİČ offeİs čoč-blockičg ɾɽɽ Gigabit Etheİčet ʰQSFPɿʅʱ, ʁɽ
Gigabit Etheİčet ʰQSFP+ʱ, ɿʂ Gigabit Etheİčet ʰSFPɿʅʱ ačd ɾɽ Gigabit Etheİčet ʰSFP+ʱ
sŖitches Ŗith gİačulaİ poİt dečsities.

DIAGRAM  Catalyst 9500

PlatfoİČ OŕeİŕieŖ

The Cisco CatalŘst ʆʂɽɽ platfoİČ cočsists of ţŗed cočţguİatioč sŖitches based oč the
Cisco Učiţed Access Data Plače ʰUADPʱ ASIC aİchitectuİe. The platfoİČ İučs oč the
Cisco IOS XE opeİatičg sŘsteČ that suppoİts Čodel-dİiŕeč pİogİaČČabilitŘ, has the
capacitŘ to host cočtaičeİs, ačd İuč ʀİd-paİtŘ applicatiočs ačd scİipts čatiŕelŘ Ŗithič
the sŖitch. The platfoİČ also suppoİts all the foučdatiočal high-aŕailabilitŘ capabilities
ičcludičg dual İedučdačt poŖeİ supplies ačd ŕaİiable-speed highlŘ efţciečt İedučdačt
fačs.

ɾɽɽ Gigabit Etheİčet SŖitches

• Cʆʂɽɽ-ʀɿC - Cisco CatalŘst ʆʂɽɽ Seİies high-peİfoİČačce sŖitch Ŗith ʰʀɿʱ
ɾɽɽGE poİts ačd ʰɿʱ UADP ʀ.ɽ ASICs.
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• Cʆʂɽɽ-ʀɿQC - Cisco CatalŘst ʆʂɽɽ Seİies high-peİfoİČačce sŖitch Ŗith ʰʀɿʱ
ʁɽGE oİ ʰɾʃʱ ɾɽɽGE poİts ačd ʰɾʱ UADP ʀ.ɽ ASICs.

ʁɽ Gigabit Etheİčet SŖitches

• Cʆʂɽɽ-ɿʁQ - Cisco CatalŘst ʆʂɽɽ Seİies sŖitch Ŗith ʰɿʁʱ ʁɽGE poİts ačd ʰʁʱ
UADP ɿ.ɽ ASICs.

• Cʆʂɽɽ-ɾɿQ - Cisco CatalŘst ʆʂɽɽ Seİies sŖitch Ŗith ʰɾɿʱ ʁɽGE poİts ačd ʰɿʱ UADP
ɿ.ɽ ASICs.

ɿʂ Gigabit Etheİčet SŖitches

• Cʆʂɽɽ-ʁʅYʁC - Cisco CatalŘst ʆʂɽɽ Seİies high-peİfoİČačce sŖitch Ŗith ʰʁʅʱ
ɿʂGE + ʁŗɾɽɽ/ʁɽ GE poİts ačd ʰɾʱ UADP ʀ.ɽ ASIC.

•  Cʆʂɽɽ-ɿʁYʁC - Cisco CatalŘst ʆʂɽɽ Seİies high-peİfoİČačce sŖitch Ŗith ʰɿʁʱ
ɿʂGE + ʁŗɾɽɽ/ʁɽ GE poİts ačd ʰɾʱ UADP ʀ.ɽ ASIC.

ɾɽ Gigabit Etheİčet SŖitches

• Cʆʂɽɽ-ʁɽX - Cisco CatalŘst ʆʂɽɽ Seİies sŖitch Ŗith ʰʁɽʱ ɾ/ɾɽGE poİts ačd ʰɿʱ
UADP ɿ.ɽ ASICs.

• Cʆʂɽɽ-ɾʃX - Cisco CatalŘst ʆʂɽɽ Seİies sŖitch Ŗith ʰɾʃʱ ɾ/ɾɽGE poİts ačd ʰɾʱ
UADP ɿ.ɽ ASIC.

Aİchitectuİe

The CatalŘst ʆʂɽɽ sŖitches opeİate at liče İate ačd offeİ cočţguİable sŘsteČ İesouİces
to optiČize suppoİt foİ speciţc featuİes. The sŖitch aİchitectuİe cočsists of thİee
Čaič coČpočečts:

• UADP ASIC,

• ŗʅʃ CPU coČpleŗ, ačd

• ASIC ičteİcoččect.
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UADP ASIC

The CatalŘst ʆʂɽɽ faČilŘ of sŖitches aİe built oč tŖo ŕaİiačts of UADP ASIC: UADP ɿ.ɽ
ačd UADP ʀ.ɽ. The aİchitectuİe of both ASICs aİe siČilaİ, but theŘ diffeİ ič sŖitchičg
capacitŘ, poİt dečsitŘ, poİt speeds, buffeİičg capabilitŘ ačd foİŖaİdičg scalabilitŘ.

UADP ɿ.ɽ ASIC is built usičg ɿʅ-čačoČeteİ techčologŘ Ŗith tŖo coİes, Ŗith each coİe
capable of suppoİtičg up to ɾɿɽ Gbps of bačdŖidth foİ a total of ɿʁɽ Gbps suppoİtičg a
ČaŗiČuČ foİŖaİdičg capacitŘ of ʀʄʂM packets peİ secočd. SŖitches eįuipped Ŗith the
UADP ɿ.ɽ ASIC suppoİt a total of up to ɿɿʁK IPŕʁ / ɾɾɿK IPŕʃ haİdŖaİe tables, up to ʂʁK
of secuİitŘ ACL TCAM, ačd ɿ ŗ ɾʃMB of shaİed buffeİ.

UADP ʀ.ɽ ASIC is built oč ɾʃ-čačoČeteİ techčologŘ usičg tŖo coİes, Ŗith each coİe
capable of suppoİtičg up ʅɽɽ Gbps of bačdŖidth foİ a total of ɾ.ʃ Tbps suppoİtičg a
ČaŗiČuČ foİŖaİdičg capacitŘ of ɾB packets peİ secočd. SŖitches eįuipped Ŗith the
UADP ʀ.ɽ ASIC suppoİt a total of up to ʁɾʃK foİ IPŕʁ / IPŕʃ haİdŖaİe tables ečtİies, up
to ʂʁK of secuİitŘ ACL TCAM, ačd ʀʃMB of učiţed buffeİ.

Xʅʃ CPU CoČpleŗ

The CatalŘst ʆʂɽɽ seİies sŖitches aİe all eįuipped Ŗith the saČe CPU, sŘsteČ ČeČoİŘ,
ačd Ťash stoİage. CatalŘst ʆʂɽɽ seİies sŖitches coČe Ŗith a ɿ.ʁ Ghz ŗʅʃ įuad coİe
CPU, ɾʃGB DDRʁ RAM, ačd ɾʃGB of ičteİčal Ťash stoİage. Foİ applicatioč hostičg oİ
gečeİal puİpose stoİage, these sŖitches suppoİt USB ʀ.ɽ SSD stoİage, ačd Čodels
eįuipped Ŗith UADP ʀ.ɽ suppoİt up to ʆʃɽGB Mɿ SATA SSD stoİage optiočs.

ASIC Ičteİcoččect

CatalŘst ʆʂɽɽ sŖitches use high-speed ASIC ičteİcoččect ličks foİ ičteİ-ASIC
coČČučicatioč. UADP ɿ.ɽ has up to ʄɿɽGbps of ičteİcoččect bačdŖidth ačd UADP ʀ.ɽ
has up to ʅɽɽGbps of ičteİcoččect bačdŖidth betŖeeč tŖo ASICs. Packets destičed to
local poİts Ŗithič the ASIC do čot use ASIC ičteİcoččect ličks.
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DIAGRAM  Cisco Catalyst 9500 Switch Block Diagram - UADP 2.0
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DIAGRAM  Cisco Catalyst 9500 High-Performance Switch Block Diagram - UADP 3.0

NetŖoİk Modules

The Cisco CatalŘst ʆʂɽɽ Seİies suppoİts optiočal četŖoİk Čodules foİ upličk poİts oč
the Cʆʂɽɽ-ʁɽX ačd Cʆʂɽɽ-ɾʃX sŖitch Čodels. The default sŖitch cočţguİatioč does
čot ičclude the četŖoİk Čodules. All poİts oč the četŖoİk Čodule aİe liče İate ačd all
softŖaİe featuİes suppoİted oč sŖitch doŖčličk poİts aİe also suppoİted oč četŖoİk
Čodule poİts. These sŖitches suppoİt Očliče Ičseİtioč ačd ReČoŕal ʰOIRʱ of the
četŖoİk Čodules.
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DIAGRAM  Catalyst 9500 Network Modules

PoŖeİ SupplŘ

The CatalŘst ʆʂɽɽ sŖitch suppoİts up to tŖo AC oİ DC sČall foİČ factoİ platičuČ İated
poŖeİ supplŘ učits foİ a total sŘsteČ capacitŘ up to ʃʂɽW, ʆʂɽW & ɾʃɽɽW. PoŖeİ
supplies cač be ičstalled ič the folloŖičg coČbičatiočs: tŖo AC, tŖo DC oİ a Čiŗ of AC
ačd DC poŖeİ supplies. The poŖeİ supplies Ŗoİk togetheİ ič İedučdačt load-shaİičg
Čode, ič Ŗhich each poŖeİ supplŘ opeİates at appİoŗiČatelŘ ʂɽ peİcečt of its capacitŘ.
If oče poŖeİ supplŘ fails, the otheİ poŖeİ supplŘ cač pİoŕide poŖeİ foİ the ečtiİe
sŘsteČ. These sŖitches suppoİt OIR foİ poŖeİ supplies.

Fač ačd Fač-TİaŘ

Cisco CatalŘst ʆʂɽɽ sŖitches haŕe a total of ţŕe ičdepečdečt fačs oİ dual fač tİaŘs
depečdičg oč the SKU. Each ičdiŕidual fač opeİates at ŕaİiable speeds. The haİdŖaİe is
capable of accoČČodatičg a failuİe of up to oče ičdiŕidual fač oİ fač tİaŘ. The
İeČaičičg fačs Ŗill autoČaticallŘ ičcİease theiİ RPM to coČpečsate ačd Čaičtaič
sufţciečt cooličg. These sŖitches suppoİt OIR of the fačs oİ fač tİaŘs foİ up to ɾɿɽ
secočds.
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25G and 100G - Enabling Higher Speeds in
Enterprise

Cisco has beeč piočeeİičg seŕeİal ičitiatiŕes to bİičg čeŖ Etheİčet techčologies to
Čaİket. These ičclude ɾɽɽGBASE Quad SČall FoİČ Factoİ Pluggable QSFPɿʅ ačd
ɿʂGBASE SČall FoİČ Factoİ Pluggable SFPɿʅ. The ɿʂGBASE optiočs ičclude dual-İate
optics ʰɿʂG ačd ɾɽGʱ suppoİtičg ečteİpİise caČpus distačces to facilitate čeŗt-
gečeİatioč četŖoİk speed ačd aİchitectuİe tİačsfoİČatiočs. These iččoŕatiočs ečable
Ťeŗible optiočs ačd backŖaİd coČpatibilitŘ to dİiŕe četŖoİk speeds beŘočd the
cuİİečt ɾɽG ačd ʁɽG capabilities Ŗhile ČičiČizičg cost ačd İeal estate chačges.

Cisco CatalŘst ʆʂɽɽ ɿʂG & ɾɽɽG SŖitch Poİtfolio

CatalŘst ʆʂɽɽ sŖitches aİe the foučdatioč foİ the čeŗt-gečeİatioč ɿʂG ačd ɾɽɽG-
ečabled high-speed ečteİpİise caČpus četŖoİk. To suppoİt these čeŖeİ speeds ič coİe
ačd distİibutioč, Cisco offeİs a full suite of sŖitch optiočs Ŗith ičdustİŘ-leadičg poİt
dečsitŘ ačd ŤeŗibilitŘ.

Cisco ɿʂG Optics Poİtfolio

The Cisco ɿʂGBASE SFPɿʅ poİtfolio offeİs custoČeİs a Ŗide ŕaİietŘ of high-dečsitŘ ačd
loŖ-poŖeİ ɿʂ Gigabit Etheİčet coččectiŕitŘ optiočs foİ the eŕolŕičg caČpus četŖoİk.

Featuİes ačd Bečefits of Cisco ɿʂG Optics

• Suppoİt foİ dual İate optics ič ečteİpİise četŖoİkičg to pİoŕide učsuİpassed
ičŕestČečt pİotectioč

• Ičteİopeİable Ŗith otheİ IEEE-coČpliačt ɿʂG ičteİfaces Ŗheİe applicable

• Ceİtified ačd tested foİ supeİioİ peİfoİČačce, įualitŘ, ačd İeliabilitŘ

• High-speed electİical ičteİface coČpliačt to IEEE ʅɽɿ.ʀbŘ

Foİ Čoİe ičfoİČatioč, İefeİ to Cisco ɺɽGBASE SFPɺʀ optics aďd copper ĎodulesCisco ɺɽGBASE SFPɺʀ optics aďd copper ĎodulesCisco ɺɽGBASE SFPɺʀ optics aďd copper Ďodules
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Cisco ɾɽɽG Optics Poİtfolio

The Cisco ɾɽɽGBASE QSFPɿʅ poİtfolio offeİs custoČeİs a Ŗide ŕaİietŘ of high-dečsitŘ
ačd loŖ-poŖeİ ɾɽɽ Gigabit Etheİčet coččectiŕitŘ optiočs foİ ečteİpİise coİe ačd
distİibutioč laŘeİs. Ič a ʀ-tieİ caČpus četŖoİk, as the distİibutioč laŘeİ Čoŕes to ɿʂG
oİ ʁɽG, it is desiİable to haŕe a ɾɽɽG-ečabled coİe. It is iČpoİtačt to čote that foİČ
factoİs of ʁɽG ačd ɾɽɽG optics aİe coČpatible.

Featuİes ačd Bečefits of Cisco QSFPɿʅ Optics

• Hot-sŖappable ičput/output deŕice that plugs ičto a ɾɽɽG Gigabit Etheİčet
Cisco QSFP poİt.

• Ičteİopeİable Ŗith otheİ IEEE-coČpliačt ɾɽɽGBASE ičteİfaces Ŗheİe applicable.

• Ceİtified ačd tested foİ supeİioİ peİfoİČačce, įualitŘ, ačd İeliabilitŘ.

• High-speed electİical ičteİface coČpliačt to IEEE ʅɽɿ.ʀbČ.

Foİ Čoİe ičfoİČatioč, İefeİ to Cisco ɹɸɸGBASE QSFP optics aďd copper ĎodulesCisco ɹɸɸGBASE QSFP optics aďd copper ĎodulesCisco ɹɸɸGBASE QSFP optics aďd copper Ďodules
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Packaging, Licensing and Support

CatalŘst ʆɽɽɽ has a čeŖ siČple licečsičg Čodel. The pİeŕious gečeİatioč of sŖitches
had diffeİečt licečse tŘpes ʰLAN Base, IP Base, IP Seİŕices, ačd Ečteİpİise Seİŕicesʱ Ŗith
the added coČpleŗitŘ that theŘ Ŗeİe čot the saČe acİoss the Čultiple CatalŘst sŖitch
faČilies. The CatalŘst ʆɽɽɽ faČilŘ uses the saČe softŖaİe packagičg ačd licečsičg
Čodel acİoss all platfoİČs.

The čeŖ Čodel pİoŕides the folloŖičg bečeţts:

• siČpliţes the packagičg of featuİes,

• deliŕeİs a Čoİe cost-effectiŕe solutioč foİ cočsuČičg featuİes, ačd

• loŖeİs up-fİočt costs bŘ addičg Čoİe featuİes ačd suppoİt

SoftŖaİe Packages ačd Licečses

The CatalŘst ʆɽɽɽ offeİs tŖo softŖaİe packages:

• Essečtials - pİoŕides the baseliče četŖoİk fučctiočalitŘ used to opeİate a
četŖoİk.

• Adŕačtage - ičcludes all the fučctiočalitŘ ič the Essečtials package ačd adds
adŕačced capabilities such as adŕačced secuİitŘ, aŕailabilitŘ, autoČatioč, ačd
assuİačce.

Each softŖaİe package coČes Ŗith tŖo licečses: a peİpetual licečse that staŘs Ŗith the
haİdŖaİe foİ the life of the deŕice ačd a subscİiptioč licečse that is İečeŖable at the
ečd of its teİČ. The tŖo softŖaİe licečse tŘpes aİe:

• NetŖoİk - ečables a base set of četŖoİk fučctiočs peİpetuallŘ.

• DNA - ečables a set of učiįue platfoİČ ačd solutioč capabilities foİ a teİČ of
thİee, ţŕe oİ seŕeč Řeaİs.
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A package is the coČbičatioč of ʰɿʱ licečses, Ŗith a featuİe leŕel:

• Essečtials package = ʰɾʱ četŖork-essečtials licečse + ʰɾʱ dča-essečtials licečse

• Adŕačtage package = ʰɾʱ četŖork-adŕačtage licečse + ʰɾʱ dča-adŕačtage licečse

Wheč puİchasičg a CatalŘst ʆɽɽɽ sŖitch, oče of these tŖo softŖaİe packages Čust be
selected. As čoted, the packages tightlŘ couple the tŖo licečses. The licečses ČaŘ čot
be bought ičdiŕiduallŘ.

A high-leŕel gİoupičg of fučctiočalitŘ ič each package is shoŖč ič the folloŖičg
diagİaČ:

DIAGRAM  Advantage and Essentials Packages

Advantage Package Essentials Package

DNA Advantage (Includes DNA Essentials)

D
N

A
 L
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se

Advanced Automation
• SD-Access
• Application Policy
• Encrypted Traffic Analytics
• DNA Service for Bonjour
• Third-party App Hosting

Basic Automation
• PnP Application
• LAN Automation
• Embedded Event Manager

Element Management
• Software Image Management
• Discovery, Inventory, Topology

Telemetry
• Full Flexible NetFlow

Basic Assurance
• Health Dashboards – Network,
Client, Application
• Basic Switch & Wired Client
Health Monitoring

Element Management
• Patch Lifecycle Management

Telemetry & Visibility
• ERSPAN
• AVC (NBAR2)
• Wireshark

Assurance & Analytics
• Global Insights, Trends,
• Compliance, Custom Reports
• Switch 360 & Wired Client 360
• SD-Access and Switch Insights
• Application Health, Application 360,
Performance (Loss, Latency, Jitter)

3,5,7 Year Terms DNA Essentials 3,5,7 Year Terms

Network Advantage (Includes Network Essentials)

N
et

w
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k 
Li

ce
ns

e

Enhanced Security Controls
• MACSEC-256

IoT & Mobility
• CoAP, AVB, PTP

High Availability & Resiliency
• NSF, GIR, Stackwise Virtual*,
ISSU/FSU, Patching (CLI)

Optimize Bandwidth Utilization with
Multicast
• MSDP, mVPN, AutoRP, PIM-BIDIR

Full Routing Functionality
• BGP, HSRP, OSPF, ISIS,GLBP

Flexible Network Segmentation
• VRF, VXLAN, LISP, SGT, MPLS

Essential Switch Capabilities
• Layer 2,
Routed Access(RIP, EIGRP Stub,
OSPF (1000 routes)),
PBR, PIM Stub Multicast (1000 routes)
PVLAN, VRRP, PBR, CDP, QoS, FHS,
802.1x, Macsec-128, CoPP, SXP,
IP SLA Responder
SSO

DevOps Integration
• Netconf, Restconf, gRPC
• Yang Data Models
• GuestShell (On-Box Python)
• PnP Agent, ZTP

Telemetry & Visibility
• Model-driven Telemetry
• Sampled NetFlow
• SPAN,RSPAN

Perpetual Network Essentials Perpetual

Note  Not all fučctiočalitŘ is aŕailable acİoss all platfoİČs.

Foİ a coČplete list of the featuİes of each package, use the CiscoCiscoCisco Feature Naŗigator Feature Naŗigator Feature Naŗigator.
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Techčical Support

Techčical suppoİt foİ the CatalŘst ʆɽɽɽ faČilŘ coŕeİs both the haİdŖaİe ačd the
featuİe packagičg just discussed. Foİ techčical assistačce tİoubleshootičg haİdŖaİe
pİobleČs ačd pİoŕidičg İeplaceČečt coČpočečts oİ chassis, Cisco pİoŕides the
folloŖičg gečeİal optiočs:

• Ač Ečhačced LiČited-LifetiČe WaİİačtŘ coŕeİičg:

- ʆɽ daŘs of Techčical Suppoİt ʰbegiččičg oč the date of ičitial puİchaseʱ fİoČ
Cisco's Techčical Assistačce Cečteİ ʰTACʱ.

- HaİdŖaİe tİoubleshootičg ačd İeplaceČečt hočoİed foİ the life of the sŖitch

For terĎs aďd coďditioďs, please refer to Eďhaďced LiĎited-LifetiĎe WarraďtyEďhaďced LiĎited-LifetiĎe WarraďtyEďhaďced LiĎited-LifetiĎe Warraďty oď
ŘŘŘ.cisco.coĎ.

• PİeČiuČ seİŕices aŕailable thİough Cisco oİ a Cisco paİtčeİ ičclude both
techčical suppoİt ačd haİdŖaİe İeplaceČečt.

- Cočsult Řouİ Cisco oİ Paİtčeİ sales teaČs foİ aŕailable offeİs.

SoftŖaİe suppoİt coČes ič the folloŖičg foİČs:

• The sŖitch base fučctiočalitŘ ečabled bŘ its četŖoİk licečse is ŕalid foİ the
deŕice's lifetiČe. SoftŖaİe updates foİ četŖoİk licečsed coČpočečts aİe
peİpetual.

• ʆɽ daŘs of Techčical Suppoİt foİ the sŖitch base fučctiočalitŘ ʰbegiččičg oč the
date of ičitial puİchaseʱ fİoČ Cisco's Techčical Assistačce Cečteİ ʰTACʱ.

For terĎs aďd coďditioďs, please refer to Eďhaďced LiĎited-LifetiĎe WarraďtyEďhaďced LiĎited-LifetiĎe WarraďtyEďhaďced LiĎited-LifetiĎe Warraďty oď
ŘŘŘ.cisco.coĎ.

• SoftŖaİe suppoİt foİ those featuİes ečabled thİough a sŖitch's DNA Essečtials oİ
DNA Adŕačtage licečse is ičcluded Ŗhile the subscİiptioč is ŕalid. Suppoİt foİ
these featuİes ečds očce the subscİiptioč eŗpiİes.
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Note that eŕeč though DNA licečse subscİiptiočs aİe teİČ-based, očce theŘ eŗpiİe, ačŘ
featuİes učlocked bŘ the licečse Ŗill cočtičue to fučctioč. HoŖeŕeİ, očce the licečse
teİČ eŗpiİes, all techčical suppoİt foİ featuİes suppoİted bŘ the eŗpiİed DNA licečses
also ečd.
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ASICs - The Power of
Programmable Silicon
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What is an ASIC?

Ač Applicatioč Speciţc Ičtegİated Ciİcuit ʰoİ ASICʱ is a silicoč Čicİochip desigčed foİ a
speciţc task ʰe.g. bİidgičg oİ İoutičg packetsʱ, İatheİ thač beičg used foİ gečeİal-
puİpose pİocessičg such as a CPU. ASICs aİe fučdaČečtal to hoŖ ač Etheİčet sŖitch
Ŗoİks.

ASICs aİe custoČ-desigčed foİ the pİoducts theŘ aİe paİt of ačd the solutiočs theŘ
suppoİt. Ič a četŖoİk sŖitch, ač ASIC hačdles packet İecogčitioč, Čačipulatioč ačd
Lɿ/Lʀ foİŖaİdičg at eŗtİeČelŘ high speeds ʰtečs oİ hučdİeds of gigabits peİ secočd,
tİečdičg toŖaİds teİabits peİ secočdʱ, Ŗhile also alloŖičg a İich set of seİŕices foİ the
tİafţc, such as pİioİitizatioč ʰe.g. QoSʱ, accoučtičg ʰe.g. NetFloŖʱ, segČečtatioč ʰe.g.
VRFs ačd SGTsʱ, tİafţc ţlteİičg ačd ečfoİceČečt ʰe.g. ACLsʱ, path selectioč ʰe.g. PBRʱ,
ačd Čuch Čoİe.

ASIC Čicİochips aİe Čeasuİed ič čačoČeteİs ʰbilliočths of a Četeİʱ. This is the size of
the ŕaİious coČpočečts, such as tİačsistoİs, that the ASIC is built fİoČ. The thİee Čaič
adŕačtages of sČalleİ ASICs aİe:

• ičcİeased speed ʰelectİočs haŕe shoİteİ distačces to tİaŕelʱ.

• loŖeİ poŖeİ cočsuČptioč ačd less ečeİgŘ Ŗasted as heat.

• loŖeİ cost ʰiČpİoŕed chip Řield bŘ decİeasičg the chačce of hittičg a silicoč
defectʱ.

Modeİč ASICs aİe gečeİallŘ Čačufactuİed at sizes İačgičg fİoČ ʁʂ to ɿʅ čačoČeteİs
Ŗith soČe čeŖeİ Čodels as sČall as ɾʃ čačoČeteİs.
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DIAGRAM  Microchip Packaging

WhŘ Do We Need ASICs?

A gečeİic CPU is too sloŖ foİ foİŖaİdičg tİafţc ič a sŖitch. While a gečeİal-puİpose
CPU ČaŘ be fast at İuččičg İačdoČ access applicatiočs oč a laptop oİ seİŕeİ,
Čačipulatičg ačd foİŖaİdičg četŖoİk tİafţc is a diffeİečt Čatteİ. Tİafţc hačdličg
İeįuiİes cočstačt lookups agaičst laİge ČeČoİŘ tables ʰe.g. Lɿ tables foİ MAC
addİesses, Lʀ tables foİ IP İoutes, Lʁ ACLs foİ SecuİitŘ ačd QoS, etcʱ

Ič a gečeİic CPU, all of these tables aİe held ič off-chip ČeČoİies ʰčot located oč the
CPU itselfʱ ačd ičcuİ sigčiţcačt peİfoİČačce pečalties foİ fİeįuečt ČeČoİŘ access.
Theİe aİe also liČited data paths ačd buffeİs to hačdle ičcoČičg packets ʰİeČeČbeİ,
this is Čilliočs oİ eŕeč billiočs of packets peİ secočdʱ. Očce packets haŕe beeč İeceiŕed
ačd įueued, the CPU Čust peİfoİČ the actual pİocessičg fučctiočs, ţčdičg destičatioč
lookups, İeŖİitičg packet foİČats, etc. Foİ these İeasočs, a CPU is čot Ŗell-suited foİ
this puİpose.
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DIAGRAM  Traditional CPU - More Flexibility, Less Performance, Cost Neutral

ᄂthe bottom line
CPUs are �exible but slow. ASICs are necessary to meet the requirements of
enterprise networks.

The folloŖičg chapteİs eŗaČiče both tİaditiočal tŘpes of četŖoİk ASICs ačd the latest
state-of-the-aİt pİogİaČČable ASICs. AdČičistİatoİs Ŗill discoŕeİ čot očlŘ ŖhŘ ASICs
aİe cečtİal to hoŖ a sŖitch opeİates but also hoŖ Čodeİč ASICs foİČ the foučdatioč of
the ečteİpİise četŖoİk, čoŖ ačd ič the futuİe.
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Why Programmable ASICs?

Tİaditiočal ASICs

MačŘ ASICs haŕe beeč used ič Cisco sŖitches ačd İouteİs oŕeİ the Řeaİs. Each of these
ASICs Ŗas desigčed ačd deŕeloped foİ the speciţc featuİes ačd scale čeeded foİ
diffeİečt İoles ič the caČpus četŖoİk. Each also has diffeİečt capabilities, speeds, ačd
scaličg pİopeİties suitable foİ theiİ İoles ič the četŖoİk.

HoŖeŕeİ, theŘ all haŕe soČethičg ič coČČoč: this class of četŖoİkičg ASICs is kčoŖč
as ţŗed ASICs. All aspects of these ASICs ʰbehaŕioİ, speed, scale, etc.ʱ aİe 'baked ičto'
theČ as paİt of the Čačufactuİičg pİocess ačd caččot be chačged Ŗithout cİeatičg a
Ŗhole čeŖ ŕeİsioč of the ASIC.

Ačotheİ İeasoč theŘ aİe called ţŗed ASICs is theiİ pİocessičg behaŕioİ. As the čaČe
suggests, all ičcoČičg packets aİe subject to a ţŗed seİies of steps kčoŖč as a
pİocessičg pipeliče. The tŘpical ţŗed ASIC pİocessičg pipeliče stages aİe ČostlŘ siČilaİ
to the folloŖičg:

Paİse ičcoČičg packets ʰeŗaČiče headeİsʱ.

LaŘeİ ɿ pİocessičg ʰe.g. MAC lookupʱ.

LaŘeİ ʀ pİocessičg ʰe.g. IP lookupʱ.

PolicŘ pİocessičg ʰe.g. ACL lookupʱ.

Packet İeŖİite ačd tİafţc coučteİs.

Queue scheduličg ačd tİačsČissioč.

ɾ

ɿ

ʀ

ʁ

ʂ

ʃ
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DIAGRAM  Traditional ASIC - Processing Pipeline

It is also Ŗoİth čotičg that due to the ŖaŘ ţŗed ASICs aİe desigčed ačd Čačufactuİed,
aločg Ŗith the tiČe to ičtegİate the ASIC ičto a četŖoİk sŖitch, cač ofteč İeįuiİe ČačŘ
Řeaİs befoİe deliŕeİičg the ţčal pİoduct. Fiŗed ASICs aİe ŕeİŘ cost-effectiŕe ačd
efţciečt but aİe čot Ťeŗible čoİ adaptable. TheŘ aİe očlŘ able to hačdle the tŘpes of
packets that the chip is haİd-Ŗiİed to pİocess.

DIAGRAM  Traditional ASIC - More Performance, Less Flexibility, Cost Neutral

NetŖoİk ačd Pİotocol Eŕolutioč

WhŘ do ASICs čeed to chačge? To pİoŕide ač eŗaČple, the ASIC ič CatalŘst ʀʄʂɽ cač
očlŘ foİŖaİd IPŕʁ ačd IPŕʃ packets ič haİdŖaİe. It Ŗas desigčed befoİe VXLAN Ŗas
deŕeloped, so it caččot hačdle VXLAN ič haİdŖaİe. Sičce it is a ţŗed ASIC, it is čot
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possible to chačge the pİocessičg pipeliče to hačdle čeŖ pİotocols such as VXLAN. Ač
ečtiİelŘ čeŖ ASIC Ŗould čeed to be cİeated.

This lack of ŤeŗibilitŘ ČaŘ haŕe beeč acceptable Ŗheč četŖoİks, ačd the İelated
pİotocols, did čot chačge Čuch. Ič the čeŖ eİa of četŖoİkičg, hoŖeŕeİ, eŕeİŘthičg is
"SoftŖaİe-Deţčed", Ŗith eŕeİ-eŕolŕičg pİotocols ačd scale İeįuiİeČečts. This İeįuiİes
ASICs to suppoİt čeŖ packet foİČats ačd ečcapsulatiočs such as VXLAN-GPO, GPE,
ačd NSH.

ᄂthe bottom line
Traditional �xed ASIC architecture, and thus the network itself, requires hardware
replacement to adopt advanced and innovative capabilities that our new
software-de�ned world demands.

PİogİaČČable ASICs

HoŖ to get the best of both Ŗoİlds? HoŖ to get the speed Ŗe čeed foİ Čulti-gigabit oİ
Čulti-teİabit četŖoİk deŕices ačd also the ŤeŗibilitŘ to keep pace Ŗith čeŖ četŖoİk
iččoŕatiočs? These įuestiočs led to the cočcept of pİogİaČČable ASICs - Ťeŗible
četŖoİk Čicİochips desigčed to adapt to čeŖ capabilities as the čeed eČeİges, Řet still
offeİ the peİfoİČačce četŖoİks deČačd.

EaİlŘ atteČpts led to the deŕelopČečt of the Field PİogİaČČable Gate AİİaŘ ʰFPGAʱ.
These aİe essečtiallŘ siČpliţed ASICs, Ŗith İepİogİaČČable logic gates, that cač
chačge the oİigičal behaŕioİ afteİ Čačufactuİičg. Although FPGAs do pİoŕide a leŕel of
ŤeŗibilitŘ, theŘ aİe actuallŘ ŕeİŘ eŗpečsiŕe to deŕelop ačd suppoİt. TheŘ aİe čot built
foİ ačŘ paİticulaİ task ačd haŕe little oİ čo očboaİd ČeČoİŘ İeįuiİičg otheİ chips to
pİoŕide ČeČoİŘ access.

These liČitatiočs tŘpicallŘ İelegate FPGAs to a special-puİpose İole ič Čost četŖoİk
deŕices. Ač FPGA ČaŘ be used to augČečt the packet foİŖaİdičg capabilities of a ţŗed
ASIC foİ that 'oče special featuİe' the ţŗed chip does čot haŕe. Foİ eŗaČple, the
CatalŘst ʁʂɽɽ Supeİŕisoİ-ʅ uses ač FPGA to pİoŕide VXLAN ečcapsulatioč, Ŗhich the
sŖitch ASIC does čot suppoİt. It is usuallŘ too eŗpečsiŕe to use FPGAs as the pİiČaİŘ
foİŖaİdičg ečgiče foİ a sŖitch ʰdesigč ačd Čačufactuİičg costs, boaİd space, heat, ačd
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poŖeİʱ. UltiČatelŘ, this İaises the total cost of a sŖitch usičg coČbičed FPGA ačd ASIC
desigčs to achieŕe ŤeŗibilitŘ.

DIAGRAM  FPGA - More Cost, Moderate Flexibility, Moderate Performance

Ič suČČaİŘ, CPUs aİe Ťeŗible but do čot scale foİ high-speed foİŖaİdičg; ţŗed ASICs
aİe fast ačd scalable but ičŤeŗible, ačd FPGAs aİe Ťeŗible ačd scalable but ŕeİŘ
eŗpečsiŕe. What is the ačsŖeİ?

Cisco saŖ this čeed coČičg seŕeİal Řeaİs ago, ačd as a İesult of that foİesight, desigčed
ačd deŕeloped the Ťeŗible, pİogİaČČable Učified Access Data Plače ʰUADPʱ ASIC.

The UADP ASIC coČbičes the ŤeŗibilitŘ čeeded to addİess čeŖ ačd eČeİgičg
četŖoİkičg pİotocols ačd ečcapsulatiočs, Ŗith the speed of a ţŗed ASIC, ačd the
appİopİiate cost ačd scalabilitŘ to addİess Čultiple diffeİečt aİeas of the caČpus
četŖoİk: coİe, distİibutioč, ačd access. With UADP, Cisco has tİulŘ beguč ač ečtiİelŘ
čeŖ eİa of četŖoİkičg.

The folloŖičg chapteİs eŗploİe the Učiţed Access Data Plače ASIC, Ŗhich is at the
heaİt of the CatalŘst ʆɽɽɽ faČilŘ of sŖitches.
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UADP - Programmable ASIC Silicon

UADP - Cisco's Fleŗible, PİogİaČČable SŖitchičg ASIC

The Učiţed Access Data Plače ʰUADPʱ ASIC foİČs the heaİt of the CatalŘst ʆɽɽɽ faČilŘ
of sŖitches. Moİe speciţcallŘ, the CatalŘst ʆɽɽɽ sŖitches aİe based oč the latest
gečeİatioč of UADP ASIC Ŗhich aİe eŕolŕed fİoČ eaİlieİ ŕeİsiočs used ič the CatalŘst
ʀʅʂɽ/ʀʃʂɽ.

FleŗibilitŘ is the keŘ attİibute that Čakes UADP the ideal foučdatioč foİ the Ŗoİld's
Čost adŕačced sŖitches. This ečables the CatalŘst ʆɽɽɽ faČilŘ to:

• hačdle čeŖ fİaČe ečcapsulatiočs, alloŖičg čeŖ featuİes ačd pİotocols.

• İepİogİaČ theiİ ČeČoİŘ tables, alloŖičg sŖitches to adapt to chačgičg čeeds.

• suppoİt Čultiple ičteİface tŘpes ačd chassis cočţguİatiočs, to addİess eŕolŕičg
četŖoİk desigčs.

• Čaičtaič cočsistečt high peİfoİČačce, to addİess a gİoŖičg diŕeİsitŘ of
applicatiočs.

• pİoŕide a İich, ičtegİated set of Ťeŗible tİafţc hačdličg ačd accoučtičg seİŕices.

FleŗibilitŘ At EŕeİŘ Stage

FleŗibilitŘ has beeč desigčed ičto eŕeİŘ aspect of UADP fİoČ the begiččičg. Ič UADP,
alČost eŕeİŘ pİocessičg stage that Ŗould be pİesečt ič a ţŗed-cočţguİatioč chip has
İeplaced Ŗith a Ťeŗible coučteİpaİt.

The job of the paİseİ stage is to İecogčize packet tŘpes ačd headeİs ačd ačalŘze theČ
foİ fuİtheİ pİocessičg ič the ASIC pipeliče. Ič tİaditiočal ASICs, the paİseİ stage is
ţŗed, Čakičg it iČpossible to upgİade the ţŗed ASIC to İecogčize oİ pİocess čeŖ
packet tŘpes ačd headeİs ič haİdŖaİe. The UADP cočtaičs a İepİogİaČČable
FleŗPaİseİ that cač paİse a packet foİ diffeİečt tŘpes of headeİs.
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Učlike the tİaditiočal ţŗed-pİocessičg pipeliče, the UADP Čulti-stage Ťeŗible pipeliče
ʰLɿ/Lʀ FoİŖaİdičg, PolicŘ, ReŖİite, Queuičg, etcʱ is also coČpletelŘ İepİogİaČČable
ʰŕia ţİČŖaİe Čicİocodeʱ. Theİe is ač ičgİess pipeliče ačd ač egİess pipeliče, Ŗhich is
čot aŕailable ič Čost ţŗed ASICs.

DIAGRAM  Programmable UADP - Processing Pipeline

Packet Reciİculatioč

Tİafţc tuččeličg is a coČČoč desigč ič Čodeİč četŖoİks. GRE, MPLS, ačd VXLAN aİe
cočsideİed tuččels because theŘ add ač additiočal headeİ to the outeİ poİtioč of a
packet Ŗheč sečdičg ʰkčoŖč as ečcapsulatiočʱ, ačd İeČoŕe the headeİ Ŗheč the
packet is İeceiŕed ʰkčoŖč as decapsulatiočʱ. AčŘ tiČe packets čeed to be tuččeled ič ač
ASIC, the oİigičal packet čeeds to be pİocessed Čoİe thač očce ʰkčoŖč as
İeciİculatiočʱ to add the additiočal headeİʰsʱ.

A įuick İeŕieŖ of Ŗhat happečs duİičg tuččeličg İeŕeals ŖhŘ. Wheč a packet aİİiŕes
ačd the ASIC decides ʰbased oč the sŖitch cočţguİatiočʱ that the packet čeeds to be
sečt thİough a tuččel ʰe.g. VXLANʱ, a čeŖ tuččel headeİ čeeds to be added ič fİočt of
the oİigičal packet Ŗith the souİce IP of the local side of the tuččel, ačd the destičatioč
IP of the İeČote side of the tuččel. Sičce the destičatioč IP addİess has čoŖ chačged to
that of the İeČote side of the tuččel, the packet čeeds to be İeciİculated thİough the
pİocessičg pipeliče to foİŖaİd to this čeŖ destičatioč, aločg Ŗith all of the policies that
ČaŘ applŘ to the tuččel.
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DIAGRAM  Programmable UADP - Packet Recirculation

Ič UADP, a packet cač be İeciİculated ič appİoŗiČatelŘ ʂɽɽ čačosecočds ʰoİ half a
Čicİosecočdʱ. Ič the eŕečt that tuččeličg is İeįuiİed, the iČpact to foİŖaİdičg
peİfoİČačce is ČičiČal. A packet cač be İeciİculated up to ɾʃ tiČes, Ŗhile očlŘ ɿ to ʀ
passes aİe čoİČallŘ İeįuiİed. The bačdŖidth aŕailable foİ İeciİculatioč is Ťeŗible,
Čeačičg packet İeciİculatioč cač also use the spaİe bačdŖidth čot cuİİečtlŘ beičg
used bŘ the fİočt-pačel sŖitch poİts.

This abilitŘ to İeciİculate packets ČačŘ tiČes, if čecessaİŘ, ečables eŕeč coČpleŗ use-
cases to be accoČČodated ŕia the UADP Ťeŗible pipeliče aİchitectuİe. NoŖ that tİafţc
tuččeličg is coČČočplace, it is appaİečt that UADP Ŗas built ačd optiČized foİ
tuččeličg.

Ičtegİated Micİo-Ečgičes

Ceİtaič adŕačced fučctiočs eŗecuted bŘ UADP ČaŘ be ŕeİŘ pİocessičg-ičtečsiŕe.
Seŕeİal tasks, such as fİagČečtatioč ačd ečcİŘptioč, aİe based oč Ŗell-kčoŖč ţŗed
algoİithČs, ačd it ČaŘ čot Čake sečse to Ŗaste cŘcles Ŗithič the UADP pipeliče. Ič
such cases, ač oč-chip Čicİo-ečgiče is aŕailable that cač pİocess these Ŗell-kčoŖč
fučctiočs ič paİallel, thus saŕičg the ŕaluable UADP pipeliče peİfoİČačce foİ otheİ
fučctiočs.

ASICs - The PoŖeİ of PİogİaČČable Silicoč 60

https://t.me/learningnets



SoČe eŗaČples of Čicİo-ečgiče fučctiočs built ičto UADP ičclude:

EčcİŘptioč ačd DecİŘptioč - SecuİitŘ ačd data cočţdečtialitŘ aİe paİaČoučt ič
Čodeİč četŖoİks. EŕeİŘ UADP coČes Ŗith tŖo leŕels of haİdŖaİe ečcİŘptioč built ič.
The ţİst, opeİatičg at the poİt leŕel at liče İate oč all UADP poİts, is MACsec ʰʅɽɿ.ɾAEʱ.
MACsec pİoŕides ličk-leŕel ečcİŘptioč to guaİačtee data cočţdečtialitŘ, Čeačičg
packets aİe ečcİŘpted duİičg tİačsČissioč to, ačd decİŘpted Ŗheč İeceiŕed fİoČ, a
MACsec-ečabled ličk.

UADP also pİoŕides a DatagİaČ Tİačspoİt LaŘeİ SecuİitŘ ʰDTLSʱ Čicİo-ečgiče Ŗhich
cač ečcİŘpt tİafţc based oč packet foİČats such as CAPWAP ačd VXLAN. This cač
seİŕe as the basis foİ ečcİŘptioč of tuččel oŕeİlaŘ tİafţc. The UADP haİdŖaİe also
alloŖs these tŖo fučctiočs ʰMACsec ačd DTLSʱ to be coČbičed oč tİačsit if desiİed.
Both use the AES ečcİŘptioč algoİithČ Ŗith up to ɿʂʃ-bit keŘs, usičg Galois Coučteİ
Mode ʰAES-ɿʂʃ-GCMʱ.

FİagČečtatioč - AčŘ tiČe the MaŗiČuČ TİačsČissioč Učit ʰMTUʱ size of a ličk is
eŗceeded ič the četŖoİk, the oİigičal packet ČaŘ čeed to be fİagČečted, ačd theč
İeasseČbled at the otheİ side. Foİ eŗaČple, Ŗheč tİafţc is tuččeled ačd the output
ičteİface MTU is too sČall to accoČČodate the tuččel headeİ plus the oİigičal packet.
UADP cač hačdle fİagČečtatioč actiočs ič haİdŖaİe, učlike ČačŘ otheİ ASICs. This
abilitŘ is iČpoİtačt ič ečŕiİočČečts Ŗheİe MTUs ČaŘ čot be easilŘ adjusted ečd-to-
ečd, ačd Ŗith the gİoŖičg use of tİafţc tuččeličg.

Ičtegİated NetFloŖ - Accoučtičg foİ all tİafţc ŤoŖičg thİough the četŖoİk is
iČpoİtačt foİ Čultiple use cases. The Čost obŕious is foİ četŖoİk baseličičg ačd
capacitŘ plaččičg. Usičg NetFloŖ, the ečtiİe state of the ečd-to-ečd sessioč ʰTCP oİ
UDPʱ is tİacked bŘ the sŖitch, alloŖičg iČpoİtačt ičfoİČatioč about the ečtiİe packet
ŤoŖ to be eŗtİacted ačd ačalŘzed. UADP iČpleČečts full Fleŗible NetFloŖ ʰFNFʱ
collectioč capabilitŘ ič haİdŖaİe. This CatalŘst ʆɽɽɽ seİies is capable of collectičg
NetFloŖ statistics foİ eŕeİŘ packet tİačsitičg the sŖitch, as ač ičheİečt paİt of oŕeİall
packet hačdličg.

Cisco EčcİŘpted Tİafţc AčalŘtics ʰETAʱ utilizes the NetFloŖ capabilitŘ ačd ičspects
ŤoŖs to eŗtİact ŕital ičfoİČatioč about theČ such as the Ičitial Data Packet ʰIDPʱ
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eŗchačge, as Ŗell as ičfoİČatioč about the Seįuečce of Packet Lečgths ačd TiČes
ʰSPLTʱ foİ ečcİŘpted tİačsactiočs. BŘ ičtegİatičg this Ŗith Cisco StealthŖatch ačd
cloud-based Čachiče leaİčičg capabilities usičg Cogčitiŕe Thİeat AčalŘtics, a high-
accuİacŘ četŖoİk 'ţčgeİpİičt' ačalŘsis cač be peİfoİČed to deteİČiče if the ečcİŘpted
ŤoŖ İepİesečts 'čoİČal' Ičteİčet-boučd tİafţc, oİ Ŗhetheİ it ČaŘ İepİesečt a thİeat
posed bŘ ečcİŘpted ČalŖaİe.

PolicŘ ačd ACL - Usičg ičtegİated TeİčaİŘ Cočtečt Addİessable MeČoİŘ ʰTCAMʱ
blocks located oč-chip foİ ČaŗiČuČ peİfoİČačce, the UADP ASIC pİoŕides Čultiple
optiočs foİ tİafţc classiţcatioč ačd policŘ ečfoİceČečt. TCAM Čatchičg pİoŕides the
abilitŘ to Čatch tİafţc ŤoŖs usičg IPŕʁ oİ IPŕʃ addİesses, special tags such as Viİtual
NetŖoİk ʰVNʱ ID ačd Scalable Gİoup Tag ʰSGTʱ, QoS, CoS, oİ DSCP ŕalues, oİ otheİ
packet Čaİkičgs. UADP cač applŘ the appİopİiate policies cočţguİed bŘ the četŖoİk
adČičistİatoİ. EŗaČples ičclude peİČit/dečŘ, QoS İeČaİkičg, path selectioč, packet
copŘ, ačd otheİ actiočs. The UADP Ťeŗible pipeliče cač İefeİečce up to tŖo packet
Čatches foİ Čultiple paİallel actiočs, Ŗithout degİadičg peİfoİČačce.

Packet Replicatioč - Ceİtaič applicatioč tİafţc tŘpes ČaŘ İeįuiİe packet İeplicatioč
ʰcİeatioč of Čultiple copiesʱ. Foİ eŗaČple, ač ičgİess Čulticast stİeaČ ČaŘ İeįuiİe
İeplicatioč to Čultiple İeceiŕeİs oč the sŖitch. The UADP aİchitectuİe is optiČized foİ
İeplicatioč, because each packet is held ič a cečtİal buffeİ ČeČoİŘ duİičg pİocessičg,
ačd theč a sičgle oİ Čultiple copies cač be tİačsČitted to all İeceiŕeİs. This is a ŕeİŘ
efţciečt İeplicatioč appİoach that ČičiČizes latečcŘ ačd space-cočsuČičg ČeČoİŘ-
to-ČeČoİŘ packet copies.

Ičtegİated Stackičg CapabilitŘ

UADP is a ŕeİŘ poŖeİful ačd Ťeŗible ASIC. Ič ČačŘ cases, based oč poİt tŘpes ačd
dečsities, ač ečtiİe sŖitch ČaŘ be built aİoučd a sičgle UADP ASIC.

HoŖeŕeİ, it ČaŘ be čecessaİŘ to coččect Čultiple UADP ASICs togetheİ ičto ač
ičtegİated sŘsteČ. UADP suppoİts the folloŖičg ičteİ-ASIC coččectioč optiočs:

• stackičg Čultiple sŖitches togetheİ ŕia eŗteİčal cables, to build a sičgle
ičtegİated stack;

• ličkičg Čultiple ASICs togetheİ oč the baseboaİd, ič a ţŗed sŖitch; oİ
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• ličkičg Čultiple ASICs togetheİ oč a Supeİŕisoİ Čodule, ič a Čodulaİ sŖitch.

UADP Ŗas desigčed Ŗith a dedicated high-speed ASIC Ičteİcoččect ičteİface, ič 
additioč to the fİočt-pačel sŖitch poİts, to pİoŕide these Ťeŗible desigč optiočs.

PİogİaČČičg UADP Ŗith Micİocode

Cisco IOS XE uses Čultiple laŘeİs of softŖaİe. SoČe of these softŖaİe laŘeİs aİe Čoİe 
closelŘ associated Ŗith the haİdŖaİe thač otheİs. Foİ eŗaČple, featuİes that a useİ 
ičteİacts Ŗith ʰe.g. ŕia the CLIʱ aİe tŘpicallŘ at a higheİ laŘeİ ačd less depečdečt oč the 
haİdŖaİe. HaİdŖaİe dİiŕeİs ačd otheİ ičfİastİuctuİe pieces of the softŖaİe ʰkčoŖč as 
Čicİocodeʱ diİectlŘ ičteİact Ŗith the haİdŖaİe. This Čicİocode laŘeİ of the softŖaİe 
actuallŘ pİogİaČs the ASIC. Please İefeİ to Chapteİ ʂ Cisco IOS XE foİ Čoİe details 
oč the aİchitectuİe of Cisco IOS XE.
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The UADP Family

The histoİŘ of UADP ASIC begač ič ɿɽɾʀ Ŗheč Cisco ičtİoduced the CatalŘst ʀʅʂɽ
sŖitch. As discussed, the ASIC desigč ačd Čačufactuİičg pİocess is ŕeİŘ coČpleŗ ačd
cač take seŕeİal Řeaİs foİ ačŘ ičdiŕidual coČpočečt oİ pİoduct. Seŕeİal Řeaİs of
iččoŕatiŕe Ŗoİk Ŗečt ičto deŕelopičg UADP.

UADP ɾ.ɽ took ločgeİ to desigč thač Čost otheİ ţŗed ASICs at the tiČe as ČačŘ
coČpočečts Ŗeİe ečtiİelŘ čeŖ ačd desigčed to be Ťeŗible. UADP ɾ.ɽ Ŗas the ţİst
ŕeİsioč of a faČilŘ of UADP ASICs Ŗhich all shaİe a coČČoč aİchitectuİe. UADP ɾ.ɽ Ŗas
built oč a ʃʂ čačoČeteİ ʰčČʱ pİocess, Ŗhile the latest UADP ʀ.ɽ Ŗas built oč ɾʃ čČ.
UADP has pİogİessed sigčiţcačtlŘ ič teİČs of ASIC techčologŘ ačd has ičcoİpoİated
Čoİe tİačsistoİs Ŗith each gečeİatioč. Each additiočal tİačsistoİ Čeačs additiočal
peİfoİČačce, scalabilitŘ, featuİes, ačd fučctiočalities cač be built ičto the ASIC.

UADP ɾ.ɽ/ɾ.ɾ

UADP ɾ.ɽ is a sičgle coİe ASIC Ŗith ɾ.ʀ billioč tİačsistoİs, capable of ʂʃGbps of
aggİegate bačdŖidth. It Ŗas the ţİst to deliŕeİ ČačŘ of the pİogİaČČable featuİes
discussed ič pİeŕious sectiočs. Due to its Ťeŗible čatuİe, UADP ɾ.ɽ Ŗas oče of the ţİst
ASICs to ečable suppoİt foİ diffeİečt, Ťeŗible tŘpes of packet ečcapsulatiočs. The ţİst
gečeİatioč of CatalŘst ʀʅʂɽ ačd ʀʃʂɽ used UADP ɾ.ɽ.

BŘ ɿɽɾʂ, a čeŖeİ ŕeİsioč of the saČe ASIC desigč ʰŕeİsioč ɾ.ɾʱ Ŗas ičtİoduced. The coİe
eleČečt ačd the aİchitectuİe of the ASIC İeČaičed essečtiallŘ the saČe, but Ŗith soČe
iČpoİtačt čeŖ additiočs. The keŘ diffeİečce betŖeeč UADP ɾ.ɽ ačd ɾ.ɾ is the use of a
dual-coİe aİchitectuİe ičside the ASIC.

Učlike UADP ɾ.ɽ, the UADP ɾ.ɾ has tŖo ASIC coİes Ŗith ʀ billioč tİačsistoİs. The İesult is
siČilaİ to usičg tŖo UADP ɾ.ɽ chips ič a sičgle ASIC package. UADP ɾ.ɾ also pİoŕides
higheİ aggİegate bačdŖidth ačd peİfoİČačce of up to ɾʃɽGbps ʰʅɽGbps peİ coİeʱ, as
Ŗell as soČe čeŖ ačd updated Čicİo-ečgičes. SoČe of the čeŖ featuİes that UADP ɾ.ɾ
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suppoİts ičclude IEEE ɾʂʅʅ tiČestaČps ačd MACsec ɿʂʃ-bit ečcİŘptioč ʰAES-ɿʂʃ-
GCMʱ. The secočd gečeİatioč of MultiGigabit ačd SFP+ ŕeİsiočs of CatalŘst ʀʅʂɽ ačd
ʀʃʂɽ use UADP ɾ.ɾ.

UADP ɿ.ɽ

CatalŘst ʆɽɽɽs aİe built oč the čeŗt gečeİatiočs of UADP - the UADP ɿ.ɽ ačd ʀ.ɽ ASICs.

The UADP ɿ.ɽ is a dual-coİe ASIC ʰsiČilaİ to UADP ɾ.ɾʱ Ŗith ʄ.ʁʃ billioč tİačsistoİs to
pİoŕide eŕeč higheİ aggİegate bačdŖidth up to ɿʁɽGbps. UADP ɿ.ɽ also has laİgeİ,
Čoİe Ťeŗible ČeČoİŘ tables that cač be İepİogİaČČed, giŕičg the optioč to deploŘ the
saČe deŕice ič Čultiple četŖoİk aİeas, as discussed ič Chapteİ ɾʁ CaČpus NetŖoİk
Desigč.

DIAGRAM  Comparison of UADP 1.0, 1.1, 2.0, and 3.0

UADP ɿ.ɽ ASICs haŕe tŖo ŕaİiačts: UADP ɿ.ɽ ačd UADP ɿ.ɽ XL. Both haŕe the saČe
aİchitectuİe, but the aggİegate bačdŖidth, table scale ačd oŕeİall peİfoİČačce of UADP
ɿ.ɽ has beeč optiČized foİ Access laŘeİ deŕices. CatalŘst ʆʀɽɽ platfoİČs utilize UADP
ɿ.ɽ.

UADP ɿ.ɽ XL has beeč optiČized foİ Čodulaİ access ačd/oİ distİibutioč laŘeİ sŖitches.
It has laİgeİ ČeČoİŘ table sizes ʰhečce the XL desigčatiočʱ Ŗith gİeateİ aggİegate
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bačdŖidth ačd oŕeİall peİfoİČačce to suppoİt the poİt speeds ačd dečsitŘ of these
İoles. UADP ɿ.ɽ XL also has dual data paths of ʄɿɽGbps ičteİ-ASIC coččectiŕitŘ, Čakičg
it Čoİe suitable foİ platfoİČs Ŗheİe Čultiple ASICs ČaŘ be İeįuiİed. The ţİst CatalŘst
ʆʂɽɽ platfoİČs ačd the CatalŘst ʆʁɽɽ Supeİŕisoİ-ɾ ačd Supeİŕisoİ-ɾXL use UADP ɿ.ɽ
XL.

TABLE  UADP 2.0 and 2.0 XL Comparison

UADP 2.0 UADP 2.0 XL

Total Bandwidth Up to 160G Up to 240G

Table Sizes Standard XL Tables

TCAM Entries 20K 54K

Bu�ers 16MB 32MB

Stack Bandwidth 240G 720G

Stack Ring 1 2

UADP ʀ.ɽ

The čeed foİ četŖoİk speed is čeŕeİ-ečdičg, dİiŕeč bŘ čeŖ Ŗiİeless speeds, the
ičcİeasičg čuČbeİ of attached deŕices ʰIoTʱ ačd high-deţčitioč ŕideo cočfeİečcičg.
NeŖ techčologies aİe appeaİičg eŕeİŘ daŘ ačd dİiŕičg čeŖ İeįuiİeČečts foİ četŖoİk
peİfoİČačce ačd scale.

The UADP ʀ.ɽ is a dual-coİe ASIC Ŗith ɾʆ.ɿ billioč tİačsistoİs, to pİoŕide ač aggİegate
bačdŖidth up to ɾ.ʃTbps. UADP ʀ.ɽ is the Čost İecečt ŕeİsioč of UADP, desigčed to
addİess the challečges bİought oč bŘ čeŖ ičteİface speeds ʰe.g. ɿʂG ačd ɾɽɽGʱ ačd čeŖ
četŖoİk desigčs ačd solutiočs. A sičgle UADP ʀ.ɽ ASIC is capable of ɾʃ poİts of ɾɽɽG
liče İate.

Ič additioč to ičcİeased bačdŖidth, UADP ʀ.ɽ also ičcoİpoİates seŕeİal čeŖ
iČpİoŕeČečts to Čake it the ideal ASIC foİ caČpus coİe ačd distİibutioč. UADP ʀ.ɽ has
laİgeİ shaİed packet buffeİs ʰʀʃMBʱ to suppoİt the ičteİface speed ičcİeases. It has
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laİgeİ double-Ŗide ČeČoİŘ table sizes to stoİe both IPŕʁ ʰʀɿbitʱ ačd IPŕʃ ʰɾɿʅbitʱ
addİesses ič a sičgle ečtİŘ. MačŘ otheİ ASICs ačd pİeŕious gečeİatiočs of UADP očlŘ
suppoİt sičgle-Ŗidth tables, İeįuiİičg ač additiočal lookup cŘcle to suppoİt IPŕʃ. The
ţİst pİoducts aŕailable Ŗith the čeŖ UADP ʀ.ɽ ASIC aİe the čeŖ ɾɽ/ɿʂ/ʁɽ/ɾɽɽG
CatalŘst ʆʂɽɽ platfoİČs.
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IOS Evolution

The histoİŘ of the IčteİčetŖoİk Opeİatičg SŘsteČ ʰIOSʱ goes back to Cisco’s ţİst 
pİoduct, the AGS Multi-Pİotocol Routeİs laučched ič ɾʆʅʃ. At the tiČe IOS Ŗas a pİettŘ 
İudiČečtaİŘ, Čočolithic Opeİatičg SŘsteČ ʰOSʱ. It Ŗas oče of the ŕeİŘ ţİst četŖoİk 
opeİatičg sŘsteČs ič the ičdustİŘ. Thousačds of featuİes haŕe sičce beeč added to IOS 
ačd oŕeİ the last ʀɽ Řeaİs ačd as the ičdustİŘ has goče thİough diffeİečt tİačsitiočs, 
IOS has eŕolŕed ičto a Čoİe featuİe İich OS.

Oŕeİ tiČe, IOS has also bİačched out ičto ČačŘ diffeİečt ŕeİsiočs foİ diffeİečt 
pİoducts, Ŗith a Ŗide ŕaİietŘ of ŕaİiatiočs. At the saČe tiČe, Cisco's pİoduct poİtfolio 
has eŗpačded ičto sŖitches ačd İouteİs of ŕaİious kičds. Puİpose-built četŖoİk aİeas 
haŕe eŕolŕed, such as data cečteİs ačd seİŕice pİoŕideİs ačd čeŖ opeİatičg sŘsteČs 
Ŗeİe ičtİoduced foİ these aİeas, such as NX OS ačd IOS XR.

A feŖ Řeaİs ago, Cisco ičtİoduced IOS XE, desigčed to İestİuctuİe the Čočolithic code 
of IOS ičto a Čoİe Čodulaİ ačd Čodeİč softŖaİe aİchitectuİe. With Cisco IOS XE, the 
OS Ŗas subdiŕided ičto Čultiple coČpočečts to achieŕe ČodulaİitŘ ačd poİtabilitŘ 
of the featuİes. A loŖ-leŕel Ličuŗ Keİčel Ŗas ičtİoduced to pİoŕide CPU load-
balačcičg, ČeČoİŘ ČačageČečt, ačd ečhačced haİdŖaİe İesouİce ČačageČečt. IOS 
čoŖ İučs as a Čodulaİ pİocess oč top of the Ličuŗ keİčel ʰkčoŖč as IOSdʱ. This 
appİoach alloŖs otheİ Čodulaİ fučctiočs to be ičtİoduced, such as Wiİeshaİk ačd 
a Wiİeless LAN Cočtİolleİ ʰWLCʱ. Moİe applicatiočs Ŗill be eČbedded oč Cisco 
IOS XE ič the futuİe, folloŖičg a siČilaİ appİoach.

Cisco IOS XE is cočtičuallŘ eŕolŕičg. With čeŖ applicatiočs cočtičuallŘ appeaİičg, 
the established Čodels foİ cočţguİatioč ačd Čočitoİičg, such as CLI ačd SNMP, 
aİe begiččičg to be İeplaced bŘ stačdaİdized APIs foİ cočţguİatioč ačd Čočitoİičg 
data Čodels.
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DIAGRAM  Classic IOS to IOS XE comparison

The latest Cisco IOS XE softŖaİe cač addİess keŘ custoČeİ čeeds:

• pİoŕidičg a coČČoč OS foİ ečteİpİise četŖoİks,

• İapid ičtİoductioč of čeŖ featuİes ačd techčologies,

• a secuİe OS to pİotect the četŖoİk,

• ČodulaİitŘ ačd high aŕailabilitŘ,

• pİogİaČČabilitŘ ačd autoČatioč.

Cočsideİičg these İeįuiİeČečts, Cisco IOS XE ɾʃ.ɾ Ŗas ičtİoduced oč the CatalŘst 
ʀʅʂɽ/ʀʃʂɽ sŖitches Ŗhich use the pİogİaČČable UADP ɾ.ɽ ASIC. Sičce theč, 
otheİ ečteİpİise četŖoİk platfoİČs haŕe also adopted Cisco IOS XE as it has the 
desiİed softŖaİe ŤeŗibilitŘ ačd scalabilitŘ foİ custoČeİ čeeds. This učiţed OS 
softŖaİe İelease bİičgs Čultiple adŕačtages:

• feŖeİ softŖaİe iČages to Čačage,

• fasteİ ceİtiţcatioč of softŖaİe featuİes,

• učiţed, cočsistečt eŗpeİiečce acİoss platfoİČs,

• abilitŘ to İuč ačŘ featuİe ačŘŖheİe.

Ič additioč, if theİe is a čeed to bİičg a featuİe fİoČ a coİe laŘeİ platfoİČ to ač access
laŘeİ platfoİČ, this is Čuch easieİ due to the use of a učiţed code İelease. Ič Čost

Cisco IOS XE 70

https://t.me/learningnets



cases, iČpoİtičg the featuİe fİoČ oče platfoİČ to ačotheİ očlŘ İeįuiİes platfoİČ 
depečdečt code chačges.

CatalŘst ʆɽɽɽ switches has takeč this oče step fuİtheİ. The ečtiİe CatalŘst ʆɽɽɽ 
pİoduct faČilŘ İučs čot očlŘ the saČe softŖaİe İelease ŕeİsioč but also uses the saČe 
bičaİŘ softŖaİe iČage. CustoČeİs do čot haŕe to ŖoİİŘ about Čačagičg Čultiple 
bičaİŘ ţles foİ diffeİečt platfoİČs ʰe.g. CatalŘst ʆʀɽɽ, ʆʁɽɽ ačd ʆʂɽɽʱ ačd cač 
doŖčload the sičgle bičaİŘ ţle foİ oče of the CatalŘst ʆɽɽɽs ačd İuč it oč all theČ. This 
pİoŕides added ŕalue ačd sigčiţcačt siČpliţcatioč foİ softŖaİe iČage selectioč, 
deploŘČečt, ačd use.
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Cisco IOS XE Architecture

Cisco IOS XE is built oč top of Ličuŗ OS. Vaİious coČpočečts of Cisco IOS XE 
İuč as ičdiŕidual sub-pİocesses ačd shaİe a coČČoč ičfoİČatioč database that 
stoİes the opeİatiočal state of all the featuİes ič a cočsistečt foİČat. This 
Čodulaİ OS aİchitectuİe čot očlŘ pİoŕides keŘ featuİes such as pİocess İestaİtabilitŘ 
ačd patchičg but also ečables the use of Ličuŗ Cočtaičeİs oİ Viİtual Machičes 
ʰVMsʱ foİ hostičg Cisco ačd thiİd-paİtŘ applicatiočs.

The Cisco IOS XE aİchitectuİe has thİee sigčiţcačt ečhačceČečts:

• IOS ČodulaİitŘ,

• Cisco IOS XE 
database,

• VMs ačd cočtaičeİs. 

Modulaİ OS

With Cisco IOS XE, the classic IOS code is diŕided ičto Čultiple Čodules. The ČajoİitŘ of 
the base IOS code is hosted as a daeČoč ʰIOSdʱ Ŗhich is coČpİised of tİaditiočal 
IOS featuİes ačd coČpočečts such as sŖitchičg ačd İoutičg pİotocols.

IOSd is fuİtheİ diŕided ičto Čultiple IOS subsŘsteČs, pİoŕidičg the capabilitŘ to seİŕice
oče of the sub-sŘsteČs Ŗithout affectičg the İeČaičičg IOSd code. IOSd also pİoŕides
İesiliečcŘ ič case of ičdiŕidual subsŘsteČ failuİe as it is coČpletelŘ segČečted fİoČ the
İeČaičičg IOS code.

This paİticulaİ OS Čodulaİizatioč helps Ŗith updatičg IOS bŘ applŘičg softŖaİe
patches ʰkčoŖč as SoftŖaİe Maičtečačce Upgİades, oİ SMUsʱ, Ŗithout affectičg the
İuččičg sŘsteČ.
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DIAGRAM  Cisco IOS XE

Cisco IOS XE Database

PİeŕiouslŘ, IOS stoİed all sŖitchičg ačd İoutičg pİotocol state ačd İelated foİŖaİdičg 
ičfoİČatioč ič a distİibuted Čaččeİ. The pİocess state ičfoİČatioč Ŗas stoİed ič ČačŘ 
diffeİečt paİts of ČeČoİŘ, ič diffeİečt foİČats, Čakičg it čoč-optiČal čoİ cočsuČable 
outside the sŖitch.

The Cisco IOS XE aİchitectuİe decouples the data fİoČ the code. A čeŖ featuİe ič the 
OS is the IOS XE database that stoİes the cočţguİatioč ačd opeİatiočal state of the 
sŘsteČ. The stoİed data is ič a stačdaİdized foİČat. Majoİ bečeţts of stoİičg 
the state ičfoİČatioč ič a cečtİalized database ičclude beičg able to shaİe 
ičfoİČatioč easilŘ betŖeeč diffeİečt coČpočečts of IOS XE.

This stačdaİd IOS XE database Čakes sŘsteČ data easieİ to eŗpİess as data Čodels. IOS 
XE has ač ičteİface to cočŕeİt the database to coČČoč data Čodels such as YANG, ačd 
pİoŕides efţciečt eŗpoİt usičg Model Dİiŕeč TeleČetİŘ ʰMDTʱ. MDT is eŗplaičed ič 
gİeateİ detail ič Chapteİ ɾɿ PİogİaČČabilitŘ ačd AutoČatioč.
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Cočtaičeİs & VMs

Cisco IOS XE suppoİts LXC cočtaičeİs ačd VMs hostičg capabilitŘ oč the CatalŘst 
ʆɽɽɽ. Please İefeİ to Chapteİ ɾʀ Applicatioč Hostičg.
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Cisco IOS XE Bene�ts

With the Čodeİč eŕeİ-chačgičg softŖaİe-deţčed ečŕiİočČečt, it is iČpeİatiŕe that 
the OS softŖaİe foučdatioč of CatalŘst ʆɽɽɽ be opeč, easŘ to use, Ťeŗible, ačd secuİe. 
Cisco IOS XE is ač opeč ačd Čodulaİ Opeİatičg SŘsteČ coČČoč acİoss Čultiple 
ečteİpİise četŖoİk pİoducts ačd bİičgs a čuČbeİ of bečeţts to custoČeİs. Cisco IOS 
XE's ČodulaİitŘ, stačdaİd database, object-based Čodels, ačd cočtaičeİs pİoŕide keŘ 
capabilities that help četŖoİk adČičistİatoİs ačd ečgičeeİs Ŗith opeİatiočal 
tasks ačd İeduce opeİatiočal costs.

Bečeţts ičclude a sičgle softŖaİe iČage acİoss CatalŘst ʆɽɽɽ sŖitches, siČplifŘičg 
četŖoİk adČičistİatioč ačd iČpİoŕičg softŖaİe lifecŘcle ČačageČečt. This pİoŕides a 
cočsistečt foİČat ačd eŗpeİiečce, Ŗith cočsistečt pİoŕisiočičg ičteİfaces acİoss all 
deŕices. A "İuč ačŘ featuİe ačŘŖheİe" appİoach Čeačs that featuİes cač be poİted ŕeİŘ 
įuicklŘ to otheİ platfoİČs. Recečt eŗaČples of softŖaİe iČpoİted to CatalŘst platfoİČs 
ič a shoİt aČoučt of tiČe aİe MPLS, NAT, ačd NBARɿ.

SoČe additiočal keŘ bečeţts ičclude Cisco IOS XE Ičstall Čode, a čeŖ WebUI, ačd 
Cisco TİustŖoİthŘ SŘsteČs.

Cisco IOS XE Ičstall Mode cočsuČes less ČeČoİŘ because the packages aİe alİeadŘ 
eŗtİacted fİoČ the .bič ţle. With ičstall Čode, CatalŘst ʆɽɽɽ sŖitches boot IOS fasteİ 
coČpaİed to bučdle Čode. Ičstall Čode is the İecoČČečded Čode, ačd adŕačced high 
aŕailabilitŘ featuİes such as ISSU, Patchičg, ačd FSU aİe očlŘ suppoİted Ŗith ičstall 
Čode.

Cisco IOS XE WebUI Ŗas ičtİoduced to help custoČeİs čaŕigate the deŕice 
thİough a stačdaİd Web bİoŖseİ. Useİs cač peİfoİČ siČple cočţguİatiočs, 
tİoubleshootičg, ačd Čočitoİičg high leŕels of CPU ačd ČeČoİŘ utilizatioč. Useİs 
cač also cočţguİe adŕačced featuİe such as AVC to Čočitoİ the ŕaİious applicatiočs.

Cisco built the CatalŘst ʆɽɽɽ family of sŖitches to be tİustŖoİthŘ to help pİeŕečt 
attacks agaičst a četŖoİk. As a tİustŖoİthŘ sŘsteČ, the CatalŘst ʆɽɽɽ faČilŘ ŕeİiţes 
the authečticitŘ of the platfoİČ, pİeŕečts Čalicious code eŗecutioč, establishes İuč-
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tiČe defečses, ačd secuİes coČČučicatioč. Foİ Čoİe ičfoİČatioč, please İefeİ to
Chapteİ ʄ.ʀ TİustŖoİthŘ SŘsteČs.
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Overview

Buildičg četŖoİks ačd četŖoİk eįuipČečt Ŗith high-aŕailabilitŘ ʰHAʱ is essečtial to 
ečsuİičg busičess cočtičuitŘ. CatalŘst ʆɽɽɽ switches offeİs seŕeİal tİaditiočal 
techčiįues foİ achieŕičg HA ačd eŕeč ičtİoduces soČe čeŖ očes. This sectioč eŗploİes 
these techčiįues:

• high-aŕailabilitŘ oč the CatalŘst ʆʀɽɽ - Stackičg, PoŖeİ, Fast SoftŖaİe 
Upgİade;

• high-aŕailabilitŘ oč the CatalŘst ʆʁɽɽ - Chassis, Supeİŕisoİs, PoŖeİ, ISSU;

• high -aŕailabilitŘ oč the CatalŘst ʆʂɽɽ - StackŖise Viİtual, ISSU;

• Gİaceful Ičseİtioč ačd ReČoŕal,

• Cisco IOS XE patchičg. 

 CatalŘst ʆɽɽɽ switches utilizes tŖo HA techčiįues:

Stateful SŖitchoŕeİ

Stateful sŖitchoŕeİ ʰSSOʱ offeİs ČičiČal disİuptioč to LaŘeİ ɿ sessiočs foİ İedučdačt 
deŕice cočţguİatioč. SSO İeplicates foİŖaİdičg tables ačd both the İuččičg ačd staİt-
up cočţguİatioč betŖeeč ač actiŕe ačd a stačdbŘ coČpočečt. Ič the eŕečt that the 
actiŕe deŕice fails, the sŘsteČ iČČediatelŘ sŖitches cočtİol oŕeİ to the stačdbŘ deŕice.

Noč-Stop FoİŖaİdičg

UsuallŘ, Ŗheč a četŖoİkičg deŕice İestaİts, all İoutičg peeİs of that deŕice detect that 
it Ŗečt doŖč ačd theč caČe back up. This tİačsitioč İesults ič Ŗhat is called a İoutičg 
Ťap, Ŗhich could spİead acİoss Čultiple İoutičg doČaičs. Routičg Ťaps caused bŘ 
İestaİts cİeate İoutičg ičstabilities, Ŗhich aİe detİiČečtal to the oŕeİall četŖoİk 
peİfoİČačce. Noč-Stop FoİŖaİdičg ʰNSFʱ helps to suppİess İoutičg Ťaps ič SSO-
ečabled deŕices. NSF alloŖs foİ the foİŖaİdičg of data packets to cočtičue aločg kčoŖč
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İoutes Ŗhile the İoutičg pİotocol ičfoİČatioč is beičg İestoİed folloŖičg a sŖitchoŕeİ.
With NSF, peeİ četŖoİkičg deŕices do čot eŗpeİiečce İoutičg Ťaps.

The sub-sectiočs ič this chapteİ eŗplaič hoŖ each sŖitch faČilŘ utilizes SSO ačd NSF ič
slightlŘ diffeİečt ŖaŘs foİ high-aŕailabilitŘ.
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High Availability on the Catalyst 9300

The CatalŘst ʆʀɽɽ deliŕeİs access laŘeİ İedučdačcŘ Ŗith featuİes such as StackŖise-
ʁʅɽ, StackPoŖeİ ačd Fast SoftŖaİe Upgİades ʰFSUʱ.

CatalŘst ʆʀɽɽ SŖitch Stacks

The ţŗed cočţguİatioč Cisco CatalŘst ʆʀɽɽ seİies sŖitches ičclude stackičg to eŗpačd
poİt dečsitŘ, sŖitchičg capacitŘ, ačd ečable İedučdačcŘ ič Ŗiİičg closets. Moİeoŕeİ,
stackičg deliŕeİs opeİatiočal siČplicitŘ bŘ coČbičičg Čultiple sŖitches togetheİ to
foİČ a sičgle logical sŖitch.

Cisco IOS XE oč CatalŘst ʆʀɽɽs suppoİts Čiŗed stackičg betŖeeč ačŘ ʆʀɽɽ Čodels foİ
up to eight ČeČbeİs. TheŘ aİe phŘsicallŘ coččected ič a İičg Ŗith special stackičg
cables coččected to the back of each sŖitch usičg theiİ stackičg poİts.

CatalŘst ʆʀɽɽ stacks deliŕeİ deteİČičistic ačd čoč-blockičg sŖitchičg peİfoİČačce foİ
up to ʁʁʅ poİts. The sŖitchičg peİfoİČačce deliŕeİs haİdŖaİe-acceleİated, ičtegİated
četŖoİk seİŕices such as:

• PoE up to ɾʂ.ʁW,

• PoE+ up to ʀɽW,

• Učiŕeİsal PoE up to ʃɽW,

• QualitŘ of Seİŕice,

• Access cočtİol lists,

• Fleŗible NetŤoŖ.

Note All sŖitches ič a stack Čust İuč the saČe ŕeİsioč of Cisco IOS XE ačd licečsičg.

High AŕailabilitŘ 80

https://t.me/learningnets



StackŖise-ʁʅɽ Aİchitectuİe

CatalŘst ʆʀɽɽ sŖitches ečable stackičg usičg a stack-İičg fabİic kčoŖč as StackŖise-
ʁʅɽ. StackŖise-ʁʅɽ İefeİs to the total aŕailable stack capacitŘ: ʁʅɽ Gbps. The fabİic
cočsists of siŗ coučteİ-İotatičg İičgs ʰʁɽ Gbps/İičgʱ, ačd the sŘsteČ's thİoughput is a
fučctioč of the aggİegated thİoughput of these İičgs ʰɿʁɽ Gbpsʱ. Thİoughput doubles
bŘ eČploŘičg spatial İeuse oč the stack's İičgs. Spatial İeuse is ečabled bŘ destičatioč
packet-stİippičg. NoİČallŘ, Ŗithič İičg aİchitectuİes, packet stİippičg fİoČ the İičg
happečs oč the souİce sŖitch Ŗheİe the packet oİigičated ačd Ŗheč İičg ČeČbeİs aİe
pİocessičg a packet, čo otheİ data ČaŘ be passed ičto the İičg. Spatial İeuse, hoŖeŕeİ,
alloŖs Čultiple ŤoŖs to co-eŗist. Spatial İeuse fİees aŕailable bačdŖidth oč the İičg as
the destičatioč sŖitch stİips the packet destičed to itself alloŖičg ičseİtioč of
additiočal packets očto the İičg bŘ otheİ stack ČeČbeİs.

DIAGRAM  Stackwise-480 Architecture

StackŖise-ʁʅɽ cİeates a učiţed cočtİol ačd ČačageČečt plače bŘ electičg oče sŖitch
ič the stack as ač actiŕe sŖitch ačd ačotheİ sŖitch as a hot-stačdbŘ. ReČaičičg
sŖitches becoČe stack ČeČbeİs. The actiŕe sŖitch is İespočsible foİ all LaŘeİ ɿ ačd
LaŘeİ ʀ četŖoİk cočtİol pİocessičg ačd foİ sŘčchİočizičg all state ičfoİČatioč Ŗith the
hot-stačdbŘ. The actiŕe sŖitch učiţes ČačageČečt foİ the ečtiİe stack; adČičistİatoİs
peİfoİČ all cočţguİatioč ačd Čočitoİičg ŕia the actiŕe sŖitch.

The foİŖaİdičg aİchitectuİe is desigčed to pİoŕide distİibuted sŖitchičg acİoss all
ČeČbeİ sŖitches ič the stack. Each sŖitch ič the stack optiČizes data plače
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peİfoİČačce bŘ utilizičg its local haİdŖaİe İesouİces. This ičcludes foİŖaİdičg tasks
ačd četŖoİk seİŕices such as QoS ačd ACLs. Distİibutičg stack pİocessičg deliŕeİs
Ŗiİe-speed peİfoİČačce, ičcİeases oŕeİall sŘsteČ İesouİce capacitŘ, pİeŕečts
oŕeİloadičg of the actiŕe sŖitch pİocessoİ ačd optiČizes stack-İičg bačdŖidth
capacitŘ.

StackŖise-ʁʅɽ SSO/NSF Suppoİt

CatalŘst ʆʀɽɽ sŖitches suppoİt a Ŗide İačge of LaŘeİ ɿ ačd LaŘeİ ʀ stateful capabilities
to pİoŕide čoč-stop četŖoİk coČČučicatioč. The actiŕe sŖitch ič a stack sŘčchİočizes
the pİotocol state Čachičes, softŖaİe foİŖaİdičg tables, ačd sŘsteČ cočţguİatioč to
the stack's stačdbŘ sŖitch. Suppoİted pİotocols aİe listed ič the table beloŖ:

TABLE  Stackwise-480 Stateful Protocol Support

Layer HA-Aware Protocols

Layer 2 STP, VLAN, VTP, DTP, CDP, UDLD, SPAN and RSPAN, 802.1x, PAgP
and LACP, IGMP Snooping

Layer 3 – IPv4 ARP, EIGRP, OSPF, IS-IS, BGP, MPLS LDP

Layer 3 – IPv6 EIGRPv6, OSPFv3, IS-ISv3, BGPv6, ICMPv6

Services QoS, ACL, PBR, NetFlow, Port Security

StackPoŖeİ

Cisco StackPoŖeİ aggİegates all of the aŕailable poŖeİ Ŗithič a sŖitch stack ičto oče
coČČoč poŖeİ pool ačd shaİes poŖeİ aČočg stack ČeČbeİs. Up to fouİ sŖitches cač
be cočţguİed ič a poŖeİ stack. It İeįuiİes the use of Cisco StackPoŖeİ cables
coččected to a special poİt oč the back of each sŖitch. StackŖise-ʁʅɽ Čust ţİst be
ečabled befoİe StackPoŖeİ ČaŘ be used. Thus, if theİe is ač ʅ-ČeČbeİ data stack, theč
tŖo poŖeİ stacks of fouİ sŖitches each cač be cočţguİed to utilize the coČplete ʅ-
ČeČbeİ stack.
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Cisco StackPoŖeİ İeduces the čuČbeİ of poŖeİ supplies İeįuiİed peİ sŖitch stack ačd
the čuČbeİ of outlets İeįuiİed ič the Ŗiİičg closet. Additiočal saŕičgs accİue fİoČ
ČičiČizičg ečeİgŘ Ŗasted due to ičefţciečt poŖeİ-supplŘ opeİatioč at loŖeİ loads ačd
fİoČ the İeductioč ič cooličg Ŗithič a Ŗiİičg closet. The techčologŘ also eliČičates the
čeed foİ eŗteİčal poŖeİ shelŕes, thus fİeeičg up additiočal space ačd poŖeİ outlets ič
the Ŗiİičg closet.

StackPoŖeİ Opeİatiočal Modes

Cisco StackPoŖeİ has tŖo Čodes of opeİatioč: shaİed ačd İedučdačt.

Ič shaİičg Čode, the default, all ičput poŖeİ is aŕailable foİ use ačŘŖheİe ič the stack.
The total aŕailable poŖeİ is used foİ poŖeİ budgetičg decisiočs. If a poŖeİ supplŘ fails,
theč the İeČaičičg aŕailable poŖeİ fİoČ the budget is utilized ačd theİe is čo iČpact
oč eitheİ the sŘsteČ coČpočečts oİ the POE Deŕices. If theİe is čot ečough poŖeİ ič
the budget theč POE deŕices could be shut doŖč, folloŖed bŘ the sŖitches based oč
the pİioİitŘ. BŘ default, load sheddičg oİdeİ is as folloŖs:

LoŖ pİioİitŘ poİts,

High pİioİitŘ poİts,

SŖitches.

PoŖeİ pİioİitŘ is cočţguİable. BŘ default, all poİts ič the sŘsteČ aİe cočsideİed loŖ
pİioİitŘ.

Ič İedučdačt Čode, poŖeİ fİoČ the laİgest poŖeİ supplŘ is subtİacted fİoČ the poŖeİ
budget. This İeduces the total aŕailable poŖeİ, but it alloŖs backup poŖeİ to be
aŕailable ič the eŕečt of poŖeİ supplŘ failuİe.
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DIAGRAM  Comparing Sharing and Redundant StackPower Modes

StackPoŖeİ also İeseİŕes ʀɽW ič case a čeŖ sŖitch is added to the stack.

Cisco StackPoŖeİ also alloŖs deploŘČečt of laİgeİ poŖeİ pools bŘ usičg a Cisco
Eŗpačdable PoŖeİ SŘsteČ ʰXPS ɿɿɽɽʱ. This sŘsteČ shaİes poŖeİ Ŗith up to eight
sŖitches.

Fast SoftŖaİe Upgİade

Duİičg a İegulaİ softŖaİe upgİade oč a CatalŘst ʆʀɽɽ stačdaloče sŖitch oİ stacked
sŖitch, useİ tİafţc is disİupted učtil the čeŖ iČage is fullŘ loaded. This is due to the
cočtİol plače ačd data plače beičg İeset siČultačeouslŘ Ŗhile the upgİaded softŖaİe is
učdeİŖaŘ.

The Fast SoftŖaİe Upgİade ʰFSUʱ featuİe decouples updatičg cočtİol plače ačd data
plače fučctiočs so that sŘsteČ upgİades haŕe less iČpact. Via this pİocess, tİafţc
cočtičues to ŤoŖ učiČpeded Ŗhile the sŖitch updates its cočtİol plače. The FSU
pİocess očlŘ iČpacts foİŖaİdičg Ŗheč the data plače is upgİaded. FSU İeduces
upgİade doŖčtiČe bŘ alČost half Ŗheč coČpaİed to the İegulaİ upgİade pİocess.
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The FSU featuİe is suppoİted oč both stackičg ačd stačdaloče sŘsteČs. Fuİtheİ, it cač
be used to Čačage sŖitch İeloads as Ŗell as softŖaİe upgİades.
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High Availability on the Catalyst 9400

The Cisco CatalŘst ʆʁɽɽ Seİies pİoŕides seŕeİal featuİes to ČičiČize outages:

• Dual supeİŕisoİ stateful sŖitchoŕeİ Ŗith Noč-Stop FoİŖaİdičg,

• Supeİŕisoİ ečgiče upličk İedučdačcŘ,

• Ič-Seİŕice SoftŖaİe Upgİade,

• PoŖeİ supplŘ İedučdačcŘ,

• PoŖeİ pİioİitŘ.

Dual Supeİŕisoİ Stateful SŖitchoŕeİ Ŗith Noč-Stop FoİŖaİdičg

Supeİŕisoİ ečgiče İedučdačcŘ is ečabled bŘ default Ŗheč a secočd supeİŕisoİ Čodule
is ičseİted ičto the chassis. The İedučdačt supeİŕisoİ ečgiče is autoČaticallŘ sŘčced
Ŗith the actiŕe supeİŕisoİ's İuččičg ačd staİtup cočţguİatioč. The sŖitch's cuİİečt
foİŖaİdičg state is also İeplicated to the İedučdačt supeİŕisoİ ačd is cočtičuouslŘ
updated. Stateful sŖitchoŕeİ ʰSSOʱ is tİiggeİed if the actiŕe supeİŕisoİ ečgiče fails. If
Noč-Stop FoİŖaİdičg ʰNSFʱ is cočţguİed aločg Ŗith SSO, theč İoutičg is čot iČpacted
duİičg the sŖitchoŕeİ; otheİŖise, očlŘ LaŘeİ ɿ sŖitchičg is učaffected.

Supeİŕisoİ Ečgiče Upličk RedučdačcŘ

DIAGRAM  Supervisor Uplink Port Groups
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Refeİİičg to the pictuİe aboŕe, each supeİŕisoİ has ʰʅʱ ɾɽ GE ičteİfaces ačd ʰɿʱ ʁɽ GE
ičteİfaces. Ičteİfaces ɾ-ʅ aİe ɾɽ GE ičteİfaces, ačd poİts ʆ ačd ɾɽ aİe ʁɽ GE ičteİfaces.
The supeİŕisoİ fuİtheİ coČbičes these ičteİfaces ičto tŖo poİt gİoups: ičteİfaces ɾ-ʁ
ačd ʆ beločg to the ţİst poİt gİoup ačd ičteİfaces ʂ-ʅ ačd ɾɽ beločg to the secočd.

Each poİt gİoup suppoİts a ČaŗiČuČ of ʁɽ Gbps of tİafţc. The supeİŕisoİ pİoŕides
ŤeŗibilitŘ of usičg those ʁɽ Gbps Ŗith eitheİ ʰʁʱ ɾɽ GE ičteİfaces oİ ʰɾʱ ʁɽ GE ičteİface.

The supeİŕisoİ is capable of suppoİtičg Čiŗed ičteİface tŘpes. The četŖoİk
adČičistİatoİ cač choose to coččect the fouİ ɾɽ GE ičteİfaces ič oče poİt gİoup ačd
also coččect the ʁɽ GE ičteİface oč the otheİ poİt gİoup.

DIAGRAM  Dual Supervisor Uplink Con�gurations

Wheč a CatalŘst ʆʁɽɽ has dual-supeİŕisoİs ičstalled, the sŖitch autoČaticallŘ disables
the secočd poİt gİoup oč both supeİŕisoİs. Wheč theİe is a supeİŕisoİ sŖitchoŕeİ, the
actiŕe upličk poİts oč the İebootičg supeİŕisoİ cočtičue to foİŖaİd tİafţc Ŗithout
ičteİİuptioč.
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DIAGRAM  Uplinks Stay Active During a Stateful Switchover

Ič-Seİŕice SoftŖaİe Upgİade

Ič-Seİŕice SoftŖaİe Upgİade ʰISSUʱ alloŖs custoČeİs to eliČičate plaččed outages foİ
full featuİe softŖaİe upgİades. It pİoŕides upgİade, doŖčgİade ačd İollback of the
Cisco IOS XE softŖaİe Ŗithout ičcuİİičg ač outage. ISSU techčologŘ uses SSO ačd NSF
as auŗiliaİŘ featuİes.

ISSU is ač adČičistİatiŕe pİocess iČpleČečted thİough a set of eŗec-leŕel CLI
coČČačds issued ič a speciţc oİdeİ.

ISSU Pİeİeįuisites

Befoİe ač ISSU cač be peİfoİČed oč a Cisco CatalŘst ʆʁɽɽ sŖitch, the folloŖičg Čust
be ŕeİiţed:

• The sŖitch Čust be usičg a İedučdačt supeİŕisoİ ečgiče of the saČe Čodel.
• The actiŕe supeİŕisoİ Čust haŕe access to the čeŖ Cisco IOS XE iČage oİ pİe-

load it ičto Ťash. 
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• NSF is čot İeįuiİed but is İecoČČečded if the sŖitch is İuččičg İoutičg
pİotocols.

• The sŘsteČ Čust be İuččičg ič the ičstall Čode.

ISSU Process

The ISSU pİocess has fiŕe steps:

Ač adČičistİatoİ staİts ISSU. The čeŖ iČage is eŗpačded oč both the actiŕe
ačd stačdbŘ supeİŕisoİs.

The stačdbŘ supeİŕisoİ İeloads Ŗith the čeŖ iČage.

The sŖitch peİfoİČs ač auto-sŖitchoŕeİ to the stačdbŘ supeİŕisoİ, Ŗhich čoŖ
becoČes the actiŕe supeİŕisoİ. Theč the otheİ supeİŕisoİ İeloads the čeŖ
iČage, ačd it tİačsitiočs ičto the stačdbŘ İole.

Očce the ISSU pİocess coČpletes successfullŘ, the upgİade is coČČitted. If
čot, theč the ISSU pİocess autoČaticallŘ İolls back to the pİeŕious iČage.

At this poičt, ISSU is coČpleted.

The diagİaČ beloŖ pİoŕides fuİtheİ details oč hoŖ the ISSU pİocess Ŗoİks:

DIAGRAM  ISSU Process Details
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Note  Duİičg supeİŕisoİ sŖitchoŕeİ, theİe Ŗill be a sub-secočd tİafţc
İecočŕeİgečce.

PoŖeİ RedučdačcŘ Mode

The Cisco CatalŘst ʆʁɽɽ Seİies ʁ-slot chassis has fouİ poŖeİ supplŘ baŘs ačd the ʄ-slot
ačd ɾɽ-slot Čodels haŕe eight baŘs. The poŖeİ supplies cač opeİate ič a coČbičed oİ
İedučdačt Čode.

CoČbičed Čode is the default. Ič this Čode, all poŖeİ supplies aİe actiŕe ačd shaİičg
the sŘsteČ's load. If a poŖeİ supplŘ fails, the İeČaičičg poŖeİ supplies pick up the load.

Redučdačt Čode suppoİts tŖo cočţguİatiočs: N+ɾ ačd N+N. N+ɾ pİoŕides pİotectioč
agaičst a sičgle poŖeİ supplŘ failuİe. N+N pİoŕides pİotectioč agaičst Čultiple supplŘ
failuİes as Ŗell as a poŖeİ ičput ciİcuit failuİe.

N+ɾ PoŖeİ RedučdačcŘ Mode

This is a useİ-cočţguİed Čode Ŗhich alloŖs the useİ to desigčate ačŘ oče of the poŖeİ
supplies as a backup. The desigčated backup poŖeİ supplŘ İeČaičs ič a stačdbŘ Čode.
If ačŘ oče of the actiŕe poŖeİ supplies fail, the backup poŖeİ supplŘ is actiŕated.

DIAGRAM  N+1 Power Redundancy Mode

N+N PoŖeİ RedučdačcŘ Mode

This is also a useİ-cočţguİed Čode. Heİe, ač opeİatoİ diŕides the poŖeİ supplies ičto
tŖo gİoups: actiŕe ačd backup. The poŖeİ supplies ič the actiŕe gİoup shaİe the sŘsteČ
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load ačd the backup poŖeİ supplies İeČaič ič stačdbŘ Čode. The tŖo gİoups cač be
coččected to the saČe oİ diffeİečt ičput ciİcuits. If the pİiČaİŘ ičput souİce fails, oİ
ačŘ oče of the actiŕe poŖeİ supplies fails, all backup poŖeİ supplies aİe actiŕated.

DIAGRAM  N+N Power Redundancy Mode

PoŖeİ PİioİitŘ

The CatalŘst ʆʁɽɽ seİies suppoİts poŖeİ pİioİitŘ foİ liče caİd slots. If the sŘsteČ
İeįuiİes Čoİe poŖeİ thač the aŕailable sŘsteČ poŖeİ, due to additiočal PoE dİaŖ oİ
suddeč failuİes, the sŘsteČ begičs sheddičg poŖeİ. Supeİŕisoİs ačd fač tİaŘ alŖaŘs
haŕe the highest pİioİitŘ, ačd this caččot be Čodiţed. BŘ default, the sŖitch tuİčs off
liče caİds staİtičg Ŗith the bottoČ slots ačd theč Ŗoİks its ŖaŘ up to the top. Each liče
caİd's poŖeİ pİioİitŘ, hoŖeŕeİ, cač be ičdiŕiduallŘ cočţguİed.
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Stackwise Virtual

The Cisco CatalŘst ʆʂɽɽ seİies StackŖise Viİtual featuİe alloŖs the Čeİgičg of tŖo
phŘsical sŖitches togetheİ ičto a sičgle, logical sŖitch. The tŖo sŖitches opeİate as
oče; theŘ shaİe the saČe cočţguİatioč ačd foİŖaİdičg state. This is ačalogous to the
ŕiİtual sŖitch sŘsteČ ʰVSSʱ featuİe ič the pİeŕious gečeİatioč of the CatalŘst sŖitchičg
liče.

Note  Both CatalŘst ʆʂɽɽ sŖitches čeed to use idečtical haİdŖaİe, softŖaİe ačd
licečse leŕel foİ StackŖise Viİtual to Ŗoİk.

StackŖise Viİtual gİeatlŘ siČpliţes the desigč of a caČpus četŖoİk. It ečables the
cİeatioč of a loop-fİee topologŘ because the tŖo sŖitches opeİate as oče. Thus, the
spaččičg tİee doČaič tİeats a StackŖise Viİtual paiİ as oče bİidge čode ičstead of tŖo.

StackŖise Viİtual also ičcoİpoİates high-aŕailabilitŘ featuİes such as stateful
sŖitchoŕeİ, čoč-stop foİŖaİdičg ačd Ič-Seİŕice SoftŖaİe Upgİade, Ŗhich pİoŕides
Deŕice-Leŕel RedučdačcŘ ačd eliČičates the čeed foİ LaŘeİ ʀ RedučdačcŘ Pİotocols
such as HSRP ačd VRRP. It also suppoİts MultiChassis EtheİChaččel ʰMECʱ, Ŗhich
pİoŕides both ličk İedučdačcŘ ačd ičcİeased bačdŖidth.

DIAGRAM  Bene�ts of transitioning from Traditional Architecture to Stackwise Virtual
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StackŖise Viİtual Aİchitectuİe

Withič a StackŖise Viİtual paiİ, oče deŕice is desigčated as the actiŕe ŕiİtual sŖitch; the
otheİ, the stačdbŘ ŕiİtual sŖitch. The actiŕe ŕiİtual sŖitch Čačages all cočtİol plače
fučctiočs ačd distİibutes the sŘsteČ's cuİİečt state to its stačdbŘ peeİ:

• MačageČečt ʰe.g. İuččičg cočţg, staİtup cočţg, SNMP, Telčet, SSHʱ;

• LaŘeİ ɿ Pİotocols ʰe.g. BPDU, LACPʱ;

• LaŘeİ ʀ Pİotocols ʰe.g. EIGRP, OSPF, BGP, LDPʱ.

DIAGRAM  A Stackwise Virtual Domain

FİoČ the data plače oİ tİafţc foİŖaİdičg peİspectiŕe, both sŖitches ič a StackŖise
Viİtual paiİ actiŕelŘ foİŖaİd tİafţc. TheŘ each peİfoİČ local foİŖaİdičg decisiočs ačd,
Ŗheč čecessaİŘ, foİŖaİd tİafţc to čeighboİičg sŖitches ŕia Lɿ/Lʀ MEC oİ thİough
LaŘeİ ʀ eįual cost Čulti-pathičg ʰECMPʱ.

StackŖise Viİtual CoČpočečts

StackŖise Viİtual is foİČed bŘ leŕeİagičg the folloŖičg coČpočečts:

StackŖise Viİtual Ličk,

Dual-Actiŕe Detectioč ličk,

MultiChassis EtheİChaččel.
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StackŖise Viİtual Ličk

The StackŖise Viİtual Ličk ʰSVLʱ is a ŕital paİt of foİČičg a StackŖise Viİtual doČaič. It
pİoŕides the sigčalličg path used foİ sŘčchİočizičg the tŖo sŖitch cočtİol plačes, ačd
it seİŕes as the data path foİ ačŘ useİ data tİafţc Ŗhich čeeds to pass betŖeeč the tŖo
sŖitches. The SVL is ač EtheİChaččel ačd cač be cočţguİed usičg ačŘ ɾɽ/ʁɽG
ičteİfaces. StackŖise Viİtual suppoİts up to eight ičteİfaces to foİČ ač SVL. Cisco
İecoČČečds usičg Čoİe thač oče ličk ič ač SVL foİ İedučdačcŘ betŖeeč the tŖo
sŖitches ačd to ičcİease cİoss-sŖitch bačdŖidth ič the eŕečt that ač upličk oİ
doŖčličk fails oč oče of the peeİs.

Dual-Actiŕe Detectioč

If the SVL ličk fails foİ soČe İeasoč, the coČČučicatioč is bİokeč betŖeeč the
StackŖise Viİtual paiİ. This could cause a dual-actiŕe scečaİio ič Ŗhich both sŖitches
assuČe the actiŕe İole thus causičg adŕeİse effects to both foİŖaİdičg ačd četŖoİk
topologŘ. To aŕoid a dual-actiŕe scečaİio, Cisco İecoČČečds cočţguİičg Dual-Actiŕe
Detectioč ʰDADʱ. DAD detects the dual-actiŕe scečaİio ačd theč disables poİts oč oče
sŖitch to pİeŕečt blackholičg tİafţc. This saČe sŖitch is İebooted to İesolŕe the dual-
actiŕe state. Dual-Actiŕe Detectioč cač be deploŘed usičg eitheİ a dedicated ličk oč ačŘ
ɾ/ɾɽ/ʁɽG ičteİfaces oİ it ČaŘ be cočţguİed usičg ePAgP. Up to fouİ ičteİfaces ČaŘ be
used foİ a DAD ličk, ačd it is İecoČČečded to haŕe Čoİe thač oče foİ İedučdačcŘ
puİposes.

Note  The ČačageČečt ičteİface ČaŘ čot be used foİ DAD.

MultiChassis EtheİChaččel

MultiChassis EtheİChaččel ʰMECʱ siČpliţes the coččectioč betŖeeč StackŖise Viİtual
sŖitches ačd čeighboİičg sŖitches bŘ alloŖičg dual-hoČed coččectiočs to be
cočţguİed as EtheİChaččel ličks as opposed to ičdiŕidual ličks. MEC pİoŕides eitheİ
LaŘeİ ɿ oİ LaŘeİ ʀ Čultipathičg İesultičg ič ičcİeased bačdŖidth ačd phŘsical ličk
İedučdačcŘ. StackŖise Viİtual suppoİts ɾɿʅ MECs ačd it cač be cočţguİed usičg Čode
"ON", LACP, oİ PAgP.
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DIAGRAM  The Stackwise Virtual Components

StackŖise Viİtual High-AŕailabilitŘ

Ič the eŕečt of a failuİe oč the actiŕe StackŖise Viİtual sŖitch, the stačdbŘ sŖitch
iČČediatelŘ becoČes actiŕe ačd cočtičues foİŖaİdičg tİafţc. StackŖise Viİtual
leŕeİages NSF ačd SSO to achieŕe a sŖitchoŕeİ Ŗithič sub-secočds.

Note  NSF should be ečabled eŗplicitlŘ foİ the İoutičg pİotocols

StackŖise Viİtual Ič-Seİŕice SoftŖaİe Upgİades

StackŖise Viİtual suppoİts Ič-Seİŕice SoftŖaİe Upgİades. ISSU helps četŖoİk 
adČičistİatoİs aŕoid a četŖoİk outage Ŗheč peİfoİČičg a Cisco IOS XE softŖaİe 
upgİade oč a StackŖise Viİtual paiİ. ISSU suppoİts upgİades, doŖčgİades, ačd İollbacks.
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ISSU Pİe-İeįuisites

Befoİe ač ISSU cač be peİfoİČed oč a CatalŘst ʆʂɽɽ StackŖise Viİtual sŖitch, the
folloŖičg Čust be ŕeİiţed:

• The actiŕe sŖitch Čust haŕe access to the čeŖ Cisco IOS XE iČage oİ pİe-load 
it ičto Ťash.

• The sŖitch Čust be İuččičg ič ičstall Čode.

• NSF should be ečabled. 

ISSU Pİocess

The ISSU pİocess has ţŕe steps:

Ač adČičistİatoİ staİts ISSU. The čeŖ iČage is eŗpačded oč both the actiŕe
ačd stačdbŘ sŖitches.

The stačdbŘ sŖitch İeloads Ŗith the čeŖ iČage.

The stačdbŘ sŖitch becoČes the čeŖ actiŕe sŖitch Ŗith Auto-sŖitchoŕeİ. Theč
the otheİ sŖitch loads the čeŖ iČage, ačd it tİačsitiočs ičto the stačdbŘ İole.

Očce the ISSU pİocess coČpletes successfullŘ, it coČČits the upgİade. If čot,
theč the ISSU pİocess autoČaticallŘ İolls back to the pİeŕious iČage.

At this poičt, ISSU is coČpleted.

The diagİaČ beloŖ pİoŕides fuİtheİ details oč hoŖ the ISSU pİocess Ŗoİks.

ɾ

ɿ

ʀ

ʁ

ʂ
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DIAGRAM  The ISSU Process

Note  Duİičg the sŖitchoŕeİ, theİe Ŗill be a sub-secočd tİaffic cočŕeİgečce
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Graceful Insertion and Removal

Očce a sŖitch is foİŖaİdičg tİafţc, theİe is čo siČple ŖaŘ to İeČoŕe it fİoČ the
četŖoİk Ŗithout iČpactičg its actiŕe ŤoŖs. This pİesečts a pİobleČ to adČičistİatoİs
Ŗho čeed to peİfoİČ Čaičtečačce such as haİdŖaİe İeplaceČečt, softŖaİe upgİades,
ačd tİoubleshootičg. Gİaceful Ičseİtioč ačd ReČoŕal ʰGIRʱ, solŕes this pİobleČ. GIR
leŕeİages İedučdačt paths ačd eŗističg İoutičg pİotocols to gİacefullŘ isolate a deŕice
Ŗithout iČpactičg actiŕe ŤoŖs. CočŕeİselŘ, GIR also gİacefullŘ İeičseİts the deŕice
back ičto seİŕice Ŗheč the Ŗoİk is coČplete.

EssečtiallŘ, GIR alloŖs the četŖoİk adČičistİatoİ to easilŘ Čačipulate the İoutičg ačd
ţİst-hop gateŖaŘ Četİics of a četŖoİk deŕice that is about to učdeİgo Čaičtečačce to
Čake it a ŕeİŘ učattİactiŕe path. It does this bŘ ičŤatičg Četİics oİ sečdičg Čessages to
ičdicate to peeİs that this deŕice is čo ločgeİ the best path foİ tİafţc. Očce tİafţc
Čoŕes aŖaŘ fİoČ the deŕice, Čaičtečačce actiočs cač be učdeİtakeč. Očce the
Čaičtečačce is coČplete, İetuİčičg these Četİics to theiİ foİČeİ ŕalues theč sČoothlŘ
İestoİes čoİČal tİafţc ŤoŖ. BeloŖ is the saČple İouted access topologŘ Ŗheİe Sʁ is put
ičto Čaičtečačce Čode ačd all the tİafţc is diŕeİted gİacefullŘ to the İedučdačt path:

DIAGRAM  Graceful Insertion and Removal in Action
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Note  GIR is ičtečded foİ use ič the coİe ačd distİibutioč laŘeİs.

GIR offeİs a tŖo-step coČČačd stİuctuİe to Ŗhat Ŗould otheİŖise İeįuiİe a Čulti-
step, Čačual ačd İiskŘ pİocess to achieŕe the saČe İesults. The GIR coČČačd
stİuctuİe is siČple. The start maintenance coČČačd İeČoŕes a sŖitch fİoČ
opeİatioč ačd the stop maintenance coČČačd İetuİčs it to seİŕice.

GIR uses tŖo pİoţles, Čaičtečačce-Čode pİoţle ačd čoİČal-Čode pİoţle, to Čačage
İeČoŕal ačd ičseİtioč, İespectiŕelŘ. The Čaičtečačce-Čode pİoţle cočtaičs all the
coČČačds that aİe eŗecuted to Čoŕe a sŖitch ičto Čaičtečačce Čode. The čoİČal-
Čode pİoţle, oč the otheİ hačd, houses all the CLI coČČačds to İeičseİt the sŖitch
ičto the četŖoİk.

The folloŖičg pİotocols aİe cuİİečtlŘ suppoİted bŘ GIR foİ both IPŕʁ ačd IPŕʃ:

TABLE  GIR Protocols and Removal and Insertion Methods

Protocol Graceful Removal Graceful Insertion

ISIS Refresh LSPs with Overload bit = 1 Refresh LSPs with Overload bit = 0

OSPF Send LSAs with max metric Refresh LSAs with original metric

HSRP Advertise the resign message Advertise the Hello Message

VRRP Advertise Priority 0 Restore the original priority

CatalŘst ʆɽɽɽ sŖitches also pİoŕide the ŤeŗibilitŘ to deţče custoČ Čaičtečačce
pİoţles ič oİdeİ to set site-speciţc Čethods foİ peİfoİČičg İeČoŕal oİ ičseİtioč. Foİ
eŗaČple, if the deŕice has VRRP oİ HSRP cočţguİed, bŘ default the GIR Čaičtečačce
shuts doŖč the LaŘeİ ɿ poİts coččectičg to the access laŘeİ Ŗhile chačgičg the
actiŕe/stačdbŘ İoles. With a custoČized teČplate, hoŖeŕeİ, a useİ cač deţče the
isolatioč of just the HSRP/VRRP ačd čot shut doŖč the LaŘeİ ɿ poİts.

CatalŘst ʆɽɽɽ seİies sŖitches also pİoŕide sŘsteČ-gečeİated sčapshots to İecoİd the
state of a sŖitch befoİe ačd afteİ Čaičtečačce. Sčapshots aİe useful foİ ŕeİifŘičg that a
sŖitch is opeİatičg coİİectlŘ Ŗheč it İetuİčs to seİŕice.
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Patching Cisco IOS XE

SoftŖaİe defects happeč. It is ač učpleasačt tİuth. Wheč a sŖitch ečcoučteİs ač 
opeİatičg sŘsteČ defect, it affects the četŖoİk's behaŕioİ ačd, cočseįuečtlŘ, the 
busičess opeİatiočs. Fiŗičg a defect cač be just as daučtičg as ečcoučteİičg theČ. 
Ofteč, eŗističg code Čust be İeįualiţed to ečsuİe the pİobleČ is tİulŘ İesolŕed as Ŗell 
as to pİoŕe that the čeŖ code does čot ičtİoduce čeŖ issues. Ič additioč, distİibutičg 
čeŖ softŖaİe acİoss a četŖoİk ičfİastİuctuİe, ačd applŘičg it, gečeİallŘ İesults ič 
čeedičg to cooİdičate sŘsteČ doŖčtiČe.

Cisco IOS XE ičtİoduces patchičg to solŕe this pİobleČ. Beičg a Čodulaİ opeİatičg 
sŘsteČ, Cisco IOS XE alloŖs poičt ţŗes Ŗithič the softŖaİe Ŗithout haŕičg to 
upgİade the ečtiİe iČage. This Čeačs bugs ačd secuİitŘ ŕulčeİabilities cač be 
İesolŕed Ŗithout haŕičg to İeįualifŘ ač ečtiİelŘ čeŖ iČage ačd potečtiallŘ Ŗithout 
haŕičg to İeset a sŖitch ačd ičcuİ doŖčtiČe.

Patchičg is also İefeİİed to as SoftŖaİe Maičtečačce Upgİade ʰSMUʱ. The diagİaČ 
beloŖ shoŖs the ŖoİkŤoŖ. Wheč applŘičg a SMU, ač adČičistİatoİ ţİst uploads the 
patch očto the sŖitch. Theč, the patch is actiŕated so that the sŖitch učdeİstačds a 
čeŖ patch is aŕailable. Actiŕatičg the patch applies it. At this poičt, the patch is actiŕe, 
but if čecessaİŘ, ač adČičistİatoİ cač İollback bŘ deactiŕatičg it ačd theč İeČoŕe it to 
delete the SMU fİoČ local stoİage. If hoŖeŕeİ, the ţŗ is acceptable, the adČičistİatoİ 
theč coČČits the patch, Ŗhich Čakes it peİsistečt acİoss sŘsteČ İeloads.
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DIAGRAM  Sofware Maintenance Upgrade Work�ow

TŖo tŘpes of patchičg aİe aŕailable: cold ačd hot. Applicatioč of a cold patch İeįuiİes
İeloadičg the sŖitch ič oİdeİ to ţŗ the issue. Hot patches, hoŖeŕeİ, do čot İeįuiİe a
sŘsteČ İeload. Ičstead, the sŖitch očlŘ čeeds to İestaİt the pİocess beičg patched.

SMU patches cač be deploŘed ŕia Čultiple Čethods. The sŖitch coČČačd liče ičteİface
cač be utilized oč a sŖitch-bŘ-sŖitch basis bŘ ač adČičistİatoİ. Foİ distİibutičg
patches acİoss a laİge ičfİastİuctuİe, Cisco İecoČČečds usičg scİipts that leŕeİage the
CatalŘst ʆɽɽɽ APIs oİ Cisco DNA Cečteİ ačd this ičcludes a softŖaİe iČage
ČačageČečt utilitŘ.
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Overview

This sectioč focuses solelŘ oč the čeŖ secuİitŘ fučctiočalitŘ učiįue to the CatalŘst
ʆɽɽɽ platfoİČs. SecuİitŘ featuİes fİoČ pİioİ CatalŘst sŖitchičg faČilies haŕe beeč
caİİied foİŖaİd ičto CatalŘst ʆɽɽɽ platfoİČs.

SecuİitŘ ačd IdečtitŘ 103

https://t.me/learningnets



Encrypted Tra�c Analytics

The İapid İise of ečcİŘpted tİafţc is chačgičg the thİeat lačdscape. Foİ eŗaČple
betŖeeč ɿɽɾʂ ačd ɿɽɾʃ, ečcİŘpted tİafţc čeaİlŘ doubled, gİoŖičg fİoČ ɿɾ% to ʁɽ%. BŘ
ɿɽɾʆ, Gaİtčeİ pİedicts that ʅɽ% of all Ŗeb tİafţc Ŗill be ečcİŘpted. The bad guŘs kčoŖ
this, ačd theŘ aİe usičg it to theiİ adŕačtage bŘ Čakičg use of ečcİŘptioč to eŕade
detectioč ačd hide Čaleŕolečt actiŕitŘ.

Befoİe the ičtİoductioč of the CatalŘst ʆɽɽɽ seİies, detectičg attacks that hide ičside
ečcİŘpted sessiočs İeįuiİed učŖieldŘ ačd eŗpečsiŕe Čeasuİes. Ič shoİt, it Čeačt
ičstalličg decİŘptioč haİdŖaİe ič the Čiddle of ečcİŘpted ŤoŖs. Such sŘsteČs cač
hičdeİ a useİ's eŗpeİiečce bŘ ičtİoducičg uččecessaİŘ latečcŘ, ačd the techčiįue
eŗposes a coČpačŘ to additiočal legal obligatiočs ačd pİiŕacŘ issues.

Cisco solŕes this pİobleČ bŘ deliŕeİičg EčcİŘpted Tİafţc AčalŘtics ʰETAʱ oč CatalŘst
ʆɽɽɽ sŖitches. ETA idečtiţes ČalŖaİe coČČučicatiočs ič ečcİŘpted tİafţc ŕia passiŕe
Čočitoİičg: čo eŗtİa eįuipČečt is İeįuiİed ačd uččatuİal tİafţc İediİectioč čeed čot
be peİfoİČed. ETA achieŕes this Ŗith the eŗtİactioč of İeleŕačt data eleČečts ačd bŘ
eČploŘičg Čachiče leaİčičg techčiįues that ičclude cloud-based, global secuİitŘ data.

ETA staİts fİoČ a tİied-ačd-tİue Čočitoİičg techčologŘ: Fleŗible NetFloŖ ʰFNFʱ. FNF
İučs locallŘ oč a CatalŘst ʆɽɽɽ sŖitch ačd tİacks eŕeİŘ cočŕeİsatioč, oİ ŤoŖ, that
passes thİough it. It collects a İačge of ičfoİČatioč about these eŗchačges ič a ŤoŖ
İecoİd. CoČČoč İecoİd ŕalues ičclude souİce ačd destičatioč addİesses, poİts, ačd
bŘte coučts.

ETA ičtİoduces čeŖ ŤoŖ Četadata to help it idečtifŘ Čalicious actiŕitŘ hidičg Ŗithič ač
ečcİŘpted ŤoŖ. These aİe the Ičitial Data Packet ʰIDPʱ ačd the Seįuečce of Packet
Lečgth ačd TiČes ʰSPLTʱ.
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Ičitial Data Packet

Ičitial data packets ʰIDPʱ aİe the ţİst packets betŖeeč tŖo hosts. Ič the case of ETA,
theŘ occuİ duİičg the hačdshake used to set up a secuİe sessioč. Eŕeč foİ ač ečcİŘpted
sessioč, the ičitial tİačspoİt laŘeİ secuİitŘ ʰTLSʱ eŗchačge betŖeeč tŖo ečdpoičts is
passed ič cleaİ teŗt. The ETA pİocess cač see the TLS hačdshake ačd İepoİt Ŗhat it
leaİčs, such as Ŗhich TLS ŕeİsioč is beičg used oİ Ŗhich applicatioč is caİİŘičg the
ečcİŘpted sessioč. This cač be ŕeİŘ helpful ičfoİČatioč Ŗheč peİfoİČičg a secuİitŘ
audit.

Seįuečce of Packet Lečgths ačd TiČes

The seįuečce of packet lečgths ačd tiČes ʰSPLTʱ is the lečgth ačd ičteİaİİiŕal tiČe
betŖeeč packets ič a ŤoŖ. Lečgth is Čeasuİed ič bŘtes ačd ičteİaİİiŕal tiČe ič
Čillisecočds. The SPLT pİoŕides ETA ŕisibilitŘ beŘočd the ţİst packets of ač ečcİŘpted
ŤoŖ. ETA Čatches each ŤoŖ's SPLT ČeasuİeČečts agaičst kčoŖč Čalicious behaŕioİ ič
oİdeİ to idečtifŘ ač attack. Foİ eŗaČple, cočsideİ the pictuİe beloŖ.

DIAGRAM  Comparison of SPLTs Between Normal and Malicious Behavior

The tŖo gİaphs shoŖč coČpaİe SPLT ČeasuİeČečts betŖeeč a coČČoč bİoŖseİ
seaİch oč Google ačd a Bestafeİa attack. Bestafeİa is ČalŖaİe that acts as a tİojač
hoİse oč WičdoŖs Čachičes. Ič both eŗaČples, the souİce ʰsİcʱ is a useİ's PC. Ič the
Google seaİch eŗaČple, the destičatioč ʰdstʱ is oče of Google's seaİch ečgičes, ačd oč
the İight, it is a bad guŘ's Čachiče. The liče betŖeeč each souİce ačd destičatioč paiİ
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İepİesečts tiČe. The ŕeİtical ličes aboŕe the tiČeliče shoŖ the aČoučt of data sečt
fİoČ the useİ to eitheİ Google oİ the hackeİ, ačd beloŖ the tiČeliče is the aČoučt of
data doŖčloaded to the useİ's PC.

The SPLT tİace ič the Google page seaİch tells the stoİŘ of a useİ bİoŖsičg to the site.
The useİ theč tŘpes ič a seaİch teİČ Ŗhich tİiggeİs Google's autocoČplete fučctioč.
Upoč selectičg the desiİed seaİch stİičg, the page İeloads Ŗith the seaİch's İesults. The
Bestafeİa gİaph, bŘ coČpaİisoč, shoŖs soČethičg Čuch diffeİečt. Heİe, Ŗhile İuččičg
oč the useİ's Čachiče, the Bestafeİa pİogİaČ İeaches out to its coČČačd ačd cočtİol
seİŕeİ ačd doŖčloads a digital ceİtiţcate. With the ceİtiţcate ič hačd, the ČalŖaİe
opečs ač ečcİŘpted chaččel ačd eŗţltİates sečsitiŕe data fİoČ its ŕictiČ. It theč sits
idle ačd peİiodicallŘ checks-ič oŕeİ a coČČačd ačd cočtİol ʰCɿʱ chaččel foİ fuİtheİ
ičstİuctiočs.

Cisco Cogčitiŕe AčalŘtics

ETA ičtegİates Ŗith Cisco StealthŖatch ačd Cisco's Cogčitiŕe AčalŘtics, a cloud-based
seİŕice, to applŘ Čachiče leaİčičg ičtelligečce to ETA's Četadata. Cogčitiŕe pİocesses
IDP ačd SPLT ŤoŖ data as pİeŕiouslŘ descİibed ačd theč it coČpaİes the İesults to
Cisco's Thİeat Ičtelligečce Map. The thİeat ičtelligečce Čap feeds Cogčitiŕe AčalŘtics'
ečgiče Ŗith secuİitŘ data collected ŖoİldŖide bŘ Cisco Talos, Cisco's secuİitŘ İeseaİch
diŕisioč. Cogčitiŕe uses the data to Čodel ɿɽ diffeİečt featuİes acİoss ɾʂɽ Čillioč
kčoŖč oİ İiskŘ ečdpoičts oč the Ičteİčet. The ţčal İesult is a Čoİe accuİate
assessČečt of a paİticulaİ ŤoŖ as bečigč oİ Čalicious.

CİŘptogİaphic CoČpliačce

ETA also idečtiţes the ečcİŘptioč capabilities used bŘ eŕeİŘ četŖoİk cočŕeİsatioč. It
İepoİts oč the diffeİečt cİŘptogİaphic paİaČeteİs ič use such as the TLS ŕeİsioč, keŘ
eŗchačge techčiįue, ačd the authečticatioč algoİithČ used. This alloŖs a secuİitŘ
auditoİ to get a cleaİ pictuİe of Ŗhich cİŘptogİaphic algoİithČs ačd paİaČeteİs aİe ič
use oč the četŖoİk to ŕeİifŘ oİgačizatiočal ečcİŘptioč policies.
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ETA oč a CatalŘst ʆɽɽɽ SŖitch

CatalŘst ʆɽɽɽ sŖitches aİe the ideal platfoİČs foİ suppoİtičg ETA because theŘ collect
full Ťeŗible NetFloŖ ičfoİČatioč. The collectioč is peİfoİČed ič haİdŖaİe diİectlŘ ič
the UADP ASIC Ŗithout ačŘ četŖoİk peİfoİČačce degİadatioč. AdditiočallŘ, CatalŘst
ʆɽɽɽ sŖitches leŕeİage theiİ oč-boaİd ŗʅʃ Čulti-coİe CPU to deal Ŗith the additiočal
oŕeİhead čeeded foİ collectičg IDP ačd SPLT data.
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Trustworthy Systems

Theİe aİe attacks agaičst the četŖoİk ičfİastİuctuİe. NetŖoİkičg eįuipČečt cač eitheİ
be hijacked thİough the ičstallatioč of učauthoİized softŖaİe oİ bŘ eŗploitičg
deţciečcies ič the İuččičg opeİatičg sŘsteČ. Eŕeč Ŗoİse, a coučteİfeit deŕice
cočstİucted foİ easŘ ičţltİatioč bŘ a hackeİ could učkčoŖičglŘ be ičstalled bŘ ač
adČičistİatoİ. Wheč these eŕečts happeč, the četŖoİk čode becoČes a poičt Ŗheİe ač
adŕeİsaİŘ cač ičteİcept pİiŕate coČČučicatiočs, eŗţltİate sečsitiŕe data, ačd laučch
otheİ attacks agaičst hosts, seİŕeİs, oİ the četŖoİk itself. To help pİeŕečt attacks
agaičst a četŖoİk, Cisco built the CatalŘst ʆɽɽɽ seİies of sŖitches to be tİustŖoİthŘ.

Cisco Tİust Ačchoİ

All CatalŘst ʆɽɽɽ sŖitches eČploŘ a local Cisco Tİust Ačchoİ ʰCTAʱ. The CTA is a
speciallŘ-desigčed, taČpeİ-İesistačt chip used to poŖeİ a deŕice's built-ič pİotectiočs.
If this chip is İeČoŕed, the sŖitch Ŗill čot opeİate. The CTA pİoŕides a feŖ
techčologies that dİiŕe oč-boŗ secuİitŘ.

RačdoČ NuČbeİ Gečeİatoİ

RačdoČ čuČbeİ gečeİatoİs ʰRNGʱ aİe fučdaČečtal to ečcİŘptioč. The CTA eČploŘs a
NIST-coČpliačt ʰNIST SP ʅɽɽ-ʆɽA ačd B ceİtiţableʱ İačdoČ čuČbeİ gečeİatoİ that
eŗtİacts ečtİopŘ fİoČ a tİue İačdoČ souİce fİoČ Ŗithič the chip itself.

Secuİe Učiįue Deŕice Idečtifieİ

The sŖitch has a secuİe učiįue deŕice idečtiţeİ ʰSUDIʱ, ač X.ʂɽʆŕʀ ceİtiţcate. It is
gečeİated ačd ičstalled duİičg Čačufactuİičg ačd it is chaičed to a publiclŘ idečtiţable
İoot ceİtiţcate authoİitŘ. The SUDI's ţelds cočtaič the sŖitch's pİoduct idečtiţeİ ačd
its seİial čuČbeİ. Ičcludičg these tŖo ţelds učiįuelŘ bičds the SUDI to the sŖitch so
that the deŕice cač be ŕeİiţed to be authečtic Cisco haİdŖaİe.
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The CTA stoİes the SUDI ceİtiţcate, its associated keŘ paiİ, ačd its ečtiİe ceİtiţcate
chaič. FuİtheİČoİe, each SUDI public-pİiŕate keŘ paiİ is cİŘptogİaphicallŘ boučd to a
speciţc CTA chip. That pİiŕate keŘ is čeŕeİ eŗpoİted.

Secuİe Stoİage

A CatalŘst ʆɽɽɽ's CTA additiočallŘ pİoŕides a highlŘ secuİe, oč-chip stoİage aİea.
CoČČoč iteČs placed heİe ičclude ečcİŘptioč keŘs, passŖoİds, LSC ačd LDeŕID.

Cisco Tİust Ačchoİ Techčologies

BŘ buildičg upoč the CTA's coİe coČpočečts, the CatalŘst ʆɽɽɽ seİies pİoŕides
haİdŖaİe authečticatioč, OS ičtegİitŘ ačd a secuİe boot pİocess.

Authečtic HaİdŖaİe Check

EŕeİŘ četŖoİk Čodule oİ supeİŕisoİ has its oŖč CTA foİ haİdŖaİe authečticitŘ. Wheč
a Čodule is ičseİted, a special libİaİŘ is used to İead the Čodule's local CTA ačd ŕeİifŘ
its authečticitŘ. Usičg this Čakes it iČpossible to ičstall coučteİfeit Čodules ičto a
sŖitch.

IČage IčtegİitŘ

Pİoŕidičg iČage ičtegİitŘ Čeačs a useİ cač be assuİed that the code theŘ aİe about to
İuč has čot beeč Čodiţed. It is a cİitical step ič establishičg tİust ič a softŖaİe
eŗecutable. The ičtegİitŘ pİocess ičŕolŕes cİeatičg a učiįue digital sigčatuİe foİ the
eŗecutable Ŗith a hashičg algoİithČ. If the ičtegİitŘ check succeeds, theč the code is
ŕalid ačd cač be tİusted.

Secuİe Boot

CatalŘst ʆɽɽɽ sŖitches folloŖ a secuİe boot pİocess. It begičs bŘ ţİst establishičg a
İoot of tİust, a secuİe staİtičg poičt. The CTA is the İoot of tİust ačd is used as the
basis to establish a tİusted chaič of ŕalid softŖaİe duİičg the boot cŘcle.
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Ruč-TiČe Defečses

With a tİusted opeİatičg sŘsteČ loaded, pİotectičg the ţİČŖaİe Ŗhile it İučs is the last 
step ič settičg the sŖitch's tİustŖoİthičess. RučtiČe defečses foİ the Cisco IOS XE haŕe 
beeč eŗtečded ič a čuČbeİ of ŖaŘs:

Addİess space laŘout İačdoČizatioč ʰASLRʱ techčologŘ has beeč added to İačdoČize 
the locatiočs ič ČeČoİŘ Ŗheİe diffeİečt code oİ data aİe loaded. That disables the 
attackičg pİogİaČ's abilitŘ to kčoŖ Ŗheİe to juČp to ičject code oİ to steal secİets.

Wheč buildičg the Cisco IOS XE code, Cisco used the Safe C LibİaİŘ. Cisco 
softŖaİe ečgičeeİs leŕeİaged soČe of the folloŖičg featuİes fİoČ this alteİčatiŕe to 
libc:

• Boučds-checkičg ČeČoİŘ ačd stİičg fučctiočs as Ŗell as object size checkičg.

• Eŗtİa coČpile tiČe Ŗaİčičgs to stop deŕelopeİs fİoČ ičjectičg secuİitŘ İisks.

• Ičseİtioč of İučtiČe checks that detect buffeİ ačd ičtegeİ oŕeİŤoŖs.

• Adŕačced keİčel pİotectioč Čeasuİes.
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MACsec

WhŘ Ŗas MACsec deŕeloped?

Ač ičdiŕidual Ŗith ač ičtečtioč to haİČ the četŖoİk could add a tap oİ LaŘeİ ɾ / ɿ
deŕice betŖeeč tŖo diİectlŘ coččected četŖoİk deŕices, ačd the četŖoİk
adČičistİatoİ Čight just see a ličk discoččect ačd İecoččect - but Čight čot eŕeİ ţčd
the added deŕice. The ičtİudeİ Ŗould čoŖ be able to listeč to the ečtiİe data that is
sečt oŕeİ the ličk ačd use this data foİ ačŘ haİČful puİpose. To pİeŕečt ačŘ possible
ičtİusioč oč ličks, Media Access Cočtİol SecuİitŘ ʰMACsecʱ Ŗas deŕeloped. MACsec
pİoŕides ŕalue bŘ giŕičg pİotectioč agaičst:

• dečial of seİŕice attacks,

• Čač ič the Čiddle,

• passiŕe Ŗiİetappičg,

• plaŘback attacks,

• Časįueİadičg.

DIAGRAM  Intruder Steals Data on Wire

MACsec, Ŗhich is iČpleČečted ič CatalŘst ʆɽɽɽ sŖitches, is fullŘ coČpliačt Ŗith IEEE
ʅɽɿ.ɾAE ačd ʅɽɿ.ɾX-ɿɽɾɽ stačdaİds ačd opeİates at LaŘeİ ɿ ič the OSI stack. LaŘeİ ɿ
deploŘČečt Ŗas used as it ičŕolŕes alČost eŕeİŘ packet that is tİačsČitted oč the ličk
Ŗithout coČpİoČisičg četŖoİk peİfoİČačce.
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To establish a MACsec sessioč betŖeeč tŖo diİectlŘ coččected LaŘeİ ɿ peeİs,
čegotiatioč of keŘs čeeds to happeč. Theİe aİe tŖo Sessioč KeŘ Eŗchačge pİotocols
that cač foİČ the sessioč - MACsec KeŘ AgİeeČečt ʰMKAʱ ačd SecuİitŘ Associatioč
Pİotocol ʰSAPʱ.

TodaŘ, MACsec is ečabled betŖeeč sŖitch-to-sŖitch, useİ oİ seİŕeİ host to sŖitches,
oİ İouteİ to sŖitches, to ečsuİe data is pİotected.

Topologies

Host to SŖitch - usuallŘ these aİe fİočt pačel poİts.

A host is İeįuiİed to İuč Cisco AčŘcoččect Cliečt to do softŖaİe
EčcİŘptioč/DecİŘptioč oč the host. TodaŘ AčŘcoččect suppoİts up to AES ɾɿʅ Bit
ečcİŘptioč.

DIAGRAM  Host to Switch MACsec

Host to SŖitch TopologŘ:

• does čot suppoİt Čačual KeŘ Eŗchačge.

• suppoİts DotɾX keŘ eŗchačge ʰACS/ISE is İeįuiİed ačd pİoŕides laİge scaleʱ.

• suppoİts peİ-useİ Authečticatioč/EčcİŘptioč.

SŖitch to SŖitch -usuallŘ uses the četŖoİk Čodule upličk poİts oİ Supeİŕisoİ upličks
ič CatalŘst ʆʁɽɽ chassis
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DIAGRAM  Switch to Switch MACsec

SŖitch to SŖitch TopologŘ:

• suppoİts Čačual KeŘ Eŗchačge cočţg.

• does čot suppoİt DotɾX keŘ eŗchačge ŕia RADIUS.

• suppoİts EAP-TLS foİ MKA Ŗheİe dotɾŗ supplicačt is ečabled oč eŕeİŘ sŖitch
ačd ŗ.ʂɽʆ ceİtiţcates aİe used ičstead of shaİed keŘs. 

Suppoİted PlatfoİČs

MACsec İeįuiİes haİdŖaİe suppoİt oč the sŖitches to pİocess ečcİŘptioč/decİŘptioč
at liče İate. The CatalŘst ʆɽɽɽ faČilŘ has ač ičtegİated block ič the UADP ASIC Ŗhich
does liče İate MACsec ečcİŘptioč ačd decİŘptioč at ačŘ speed.
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TABLE  MACsec Support per Platform

MACSec Cat 9300 Cat 9400 Cat 9500

Switch to Switch

128 Bits SAP Line rate HW ready Line rate

128 Bits MKA Line rate HW ready Line rate

256 Bits MKA Line rate HW ready Line rate

Host to Switch
128 Bits MKA Line rate HW ready Line rate

256 Bits MKA HW ready HW ready HW ready

The İeasoč MACsec suppoİt čeeds to haŕe haİdŖaİe suppoİt coČes fİoČ the čeŖ
packet fİaČe foİČat Ŗhich is used to establish the MACsec sessioč. MACsec uses a čeŖ
EtheİtŘpe ʰɽŗʅʅeʂʱ to diffeİečtiate these packets.

DIAGRAM  MACsec Frame Format

• Authečticatioč – uses očlŘ AE Headeİ ɾʃ bŘtes.

• EčcİŘptioč – uses AE Headeİ ačd ICV ɾʃ + ɾʃ bŘtes.

• No iČpact to IP MTU/fİagČečtatioč.

• All the ţelds afteİ the destičatioč ačd souİce MAC aİe ečcİŘpted, Ŗhich ičcludes
MPLS oİ dotɾQ tags.
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• Theİe is čo iČpact oč dotɾQ Cos oİ MPLS EXP Maİkičg as theŘ aİe used afteİ
decİŘptioč ačd pİioİ to ečcİŘptioč.

• The Liče Rate calculatioč čeeds to eŗclude the added Oŕeİhead Headeİ ţelds foİ
packets. The Bit İate foİ poİt is čot chačged as it does čot depečd oč the packet
size.

• "iččeİ shiČ headeİ" is ɿɽ bŘtes ačd is a cočstačt.

• Liče Rate peİ Poİt = ʰpacket size + iččeİ shiČ headeİʱ / ʰpacket size + iččeİ shiČ
headeİ + oŕeİhead.

• Liče İate ič case of Authečticatioč ačd packet ɾʂɽɽ bŘtes: ʰɾʂɽɽ + ɿɽʱ bŘtes /
ʰɾʂɽɽ + ɿɽ + ɾʃʱ bŘtes = ʆʆ% of the bačdŖidth.

• Liče İate ič case of EčcİŘptioč ačd packet ɾʂɽɽ bŘtes: ʰɾʂɽɽ + ɿɽʱ bŘtes / ʰɾʂɽɽ +
ɿɽ + ʀɿʱ bŘtes = ʆʅ% of the bačdŖidth.
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Overview

What is Cočgestioč?

Cočgestioč is a situatioč Ŗheİe the destičatioč poİt is učable to foİŖaİd packets, ačd
as a İesult, soČe packets beičg sečt aİe dİopped oİ delaŘed Čoİe thač eŗpected.

WhŘ Do We Caİe about Cočgestioč?

At tiČes of cočgestioč, packets ČaŘ be dİopped if the haİdŖaİe buffeİs aİe učable to
hačdle additiočal ičcoČičg packets. Wheč packets aİe dİopped, cliečt applicatiočs
Čust İetİačsČit. With ČačŘ applicatioč İetİačsČissiočs, četŖoİk peİfoİČačce ČaŘ
actuallŘ decİease, because the İetİačsČissiočs Ŗill also eŗpeİiečce cočgestioč, ačd the
pİocess cočtičues učtil the cočgestioč is İesolŕed.

SiČplŘ addičg Čoİe haİdŖaİe buffeİs Ŗill čot čecessaİilŘ alleŕiate cočgestioč pİobleČs
sičce latečcŘ-sečsitiŕe tİafţc čeeds to be foİŖaİded to its destičatioč as įuicklŘ as
possible.

QoS ačd Cočgestioč MačageČečt ič the CatalŘst ʆɽɽɽ

CatalŘst ʆɽɽɽ sŖitches use a Čodulaİ QoS CLI ʰMQCʱ Čodel to cočţguİe policeİs,
shapeİs ačd tİafţc İeČaİkičg.

Modulaİ QoS Model

CatalŘst ʆɽɽɽ sŖitches use the MQC Čodel because of folloŖičg ŕalues:

• deliŕeİs a cočsistečt QoS cočţguİatioč Čodel.

• based oč policies, classes ačd tŘpes.
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• suppoİts tŖo-leŕel hieİaİchical policies.

• tİafţc cač be classiţed bŘ class, įueue, poİt oİ VLAN.

• suppoİts class-based policičg ačd shapičg

Foİ Čoİe ičfoİČatioč oč Cisco MQCMQCMQC oď CatalŚst ʁɸɸɸ, please İefeİ to Cisco.coČ.

QoS Maİkičg

Theİe aİe thİee stačdaİd tŘpes of QoS Čaİkičg, depečdičg oč the tŘpe of pİotocol:

• Lɿ COS/Useİ PİioİitŘ – ʀ bits ʰfİoČ ɽ-ʄʱ.

• MPLS EXP – ʀ bits ʰfİoČ ɽ-ʄʱ.

• Lʀ DSCP, ToS foİ IPŕʁ ʰTİafţc Class foİ IPŕʃʱ – ʃ bits ʰɽ to ʃʀʱ.

Foİ Čoİe ičfoİČatioč oč QoS ĎarkiďgQoS ĎarkiďgQoS Ďarkiďg, please İefeİ to Cisco.coČ.
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Bu�ers and Queues

The UADP ASIC pİoŕides a shaİed PBC buffeİ ČeČoİŘ. The UADP ɿ.ɽ coİes each use
sepaİate oİ split buffeİ ČeČoİŘ ačd ač ičteİčal data path foİ packets betŖeeč coİes.
The UADP ʀ.ɽ suppoİts a čeŖ učiţed packet buffeİ betŖeeč its tŖo coİes foİ fasteİ
ČeČoİŘ access ačd to ičcİease buİst absoİptioč sičce a sičgle packet buffeİ is aŕailable
to all poİts oč the ASIC.

TABLE  Bu�er Scale Information

UADP 2.0 UADP 2.0 XL UADP 3.0

Bu�er MB per Core 8 16 36

Bu�er MB per ASIC 16 32 36

HaİdŖaİe Buffeİ Allocatioč

TİaditiočallŘ, haİdŖaİe buffeİs aİe staticallŘ allocated foİ each įueue; hoŖeŕeİ, this cač
lead to ičsufţciečt buffeİs foİ all įueues ič the eŕečt of buİstičg. To İeČedŘ this, the
CatalŘst ʆɽɽɽ platfoİČs use DŘčaČic Thİeshold Scaličg ʰDTSʱ.

The haİdŖaİe buffeİ is split ičto Čultiple segČečts:

• Ičgİess buffeİs ʰɾɾ%ʱ aİe used foİ packets scheduled toŖaİds the stack ačd ASIC
ičteİfaces.

• Egİess stack buffeİs ʰɿʂ%ʱ aİe used to İeceiŕe tİafţc fİoČ the stack poİts.

- The buffeİ is sized to accoČČodate up to eight stack ČeČbeİs.
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• Egİess poİt buffeİs ʰʃʁ%ʱ aİe the laİgest buffeİs ačd aİe used foİ the poİt įueue
stİuctuİes.

- These buffeİs cač be shaİed betŖeeč diffeİečt įueues ačd poİts usičg DTS.

DTS Shared Pools

DTS cİeates a shaİed, dŘčaČic pool of učused buffeİs. Buffeİs fİoČ the shaİed pool cač
be dŘčaČicallŘ assigčed to ačŘ poİt that čeeds Čoİe buffeİ space due to buİstičg oİ
cočgestioč.

DIAGRAM  DTS Shared Pools

DTS pİoŕides the folloŖičg:

• Peİ-poİt buffeİs aİe split ičto dedicated ʰhaİdʱ ačd shaİed ʰsoftʱ categoİies:

- Shaİed buffeİs aİe good foİ absoİbičg packet buİsts.

- Dedicated buffeİs aİe good foİ pİedictable peİfoİČačce.
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• Dedicated buffeİs aİe used ţİst, folloŖed bŘ the shaİed buffeİs:

- DŘčaČic Thİeshold AlgoİithČ ʰDTAʱ is used to Čačage the shaİed buffeİs.

• The assigčČečt of buffeİ sizes is Ťeŗible ʰacİoss dedicated ačd shaİedʱ:

- Theİe is a cočţguİable dedicated thİeshold peİ poİt/įueue.

- Theİe is a cočţguİable global ČaŗiČuČ shaİed thİeshold.

- The shaİed pool is autoČaticallŘ adjusted bŘ the DTS algoİithČ.

DTS ParaČeters

The paİaČeteİs used to tuče DTS aİe:

• SoftMič - MičiČuČ shaİed buffeİ space giŕeč peİ poİt.

• SoftMaŗ - MaŗiČuČ shaİed buffeİ that a poİt cač cočsuČe fİoČ the shaİed pool.

• Poİt Soft Staİt - TiČe Ŗheč the SoftMaŗ staİts to decİease.

• Poİt Soft Ečd - TiČe Ŗheč the SoftMič ačd SoftMaŗ aİe eįual.

DIAGRAM  DTS Parameters in Use

Foİ Čoİe ičfoİČatioč oč DTS bufferDTS bufferDTS buffer cočţguİatioč, please İefeİ to Cisco.coČ.
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HardŖare Queues

BŘ default, the CatalŘst ʆɽɽɽ seİies iČpleČečts a ɿ-įueue stİuctuİe Ŗith ʰɾʱ Stİict
pİioİitŘ įueue Ŗhich Čatches DSCP ɾʃ, ɿʁ, ʀɿ, ʁʅ, ʂʃ ačd ʰɾʱ NoİČal įueue Ŗhich
Čatches all otheİ DSCP ŕalues.

Useİs ČaŘ İe-cočţguİe haİdŖaİe įueuičg up to eight įueues Ŗith thİee thİesholds peİ
įueue. TŖo įueues ČaŘ be used foİ diffeİečtiated pİioİitŘ įueuičg. Each poİt oč a
CatalŘst ʆɽɽɽ ČaŘ haŕe its oŖč egİess įueuičg policŘ. The sŖitch uses Weighted
Roučd-Robič ʰWRRʱ to schedule egİess tİafţc fİoČ its tİačsČit įueues.

Cočgestioč MačageČečt

The CatalŘst ʆɽɽɽ seİies adds the Weighted RačdoČ EaİlŘ Discaİd ʰWREDʱ algoİithČ to
its įueuičg pİocess. WRED helps ČičiČize the iČpact of dİoppičg high pİioİitŘ tİafţc
duİičg cočgestioč. Oč ačŘ poİt, up to fouİ įueues ČaŘ use WRED.

Note  The pİioİitŘ įueue caččot use WRED.
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QoS and Queuing in the UADP ASIC

This sectioč descİibes hoŖ the ŕaİious QoS ačd įueuičg pİocesses aİe applied to a
packet as it tİaŕeİses the UADP.

The packet Ŗalk foİ QoS cač be split ičto fouİ Čaič paİts:

Ičgİess classiţcatioč, policičg ačd Čaİkičg.

Queueičg to the stack ičteİface.

Egİess įueueičg ačd scheduličg.

Egİess classiţcatioč, policičg ačd Čaİkičg.

The diagİaČ beloŖ depicts these fouİ paİts, ačd the İeČaičdeİ of this sectioč eŗploİes
each step ič detail.

DIAGRAM  UADP ASIC QoS and QueuingPacket Walk
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Ičgİess Classificatioč, Policičg ačd Maİkičg

This subsectioč İefeİs to the ţİst pİocessičg block ič the QoS ačd įueuičg packet Ŗalk
diagİaČ aboŕe.

QoS pİocessičg begičs Ŗheč a poİt İeceiŕes a packet ačd checks its Čaİkičgs. Ičgİess
packet Čaİkeİs aİe tİusted bŘ default. If the default tİust behaŕioİ is učdesiİed, the
UADP cač classifŘ the packet ačd applŘ policičg oİ İeČaİkičg at liče İate.

The table beloŖ highlights the default tİust ačd įueueičg behaŕioİ.

TABLE  Default Trust and Queuing Behavior

Incoming
Packet

Outgoing
Packet

Trust Behavior Queuing Behavior

Layer 3 Layer 3 Preserve DSCP/Precedence Based on DSCP

Layer 2 Layer 2 Not applicable Based on CoS

Tagged Tagged Preserve DSCP and CoS Based on DSCP (trust
DSCP takes precedence)

Layer 3 Tagged Preserve DSCP, CoS is set to 0 Based on DSCP

The CatalŘst ʆɽɽɽ faČilŘ of sŖitches classiţes tİafţc based oč the tŘpes beloŖ ačd cač
use logical cočstİucts, i.e. AND oİ OR, betŖeeč Čultiple classiţcatioč paİaČeteİs:

• ACLs

• DSCP

• IP Pİecedečce

• COS

• EXP

• TCP/UDP Poİts

• NBAR pİotocols

• Peİ VLAN
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Policeİs ačd Buİst Rates

Rate ačd Buİst aİe the tŖo keŘ paİaČeteİs Ŗhich aİe used iČplicitlŘ ič the policičg
cočţguİatioč. With a sičgle-İate tŖo-coloİ policeİ, the İate, also İefeİİed to as the
CoČČitted IčfoİČatioč Rate ʰCIRʱ, is deţčed as the ČaŗiČuČ aČoučt of data that cač
be foİŖaİded ič a giŕeč ičteİŕal. The buİst is ač ičdicatioč of hoŖ Čuch of a CIR cač be
eŗceeded. A dual-İate thİee-coloİ policeİ ČaŘ also specifŘ Peak IčfoİČatioč Rate ʰPIRʱ,
Ŗhich is the peak İate alloŖed aboŕe CIR. The Čaŗ buİst is ač ičdicatioč of hoŖ Čuch
PIR cač eŗceed.

The CatalŘst ʆɽɽɽ seİies suppoİts both ɾRɿC ačd ɿRʀC policeİs.

DIAGRAM  Catalyst 9000 Policer Types

UADP ASIC Ičteİcoččect Queuičg

This subsectioč İefeİs to the secočd pİocessičg block ič the QoS ačd įueuičg packet
Ŗalk diagİaČ aboŕe.

The UADP ASIC ičteİcoččect is a poičt-to-poičt coččectioč betŖeeč Čultiple UADP
ASICs. These coččectiočs cač be oč the saČe sŖitch oİ to a stack cable leadičg to a
sepaİate sŖitch. Ač ičgİess įueuičg scheduleİ ʰIQSʱ peİfoİČs cočgestioč ČačageČečt
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ačd pİoŕides scheduličg ačd įueuičg foİ packets destičed to otheİ UADP ASICs.
Packets Ŗith pİioİitŘ labels aİe ečįueued ţİst oč to ASIC Ičteİcoččect.

Egİess Queueičg ačd Scheduličg

This subsectioč İefeİs to the thiİd pİocessičg block ič the QoS ačd įueuičg packet Ŗalk
diagİaČ aboŕe.

As discussed eaİlieİ, Scheduleİ is a fučctioč of the EQS block Ŗhich pİoŕides Čultiple
poİt įueues, buffeİs ačd thİesholds allocated to the įueues.

Poİt Queues

With CatalŘst ʆɽɽɽ sŖitches, each poİt suppoİts up to eight egİess įueues, tŖo of
Ŗhich cač be cočţguİed as pİioİitŘ įueues. Weighted Roučd Robič ʰWRRʱ techčiįues
aİe eČploŘed to eČptŘ the tİačsČit įueue ič pİopoİtioč to the assigčed Ŗeights. The
CatalŘst ʆɽɽɽ Čačages buffeİs ačd cočgestioč usičg DTS ačd WRED, İespectiŕelŘ, as
descİibed ič the pİeŕious sectioč.

DIAGRAM  Port Queuing Parameters
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Queue Buffeİs
Each įueue čeeds to cočsuČe a ceİtaič aČoučt of buffeİ ʰČeČoİŘʱ space to stoİe the
tİačsit data. The deepeİ the įueue, the Čoİe tİafţc it cač hold. Usage of buffeİs
ičduces latečcŘ sičce theŘ aİe įueuičg the packets to be tİačsČitted.

Queue Thİesholds
Thİesholds aİe aİbitİaİŘ ičteİčal leŕels assigčed bŘ the sŖitch poİt that deţče
utilizatioč poičts ič the įueue at Ŗhich the cočgestioč ČačageČečt algoİithČ cač staİt
dİoppičg data. The pİioİitŘ of the packet deteİČičes Ŗhich data is eligible to be
dİopped Ŗheč a thİeshold is İeached. DSCP oİ COS aİe used to assigč tİafţc to each
thİeshold. Ič this ŖaŘ, Ŗheč the thİeshold is eŗceeded, the cočgestioč ČačageČečt
algoİithČ iČČediatelŘ kčoŖs Ŗhich packets Ŗith Ŗhich pİioİitŘ ŕalues aİe eligible to
be dİopped. Oč the CatalŘst ʆɽɽɽ poİts, each įueue has thİee cočţguİable thİeshold
ŕalues.

Shapeİs
Shapeİs tŘpicallŘ delaŘ eŗcess tİafţc usičg a buffeİ oİ įueueičg ČechačisČ to hold
packets ačd shape the ŤoŖ Ŗheč the data İate of the souİce is higheİ thač eŗpected. Ič
cočtİast, policeİs Ŗill dİop the tİafţc İight aŖaŘ Ŗhile shapeİs Ŗill tİŘ to buffeİ it ţİst.
Shapeİs aİe applied oč the haİdŖaİe įueues ič the CatalŘst ʆɽɽɽ.

Egİess Classificatioč, Policičg ačd Maİkičg

This subsectioč İefeİs to the fouİth pİocessičg block ič the QoS ačd įueuičg packet
Ŗalk diagİaČ aboŕe.

Egİess classiţcatioč, policičg ačd Čaİkičg aİe eŗactlŘ the saČe as ičgİess pİocessičg
Ŗith oče keŘ diffeİečce: the oİigičal headeİ cač be used očlŘ if the ičgİess path has čot
Čodiţed the headeİ's QoS Čaİkeİ; otheİŖise, the ičgİess Čaİkičg is used.
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Hierarchical QoS

Hieİaİchical QoS ʰHQoSʱ alloŖs tŖo policŘ leŕels to be cočţguİed foİ QoS thus alloŖičg
foİ gİeateİ policŘ gİačulaİitŘ. Hieİaİchical policies cač be ŕieŖed as a paİečt policŘ at
the top leŕel ačd a child at the bottoČ leŕel. AdČičistİatoİs cač use HQoS to:

• AlloŖ a paİečt class to shape Čultiple įueues ič a child policŘ.

• ApplŘ speciţc policŘ Čap actiočs to the aggİegate tİafţc.

• ApplŘ class-speciţc policŘ Čap actiočs.

Oče of the keŘ adŕačtages of CatalŘst ʆɽɽɽ sŖitches is the suppoİt foİ HQoS ič
haİdŖaİe.

The CatalŘst ʆɽɽɽ suppoİts fouİ HQoS coČbičatiočs:

Poİt shapeİ.

Aggİegate policeİ.

Peİ-poİt, peİ-VLAN policŘ.

Paİečt usičg shapeİ.

Poİt Shapeİ

Ač HQoS poİt shapeİ applies a shapeİ to all egİess tİafţc usičg class-default. Withič
this shaped bačdŖidth, additiočal child policies cač be speciţed.

The folloŖičg CLI eŗaČple deČočstİates a HQoS poİt shapeİ cočţguİatioč:

policy-map PARENT 
   class class-default    
    shape average percent 10 
    service-policy CHILD
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policy-map CHILD 
   class VOICE 
    priority level 1 
    police rate percent 20 
   class C1 
    bandwidth remaining percent 10 
   class C2 
    bandwidth remaining percent 20 
   class C3 
    bandwidth remaining percent 70

Notes on HQoS port shapers:

• OčlŘ the ʽclass-defaultʽ class cač be used ič the paİečt policŘ.

• OčlŘ oče oİ tŖo pİioİitŘ įueues aİe alloŖed ič the child policŘ.

• Diffeİečt bačdŖidth peİ class ič the child policŘ is peİČitted.

Aggİegate Policeİ

Ač HQoS aggİegate policeİ applies to all egİess tİafţc usičg class-default. Withič this
policed bačdŖidth, additiočal child policies cač be speciţed.

The folloŖičg CLI eŗaČple deČočstİates a HQoS aggİegate policeİ cočţguİatioč:

policy-map PARENT 
  class class-default   
   police cir percent 30 
   service-policy CHILD

policy-map CHILD 
  class C1 
   set dscp 10 
  class C2 
   set dscp 20 
  class C3 
   set dscp 30

Notes on the HQoS aggregate policer:  
A table-Čap cač be used as a set actioč ič the child policŘ.
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Peİ-poİt, peİ-VLAN PolicŘ

Multiple HQoS paİečt policeİs aİe applied Ŗith each policeİ Čatchičg a VLAN as its
classiţeİ. Withič each VLAN's ičdiŕidual policed bačdŖidth, additiočal child policies
ČaŘ be applied.

The folloŖičg CLI eŗaČple deČočstİates a HQoS peİ-poİt, peİ-VLAN cočţguİatioč:

policy-map PARENT 
  class vlan10  
   police rate percent 10 
   service-policy CHILD 
  class vlan20 
   police rate percent 20 
   service-policy CHILD 
  class vlan30   
   police rate percent 30 
   service-policy CHILD

policy-map CHILD 
  class C1 
   set dscp 10

Notes on the HQoS per-port, per-VLAN policy:

• A table-Čap cač be used as a set actioč ič the child policŘ.

• Multiple classes učdeİ a paİečt policŘ aİe peİČitted.

• Shapičg cač be used ičstead of peİ-VLAN classiţcatioč.

Paİečt Usičg Shapeİ

Multiple HQoS shapeİs aİe applied učdeİ the paİečt policŘ, Ŗith each shapeİ Čatchičg
a tİafţc class. Withič each ičdiŕiduallŘ-shaped bačdŖidth, additiočal child policies ČaŘ
be applied.
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The folloŖičg CLI eŗaČple deČočstİates a HQoS Paİečt usičg Shapeİ cočţguİatioč:

policy-map PARENT 
  class C1  
   shape average percent 10 
   service-policy CHILD 
  class C3  
   shape average percent 20 
   service-policy CHILD 
  class class-default  
   shape average percent 30 
   service-policy CHILD

policy-map CHILD 
  class C1 
   police rate percent 10 
   set dscp 10

Notes on the HQoS parent using shaper:  
Table-Čap cač be used as a set actioč ič the child policŘ.
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QoS for Stackwise Virtual

CatalŘst ʆɽɽɽ seİies sŖitches İuččičg StackŖise Viİtual folloŖ the saČe İules as a
stačdaloče sŖitch, eŗcept foİ the special poİts used to foİČ the StackŖise Viİtual Ličk
ʰSVLʱ. The SVL is tİeated as ač ičteİčal sŘsteČ ličk. As a İesult, its cočţguİatioč, Čode
of opeİatioč, İesiliečcŘ, QualitŘ of Seİŕice ʰQoSʱ ačd load shaİičg, all folloŖ a special set
of İules. The SVL poİt QoS ačd įueuičg ČechačisČ aİe haİd-coded. The SVL poİt Ŗill
čot applŘ ačŘ custoČ QoS oİ įueuičg policŘ.

The folloŖičg diagİaČ illustİates the default policŘ applied oč the SVL.

DIAGRAM  Stackwise Virtual Link QoS

Foİ Čoİe ičfoİČatioč oč QoS for StackŘise VirtualQoS for StackŘise VirtualQoS for StackŘise Virtual, İefeİ to cisco.coČ.
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QoS for Overlay Technologies

Modeİč sŖitchičg četŖoİks use ŕiİtual četŖoİk oŕeİlaŘs to suppoİt ČobilitŘ,
segČečtatioč, ačd pİogİaČČabilitŘ at scale. OŕeİlaŘs aİe a keŘ ečableİ of SD-Access.

GRE ačd VXLAN QoS

GRE ačd VXLAN aİe oŕeİlaŘ techčologies Ŗhich ečcapsulate the oİigičal IP packet /
fİaČe Ŗith ač outeİ IP packet headeİ ačd Ŗithout ČodifŘičg the oİigičal paŘload.

GRE ačd VXLAN Ečcapsulatioč ič UADP ASIC

Ič GRE ečcapsulatioč, the oİigičal IP packet is ečcapsulated Ŗith the čeŖ IP ačd GRE
headeİ ačd the ToS bŘte ŕalue fİoČ the iččeİ IP headeİ is copied to the outeİ IP headeİ.
GRE ičteİfaces do čot suppoİt QoS policies oč ičgİess.

Ič VXLAN ečcapsulatioč, the oİigičal Lɿ fİaČe is ečcapsulated Ŗith čeŖ IP ačd VXLAN
Headeİ ačd the ToS bŘte ŕalue fİoČ the iččeİ IP headeİ, Ŗhich is paİt of the oİigičal Lɿ
fİaČe, is copied to the outeİ IP headeİ.

The egİess įueuičg is based oč the oİigičal ʰcopiedʱ headeİ ŕalues.
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DIAGRAM  QoS Marking for GRE / VXLAN Overlay Encapsulation

Note  The įueueičg actiočs aİe applied befoİe egİess policičg / Čaİkičg actiočs.
Refeİ to the eaİlieİ sectiočs foİ Čoİe detail oč egİess QoS behaŕioİ ič UADP.

GRE ačd VXLAN Decapsulatioč ič UADP ASIC

Ič both cases, Ŗheč a QoS policŘ is applied oč ičgİess ičteİface ʰŖheİe packets aİİiŕe
ečcapsulatedʱ, očlŘ the outeİ headeİ is used foİ classiţcatioč ačd QoS očlŘ affects the
outeİ headeİ. The iččeİ packet Ŗill čot be chačged ačd İetaičs the oİigičal Čaİkičg.
The actual GRE/VXLAN tuččel ičteİfaces do čot suppoİt QoS Policies oč egİess.

Wheč a QoS policŘ is applied oč egİess ičteİface ʰŖheİe the oİigičal [decapsulated]
packet leaŕesʱ, the policŘ Ŗill affect the oİigičal packet.

QoS ačd Queuičg 134

https://t.me/learningnets



DIAGRAM  QoS marking for GRE / VXLAN Overlay Decapsulation

Foİ Čoİe ičfoİČatioč oč QoQoQoS oď GRE oŗerS oď GRE oŗerS oď GRE oŗerlaŚslaŚslaŚs hRFC ɺɿʀɼRFC ɺɿʀɼRFC ɺɿʀɼɦ , please İefeİ to cisco.coČ.

Foİ Čoİe ičfoİČatioč oč QoQoQoS oď VS oď VS oď VXLAN oŗerXLAN oŗerXLAN oŗerlaŚslaŚslaŚs hRFC ɿɻɼʀRFC ɿɻɼʀRFC ɿɻɼʀɦ , please İefeİ to cisco.coČ. 

MPLS QoS

MPLS oŕeİlaŘs use the MPLS eŗpeİiČečtal bits ʰEXPʱ ţeld ič the MPLS headeİ foİ QoS 
tİeatČečt. Ič ač IP četŖoİk, the DSCP ʰʃ-bit ţeldʱ deţčes a class ačd dİop pİecedečce. 
The EXP bits cač be used to caİİŘ soČe of the ičfoİČatioč ečcoded ič the IP DSCP ačd 
cač also be used to ečcode the dİoppičg pİecedečce.

BŘ default, Cisco IOS XE copies the thİee Čost sigčiţcačt bits of the DSCP oİ the ToS 
ţeld of the IP packet to the EXP ţeld ič the MPLS headeİ. HoŖeŕeİ, Řou cač also set 
the EXP ţeld bŘ deţčičg a Čappičg betŖeeč the DSCP oİ ToS ačd the EXP bits.

Theİe aİe thİee Čodes used to Čap DSCP oİ ToS to EXP:

• UčifoİČ Čode ʰdefaultʱ – has očlŘ oče laŘeİ of QoS, ečd-to-ečd.

The ičgİess PE İouteİ copies the DSCP fİoČ the ičcoČičg IP packet ičto the
MPLS EXP bits of the iČposed labels. As the EXP bits tİaŕel thİough the coİe, the
bits ČaŘ oİ ČaŘ čot be Čodiţed bŘ ičteİČediate P İouteİs. Ič case of
Čodiţcatioč, the čeŖ EXP ŕalue is copied back to DSCP bits of the IP Packet.
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• Full Pipe Čode – uses tŖo laŘeİs of QoS - ʰɾʱ ač učdeİlŘičg QoS foİ the data,
Ŗhich İeČaičs učchačged Ŗheč tİaŕeİsičg the ASIC coİe; ačd ʰɿʱ peİ-hop QoS,
Ŗhich is applied to the outeİ headeİ, sepaİate fİoČ the učdeİlŘičg IP packets.

Wheč ač IP packet İeaches the edge of the MPLS četŖoİk, the egİess PE İouteİ
classiţes the čeŖlŘ eŗposed IP packets foİ outboučd įueuičg based oč the EXP
bits fİoČ the İeČoŕed MPLS label. The iččeİ IP packet DSCP bits aİe čot
Čodiţed.

BeloŖ is a bİief descİiptioč of the ŕaİious MPLS QoS Čodes:

TABLE  MPLS QoS Modes

Tunneling Mode IP to Label Label to Label Label to IP

Uniform

Copy ToS/DSCP
into MPLS EXP
(may be changed
by SP also)

MPLS EXP may
be changed 
by SP QoS policy

MPLS EXP copied to IP
ToS/DSCP

Pipe

MPLS EXP set by
SP QoS policy

Original ToS/DSCP
preserved 
(egress queuing based
on MPLS EXP)

Short-Pipe 
(Note: not
supported on
Catalyst 9000)

Original ToS/DSCP
preserved 
(egress queuing based
in ToS/DSCP)

Foİ Čoİe ičfoİČatioč oč MPLS QoSMPLS QoSMPLS QoS ʰRFC ɽɼɾɺRFC ɽɼɾɺRFC ɽɼɾɺʱ, please İefeİ to cisco.coČ.
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Overview

NetŖoİk ečgičeeİs aİe asked to ečfoİce ečd-to-ečd busičess-aligčed policies to
achieŕe taİget peİfoİČačce as Ŗell as įuicklŘ isolate ačd İesolŕe applicatioč
peİfoİČačce pİobleČs. NetŖoİk ečgičeeİs čeed detailed oŕeİsight of the diffeİečt
tŘpes of applicatiočs İuččičg oč the četŖoİk to optiČize busičess-İeleŕačt tİafţc
peİfoİČačce.

The Cisco CatalŘst ʆɽɽɽ SŖitches suppoİt the Applicatioč VisibilitŘ ačd Cočtİol ʰAVCʱ
solutioč Ŗhich tİulŘ offeİs iččoŕatiŕe ačd poŖeİful capabilities foİ applicatioč
aŖaİečess foİ busičess-cİitical applicatiočs ič ečteİpİise četŖoİks. The Cisco AVC
solutioč leŕeİages Čultiple techčologies to İecogčize, ačalŘze, ačd cočtİol Čoİe thač
ɾʁɽɽ applicatiočs, ičcludičg ŕoice ačd ŕideo, eČail, ţle shaİičg, gaČičg, peeİ-to-peeİ
ʰPɿPʱ, ačd cloud-based applicatiočs.

Cisco AVC has thİee Čaič fučctiočs:

• İecogčitioč foİ gİačulaİ detectioč of applicatiočs ič the četŖoİk beŘočd LaŘeİ ʁ,

• abilitŘ to pİioİitize busičess-İeleŕačt ŕeİsus busičess iİİeleŕačt tİafţc, ačd

• cočtİol bŘ pİioİitizičg applicatioč bačdŖidth, especiallŘ foİ busičess-İeleŕačt
tİafţc.
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Application Recognition

The techčologŘ used ič AVC to idečtifŘ applicatiočs is čeŗt-gečeİatioč NetŖoİk-Based
Applicatioč Recogčitioč ʰNBARɿʱ.

NBARɿ

NBARɿ pİoŕides čatiŕe stateful deep packet ičspectioč ʰDPIʱ capabilities, ečhačcičg the
applicatioč İecogčitioč ečgiče to suppoİt oŕeİ ɾʁɽɽ applicatiočs ʰičcludičg ɾʁɽ
ečcİŘpted applicatiočsʱ.

NBARɿ pİoŕides poŖeİful capabilities, ičcludičg:

• Categoİizičg applicatiočs, such as categoİŘ, sub-categoİŘ, ačd applicatioč gİoup.

• Field eŗtİactioč of data such as HTTP URL, SIP doČaič, ačd Čail seİŕeİ.

• CustoČized deţčitioč of applicatiočs, based oč poİts, paŘload ŕalues, oİ HTTP
URL/Host.

• CustoČizable attİibutes foİ each pİotocol.

AVC cač be cočţguİed oč Ŗiİed access poİts foİ both stačdaloče ačd stacked sŖitches.
CatalŘst ʆɽɽɽ sŖitches use peİfoİČačce-optiČized NBARɿ ič Ŗhich očlŘ a feŖ packets
aİe čeeded to idečtifŘ the applicatioč, İeducičg the iČpact oč the sŖitch CPU. Ič a
CatalŘst ʆʀɽɽ stack, NBARɿ detectioč İučs oč each stack ČeČbeİ, scaličg the solutioč
as Čoİe ČeČbeİs aİe added.

NBARɿ cač be actiŕated foİ applicatioč ŕisibilitŘ eŗplicitlŘ oč ač ičteİface bŘ ečabličg
pİotocol discoŕeİŘ, ačd foİ applicatioč policŘ bŘ attachičg a QoS policŘ that cočtaičs a
Čatch pİotocol classiţeİ.
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Applicatioč Močitoİičg

Močitoİičg of applicatiočs is aŕailable thİough the CLI oİ WebUI.

The CLI pİoŕides accuČulated statistics oŕeİ tiČe.

The CLI coČČačd is: shoŘ ip ďbar protocol-discoŗerŚ top-ď 

The SŖitch WebUI pİoŕides statistics foİ up to the last ʁʅ houİs ič ʂ-Čičute
gİačulaİitŘ.

 DIAGRAM  Catalyst 9000 WebUI

AVC Čočitoİičg Ŗith Fleŗible NetŤoŖ.

Fleŗible NetFloŖ ʰFNFʱ cač be cočţguİed oč ač ičteİface to pİoŕide applicatioč
statistics foİ the ičteİface. The AVC solutioč is coČpatible Ŗith NetFloŖ ŕʆ ačd IPFIX.

ɾ

-

ɿ

ʀ
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FNF ečables custoČizičg tİafţc ačalŘsis paİaČeteİs accoİdičg to speciţc
İeįuiİeČečts.

Ič CatalŘst ʆɽɽɽ sŖitches, FNF collectioč is peİfoİČed ič haİdŖaİe Ŗith the UADP
ASIC. Ič a CatalŘst ʆʀɽɽ stack of sŖitches, FNF collectioč İučs oč each ČeČbeİ of the
stack, scaličg the solutioč as Čoİe ČeČbeİs aİe added.
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Application Control

Cisco QualitŘ of Seİŕice ʰQoSʱ pİoŕides pİioİitizatioč, shapičg, ačd İate-liČitičg of
tİafţc Ŗhich is used bŘ the cočtol poİtioč of AVC.

QoS cač place desigčated applicatiočs ičto speciţc QoS classes/įueues. This ečables:

• Placičg high pİioİitŘ, latečcŘ-sečsitiŕe tİafţc ičto a pİioİitŘ įueue.

• Guaİačteeičg a ČičiČuČ bačdŖidth foİ ač ičdiŕidual applicatioč oİ foİ a gİoup
of applicatiočs Ŗithič a QoS tİafţc class.

QoS cač use applicatioč ičfoİČatioč pİoŕided bŘ NBARɿ ič Čačagičg četŖoİk tİafţc.
The QoS class-Čap stateČečts ečable Čatchičg to NBARɿ-suppoİted applicatiočs ačd
Lʄ applicatioč ţelds ʰsuch as HTTP URL oİ Hostʱ, as Ŗell as to NBARɿ attİibutes. Class-
Čap stateČečts cač coeŗist Ŗith all otheİ tİaditiočal QoS Čatch attİibutes, such as IP,
subčet, ačd DSCP.

Ič CatalŘst ʆɽɽɽ sŖitches, QoS ečfoİceČečt is peİfoİČed ič haİdŖaİe Ŗith the UADP
ASIC.
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Overview

The Ičteİčet of Thičgs is oče of the fastest gİoŖičg ičdustİŘ tİečds ačd it is dİiŕičg
iČpoİtačt iččoŕatiočs ič eŗističg techčologies such as PoŖeİ oŕeİ Etheİčet ʰPoEʱ as
Ŗell as čeŖ techčologies ačd solutiočs such as Audio Video Bİidgičg ʰAVBʱ, DNA Seİŕice
foİ Bočjouİ, ačd Applicatioč Hostičg. Applicatioč Hostičg is coŕeİed ič a dedicated
sectioč.

Foİ Čoİe ičfoİČatioč oč IoT, please ŕisit ŘŘŘ.cisco.coĎ/go/iotŘŘŘ.cisco.coĎ/go/iotŘŘŘ.cisco.coĎ/go/iot foİ Čoİe details.
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Power over Ethernet Innovations

PoŖeİ oŕeİ Etheİčet ʰPoEʱ is used ubiįuitouslŘ ič četŖoİk deploŘČečts todaŘ.PoE
seİŕes as a foučdatiočal techčologŘ ič ČačŘ Čodeİč četŖoİk deploŘČečts, alloŖičg
deŕices such as IP Phočes, Access Poičts, IP-based caČeİas, ačd otheİ deŕices. PoE čot
očlŘ pİoŕides data coččectiŕitŘ oŕeİ theiİ Etheİčet coččectičg cable, but also Ŗith the
poŖeİ alloŖičg the deŕice to opeİate. PoE İeČoŕes the čeed foİ Ŗall sockets to poŖeİ
each PoE-ečabled deŕice ačd eliČičates the cost of additiočal electİical cabličg ačd
ciİcuits.

FİoČ the oİigičal Cisco pİopİietaİŘ Ičliče PoŖeİ ʰILPʱ iČpleČečtatioč, Ŗhich Ŗas
liČited to ʄ Ŗatts ʰʄWʱ of ČaŗiČuČ PoE poŖeİ, PoE has čoŖ beeč stačdaİdized as IEEE
ʅɽɿ.ʀaf ʰtŘpicallŘ kčoŖč siČplŘ as "PoE", suppoİtičg up to ɾʂ.ʁWʱ ačd IEEE ʅɽɿ.ʀat
ʰkčoŖč as "PoE+", suppoİtičg up to ʀɽWʱ. The ičcİease ič total aŕailable PoE poŖeİ, as
Ŗell as the stačdaİdizatioč of the PoE appİoach, has alloŖed the pİolifeİatioč of a laİge
ačd thİiŕičg ecosŘsteČ of PoE-poŖeİed deŕices.

TodaŘ, PoE poŖeİ is tŘpicallŘ used thİoughout all ečteİpİise četŖoİk ečŕiİočČečts, big
ačd sČall. The cočŕečiečce that PoE pİoŕides foİ deŕice attachČečt ačd use, aločg
Ŗith the İesiliečcŘ it cİeates foİ the poŖeİed deŕice ičfİastİuctuİe. Foİ eŗaČple, oče
UPS backup poŖeİ supplŘ ič a cečtİal Ŗiİičg closet čoŖ pİotects all doŖčstİeaČ
poŖeİed deŕices fİoČ ičteİİuptioč.

CatalŘst ʆʀɽɽ ačd ʆʁɽɽ sŖitches suppoİt both PoE ačd PoE+. Depečdičg oč the
capacitŘ ačd dečsitŘ of poŖeİ supplies ič use, these leŕels of poŖeİ ČaŘ be aŕailable oč
all oİ a subset of the poİts. Cisco's iččoŕatioč Ŗith StackPoŖeİ ič the CatalŘst ʆʀɽɽ
platfoİČ also alloŖs foİ shaİičg PoE poŖeİ acİoss Čultiple stackable sŖitches. This
pİoŕides a sigčiţcačt bečeţt ič the čuČbeİ of poŖeİed deŕices ačd high aŕailabilitŘ oč
the četŖoİk.

Cuİİečt deŕelopČečts Ŗith PoE - UPoE

Cisco has piočeeİed PoE sičce its ičceptioč, dİiŕičg čeŖ adŕačces to the stačdaİd ačd
settičg the stage foİ the čeŗt phase of PoE iččoŕatioč. As poŖeİed deŕice İeįuiİeČečts
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push beŘočd the ʀɽW ČaŗiČuČ poŖeİ deţčed bŘ ʅɽɿ.ʀat, Cisco has led the ŖaŘ Ŗith
the deţčitioč ačd deploŘČečt of UPoE ʰUčiŕeİsal PoEʱ. UPoE pİoŕides foİ up to ʃɽW of
PoE poŖeİ. While UPoE is a Cisco-pİopİietaİŘ solutioč, it čeŕeİtheless is a ŕeİŘ useful
iččoŕatioč foİ poŖeİed deŕices that İeįuiİe Čoİe PoE poŖeİ, such as ŕiİtual desktop
teİČičals, IP tuİİets, coČpact sŖitches, buildičg ČačageČečt gateŖaŘs, LED lights,
Ŗiİeless access poičts, ačd IP phočes.

Both CatalŘst ʆʀɽɽ sŖitches ačd CatalŘst ʆʁɽɽ liče caİd Čodels that suppoİt UPoE
poŖeİ optiočs aİe aŕailable. Cisco pİoŕides foİ PoE, PoE+, ačd UPoE poŖeİ optiočs, čot
just oč ɾG coppeİ sŖitch poİts but also oč ČGig poİts, alloŖičg deŕices to be
accoČČodated that čeed both higheİ thİoughput ačd a higheİ leŕel of PoE poŖeİ.

Foİ Čoİe details oč PoE, please ŕisit ŘŘŘ.cisco.coĎ/go/poeŘŘŘ.cisco.coĎ/go/poeŘŘŘ.cisco.coĎ/go/poe foİ Čoİe details.

Note  The PoE haİdŖaİe oč the CatalŘst ʆʀɽɽ sŖitches ačd CatalŘst ʆʁɽɽ aİe
ʅɽɿ.ʀbt capable.

NeŖ Iččoŕatiočs - Fast PoE ačd Peİpetual PoE

As the use of PoE has pİolifeİated, so haŕe the uses cases ič Ŗhich it is used. Oče of the
čeŖeİ ačd Čoİe iččoŕatiŕe uses of PoE is actuallŘ to poŖeİ buildičg lightičg ţŗtuİes.
Foİ eŗaČple, usičg PoE+ oİ UPoE poİts as the sičgle poŖeİ souİce foİ coČČeİcial ačd
ičdustİial lightičg.

WhŘ Ŗould oče do this ŕeİsus the tİaditiočal Čethod of pİoŕidičg poŖeİ foİ lights?

• LoŖeİ-poŖeİed lightičg ţŗtuİes cač opeİate Čoİe efţciečtlŘ usičg ʃɽW UPoE
poŖeİ thač tİaditiočal lightičg sŘsteČs

• PoE-deliŕeİed poŖeİ uses loŖ-cost Catʂe/ʃ/ʃa cabličg as coČpaİed to Čoİe
eŗpečsiŕe tİaditiočal electİical Ŗiİičg

• PoE-deliŕeİed DC poŖeİ is Čoİe efţciečt foİ use Ŗith ČačŘ čeŖ electİical
ţŗtuİes coČpaİed Ŗith AC-deliŕeİed poŖeİ
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Additiočal uses to Ŗhich PoE is beičg used ičclude poŖeİičg IoT deŕices ič buildičg 
sŘsteČs, such as buildičg cočtİols, theİČostats, HVAC cočtİol sŘsteČs, dooİ locks, 
badge İeadeİs, ačd ČačŘ siČilaİ iteČs of cİitical buildičg ičfİastİuctuİe.

To suppoİt these busičess cİitical deploŘČečts, Cisco has cİeated tŖo čeŖ deploŘČečt 
Čodes foİ PoE - Fast PoE ačd Peİpetual PoE.

The goal of Fast PoE is to pİoŕide PoE poŖeİ İapidlŘ duİičg the sŖitch boot up pİocess. 
Ratheİ thač Ŗaitičg foİ the ečtiİe Cisco IOS XE cočtİol plače to load, Fast PoE aiČs to 
pİoŕide PoE poŖeİ to attached deŕices Ŗithič less thač ʀɽ secočds afteİ poŖeİ is 
applied to the sŖitch. This is especiallŘ iČpoİtačt to help bİičg IoT ačd otheİ siČilaİ 
deŕices očliče as įuicklŘ as possible afteİ a poŖeİ outage, İatheİ thač Ŗaitičg seŕeİal 
Čičutes foİ a full İeload of the sŖitch to coČplete.

Peİpetual PoE has a siČilaİ but slightlŘ diffeİečt goal. The aiČ of Peİpetual PoE is to 
keep PoE poŖeİ aŕailable to doŖčstİeaČ deŕices eŕeč duİičg ač Cisco IOS XE cočtİol 
plače İeload, ečsuİičg cočtičuitŘ of poŖeİ foİ attached deŕices. Foİ eŗaČple, if the 
sŖitch Ŗas to be İeloaded ʰas duİičg a softŖaİe upgİadeʱ, it is učdesiİable to 
poŖeİ doŖč cİitical attached deŕices such as lightičg ţŗtuİes duİičg the İeload cŘcle.
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AVB - Audio Video Bridging

Ič the past, audio ačd ŕideo ʰAVʱ deploŘČečts haŕe tİaditiočallŘ İelied oč ačalog, poičt-
to-poičt ičfİastİuctuİes foİ iČpleČečtatioč ačd deploŘČečt. With the Čigİatioč of AV
to digital tİačsČissioč, these ičfİastİuctuİes haŕe laİgelŘ İetaičed theiİ poičt-to-poičt
čatuİe. This deploŘČečt Čodel has tİaditiočallŘ İesulted ič ŕeİŘ cuČbeİsoČe ačd
eŗpečsiŕe deploŘČečts that cİeated sigčiţcačt opeİatiočal challečges. Pİoposed
solutiočs to these digital iČpleČečtatioč issues Ŗeİe ofteč čoč-stačdaİd, eŗpečsiŕe,
ačd caČe Ŗith a sigčiţcačt opeİatiočal buİdeč.

Etheİčet Ŗas ŖidelŘ ŕieŖed as a čeŖ ŖaŘ foİŖaİd foİ AV iČpleČečtatioč - oče that
could offeİ a coČČoč ČediuČ foİ digital AV data ičteİchačge, ačd do so ŤeŗiblŘ ačd
ičeŗpečsiŕelŘ. Etheİčet Ŗas čot, hoŖeŕeİ, desigčed foİ the loŖ-latečcŘ, pİedictable,
lossless İeįuiİeČečts of digital AV.

This is the gečesis of the Audio Video Bİidgičg ʰAVBʱ set of stačdaİds. These cočsist of
the folloŖičg Čajoİ aİeas:

• IEEE ʅɽɿ.ɾQat: StİeaČ Reseİŕatioč Pİotocol ʰSRPʱ / Multiple StİeaČ Reseİŕatioč
Pİotocol ʰMSRPʱ. These pİoŕide ač ečd-to-ečd adČissioč cočtİol sŘsteČ
İeįuiİed foİ the caİİiage of AV stİeaČs, ečsuİičg the aŕailabilitŘ of İesouİces
such as bačdŖidth ačd latečcŘ.

• IEEE ʅɽɿ.ɾQaŕ: FoİŖaİdičg ačd Queuičg foİ TiČe-Sečsitiŕe StİeaČs ʰFQTSSʱ.
Pİoŕides ač AV tİafţc scheduličg ČechačisČ.

• IEEE ʅɽɿ.ɾAS: Gečeİalized Pİecisioč TiČe Pİotocol ʰgPTPʱ. Pİoŕides
sŘčchİočizatioč ačd tiČičg foİ tiČe-sečsitiŕe applicatiočs oč Lɿ deŕices. gPTP is
based oč the IEEE ɾʂʅʅ Pİecisioč TiČe Pİotocol ʰPTPʱ stačdaİd.

• IEEE ʅɽɿ.ɾBA: Deţčes pİoţles foİ featuİes, optiočs, cočţguİatiočs, defaults,
pİotocols, ačd pİoceduİes foİ AVB deŕices.

Foİ Čoİe ičfoİČatioč oč AVB, please ŕisit ŘŘŘ.cisco.coĎ/go/aŗbŘŘŘ.cisco.coĎ/go/aŗbŘŘŘ.cisco.coĎ/go/aŗb foİ Čoİe details.
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The AVB stačdaİd is suppoİted oč CatalŘst ʆɽɽɽ seİies sŖitches, as Ŗell as the CatalŘst
ʀʅʂɽ ačd ʀʃʂɽ platfoİČs. With ač AVB-capable ečdpoičt ačd sŖitch, ačalog AV sigčals
aİe aggİegated at AVB ečdpoičts ačd tİačsČitted oč the CatalŘst-based ičfİastİuctuİe.
As a sŘsteČ, AVB is a cost-effectiŕe ačd Ťeŗible solutioč to collapse AV ičfİastİuctuİes
očto İeliable, siČple Etheİčet Čedia.

AVB is ač iČpoİtačt paİt of the futuİe of digital Čedia pİoductioč, ačd the CatalŘst
ʆɽɽɽ seİies offeİs suppoİt foİ this iČpoİtačt set of stačdaİds.
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DNA Service for Bonjour

The Apple Bočjouİ pİotocol is ŖidelŘ used ič caČpus ečŕiİočČečts such as educatioč
ačd İetail foİ deŕice discoŕeİŘ ačd siČpliţed coččectiŕitŘ to četŖoİk seİŕices. Based
oč the Multicast DNS ʰČDNSʱ stačdaİd, Bočjouİ is ŖidelŘ used Ŗith ČačŘ deŕices ačd
seİŕice tŘpes, ičcludičg, foİ eŗaČple, ČačŘ Apple deŕices, to pİoŕide easŘ discoŕeİŘ of
deŕices ačd siČpliţed deŕice attachČečt.

The Bočjouİ pİotocol is optiČized foİ "plug ačd plaŘ" use ič hoČe ačd sČall ofţce 
deploŘČečts, ačd alČost too siČple foİ ečteİpİise use. The ČDNS pİotocol uses ličk-
laŘeİ Čulticast foİ deŕice ačd seİŕices discoŕeİŘ, ačd is ičheİečtlŘ čot İoutable, beičg 
liČited to the local Lɿ bİoadcast doČaič ʰi.e. oče hop očlŘʱ. This, of couİse, liČits the 
deploŘabilitŘ ačd use of the Bočjouİ pİotocol ič laİgeİ ečteİpİise četŖoİks, Ŗhich aİe 
ičheİečtlŘ based oč İouted ičfİastİuctuİes.

Foİ Čoİe ičfoİČatioč oč Bočjouİ ačd ČDNS, please ŕisit ŘŘŘŘŘŘŘŘŘ...ciscociscocisco...coĎcoĎcoĎ/go/go/go///ĎdďsĎdďsĎdďs foİ 
Čoİe details.

To addİess this challečge, Cisco ičtİoduced Seİŕice DiscoŕeİŘ GateŖaŘ ʰalso kčoŖč as 
Bočjouİ GateŖaŘʱ seİŕices ičto ŕaİious sŖitchičg ačd İoutičg platfoİČs Ŗith Cisco 
IOS XE. The goal of the Seİŕice DiscoŕeİŘ GateŖaŘ capabilitŘ oč these platfoİČs is 
to alloŖ İeachabilitŘ to Bočjouİ-aččoučced seİŕices, eŕeč Ŗheč the Bočjouİ cliečt 
ačd the offeİed seİŕice aİe located ič diffeİečt Lʀ IP subčets oč the saČe četŖoİk 
deŕice.

To eŗtečd this, DNA Seİŕice foİ Bočjouİ scales this capabilitŘ up to četŖoİk-Ŗide 
applicatioč that İučs oč DNA Cečteİ, ačd cİiticallŘ, pİoŕides policŘ-based access to 
Bočjouİ seİŕices acİoss the ečtiİe ečteİpİise četŖoİk. Oče of the sigčiţcačt challečges 
that Čust be addİessed is liČitičg adŕeİtiseČečt of the ČačŘ ŕaİious seİŕices ačd 
deŕices, based oč policŘ. Foİ eŗaČple, ič a public school, it ČaŘ be desiİable foİ the 
teacheİ to haŕe the abilitŘ to coččect to ač Apple TV deŕice to displaŘ classİooČ 
cočtečt, Ŗhile also ečsuİičg that studečts attached to the saČe četŖoİk do čot haŕe 
this capabilitŘ.
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Note  PolicŘ-based ţlteİičg of Bočjouİ ČDNS adŕeİtiseČečt is čot suppoİted bŘ the
čatiŕe Bočjouİ pİotocol oč its oŖč.

HoŖeŕeİ, bŘ coČbičičg Cisco's Seİŕice DiscoŕeİŘ GateŖaŘ ačd DNA Seİŕice foİ Bočjouİ
ʰİuččičg oč DNA Cečteİʱ, ač adČičistİatoİ cač ečable scalable Bočjouİ seİŕices acİoss
theiİ ečtiİe ečteİpİise ečŕiİočČečt, Ŗith a poŖeİful set of policŘ-based access cočtİols
to Bočjouİ-aččoučced İesouİces.
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User Centric Platform
Design
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Overview

Ič the CatalŘst ʆɽɽɽ faČilŘ, the usabilitŘ of the platfoİČs has beeč a keŘ desigč
cočsideİatioč. This is ŕeİŘ iČpoİtačt sičce the cost of opeİatičg the četŖoİk is Čuch
higheİ thač the costs of the ičitial puİchase of the pİoducts. CatalŘst ʆɽɽɽ adds
usabilitŘ iČpİoŕeČečts oč the haİdŖaİe side such as RFID, Blue Beacoč, ačd Bluetooth
Cočsole, ačd softŖaİe iČpİoŕeČečts such as WebUI ačd Fleŗible TeČplates.
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RFID

IčŕečtoİŘ ČačageČečt foİ a laİge čuČbeİ of sŖitches is tiČe-cočsuČičg. 
Labeličg/taggičg each sŖitch ačd ČačuallŘ ečteİičg all the ičfoİČatioč ičto ač 
ičŕečtoİŘ database cač delaŘ the pİoŕisiočičg of the deŕice.

Keepičg tİack of četŖoİk deŕices ačd theiİ coČpočečts has čoŖ beeč Čade Čuch 
easieİ Ŗith the CatalŘst ʆɽɽɽ. Cisco has fİočt-facičg UHF Radio FİeįuečcŘ 
Idečtiţcatioč ʰRFIDʱ techčologŘ to pİoŕide the latest auto-ID capabilities foİ asset 
ČačageČečt, locatioč, ačd tİackičg. The RFID tag does čot čeed to be ŕisible to be İead 
Ŗith a scaččeİ as ločg as the tag is Ŗithič ʃ ft fİoČ the scaččeİ.

The CatalŘst ʆɽɽɽ faČilŘ is ičtegİated Ŗith passiŕe Seİialized Global Tİade IteČ 
NuČbeİ ʰSGTINʱ-ɾʆʅ bit ečcoded RFID tags. Oč CatalŘst ʆʁɽɽ, eŕeİŘ coČpočečt, such 
as supeİŕisoİ ečgičes, liče caİds, poŖeİ supplies ačd fač tİaŘ, has RFID tags. Sičce 
CatalŘst ʆɽɽɽ RFID tags aİe passiŕe tags, ač additiočal poŖeİ souİce is čot İeįuiİed. 
The pİocess is poŖeİed bŘ the sigčal fİoČ the RFID İeadeİ ačd Čultiple tags cač be 
İead siČultačeouslŘ.

The RFID tags cočtaič the İeįuiİed deŕice ičfoİČatioč foİ ičŕečtoİŘ ČačageČečt, 
ičcludičg seİial čuČbeİ, Pİoduct ID ačd Čačufactuİičg date, etc. The Cisco RFIDs 
pİoŕide a useİ paİtitioč, Ŗheİe the ičŕečtoİŘ Čačageİs cač stoİe theiİ oŖč custoČ 
data Ŗith passŖoİd-pİotectioč. Cisco IOS XE caččot İead oİ chačge ačŘ ičfoİČatioč 
ič the RFID tag, Ŗhich is očlŘ Čačageable bŘ ač RFID sŘsteČ.

Please İefeİ to the RFID Řhite paperRFID Řhite paperRFID Řhite paper oč Cisco.coČ foİ Čoİe details.
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Blue Beacon

Wheč tİoubleshootičg, cočţguİičg, oİ Čoŕičg eįuipČečt ič a laİge ečteİpİise, it Čight
be difţcult to locate a paİticulaİ deŕice. To help idečtifŘ the deŕice, Cisco has placed a
blue beacoč LED oč the CatalŘst ʆɽɽɽ faČilŘ. This blue beacoč cač be tuİčed oč ačd
off, eitheİ ŕia CoČČačd-Liče Ičteİface ʰCLIʱ oİ ČačuallŘ ŕia a buttoč oč the deŕice.
EŕeİŘ tiČe the blue beacoč is tuİčed oč/off, the deŕice Ŗill gečeİate a SŘslog Čessage.

Oč CatalŘst ʆʀɽɽ seİies, blue beacoč LEDs aİe located oč both fİočt ačd back. Wheč
CatalŘst ʆʀɽɽ sŖitches aİe stacked, the blue beacoč foİ eŕeİŘ ČeČbeİ cač be Čačaged
ičdiŕiduallŘ.

Oč CatalŘst ʆʂɽɽ seİies, theİe is očlŘ oče blue beacoč LED, located oč the fİočt of the
chassis.

Oč CatalŘst ʆʁɽɽ seİies, the fač tİaŘ, supeİŕisoİs, liče-caİd Čodules, ačd poŖeİ
supplies each haŕe theiİ oŖč addİessable blue beacoč.

DIAGRAM  Blue Beacon on Catalyst 9400
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Bluetooth Console

NetŖoİk adČičistİatoİs ofteč use a cočsole cable foİ očsite cočţguİatioč. HoŖeŕeİ, a
cočsole cable has distačce liČitatiočs ačd is čot cočŕečiečt to use.

The CatalŘst ʆɽɽɽ seİies has ičtİoduced optiočal Bluetooth cočsole fučctiočalitŘ to
pİoŕide Ŗiİeless cočsole access. A Bluetooth dočgle čeeds to be coččected ŕia the fİočt
pačel USB poİt to ečable a Ŗiİeless ičteİface Ŗhich has the saČe capabilities as the
Ŗiİed Etheİčet ČačageČečt ičteİface. Bluetooth cač be used foİ CLI access ŕia SSH oİ
Telčet, cočţguİatioč ŕia the WebUI, oİ to tİačsfeİ iČages oİ cočţg ţles.
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WebUI

WebUI is a Gİaphical Useİ Ičteİface deŕice-ČačageČečt tool that pİoŕides the abilitŘ
to cočţguİe ačd Čočitoİ a deŕice. The WebUI tool is eČbedded ič the sŘsteČ iČage at
ačŘ licečse leŕel. To ečable WebUI oč a deŕice, cočţguİe the HTTP/S seİŕeİ ačd local
oİ eŗteİčal seİŕeİ authečticatioč.

DIAGRAM  Catalyst 9000 WebUI
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Flexible Templates

Fleŗible teČplates giŕe CatalŘst ʆɽɽɽ sŖitches ač optioč to be positiočed ič diffeİečt 
İoles ič the četŖoİk desigč. The UADP ASIC has capabilities to optiČize its haİdŖaİe 
table foİ speciţc četŖoİk İoles ič the četŖoİk. Foİ eŗaČple, it is possible to İeduce the 
ečtİies foİ SecuİitŘ ACLs ačd use it foİ QoS ACLs ičstead. Fleŗible teČplates aİe 
İepİesečted ič Cisco IOS XE as SŖitchičg Database Mačageİ ʰSDMʱ teČplates.

Note CatalŘst ʆʀɽɽ suppoİts očlŘ oče default teČplate optiČized foİ the access 
laŘeİ.
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ShoŖč beloŖ aİe the SDM teČplates aŕailable oč CatalŘst ʆʁɽɽ usičg Sup-ɾXL ačd
CatalŘst ʆʂɽɽ usičg UADP ɿ.ɽ XL.

TABLE  SDM Templates available per platform

Access /
Distribution

Core SDA NAT

Purpose

Maximizes
system
resources for
MAC and
security

Maximizes
system
resources
for unicast
and
multicast
routing

Maximizes
system
resources
to support
fabric
deployment

Maximizes
system
resources for
Layer 3 and NAT
to support
collapsed core
WAN
deployments

Longest Pre�x Match
(v4 / v6)

64,000 /
32,000

64,000 /
32,000

64,000 /
32,000 64,000 / 32,000

Host routes (v4 / v6)
Up to
112,000 / 
Up to 56,000

Up to
96,000 / 
Up to
48,000

Up to
144,000 / 
Up to
72,000

Up to 112,000 / 
Up to 56,000

Multicast (v4 / v6) 16,000 /
8,000

32,000 /
16,000

16,000 /
8,000 32,000 /16,000

MAC address 64,000 16,000 16,000 16,000

QoS ACL 18,000 18,000 18,000 3,000

PBR / NAT 2,000 2,000 2,000 16,000
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ShoŖč beloŖ aİe the SDM teČplates aŕailable oč CatalŘst ʆʂɽɽ usičg UADP ʀ.ɽ.

TABLE  SDM Templates available per platform

Distribution Core SDA NAT

Purpose

Maximizes
system
resources for
MAC and
security

Maximizes
system
resources
for unicast
and
multicast
routing

Maximizes
system
resources
to support
fabric
deployment

Maximizes system
resources for Layer
3 and NAT to
support collapsed
core WAN
deployments

Longest Pre�x
Match / Host
routes 
(IPv4 and IPv6)

114,000 212,000 212,000 212,000

Multicast (IPv4
and IPv6) 16,000 32,000 32,000 32,000

MAC address 80,000 32,000 32,000 32,000

QoS ACL 16,000 16,000 16,000 8,000

Security ACL 27,000 27,000 27,000 20,000

PBR / NAT 3,000 3,000 2,000 15,500
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Overview

The folloŖičg factoİs ičŤuečce decisioč Čakičg fİoČ a cočţguİatioč ačd opeİatiočal
poičt of ŕieŖ:

• NetŖoİk ičfİastİuctuİes aİe gİoŖičg İapidlŘ ič teİČs of the čuČbeİ of deŕices
ačd applicatiočs.

• Theİe is a čeed foİ Čoİe İapid iččoŕatioč.

• Theİe is a İeįuiİeČečt to İeduce OPEX ačd to ičcİease pİoductiŕitŘ.

• Theİe cač be a lack of cočţdečce that chačges Ŗill be successful, usuallŘ due to
ičsufţciečt testičg.

• Theİe aİe too ČačŘ Čačual pİocesses.

All these factoİs lead to a gİoŖičg čeed foİ autoČatioč at eŕeİŘ leŕel, fİoČ deŕice 
pİoŕisiočičg to fullŘ autoČated cočţguİatioč, ČačageČečt, Čočitoİičg, ačd 
tİoubleshootičg of četŖoİk deŕices ačd četŖoİk ičfİastİuctuİes.

PİogİaČČabilitŘ is a ŕeİŘ looselŘ-deţčed teİČ that aİİiŕed Ŗheč SoftŖaİe Deţčed 
NetŖoİkičg ʰSDNʱ Ŗas ičtİoduced seŕeİal Řeaİs ago. Ič this book, the teİČ 
pİogİaČČabilitŘ, ačd speciţcallŘ četŖoİk deŕice pİogİaČČabilitŘ, is deţčed as the set 
of featuİes pİoŕided bŘ the četŖoİk deŕice Opeİatičg SŘsteČ to ečable autoČatioč.

Cisco Solutioč ŕs Do-It-Youİself ʰDIYʱ

The pİogİaČČabilitŘ featuİes of Cisco IOS XE aİe ŕeİŘ Ťeŗible ačd cač be used ič 
thİee Čaič aİeas:

• Cisco Solutiočs: as outličed elseŖheİe, Cisco DNA Cečteİ ačd SD-Access pİoŕide
a tuİčkeŘ solutioč to autoČate ačd assuİe ač ečtiİe caČpus četŖoİk of Ŗiİed
ačd Ŗiİeless deŕices. Cisco itself Čakes eŗtečsiŕe use of pİogİaČČabilitŘ ič DNA
Cečteİ.
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• ʀİd-paİtŘ ičtegİatiočs: ʀİd-paİtŘ softŖaİe ŕečdoİs cač build theiİ oŖč četŖoİk
ČačageČečt tools ačd sŘsteČs usičg the aŕailable opeč data Čodels, APIs, ačd
tools Ŗithout diİect ičteİactioč Ŗith Cisco.

• Do-It-Youİself ʰDIYʱ : custoČeİs oİ paİtčeİs cač diİectlŘ access the četŖoİk
deŕice to build theiİ oŖč custoČ solutioč to autoČate eŕeİŘ phase of deŕice
lifecŘcle.
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Device Provisioning

Cisco IOS XE pİoŕides seŕeİal optiočs foİ autoČatic, accuİate, cočsistečt, İepeatable
pİoŕisiočičg pİocess at a loŖeİ opeİatičg cost, ačd ič a shoİteİ deploŘČečt tiČe thač a
tİaditiočal Čačual pİocess:

• Pİeboot Eŗecutioč EčŕiİočČečt ʰPXEʱ.

• Zeİo Touch Pİoŕisiočičg ʰZTPʱ.

• Cisco NetŖoİk Plug ačd PlaŘ ʰPčPʱ.

Pİeboot Eŗecutioč EčŕiİočČečt

Pİeboot Eŗecutioč EčŕiİočČečt ʰPXEʱ is a ŕeİŘ coČČoč pİoŕisiočičg pİocess used bŘ
sŘsteČ adČičistİatoİs to pİoŕisioč seİŕeİs based oč stačdaİd pİotocols such as
BOOTP, DHCP, ačd TFTP. Wheč the deŕice boots up, ičstead of usičg the pİe-loaded
iČage, it sečds a DHCP İeįuest to look foİ a PXE seİŕeİ. The PXE seİŕeİ Ŗill sečd ač
iČage to the deŕice ačd the deŕice boots up usičg the iČage just doŖčloaded.

Cisco IOS XE pİoŕides PXE based oč iPXE. iPXE is ač Opeč Souİce ŕeİsioč of the PXE
cİeated to suppoİt additiočal pİotocols such as HTTP. It cač İuč oč both Ŗiİed ačd
Ŗiİeless coččectiočs. The PXE pİocess is fİeįuečtlŘ descİibed as NetŖoİk Boot.

Zeİo Touch Pİoŕisiočičg

Wheč a deŕice that suppoİts Zeİo Touch Pİoŕisiočičg ʰZTPʱ boots up ačd fails to ţčd
the staİtup cočţguİatioč ʰduİičg daŘ zeİo ičstall oİ afteİ eİasičg the cočţguİatioč ačd
İebootičgʱ, the deŕice ečteİs the ZTP Čode. The deŕice locates a DHCP seİŕeİ, Ŗhich
pİoŕides the folloŖičg details:

• IP addİess ačd GateŖaŘ.

• DNS seİŕeİ.
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• IP addİess oİ URL of a TFTP oİ HTTP seİŕeİ ʰusičg DCHP optioč ɾʂɽʱ.

• PŘthoč scİipt čaČe ʰusičg DCHP optioč ʃʄʱ.

The deŕice bootstİaps itself usičg the IP addİess pİoŕided ačd ečables Guestshell. The
deŕice theč doŖčloads the PŘthoč scİipt fİoČ the TFTP oİ HTTP seİŕeİ, to cočţguİe
the deŕice. Guestshell pİoŕides the ečŕiİočČečt foİ the PŘthoč scİipt to İuč.

The pİoŕisiočičg logic iČpleČečted ič the doŖčloaded PŘthoč scİipt is Ťeŗible ačd
alloŖs paİtial oİ full cočţguİatioč of the deŕices ič oče oİ seŕeİal phases, as Ŗell as
iČage upgİade, patch ČačageČečt etc. Usičg this optioč, Řou cač İoll out hučdİeds of
sŖitches Ŗhich aİe fullŘ custoČizable, Ŗithout ačŘ Čačual cočţguİatioč.

Cisco NetŖoİk Plug ačd PlaŘ

Cisco NetŖoİk Plug ačd PlaŘ ʰPčPʱ is the deŕice pİoŕisiočičg tuİč-keŘ solutioč
ičtegİated Ŗith ČačŘ Cisco pİoducts ačd solutiočs such as APIC-EM ačd DNA Cečteİ.

The Cisco PčP pİoŕides a siČple, secuİe, učiţed, ačd ičtegİated solutioč foİ ečteİpİise
četŖoİk custoČeİs to ease čeŖ bİačch oİ caČpus deŕice İollouts, oİ foİ pİoŕisiočičg
updates to ač eŗističg četŖoİk Cisco İouteİs, sŖitches, ačd Ŗiİeless deŕices Ŗith a
zeİo-touch deploŘČečt eŗpeİiečce.

The Cisco PčP aİchitectuİe ačd boot seįuečce aİe siČilaİ to ZTP, but ičstead of
doŖčloadičg a custoČized PŘthoč scİipt, the cočţguİatioč, iČage upgİades, ačd
patches aİe Čačaged usičg the pİoŕided GUI ič APIC-EM oİ DNA Cečteİ. The ečtiİe
pİocess is fullŘ autoČated.
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Open Programmable Device APIs

Oŕeİ the Řeaİs, custoČeİs haŕe beeč tİŘičg to build leŕels of autoČatioč based oč the
CoČČačd Liče Ičteİface ʰCLIʱ usičg diffeİečt scİiptičg lačguages such as Peİl ačd TCL.
CLI scİiptičg has seŕeİal liČitatiočs, ičcludičg lack of tİačsactioč ČačageČečt, čo
stİuctuİed eİİoİ ČačageČečt, ačd ač eŕeİ-chačgičg stİuctuİe ačd sŘčtaŗ of
coČČačds that Čake scİipts fİagile ačd costlŘ to Čaičtaič. These aİe all side-effects of
the fact that CLIs aİe desigčed to be used bŘ huČačs ačd aİe čot a pİogİaČČatic
ičteİface.

SNMP Ŗas desigčed to oŕeİcoČe the dİaŖbacks of autoČatioč based oč CLI ačd Ŗas
Čeačt to be used foİ both cočţguİatioč ačd opeİatiočs, but ič pİactice, it is used
ČostlŘ foİ deŕice Čočitoİičg očlŘ. This is because the lack of a deţčed discoŕeİŘ
pİocess Čakes it haİd to ţčd the coİİect MIB Čodules. Theİe aİe also a lack of MIBs
Ŗith Ŗİite peİČissiočs, liČitatiočs ičheİečt ič the use of the UDP pİotocol, ačd čo
useful stačdaİd secuİitŘ ačd coČČit ČechačisČs.

Ič coČputeİ pİogİaČČičg, ač Applicatioč PİogİaČČičg Ičteİface ʰAPIʱ is a set of
subİoutiče deţčitiočs, pİotocols, ačd tools foİ buildičg applicatioč softŖaİe. A good
API Čakes it easieİ to deŕelop a coČputeİ pİogİaČ bŘ pİoŕidičg all the buildičg blocks,
Ŗhich aİe theč put togetheİ bŘ the pİogİaČČeİ. SoftŖaİe ŕečdoİs ačd custoČeİs aİe
lookičg foİ APIs Ŗhich cač pİoŕide keŘ featuİes such as stİuctuİed data, eİİoİ hačdličg,
ačd a ŕaİietŘ of API ČačageČečt tools.

NetŖoİk ŕečdoİs such as Cisco haŕe tİied to ičtİoduce ČačŘ diffeİečt APIs oŕeİ the
Řeaİs, fİoČ the ŕeİŘ ţİst NETCONF iČpleČečtatioč ič ɿɽɽʃ, to WSMA, očePK, NX-API,
ačd otheİs. These APIs haŕe čot beeč ŖidelŘ adopted bŘ custoČeİs foİ ČačŘ diffeİečt
İeasočs, pİičcipallŘ that theŘ aİe ŕečdoİ-pİopİietaİŘ.

These aİe the keŘ İeasočs ŖhŘ Cisco has decided to build čeŖ APIs based oč opeč
stačdaİds like NETCONF ačd YANG data Čodels foİ all of the Čaič Opeİatičg SŘsteČs -
Cisco IOS XE, Cisco NX-OS ačd Cisco IOS XR.
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The diagİaČ beloŖ illustİates ač opeč stačdaİd API, Ŗith a coČČoč YANG data Čodel
ičfİastİuctuİe, built oč top of the deŕice-leŕel featuİes, to deţče both the deŕice
cočţguİatioč ačd opeİatiočal state. Diffeİečt pİotocols such as NETCONF, RESTCONF,
ačd gNMI cač be used to ičteİface Ŗith eŗteİčal autoČatioč softŖaİe toolchaičs.

DIAGRAM  Open Programmable Device APIs
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Data Models

A data Čodel is oče of the Čost iČpoİtačt coČpočečts of opeč pİogİaČČable APIs. It
pİeciselŘ deţčes the data stİuctuİe, sŘčtaŗ ačd seČačtics of a giŕeč featuİe ačd is
Čeačt to solŕe the issue of učstİuctuİed data pİoŕided bŘ CLIs.

YANG

Yet Ačotheİ Neŗt-Gečeİatioč ʰYANGʱ is a data Čodeličg lačguage deŕeloped bŘ the
IETF to ečable the İeuse of data Čodels acİoss eįuipČečt fİoČ diffeİečt četŖoİk
ŕečdoİs. It is ŖidelŘ used bŘ četŖoİk opeİatoİs to autoČate the cočţguİatioč ačd
Čočitoİičg of četŖoİk deŕices. YANG is deţčed ič RFC ɾɸɺɸRFC ɾɸɺɸRFC ɾɸɺɸ.

DIAGRAM  YANG Models Example

As shoŖč aboŕe, YANG data Čodels cač be cočsideİed as teČplates. YANG Čodels čeed
actual data ič oİdeİ to build opeİatiočs that cač be eŗchačged Ŗith a četŖoİk deŕice, ič
oİdeİ to İetİieŕe oİ chačge the deŕice cočţguİatioč oİ state.
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Data Model TŘpes

Note  The IETF stačdaİds Čake a dističctioč betŖeeč cočţguİatioč ačd opeİatiočal
data Čodels.

A cočţguİatioč data Čodel is the set of Ŗİitable data İeįuiİed to tİačsfoİČ a sŘsteČ
fİoČ its ičitial default state ičto its cuİİečt state. EssečtiallŘ a cočţguİatioč data Čodel
ičstİucts the deŕice to do ceİtaič thičgs ačd cač be easilŘ Čapped to the İuččičg
cočţguİatioč of a Cisco IOS XE deŕice.

Ač opeİatiočal data Čodel is the set of İead-očlŘ data status ičfoİČatioč ačd statistics
oč a deŕice. The opeİatiočal data Čodel is coČpİised of Ŗhat the deŕice is actuallŘ
doičg ačd is Čapped to the ičfoİČatioč tİaditiočallŘ pİoŕided bŘ shoŖ coČČačds.

Both cočţguİatioč ačd opeİatiočal data Čodels cač be fuİtheİ classiţed as eitheİ 
čatiŕe oİ opeč data Čodels.

Natiŕe data Čodels aİe deţčed bŘ četŖoİkičg ŕečdoİs such as Cisco ačd aİe speciţc to 
ač Opeİatičg SŘsteČ. Foİ eŗaČple, theİe aİe čatiŕe Čodels foİ Cisco IOS XE ačd čatiŕe 
Čodels foİ Cisco NX-OS.

Opeč Čodels aİe deţčed bŘ stačdaİds bodies such as IEEE ačd IETF oİ bŘ Ŗoİkičg 
gİoups such as OpečCočţg. A big adŕačtage of usičg opeč Čodels is that theŘ aİe 
coČČoč acİoss diffeİečt Opeİatičg SŘsteČs ačd ŕečdoİs, pİoŕidičg a cočsistečt ŖaŘ to 
Čačage all deŕices.

Opeč Čodels aİe a subset of čatiŕe Čodels. That is because the pİocess of deţčičg ač 
opeč Čodel is tŘpicallŘ sloŖeİ thač the saČe pİocess foİ čatiŕe Čodels. The Čaič 
İeasoč foİ this is that ič oİdeİ to deţče ač opeč Čodel, ČačŘ paİties čeed to agİee 
upoč the cočtečt ačd Čodel stİuctuİe, Ŗheİeas ŕečdoİs haŕe ŤeŗibilitŘ to deţče čatiŕe 
Čodels as theŘ Ŗish.

The appİoach folloŖed bŘ Cisco IOS XE is to pİoŕide a coČpİehečsiŕe list of IOS XE 
čatiŕe data Čodels ačd also pİoŕide opeč Čodels as theŘ becoČe aŕailable. Opeč 
Čodels ič Cisco IOS XE aİe Čapped to coİİespočdičg IOS XE čatiŕe Čodels. Theİefoİe 
Cisco
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custoČeİs aİe fİee to decide Ŗhetheİ to use the opeč oİ the čatiŕe Čodel to Čačage a 
giŕeč featuİe.

AČočg the ŕaİious opeč data Čodels ič eŗistečce, OpečCočţg data Čodels haŕe 
İecečtlŘ becoČe populaİ. OpečCočţg is ač ičfoİČal Ŗoİkičg gİoup of big četŖoİk 
opeİatoİs, led bŘ Google, shaİičg the saČe goals of autoČatičg theiİ četŖoİks.

Cisco publishes YANG data Čodels ič a coČČoč GitHGitHGitHub ub ub RepositorRepositorRepositorŚŚŚ Ŗhich is updated 
eŕeİŘ tiČe a čeŖ İelease becoČes aŕailable.

Ič additioč to doŖčloadičg the data Čodels fİoČ the GitHub İepositoİŘ, Cisco IOS 
XE oč CatalŘst ʆɽɽɽ alloŖs Řou to doŖčload theČ diİectlŘ fİoČ the deŕice as 
Ŗell. This featuİe is ŕeİŘ useful, especiallŘ if the data Čodels haŕe beeč updated oč 
the deŕice usičg the patchičg pİocess descİibed ič Chapteİ ʃ High AŕailabilitŘ.

Tools, SDKs, Resouİces

Buildičg API opeİatiočs bŘ hačd is possible, but čot ŕeİŘ pİactical. This is ŖhŘ ČačŘ 
tools haŕe beeč cİeated to čaŕigate thİough the data Čodels, ŕalidate theČ, ačd to 
build API opeİatiočs.

These aİe soČe of the Čost coČČoč tools aŕailable todaŘ:

• PYANGPYANGPYANG: PŘthoč libİaİŘ to ŕalidate, čaŕigate ačd autoČaticallŘ build
docuČečtatioč.

• YangExplorerYangExplorerYangExplorer: opeč souİce tool to easilŘ staİt eŗploİičg the Čodel ačd autoČate
sČall tasks.

• YDKYDKYDK ʰYANG DeŕelopČečt Kitʱ: softŖaİe deŕelopČečt kit that pİoŕides ač
abstİactioč laŘeİ of the API Čodeled ič YANG.

• Yang CatalogYang CatalogYang Catalog: a İefeİečce foİ all YANG Čodules aŕailable ič the ičdustİŘ.
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Device API Protocols

The ŕaİious ičteİface pİotocols suppoİted bŘ Cisco IOS XE oč CatalŘst ʆɽɽɽ deŕices
shaİe a coČČoč data Čodel ičfİastİuctuİe. FİoČ a puİelŘ techčical poičt of ŕieŖ, all of
the pİotocols cač be used to Čačage the saČe YANG data Čodel, but of couİse, that is
čot ač easŘ-to-Čaičtaič appİoach.

The diagİaČ beloŖ shoŖs the Čaič diffeİečces betŖeeč the ŕaİious API pİotocols at
each laŘeİ of the stack, staİtičg Ŗith the Tİačspoİt ʰSSH ŕs HTTP ŕs HTTPɿʱ, the
diffeİečt ečcodičg foİČats used foİ the ReČote Pİoceduİe Calls ʰRPCsʱ, as Ŗell as
diffeİečt sets of opeİatiočs.

DIAGRAM  Comparison of Device API Protocols

Note  The YANG data Čodel ičfİastİuctuİe is coČČoč acİoss all of the Cisco IOS XE
API Pİotocols
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Ečcodičg FoİČats

All of the API pİotocols use ReČote Pİoceduİe Calls ʰRPCsʱ foİ coČČučicatioč. A cliečt
İuččičg oč ač eŗteİčal seİŕeİ sečds ač RPC Čessage to the četŖoİk deŕice ačd the
četŖoİk deŕice İeplies Ŗith ač RPC-İeplŘ Čessage. The data paŘload of both RPC ačd
RPC-İeplŘ is ečcoded usičg a foİČat deţčed bŘ the pİotocol. The Čost coČČoč
ečcodičg foİČats aİe:

• Eŗtečsible Maİkup Lačguage ʰXMLʱ is a teŗt-based, huČač-İeadable foİČat
Ŗheİe the ičfoİČatioč eŗchačged is İečdeİed usičg tags. It is ŕeİŘ siČilaİ to
HTML but Ŗhile HTML is used to build Ŗeb pages, XML is used to descİibe data.
NETCONF uses XML.

• JaŕaScİipt Object Notatioč ʰJSONʱ is ač alteİčatiŕe to XML. It is also teŗt-based
ačd huČač-İeadable, but ičstead of usičg tags, it uses <keŘ:ŕalue> paiİs Ŗhich
Čake the data easieİ to paİse. That is the İeasoč JSON is usuallŘ pİefeİİed oŕeİ
XML. RESTCONF suppoİts both JSON ačd XML.

• Google ReČote Pİoceduİe Call ʰgRPCʱ is the opeč souİce ŕeİsioč of the ečcodičg
foİČat deţčed bŘ Google foİ theiİ oŖč applicatiočs.It is pİoŕeč to be ŕeİŘ
efţciečt ačd scalable. It is a bičaİŘ foİČat, Čakičg it čoč-huČač İeadable. It
İelies oč pİotocol buffeİs to ečcode oč the cliečt side ačd decode oč the seİŕeİ
side. While gNMI suppoİts a ŕaİietŘ of ečcodičg foİČats, gRPC is the suggested
ačd Čost used foİČat.
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DIAGRAM  RPC Encoding Formats

NETCONF

NETCONF is a populaİ četŖoİk cočţguİatioč pİotocol deţčed bŘ the IETF to help
četŖoİk opeİatoİs to Čačage theiİ četŖoİks. While Čost people thičk it is a čeŖ
pİotocol, it has actuallŘ beeč aİoučd foİ a ločg tiČe ačd Cisco staİted suppoİtičg
NETCONF ič IOS Čoİe thač a decade ago.

Sičce theč, NETCONF has eŕolŕed cočsideİablŘ Ŗith the deţčitioč of a čeŖ set of IETF
Reįuests Foİ CoČČečts ʰRFCʱ. RFC-ɾɺɼɹRFC-ɾɺɼɹRFC-ɾɺɼɹ deţčes the basics of NETCONF, ačd
ičtİoduced the cočcept of optiočal eŗtečsiočs. EŗaČples of NETCONF eŗtečsiočs aİe
the YANG data Čodel lačguage ʰRFC-ɾɸɺɸRFC-ɾɸɺɸRFC-ɾɸɺɸʱ ačd Notiţcatiočs ʰRFC-ɽɺɿɿRFC-ɽɺɿɿRFC-ɽɺɿɿʱ.

The NETCONF stack ičcludes SSH tİačspoİt, Čessages ič the foİČ of gečeİic RPCs ačd
ečcoded usičg the XML foİČat.

The Čaič NETCONF opeİatiočs aİe:

• <get>: to İetİieŕe İuččičg cočţguİatioč ačd deŕice state ičfoİČatioč. Cač be
easilŘ Čapped to ač IOS XE "shoŖ" coČČačd.

• <get-config>: to İetİieŕe all oİ paİt of a speciţed cočţguİatioč. SiČilaİ to ač
IOS XE "shoŖ İuč" coČČačd.
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• <edit-config>: to chačge all oİ paİt of a cočţguİatioč. Has the saČe behaŕioİ 
as usičg Cisco IOS XE cočţg teİČičal Čode. 

RESTCONF

RESTCONF is a četŖoİk cočţguİatioč pİotocol ʰlike NETCONFʱ deţčed bŘ the IETF ič
the RFC-ʀɸɼɸRFC-ʀɸɼɸRFC-ʀɸɼɸ.

The RESTCONF stack ičcludes HTTP/HTTPS tİačspoİt, Čessages ič the foİČ of
gečeİic RPCs ʰlike NETCONFʱ ačd ečcoded usičg eitheİ XML oİ the JSON foİČat.

The RESTCONF stack ičcludes HTTP/HTTPS tİačspoİt, Čessages ič the foİČ of
gečeİic RPCs ʰlike NETCONFʱ ačd ečcoded usičg eitheİ XML oİ the JSON foİČat.

The RESTCONF opeİatiočs aİe deţčed bŘ the REST fİaČeŖoİk ačd cač be easilŘ
Čapped to the coİİespočdičg opeİatiočs ič NETCONF:

• GET: to İetİieŕe a İesouİce. SiČilaİ to a NETCONF <get-cočţg>, <get>.

• POST: to cİeate a čeŖ İesouİce. SiČilaİ to ač <edit-cočţg> Ŗith
opeİatioč=ʼcİeateʽ optioč.

• PUT: to cİeate oİ ČodifŘ a İesouİce. SiČilaİ to ač <edit-cočţg> Ŗith
opeİatioč=ʼcİeate/İeplace .̔

• DELETE: to delete a İesouİce. SiČilaİ to ač <edit-cočţg> Ŗith
opeİatioč=ʼdelete .̔

The taİget İesouİce ič all opeİatiočs is deţčed usičg a stačdaİd URL, coČČočlŘ used
to İefeİečce Ŗeb pages oč the Ičteİčet.

gNMI

The Google NetŖoİk MačageČečt Ičteİface ʰgNMIʱ is ač alteİčatiŕe pİotocol to
NETCONF ačd RESTCONF foİ accessičg YANG Čodels.
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While both NETCONF ačd RESTCONF aİe stačdaİds-based pİotocols deţčed bŘ the
IETF, gNMI is ač opeč souİce četŖoİk ČačageČečt pİotocol deŕeloped bŘ Google.

gNMI opeİatiočs aİe:

• CAP: sečt to the četŖoİk deŕice oč ţİst coččect to discoŕeİ deŕice capabilities.

• GET: to İetİieŕe the deŕice cočţguİatioč oİ state. Ičcludes attİibutes such as
Pİeţŗ, Paths ačd Data TŘpe ʰOpeİ, Cočţg, Allʱ.

• SET: to chačge the deŕice cočţguİatioč. Has the saČe attİibutes as GET eŗcept
foİ TŘpe ʰUpdate, Replace, Deleteʱ.
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Model-Driven Telemetry

NetŖoİk Čočitoİičg challečges

AutoČatioč solutiočs based oč CLI ačd SNMP haŕe, oŕeİ tiČe, pİoŕeč to be ičcoČplete, 
ičefţciečt, ačd haİd to scale ačd Čaičtaič. NeŖ İeįuiİeČečts ič teİČs of speed, scale, 
fault isolatioč, foİečsic ačalŘsis, ačd čeaİ İeal-tiČe data aŕailabilitŘ, aİe Čakičg legacŘ 
Čočitoİičg solutiočs ičsufţciečt foİ Čost oİgačizatiočs.

The čeŖ paİadigČ

Model-Dİiŕeč TeleČetİŘ ʰMDTʱ has beeč desigčed to oŕeİcoČe the dİaŖbacks ačd 
shoİtcoČičgs of legacŘ Čočitoİičg solutiočs descİibed aboŕe. MDT pİoŕides stİuctuİed 
data ič the foİČ of the saČe YANG data Čodels deţčed ič Chapteİ ɾɿ.ʀ Opeč 
PİogİaČČable Deŕice APIs, ič a scalable ačd efţciečt Čaččeİ Ŗith a loŖ iČpact oč the 
četŖoİk deŕice.

MDT pİoŕides a čeŖ appİoach foİ četŖoİk Čočitoİičg ič Ŗhich opeİatiočal data is 
stİeaČed cočtičuouslŘ fİoČ četŖoİk deŕices to ač eŗteİčal collectoİ ačd pİoŕides İeal-
tiČe access to statistics foİ Čočitoİičg the četŖoİk. The data cač be stİeaČed oč-
chačge, oİ at a peİiodic tiČe ičteİŕal.

CoČpaİed to ač SNMP get İeįuest, Ŗhich is a pull ČechačisČ, MDT uses a push 
ČechačisČ.

The Cisco IOS XE MDT iČpleČečtatioč oč CatalŘst ʆɽɽɽ is based oč the 
stačdaİd IETF PUB/SUB ʰpublicatioč/subscİiptiočʱ.

To İeceiŕe stİeaČičg data fİoČ the deŕice, ač eŗteİčal collectoİ Čust set up a 
subscİiptioč to a data set ič a YANG Čodel. This cač be cİeated ŕia ač RPC subscİiptioč 
Čessage. Očce ečabled oč the deŕice, it cočtičuouslŘ sečds data foİ the lifetiČe of that
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subscİiptioč. Publicatioč is bŘ stİeaČičg data to a destičatioč usičg peİiodic oİ oč-
chačge čotiţcatiočs.

Foİ peİiodic čotiţcatiočs, the data is stİeaČed out to the destičatioč at the cočţguİed
ičteİŕal. The peİiod is the tiČe eŗpİessed ič ɾ/ɾɽɽ of secočds betŖeeč updates. This is
a siČilaİ cočcept to SNMP "get" İeįuests, but Ŗith all the bečeţts of the MDT push-
based Čodel at a Čuch higheİ İate. Data that is eŗpected to chačge at a high fİeįuečcŘ
is best cočsuČed ŕia peİiodic publicatiočs, such as ičteİface coučteİs ačd CPU
utilizatioč.

Foİ oč-chačge čotiţcatiočs, the data is published očlŘ Ŗheč a chačge occuİs. Oč-
chačge publicatioč is best utilized foİ data that is čot eŗpected to chačge at a high
fİeįuečcŘ ačd Ŗheİe it is iČpoİtačt to kčoŖ iČČediatelŘ Ŗheč a chačge has occuİİed.

DIAGRAM  Periodic vs. On-Change Subscriptions

A siČilaİ appİoach is used bŘ Cisco DNA Cečteİ Assuİačce to collect stİeaČičg data
fİoČ MDT-capable deŕices ačd coİİelate Ŗith otheİ data souİces.

Deŕelopičg a DIY data collectoİ is a coČpleŗ task, but custoČeİs Ŗilličg to build theiİ
oŖč collectoİ cač Čake use of Opeč Souİce tools such as TCollectoİ, collectd ačd the
Elastic Stack ʰcoČČočlŘ kčoŖ as the ELK stackʱ as Ŗell as Čessagičg bİokeİs such as
Apache Kafka, ActiŕeMQ ačd RabbitMQ.
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Scripting

Scİipts haŕe beeč used foİ ages to įuicklŘ ačd easilŘ autoČate sČall tasks. Oŕeİ the
Řeaİs, soČe scİiptičg lačguages haŕe becoČe Čoİe populaİ thač otheİs, such as Peİl,
TCL, ačd JaŕaScİipt. Ič İecečt Řeaİs, PŘthoč becaČe the Čost populaİ scİiptičg
lačguage. Oče of the Čaič İeasočs foİ its eŕeİ-gİoŖičg populaİitŘ is that PŘthoč is easŘ
to get staİted Ŗith. It pİoŕides ač ičteİactiŕe shell, alloŖičg a įuick ŖaŘ to eŗecute
scİipts liče bŘ liče ačd is Čoİe huČač-İeadable thač Čost of the otheİ scİiptičg
lačguages.

MaŘbe the Čost iČpoİtačt İeasoč is the ŕeİŘ eŗtečsiŕe list of publiclŘ aŕailable PŘthoč
libİaİies foİ Čost of the Opeİatičg SŘsteČs ačd ease of ičstalličg, updatičg ačd
učičstalličg the libİaİies usičg the PŘthoč package Čačageİ ʰpipʱ. Theİe is also a PŘthoč
ŕiİtual ečŕiİočČečt, that helps Ŗith the ČačageČečt of applicatioč libİaİŘ
depečdečcies.

Off-boŗ ŕs Oč-boŗ PŘthoč

PŘthoč scİipts cač be used to autoČate a CatalŘst ʆɽɽɽ İuččičg Cisco IOS XE ič tŖo 
diffeİečt ŖaŘs, coČČočlŘ čaČed off-boŗ ačd oč-boŗ scİiptičg.
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DIAGRAM  Cisco IOS XE O�-Box and On-Box Python

• With Off-boŗ, the PŘthoč scİipt is eŗecuted ič ač eŗteİčal seİŕeİ ačd it coččects 
to the Cisco IOS XE deŕice usičg ač SSH coččectioč foİ CLI based autoČatioč oİ 
ŕia the opeč APIs ʰNETCONF/RESTCONF/gNMIʱ.

• With Oč-boŗ, the PŘthoč scİipt is eŗecuted ičside the CatalŘst ʆɽɽɽ ič a built-ič 
Ličuŗ cočtaičeİ čaČed Guestshell. FİoČ the Guestshell ečŕiİočČečt, PŘthoč
scİipts cač access the učdeİlŘičg Cisco IOS XE usičg the saČe ČechačisČ used bŘ 
off-boŗ PŘthoč scİiptičg. 

BŘ pİoŕidičg off-boŗ ačd oč-boŗ scİiptičg optiočs, the CatalŘst ʆɽɽɽ is a peİfect ţt foİ
cečtİalized ačd distİibuted PŘthoč-based applicatioč aİchitectuİes.
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Con�guration Management Tools

Cočţguİatioč ČačageČečt tools autoČate sŘsteČs ačd applicatiočs ič a cočsistečt
fashioč at scale. Such tools haŕe beeč used bŘ sŘsteČ adČičistİatoİs foİ Čoİe thač a
decade. LatelŘ, ač ičcİeasičg čuČbeİ of custoČeİs aİe usičg ʰoİ cočsideİičgʱ
cočţguİatioč ČačageČečt tools to autoČate theiİ četŖoİks as Ŗell. Cočţguİatioč
ČačageČečt tools ečable a ŕaİietŘ of adŕačtages:

• A cočsistečt appİoach acİoss diffeİečt ŕečdoİs ačd Opeİatičg SŘsteČs.

• EasŘ ičtegİatioč Ŗith ŕeİsioč cočtİol sŘsteČs.

• A siČple ŖaŘ to collect haİdŖaİe ačd softŖaİe deŕice facts

• Pİoŕides ač ičtečt-based cočţguİatioč appİoach.

• No chačges aİe Čade if the sŘsteČ, applicatioč, oİ deŕice is alİeadŘ ič the desiİed
state.

Ič the četŖoİkičg space, cočţguİatioč ČačageČečt tools ičitiallŘ Ŗeİe used to 
autoČate data cečteİ četŖoİks očlŘ, but čoŖ ečteİpİise četŖoİks aİe staİtičg usičg 
theČ as Ŗell. AČočg otheİs, Ačsible ačd Puppet aİe the Čost populaİ tools. 
Cočţguİatioč ČačageČečt tools cač be classiţed ičto tŖo gİoups, based oč theiİ 
aİchitectuİe: agečt-based oİ agečt-less. Agečt-based aİchitectuİes İeįuiİe a softŖaİe 
agečt to be ičstalled oč the Čačaged deŕice, Ŗheİeas agečt-less aİchitectuİes do čot 
čeed oče. This is a keŘ diffeİečce, paİticulaİlŘ ič the ečteİpİise space Ŗheİe custoČeİs 
tečd to be Čoİe cočseİŕatiŕe about ičstalličg ʀİd-paİtŘ softŖaİe oč deŕices.

Ačsible is based oč ač agečt-less aİchitectuİe Ŗhich has beeč a keŘ factoİ ič its 
success. Ačsible alİeadŘ suppoİts Cisco deŕices, such as CatalŘst ʆɽɽɽ sŖitches 
İuččičg Cisco IOS XE ačd pİoŕides ičtečt-based Čodules to cočţguİe ičteİfaces, 
VLANs, VRFs, useİs, etc as Ŗell as CLI ačd NETCONF-based cočţguİatiočs.

Puppet tİaditiočallŘ İeįuiİes ač agečt oč the Čačaged deŕice ʰagečt-based 
aİchitectuİeʱ but Puppet is cuİİečtlŘ deŕelopičg ač agečt-less aİchitectuİe speciţcallŘ
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foİ četŖoİk deŕices. It Ŗill also suppoİt Cisco deŕices İuččičg Cisco IOS XE, ačd it 
Ŗill be based oč the NETCONF APIs.

Cočţguİatioč MačageČečt Tools aİe a keŘ coČpočečt of ačotheİ eČeİgičg tİečd 
aČočg ČačŘ custoČeİs eČbİacičg the DeŕOps ačd NetOps cultuİe: Cočtičuous 
Ičtegİatioč ačd Cočtičuous DeploŘČečt oİ CI/CD.

DIAGRAM  Cisco Catalyst 9000 CI/CD with Puppet

CI/CD is a čeŖ cočţguİatioč ČačageČečt pİactice cİeated to İeduce the tiČe čeeded
to deploŘ čeŖ chačges ič pİoductioč ačd to ičcİease the cočţdečce that chačges Ŗill
be successful. It ečables this thİough ač autoČated testičg pİocess ačd ičtegİatioč
Ŗith souİce cočtİol sŘsteČs foİ ač easŘ İollback ič case failuİes do occuİ. CustoČeİs
iČpleČečtičg CI/CD fİaČeŖoİks haŕe eŗpeİiečced loŖeİ deŕelopČečt cŘcles, fasteİ
pace of iččoŕatioč, ačd a loŖeİ total IT cost.
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Cisco DevNet

Cisco DeŕNet is ač ičitiatiŕe cİeated to alloŖ custoČeİs ačd paİtčeİs to easilŘ staİt
leaİčičg the latest pİogİaČČabilitŘ techčologies pİoŕided bŘ the Čaič Cisco Opeİatičg
SŘsteČs. Cisco DeŕNet pİoŕides self-eŗplačatoİŘ leaİčičg labs, ŕideo couİses, deŕice
sačdboŗ to test the pİogİaČČabilitŘ techčologies oč siČulated deŕices ačd/oİ İeal
haİdŖaİe, aločg Ŗith API docuČečtatioč, coČČučitŘ suppoİt ačd Čoİe.

DIAGRAM  Cisco DevNet

Cisco DeŗNetDeŗNetDeŗNet is coČpletelŘ fİee - custoČeİs ačd paİtčeİs just čeed to sigč up ačd staİt
leaİčičg.
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Application Hosting Operation

Applicatiočs aİe used ič ečteİpİise četŖoİks foİ a ŕaİietŘ of busičess İeleŕačt use
cases. EŗaČples of ečteİpİise applicatiočs ičclude adČičistİatiŕe tools such as
peİfoİČačce Čočitoİs ačd pİotocol ačalŘzeİs ačd secuİitŘ toolsets such as ičtİusioč
detectioč seİŕices. TİaditiočallŘ, such applicatiočs Ŗould opeİate oč ač eŗteİčal
phŘsical oİ ŕiİtual seİŕeİ.

Cisco built the Cisco Applicatioč FİaČeŖoİk ʰCAFʱ to Čačage cočtaičeİized
applicatiočs İuččičg oč ačŘ četŖoİk deŕice. CAF is also kčoŖč as Cisco IOŗ. OİigičallŘ
cİeated to host Ičteİčet of Thičgs ʰIoTʱ applicatiočs, the CatalŘst ʆɽɽɽ leŕeİages IOŗ
foİ ečteİpİise applicatiočs Ŗithič a caČpus ečŕiİočČečt.

Cisco IOŗ oč a CatalŘst ʆɽɽɽ suppoİts applicatiočs cočtaičeİized ič KVM-based ŕiİtual
Čachičes ačd LXC Ličuŗ cočtaičeİs. While čatiŕe Dockeİ cočtaičeİs aİe čot Řet
suppoİted, Dockeİ tools cač be used to easilŘ build IOŗ applicatiočs ič LXC foİČat.
Cisco IOŗ eČpoŖeİs opeİatoİs to deploŘ ačŘ cočtaičeİized applicatioč oč theiİ
četŖoİk deŕices.

Though Cisco Ŗill peİiodicallŘ publish ceİtaič seİŕices foİ applicatioč hostičg, Cisco
ečcouİages ačd suppoİts the deploŘČečt of ačŘ KVM-based VM oİ Ličuŗ LXC that ţts
Ŗithič the IOŗ fİaČeŖoİk.

The CatalŘst ʆɽɽɽ pİoŕides seŕeİal optiočs to Čačage hosted applicatiočs:

• Cisco DNA Cečteİ: Cisco's SDN cočtİolleİ used to İuč all LAN, WAN ačd WLAN 
ečteİpİise deŕices.

• IOŗ Cliečt: a PŘthoč-based tool capable of buildičg ačd Čačagičg IOŗ 
applicatiočs.

• WebUI: the Cisco IOS XE GUI to cočţguİe ačd Čočitoİ the deŕice, suppoİt IOŗ 
applicatiočs as Ŗell.

• CoČČačd Liče Ičteİface: a set of Cisco IOS XE cočsole coČČačds foİ 
Čačagičg IOŗ ačd IOŗ applicatiočs. 
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DIAGRAM  Catalyst 9000 Application Hosting Framework

AčatoČŘ of ač IOŗ Applicatioč

Ač IOŗ applicatioč is packaged ič a stačdaİd Ličuŗ taİ aİchiŕe foİČat cočtaičičg seŕeİal
ţles, ičcludičg the applicatioč descİiptoİ, oče oİ Čoİe disk iČages, ačd, optiočallŘ,
ceİtiţcate ţles ačd otheİ auŗiliaİŘ ţles. The applicatioč descİiptoİ is a ţle, Ŗİitteč ič
YAML foİČat, that ičcludes:

• Applicatioč ičfoİČatioč: čaČe, descİiptioč, ŕeİsioč, ačd authoİ.

• Applicatioč tŘpe: LXC oİ VM.

• HaİdŖaİe İesouİces İeįuiİed: CPU, ČeČoİŘ ačd stoİage.

• A list of ŕiİtual četŖoİk ičteİfaces used bŘ the applicatioč.

• The disk iČage ţles used to load the applicatioč itself.

• Staİtup tasks oİ pİe-eŗecutioč scİipts.

Step-bŘ-step ičstİuctiočs oč hoŖ to build IOř applicatioďsIOř applicatioďsIOř applicatioďs aİe aŕailable oč the Cisco
DeŕNet Ŗebsite.
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Hardware Resources

Cisco IOS XE İuččičg oč the CatalŘst ʆɽɽɽ İeseİŕes dedicated ČeČoİŘ ačd CPU 
İesouİces foİ applicatioč hostičg. BŘ İeseİŕičg ČeČoİŘ ačd CPU İesouİces, the sŖitch 
pİoŕides a sepaİate eŗecutioč space foİ useİ applicatiočs. It pİotects the sŖitch's IOS 
XE İuč-tiČe pİocesses ečsuİičg both its ičtegİitŘ ačd peİfoİČačce.

Applicatiočs Čust İeside ič oče of the eŗteİčal SSD stoİage ʰUSB oİ Mɿ SATAʱ optiočs 
pİoŕided bŘ the CatalŘst ʆɽɽɽ. Applicatiočs haŕe čo access to the ičteİčal deŕice Ťash 
stoİage, Ŗhich is İeseİŕed foİ IOS XE foİ ičtegİitŘ İeasočs.

Note The eŗteİčal SSD stoİage is shaİed ʰčot İeseİŕedʱ betŖeeč Cisco IOS XE ačd 
hosted applicatiočs.

TABLE Catalyst 9000 Application Hosting Resources

Platform Memory
(GB)

CPU 
(cores)

USB Storage
(GB)

M2 SATA
Storage (GB)

USB
2.0 

Front

USB
3.0 

Back

Catalyst 9300 2 1 x 1.8GHz 16 120 N/A

Catalyst 9400 8 1 x 2.4GHz 16 N/A 960

Catalyst 9500 
(with UADP 2.0) 8 1 x 2.4GHz 16 120 N/A

Catalyst 9500 
(with UADP 3.0) 8 1 x 2.4GHz N/A N/A 960

Applicatioč Hostičg 186

https://t.me/learningnets



Campus Network
Design

https://t.me/learningnets



Overview

NetŖoİk desigč is iČpoİtačt because ičdiŕidual deŕices Čust Ŗoİk togetheİ cohesiŕelŘ
to optiČize a četŖoİk. While each platfoİČ has učiįue capabilities, ačd ČačŘ
capabilities aİe siČilaİ, the ŖaŘ ŕaİious platfoİČs aİe coČbičed togetheİ cač İesult ič
optiČal oİ sub-optiČal četŖoİk behaŕioİ. It is theİefoİe iČpoİtačt to choose the best
platfoİČ foİ a speciţc puİpose. Cisco pİoŕides seŕeİal diffeİečt CatalŘst ʆɽɽɽ seİies
Čodels to addİess a İačge of čeeds.

A caČpus četŖoİk focuses ČaičlŘ oč hoŖ huČačs ačd theiİ deŕices coČČučicate Ŗith
each otheİ, ačd Ŗith seİŕices ič the data cečteİ, pİiŕate oİ public cloud seİŕices, ačd
the Ičteİčet. CaČpus četŖoİks also tečd to be geogİaphicallŘ diŕeİse, Ŗith a ŕaİietŘ of
učiįue İeįuiİeČečts. The čuČbeİ ačd tŘpes of useİs ačd deŕices, as Ŗell as theiİ
geogİaphic diŕeİsitŘ, ičŤuečce optiČal četŖoİk desigč.

ᄂthe bottom line
Select the ɄRight PlatformɅ for the ɄRight JobɅ.

Cisco has ʀɽ Řeaİs of eŗpeİiečce desigčičg caČpus ečŕiİočČečts. Oŕeİ that peİiod,
Cisco has deŕeloped ačd İigoİouslŘ tested ŕaİious desigčs fİoČ Ŗhich ţŕe dističct
caČpus desigč Čodels haŕe eČeİged:

• Multi-LaŘeİ - a Čulti-tieİ desigč that uses İoutičg betŖeeč coİe ačd
distİibutioč, Ŗith a sŖitchičg access.

• Collapsed Coİe - a tŖo-tieİ desigč foİ sČall sites, Ŗith a İouted coİe ačd a
sŖitched access.

• Routed Access - a Čulti-tieİ desigč, Ŗhich utilizes İoutičg ečd-to-ečd thİough
all laŘeİs.

• CaČpus MPLS - a Čulti-tieİ desigč, usičg MPLS oč top of a İouted doČaič to
pİoŕide segČečted seİŕices.

• SoftŖaİe-Defičed Access - a Čulti-tieİ četŖoİk fabİic based oč the desigčs
aboŕe, autoČated ačd assuİed bŘ a cočtolleİ.
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While each desigč Čodel has eŕolŕed to addİess a speciţc set of İeįuiİeČečts, all shaİe
a coČČoč set of chaİacteİistics. The coČČoč chaİacteİistics of caČpus desigčs
ičclude:

• HieİaİchŘ - stİuctuİed desigč Ŗhich allocates deţčed İoles to each laŘeİ, ačd
folloŖs a stİuctuİed cabličg plačt.

• RedučdačcŘ - ičcludičg phŘsical İedučdačcŘ ʰličks, chassis, poŖeİʱ, data plače
İedučdačcŘ, cočtİol plače İedučdačcŘ.

• BačdŖidth - sufţciečt capacitŘ at each četŖoİk tieİ to suppoİt the aggİegate
sŘsteČ load.

• Poİt DečsitŘ - sufţciečt ičteİfaces at each četŖoİk tieİ to suppoİt all its
coččected čeighboİs.

• ScalabilitŘ - sufţciečt haİdŖaİe ačd softŖaİe İesouİces to suppoİt all
ičteİcoččectiočs ačd četŖoİk seİŕices.

• Wiİeless LAN - sufţciečt Ŗiİed ičfİastİuctuİe ačd featuİes to suppoİt ČobilitŘ
acİoss the caČpus.

While each of the CatalŘst ʆɽɽɽ platfoİČs is desigčed to addİess oče oİ Čoİe desigč
Čodel, all shaİe a coČČoč set of capabilities:

• CatalŘst ʆʂɽɽ seİies - Fiŗed foİČ factoİ, Ŗith ɾ/ɾɽ/ɿʂG SFP ačd ʁɽ/ɾɽɽG QSFP
očboaİd ačd Čodule poİts.

- Built Ŗith sufţciečt ASIC bačdŖidth ačd table scale to suppoİt ČediuČ to
laİge-sized caČpus coİes ačd distİibutioč desigčs.

• CatalŘst ʆʁɽɽ seİies - Modulaİ foİČ factoİ, Ŗith ɾɽ/ɾɽɽ/ɾɽɽɽ/ČGig RJʁʂ, ɾ/ɾɽG
SFP Čodules ačd ʁɽG QSFP Supeİŕisoİ poİts.

- Built foİ high-dečsitŘ useİ access Ŗith sufţciečt ASIC bačdŖidth ačd table
scale to suppoİt laİge caČpus access desigčs oİ ČediuČ-sized distİibutioč
desigčs.
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• CatalŘst ʆʀɽɽ seİies - Fiŗed, stackable foİČ factoİ, Ŗith ɾɽ/ɾɽɽ/ɾɽɽɽ/ČGig
RJʁʂ ačd ɾ/ɾɽ/ɿʂG SFP oİ ʁɽG QSFP Čodule poİts.

- Built foİ high-dečsitŘ useİ access Ŗith sufţciečt ASIC bačdŖidth ačd table
scalabilitŘ to suppoİt laİge caČpus access desigčs.

ᄂthe bottom line
Catalyst 9000 switches are the most �exible, highest scaling, and resilient 
platforms for the new era of networking

While Čost of this book focuses oč the speciţc details of ičdiŕidual CatalŘst ʆɽɽɽ
platfoİČs, the folloŖičg chapteİs aİe dedicated to hoŖ ač ečd-to-ečd CatalŘst ʆɽɽɽ
seİies solutioč cač siČplifŘ ačd optiČize oŕeİall četŖoİk desigč.
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Physical Infrastructure

This sectioč discusses cİitical desigč cočsideİatiočs foİ the phŘsical ičfİastİuctuİe, ič
oİdeİ to pİoŕide sufţciečt bačdŖidth ačd poİt dečsitŘ foİ ač optiČal caČpus četŖoİk.

The Need foİ Speed

It is eŗpected that IP tİafţc Ŗill gİoŖ at a CoČpoučd Aččual GİoŖth Rate ʰCAGRʱ of up
to ɿʁ% fİoČ ɿɽɾʃ to ɿɽɿɾ. As discussed eaİlieİ, ičcİeasičg deploŘČečts of high-speed
Ŗiİeless techčologies, the pİolifeİatioč of IoT deŕices ačd sečsoİs, ačd poŖeİful čeŖ
ečdpoičts that hačdle high ŕoluČe data, aİe foİcičg četŖoİk ečgičeeİs to İedesigč
theiİ phŘsical ičfİastİuctuİe. Cliečt access speeds aİe ičcİeasičg fİoČ ɾ Gigabit peİ
secočd ʰGbpsʱ to ɿ.ʂ Gbps, ʂ Gbps ačd potečtiallŘ ɾɽ Gbps. These čeŖ cliečt access
speed İeįuiİeČečts deČačd četŖoİk ičfİastİuctuİe speeds gİeateİ thač ɾɽG.

HoŖeŕeİ, Čoŕičg to higheİ speeds cač bİičg additiočal challečges. Foİ ičstačce,
chačgičg fİoČ eŗističg ɾɽG SČall FoİČ factoİ Pluggable ʰSFPʱ poİts to ʁɽG Quad SČall
FoİČ factoİ Pluggable ʰQSFPʱ caİİies sigčiţcačt costs ʰtİačsceiŕeİs ačd cablesʱ. While
ač alteİčatiŕe foİ ličk-aggİegatioč is oče appİoach, achieŕičg effectiŕe load shaİičg
Ŗith Čultiple ɾɽG ličks depečds oč the hashičg algoİithČ ačd tİafţc patteİčs.

BackŖaİds coČpatibilitŘ foİ easieİ Čigİatioč is ačotheİ keŘ cočsideİatioč foİ čeŖ
speed adoptioč ič caČpus četŖoİks. It is bečeţcial to use a coČČoč tİačsceiŕeİ foİČ
factoİ, such as SFP ačd QSFP. Modeİč ɾɽG SFP+ ačd the čeŖ ɿʂG SFPɿʅ ičteİfaces
suppoİt backŖaİd coČpatibilitŘ Ŗith ɾɽɽM ačd ɾG SFP. SiČilaİlŘ, the čeŖ ɾɽɽG QSFPɿʅ
ičteİfaces suppoİt backŖaİd coČpatibilitŘ Ŗith ʁɽG QSFP.

Note  Cisco ɿʂG SFPɿʅ tİačsceiŕeİs suppoİt dual-İate optics to opeİate at both ɾɽG
oİ ɿʂG speed.

Foİ eŗaČple, upgİadičg access to distİibutioč laŘeİ ličks fİoČ ɾɽG to ɿʂG is a
stİaightfoİŖaİd Čigİatioč. SiČplŘ İeČoŕe the ɾɽG SFP+ tİačsceiŕeİ ačd ičstall a čeŖ
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ɿʂG SFPɿʅ tİačsceiŕeİ ʰusičg the saČe cableʱ. If the İeČote side is still usičg a ɾɽG SFP+
tİačsceiŕeİ, the ličk Ŗill opeİate at ɾɽG. Očce a coİİespočdičg ɿʂG SFPɿʅ tİačsceiŕeİ is
ičstalled oč the İeČote side, the ličk Ŗill opeİate at ɿʂG.

Use Case ɾ: Speed tİačsitioč Ŗith siČilaİ Cable Distačces

As access laŘeİ bačdŖidth ičcİeases fİoČ ɾɽ/ɾɽɽ/ɾɽɽɽM to ɿ.ʂG, caČpus backbočes
should tİačsitioč fİoČ ɾɽ/ʁɽG speeds to ɿʂ/ɾɽɽG speeds. CustoČeİs čeed čeŖeİ
optics to suppoİt cabličg distačces siČilaİ to theiİ eŗističg ečŕiİočČečt.

ᄂthe bottom line
The use of innovative Cisco SFP-10/25G-CSR-S transceivers supports traditional
cable lengths of up to 300/400m over OM3/4 MMF (depending upon �ber quality)
to achieve speeds of 25G.

DIAGRAM  Speed transition with similar Cable Distance
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Use Case ɿ: Speed Migİatioč Ŗith Dual-Rate Optics

The Cisco ɿʂG poİtfolio pİoŕides backŖaİd coČpatibilitŘ to ɾɽG Ŗith tİačsceiŕeİs built
Ŗith dual-İate optics. Cisco dual-İate optics Ŗill auto-čegotiate to the highest speed
suppoİted. Foİ eŗaČple, if the İeČote deŕice is očlŘ capable of ɾɽGbps, the tŖo deŕices
Ŗill opeİate at ɾɽGbps speed.

ᄂthe bottom line
There is no requirement to upgrade the infrastructure to 25G. Transceivers can
operate at 10G and be upgraded as part of regular refresh cycles.

DIAGRAM  Speed transition with Dual-Rate Optics

Use Case ʀ: Speed tİačsitioč Ŗith siČilaİ Oŕeİsubscİiptioč Ratios

Ič the past, the İule-of-thuČb desigč İecoČČečdatioč foİ oŕeİsubscİiptioč Ŗas ~ɿɽ:ɾ
foİ the access to distİibutioč, ~ʁ:ɾ foİ distİibutioč to coİe, ačd ~ɿ:ɾ oİ ɾ:ɾ foİ the coİe
laŘeİ. As access laŘeİ bačdŖidth ičcİeases ʰe.g. ɿ.ʂGʱ, theİe is a coİİespočdičg čeed to
upgİade the ičteİ-sŖitch coččectiočs to pİeseİŕe the İecoČČečded oŕeİsubscİiptioč
İatios.
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ᄂthe bottom line
25G and 100G are natural successors to 10G and 40G, with at least 2.5X
bandwidth increase.

DIAGRAM  Speed transition with similar Oversubscription Ratios

Use Case ʁ: CoČpaİičg Higheİ speed ŕs. Load shaİičg

Speed upgİades haŕe outpaced the İefİesh cŘcles foİ cabličg. To satisfŘ gİoŖičg
bačdŖidth İeįuiİeČečts, theİe aİe tŖo basic appİoaches:

• Čoİe upličks cač be added ʰŖith ličk-aggİegatioč oİ ECMPʱ

• İeplace eŗističg cabličg ačd tİačsceiŕeİs to suppoİt higheİ speeds

Theİe aİe sigčiţcačt challečges ačd cost iČplicatiočs to both. Addičg additiočal ličks
ičcuİs the coČpleŗitŘ of achieŕičg effectiŕe load-shaİičg, as Ŗell as soČe QoS
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iČplicatioč. While upgİadičg to higheİ ličk speeds does čot İeįuiİe coČpleŗ load-
shaİičg oİ QoS challečges, it ČaŘ İeįuiİe İeplacičg tİačsceiŕeİs ačd/oİ cabličg.

ᄂthe bottom line
Catalyst 9000 platforms support a common set of port types and transceivers,
with �exible port speeds. This greatly simpli�es upgrading existing infrastructure
to higher speeds.

DIAGRAM  Comparing Higher speed vs. Load sharing
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Multi-Layer Campus

A Multi-LaŘeİ LAN deploŘČečt is the Čost coČČočlŘ-deploŘed desigč Čodel. It
cočsists of thİee laŘeİs: coİe, distİibutioč ačd access.

DIAGRAM  Multi-Layer Campus Design

The coİe ič a Multi-LaŘeİ caČpus desigč is based upoč LaŘeİ ʀ IP İoutičg ačd fučctiočs
as a high-speed ičteİcoččectioč poičt to otheİ četŖoİk laŘeİs ʰe.g. DC, WAN, Bİačch,
etcʱ. The distİibutioč laŘeİ cočsists of IP İoutičg upstİeaČ to the coİe ačd LaŘeİ ɿ
sŖitchičg doŖčstİeaČ to the access laŘeİ. Distİibutioč blocks fučctioč as ač
aggİegatioč poičt foİ cliečt tİafţc tİaŕeličg to the İest of the četŖoİk; theŘ seİŕe as
tİačsitioč poičts betŖeeč sŖitched Ŗiİičg closets ičto the İouted coİe. The pİiČaİŘ
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İole of the access laŘeİ is siČplŘ to coččect ečd-poičts ačd sŖitch theiİ tİafţc ičto the
İest of the četŖoİk.

Theİe aİe seŕeİal Čaič adŕačtages to this desigč:

• It is a tİied-ačd-tİue desigč iČpleČečted ŖidelŘ duİičg its tŖečtŘ-Řeaİ histoİŘ.

• The hieİaİchŘ of laŘeİs assigčs speciţc İoles ačd İespočsibilities to each
coččectioč block.

• It is scalable ačd Čodulaİ. Blocks cač be added oİ İeČoŕed ič ačŘ laŘeİ Ŗithout
Čajoİ iČpact oč the desigč of otheİ laŘeİs.

• It deţčes a sepaİatioč of duties to LAN sŖitches that aİchitects use to eŕaluate
pİoducts ačd build četŖoİk policies.

• It alloŖs foİ spaččičg VLANs ʰLaŘeİ ɿ doČaičsʱ acİoss Čultiple access Ŗiİičg
closets if čeeded, pİoŕidičg desigč ŤeŗibilitŘ.

Theİe aİe soČe disadŕačtages, hoŖeŕeİ, to this desigč. The distİibutioč laŘeİ, ič
paİticulaİ, ičtİoduces coČpleŗitŘ because of its İole as ač Lɿ/Lʀ ičteİchačge. Lɿ
četŖoİks aİe cočsideİed Ťood doČaičs foİ BUM tİafţc ʰbİoadcast, učkčoŖč učicast,
Čulticastʱ ačd subject to loops duİičg ličk failuİes ačd İecočŕeİgečce. If čot tučed
coİİectlŘ, Lɿ četŖoİks siČplŘ fail Ŗheč BUM tİafţc cočsuČes pİocessičg İesouİces oİ
a četŖoİk loop blocks ŤoŖs as paİticipatičg sŖitches İeoptiČize a path.

Tools such as Rapid Peİ-VLAN Spaččičg Tİee ʰRPVSTʱ, Spaččičg Tİee Pİotocol ʰSTPʱ
guaİds, IGMP sčoopičg ačd stoİČ-cočtİol aİe used to hačdle these situatiočs, but
adČičistİatoİs aİe İeįuiİed to ečable ačd Čočitoİ these featuİes. A siČilaİ situatioč
eŗists Ŗheč passičg tİafţc acİoss the access laŘeİ sŖitched boİdeİ to the İouted
četŖoİk. Sub-optiČal paths ačd asŘČČetİic ŤoŖs Ŗith cočseįuečt tİafţc Ťoodičg cač
occuİ ič the Čulti-laŘeİ desigč if Spaččičg Tİee sŖitchičg ČisČatches IP İoutičg ʰi.e. if
the Lɿ ačd Lʀ topologies aİe ičcočgİuečtʱ. AdČičistİatoİs čeed to cočţguİe sŖitches
so that STP İoot sŖitches aİe also the IP default gateŖaŘ, usičg a Fiİst-Hop Routičg
Pİotocol ʰFHRPʱ, eŕeč ič the eŕečt of a sŖitch failuİe.

Note  CatalŘst ʆɽɽɽ seİies sŖitches cočtičue to suppoİt Čulti-laŘeİ četŖoİks, ačd
theiİ učiįue featuİes aİe optiČized foİ İoles of each laŘeİ, usičg İesouİce teČplates.
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The CatalŘst ʆʂɽɽ ɾɽ/ʁɽG Čodels aİe based oč UADP ɿ.ɽ ačd use the distİibutioč SDM
teČplate, bŘ default, to set the optiČal ASIC table allocatioč foİ a distİibutioč laŘeİ İole.
Ič additioč, the CatalŘst ʆʂɽɽ ɾɽ/ɿʂ/ʁɽ/ɾɽɽG Čodels aİe based oč UADP ʀ.ɽ, ačd
eČploŘ the coİe SDM teČplate bŘ default, pİoŕidičg the optiČal ASIC table allocatioč
foİ a coİe sŖitch.

ᄂthe bottom line
The Catalyst 9500 Series platforms are optimized for the core and distribution 
layers.

The CatalŘst ʆʀɽɽ ačd ʆʁɽɽ seİies sŖitches both eČploŘ UADP ɿ.ɽ foİŖaİdičg ečgičes,
ačd iČpleČečt the access SDM teČplate to set the optiČal ASIC table allocatioč foİ
sŖitched access İole. The CatalŘst ʆʀɽɽ, haŕičg a stackable ţŗed-foİČ factoİ is ideal
foİ pİoŕidičg sŖitch-leŕel İedučdačcŘ. The CatalŘst ʆʁɽɽ, bŘ cočtİast, is a Čodulaİ
sŖitch pİoŕidičg the highest leŕels of četŖoİk aŕailabilitŘ bŘ deliŕeİičg supeİŕisoİ, liče-
caİd ačd poŖeİ İedučdačcŘ ič a chassis. Both sŖitchičg ličes pİoŕide capabilities to
suppoİt sČall, ČediuČ ačd laİge Ŗiİičg closets.

ᄂthe bottom line
The Catalyst 9300 and 9400 Series platforms are optimized for the access layer.
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Collapsed Core

A collapsed coİe desigč is based oč the saČe pİičciples of a Čulti-laŘeİ LAN foİ ič a
sČall caČpus četŖoİk, Ŗith the coİe ačd distİibutioč laŘeİs collapsed ičto each otheİ.

DIAGRAM  2-Tier Collapsed Topology

All of the adŕačtages of a Čulti-laŘeİ desigč also applŘ to a collapsed coİe, Ŗhich
İeįuiİes less četŖoİk ičfİastİuctuİe ačd is, theİefoİe, a İight-sized ačd cost-effectiŕe
solutioč foİ sČall sites.

The saČe dİaŖbacks of the Čulti-laŘeİ also applŘ to this desigč. Ič this case, the
distİibutioč laŘeİ coČpleŗitŘ descİibed pİeŕiouslŘ has added ičto the coİe.
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The CatalŘst ʆʂɽɽ seİies Čodels use the UADP pİogİaČČable ASIC ič a ţŗed-foİČ
factoİ desigč. The diffeİečce betŖeeč Čodels is a Čatteİ of poİt speed ačd dečsitŘ, but
ič all cases theŘ cač use the distİibutioč SDM teČplate to optiČize foİŖaİdičg tables
foİ use as a collapsed coİe sŖitch.

ᄂthe bottom line
The Catalyst 9500 Series platforms are optimized for the collapsed core layer.

Theİe aİe čo chačges to the access laŘeİ ič this desigč, ačd the İecoČČečdatiočs foİ
usičg the CatalŘst ʆʀɽɽ ačd ʆʁɽɽ ič these İoles still applŘ.

ᄂthe bottom line
The Catalyst 9300 and 9400 Series platforms are optimized for the access layer.
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Routed Access

The İouted access desigč uses the saČe phŘsical četŖoİk topologŘ as a tİaditiočal
Čulti-laŘeİ aİchitectuİe. This is tİue İegaİdless of Ŗhetheİ a full thİee-tieİ aİchitectuİe
oİ the collapsed coİe Čethod is eČploŘed. The diffeİečce is the placeČečt of the LaŘeİ
ɿ ačd LaŘeİ ʀ boučdaİies. As the čaČe iČplies, ič a İouted access desigč the Lʀ
boučdaİŘ Čoŕes doŖč to the access laŘeİ, ačd VLANs aİe locallŘ cočtaičed Ŗithič each
access laŘeİ sŖitch. These sŖitches theč coččect upstİeaČ to the caČpus četŖoİk
usičg İouted upličks.

DIAGRAM  Routed Access Design

CaČpus NetŖoİk Desigč 201

https://t.me/learningnets



The use of a İouted access desigč affoİds a čuČbeİ of bečeţts:

• It İeduces deploŘČečt ačd ČačageČečt coČpleŗitŘ sičce all četŖoİk ličks aİe
İouted coččectiočs Ŗith cočsistečt cočţguİatiočs.

• It eliČičates the čeed to cočţguİe ʅɽɿ.ɾQ tİučks oİ tuče Spaččičg Tİee ačd
ţİst-hop İoutičg pİotocols betŖeeč laŘeİs.

• It siČpliţes četŖoİk opeİatioč ačd tİoubleshootičg sičce a sičgle cočtİol
pİotocol Čačages the četŖoİk's behaŕioİ.

• It sigčiţcačtlŘ İeduces failuİe doČaičs, bŘ Čoŕičg Lɿ doČaičs to the access laŘeİ
ačd isolatičg STP doČaičs to ičdiŕidual sŖitches.

• This desigč alloŖs betteİ utilizatioč of all aŕailable četŖoİk paths. Routed access
četŖoİks do čot iČpose STP blockičg ačd ičstead use eįual-cost Čultipathičg
ʰECMPʱ to autoČaticallŘ distİibute ŤoŖs acİoss all coččectiočs fİoČ the access
laŘeİ upstİeaČ.

Routed access četŖoİks do haŕe soČe dİaŖbacks. It is čot possible to spač VLANs
acİoss a caČpus četŖoİk ič a İouted access desigč Čodel. Although best pİactice
caČpus desigč seeks to eliČičate laİge Lɿ doČaičs because of the İisk theŘ pose to
četŖoİk stabilitŘ, theİe aİe tiČes Ŗheč it is čecessaİŘ to ičteİcoččect sŘsteČs that
opeİate ič the MAC-laŘeİ očlŘ. Ačotheİ dİaŖback of İouted access desigč is that if ACLs
aİe iČpleČečted, theŘ Čust be distİibuted to the access laŘeİ, İatheİ thač cečtİallŘ at
the distİibutioč laŘeİ ič the hieİaİchical desigč.

A İouted access četŖoİk utilizes the saČe topologŘ as a hieİaİchical oče. CočseįuečtlŘ,
the positiočičg of CatalŘst ʆɽɽɽ seİies platfoİČs İeČaičs the saČe. CatalŘst ʆʂɽɽ
sŖitches seİŕe best as ţŗed-foİČ distİibutioč ačd coİe, ačd CatalŘst ʆʀɽɽs ačd ʆʁɽɽs
aİe best suited as access laŘeİ sŖitches. Ič additioč to ač SDM teČplate that optiČizes
a ʆʀɽɽ oİ ʆʁɽɽ as ač Lɿ sŖitch, theİe is also a teČplate that İepİogİaČs theČ to be
optiČized foİ Lʀ access.

ᄂthe bottom line
All Catalyst 9000 switches are optimized for routed access networks.
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Campus MPLS

The caČpus MPLS desigč builds upoč the pİeŕious četŖoİk desigčs ačd deliŕeİs ŕiİtual
sepaİatioč of İoutičg doČaičs. This İeįuiİes oŕeİlaŘičg MPLS-VPN techčologŘ oč top
of all İouted poičts Ŗithič the četŖoİk. Foİ a Čulti-laŘeİ caČpus, MPLS eŗtečds fİoČ
the distİibutioč blocks thİough the četŖoİk coİe; ič a Routed Access desigč, MPLS
spačs the ečtiİe LAN.

DIAGRAM  Campus MPLS

The Čaič adŕačtage of MPLS-VPN ičto caČpus desigčs is to pİoŕide Čacİo-leŕel
četŖoİk segČečtatioč. MPLS-VPNs use Viİtual Routičg ačd FoİŖaİdičg ʰVRFʱ ičstačces
ič oİdeİ to sepaİate İoutičg doČaičs, foİ eŗaČple, to keep guest tİafţc fİoČ beičg able
to İeach ačŘ pİiŕate coİpoİate segČečts. CaČpus MPLS četŖoİks also alloŖ četŖoİk
adČičistİatoİs to Čačipulate MPLS pİotocols, foİ eŗaČple, to iČpİoŕe the efţciečcŘ of
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label sŖitchičg oŕeİ basic İoutičg, ačd the abilitŘ to steeİ tİafţc thİough a četŖoİk
ʰcalled MPLS-TE oİ tİafţc ečgičeeİičgʱ to optiČize aŕailable paths.

HoŖeŕeİ, MPLS adds coČpleŗitŘ oč top of ač IP četŖoİk as it İeįuiİes ač additiočal
cočtİol plače ʰbased oč Multi-Pİotocol BGPʱ ič oİdeİ to eŗchačge the čecessaİŘ VRF
ičfoİČatioč betŖeeč Pİoŕideİ Edge ʰPEʱ deŕices ič the MPLS aİchitectuİe. Cİeatičg ačd
Čačagičg Čultiple, ŕiİtual İoutičg doČaičs İeįuiİes appİopİiate desigč bŘ aİchitects,
as Ŗell as ČačageČečt eŗpeİtise of opeİatoİs. Duİičg the desigč phase, eįuipČečt
selected foİ the LAN Čust be eŕaluated foİ its abilitŘ to hačdle Lɿ, Lʀ, ačd also MPLS
pİotocols. Duİičg opeİatiočs, četŖoİk adČičistİatoİs Čust učdeİstačd MPLS pİotocols
ačd theiİ İules, ačd be able to tİoubleshoot Čultiple, cočcuİİečt İoutičg plačes.

A siČpliţed ŕeİsioč of a segČečted četŖoİk appİoach that uses VRFs, Ŗithout MPLS
taggičg, cač be achieŕed bŘ usičg a VRF-Lite ečd-to-ečd deploŘČečt. VRF-Lite
leŕeİages ʅɽɿ.ɾį tİučks ačd VLAN IDs betŖeeč sŖitches to tİačspoİt ačd diffeİečtiate
tİafţc İesidičg ič diffeİečt VRFs. While possible oč a sČall scale, VRF-Lite İapidlŘ
becoČes too difţcult to Čačage at ačŘ scale aboŕe ʅ-ɾɽ VRFs. Oİgačizatiočs Ŗishičg to
pİoŕide segČečtatioč Ŗithič theiİ caČpus oİ WAN, ačd čeedičg to scale beŘočd this
čuČbeİ of VRFs, Ŗould tİaditiočallŘ opt foİ the Čoİe coČpleŗ ʰbut scalableʱ MPLS-VPN
solutioč.

The ečteİpİise İeįuiİeČečts foİ segČečtatioč aİe becoČičg Čoİe stİičgečt. Although
MPLS-VPN fuİčishes Čacİo-segČečtatioč, it does čot addİess Čicİo-segČečtatioč
usičg access cočtİol policies. SecuİitŘ teaČs čoŖ deČačd policŘ ečfoİceČečt betŖeeč
hosts Ŗithič the saČe İoutičg doČaičs. The abilitŘ to coČbiče Čacİo-segČečtatioč
ʰusičg VRFsʱ ačd Čicİo-segČečtatioč ʰusičg Scalable Gİoup Tags [SGTs]ʱ is discussed
fuİtheİ ič Chapteİ ɾʁ.ʅ SoftŖaİe-Deţčed Access.

The ečtiİe CatalŘst ʆɽɽɽ seİies suppoİts caČpus MPLS. The saČe İecoČČečdatiočs
applŘ as Ŗith a İouted access četŖoİk, Ŗith the additioč of MPLS featuİe suppoİt. The
CatalŘst ʆʂɽɽ platfoİČs aİe desigčed foİ coİe ačd distİibutioč laŘeİ seİŕices, but the
CatalŘst ʆʀɽɽ ačd ʆʁɽɽ sŖitchičg ličes aİe best suited as access deŕices.

ᄂthe bottom line
All Catalyst 9000 switches are optimized for Campus MPLS networks.
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Campus Wireless

CatalŘst ʆɽɽɽ sŖitches pİoŕide a ŕaİietŘ of učiįue capabilities ačd iččoŕatiočs to
deliŕeİ both Ŗiİed LAN access ačd optiČal Ŗiİeless access.

ʅɽɿ.ɾɾ Ŗiİeless LANs ʰalso kčoŖč as Wi-Fiʱ aİe ač access laŘeİ techčologŘ. Wi-Fi is fast
becoČičg the default choice foİ useİs to coččect theiİ cliečt Čachičes. People Ŗačt to
Čoŕe about ačd take theiİ coČputeİs ačd phočes Ŗith theČ, so theŘ cač get Ŗoİk doče
fasteİ. Foİ useİs, ČobilitŘ is a poŖeİful tool foİ pİoductiŕitŘ ačd efţciečcŘ.

Modeİč Ŗiİeless deploŘČečts cač čoŖ offeİ ličk speeds coČpaİable to, oİ eŕeč ič
eŗcess of, Ŗhat ČaŘ be aŕailable oč the Ŗiİed ičfİastİuctuİe. Wiİeless deploŘČečts
usičg ʅɽɿ.ɾɾac Waŕe ɿ ʰačd ič futuİe ʅɽɿ.ɾɾaŗʱ čoŖ pİoŕide Čulti-Gigabit Ŗiİeless ličk
speeds.

DIAGRAM  Wired and Wireless Evolution

Busičesses İecogčize these ČobilitŘ tİečds ačd aİe tİačsitiočičg to Ŗiİeless-očlŘ
ofţces, čot očlŘ to Čeet the čeeds of theiİ Čobile Ŗoİkfoİce but also to optiČize theiİ
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budgets ačd achieŕe the İight balačce betŖeeč Čobile ačd ţŗed ečdpoičts. Busičesses
Čust also İealize that this tİečd to Ŗiİeless access also İeįuiİes a Čoİe Ťeŗible Ŗiİed
ičfİastİuctuİe.

ᄂthe bottom line
As 802.11ac Wave 2 adoption grows, switches must support higher connection
speeds such as mGig, 25G or 100G.

Ič a Čulti-laŘeİed caČpus desigč, a cečtİalized Ŗiİeless četŖoİk uses a Wiİeless LAN
Cočtİolleİ ʰWLCʱ. WLCs usuallŘ coččect at eitheİ the caČpus distİibutioč oİ coİe laŘeİ,
ič a seİŕice block coččected to the coİe, oİ eŕeč a İeČote data cečteİ. Wiİeless Access
Poičts ʰAPsʱ coččect to the access laŘeİ sŖitches, čoİČallŘ usičg PoE ačd high-speed
coppeİ Etheİčet.

Ič this desigč, the WLC becoČes the cečtİal poičt-of-ČačageČečt. All cočţguİatioč
ačd Čočitoİičg of Ŗiİeless APs takes place oč the WLC. APs theč tuččel all data tİafţc
theŘ İeceiŕe to the WLC, İeįuiİičg it to Čake all foİŖaİdičg ačd policŘ decisiočs. Ič
otheİ Ŗoİds, the WLC becoČes the Lɿ Ŗiİeless access boučdaİŘ, Ŗhich is coččected to
a local Lʀ İoutičg boİdeİ. This techčiįue alloŖs Ŗiİeless cliečts to Lɿ İoaČ betŖeeč
APs but appeaİ to the četŖoİk as if theŘ aİe coččected Ŗithič the saČe Lʀ subčet.
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DIAGRAM  Centralized WLAN Design

A cečtİalized Ŗiİeless četŖoİk desigč ečables četŖoİk adČičistİatoİs to cočţguİe
hučdİeds of APs fİoČ a sičgle ČačageČečt poičt. The cečtİalized desigč also solŕes
the İoaČičg challečges of ʅɽɿ.ɾɾ četŖoİks. Ičstead of eŗtečdičg Ŗiİeless četŖoİks
acİoss İouted boučdaİies, a WLC cočsolidates theČ at a sičgle poičt ič the četŖoİk.

Oče challečge Ŗith this appİoach is that Ŗiİeless LANs aİe still Čačaged sepaİatelŘ
fİoČ the İest of the Ŗiİed četŖoİk. IdeallŘ, četŖoİk adČičistİatoİs should be able to
deţče a sičgle policŘ foİ all ečdpoičts ačd foİ the policŘ to be ečfoİced the saČe ŖaŘ,
İegaİdless of the access ČediuČ. This sepaİatioč causes uččecessaİŘ duplicatioč of
effoİt ačd potečtial cočţguİatioč eİİoİs.

Ačotheİ shoİtcoČičg deals Ŗith četŖoİk scalabilitŘ. Wheč APs foİŖaİd all data to
cečtİal WLCs, the cočtİolleİs Čust be able to hačdle the ečtiİe tİafţc load. This has čot
beeč a pİobleČ Ŗheč WLCs aİe coččected usičg Čultiple ɾ oİ ɾɽGbps ličks, ačd APs aİe
coččectičg a sČall čuČbeİ of cliečts at ɾɽ oİ ɾɽɽMbps İates. With the adoptioč of
ʅɽɿ.ɾɾac Waŕe ɿ, WLCs Ŗill čeed to suppoİt Čultiple ɾɽ Gbps ličks ič oİdeİ to keep up
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Ŗith hučdİeds of cliečts that cač coččect at Čoİe thač ɾGbps İates. This İeįuiİes
higheİ bačdŖidth ačd gİeateİ poİt dečsitŘ of the sŖitches coččected to the WLC.

ᄂthe bottom line
All Catalyst 9000 switches are optimized for Campus Wireless networks.

SoftŖaİe-Deţčed Access ʰSD-Accessʱ offeİs ač iččoŕatiŕe čeŖ appİoach foİ both Ŗiİed
ačd Ŗiİeless LAN deploŘČečts. SD-Access İetaičs the bečeţts of cečtİalized
ČačageČečt Ŗhile addičg coČČoč policŘ ačd addİessičg scale.
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Software-De�ned Access

Cisco's SoftŖaİe-Deţčed Access ʰoİ SD-Accessʱ solutioč is a pİogİaČČable četŖoİk
aİchitectuİe that pİoŕides softŖaİe-based policŘ ačd segČečtatioč fİoČ the edge of
the četŖoİk to the applicatiočs. SD-Access is iČpleČečted ŕia Cisco Digital NetŖoİk
Aİchitectuİe Cečteİ ʰDNA Cečteİʱ Ŗhich pİoŕides desigč settičgs, policŘ deţčitioč ačd
autoČated pİoŕisiočičg of the četŖoİk eleČečts, as Ŗell as assuİačce ačalŘtics foİ ač
ičtelligečt Ŗiİed ačd Ŗiİeless četŖoİk.

DIAGRAM  SD-Access Solution Overview
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SD-Access cİeates a logical oŕeİlaŘ fabİic četŖoİk to pİoŕide the bečeţts of host
ČobilitŘ, segČečtatioč, ačd gİoup-based policŘ İegaİdless of theiİ locatioč oč caČpus,
fullŘ autoČated ačd assuİed bŘ Cisco DNA Cečteİ.

The CatalŘst ʆɽɽɽ seİies platfoİČs paİticipate ič the phŘsical ačd četŖoİk laŘeİs of
Cisco SD-Access. The SD-Access četŖoİk laŘeİ ʰoİ fabİicʱ is coČpİised of tŖo Čaič
coČpočečts:

• NetŖoİk UčdeİlaŘ - is ačalogous to ač eŗističg LaŘeİ ʀ İouted hieİaİchical
četŖoİk, but Ŗith a siČpliţed focus oč tİačspoİtičg data packets betŖeeč
četŖoİk deŕices foİ the fabİic oŕeİlaŘ. FİoČ a desigč peİspectiŕe, this is the
eįuiŕalečt of a Routed Access desigč.

• Fabİic OŕeİlaŘ - is a pİiČaİilŘ a logical ʰtuččeledʱ četŖoİk, that ŕiİtuallŘ
ičteİcoččects all of the četŖoİk deŕices ʰto foİČ a ʼfabİicʽʱ. The fabİic oŕeİlaŘ
cİeates a ŕiİtual ečŕiİočČečt to ečable Čacİo ačd Čicİo-leŕel segČečtatioč,
gİoup-based secuİitŘ ačd applicatioč policŘ, as Ŗell as dŘčaČic host ČobilitŘ
seİŕices foİ Ŗiİed ačd Ŗiİeless cliečts.

SD-Access Wiİeless

SD-Access tİeats Ŗiİeless data eŗactlŘ the saČe as Ŗiİed data. This appİoach ečables a
coČČoč policŘ acİoss both ČediuČs. The cočtİol plače of the Ŗiİeless četŖoİk
İeČaičs cečtİalized. But foİ the Ŗiİeless data plače, SD-Access Čoŕes foİŖaİdičg to a
local, distİibuted foİŖaİdičg Čodel ŕia the sŖitch ičfİastİuctuİe. Ičstead of tuččeličg
all cliečt tİafţc to the cočtİolleİ, each access poičt cočstİucts a VXLAN tuččel diİectlŘ
to the fabİic edge sŖitch to Ŗhich it attaches. The sŖitch teİČičates this tİafţc ačd
theč pİoŕides full tİeatČečt foİ the Ŗiİeless tİafţc just as it Ŗould foİ a Ŗiİed host,
ičcludičg gİoup-based policŘ stİuctuİed aİoučd VNs ačd SGTs.

SoČe of the keŘ SD-Access Ŗiİeless bečeţts aİe:

• Cečtİalized cočtİol plače - Wiİeless ičfİastİuctuİe opeİatiočs occuİ Ŗithič a
cečtİalized Ŗiİeless četŖoİk such as AP ČačageČečt, RRM, cliečt očboaİdičg
ačd İoaČičg.
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• Distİibuted data plače - Wiİeless data tİafţc is distİibuted to the fabİic edge
sŖitches foİ optiČal peİfoİČačce ačd scalabilitŘ.

• SeaČless Lɿ İoaČičg - Cliečts cač İoaČ seaČlesslŘ Ŗithič VNs stİetched acİoss
a caČpus Ŗhile İetaičičg the saČe IP addİess ačd gİoup policŘ.

• PolicŘ siČplificatioč - SD-Access bİeaks the depečdečcŘ betŖeeč policŘ ačd
četŖoİk cočstİucts ačd abstİacts it foİ applicatioč acİoss Ŗiİed ačd Ŗiİeless
ečd-poičts.

Foİ Čoİe ičfoİČatioč oč Cisco SD-Access, please ŕisit ŘŘŘ.cisco.coĎ/go/sdaccessŘŘŘ.cisco.coĎ/go/sdaccessŘŘŘ.cisco.coĎ/go/sdaccess foİ
Čoİe details.

Sičce SD-Access cİeates ač oŕeİlaŘ, the četŖoİk deŕices čeed to suppoİt čeŖ
ečcapsulatiočs ačd pİotocols, such as LISP, VXLAN ačd SGT.

The CatalŘst ʆʂɽɽ seİies cač be cočţguİed to use the SDA SDM teČplate, Ŗhich
pİoŕides the optiČal ASIC table allocatioč foİ ač SD-Access Fabİic Boİdeİ İole. The
Ťeŗible UADP ASIC pİoŕides VXLAN-GPO fİaČe ečcapsulatioč ačd ičtegİated SGT-
based ACL classiţcatioč ačd ečfoİceČečt, as Ŗell as ČačŘ eŕolŕičg SD-Access
capabilities.

ᄂthe bottom line
The Catalyst 9500 Series platforms are optimized for the SD-Access Fabric 
Border role.

The CatalŘst ʆʀɽɽ ačd ʆʁɽɽ seİies cač be cočţguİed to use the SDA SDM teČplate
Ŗhich pİoŕides the optiČal ASIC table allocatioč foİ ač SD-Access Fabİic Edge İole. The
Ťeŗible UADP ASIC pİoŕides VXLAN-GPO fİaČe ečcapsulatioč ačd ičtegİated SGT-
based ACL classiţcatioč ačd ečfoİceČečt, ičcludičg diİect AP VXLAN tuččels foİ SD-
Access Wiİeless.

ᄂthe bottom line
The Catalyst 9300 and 9400 Series platforms are optimized for the SD-Access 
Fabric Edge role.
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Acronyms

AAA - Authečticatioč, Authoİizatioč ačd
Accoučtičg

ACK - ackčoŖledgČečt

ACL - Access Cočtİol List

AES - Adŕačced EčcİŘptioč Stačdaİd

AOC - Actiŕe Optical Cables

API - Applicatioč PİogİaČČičg Ičteİface

AQM - Actiŕe Queue MačageČečt

AR - AugČečted RealitŘ

ARP - Addİess Resolutioč Pİotocol

ASIC - Applicatioč-Speciţc Ičtegİated
Ciİcuit

AVB - Audio Video Bİidgičg

AVC - Applicatioč VisibilitŘ ačd Cočtİol

BGP - Boİdeİ GateŖaŘ Pİotocol

BOOTP - Bootstİap Pİotocol

BPDU - Bİidge Pİotocol Data Učits

BUM - Bİoadcast UčkčoŖč učicast
Multicast

BYOD - Bİičg Youİ OŖč Deŕice

CAF - Cisco Applicatioč FİaČeŖoİk

CAPWAP - Cočtİol Ačd Pİoŕisiočičg of
Wiİeless Access Poičts

CDP - Cisco DiscoŕeİŘ Pİotocol

CEF - Cisco Eŗpİess FoİŖaİdičg

CI/CD - Cočtičuous Ičtegİatioč,
Cočtičuous DeliŕeİŘ

CLI - CoČČačd Liče Ičteİface

CoS - Class of Seİŕice

CPU - Cečtİal Pİocessičg Učit

CSMA/CD - Caİİieİ Sečse Multiple
Access Ŗith Collisioč Detectioč

CTA - Cisco Tİust Ačchoİ

CTA - Cogčitiŕe Thİeat AčalŘtics

CoA - Chačge of Authoİizatioč

DAC - Diİect Attach Coppeİ

DAD - Dual-Actiŕe Detectioč Ličk

DHCP - DŘčaČic Host Cočţguİatioč
Pİotocol

DIY - Do-It-Youİself

DMZ - DeČilitaİized Zoče

DNA – Digital NetŖoİk Aİchitectuİe

DNS - DoČaič NaČe SŘsteČ
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DNS-AS - DNS as Authoİitatiŕe Souİce

DPI - Deep Packet Ičspectioč

DSCP - Diffeİečtiated Seİŕices Code
Poičt

DTLS - DatagİaČ Tİačspoİt LaŘeİ
SecuİitŘ

DTP - DŘčaČic Tİučk Pİotocol

DTS - DŘčaČic Thİeshold Scheduleİ

EAP - ECC - Eİİoİ-Coİİectičg Code

EAPoL - Eŗtečsible Authečticatioč
Pİotocol oŕeİ LAN

EARL - Ečcoded Addİess Recogčitioč
Logic

ECMP - Eįual-Cost Multipathičg

ECN - Eŗplicit Cočgestioč Notiţcatioč

EFC - Egİess FoİŖaİdičg Cočtİolleİ

EGR - Egİess Global Resolutioč

EIGRP - Ečhačced Ičteİioİ GateŖaŘ
Routičg Pİotocol

ELLW - Ečhačced LiČited-LifetiČe
WaİİačtŘ

EQS - Egİess Queuičg Scheduleİ

ERSPAN - Ečcapsulated ReČote
SŖitched Poİt AčalŘzeİ

ETA - EčcİŘpted Tİafţc AčalŘtics

FIB - FoİŖaİdičg IčfoİČatioč Base

FIFO - Fiİst Ič Fiİst Out

FNF - Fleŗible NetFloŖ

FPGA - Field PİogİaČČable Gate AİİaŘ

FSU - Fast SoftŖaİe Upgİade

FTP - File Tİačsfeİ Pİotocol

GIR - Gİaceful Ičseİtioč ačd ReČoŕal

gNMI- google NetŖoİk MačageČečt
Ičteİface

GPE - Gečeİic Pİotocol Eŗtečsioč

GPO - Gİoup PolicŘ Object

GRE - Gečeİic Routičg Ečcapsulatioč

gRPC – google ReČote Pİoceduİe Call

Gbps - Gigabits peİ secočd

HA - High AŕailabilitŘ

HQoS - Hieİaİchical QoS

HSRP - Hot StačdbŘ Routeİ Pİotocol

HTTP - HŘpeİteŗt Tİačsfeİ Pİotocol

HVAC - Heatičg Večtilatioč ačd Aiİ
Cočditiočičg

HW - HaİdŖaİe

IBNS - IdečtitŘ-Based NetŖoİkičg
Seİŕices

IDP - Ičitial Data Packet
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IEEE - Ičstitute of Electİical ačd
Electİočics Ečgičeeİs

IETF - Ičteİčet Ečgičeeİičg Task Foİce

IFC - Ičgİess FoİŖaİdičg Cočtİolleİ

IGMP - Ičteİčet Gİoup MačageČečt
Pİotocol

IGR - Ičgİess Global Resolutioč IPsec -
Ičteİčet Pİotocol secuİitŘ

ILP - Ičliče PoŖeİ

IPFIX - IP FloŖ IčfoİČatioč Eŗpoİt

IPTV - Ičteİčet Pİotocol Teleŕisioč

IQS - Ičgİess Queuičg Scheduleİ

IS-IS - IčteİČediate SŘsteČ to
IčteİČediate SŘsteČ

ISE - IdečtitŘ Seİŕices Ečgiče

ISSU - Ič-Seİŕice SoftŖaİe Upgİade

IoT - Ičteİčet of Thičgs

JSON - JaŕaScİipt Object Notatioč

KVM - Keİčel-based Viİtual Machiče

LACP - Ličk Aggİegatioč Cočtİol
Pİotocol

LAN - Local Aİea NetŖoİk

LDP - Label Distİibutioč Pİotocol

LED - Light-EČittičg Diode

LISP - Locatoİ/ID Sepaİatioč Pİotocol

LXC - LičuX Cočtaičeİ

MAB - MAC Authečticatioč BŘpass

MAC - Media Access Cočtİol

MACsec - Media Access Cočtİol secuİitŘ

MDT - Model Dİiŕeč TeleČetİŘ

MEC - Multi-Chassis EtheİChaččel

MFIB - Multicast FoİŖaİdičg
IčfoİČatioč Base

ČGIG - Čultigigabit

MKA - MACsec KeŘ AgİeeČečt

MLD - Multicast Listečeİ DiscoŕeİŘ

MMF - Multi-Mode Fibeİ

MPLS - Multipİotocol Label SŖitchičg

MSB - Most Sigčiţcačt Bits

MTU - MaŗiČuČ TİačsČissioč Učit

Mbps - Megabits peİ secočd

NAT - NetŖoİk Addİess Tİačslatioč

NBAR - NetŖoİk-Based Applicatioč
Recogčitioč

NSF - Noč-Stop FoİŖaİdičg

NSH - NetŖoİk Seİŕices Headeİs

NSO – NetŖoİk Seİŕice Oİchestİatoİ

OIR - Očliče Ičseİtioč ačd ReČoŕal

OM - Optical MultiČode

Appečdiŗ 217

https://t.me/learningnets



očePK - Oče PlatfoİČ Kit

OS - Opeİatičg SŘsteČ

OSI - Opeč SŘsteČs Ičteİcoččectioč
Čodel

OSPF - Opeč Shoİtest Path Fiİst

PɿP - peeİ-to-peeİ

PAgP - Poİt Aggİegatioč Pİotocol

PBC - Packet Buffeİ CoČpleŗ

PBR - PolicŘ-Based Routičg

PDU - Pİotocol Data Učit

PE - Pİoŕideİ Edge İouteİ

PHY - PHYsical laŘeİ

PMK - Paiİ-Ŗise Masteİ KeŘ

POE - PoŖeİ oŕeİ Etheİčet

pps - packets peİ secočd

PSU - PoŖeİ SupplŘ Učit

PXE - Pİeboot Eŗecutioč EčŕiİočČečt

PčP - NetŖoİk Plug ačd PlaŘ

QSA - QSFP to SFP Adapteİ

QSFP - Quad SČall FoİČ-factoİ
Pluggable

QoS - QualitŘ of Seİŕice

RADIUS - ReČote Authečticatioč Dial-Ič
Useİ Seİŕice

RED - RačdoČ EaİlŘ Discaİd

REST - REpİesečtatiočal State Tİačsfeİ

RFC - Reįuest foİ CoČČečts

RFID - Radio-FİeįuečcŘ IDečtiţcatioč

RNG - RačdoČ čuČbeİ gečeİatoİs

RPC – ReČote Pİoceduİe Call

RPM - RPM Package Mačageİ

İpČ - Reŕolutiočs peİ Čičute

RSPAN - ReČote SŖitched Poİt ANalŘzeİ

SAP - SecuİitŘ Associatioč Pİotocol

SATA - Seİial AT AttachČečt

SD-Access - SoftŖaİe Deţčed Access

SDK - SoftŖaİe DeŕelopČečt Kit

SDM - SŖitch Database Mačageİ

SFP - SČall FoİČ-factoİ Pluggable

SGACL - Scalable Gİoup Access Cočtİol
List

SGFW - SecuİitŘ Gİoup FiİeŖall

SGT - Scalable Gİoup Tag

SGTIN - Seİialized Global Tİade IteČ
NuČbeİ

SIP - Sessioč Ičitiatioč Pİotocol

SKU - Stock Keepičg Učit

SLI - SŖitch Ličk Ičteİface
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SMC - StealthŖatch MačageČečt
Cočsole

SMF - Sičgle Mode Fibeİ

SMU - SoftŖaİe Maičtečačce Update

SNMP - SiČple NetŖoİk MačageČečt
Pİotocol

SPAN - SŖitched Poİt AčalŘzeİ

SPLT - Seįuečce of Packet Lečgths ačd
TiČes

SQS - Stack Queue Scheduleİ

SRAM - Static RačdoČ-Access MeČoİŘ

SRP - Spatial Reuse Pİotocol

SSD - Solid-State Dİiŕe

SSH - Secuİe SHell

SSO - Stateful SŖitchoŕeİ

ST - Seİŕice TeČplate

STP - Spaččičg Tİee Pİotocol

SUDI - Secuİe Učiįue Deŕice Idečtiţeİ

SVL - StackŖise Viİtual Ličk

SW - SoftŖaİe

SXP - SGT Eŗchačge Pİotocol

TAC - Techčical Assistačce Cečteİ

TCAM - TeİčaİŘ Cočtečt Addİessable
MeČoİŘ

TCO - Total Cost of OŖčeİship

TCP - TİačsČissioč Cočtİol Pİotocol

TFTP - Tİiŕial File Tİačsfeİ Pİotocol

TLS - Tİačspoİt LaŘeİ SecuİitŘ

TTL - TiČe to Liŕe

ToS - TŘpe of Seİŕice

UADP - Učiţed Access Data Plače

UDLD - Učidiİectiočal Ličk Detectioč

UDP - Useİ DatagİaČ Pİotocol

UHF - Ultİa High FİeįuečcŘ

UI - Useİ Ičteİface

UPoE - Učiŕeİsal PoŖeİ Oŕeİ Etheİčet

URL - UčifoİČ Resouİce Locatoİ

USB - Učiŕeİsal Seİial Bus

VLAN - Viİtual LAN

VM - Viİtual Machiče

VN - Viİtual NetŖoİk

VR - Viİtual RealitŘ

VRF - Viİtual Routičg ačd FoİŖaİdičg

VRRP - Viİtual Routeİ RedučdačcŘ
Pİotocol

VTP - VLAN Tİučk Pİotocol

VXLAN - Viİtual eXtečsible LAN

WAN - Wide Aİea NetŖoİk
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WLC - Wiİeless LAN Cočtİolleİ

WRED - Weighted RačdoČ EaİlŘ Discaİd

WRR - Weighted Roučd Robič

WSMA - Web Seİŕices MačageČečt
Agečt

WTD - Weighted Tail Dİop

XFP - ɾɽ Gigabit SČall FoİČ Factoİ
Pluggable

XML - Eŗtečsible Maİkup Lačguage

YANG - Yet Ačotheİ Neŗt Gečeİatioč

YDK -YANG DeŕelopČečt Kit

ZTP - Zeİo Touch Pİoŕisiočičg
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Cisco Catalyst 9000
A New Era of Networking
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