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ATTENTION

The Information contained in this guide is intended for training purposes only. This guide contains information and activities that, while beneficial for
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reference guide. This guide is not a technical reference and should not, under any circumstances be used in a production environment. Customers
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IS, and the use of this information or implementation of any recommendations or techniques herein is a customer’s responsibility.
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Overview

This guide presents instructions and other information concerning the lab activities for this
course.

Outline
This guide includes these activities:
m  Lab 0-1: FastLane Remote Lab Access
®  Demo 2-1: Initial Configuration
m Lab 2-2: Initial configuration continued
m Lab 2-3: Integrating C-Series Servers into UCSM
m Lab 2-4: Configuring Role-Based Access Control
m Lab 2-5: Backing Up and Importing Configuration Data
m Lab 2-6: Reporting
® Lab 4-1: Configuring Resource Pools
m Lab 4-2: Creating Service Profile Templates
® Lab 5-1: Building a VMWare Infrastructure
m Lab 5-2: Configure Cisco VM-FEX

© 2013 FastLane and Cisco Systems, Inc. DCUCI Fast Lane Lab Guide 5.2.0

https://t.me/learningnets

3



FastLane UCS Lab Layout
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Remote Lab login

Note the remote lab access data you received from your instructor in this table:

LAB IDs:

Rack 183 is Lab ID 1, Rack 184 is Lab ID 2, Rack 191 is Lab ID 3, Rack 192 is Lab ID 4, Rack 109 is
Lab ID 5, Rack 110 is Lab ID 6, Rack 108 is Lab ID 7.

Ask your instructor for your lab id!

The URL is always: http://remotelabs.flane.de

LAB ID POD# Username Password

© 2013 FastLane and Cisco Systems, Inc. DCUCI Fast Lane Lab Guide 5.2.0
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FastLane UCS Lab Topology — Lab Aids

Management IP Addresses (P is always your Pod #)

Device

MDS-A

MDS-B

UCS Fabric A

UCS Fabric B

UCS shared

Domain Controller/DNS
Student Desktop

Mail Server

Nexus 1000v

ESXi server 1

ESXi server 2
W2K3-VM

UCS Central Server
iSCSI storage (Fabric A)
iSCSI storage (Fabric B)

Device Login Credentials

Device
Student PC
ESX
W2K3-VM
UCS Manager
MDS

Nexus 1000v
UCS Central

IP Address
172.16.1.31
172.16.1.32
172.16.1.101
172.16.1.102
172.16.1.200
172.16.1.20

172.16.1.2P
172.17.1.2P

172.16.1.250
172.17.1.250

172.17.P1.10
172.17.P1.1
172.17.P1.2
172.17.P2.1
172.16.1.100
172.18.L1.250
172.18.L.2.250

Username
administrator
root
administrator
admin
student
admin

admin

Default Gateway

172.16.1.254
172.16.1.254
172.16.1.254
172.16.1.254
172.16.1.254
172.16.1.254

172.16.1.254
n/a

172.17.1.254

172.17.P1.254
172.17.P1.254
172.17.P1.254
172.17.P2.254
172.16.1.254

172.18.L1.254
172.18.L.2.254

Password

1234QWer
1234QWer
1234QWer
1234QWer
1234QWer
1234QWer

1245QWer / key 1245QWer

6

Cisco Data Center Unified Computing Support Specialist (DCUCI) v5.0

https://t.me/learningnets



OV I VIBW ..iitiueuuiissierrernnnasssssasssennnrnnnsssssassseennnnnassssssssssennnnnnssssssssseennnnnnnsssssssssennnnnnnnnsssssssssnnennnnnnns 3
[ 11111 T PP PP PPPPPPPRN 3
FastLane UCS Lab LAy OUL ......ccccuiiiuiiuuieauiensisssiessrasssasssasssssssssssasssssssssssssssssssnsssnsssnsssnsssnsssnsssnnss 4
REMOTE Lab 100N .. tuuiietiieuieenienurenssenssenssensssssrssssssssssssasssasssssssssssssssssssssssssssssssnsssnsssnsssnsssnsssnsssnnss 5
FastLane UCS Lab Topology — Lab Aids.........ccccueeeuessiisiiernrnemmssssssssseessenmssssssssssseessssnnsssssssses 6
Demo 2-1: Initial CoNfigUIatioN .....ccccciieeiiieiieesiesiressrensrassrasssasssasssesssasssssssssssnsssnsssnsssnsssnsssnsssnnss 9
Demo: Cisco UCS Fabric Interconnect Initial Configuration...............ooooviririiiiicccici e, 10
Lab 2-2: Initial configuration continued ...........cccccceeeeeiniiierrrrecesssss e e e e enssses e e e e e e e mnannsnas 14
Lab 2-3: Integrating C-Series Servers into UCSM .......ccccciiieiiieuiresiressrnssrmssrnsssnsssasssasssnsssnnsss 25
Task 1: Configure UCSM to manage C-Series through 2232 FEX ..., 26
Lab 2-4: Configure Role-Based Access CoNtrol.........ccoueeiieiieniressrnssrnsssnsssnsssnsssnsssasssasssnssss 29
F o (A1 4V @ ] o] =Y o1 1 V7= O 29
o U= I =TT o 1U] o= 29
Lab 2-4 Implementation INfOrmMation...........ccoooiiii i 30
Task 1: Implement Organizations Based on a Detailed Specification for a Large Data Center ......... 33
Task 2: Implement User Roles to Segregate Server, LAN, and SAN, Based on Job Role ................ 36
Task 3: Implement Local USEr ACCOUNTS .........coiviiiiiiiiiiiiiiieee e s e e e e e e e e e e e e et e e e e e e e e e eeaeeeeenenennnnnns 39
Task 4: Test Locale RESIIICHONS .....cooiiiiiiiie e 41
Lab 2-5: Backing Up and Importing Configuration Data.........c..ccceeeeuireuiresirmssrmssrnssresssnsssansas 43
Task 1: Create a Full State BacKUpP .........cooo oot 44
Task 2: Create a Configuration BaCKUP...........cooeeiiiiiiiiiiiiiceee e e e e e e e 49
Task 3: Create an IMPOrt JOD ... e e e e e e e e e et et e e e e e ae e e e e s 54
Task 4: Create a TechSupport file for Cisco TAC (0ptional) ......cccoeeeiiiiiiiiiiiiie e 57
Lab 2-6: REPOIING ciuuiieuiieuiiesiresiresirnsirmssesssasssasssssssssssssssssssssssasssssssssssssssnsssnsssnsssnsssnsssnsssnsssnsssn 59
DEMO: Call Home Global Configuration ................ oo 60
Task 1: Call Home Configuration...........cooi i e e e e e e e e e e e e e e e e e e e e e e e s 63
Task 2: Configure EXternal LOGQINg .....ccooioiiiiiiiiieeeeeee s e e e e e e e e e e e e e e e e et e e e e e e e eeeeeeeesennnnnnnnnnns 71
Task 3: Configuring SNMP and other management aCCeSS.....cccooviiiiiiiiiiiieeieeceeeeeeeeee e 73
Task 4: Export Events and FaUILS.............ooooiiiiiiiiie e 78
Lab 4-1: Configuring ReSOUIrCE POOIS ......cciieuiieuiieniresiiesisessrasssnsssnsssnsssnsssnsssnsssnsssnsssasssnsssnssss 82
Task 1: Create @ MAC POO ... it e e e e e eeaaeee s 83
Task 2: Create a World Wide Node Name POOL ...t 86
Task 3: Create World Wide Port Name POOIS ... 90
Task 4: Create @ UUID SUFfIX POOL ..o 94
Task 5: Create a Manually Populated Server POOL............uuuuiiiiiiieie e 97
Task 6: Create an Automatically Populated Server POOl.........cccoooieiiiiiiiiiiii e 100
Lab 4-2: Creating Service Profile TemplatesS.......cciieeireirenireniieniresiresssessresssnsssnsssnsssasssnsssnnss 110
Task 1: Establish SAN CONNECHVILY ......ccooiiiiiiieeeeeeeee e e e s 111
Task 2: Establish LAN CONNECHIVILY........cooiiiiii s e e e 118
Task 3: Create vNIC templates and Connectivity POlICIES ......ccccoeiiiiiiiiiiiiiii e 121
Task 4: Create vHBA templates and Connectivity POlICIES ......cccccoeviiiiiiiiiiiiiee 128
Task 5: Create @ BIOS POICY ...cccie it e e e e e e e e e e e et e e e e ae e aeeere e s 134
Task 6: Create @ BOOt POlICY ...cccoie i e e e e e e e e e e e et e e e e e e ae e aerereneannnaan 138
Task 7: Create an updating Service Profile Template ..........ccceeiiiiiiiiiiin 142
Task 8: Create a Mobile Service Profile from a Template ... 150
Task 8: Move a Mobile Service Profile ... 161
Task 9: Clone and reconfigure a Mobile Service Profile.........ccccoooiiiiiiiii 165
Task 10: Examine Blade Appearance from External DeviCes .........cccceeeeiiiieiiiiivieeeeeeeee 188

© 2013 FastLane and Cisco Systems, Inc. DCUCI Fast Lane Lab Guide 5.2.0 7

https://t.me/learningnets



Lab 5-1: Building @ VMWare INfrastrUCtUre ........ccuieiieiiiesiiesisesssesssesssnsssnsssnsssnsssnsssasssnsssnnss 196

Task 1: Configure YOUr ESXi SEIVEIS .....ouuuiiiiiiieeiei ettt e e e e e e e e e aaaeees 196
Task 2: Install vSphere / vCenter Server on your Student PC ..........oooiviiiiiiiiiiiiiiiiien e 202
Task 3: Install VMWare Update Manager on your Student PC..........ooovviiiiiiiiiiiiiiiiiiieieeeeee e 211
Task 4: Install VSPhere ClENt.........ooooeiiie e e e e e e e e e e e e 217
Task 5: Build @ VMWare DataCenter...........uuuueeiiiiie e a e e e e e e e e e e 220
Task 6: Power on, test and vMotion a virtual machine.............cccooov v 246
Lab 5-2: Configure CiSCO VIM-FEX.....ciceituuiresirmsiresirasssasssasssasssnsssasssnsssnsssnsssnsssnsssnsssnsssnsssnnss 254
o A1V @ o] =Y o1 1LV SRR 254
REQUIMEA RESOUICES......ciiieieieeeeeie et s e e et e e e e e e e e e e et et e et eeee et aetaetatntaaa s aeseseseeeaaaeaaaaeeeeeeeeseenesnsnnns 254
Task 1: Provision VMware Integration with Cisco UCS Manager ............ueuvvvieieiiiiiiiiiiieieeeeeeeeeeeeen 255
Task 2: Create a Dynamic vNIC Connection and Associate It..........ooovvviiiieiiiiiiiiiiiiee e, 263
Task 4: Installing the VM-FEX VEM uSINg VUM ... 268
Task 4: Add ESXi HOStS t0 the DVS.....cooeee e a e e e e 280
Task 4: Provision the Windows Virtual Machine to use VM-FEX .........ooouuiiiiiiiiiiiii e 282
Task 5: Validate the VM Port State and Connectivity with the ping Command................................ 283
Task 6: Demonstrate VMotion of Hosts with Cisco VM-FEX in Standard Mode ... 285
8 Cisco Data Center Unified Computing Support Specialist (DCUCI) v5.0

https://t.me/learningnets



Demo 2-1: Initial Configuration

Complete this lab activity to practice what you learned in the related lesson.

Activity Objective

In this activity, you will observe the instructor performing the initial configuration of a Cisco
UCS clustered environment. After observing this lab, you should be able to complete the initial
configuration of a Cisco UCS 6100 Fabric Interconnect and establish a cluster relationship
between two Cisco UCS 6100 Fabric Interconnects.

Visual Objective

The figure illustrates what you will accomplish in this activity.

Lab 2-1: Initial Configuration

Ethernet

Ethernet

Required Resources
These are the resources and equipment that are required to complete this activity:
m  (2) Cisco UCS 6100 Fabric Interconnects

m  Serial terminal access to both Fabric Interconnects

© 2013 FastLane and Cisco Systems, Inc. DCUCI Fast Lane Lab Guide 5.2.0 9
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Demo: Cisco UCS Fabric Interconnect Initial Configuration

Remember this exercise will be demonstrated by the instructor if time permits.

In this task, you will complete the initial configuration of a Cisco UCS Fabric Interconnect and
establish a cluster relationship between two Cisco UCS Fabric Interconnects.

Activity Procedure

The instructor will complete these steps:

Step 1

Step 2

Step 3

Step 4

Step 5
Step 6

Log into the serial terminal of the Cisco UCS Fabric Interconnect.

Cisco UCS 6100 Series Fabric Interconnect
FastLane-UCS-A login: admin
Password: 1234QWer

Cisco UCS 6100 Series Fabric Interconnect
TAC support: http://www.cisco.com/tac

Copyright (c) 2009, Cisco Systems, Inc. All rights reserved.
Connect to the local-mgmt shell.

FastLane-UCS-A# connect local-mgmt

Cisco UCS 6100 Series Fabric Interconnect
TAC support: http://www.cisco.com/tac

Copyright (c) 2009, Cisco Systems, Inc. All rights reserved.

FastLane-UCS-A#
Erase the configuration.

FastLane-UCS-A# erase configuration

All UCS configurations will be erased and system will reboot.
Are you sure? (yes/no): yes

Removing all the configuration. Please wait....
Configurations are cleaned up. Rebooting....

Erase the configuration on the second Fabric Interconnect. Note that if the second
Fabric Interconnect is not also erased, when the first boots, it will attempt to rejoin

the cluster. While this is typically expected behavior in a production environment,
this exercise is attempting to demonstrate a true initial configuration.

Observe the reboot and POST processes.

Choose the console method of initial configuration.

System is coming up ... Please wait
nohup: appending output to “nohup.out'

--——- Basic System Configuration Dialog ----

This setup utility will guide you through the basic
configuration of the system. Only minimal configuration
including IP connectivity to the Fabric interconnect and its
clustering mode is performed through these steps.
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Type Ctrl-C at any time to abort configuration and reboot
system.

To back track or make modifications to already entered values,
complete input till end of section and answer no when prompted
to apply configuration.

Enter the configuration method. (console/gui) ? console

Step 7 Specify that you will be setting up the system manually (as opposed to from a
backup) and set the admin password.

Enter the setup mode; setup newly or restore from backup.
(setup/restore) ? setup

You have chosen to setup a new Fabric interconnect. Continue?
(y/n): y

Enforce strong password? (y/n) [y]l: n

Enter the password for "admin": 1234QWer
Confirm the password for "admin": 1234QWer

Step 8 Set the cluster configuration options. For the first switch, use ‘A’. For the second
switch, use ‘B’. Note that the system name will apply to both nodes—the fabric
designator (A or B) will be appended to form the hostname.

Do you want to create a new cluster on this Fabric
interconnect (select 'no' for standalone setup or if you want
this switch to be added to an existing cluster)? (yes/no) [n]:

y

Enter the switch fabric (A/B) []: A
Enter the system name: FastLane-UCS

Step 9 Set the management IP configuration options. Each Fabric Interconnect has a unique
IP address as well as a shared cluster address.
Physical Switch Mgmt0O IPv4 address : 172.16.1.101
Physical Switch Mgmt0O IPv4 netmask : 255.255.255.0
IPv4 address of the default gateway : 172.16.1.254
Cluster IPv4 address : 172.16.1.200
Configure the DNS Server IPv4 address? (yes/no) [n]: n

Configure the default domain name? (yes/no) [n]: n

Join centralized management environment (UCS Central)?
(yes/no) [n]: n

© 2013 FastLane and Cisco Systems, Inc. DCUCI Fast Lane Lab Guide 5.2.0 11
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Step 10  Confirm the configuration information and apply it.

Following configurations will be applied:

Switch Fabric=A

System Name=FastLane-UCS

Enforced Strong Password=no

Physical Switch Mgmt0O IP Address=172.16.1.101
Physical Switch Mgmt0O IP Netmask=255.255.255.0
Default Gateway=172.16.1.254

Cluster Enabled=yes
Cluster IP Address=172.16.1.200

A} A}

Apply and save the configuration (select 'no' if you want to

re-enter)? (yes/no): yes

Applying configuration. Please wait.

Step 11 Log into the switch and view the cluster status.

FastLane-UCS-A login: admin
Password: 1234QWer

Cisco UCS 6100 Series Fabric Interconnect
TAC support: http://www.cisco.com/tac

Copyright (c) 2009, Cisco Systems, Inc. All rights reserved.

FastLane-UCS-A# show cluster state
Cluster Id: 0x2ebe725040b711de-0x92a7000decb21744

A: UP, ELECTION IN PROGRESS, (Management services: UP)

B: UNRESPONSIVE, INAPPLICABLE, (Management services:
UNRESPONSIVE)

HA NOT READY:
No chassis configured

WARNING: Failover cannot start, chassis configuration is
incomplete

Step 12  Complete the initial configuration on the second Fabric Interconnect. When starting,
it should detect the presence of the cluster.

System is coming up ... Please wait

nohup: appending output to “nohup.out'

--——- Basic System Configuration Dialog ----
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This setup utility will guide you through the basic
configuration of the system. Only minimal configuration
including IP connectivity to the Fabric interconnect and its
clustering mode is performed through these steps.

Type Ctrl-C at any time to abort configuration and reboot
system.

To back track or make modifications to already entered values,
complete input till end of section and answer no when prompted
to apply configuration.

Enter the configuration method. (console/gui) ? console

Installer has detected the presence of a peer Fabric
interconnect. This Fabric interconnect will be added to the
cluster. Continue (y/n) ? y

Step 13 Provide the admin password to the first switch and the local unique IP address for
this Fabric Interconnect. All of the other configuration options will be replicated
from the first switch.

Enter the admin password of the peer Fabric interconnect:
Connecting to peer Fabric interconnect... done
Retrieving config from peer Fabric interconnect... done
Peer Fabric interconnect MgmtO IP Address: 172.16.1.101
Peer Fabric interconnect MgmtO IP Netmask: 255.255.255.0
Cluster IP address : 172.16.1.200

Physical Switch Mgmt0O IPv4 address : 172.16.1.102

A}

Apply and save the configuration (select 'no' if you want to

re-enter)? (yes/no): yes
Step 14  Log in and display the cluster status.
FastLane-UCS-B login: admin

Password: 1234QWer

Cisco UCS 6100 Series Fabric Interconnect

TAC support: http://www.cisco.com/tac

Copyright (c) 2009, Cisco Systems, Inc. All rights reserved.
FastLane-UCS-B# show cluster state

Cluster Id: 0x2ebe725040b711de-0x92a7000decb21744

B: UP, SUBORDINATE
A: UP, PRIMARY

HA NOT READY:

No device connected to this Fabric Interconnect

© 2013 FastLane and Cisco Systems, Inc. DCUCI Fast Lane Lab Guide 5.2.0 13
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Lab 2-2: Initial configuration continued

Complete this lab activity to practice what you learned in the related lesson.

Activity Objective
In this activity, you will continue the initial setup the instructor has started.

Since we are working in a shared infrastructure make sure to ONLY configure Ports, servers
etc assigned to your workgroup.
if you are unsure which component/server/port to use ask your instructor.

Visual Objective

The figure illustrates what you will accomplish in this activity.

Lab 2-1: Initial Configuration

Ethernet

Ethernet

Required Resources

These are the resources and equipment that are required to complete this activity:
m  (2) Cisco UCS 6100 Fabric Interconnects

B Management Station for UCS manager access
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Step 1

Step 2

Step 3
Step 4

Log into the FastLane remote lab by starting internet explorer (or any other browser)
and navigating to http://remotelabs.flane.de

Click the “login” button on the top right (or the “student login” link on the bottom of
the page)

Login with the credentials of your workgroup (supplied by the instructor)

Click on the BLUE PC icon to start your remote access session to the remote lab.
ALL lab exercises will be done on this PC, your local PC will only be used for

accessing the remote lab GUI. (the GREY components are not manageable by you
for now). Use username “Administrator” und passwort “1234QWer”

‘i-ul || ucs e120%P A

UCS 5100

10G Ether. 1G Ether. Ethernet

Step 5 Log into the Cisco UCS

Step 6 Click on the “UCS Manager” icon on the remote desktop to connect to the UCS
manager (this icon is just a shortcut to http://172.16.1.200, the cluster IP the
instructor specified during the initial setup, you can also start IE manually and type
the url.)

Step 7 Wait for the page to load and click the LAUNCH UCS Manager link to start the
Cisco UCS Manager application.

© 2013 FastLane and Cisco Systems, Inc. DCUCI Fast Lane Lab Guide 5.2.0 15
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Cisco UCS Manager - 2.1(2a)

Single point of device management for the Cisco Unified Computing System

Launch UCS Managery | Launch KVM Manager |

Step 8 Confirm all security warnings and log in by using the admin account and the
password that was entered in the configuration wizard (1234QWer)
(NOTE: everybody in the lab is using the admin account, please be cautious not
to step on anybody else, configure ONLY your designated ports. If you want to
perform some additional tasks or play around, ask your instructor first.)

Cisco Systems, Inc. UCS Manager - Login to FastLane-UCS m

Login

User Name |admin

Password |"‘”‘******|

| Login I Cancel

Step 9 Note that in the Equipment tab, both Fabric Interconnects are visible, but no chassis
are yet available. This is because the default state of all Ethernet ports is disabled.
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Equipment | Servers | Lan | San | v | Admin |

Filter: all v

) =)

3 % Servers

=% Fabric Interconnects
- Fabric Interconnect A (primary)
+]- 28 Fabric Interconnect B (subordinate)

© 2013 FastLane and Cisco Systems, Inc.
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Step 10  Before the chassis is manageable and the cluster becomes fully operational, each
Fabric Interconnect must have at least one active link to the chassis. Expand your
assigned Fabric Interconnect (see table below) in the Equipment tab, and click on
ONLY the port from the following table under Ethernet Ports of the Fixed Module.

Pod Fabric Interconnect and Port
1 Fabric Interconnect A, Port 1
2 Fabric Interconnect B, Port 1
3 Fabric Interconnect A, Port 2
4 Fabric Interconnect B, Port 2
5 Fabric Interconnect A, Port 3
6 Fabric Interconnect B, Port 3
7 Fabric Interconnect A, Port 4
8 Fabric Interconnect B, Port 4

Equipment I Servers | LAN | SAN | vM | Admin |
Filter: Al v

i+ (=

&) Chassis
[=}-«% Rack-Mounts

T Fex
: .8 Servers
=13 Fabric Interconnects
E] Fabric Interconnect A (primary)
| E}E Fixed Module

E]-{ll Ethernet Ports

=l Port 7
=] Port 8
-.=ifl] Port 9
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Step 11 Note that the state of the port is administratively disabled (by default)

© 2013 FastLane and Cisco Systems, Inc. DCUCI Fast Lane Lab Guide 5.2.0 19
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In the Actions panel, choose Reconfigure FOR YOUR PORT ONLY and select “Configure

as a Server Port”. This tells Cisco UCS that this port will be connecting to an IO module that is
located within a chassis.

Erzn)= Pore

Djzzigl= Hore

Configure as Uplink Port
Configure as FCoE Uplink Port
Configure as Server Port
Configure as FCoE Storag[e}‘Port

Configure as Appliance Port

Step 12 Click Yes to confirm the port configuration.

Configure as Server Port

Step 13 Click OK to dismiss the completion window if it show up (it is optional in newer

releases of the UCSM).

Step 14  Note the new state of the port, and that a chassis is now visible in the Equipment tab.
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Step 15  Wait for the other workgroups to complete, DO NOT configure any other port.
If your port shows up as “FEX unconfigured” do not troubleshoot this issue, we will
correct it in a minute.
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The instructor may show the output of the cluster state show command.
This is how it would look like:

FastLane-UCS-A# show cluster state
Cluster Id: 0xdc25b7d840bbllde-0xba02000decb21744

A: UP, PRIMARY
B: UP, SUBORDINATE

HA READY

Step 16  Configuring uplink ports is similar to configuring server ports. Choose ONLY the
port from the following table and then click Reconfigure and Configure as
Uplink Port. This will tell UCS Manager this port is connected to the outside world.

Pod Fabric Interconnect and Port
1 Fabric Interconnect A, Port 11
2 Fabric Interconnect B, Port 11
3 Fabric Interconnect A, Port 12
4 Fabric Interconnect B, Port 12
5 Fabric Interconnect A, Port 13
6 Fabric Interconnect B, Port 13
7 Fabric Interconnect A, Port 14
8 Fabric Interconnect B, Port 14

Note: some of these ports may not actually be connected in the lab and do not have

SFPs plugged in.

~Actions MA(
5 : Mod
"[li SLEELo Port Type

-['Eg Digzin)= Por
~ Transc
-[li = Configure as Uplink P%{ pe
'[a g Configure as FCoE Uplirik Port Jel
-(]i Configure as Server Port :
Configure as FCoE Storage Port ||

Configure as Appliance Port

Step 17 Click Yes to confirm the port configuration.
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Configure as Uplink Port B3 |

t’ ! 5 Do you want to configure Port 11 as an Uplink Port?

Step18  Click OK to dismiss the completion window.

Configure as Uplink Port [ X
e
1 Successfully configured Port 11 as an Uplink Port.

Note The “Appliance Port” is used to connect an Ethernet device like a Filer for Ethernet network
connectivity directly to the UCS fabric.
The “FCoE Storage Port” can used to connect a FCoE-enabled storage system (like a
NetApp with a CNA) to connect directly to the UCS fabric.

Step19  Navigate to the LAN tab, set the Filter to “Pools” and choose the “IP Pools ext-

mgmt” icon.
Equipmentl Servers = LAN I SAN | VM | Admin |
Filter: Pools v
+ =
=683 Pools
= 43, root
=14 IP Pools
' L--JIP Pool ext-ﬂgmt
. M 1P Pool iscstitiator-pool
152 MAC Pools
2 g:% Sub-Organizations
Step20  Right-click Management IP Pool and choose Create Block of IP Addresses.
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L.\ 1P Pool iscsi-init Show Navigator

-84 MAC Pools

Create Block of IP Addresses h

&% Sub-Organizations

IP Addresses | IP Blocks | Events|

Copy vStrg+C
Copy XML Strg+L
Delete Strg+D
Step 21 Create a block of eight (8) addresses starting at 172.16.1.1X1 (X is your Pod #), use
a subnet mask of 255.255.255.0, the default gateway 172.16.1.254 and click OK.
(please note just one of these pools will be used for now for the current chassis,
consider the other IP pools as a preparation for more chassis to be deployed later)
Create a Block of IP Addresses
| —
()
Step 22  Click the “IP addresses” tab and notice some addresses have been allocated to the

blade servers.

General

1P Blocks | events |

&, Fiter | = Export | i Print
1P Address Subnet Default Gateway Assigned Assigned To Prev Assigned To | |

172,161,111 |255,255.255.0 172.16.1.254 ves sysjchassis-1/blad... |sys/chassis-1/blade-S...| &

W 172.16.1.112  |255,255.255.0 172.16.1.254 ves sysjchassis-1/blad... |sys/chassis-1/blade-4...

12 172.16.1.113  |255.255.255.0 172.16.1.254 ves sysfchassis-1/blad... |sys/chassis-1/blade-8...

88 172.16.1.114  |255,255.255.0 172.16.1.254 ves sysjchassis-1/blad... |sys/chassis-1/blade-7...
2172.16.1.115  |255,255.255.0 172.16.1.254 ves sysjchassis-1/blad... |sys/chassis-1/blade-6...

I 172.16.1.116  [255.255.255.0 172.16.1.254 ves sysfchassis-1/blad... |sys/chassis-1/blade-3...

2 172.16.1.117  |255.255.255.0 172.16.1.254 ves sysjchassis-1/blad... |sys/chassis-1/blade-2...

I 172.16.1.118  [255.255.255.0 172.16.1.254 ves sysjchassis-1/blad... |sys/chassis-1/blade-1...
172.16.1.121 255,255.2585.0 172.16.1.254 no

e 172.16.1.122  |255,255.255.0 172.16.1.254 no

-‘;'- 172.16,1.123  |255,255.255.0 172.16.1.254 no

172.16.1.124  |255.,255.255.0 172.16.1.254 no

e 172.16.1.125  |255,255.255.0 172.16.1.254 no
a3 172.16.1,126  |255,255.255.0 172.16.1.254 no

172.16.1,127  |255.255.255.0 172.16.1.254 no .
28 172.16.1.128  |255,255.255.0 172.16.1.254 no .
a3 172.16.1.131  |255,255.255.0 172.16.1.254 no

B4 172.16.1.132  [255.255.255.0 172.16.1.254 no
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Lab 2-3: Integrating C-Series Servers into UCSM

Complete this lab activity to practice what you learned in the related lesson.
Activity Objective

In this activity, you will perform the steps necessary to integrate C-Series rackmount servers
into a UCS cluster

After performing this lab, you should be able to:
m  Configure the FI to manage 2232 FEX

®  Configure UCSM to manage C-Series Servers

Required Resources

These are the resources and equipment that are required to complete this activity:
m A configured Cisco UCS environment

m [P access to Cisco UCS Manager

m  2x 2232 FEX connected to the FIs

m  C-Series Rackmount servers
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Task 1: Configure UCSM to manage C-Series through 2232 FEX

In this task you will enable connectivity between the FI and the FEX.

Activity Procedure

Complete these steps:

Step 1 Log into your student desktop according to the instructions provided by your
instructor.
Step 2 Open Internet Explorer by clicking on the “UCS manager” shortcut on your student
desktop.
Step 3 Log into UCS manager with username “admin” and password “1234QWer”
Step 4 Open the “internal fabric manager” from the Fabric Interconnect View
Equipment I Servers | LAN | SAN | vM | Admin | General | Physical Ports | Fans | PSUs | Physical Dis
Filter: Al v ~Fault Summary
e = S V A A
=l Port 17 .:_| 0 4 0 1
.= Port 18 e
=] Port 19
-] Port 20 .
|l FCPorts Overall Status: © Operable
Expansion Module 2 Thermal: 1 Ok
Fans Ethernet Mode: End Host
PSUs FC Mode: End Host
S o | Fabric Interconnect B (subordinate)
= ﬁ Fixed Module ~Actions
(==l Ethernet Ports
i =il Port 1 -[li Internal Fabric M{inager
=il Port 2 { j
=il Port 3 -[]i LAN Uplinks Manager
=l Port 4
~Ports -ﬂi NAS Appliance Manager
-] Port& )
i Port 7 -ﬂi SAN Uplinks Manager
=il Port 8 -[]i SAN Storage Manager
-l Ports
=l Port 10 -['a Enable Ports
=il Port 11 —
il Port 12 = g Disable Ports
i ’ _{ﬂ Port 13 ot CHaormet End Hrct nde
Step 5 Open the “unconfigured ethernet ports” pane, expand your assigned Fabric

Interconnect (see table below) in the Equipment tab, and click on ONLY the port
from the following table under unconfigured Ports of the Fixed Module.

Pod Fabric Interconnect and Port
1 Fabric Interconnect A, Port 5
2 Fabric Interconnect B, Port 5
3 Fabric Interconnect A, Port 6
4 Fabric Interconnect B, Port 6
5 Fabric Interconnect A, Port 7
6 Fabric Interconnect B, Port 7
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7 Fabric Interconnect A, Port 8

8 Fabric Interconnect B, Port 8

Step 6 Click the “make server port” button ON ONLY YOUR ASSIGNED PORT.

— Internal Fabric Manager - FastLane-UCS

-~

Unconfigured Ethernet Ports A il

[=]-#E28 Fabric Interconnects
[}z Fabric Interconnect A (primary
()-8 Fixed Module
S [Port 5 |
=il Port &
=il Port 7
--=ifl] Port 8
=il Port 9
--=i{l] Port 10
=il Port 15
--=i{l] Port 16
—=i{l] Port 17
--=i{l] Port 18
~=i{l] Port 19
--=i{l] Port 20
-2l Expansion Module 2
[=}- ¥ Fabric Interconnect B (subordi
()-8 Fixed Module
... Port 5
.=l Port 6
=il Port 7
...fll Port 8 LI

Make Server Port N
LA

Step 7 Click OK to confirm

Configure as Server Port B3

& Do you want to configure Port 5 as a server port?

Nein I

Step 8 Close Fabric manager

Step 9 Notice in the Equipment pane the two FEX have shown up
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Equipment | servers | Lat | san | vm | Admin |

Filter: All v

=+ =)

= é‘é Equipment
1= Chassis
- &) Chassis 1
- g Fans
(- Wi 10 Modules
[+ B PSUs
[+ Servers
[=}-=% Rack-Mounts
SR |
- - FEX 2
- Wy FEX 3
.38 Servers
(=} EX¥ Fabric Interconnects

I»

Note The FEX will now boot. When finished, UCS Manager will discover the C-Series Servers.
This will take a couple of minutes.

Caution ALL ports (5-8) on BOTH Fabric Interconnects MUST be enabled in server mode and
the FEX must be reacknowledged after this lab.
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Lab 2-4: Configure Role-Based Access Control

Complete this lab activity to practice what you learned in the related lesson.

Activity Objective
In this activity, you will implement authentication with local authentication and Microsoft
Active Directory. After completing this activity, you will be able to meet these objectives:
® Implement organizations based on a detailed specification for a large data center
®  Implement user roles to segregate server, LAN, and SAN, based on job role

®  Implement local user accounts

B Test locale restrictions

Required Resources

These are the resources and equipment that are required to complete this activity:

m  Student PC

®  Identity and resource pools lab implementation information

© 2013 FastLane and Cisco Systems, Inc. DCUCI Fast Lane Lab Guide 5.2.0 29

https://t.me/learningnets



Lab 2-4 Implementation Information

Use this implementation information to aid in the configuration tasks in Lab 2-4.

Task 1: Implement Organizations Based on a Detailed Specification for a Large
Data Center

Pod |Level Organization Locale
Top level Root -
1 Level 1 Pod1 Pod1-Loc
2 Level 1 Pod2 Pod2-Loc
3 Level 1 Pod3 Pod3-Loc
4 Level 1 Pod4 Pod4-Loc
5 Level 1 Pod5 Pod5-Loc
6 Level 1 Pod6 Pod6-Loc
7 Level 1 Pod7 Pod7-Loc
8 Level 1 Pod8 Pod8-Loc
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Task 2: Implement User Roles to Segregate Server, LAN, and SAN, Based on Job

Role

Pod

Custom Role

Privileges

1

Pod1-Admin

All except admin, AAA, fault, and operations

Pod1-LAN-SAN

All ext-lan-*, ext-san-*

Pod1-SERVER

All service-profile-*

Pod2-Admin

All except admin, AAA, fault, and operations

Pod2-LAN-SAN

All ext-lan-*, ext-san-*

Pod2-SERVER

All service-profile-*

Pod3-Admin

All except admin, AAA, fault, and operations

Pod3-LAN-SAN

All ext-lan-*, ext-san-*

Pod3-SERVER

All service-profile-*

Pod4-Admin

All except admin, AAA, fault, and operations

Pod4-LAN-SAN

All ext-lan-*, ext-san-*

Pod4-SERVER

All service-profile-*

Pod5-Admin

All except admin, AAA, fault, and operations

Pod5-LAN-SAN

All ext-lan-*, ext-san-*

Pod5-SERVER

All service-profile-*

Pod6-Admin

All except admin, AAA, fault, and operations

Pod6-LAN-SAN

All ext-lan-*, ext-san-*

Pod6-SERVER

All service-profile-*

Pod7-Admin

All except admin, AAA, fault, and operations

Pod7-LAN-SAN

All ext-lan-*, ext-san-*

Pod7-SERVER

All service-profile-*

Pod8-Admin

All except Admin, AAA, fault, and operations

Pod8-LAN-SAN

All ext-lan-*, ext-san-*

0| 0| N | N[ NIo|lolooa| oo | MBI PPlOOIO[IWIDNMMIDNM|DN

Pod8-SERVER

All service-profile-*
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Task 3: Implement Local User Accounts

Pod | User

Password

Role

Locale

1 pod1-admin

1234QWer

Pod1-Admin

Pod1-Loc

1 pod1-lan-san

1234QWer

Pod1-LAN-SAN

Pod1-Loc

1 pod1-server

1234QWer

Pod1-SERVER

Pod1-Loc

pod2-admin

1234QWer

Pod2-Admin

Pod2-Loc

pod2-lan-san

1234QWer

Pod2-LAN-SAN

Pod2-Loc

pod2-server

1234QWer

Pod2-SERVER

Pod2-Loc

pod3-admin

1234QWer

Pod3-Admin

Pod3-Loc

pod3-lan-san

1234QWer

Pod3-LAN-SAN

Pod3-Loc

pod3-server

1234QWer

Pod3-SERVER

Pod3-Loc

pod4-admin

1234QWer

Pod4-Admin

Pod4-Loc

pod4-lan-san

1234QWer

Pod4-LAN-SAN

Pod4-Loc

pod4-server

1234QWer

Pod4-SERVER

Pod4-Loc

pod5-admin

1234QWer

Pod5-Admin

Pod5-Loc

pod5-lan-san

1234QWer

Pod5-LAN-SAN

Pod5-Loc

pod5-server

1234QWer

Pod5-SERVER

Pod5-Loc

pod6-admin

1234QWer

Pod6-Admin

Pod6-Loc

pod6-lan-san

1234QWer

Pod6-LAN-SAN

Pod6-Loc

pod6-server

1234QWer

Pod6-SERVER

Pod6-Loc

pod7-admin

1234QWer

Pod7-Admin

Pod7-Loc

pod7-lan-san

1234QWer

Pod7-LAN-SAN

Pod7-Loc

pod7-server

1234QWer

Pod7-SERVER

Pod7-Loc

pod8-admin

1234QWer

Pod8-Admin

Pod8-Loc

pod8-lan-san

1234QWer

Pod8-LAN-SAN

Pod8-Loc

0| 0|0 | N N[ NIo|o/looa| oo | MMM PPlOOIO[IWIDNMMINM|DN

pod8-server

1234QWer

Pod8-SERVER

Pod8-Loc
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Task 1: Implement Organizations Based on a Detailed
Specification for a Large Data Center

In this task, you will implement organizations and locales.

Activity Procedure

Complete these steps:

Note The examples shown in all tasks of this lab are based on pod 1. Be sure to use the values
that are associated with your assigned pod from the lab implementation information.

Step 1 In Cisco UCS Manager, select the Servers tab.
Step 2 Under Service Profiles expand the root organization.

Step 3 Right-click Sub-Organizations and choose Create Organization from the drop-
down list or click the plus sign (+) on the right.

o Cisco Unified Computing System Manager - UCS

Fault Summary

(X) Vv A A

0 24 7 7
Equipment | Servers | Lan | san | vm | admin
Filter: Service Profiles v

&+ 1=

[=)-=5 Service Profiles
[} 2, root
L]
. EEEe—

Show Navigator
Create Organization

Step 4 Set the organization name for your pod to “Pod#” (where # is your Pod#) you can
also check the information found at the beginning of the lab.

Create Organization

Name: |Pod9
(1)

Description: |Organization for istent Pod ;)|

Cancel

Step 5 From the Admin tab, navigate to User Management > User Services > Locales.
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Step 6 Right-click Locales and choose Create Locale from the drop-down list (or click the
plus sign (+) on the right)

Equipment | Servers | LAN | SAN | VM
Filter: User Management v

= |

(=1 (& User Management
- (& Authentication
[+ {5 RADIUS
- (5 TACACS+
E}g User Services

..

- @ Locall Show Navigator
Remo Create Locale R

[+]-gA Roles

Step 7 Set the locale name for your pod to “Pod#-Loc” (# is your Pod#) according to the
lab implementation information for Task 1 found at the beginning of the lab. Click
Next to continue.

» Create Locale

Unified Computing System Manager

Create Locale Create Locale

1. create Locale
2. ) pssion Orqanizations
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Step 8 Click the double-down arrow icon to the right of Organizations to display available

organizations.
]

Unified Computing System Manager

Assign Organizations

Create Locale
To assign an organization to the locale, expand the Organization area in the left pane,
then drag and drop the desired organization from the Organization area to the Design area on the right.

1. ¥ create Locale
2. Assign Organizations

Organizations

& podo-Loc

S —1

<Prev | Next > I Finish |

Click and drag your organization to the right and drop it beneath the name of the

Step 9
locale. If the organization does not appear, click the redraw icon to the right of the

magnifying glasses.

Unified Computing System Manager

Create Locale Assign Organizations
To assign an organization to the locale, expand the Organization area in the left pane,

LV 5 P P . .
= vcrea_te — then drag and drop the desired org ion from the O area to the Design area on the right.
+ Y Assign Organizations
_—
fa & g

(-8, Organizations
B &3, root

af Pod9-Loc

9/ org-root/org-Pod9

e —
<Prev I Next > I Finish I Cancel I

When your organization appears under the new locale, click Finish to close the

Step 10
wizard.

Activity Verification
You have completed this activity once you have completed the following:

B You can see your organization.

B You can see your locale.
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Task 2: Implement User Roles to Segregate Server, LAN, and
SAN, Based on Job Role

In this task, you will create custom user roles.

Activity Procedure

Complete these steps:

Note The examples that are used in all tasks of this lab are based on pod9 (which does not exist).
Be sure to use the values that are associated with your assigned pod from the
implementation information.

Tip Refer to the lab implementation information for Task 2 at the beginning of the lab.

Step 1 In Cisco UCS Manager, select the Admin tab.

Step 2 From the Filter drop-down menu, choose User Management to filter other

categories.

Step 3 Expand User Services and select Roles.

Step 4 Right-click Roles and choose Create Role from the drop-down list or click the plus

sign (+) on the right.

# Cisco Unified Computing System Manager - UCS

[+ Locales
@A Locally Authenticated Users
A& Remotely Authenticated Users

a2
Create Role

o z

@R server-equipment
&R server-profile
a server-security

L & storage

“Fault
@ % v A Q £ New -~ [J4 Options (i) (0] Exit 'éxulélcllo'
1 14 75 >> (@ User Management * g User Services * & Roles g Roles
Equipment | Servers | LAN | san | vm Adminl ok I
Filter: User Management i =) | = Export | g Print
+ Name (=]
= &R aaa |
[ (5 User Management i a admin
{5 Authentication &Facility-manager
G- g LDAP & network
{5 RADIUS .
- (& TACACS+ g operations
=@ User Services @R read-only

36

Cisco Data Center Unified Computing Support Specialist (DCUCI) v5.0

https://t.me/learningnets




Step 5 Create a custom Admin user for your organization, according to the Task 2 table
found at the beginning of this lab. Set the name and select the appropriate features.

Click OK to finish.

Create Role (2

[V Service Profile Storage Policy
[~ Operations

[V Server Equipment

[V Server Maintenance

[V Server Policy

[V Server Security

[ |_concel |

Step 6 Verify that the role is created and present.

>> EB Al * (G User Management * @& User Services * @& Roles

1) (=) | = Export g Print

g read-only

g server-equipment
g server-profile
@R server-security

g storage

Step 7 Repeat Steps 4 to 6 to create the LAN-SAN and Server roles for your organization
according to the Task 2 table found at the beginning of this lab.
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Step 8 Verify that the three roles for your organization are created.

>> EE Al * & User Management * g User Services * g Roles
Roles ]

\#) |= | = Export = Print

e _ Name
Pod9-SERVER

@& Pods-LAN-SAN
Pod3-Admin

g facility-manager
g network
= g operations
= g read-only
a server-equipment
= g server-profile
e g server-security

- g storage

Activity Verification
You have completed this activity once you have completed the following:

B You have successfully created the three user roles for your organization.
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Task 3: Implement Local User Accounts

In this task, you will create local user accounts and map the appropriate roles and locales in
Cisco UCS Manager.

Activity Procedure
Complete these steps:
Step 1 In the Admin tab, right-click Locally Authenticated Users. Choose Create User.

Equipment | Servers | LAN | san | v [Admin | L s |
Filter: Al v Properties
) = Password Strength Check: v
=25 Al
N
[} Y, Faults, Events and Audit Log | Password Profile
Q’ :E:'fl‘fg""” Files Change Interval: [45 History Count: [0
A Auadr
@ Core Files No Change Interval: |24 Change Count: |2
Y Events ) 5
v, Faults Change During Interval: | (* Enable (" Disable
Va Settings
*a Syslog + Export |\ Print
[} (& User Management ) =) | = Export| s Prin
[+ (g Authentication Name
G- i LDAP #- & admin
[# & RADIUS
[+ [ TACACS+
S) a User Services

@R Locales | |
= Locally Authent =R

admin Show Navigator
h Remotely Authe Create User
= Roles % ‘ ‘l

&R Pods-Admin
M Podg-LAN-SAN

Caution Usernames and passwords are case sensitive.

Step 2 When the Create User wizard opens, enter the name of the new user and password.
Choose the appropriate role and locale using the table below. (You can also Look for
the user names, related roles, and locales in the Task 3 table found at the beginning
of the lab.)

User Password | Role Locale

pod#-admin | 1234QWer | Pod#-Admin Pod#-Loc

pod#-lan-san | 1234QWer | Pod#-LAN-SAN | Pod#-Loc

pod#-server |1234QWer | Pod#-SERVER | Pod#-Loc

Create User

Login ]D:r]hvod9-admin —
First Name: |
Last Name: |
Email: |
Phone: |
Password: |
Confirm Password: |

Account Status: | (* Active ¢ Inactive

Account Expires: |

Roles Locales

[V Podg-Admin A||F||™ Pod9-Loc
™ Podg-LAN-SAN
™ Pod3-SERVER
I a2

™ admin

™ fadiity-manager
™ network

™ operations =

I server-equipment
™ server-profile

™ server-security
™ storage

Ll

1=l
E Cancel
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Step 3 Click OK to close the user wizard. Repeat until the three users for your pod are

created.

Note If an error dialog box appears after clicking OK, go back to the role that is associated with
the user. Be certain that you have not assigned the AAA, admin, fault, or operations
privileges to the user. Those four privileges are incompatible with locale assignment.

Activity Verification

You have completed this activity once you have completed the following:

B You have successfully created three local users in Cisco UCS Manager.

[=}- & User Management
[= Authentication
(5 LDAP

{5 RADIUS

{5 TACACS+

= g User Services

Locales

& Locally Authenticated Users
i gy admin
: 8 pod3-admin
& podg-an-san

-8 podg-server

(- [ [

T T | S LAPUI L | e TN

8 admin

& pods-admin

[= 8 pod8-an-san
= g Locale-Pod9-Loc
@& Role-Pod3-LAN-SAN
= g Roleread-only

B 8 pod9-server
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Task 4: Test Locale Restrictions

In this task, you will validate that the locale assignment restricts user rights to a given
organization.

Activity Procedure

Complete these steps:

Step 4 Log out of Cisco UCS Manager and log in with your pod-specific admin
account (Pod#-Admin).

Note Usernames and passwords are case sensitive.

Step 5

Choose the Servers tab from the navigation pane and expand Policies.

Step 6 Navigate to Root > Sub-Organizations > Your Organization.

Step 7 In the organization that is associated with your login, create a new adapter policy.

Right-click Adapter Policies and choose Create Ethernet Adapter Policy.
Equipment [[Servers | Lan | san | vm | Admin | ESIEERCERIEERaEES)) Fore Channel Adap

Filter: Al - (#) |=) = Export| = Print

3
0

=) Management Firmware Packages
- & Power Control Policies
- & Scrub Policies
& serial over LAN Policies
&5 Server Pool Policies
- &5 Server Pool Policy Qualifications
- & Threshold Policies
5 iSCSI Authentication Profiles
EJ vNIC/vHBA Placement Policies
= ..(:1“ Sub-Organizations

[=-,£%, Pod9
&5 BIOS Policies Adapter Policies
& Boot Policies
&5 Host Firmwar
&5 IPMI Access f Create Fibre Channel Adapter Policy
£ Local Disk Cor Create iSCSI Adapter Policy
&5 Maintenance runucs
55 Management Firmware Pack IH

Create Ethernet Adapter Policy

Step 8 Name the policy with your Pod and RSS (for example, Pod9-RSS).
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Step 9 Under Options, enable Receive Side Scaling (RSS).

Create Ethernet Adapter Policy '

Name: |Pod9-RSS
Description:

Resources

«

Options X

Transmit Checksum Offload: | ¢ Disabled ¢+ Enabled
Receive Checksum Offload:
TCP Segmentation Offioad: | " Disabled *' Enabled
TCP Large Receive Offload:

Failback Timeout (Seconds): |5

Interrupt Mode: | & MsiX ¢ Msi ¢ Intx

Interrupt Coalescing Type: | ' Min " Idle

Interrupt Timer (us): |125 [0-65535]

[0-600]

Step10  Click OK to save the new policy.

Step 11 Scroll down to explore other organizations. Click in the organization of any other
pod and attempt to create an adapter policy. You should not be able to create,
modify, or delete an object that is created in another organization because your
rights are restricted to your locale. The option will be grayed-out.

Activity Verification

You have completed this activity once you have completed the following:

B You have validated locale restrictions.
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Lab 2-5: Backing Up and Importing Configuration
Data

Complete this lab activity to practice what you learned in the related lesson.

Activity Objective

In this activity, you will perform several activities related to backup and import operations for
restoring Cisco UCS configuration.

m Create a full-state backup
m Create a configuration backup

m Create an import job to restore a configuration backup file

Visual Objective

The figure illustrates what you will accomplish in this activity.

Required Resources

These are the resources and equipment that are required to complete this activity:
m  Configured Cisco UCS environment

m  Network-accessible FTP server
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Task 1: Create a Full State Backup

In this task, you will create a full-state backup of the Cisco UCS configuration.

Activity Procedure

Complete these steps:

Step 1 Start 3CDaemon (a FTP, TFTP and syslog server) on your local student PC by
clicking on the icon on the desktop/in the start menu.
30 3CDaemon R IS [=]
File Yiew Help
TFTP Server Start Time [p... [Bytes [ Status [
FTP S Feb 10, 2010 17:53:30 local 0 Listening for FTP requests on IP address: 10.1.183.21, Port 21
Lol Feb 10, 2010 17:53:30 local 0  Listening for FTP requests on IP address: 172.17.1.21, Port 21
\ Feb 10, 2010 17:53:30 local 0  Listening for FTP requests on IP address: 172.16.1.21, Port 21
FTP Server
FTP Server is started.
Click here to stop it. n
Syslog Server
TFTP Client
For Help, press F1 l_ ,_ 7
Step 2 Log into the Cisco UCS Manager with the “admin” account and password
“1234QWer”
Caution If UCS manager is still open from previous labs make sure NOT to use the pod specific
admin user from Lab 2-4.
Step 3 Choose the Admin tab in the navigation pane. Ensure that the Filter value is set to
All, and choose the All icon.
Equipment | Servers | Lan | san | vm | Admin | R
Filter: All v ~Actions
=) A Management Interfaces
B I
(=} 74 Faults, Events and Audit Log M%M Backup
{} TechSupport Files
- ¥, Audit Log mfm Import Configuration
~|@) Core Files 3
7, Events man Create and Download Tech Support
IV Faults
e T Settings
V4 Syslog
(=} (= User Management
... L2 Avkhankieakinn
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Step 4 Click the Backup link.

Step 5 In the resulting Backup Configuration window, click Create Backup Operation.

» Backup Configuration

Note If the “Create Backup Operation” Button is disabled (greyed out) make sure you use the
“admin” account and not the “pod#-admin” account!
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Step 6 Leave the Admin State disabled. Choose a Full state backup and the TFTP
protocol. Use 172.16.1.2P (P is your Pod#) as the hostname (which can also be an IP
address). Name the remote file PodX-fullstate.tgz, replacing X with your Pod
number. Click OK.

Note The filename does not require an extension. For this task, “tgz” specifies a standard UNIX
convention for a “gzip-ed tar file,” sometimes also written as “.tar.gz.” Full state backups are
stored as gziped tar files.

Note You could also use FTP, SCP or SFTP.

Create Backup Operation ©

File: [Pod1-Fullstate.tgz|
0

ok | cancel |

Step 7 Observe the Create Backup Operation status message, and click OK.

Create Backup Operation

Step 8 Choose your Pod’s backup operation in the table and verify the settings. Note the
FSM Status of “nop” (No Operation), which indicates that the Finite State Machine
for this icon has no further work to do and is not in an error state.
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Step 9 Set the Admin State to enabled and click Apply.

admin

FSM Details

Pod1-Fullstate.tgz nop

Step 10  Expand the FSM Status and watch the backup process complete.

FSM Status: ba upBa uplLoca

]

FSM Details

Retry #
Current Stage Description
Description

Time of Last Operation:
Status of Last Operation

Remote Invocation Result:
Remote Invocation Error Code:
Remote Invocation Description:

i1
: internal database backup(FSM-STAGE:sam:dme:MgmtBackupBackup:backupLocal)
: internal system backup{FSM:sam:dme:MgmtBackupBackup)

1 2009-09-17T17:43:57

: backupBackupLocal

Note

It may take a while for your backup to complete, especially if many pods start their jobs at
the same time.

Step 11 When the backup is complete, the progress status should be 100%, the FSM Status

should be nop, and the FSM Details should show a status of backupSuccess.

FSM Details

Retry #: 0
Current Stage Description:
Description:
Time of Last Operation: 2009-09-12T12:18:55
Status of Last Operation: backupSuccess

Remote Invocation Result:

Remote Invocation Error Code: none
Remote Invocation Description:
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Step 12  Minimize any open Cisco UCS Manager windows and return to your student
desktop.

Step 13  The 3CDaemon has shown the progress of the TFTP, if you want to you can backup
again and watch 3CDaemon this time.

Step 14  Open windows explorer and navigate to the
C:\Users\Administrator\AppData\Local\Temp\2 directory.

G\,)T ~ Users v Administrator ~ AppData ~ Local ~ Temp ~ 2 ~ v [@J I Search 2
Organize ¥ | Open Sharewith v  New folder 3= v Eﬂ i)'
' Eavorites 21 Name | Date modified I Type I Size
Bl Desktop hsperfdata_Administrator 18.12.2012 15:57 File folder
8 Downloads Low 18.12.2012 10:56 File folder
= S:;:r:]zcrzs || ~DF39CF48D2728B325F. TMP 18.12.201210:56  TMPFile 1
|| ~DF 1244BFE66CB73DA0.TMP 18.12.2012 10:56 TMP File 1
=3 Libraries || ~DF7524F414C 1CE28FF. TMP 18.12.2012 10:56 TMP File 16
) Documents || ~DFCOD7767844C4A25E. TMP 18.12.2012 10:56 TMP File 32
& Music || ~DFC300F760611FOC55.TMP 18.12.2012 10:56 TMP File 32
k= Pictures || ~DFCC9988387E2D8516.TMP 18.12.2012 10:56 TMP File 0
B videos || ~DFE158BE3AD 1919AFE. TMP 18.12.2012 10:56 TMP File 1
8 Computer || ~DFFEF4A62E65CC28C3. TMP 18.12.2012 10:56 TMP File 0
&2, Local Disk (C2) B FuLL.toz .12.2012 19:15 TGZ File
inetpub || jna1006626007028631772.tmp 18.12.2012 10:57 TMP File 324
Perflogs || jna2725423198701823407. tmp 18.12.2012 11:52 TMP File 324
Program Files || jusched 18.12.2012 15:57 Text Document 7
Program Files (x36) || syslog 18.12.201219:08 Text Document 1
software.org
Users -
Windows
& * DVD Drive (D:) W2K3_VM
$#® shared on MGK-MBP Ll q | Ll
FULL.tgz Date modified: 18.12.2012 19:15 Date created: 18.12.2012 19:15
TGZ File Size: 679 KB
Note If 7Zip is installed you can open the file (you named it .tgz) and look inside, but there is no
useable information inside. Note Cisco TAC does NOT support editing the full state backup
file.

Step 15  Close the Explorer window and return to the Cisco UCS Manager Backup
Configuration window.

Step16  Choose your Pod’s full state backup icon and click the trashcan icon to delete the
Backup Job.

Step 17  Click Yes to confirm the deletion.

Delete

f"{! 3 Are you sure you want to delete Backup 172.16.1.21?

Step18  Click OK to apply the changes and close the Backup Configuration window.
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Task 2: Create a Configuration Backup

In this task, you will create an XML configuration-level backup of the Cisco UCS
configuration.

Activity Procedure
Complete these steps:
Step 1 Log into the Cisco UCS Manager if necessary.

Step 2 Choose the Admin tab in the navigation pane. Ensure that the Filter value is set to
All, and choose the All icon.

[ Equipment [ Servers [ LAN [ SAN [ WM
e 3

=
E..

- A‘}. Faults, Events and Audit Log

~~~~ I} TechSupport Files

.... 7, Audit Log
|@) Core Files
o 7, Events

(=} (& User Management

fom AL Adkhankieskian

Step 3 Click the Backup link.
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Step 4 In the resulting Backup Configuration window, click Create Backup Operation.

» Backup Configuration

Step 5 Leave the Admin State disabled. Choose All configuration backup and the TFTP
protocol. Use 172.16.1.2P (P is your Pod#) as the hostname (which can also be an IP
address). Name the remote file PodX-allconfig.xml, replacing X with your Pod
number. Click OK

Note The filename does not require an extension. For this task, “xml” specifies a standard XML
text file. Configuration backups are always stored as XML text files.

» Create Backup Operation m

Create Backup Operation ©

0
()

Remote File: |Pod1-allconfig.xml
()

|0KICancel|
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Step 6 Click OK.
Create Backup Operation
Step 7 Choose your Pod’s backup operation in the table and verify the settings as you did
for the full state backup.
Step 8 Set the Admin State to enabled and click Apply.
» Backup Configuration
5 FtevlnExpovt|%Pmt| & Download To Local System
Hostname | Protocol [ Filename
% 172.16.1.21 TFTP |Pod1-allconfig. xml
ok | sty | _concel | wep |
[
Step 9 Depending on the speed of the TFTP server, you might not see any activity in the
FSM Details before the backup completes.
Note It may take a while for your backup to complete, especially if many pods start their jobs at
the same time.
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Step 10  When the backup is complete, the progress status should be 100%, the FSM Status
should be nop, and the FSM Details should show a status of backupSuccess.

FSM Status: nop

Progress Status:
FSM Details A
Retry #: 0
Current Stage Description:
Description:

Time of Last Operation: 2009-09-17T19:08:41
Status of Last Operation: backupSuccess
Remote Invocation Result:
Remote Invocation Error Code: none
Remote Invocation Description:

Step 11 Minimize any open Cisco UCS Manager windows and return to your student
desktop.

Step 12  Open 3CDaemon, you should see the file transfer in the log.

Step 13  Open Windows Explorer and navigate to the
C:\Users\Administrator\AppData\Local\Temp\2 directory.

Step 14  Verify that you can see your Pod’s configuration backup.

@ C:\ftp =] B3
File Edit View Favorites Tools Help | ,','
Qback ~ ) ~ (¥ | Psearch [ Folders || 3 X 6 | -

Address Iﬁ Ciiftp j Go
Mame I Size I Type I Date Modified I Attributes I
[=)m9100-s2eka-kickstart-mz. 4.2, 3.bin | 18,241 KB BIN File 1/13/2010 11:24 AM A
m9100-528k9—m2.4.2.3.bin 51,530KE  BIN File 1/13/2010 11:24 AM A
@teaml-fuilstat&tgz S53KB gz Archive 2/10{2010 11:02 PM A
ucs-k9-bund|e.1.0.2j.bin 285,691 KB BIN File 1/13/2010 1:56 PM A

|| keamn1-allconfig. xml 22KB XML Document 2/10{2010 11:16 PM A
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Step 15  Double-click the XML file on the TFTP server. This will launch an Internet
Explorer window to display the XML-formatted backup.
Spend a few minutes reviewing the contents of the backup.

Note You can also use the “XML notepad” application on your desktop to view and edit config

files.

Step 16  Close the Explorer window and return to the Cisco UCS Manager Backup
Configuration window.

Step17  Choose your Pod’s All configuration backup icon and click the trashcan icon to
delete the Backup Job.

Step 18  Click Yes to confirm the deletion.

,! Are you sure you want to delete Backup 172.16.1.21?
No
Step19  Click Apply to active your changes
Step20  Click OK to close the Backup Configuration window.
© 2013 FastLane and Cisco Systems, Inc. DCUCI Fast Lane Lab Guide 5.2.0 53

https://t.me/learningnets



Task 3: Create an Import Job

In this task, you will create an import job to restore a configuration backup from an TFTP

Server.

Activity Procedure

Complete these steps:

Step 1
Step 2

Step 3

Log into the Cisco UCS Manager if necessary.

Choose the Admin tab in the navigation pane. Ensure that the Filter value is set to
All, and choose the All icon.

[ Equipment | Servers | Lan | san [ vm -

W =

(- 7 Faults, Events and Audit Log
l} TechSupport Files
7, Audit Log
3] Core Files
i 7y Events
7, Faults
7, Settings
2.....“v‘A Syslog
[} (= User Management

i M. Authankicabian

b,

Click the Import Configuration link.
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Step 4 In the resulting Import Configuration window, click Create Import Operation.

» Import Configuration

e * \

Step 5 Leave the Admin State disabled and the Action as merge. Set the hostname as
specified in your Lab Reference Guide, “FTP Server.” As the lab is a shared
environment, we will not actually be restoring backups to avoid conflicts or
disruptions. Put any legal values in remote file and user fields. No password is
necessary. Click OK to save your import operation icon.

» Create Import Operation E{

Create Import Operation ©

ame: |172.16.1.21
|

File: |Pod1-allconfig
0

[ox | concel |

Step 6 Click OK to confirm the Create Import Operation status.

Create Import Operation E!

Step 7 Take a few moments to review your import operation.
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Step 8 If we were actually going to run this import, you would enable it in the same way
that you enabled the backup operations completed previously. Because we are not
running the import, DO NOT ENABLE but delete your import operation icon
by selecting it in the table and clicking the trashcan icon.

Step 9 Click Yes to confirm deletion of your import operation icon.
Delete [ X

Are you sure you want to delete Importer pod1.ucs.lab?

Step10  Click OK to apply your changes and close the Import Configuration window.
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Task 4: Create a TechSupport file for Cisco TAC (optional)

In this task, you will create a Tech support file. This will take a long time because a lot of
information is collected and processed.

Activity Procedure
Complete these steps:
Step 1 Log into the Cisco UCS Manager if necessary.

Step 2 Choose the Admin tab in the navigation pane. Ensure that the Filter value is set to
All, and choose the All icon.

[ Equipment I Servers I LaN [ san [ VM 1

= |
E]..

[} 7 Faults, Events and Audit Log
D TechSupport Files

|»

..... 7, Syslog
(=} (5 User Management

fom AL Ackhankieskan

Step 3 Click the Create and Download Tech Support link.

Step 4 Navigate to c:/temp and click OK
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Create and Download a Tech Support File E3 I

Create and Download a Tech Support File ©

e e=r]
Step 5 Wait for the tech.support document to be created and downloaded (note you do NOT
need a FTP/TFTP server but the document is downloaded to your student PC.

Create and Download a Tech Support File

Path: lC:\Users\Administrator\Documents

1)

Options

¢ ucsm  ucsm-mgmt ¢ chassis ( fai

é i
Technical support data for the entire UCSX igstance will be creé’fev
downloaded to the specified location.

Waiting for the Tech Support file to become available (this may take several minutes).

Step 6 Confirm deletion of the test support document from the FI flash.

Create and Download a Tech Support File E3
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Lab 2-6: Reporting
Complete this lab activity to practice what you learned in the related lesson.
Activity Objective

In this activity, you will explore and configure the reporting capabilities of the Cisco UCS
platform. After completing this lab, you should be able to:

m  Configure Call-Home
m  Configure external logging servers

m  Export event and fault information

Required Resources

These are the resources and equipment that are required to complete this activity:
m (2) Cisco UCS Fabric Interconnects

B email server supporting the SMTP protocol
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DEMO: Call Home Global Configuration

In this task, first the instructor will configure the Call Home feature, then you will set detailed
parameters and test CallHome.

The first part will be the global configuration. Since this can only be done once it will be
demonstrated by your instructor.

Activity Procedure

The Instructor is going to complete these steps:

Step 1 Log into Cisco UCS Manager.
Step 2 Choose the Admin tab in the navigation pane. It may be helpful to change the Filter

field to Communication Management for the following steps. Choose the Call
Home icon.

Equipment | Servers | Lani | san | vi | Admin |

Filter: Communication Management

+ =
= E Communication Management
—
g g Communication Services
H [ﬁ DNS Management
152 Management IP Pool (ext-mamt)
" /A Management Interfaces

Step 3 In the content pane, check to see the Admin state is Off.

> E Communication Management * @Call Home

General I Profiles' Call Home Policies| System Inventory' Events| FSM

Admin

State: | (¢ Off ¢ On

States
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Step 4 Change the Admin state to On.

>> [@ Communication Management * & Call Home

Profiles [ Call Home Policies [ System Inventory [ Events [ FSM .

{ " OFf (.

Step 5 Fill in some “contact” information (it is mandatory but doesn’t really matter here)

UCS Administrator
0

2: |+1-408-555-1212
0
; lucsadmin@localdomain.com

st |170 W Tasman Dr, San Jose, CA 95134
0

Note All fields in Contact Information are required. Only the Phone and Email fields enforce any
format checking. The Phone value must use the international format, beginning with “+” and
followed by a country code. The Email field enforces only very loose checking of two
alphanumeric values separated by the @ symbol.

Step 6 The ID section is optional.

Note All fields in the IDs section are optional. These values will be included in any Call Home
messages.
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Step 7 Fill in the email addresses. Email today is the only CallHome notification
mechanism supported

ucs1@localdomain.com
0

ucsadmin@localdomain.com|
0

Note The Email Addresses fields are used to populate the email headers of Call Home messages.
They should be descriptive of the system from which the messages are generated, but do
not necessarily need to be valid addresses. Ideally, the Reply To value should be a real,
monitored email address to catch any rejected or “bounced” Call Home messages.

Step 8 Configure 172.16.1.250 as the SMTP server.

Step 9 Save the Call Home configuration.

£ Communication Services

- 1§8 DNS Management

- 5 Management IP Pool (ext-mgmt)
- A Management Interfaces

e
|+49-40-253346-10

linfo@Alane.de
[Gasstrasse 4, D-22761 Hamburg, Germany
o)
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Task 1: Call Home Configuration

In this task, you will configure the Call Home feature.

The global configuration is done, now each pod will create individual CallHome profiles and
send email to a webmail server in the lab.

Activity Procedure

Step 1 Log into Cisco UCS Manager.

Step 2 Choose the Admin tab in the navigation pane. It may be helpful to change the Filter

field to Communication Services for the following steps. Choose the Call Home
icon.

Equipment | Servers | Lan | San | v | Admin |
Filter: Communication Management v

+ =
=

E Communication Management
|

: g Communication Services

H m DMNS Management

H Management IP Pool {ext-mgmt)
- M Management Interfaces

Step 3 In the content pane, choose the Profiles tab, and click the + sign to add your profile.

>> [§ Communication Management > ) Call Home

) Call Home
General | Profiles | Call Home Policies | System Inventory | Events | Fs |
14 =) | Fiter | = Export | iz Print
Name | Level Alert Groups I f5|
Profile CiscoTAC-1 Normal Cisco Tac A
2] Profile Full_txt Warning

all, ciscoTac, diagnostic, environmental,inventory, license, lifeCycle, inecard, supervisor, syslogPort, system, test

Profile short_txt all, ciscoTac,diagnostic,environmental,inventory, license, lifeCycle,linecard,supervisor, syslogPort, system, test.

Warning
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Step 4 Name your profile PodPxml (P is your Pod#)

Step 5 Take a moment to review the message levels available. This setting dictates that all
messages of the selected level and above (meaning more severe) will be sent to
recipients of this profile.

 Create Call Home Profile
Create Call Home Profile
Name:godlxml Level: Debug v
=
~AlertGroups fEmailm_:
" Motification
[ Cisco Tac Warning ™~ Short Txt
[~ Diagnostic Minor
[~ Environmental Max MMajor
[~ Inventory o evitical =
[~ License R Fatal =
[ Life Cycle ) |=J [= Export| = Print
[ Linecard -
[~ Supervisor Email IPJ
[~ Syslog Port =
[ System
I Test
L]
Cancel |
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Step 6 Take a moment to review the Alert Groups that are available. This setting dictates
which category of messages will trigger this profile. Select ALL Groups.

» Create Call Home Profile | ¥}

Create Call Home Profile
Name:él;odluml Level: Debug v
1
Alert Groups Email Configuration
[V Cisco Tac Format: | ¢ Xml ¢ Full Txt ¢ Short Txt
[V Diagnostic
[V Environmental Max Message Size: IIUDDDDD
[V Inventory —
¥ License Recipients
[V Life Cycle |+ = = Export = Print
[V Linecard -
V' Supervisor Email l[ﬁ
[V Syslog Port =
[V System
[V Test
Cancel |
Step 7 Review the Email Configuration section. This section allows you to choose the

format of messages that are sent to recipients of this profile, as well as set a
maximum message size (in bytes). Any data above this size will be truncated. Make
sure “inventory” is selected. Accept the defaults.

- Email Configuration

Format: ¢ Xml ¢ Full Txt ¢ Short Txt

Max Message Size: IIDUUUUD

Step 8 Click the “+4” button to add a recipient to this profile. Add podP@cisco.com as a
receiver (is your Pod#).

Caution If you use another email recipient address you will not be able to receive the email.

_ Recipint .. ) E
Add Email Recipients

Email: (!?od 1@cisco.com
1

OK I Cancel
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Step 9 Click OK.

Create Call Home Profile 2

[V Cisco Tac

[V Diagnostic

[V Environmental
[V Inventory

[V License

[V Life Cycle &+ = | = Export |% Print
v Linecard
[V Supervisor

Email

¥ SyslogPort || =4 pod1@cisco.com

[V Test

Step 10  Click OK to create the CallHome profile
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Step 11 Check your profile is now visible. (there may also be profiles from other Pods.)

>> [@ Communication Management * % Call Home ) Call Home
General | Profiles | Call Home Policies | System Inventory | Events | FSM |

14 (=) | Fiter | = Export | = Print

Name I Level | Alert Groups B

- [&) Profile CiscoTAC-1  Normal  Cisco Tac =
[+#-[2)) Profile Pod1xml Mormal  all,ciscoTac, diagnostic, environmental,inventory, license, lifeCycle, linecard, supervisor, syslogPort, system, test

-[&]] Profile Pod2xml Mormal  ciscoTac,diagnostic,environmental,inventory, license, lifeCycle linecard, supervisor, syslogPort, test

(2] Profile Full_txt Warning  all,ciscoTac, diagnostic, environmental,inventory, license, lifeCycle, linecard, supervisor, syslogPort, system, test

i Profile short_txt Warning  all,ciscoTac,diagnostic,environmental,inventory, license, lifeCycle, linecard, supervisor, syslogPort, system, test

[
Saye Chanages | Reset Yalues I
Step12  In the content pane, click the Call Home Policies tab.

= B Communication Services * @ Call Home

General | Profiles Call Home Policies | system Inventory | Events | FsM |

& Filter | = Export | (5= Print

Cause |
Step 13 Click the “+” button to add a new Call Home Policy.
> a Communication Management * @Call Home @ Call Home
General | Profiles | CallHome Policies | system Inventory | Events | Fsm |
Q Filter = Export (?, Print
Cause l Administrative State |f5
I
[
Saye Changes I Reset Yalues I

Step 14  Explore the options for creating a new Call Home Policy. When you have reviewed
the options available, click Cancel. Only one of each policy can be created. As the

lab is a shared environment, if multiple Pods attempt to create the same policy,
errors might occur.
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~ Create Call Home Policy [ X

Create Call Home Policy

State:

{« Enabled Disabled‘

- I-ilidentity-unestablishable v
election-failure -
management-services-failure
management-services-unresponsive
version-incompatible

identity-unestablishable

equipment-inaccessible

configuration-failure

association-failed v

OK I Cancel

Step 15  If you receive a warning regarding committed changes, click Yes to confirm
discarding the changes.

Create Call Home Policy [ X

v,-"" There are uncommitted changes.

{_e Are you sure you want to close the window and discard the changes?
No
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Step 16 In the content pane, choose the System Inventory tab. Spend a few moments
reviewing the configuration options for System Inventory.

> a Communication Management * ) Call Home ) call Home

General | Profiles | Call Home Policies | System Inventory I Events | FsM |

Actions ~ Properties

j(?‘j?‘ Send System Inventory Now: Send Periodically: ’@

Send Interval (days): [7

Hour Of Day To Send: IO—
Minute OfHour: [0

Time Last Sent: [2012-12-18T14:48:46
Next Scheduled: [2012-12-25T00:00:00

Note Automatically sending the system inventory on a regular basis can help an organization

keep track of a changing Cisco UCS deployment. It is also useful for service organizations to
track additions or subtractions from customer environments for warranty or service
purposes. When this feature is enabled, the system inventory is sent to any Call Home
recipients in profiles that have selected the “inventory” alert group.

Step 17 Click the “send System Inventory now” action.

Step 18  Open a Internet Explorer window on your student desktop and navigate to
http://172.16.1.250/mail (or the SMTP server the instructor configured)

CSqWebMail - Copyright 1999-2005 Double Precision, Inc. - Windows Internet Explorer

@‘ i IQ http:/f172.16.1.250:32000fcgi-bin/sqwebmail?index=1 :] 2| X I‘Sw:u:u;e pelibe

File Edit View Favorites Tools Help

. \ o »
S0 4 @ sqwebMail - Copyright 1999-2005 Double Precision, Inc.l | D -~ B - o= v |=hPage v { Tooks ~

Sq web Ma i Copyright 19932006

Double Precision, Inc

Please Log In
(select domain and
timezone if needed)

User Id: podP
Password: [osed| Login I

Timezone: | =l

v Restrict access to your IP address
only (increased security)

[~ Accessing from a public machine (enables
short idle timeout)

|pone [ [ [ | [ mnternet H100% ~ 4

Step 19  Login with podP as the username and password (P is your Pod# again)
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Step20  Open the INBOX

ﬁSqWebMail - Copyright 1999-2005 Double Precision, Inc. - Windows Internet Explorer

@, ) v |&] hitpi/j172.16.1.250:32000/cqibinjsqwebmalzindex=1 =l 2l x| |coogee £~

File Edit View Favorites Tools Help

n = ~ S g »
S G @ sqwebMail - Copyright 1999-2005 Double Precision, lnc.I | 2 v B - = v bPage v () Tools -

-

Folder - INBOX podl@ecisco.com

Folders | Create Message | Preferences | Address Book | Log Out
< <« Shown: 1-3 of 3 T G| > >
# Date From Subject Size
1. ' N ThuO5:18PM  ucs@cisco.com System Notification from FastLane-UCS... 468K
2. ' N ThuOS5:18PM  ucs@cisco.com System Notification from FastLane-UCS... 0.4K
3. ' N ThuOS5:18PM  ucs@cisco.com System Notification from FastLane-UCS... 468K
Selectallshown | Deselectallshawn |

[ ¢ « Shown: 1-30f3 Tump to: |1 EI » »|
Delete I or move to] Sent > EJJ

N

[ [T [ [ [ 36 mtermet +100%

Step21  Open one of the emails.

ﬁ'SqWebMail - Copyright 1999-2005 Double Precision, Inc. - Windows Internet Explorer

morr
@.‘ » v |&] hitpi1172.16.1.250:320004cqi-binjsqwebmailrindex=1 =11 42|| x| [cooge £~

File Edit View Favorites Tools Help

W e (@ sqwebMail - Copyright 1999-2005 Double Precision, Inc.

| ".} v [ - = v b Page - /J Tools ~ %

From: ucs@cisco.con ﬂ
Reply-ucs@localdomain
To:
To: podl@cisco.conm
Subject: System Notification from FastLane-UCS-B - inventory:full - 2010-
02-11 16:16:24 GMT-00:00

<?xml wersion="1.0" encoding="UTF-8" 2>

<soap-env:Envelope xmlns:soap-env="http://www.w3.org/2003/05/s0ap-envelope™>
<soap-env:Header>

<aml-session:Session

xmlns:aml-session="http://www.cisco.com/2004/01/aml-session"
soap-env:mustUnderstand="true"
soap-env:role="http://www.w3.org/2003/05/soap-envelope/role/next">
<aml-session:Torhttp://tools.cisco.con/neddee/services/DDCEService</aml-session: To>
<aml-session:Path>
<aml-session:Via>http://www.cisco.com/appliance/uri</aml-session:Via>
</aml-session:Path>
<aml-session:Fromrhttp://wuw.cisco.com/appliance/uri</aml-session:From>
<aml-session:MessageId>1004:35I133706LL:4B742D58</anl-session: Nessage Id>
</aml-session:Session>

</soap-env:Header>

<soap-env:Body> LI

|pone [T [ ¥ mtemet H100% ~ 4

Note If no email shows up make sure all parameters were set correctly (the recipient email is the
most important parameter) and the “send email now” step 18 has been done.

Step22  (Optional) Change your message format to shortText or fullText and review those
emails.
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Task 2: Configure External Logging

In this task, you will configure options for remote logging.

Activity Procedure
Complete these steps:
Step 1 Log into Cisco UCS Manager if necessary.

Step 2 Choose the Admin tab in the navigation pane. It may be helpful to change the Filter
field to Faults, Events and Audit Log for the following steps. Choose the Syslog
subicon.

I quamentl Serversl LANI SANl VM —
Faults, Events and AuditLog ¥

& = |

() 7a Faults, Events and Audit Log
- ¥ Faults

- 7, Events

- 7 Audit Logs

....AVA 5-,‘5]01;1

- Core Files
| g TechSupport Files

Step 3 In the content pane, choose the System Log tab. Review the options available for
logging.

>> Y, Faults, Events and AuditLog * 7, Syslog
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Step 4 In the Remote Destinations section, click the Enabled radio button for one of the
servers. Review the settings available for a remote syslog server.

>> Y, Faults, Events and AuditLog * 7 Syslog

Note The Level value specifies which severity of messages and above will be sent to the remote
syslog server. The Hostname value specifies the remote syslog server. The Facility value
specifies which syslog “facility” the remote syslog server will use to categorize the messages
of this Cisco UCS deployment. The administrator of the syslog server will likely specify
which facility value to use.

Step 5 Return the Admin state of your chosen remote server to disabled.

Only 3 syslog destinations can be configured at the same time.
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Task 3: Configuring SNMP and other management access

In this task, you will configure options for remote logging.

Activity Procedure
Complete these steps:
Step 1 Log into Cisco UCS Manager if necessary.

Step 2 Choose the Admin tab in the navigation pane. It may be helpful to change the Filter
field to Communication Management for the following steps. Choose the
Communication Services subicon.

' Equipment [ Servers [ LAN [ SAN [ YM —
er: Communication Management v

= |

= i Communication Management
Call Home
Communication Services
DMNS Management
[+ 258 Management IP Pool (ext-mgmt)
- /A Management Interfaces

Step 3 Note parameters for Telnet, HTTP(S) and CIM.

>> [§ Communication Management * £ Communication Services
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Step 4 Scroll down to the SNMP section

 endied @ Dt

1) (=) | & Fiter | = Export | gz Print

Step 5 Click the “enabled” checkbox, note the default SNMP v1/2c community is “public”
®
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el G o

1+ (=) | € Fiter | = Export | Print

Caution You cannot disable SNMP version 1/2c. It is best practice to use a random community and
use SNMP v3 for accessing the UCS system.

Step 6 Change the SNMP community to random characters

= Erabld C Dl

»
()
|

Step 7 Enter contact and location information

asdagrjtjnkiz
0
Michael G, Koch
FastLane Remotelabs, Hamburg
& J

Step 8 Click the + sign in the SNMP Users sections to add a SNMPv3 user
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Step 9

Step 10

Step 11

Step 12

) (= I» Export I% Print

Use username podX-snmp, select an authentication algorithm and check the AES
checkbox to enable encryption, fill in all 4 password entry fields with the password
“public” and click OK.

Create SNMP User o

| 5 MDS (S

Note the error message.

» Create SNMP User [1/1] B3

Change all password to 1234QWer to pass the password strength-check
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Create SNMP User

Step 13 Check the SNMP configuration.

o

| |
f |

1 (=) | & Fiter | = Export |igz Print
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Task 4: Export Events and Faults

In this task, you will export event and fault data from Cisco UCS Manager.

Activity Procedure
Complete these steps:
Step 1 Log into Cisco UCS Manager if necessary.

Step 2 Choose the Equipment tab in the navigation pane.

Equipment | servers | LAN | SAN | vM | Admin |

Bersrsnsnssnsesnssnsesnnnaned

Filter: all v

#)-&) Chassis
=]-=® Rack-Mounts
- T FEX
[+]- 9% Servers
- Fabric Interconnects

Step 3 In the content pane, choose the Faults tab.

>> é’é Equipment é‘é Equipment
é’é Main Topology \ﬂewl Fabric Inherconnectsl == Serversl / Thermal | L] Decommissionedl * Firmware Managementl Policies | ‘& Fa.llsl
& Filter | = Export | g Print | Hide Fault Details [show: W Al FQ F 7 FAFA VO F® M 17O M
I Severity | Code D Affected object| Cause |LastTra... © Description =]
FO794 76767  |sys/switch-B/... |equipm...|2012-12-18T...|Fan module 1-1in fabric interconnect B operability: inoperable =
A F0378 |71364  [sys/rack-unit-... lequipm...|2012-12-18T...|Power supply 2 in server 8 presence: missing
A F0378 70700  |sys/rack-unit-... |equipm... [2012-12-18T...|Power supply 2in server 3 presence: missing
A F0378 |70458  [sys/rack-unit-... lequipm...|2012-12-18T...|Power supply 2 in server 7 presence: missing
A F0378 |70390  |sys/rack-unit-... |equipm...|2012-12-18T...|Power supply 2 in server 5 presence: missing
A F0378 |70362  |sys/rack-unit-... |equipm...|2012-12-18T...|Power supply 2 in server 1 presence: missing
A F0378 |70331  |sys/rack-unit-... lequipm...|2012-12-18T...|Power supply 2 in server 6 presence: missing
A F0378 |70262  |sys/rack-unit-... |equipm...|2012-12-18T...|Power supply 2 in server 4 presence: missing
A F0378 |70153  [sys/rack-unit-... lequipm...|2012-12-18T...|Power supply 2 in server 2 presence: missing
lv F0373 |68399  |sys/fex-2/fan...|equipm...|2012-12-18T...|Fan 3 in fex 2 operability: inoperable
v F0373 68142  |sys/fex-3/fan...|equipm...|2012-12-18T...|Fan 3 in fex 3 operability: inoperable
v F0369 |67965 [sys/fex-2/psu...|power-...|2012-12-18T...|Power supply 2in fex 2 power: error
v F0374 |67966  [sys/fex-2/psu...|equipm...|2012-12-18T...|Power supply 2 in fex 2 operability: inoperable
v F0369 |67960 [sys/fex-3/psu...|power-...|2012-12-18T...|Power supply 2in fex 3 power: error
v F0374 |67961  |sys/fex-3/psu.../equipm...|2012-12-18T...|Power supply 2in fex 3 operability: inoperable
@ F0440 |67953 [sys/fex-3/slot...|unexp... |2012-12-18T...|Chassis discovery policy conflict: Link IOM 3/1/4 to fabric interconnect B: 1/8 not configured
Lé FO670 67367  |sysflicense/fe... in-main...|2012-12-18T... |license for ETH_PORT_ACTIVATION_PKG on fabric-interconnect A has entered into the grace period.
Q}‘ F0440 |67022  [sys/chassis-1... junexp... |2012-12-18T...|Chassis discovery policy conflict: Link IOM 1/1/2 to fabric interconnect B: 1/2 not configured
F0401 |66579  [sys/fex-3/slot...|serial-d...|2012-12-18T...|IOM 3/1 (B) current connectivity does not match discovery policy or connectivity is unsupported: unsupported-connectivity
© F0440 |66535 [sys/chassis-1... junexp... |2012-12-18T...|Chassis discovery policy conflict: Link IOM 1/1/4 to fabric interconnect B: 1/4 not configured
@ F0440 (66486  |sys/chassis-1... |unexp... [2012-12-18T...|Chassis discovery policy conflict: Link IOM 1/1/3 to fabric interconnect B: 1/3 not configured
F0401 |66487 [sys/chassis-1... |serial-d...|2012-12-18T...|IOM 1/1 (B) current connectivity does not match discovery policy or connectivity is unsupported: unsupported-connectivity
‘ii(" F0440 |65478  [sys/chassis-1... junexp... |2012-12-18T...|Chassis discovery policy conflict: Link IOM 1/2/4 to fabric interconnect A: 1/4 not configured -
- T e e . = I _>l_'
€ aitical 7 major A\ minor £\ warning . info@ condition[] deared «» flappingiD) soakingC{j% suppressed
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Step 4 Click Export.

& Filter ’ = Expart ’ \ Print | Hide Fault Details ‘
Severity Code ~ 1D Affected object| Cause

v FO276 44075  |sys[/switch-A/... |Iink-down
v FO276 45918  |sys/switch-B/... [Iink—down
v FO276 45919  |sys/switch-B/... llink-down
v FO276 44073  |sys/switch-A/... [Iink—down
v FO276 45916  |sys/switch-B/... llink-down
v FO276 44074  |sys/switch-A/... [Iink—down
v FO276 45917  |sys/switch-B/... llink-down
v FO276 45812  |sys[switch-A/... [Iink—down
v FO276 45921  |sys/switch-B/... llink-down
v FO276 45813  |sys/switch-A/... [Iink—down

Note Virtually any table of data in Cisco UCS Manager can be exported in this manner. This

exercise is exporting Fault data just as an example.
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Step 5 Choose the Desktop icon in the left navigation pane, name the file Faults, and click

Export to CSV.
Speichernin: | My Documents v y il =
! -
=

A

=
m Dateiname:  [faults] Export to CSV |
Dateityp: CSV Files v Abbrechen |

Step 6 Minimize the Cisco UCS Manager windows and find the file that you created on the
desktop. Right-click the file and choose Open With and WordPad.

. . Open |
=
Open With d . Notepad
SemiTo N & wopad |
4\

Cut Choose Program...

Copy

Create Shortcut
Delete
Rename

Properties
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Spend a few minutes reviewing the content of the file. Note that the first line

contains the key to the values.

191 B3
View (7]
I < g @3 Find

k; "/ & ] L?—{ 5;: Replace

Picture Paint Dateand Insert | ...
v drawing time object | illi Selectall

faults - WordPad

Courier New 11 <A A

B I U abe Xt 2~ A~ ||

Font
- CRE CRRE XARE TNRY EREANRLRNRLAXRC INRTY

Insert

Paragraph

Editing

10100 1 +110 1 01201 13+ 1 141 (1541116 1 117 1 118"

beverity,cade,ID,Affected object, Cause, Last
Transition,Description
cleared,F0794,76767,sys/switch-B/fan-module-1-1/fault-
F07594,equipment-inoperable,2012-12-18T17:47:25, Fan module 1-1 in
fabric interconnect B operability: inoperable

warning, F0378,71364, sys/rack-unit-8/psu-2/fault-F0378, equipment-
missing,2012-12-18T10:22:12, Power supply 2 in server 8 presence:
missing

warning, F0378,70700, sys/rack-unit-3/psu-2/fault-F0378, equipment—
missing,2012-12-18T10:21:34, Power supply 2 in server 3 presence:
missing

warning, F0378,70458, sys/rack-unit-7/psu-2/fault-F0378, equipment-
missing,2012-12-18T10:21:29, Power supply 2 in server 7 presence:
missing

warning, F0378,70390, sys/rack-unit-5/psu-2/fault-F0378, equipment-—
missing,2012-12-18T10:21:27, Power supply 2 in server 5 presence:
missing

warning, F0378,70362, sys/rack-unit-1/psu-2/fault-F0378, equipment—

missing,2012-12-18T10:21:26, Power supply 2 in server 1 presence: ~|

[ —F— ® ,

Reviewing a CSV file in WordPad is not generally very useful. Typically, this data would be

imported into Excel or an analysis tool for further manipulation.

Step 7
B Eoe-
Home
Paste P
Clipboard
oflozol o
Note
Step 8
desktop.
Step 9

When you have completed reviewing the contents of the exported data, close the
WordPad window. Delete the export file by dragging it to the Recycle Bin on the

Explore some of the other tables of data within Cisco UCS Manager and try
exporting and reviewing them by using the same process. Some useful examples

would include the Installed Firmware tab under Equipment and Firmware
Management; the Audit Log under Faults, Events; and Audit Log in the Admin tab.
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Lab 4-1: Configuring Resource Pools

Complete this lab activity to practice what you learned in the related lesson.

Activity Objective

In this activity, you will create many different types of resource pools within Cisco UCS
Manager. After performing this lab, you should be able to:

®  Create a MAC pool

®  Create a WWNN pool

m  Create a WWPN pool

® Create a UUID Suffix pool

m Create a manually populated server pool

m Create an automatically populated server pool
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Task 1: Create a MAC Pool

In this task, you will create a MAC pool for your mobile service profiles to use.

Activity Procedure
Complete these steps:
Step 1 Log into the Cisco UCS Manager if necessary.

Step 2 Choose the LAN tab in the navigation pane. It may be useful to adjust the Filter
setting to Pools for the following tasks.

Equipment | Servers | LAN | san | vm | Admin |

Flter: -

i+ =
B oos |
=} 5%, root

= ﬂ IP Pool (iscsi-initiator-pool)
12 MAC Pools

&% Sub-Organizations

Step 3 Expand “Sub-Organizations” and expand your suborganization

Equipment | Servers | LAN l SAN | vM | Admin |
Filter: Pools v

+ =

=683 Pools
[} 83, root

H IP Pools

152 MAC Pools

[=)-43, Sub-Organizations
&5 Podl
& Pod2
&5 Pod3

BTN
ﬂlools

152 MAC Pools
&3 Sub-Organizations

Step 4 Within your suborganization right-click MAC Pools and choose Create MAC Pool.

Equipment| Servers | LAN I SAN| VM] Admin]
Filter: Pools v

=

m Pools
[} 83, root

H IP Pools

152 MAC Pools

B ,Eill Sub-Organizations
&5 Pod1
&3 Pod2
&3, Pod3
[} ,83, Podg

153 1P Pools

&3, Sub-Or Show Navigator

Create MAC Pool k
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Step 5 Name your MAC Pool PodXMACPool. Replace X with your Pod number. Select
“Sequential” assignment order.

Optionally, provide a description for your pool and click Next.

Unified Computing System Manager
CreateMACPool Define Name and Description ©
1. v pefine Name and
Description
2, —1Add MAC Addresses Name: HPodgMACPooI
Description:
Assignment Order: " Default & §
0]

< Prev. | Next > I Finish Cancel

Step 6 Click Add to add MAC addresses to your pool.

i
Unified Computing System Manager
Create MAC Pool Add MAC Addresses
1. V' set MAC Pool Name
2. v add MAC Addresses s I From I To IB:I
=
=
Add Delete
< Prev I Iext > | Finish I i Cancel :

Step 7 Note that the first three octets of the MAC address have been prepopulated with a
Cisco OUI and can be modified when you run UCSM 1.4 or later. Change the
seventh nibble to the Lab ID number (see page 5) and the eights nibble to the Pod
number (00:25:b5:LP:00:00) (L=Lab ID; P=Pod number)

Specify 16 addresses to be created and click OK.

Create a Block of MAC Addresses Y

First MAC Address: |00:25:B5:F9:00:00 Size: I EG E:

To ensure uniqueness of MACs in the LAN fabric, you are strongly
encouraged to use the following MAC prefix:
00:25:B550¢006XX

En
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Step 8 Verify that the proper range has been added to the block and click Finish. The range

should be from 00:25:B5:LP:00:00 to 00:25:B5:LP:00:0F.
Unified Computing System Manag

Step 9 Expand the MAC Pools icon in the navigation pane and verify that your pool has

Create MAC Podl Add MAC Addresses @
1. ' set MAC Pool Name

2. V Add MAC Addresses - I Eom I To IE

ﬁ [00:25:B5:F -00:25:B5:F 00:25:B5:F9:00:0F 4|

[

Add Delete
< Prev | Next > I Finish I\l Cancel |
38

been created.

b = |

Equipment| Servers | LAN I SAN| VM| Adminl
Filter: Pools

=63 Pools

E}‘é,. root

[+

MAC Pools

(=) &, Sub-Organizations

[} 8%, Pods

=458 MAC Pools

E IP Pool (iscsi-initiator-pool)

BB~ JMAC POG, PodaMACPool

ay [00:2%:B5:F3:00:00 - O

3:1. Sub-Organizations

Step 10 Click the “MAC Addresses” tab on the right pane, note the MAC addresses are
available but not assigned (yet).

General | MAC |MAC Blocks | Faults | Events |
&) Filter | = Export |5z Print

>> & Pools * ‘0‘;‘5 root * ‘!:!. Sub-Organizations * ‘I:!. Pod9 * E MAC Pools * E MAC POOL PodSMACPool

D

Assigned

Assigned To

558 MAC 00:25:B5:F9:00:00

no

258 MAC 00:25:B5:F9:00:01

no

25 MAC 00:25:B5:F9:00:02

no

=28 MAC 00:25:B5:F9:00:03

no

%3 MAC 00:25:B5:F9:00:04

no

8 MAC 00:25:B5:F9:00:05

no

a5 MAC 00:25:B5:F9:00:06

no

25 MAC 00:25:B5:F9:00:07

no

528 MAC 00:25:B5:F9:00:08

no

25 MAC 00:25:B5:F9:00:09

no

25 MAC 00:25:B5:F9:00:0A

no

=28 MAC 00:25:B5:F9:00:08

no

258 MAC 00:25:B5:F9:00:0C

no

i3 MAC 00:25:B5:F9:00:0D

no

a5 MAC 00:25:B5:F9:00:0E

no

a2 MAC 00:25:B5:F9:00:0F

no
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Task 2: Create a World Wide Node Name Pool

In this task, you will create a WWNN pool for your mobile service profiles to use.

Activity Procedure
Complete these steps:
Step 1 Log into the Cisco UCS Manager.

Step 2 Choose the SAN tab in the navigation pane. It may be useful to adjust the Filter
setting to Pools for the following tasks.

Equipment| Servers| LAN A SAN VM| Admin|
Filter: Pools -

=
E@ Pools

- 5% root
# IQN Pools
% WWNN Pools

@ WWPN Pools

@

‘E:Q, Sub-Organizations

Step 3 Expand “Sub-Organizations” and select your Organization.
Equipment | Servers | LAN A SAN I VM | Admin |
Filter: Pools v

I+ =
E@ Pools

- &%, root
- 3858 IQN Pools
% WWNN Pools

683 WWPN Pools

.83 WWxN Pools

- &3, Sub-Organizations
[+ 58 Podl
G- &% Pod2

G- &% Pod3

E}.‘é* Pools

€83 WWNN Pools
83 WWPN Pools
683 WWxN Pools

------ 43 Sub-Organizations

86 Cisco Data Center Unified Computing Support Specialist (DCUCI) v5.0

https://t.me/learningnets



Step 4 Right-click WWNN Pools and choose Create WWNN Pool inside your
Organization!!

 eaupment | Servers | Lan [SANI] w [ acmn |

Pools v

= |
EI@ Pools
=} 82, root
% IQN Pools

[+--6@3 WWNN Pools

-8 WWPN Pools

El‘o::!i Sub-Organizations
[+ &3 Pod1
- £, Pod2
- 8% Pod3

Show Navigator

..... @ wwxn P Create WWNN Pool
b ‘g:.‘ Sub-Organizauons lkf

Step 5 Name your WWNN Pool PodXWWNNPool. Replace X with your Pod number.
Select ’sequential” assignment order.
Optionally, provide a description for your pool and click Next.

+ Create WWNN Pool [ X

Create WWNN Pool
1. v Define Name and
Description
2. ) add wwi Blocks

crrev |[ Next> | At | cancel |
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Step 6 Click Add to add WWNN:Ss to your pool.

Unified Computing System Manager
Create WWNN Pool Add WWN Blocks ?
1. \/Deflng Mame and
2. [\)/els\:ldt\ll'j:\IN Blocks L2 AED I [0 I@I
=
=
Add Delete
< Prev | Finish | Cancel |

Step 7 Cisco UCS Manager does prepopulate the WWN fields with
20:00:00:25:B5:00:00:00. Additionally, it will only accept values that begin with 20
or 5, in accordance with WWN standards. Create your WWNN pool beginning with
20:01:00:25:B5:0L:0P:01, replacing L with the lab ID (see page 5) and P with your
Pod number. Create a pool of ONE WWNN, and click OK.

Caution Note the WWNN is starting with 20:01:... !!!

» Create WWN Block E3

Create WWN Block

From:é)ZO:OI:OO:ZS:BS:OF:OQ:bl

To ensure unigueness of WWNs in the SAN fabric, you are strongly
encouraged to use the following WWN prefix:
20:00:00:25:b550c0cxx

Size:(£_1§

OK I Cancel

Step 8 Verify that the proper range has been added to the block and click Next.
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» Create WWNN Pool | X|

Unified Computing System Manager

Create WWNN Pool

1.V Define Name and
Description
2. Add WWN Blocks

Add WWN Blocks

Name

I From I To I EI

ﬁ [20:01:00:25:B5:0F:09:01 - 20:01:00:25:B5: 20:01:00:25:B5:0F:... 20:01:00:25:B5:0F:... ;I

Step 9 Click finish to close the wizard.

Step 10  Click the newly created WWNN pool and select “Initators” on the right pane. Note
there is one WWNN available, not assigned (yet)

&), Fiter | = Export |z Print

>> =] sAN » @B Pools * & root * & Sub-Organizations * &3, Podd * &8 WWNN Pools * & WWNN Pool Pod9WWNNPool

General | WWN Initiator Blocks | Initiators | Faults | Events |

Name

Assigned

Assigned To Boot Target WWPN

Boot Target LUN

Initiator 20:01:00:25:B5:0F:09:01

No
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Task 3: Create World Wide Port Name Pools

In this task, you will create a WWPN pool for your mobile service profiles to use.
Activity Procedure
Complete these steps:
Step 1 Select your Organizations WWPN Pool and right-click display the context menu.
=1 &3, Podg

-2 IQN Pools
=169 WWNN Pools

(-6 WWNN Pool Pod9WWNNPool
~~~~~ @ WWPN Pools

""" & wwx Show Navigator

Create W\WPN Pool

Step 2 Name your WWPN Pool PodXWWPNPool-A. Replace X with your Pod number.
Optionally, provide a description for your pool and click Next.

« Create WWPN Pool

Unified Computing System Manager

Create WWPN Pool Define Name and Description 7
1. v pefine Name and
Description
2. v Add WWN Blocks Name: |Pod9WWPNPool-A
Description:

Assignment Order:  Default (& Sequential
10

Step 3 Click Add to add WWPNSs to your pool.

» Create WWPN Pool [ ¥]

Create WWPN Pool Add WWN Blocks 2

1.V Define Name and
Description

2. V¥ add wwN Blocks blowie [ From To | E:J

~

=

AI%d Delete
< Prev I Iiext >
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Step 4 Cisco UCS Manager does prepopulate the WWN field with
20:00:00:25:B5:00:00:00. Additionally it will only accept values that begin with 2 or
5, in accordance with WWN standards. Create your pool beginning with
20:00:00:25:B5:0L:0P:01, replacing L with the lab ID (see page 5) and P with your
Pod number. Create a pool of ONE WWPN, and click OK.

Create WWN Block l

From: &)20:00:00:25:85:0[‘:09:01 Size: 1=

To ensure uniqueness of WWNs in the SAN fabric, you are strongly
encouraged to use the following WWN prefix:
20:00:00:25:b5n0moeoc

OK Cancel

Step 5 Verify that the proper range has been added to the block and click Finish.

Unified Computing System Manager

Create WWPN Pool Add WWN Blocks

1.V Define Name and
Description

2. V Add WWN Blocks _ fame I Lo [ 10 ]

ﬁ [20:00:00:25:B5:0F:09:01 - 20:00:00:25:B5:0F:09:01 20:00:00:25:B5:0F:09:04 ZI

=

Add

< Prev I Next > I Finish PL Cancel I
La\)

Step 6 Select your Organizations WWPN Pool and right-click display the context menu.
= &3, Pod9

= IQN Pools
[=--6@3 WWNN Pools

@& WWNN Pool PodWWNNPool

- & wwx Show Navigator

Create W\WPN Pool
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Step 7

Step 8

Step 9

Name your WWPN Pool PodXWWPNPool-B. Replace X with your Pod number.
Optionally, provide a description for your pool and click Next.

» Create WWPN Pool B3

Unified Computing System Manage

Create WWPN Pool Define Name and Description g

1. v pefine Name and
Description

2. ) add wwN Blocks Nane:(]nPod9WWPNPool-B

Dmphon]

Assignment Order: | (* Default +

Click Add to add WWPNss to your pool.

Unified Computing System Manager

Create WWPN Pool Add WWN BIOCKS

1. ¥ Define Name and
Description I
2. V' add WWN Blocks e

From I To | E@I

=l

1%1 Delete

< Prev | Ilext > | Finish

Cisco UCS Manager does prepopulate the WWN field with
20:00:00:25:B5:00:00:00. Additionally it will only accept values that begin with 2 or
5, in accordance with WWN standards. Create your pool beginning with
20:00:00:25:B5:0L:0P:02, replacing L with the lab ID (see page 5) and P with your
Pod number. Create a pool of ONE WWPN, and click OK.

Create WWN Block

Fran:é)20:00:00:25:85:0F:09:02 Size: I 15:

To ensure uniqueness of WWNs in the SAN fabric, you are strongly
encouraged to use the following WWN prefix:
20:00:00:25:b550c000¢

OK I Cancel
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Step 10  Verify that the proper range has been added to the block and click Finish.

Unified Computing System Manager

Create WWPN Pool Add WWN Blocks (?)
1. V'Define Name and
2, T:c;:imu Blocks Name) | o 10 [=]

ﬁ [20:00:00:25:B5:0F:09:01 - 20:00:00:25:B5:0F:09:01 20:00:00:25:B5:0F:09:04 ;I

=

Add Delete

< Prev | Next > I Finish r\l\ Cancel |
i

Step 11 Expand the WWPN Pools icon in the navigation pane and verify that your pool has
been created and the correct values are used. Click the pool, then “Initiators” on the
right pane to verify. (also here, none are assigned)

ERYrocs |

-2 IQN Pools
E] WWNN Pools

=- @ WWNN Pool Pod9WWNNPool

----- A58 [20:01:00:25:B5:0F:09:01 - 20:01:00:25:B5:0F:09:01]
E] @WWPN Pools

E} @ WWPN Pool PodSWWPNPool-A

----- A8% [20:00:00:25:B5:0F:09:01 - 20:00:00:25:B5:0F:09:01]
=8 @ WWPN Pool PodSW\WPNPool-B

----- H [20:00:00:25:B5:0F:09:02 - 20:00:00:25:B5:0F:09:02]
------ @ WWxN Pools

------ &% Sub-Organizations

>> & Pools * &3 root * & Sub-Organizations * &3, Pod9 * &8 WWPN Pools *
General | WWN Initiator Blocks Iriﬁatnrsl Faults | Events |

&) Filter | = Export |\ Print

Name Assigned Assigned To | Boot Target WWP!
Initiator 20:00:00:25:B5:0F:09:01 |No
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Task 4: Create a UUID Suffix Pool

In this task, you will create a UUID Suffix pool for your mobile service profiles to use.

Activity Procedure

Complete these steps:

Step 1
Step 2

Step 3

Step 4

Step 5

Log into the Cisco UCS Manager if necessary.

Choose the Servers tab in navigation pane. It may be useful to adjust the Filter

setting to Pools for the following tasks.

Equipment | Servers | Lan | san | vM | Admin |

Fiter: TR -
+ =

= @ Pools
[} &3 root

wp Server Pools
352 LUID Suffix Pools

‘ég Sub-Organizations

Expand the tree to your Organization

Equipment [ Servers | Lan | san | vM | Admin |
Filter: Pools v

&+ =

B @ Pools
=} &%, root
«p» Server Pools
188 UID Suffix Pools
(=) &3, Sub-Organizations
&8 Pod1l
23, Pod2
&8 Pod3
(SN Pod9k
wp SEwer Pools
18% LUID Suffix Pools
&2 Sub-Organizations

Right-click UUID Suffix Pools and choose Create UUID Suffix Pool.

E};i% Pod9
g Server Pools

8% Sub~ UUID Suffix Pools

Create UUID Suffix Pool %

Name your UUID Pool PodX-UUIDPool. Replace X with your Pod number.
Optionally, provide a description for your pool. Set the last two nibbles (digits) of
the prefix to your Lab ID (see page 5) and Pod number (00000000-0000-00LP),

select “Sequential Assignment” and click Next.
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» Create UUID Suffix Pool

Unified Computing System Manager

Create UUID Suffix Pool Define Name and Description
1. V pefine Name and
Description
2. ) agd uuIp Blocks

< Prev Il Next > I Finish | Cancel |

Step 6 Click Add to add UUIDs to your pool.

[+ Createuumsuffixpool |
Unified Computing System Manager

Create UUID Suffix Pool Add UUID Blocks o
1. ‘/Defir;:::ame and

2. v add UUID Blocks

Add [ Delete

<Pre | Hext > | Finish |
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Step 7

Step 8

Step 9

Create a pool of 8 UUIDs and click OK.

Create a Block of UUID Suffixes 7

From: [0000-000000000001 Sze:&)

8=

l Cancel |

Verify that the proper range has been added to the block and click Finish.

a Create UUID Suffix Pool [ X]

Create UUID Suffix Pool

1. ¥ pefine Name and
Description

Unified Computing System Manager

Add UUID Blocks

7

2. v Add UUID Blocks Name |

From I To

15 0000-000000000001

Add Delete

< Prev | Next > I

Fnishl\J Cancel I
Iy

Expand the UUID Suffix Pools icon in the navigation pane and verify that your pool
has been created. Click “UUID suffixes” on the right pane to verify.

Equipment | Servers | Lan | san | v | Admin |

& Filter | = Export | o Print

General Umslﬁ)ﬁl UUID Blocks | Faults | Events |

Filter: Pools
UUID Suffix Assigned
= 0000-000000000001 no
[=-@ Pools 0000-000000000002 no
(- 8%, root 0000-000000000003 no
< Server Pools 0000-000000000004 no
g ;’3;?;;:;:221 0000-000000000005 no
& Podo 0000-000000000006 no
s Server Pools 0000-000000000007 no
=) u UUID Suffix Pools 0000-000000000008 no
B oo vocs oo
.. J8X [0000-000000000001 - 0000-00
&3 Sub-Organizations
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Task 5: Create a Manually Populated Server Pool

In this task, you will create a manually populated server pool that contains your assigned
server.

Activity Procedure
Complete these steps:
Step 1 Log into the Cisco UCS Manager.

Step 2 Choose the Servers tab in the navigation pane. It may be useful to adjust the Filter
setting to Pools for the following tasks.

Equipment | Servers | Lan | 5an | i | Admin |

Filter: Pools v

ool

i =
= :
E}--g:g

- v

oot

e Server Pools

- 48 UUID Suffix Pools
- & Sub-Organizations

Step 3 Navigate and expand to your Organziation,
Equipment | Servers | Lan | san | vm | Admin |

Filter: Pools v

=+ (=

=5 @ Pools
= &%, root

[#e5p» Server Pools

- 238 UUID Suffix Pools

=) #%, Sub-Organizations

=} g3 POD1

=128 UUID Suffix Pools
- #2588 Pool Pod1-UUIDPool
8% Sub-Organizations
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Step 5

Step 6

Step 7

right-click Server Pools and choose Create Server Pool.

Equipment | Servers | Lan | san | vm | admin |

Filter: Pools v

&J:J\

=683 Pools
= 5% root
[#]-» Server Pools
- M UUID Suffix Pools
= &%, Sub-Organizations
- g, POD1

Bﬂ LUI Server Pools

Create Server Pool
b ‘E:l‘ Sub %

Name your server pool PodXServerPool. Replace X with your Pod number.
Optionally, provide a description for your pool and click Next.

» Create Server Pool B3

Create Server Pool Set Name and Description ©

1. Vset Name and
Description
2. U agd servers

Name: godIServerPool

Description: gerver pool for Pod1

< Prey. | Next > I Finish | Cancel |

Choose Chassis 1, Server/Slot P (P is your Pod#) and add it to your pool. Click the
column heading to sort (Hint: you can also change the size of this window)

» Create Server Pool

Unified Computing System Manager

Create Server Pool Add Servers (2)

1. V'set Name and Description
2. ¥ add Servers

Pooled Servers

BRI

. =l

Details for blade-1 =
= Model: I
Model: |N20-36620-1

. ———— L] Serial Number: I L'

< Prev I Ilext > I Finish | Cancel |
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Step 8 Choose Rackmount Server P (P is your Pod#) and move it into your Pool

» Create Server Pool E3

Unified Computing System Manager

Create Server Pool Add Servers ©

1. V'set Name and Description
2. V' add Servers

Pooled Servers

...|PID|A...|S
4 mz...Jn2... [a...
1
g
7
2
3
3 R2... In2... loc... =l =l
= Model: I
Model: IR200-1!20402W X
. — ;] Serial Number: I LI

< Prev | [iExE > I Finish | Cancel |

Step 9 Make sure that ONLY your Pod servers now appears in the right column and click
Finish.

Step 10  Expand the Server Pools icon and verify that your pool has been created. Expand
your pool and verify that it contains your Pod server.

Equipment = SErvers I LF\N| SF\N' VMI Adrmin | ~Server Pools

1) (=) | & Filter | = Export | {3z Print

Filter: Pools v
MName
B @ Pools : Rack-Mount Server 1
(=} &%, raot e Server 141

[#ezp Server Pools

- 8 UUID Suffix Pools

E]‘C:)‘ Sub-Organizations

[ &8, POD1

SR Pools
=258 LUID Suffix Pools
- 188 Pool Pod1-UUIDPool
&% Sub-Organizations
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Task 6: Create an Automatically Populated Server Pool

In this task, you will create an automatically populated server pool that contains your assigned
server.

Activity Procedure
Complete these steps:

Step 1 Log into the Cisco UCS Manager.

Step 2 Choose the Servers tab in navigation pane. It may be useful to adjust the Filter
setting to Pools for the following tasks. Expand the tree and navigate to your
organization.

Equipment  Servers | Lan | san | vm | admin |
Filter: Pools v
i+ =
= @ Pools
=} ge, root
[+ w0 Server Pools
258 VUID Suffix Pools
=) #2, Sub-Organizations
=} &3, POD1
SRS Server Pools
- [y Server Pool Pod1ServerPool
=144 VUID Suffix Pools
-2 Pool Pod1-UUIDPoo
- &% Sub-Organizations
Step 3

Right-click Server Pools and choose Create Server Pool.

Equipment Servers | Lan | 5an | vm | admin |

Filter: Pools v

) =

=63 Pools
= ;:g root
v--.,,_,,. Server Pools
- 28 UUID Suffix Pools
E]gii‘ Sub-Organizations

=} 83, POD1
E] - M
L Bag Server Pools

o
ﬂ_ Ci e% Server Pool
: 3

...... ‘f:,l Sub-Organizations
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Step 4 Name your server pool PodXAutoPool. Replace X with your Pod number.
Optionally provide a description for your pool and click Next.

» Create Server Pool E3

nified Computing System Manage

Create Server Pool

Set Name and Description

12
1. v set Name and

Description
2. v add Servers

Name: &I;odmutoPool

Description: gerver pool for Pod1, popjilated automagically

< Prey. | Next>ﬂ Finish l Cancel |
A

Step 5 Do not choose any servers and click Finish.

Unified Computing System Manage

Create Server Pool Add servers

1. V'set Name and Description
2. V'add Servers

7

Servers Pooled Servers

T s

[ ]

< Prey | lext > |

Cancel I
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Step 6 Expand the Server Pools icon and verify that your pool has been created. Expand
your pool and verify that it does not contain any servers.

Equipment | Servers | Lan | san | vM | Admin | General | Servers | Fauits | Events |
N - oolc . |4 =) | Filter = Export (= Print
Mame I Chassis ID Slot ID
I+ =)
=623 Pools
[} 83, root

e Server Pools
1 LUID Suffix Pools
()&%, Sub-Organizations
- &8, POD1
[l Server Pools

ap» Server Pool Pod1ServerPool
=25 UUID Suffix Pools

252 Pool Pod1-UUIDPool

&3 Sub-Organizations

Step 7 Change the Filter setting in the navigation pane to Policies.

Equipment | Servers | Lan | san | vm | admin |

Filter: GWES

& adapter Policies
- &5 BIOS Defaults
- &5 BIOS Policies
- & Boot Policies
- &5 Host Firmware Packages

i 5 IPMI Access Profiles
- ) Local Disk Config Policies
Maintenance Policies
Management Firmware Packages
Power Control Policies

Scrub Policies

=) Serial over LAN Policies
& Server Pool Policies
& Server Pool Policy Qualifications
& Threshold Policies
- B9 wNIC)vHBA Placement Policies
- &3 Sub-Organizations

RS

|

! .

Step 8 Navigate to your Organization
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Equipment | Servers | Lan | san | vi | admin |

Filter: Policies v

i+ =
=-S5 Policies
- &8, root
- Adapter Policies
I &S BIOS Defaults
- $2) BIOS Policies

I ’ Boot Policies
- &5 Host Firmware Packages
IPMI Access Profiles
=) Local Disk Config Policies
Maintenance Policies
Management Firmware Packages
& Power Control Policies
7 & Scrub Policies
: Serial over LAN Policies
... &5 Server Pool Policies
& Server Pool Policy Qualifications
& Threshold Policies
: vNIC/vHBA Placement Policies
E]g:l‘ Sub-Organizations %

[} ,53, POD1
- &5 adapter Policies
BIOS Policies
- &5 Boot Policies
- &5 Host Firmware Packages
- &5 IPMI Access Profiles
Local Disk Config Policies

. &1 Maintenance Policies
- =5 Management Firmware Package
- &5 Power Control Policies
Scrub Policies
- &5 Serial over LAN Policies
S Server Pool Pollcles

® Threshold Pollcles ]

=T awwmt vima mt

Step 9 Right-click Server Pool Policy Quallﬁcatlons and click Create Server Pool Policy
Qualification.
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Equipment | Servers | Lan | san | i | admin |

= |
= &5 Policies

= ‘I:“!, root

Filter: Policies v

- &5 adapter Policies
BIOS Defaults
BIOS Policies
Boot Policies

Host Firmware Packages
b IPMI Access Profiles

Local Disk Config Policies
Maintenance Policies
Management Firmware Packages
Power Control Policies

7 &5 Scrub Policies

e Serial over LAN Policies

- 52) Server Pool Policies

7 &5 Server Pool Policy Qualifications
7l & Threshold Policies

- &5 wNIC/vHBA Placement Policies
(=43, Sub-Organizations

[} ,83, POD1

----- Adapter Policies

----- BIOS Policies

. 5 Boot Policies

»»»»» Host Firmware Packages
- &5 IPMI Access Profiles

----- Local Disk Config Policies
----- Maintenance Policies

- -- Management Firmware Package
- &5 Power Control Policies
----- Scrub Policies

----- Serial over LAN Policies

vvvvv Server Pool Policies
B ]

llvlll h‘u”]

Server Pool Policy Qualifications

@ Loaged in as admin®172.16.1.200 |
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Step 10  Name your qualification PodXQual. Replace X with your Pod number. Provide an
optional description.

Create Server Pool Policy Qualification 9

ne: [Pod1qual

|po NOT USE THIS POOL|
(0

Qu
1) (=) | & Fiter | = Export gz Print
Mame | Max | Model | From [ To [ rchtectwre | Speed | Stepping | Power Group

&
&
&
&
&
&
&
&

Step 11 Click “Create Memory Qualifications”

Actions

Step 12  Configure a minimum of 2048 MB RAM and click OK.

Create Memory Qualifications L2
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Step 13 Click “Create CPU/Cores Qualifications”

Actions

E
E
E
E
E
E
i
i

Step 14  Configure a minimum of 4 cores.

» Create CPU/Cores Qualifications

Create CPU/Cores Qualifications o

Step 15  Spend a few minutes exploring the other qualifications that could be added to your
policy. If you would like to experiment with other qualifications, verify with your
instructor which policies will match your assigned server. Keep in mind all
qualifications must be fulfilled (logical AND)

Step 16  When you are satisfied with your qualifications, click OK.
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Create Server Pool Policy Qualification L2

L0}
|DO NOT USE THIS POOL
O = -

er | = Export | i Print

Name | Max | Model | From [ To [ Architecture | Speed | Stepping | PowerGroup
- & Memory qualification
- 5] Processor qualification Any Unspecified  Unspecified

&
&
|
|
&
&
&
|

Step 17  Check your Server Qualification Policy.

(=) g%, Sub-Organizations
=} &5, POD1
----- &5 Adapter Policies
----- & BIOS Policies
----- &5 Boot Policies
----- g Host Firmware Packages
----- &S IPMI Access Profiles
~~~~~ & Local Disk Config Policies
----- & Maintenance Policies
~~~~~ & Management Firmware Package
#-- &5 Power Control Policies
----- &5 Scrub Policies
----- & Serial over LAN Policies
----- &S Server Pool Policies
= &5 Server Pool Policy Qualifications

[+ & Threshold Policies
----- &5 wNIC/vHBA Placement Policies

Step 18  Navigate to Server Pool Policies within your Organization, right-click “server pool
policies” and “Create Server Pool Policy”
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=) &8, Sub-Organizations
=} 58 POD1

.. & BIOS Policies
- 5 Boot Policies

. &5 IPMI Access Profiles
- Y Local Disk Config Policies

- &Y Management Firmware Package
- 55 Power Control Policies

. &5 Serial over LAN Policies
Create Server Pool Policy
H- 5= In&nold Folicies
. &5 ¥NIC)vHBA Placement Policies
.. Sub-Oraanizations

Server Pool Policies

Step19  Name your Server Pool Policy PodXPoolPolicy. Replace X with your Pod number.
Add an optional description, choose the PodXQual qualification that you created and
your PodPAutoPool. Click OK.

» Create Server Pool Policy [ X|

Create Server Pool Policy

Mame: |Pod1PoolPolicy
1)

Description: [servers,servers, more servers
)
Target Pool: Server Pool PodlAutoPool
0

Qualification: nde 1Qual v

oK I Cancel

Step 20  Verify that your policy has been created and associated with your Pod’s
qualification policy.
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General Faults | Events I
(4 =) | & Fiter | = Export | igz Print
Name I Chassis ID I Slot ID I Rack ID I Assigned I Assigned To I Reason
&% Rack-Mount Server 1 1 no Dynamically Added(org-root/org-PodS/pooling-policy-Policy)
&% Rack-Mount Server 2 2 no Dynamically Added(org-root/org-PodS/pooling-policy-Policy)
&% Rack-Mount Server 3 3 no Dynamically Added(org-root/org-PodS /pooling-policy-Policy)
-3 Rack-Mount Server 4 4 no Dynamically Added(org-root/org-PodS/pooling-policy-Policy)
&% Rack-Mount Server 5 5 no Dynamically Added(org-rootforg-PodS /pooling-policy-Policy)
&% Rack-Mount Server 6 6 no Dynamically Added(org-root/org-PodS/pooling-policy-Policy)
&% Rack-Mount Server 7 7 no Dynamically Added(org-root/org-Pods/pooling-policy-Policy)
&% Rack-Mount Server 8 8 no Dynamically Added(org-root/org-PodS/pooling-policy-Policy)
wp Server 1/1 1 1 no Dynamically Added(org-root/org-Pods/pooling-policy-Policy)
e Server 1/2 1 2 no Dynamically Added(org-root/org-PodS/pooling-policy-Policy)
wp Server 1/3 1 3 no Dynamically Added(org-root/org-Pod3s/pooling-policy-Policy)
e SErver 1/4 1 4 no Dynamically Added(org-root/org-PodS/pooling-policy-Policy)
ap Server 1/5 1 5 no Dynamically Added(org-root/org-Pod3s/pooling-policy-Policy)
—ap Server 1/6 1 6 no Dynamically Added(org-root/org-PodS/pooling-policy-Policy)
wp Server 1/7 1 7 no Dynamically Added(org-root/org-Pods/pooling-policy-Policy)
e Server 1/8 1 8 no Dynamically Added(org-root/org-PodS/pooling-policy-Policy)

Step 21 In the navigation pane, choose the Equipment tab and ensure that the Filter value is
set to All. Expand the Fabric Interconnects, Expansion Module, and FC Ports
objects.
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Lab 4-2: Creating Service Profile Templates

Complete this lab activity to practice what you learned in the related lesson.

Activity Objective

In this activity, you will create two SAN-booted service profiles (one FC, one iSCSI) that can
be moved between blade servers. After completing this exercise, you should be able to:

Configure Fibre Channel uplinks to provide SAN connectivity to the Fabric Interconnects
Configure VLANSs in Cisco UCS Manager

Create VNIC and vHBA templates

Create a service profile template

Create a mobile service profile from a template

Install ESXi on your server

Move service profiles between physical blades/servers

Observe how blade servers communicate with devices outside of the Cisco UCS platform

Required Resources

These are the resources and equipment that are required to complete this activity:

m (2) Cisco UCS Fabric Interconnects

m  B-Series Blade Server

m  C-Series Rackserver

®  SAN-attached storage system

m  UUID, WWNN, WWPN, and MAC pools that are created from the previous exercise.
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Task 1: Establish SAN Connectivity

In this task, you will configure Fibre Channel uplinks to provide SAN connectivity to the

Fabric Interconnects.

Activity Procedure

Complete these steps:

Step 1
Step 2

Step 3

Log into Cisco UCS Manager if necessary.

In the navigation pane, choose the SAN tab. It may be helpful to set the Filter field

to SAN Cloud for the following steps.

Equipment | Servers | LAN  SAN |VM| Admin |

31 (= FlSAN Cloud v
) =

+}- I Fabric A
+} X8 Fabric B

=] SAN Pin Groups

»- ES Threshold Policies
- =] ¥SaNs

Right-click the VSANSs icon and choose Create VSAN.
Equipment | Servers | LaN  SAN I vM | Admin |
Filter: SAN Cloud v

=+ (=

=1-¢ ) 5AM Cloud

+EX% Fabric &

[+ 8 Fabric B
=] 5AN Pin Groups
#1- &) Threshold Policies

Show Navigator

Creaﬁ VSAN
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Step 4 Create a VSAN according to the table:

Pod/Team | VSAN # VSAN FCoE UCS
name VLAN Fabric
1 11 VSANI11 1011 A
2 12 VSANI12 1012 B
3 13 VSANI13 1013 A
4 14 VSANI14 1014 B
5 15 VSANI15 1015 A
6 16 VSANI16 1016 B
7 17 VSAN17 1017 A
8 18 VSANI18 1018 B

» Create VSAN E3

Create VSAN 7

[oc | _conce |

Note In this lab topology, only the two VSANs 11 and 12 will be used and shared by all Pods.
Each Pod is given the opportunity to create a VSAN to practice this task, but be
careful to use the designed VSAN in the later steps.

Some Ports may not be connected or do not have SFPs in them.

Step 5 Click OK to confirm creation of your VSAN.
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@ Successfully created VSAN VSAN19 (19).

|

Step 6 Note odd have been created on Fabric A only and even VSANs have only been

created on Fabric B only, The SAN-Cloud->VSAN shows just the default VSAN 1

on both fabrics.
Equipmentl Serversl LAN A SAN I VM| Admin|
Filter: SAN Cloud v

) =

=) SAN Cloud
E} Fabric A
- =il FC Port Channels
»»»»» ..={{l] FCoE Port Channels
. +-={l] Uplink FC Interfaces
----- -..={{l] Uplink FCoE Interfaces
B- 5 VSANs
=] VSAN VSAN11 (11)
» - =] VSAN VSAN1S (19)
E} Fabric B
- =il FC Port Channels
----- .=l FCoE Port Channels
- +-~l] Uplink FC Interfaces
»»»»» -.={{l] Uplink FCoE Interfaces
g EI VSANs
- =] VSAN VSAN12 (12)
; - =] VSAN VSAN14 (14)
----- a SAN Pin Groups
- 5 Threshold Policies

- =12

...... = VSAN default (1)
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Equipment | servers | LAN | 5aN | vM | Admin |
Filter: Al o

=)

E]-éé Equipment

[+}-&pJ Chassis
E}Q Rack-Mounts
- - Fex
. [#-%% Servers
=1 Fabric Interconnects
[3 Fabric Interconnect A (primary)

[+}- #2588 Fixed Module

E} Expansion Module 2
- ..~fl] Ethernet Ports

- -0

=il FC Port 1
=l FC Port 2
'(I FC Port 3
.=l FC Port 4
.=l FC Port 5
.=l FCPort6
=l FCPort 7
.=l FC Port 8
1B Fans
- PSUs

Fabric Interconnect B (subordinate)

In the content pane, change the VSAN field of your assigned interface ONLY according to
the table
(make sure to use the VSAN numbers from the table and not the VSAN you
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created earlier!!)

Pod/Team | UCS Fabric Interconnect Port VSAN#
1 A 1 11
2 B 1 12
3 A 2 11
4 B 2 12
5 A 3 11
6 B 3 12
7 A 4 11
8 B 4 12

Fabrlc Afvsan VSAN19 (19)
|’ Fabric dualfvsan default (1) [

Fabric dualfvsan default (1)

Fabric Afvsan VSAN11 (11)
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Step 7 Click Save Changes to apply the VSAN configuration to this port.
[General] Fauts | events | Fam| staieeis |

ErEnlz Port

e Y Fabric Afvsan ¥SAN11 (11) «
Configurz 25 Wslini Fore

Step 8 Click OK to confirm the configuration change.

Cisco Unified Computing System Manage... Iﬁ‘
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Step 9 Click the “Expansion Module” in the Equipment navigation pane to check to ensure
that the Admin state of the ports is enabled and that the Overall Status is now up.

=3 Fabric Interconnect A (primary)
[+}- E28 Fixed Module
=8 |Ex pansion Module 2
.=l Ethernet Ports

=l

[+ {3 Fabric Interconnect B (subordinate) |

Part Details

Step 10 Click the “FC ports” in the equipment tab to check interfaces.

Filter | = Export | igz Print | | 1fRole: ¥ All [ Network [ Storage [ Monitor

Slot Port ID WWPN If Role If Type Overall Status | Administrative State |
| 2 1 20:41:00:05:9B... |Network Physical ) 1 Enabled
2 2 20:42:00:05:9B... Network Physical 1 Up 1 Enabled
2 3 20:43:00:05:9B... [Network Physical T Up 1 Enabled
2 4 20:44:00:05:9B... |Network Physical 1 Up 1 Enabled
2 5 20:45:00:05:9B... Network Physical 7 Sfp NotPres...| & Enabled
2 3 20:46:00:05:9B... |Network Physical U sfoNotPres...| + Enabled
2 7 20:47:00:05:9B... |Network Physical VU sfpNotPres...| + Enabled
2 3 20:48:00:05:9B... Network Physical [stpNotPres... 1 Enabled
&
&
[+-1E23 Fabric Interconnect B (subordinate) |
Note If your port does not move to an “Up” state, check to ensure that you have selected VSAN11

on Fabric A and VSAN12 on Fabric B, which may not be the VSAN that you created in the

earlier steps. Also check to ensure that you are modifying the port on the correct Fabric

Interconnect. If you verify both of these items and the port still does not initialize, contact
your instructor for assistance.
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Task 2: Establish LAN Connectivity

In this task, you will configure a VLAN for your blade server.

Activity Procedure
Complete these steps:
Step 1 Log into Cisco UCS Manager if necessary.

Step 2 In the navigation pane, choose the LAN tab. It may be helpful to set the Filter field
to LAN Cloud for the following steps.

Equipment| Servers LAN I SAN | VM | Admin |
Filter: [W.\\JelI% k

b J I

[+ Fabric A

[+ X% Fabric B

- 1f] QoS System Class

=] LAN Pin Groups

- &5 Threshold Policies

=] VLAN Groups
[+ =] VLANs

Step 3 Right-click the LAN Cloud icon and choose Create VLANS.
Equipment | Servers | LAN I SAN | vM | Admin |

Filter: LAN Cloud v

~- Show Navigator
TR Create VAN
g Create LAN Pin Grouk

" g Create VLAN Group

g Copy Strg+C
Copy XML Strg+L
Delete Strg+D
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Step 4 Name your VLAN PodXMGMT replacing X with your Pod number. Set the

Multicast Policy to “default” and set the VLAN ID to LPO, replacing L with the Lab
ID and P with your Pod number. For example, on Lab ID 1 Pod 1 will use 110, Pod
2 will use 120, and so on.

For your lab ID and pod# refer to page 5 or ask your instructor.

Create VLANs o

checkoveriap | [ ok | cancel |

Step 5 Create a second VLAN LP1 (L=Lab ID, P=Pod Number), named PodXDATA
(X is your Pod#)

Step 6 Expand the VLANS icon and ensure that BOTH your Pod’s VLAN now appears.

EmipmentlServersiSANlVMlAdnh-

= |

(=1-¢_) LAN Cloud

[+ X3 Fabric A

[+ Fabric B

-4} QoS System Class
----- =] LAN Pin Groups
#- &5 Threshold Policies
----- =] VLAN Groups

== vLANs

----- =] VLAN Pod 1DATA (311)
----- =] VLAN Pod IMGMT (310)
----- =] VLAN Pod2DATA (321)
----- =] VLAN Pod2MGMT (320)
----- =] VLAN Pod4DATA (341)
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Step 7 Create an iSCSI VLAN. Refer to the table and make sure to create the VLAN
ONLY on the assigned Fabric Interconnect (L is the Lab ID)

Pod Number Fabric Interconnect VLANID VLAN name
1 A 1LO1 iSCSI-1
2 B 1L02 iSCSI-2
3 A 1103 iSCSI-3
4 B 1L04 iSCSI-4
5 A 1L05 iSCSI-5
6 B 1L06 iSCSI-6
7 A 1L07 iSCSI-7
8 B 1L08 iSCSI-8
T |
Create VLANs @
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Task 3: Create VNIC templates and Connectivity Policies

In this task, you will create templates and Connectivity Policies for vNICs. This can save a lot
of work because may servers have very similar requirements for NICs.

Activity Procedure
Complete these steps:
Step 1 Log into Cisco UCS Manager if necessary.

Step 2 In the navigation pane, choose the LAN tab. It may be helpful to set the Filter field
to Policies for the following steps.

Equipmentl Servers LAN | SAN| VMI Adminl

Filter: Policies v[%

) =)

= &Y Policies
#-() Appliances
=-¢_) LAN Cloud
- @S Threshold Policies
= &% root
- Default vNIC Behavior
Sg Dynamic vNIC Connection Policies
- &5 Flow Control Policies
- LAN Connectivity Policies
- & Multicast Policies
- &5 Network Control Policies
- QoS Policies
- & Threshold Policies
vNIC Templates

IR XN Sub-Organizations
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>

Step 3 Expand your Organziation and right click “vNIC Templates’
Equipment | Servers = LAN I SAN | vM | Admin |
Filter: Policies v

&Ju\

=% Polices
() Appliances
=-¢_} LAN Cloud
: Threshold Policies

& &% root

o Default vNIC Behavior
Dynamic vNIC Connection Policies
1 & Flow Control Policies
- LAN Connectivity Policies
&) &5 Multicast Policies
- &5 Network Control Policies
b QoS Policies
- &5 Threshold Policies
vNIC Templates
E],‘:!. Sub-Organizations
[} 58 POD_4
- 5% Pod1
- 5% Pod2
- 5% Pod3
=- &% Pod9

------ Dynamic vNIC Connection Policies

+

------ LAN Connectivity Policies

----- Network Control Policies

- QoS Policies
o Threshold Policies

how Navigator

Crt%te vNIC Template
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Step 4 Create an updating vNIC adapter (do not select the “VM?” target) template named
“PodX-eth-A-B” (X is your Pod#) using Fabric A with Failover, enable DATA and
MGMT Vlans (mgmt. is native) using your Pod MAC Pool created earlier.

5 CreateviCTemplate ———————H|
Create vNIC Template ©

Pod9-eth-A-B
|

[V Adapter
[~ Vvm

Pod4DATA
Pod4MGMT
PodSDATA
PodSMGMT

aa11E

Olisiielle]

1500

PodSMACPool v
1
<not set> v

<not set> o

<not set> o
default v

<not set> v

-
[oc | conce |

Step 5 Create a second updating vNIC template named “PodX-eth-B-A” (X is your Pod#)
like the one before but attach it to fabric B with failover to A.

Step 6 Click on both vNIC templates and check your configuration. If necessary adjust the
configuration and click “Save Changes”
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>> &5 Policies » &3, root * &, Sub-Organizations * &3, Podd * [ vNIC Templates

1+ (=) | € Filter | = Export |z Print

/NIC Templat A
=4l Network PodSMGMT PodSMGMT o
=] Network PodSDATA PodSDATA e
[ vNIC Template Pods-eth-A-8
-...=4{ll Network PodSMGMT PodSMGMT @&
..=4fl] Network PodSDATA Pod9DATA C
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Step 7 Inside your Organization right-click “LAN Connectivity Policies” and click “Create
LAN Connectivity Policy”

-85 Pod9
----- &’ Dynamic vNIC Connection Policies

..... &S Network Col LAN Connectivity Policies
""" % %:’rse::';':e: Creﬁa LAN Connectivity Policy
..... ,

- [l vNIC Templates
----- &3 Sub-Organizations

+]

Step 8 Name your policy “Pod#-LANpolicy”, then click “Add” to add NICs
Create LAN Connectivity Policy
B Delete EMd B Modify
Step 9

Name your first card “Pod#-eth-A-B” (# is your Pod#), click “use vNIC Template”,

select your Pods A-B template and the “VMWare” Adapter Performance Profile,
then click OK.

» Create vNIC

Create vNIC

ate: PodS-eth-A-B =
0

mware = |0
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Step 10  Create a second VNIC named “Pod#-eth-B-A” (# is your Pod number) using
template B-A.

[ ceatewnc ——— ]
Create vNIC

i Delete Add [ Modify

Step 12 Select the the policy you just created and the check the configuration.
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[} &%, PodS
----- &S Dynamic vNIC Connection Policies
=) 5 LAN Connectivity Policies

..... [
----- &5 Network C%ol Policies

----- E5 QoS Policies

- [l vNIC Templates
&% Sub-Organizations

>> &) Policies * &3, root * & Sub-Organizations * &, Pod9 * &5 LAN Connectivity Policies * 55 Pod9-LANpolicy

Uzz Cloez)|

=)-=ifl] vNIC Pod9-eth-A-B

=il Network PodSDATA e

=il Network PodSMGMT o
[=)-=ifl] vNIC Pod9-eth-B-A Derived BA

=il Network PodSDATA C

fiDelete  [EH Add B Modify
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Task 4: Create VHBA templates and Connectivity Policies

In this task, you will create templates and Connectivity Policies for VHBAs. This can save a lot
of work because may servers have very similar requirements for HBAs.

Activity Procedure
Complete these steps:
Step 1 Log into Cisco UCS Manager if necessary.

Step 2 In the navigation pane, choose the SAN tab. It may be helpful to set the Filter field
to Policies for the following steps.

Equipmentl Serversl LAN < SAN I VMI Admin |

rcr. EER

o =

ok
=+¢_) SAN Cloud
- [ & Threshold Policies

E}g:}‘ root

------ =S Default vHBA Behavior

E') Fibre Channel Adapter Policies

444444 &’ SAN Connectivity Policies

- 5:5 Storage Connection Policies
&) & Threshold Policies
vHBA Templates

[+ &2 Sub-Organizations

Step 3 Expand your organization, right-click “vHBA Templates” to create a new vHBA
template INSIDE your Organization.
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“Eaupment | servers | Lan [SANI] v aamn [T

Policies v

b = |

= &5 Policies
=-¢) SAN Cloud
. [ & Threshold Policies

= 83, root

. &5 Default vHBA Behavior
- & Fibre Channel Adapter Policies

- 5 SAN Connectivity Policies
... &} Storage Connection Policies

- & Threshold Policies

[l vHBA Templates

(43, Sub-Organizations

[+ &8, POD_4

- &, Pod1

- £, Pod2

- 8% Pod3

= &, Podo
- &5 Fibre Channel Adapter Policies
.. 5 SAN Connectivity Policies
- &5 Storage Connection Policies
ES Threshold Policies

. Sub-Organiz Show Navigator
Create %HBA Template

Step 4 Name your updating template “PodX-fc-A” (X is our Pod#) using Fabric A and
VSAN 11 (all Pods MUST use VSANI11 here or boot/install will fail!) Make sure to
select the —A WWPN Pool!

Create vHBA Template o

[oc]_conel |

Step 5 Create a second updating template named “PodX-fc-B” (X is your Pod #) using
Fabric B and VSAN 12. Make sure to select the -B WWN Pool
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Create vHBA Template ©

:

E@:Tﬁg = = (-}
B o
oI

[+]

goeoto) =

[oc]_conee |

Step 6 Check your configuration by clicking vHBA templates in the navigation pane in
your organization and expand the two vVHBA templates in the left pane

Equipment | Servers | LAN VM | Admin
e —

1 (=) | = Export | Print

W = | VHBA Template Pods-fc-B
= &5 Policies =il vHBA If VSAN12
=3 SAN Cloud VHBA Template Pods-fc-A
- @& Threshold Policies 0l VHBA I VSAN11
= ‘E:g root

- &5 Default vHBA Behavior
#]-- & Fibre Channel Adapter Polides
- 55 SAN Connectivity Policies
- &5 storage Connection Policies
i &S Threshold Policies
AAAAA [l vHBA Templates
E .5:31 Sub-Organizations
(- &, POD_4
- £ Pod1
- &, Pod2
- 53, Pod3
[} &%, Pod9
.. &5 Fibre Channel Adapter Policies
- &5 SAN Connectivity Policies
- &5 Storage Connection Policies
= Threshold Policies
=
1Y Sub-Organlzahons

Step 7 Inside your organization right-click “SAN Connectivity Policies” and select “Create
SAN Connectivity Policy
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- £, Pod9

------ & Fibre Channel Adapter Policies

. Storage Cc SAN Connectivity Policies
------ &S Threshold f

. vHBA Temp....
,CID. Sub-Organizations lI

Step 8 Name your Policy Pod#-SANpolicy (# is your Pod number) and select the WWNN
Pool you created earlier.

Create SAN Connectivity Policy ©

Create SAN Connectivity Policy

Step 9 Click “Add” to add a vHBA

Step 10  Name your first vVHBA “Pod#-fc-A”, use the template for A you created earlier and
use the “VMWare” performance profile, then click OK
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[ createwisn |
Create VHBA

Step 11 Click “Add” again and create a second HBA named “Pod#-fc-B” (# is your Pod
number) for Fabric B using the B template.

[ createvima ]
Create VHBA

Step 12  Check your configuration, then click OK

fioelete ElAdd B Modify
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Step 13 Click OK to confirm your SAN Connectivity Policy

Step 14  Select your newly created policy and confirm the configuration

& ,:5, Pods

------ & Fibre Channel Adapter Policies

E| ES SAN Connectmty Policies

Dl |‘ ICy

------ g Storage Connecton Policies

.. & Threshold Policies
- [ vHBA Templates
&% Sub-Organizations

>> & Policies * &8 root > &, Sub-Organizations * & Pods * &5 SAN Connectivity Policies * &5 Pod9-SANpolicy

vhBA Inittor Groups | Events [ L

Uz= oz =] -. vHBA Podg-fc-A

i .=l vHBA If VSAN11

B -I VHBA Pod9-fc-B Derived
~~~~~ .=l vHBA If VSAN12

B Delete Add B Modify

© 2013 FastLane and Cisco Systems, Inc. DCUCI Fast Lane Lab Guide 5.2.0 133

https://t.me/learningnets



Task 5: Create a BIOS policy

In this task, you will create a BIOS configuration.

Activity Procedure
Complete these steps:
Step 15  Log into Cisco UCS Manager if necessary.

Step 16  In the navigation pane, choose the Servers tab. It may be helpful to set the Filter
field to Policies for the following steps.

| Equipment [SERVERS] Lan | san [ v [ acmin [EEEEEEEEE

= |

Step 17  Note there is a “BIOS Defaults” section ONLY in the root organization. Expand and
select any Server. The right pane shows the “platform-default” settings, these will be
used if NO BIOS-Policy is created. Do NOT change any values!

Equi t Lan | san | vm| Admin Advmoed[BootOpﬁons[ServerMmagement[Evmts-

= |
?@Poides 2 s

= 83, root

(- &5 Adapter Policies

=)- &5 BIOS Defaults
ez Cisco B440-M1
ez CisCo C240-M3
ez Cisco C24-M3
ez Cisco C220-M3
ez Cisco B230-M1
ez CisCo C240-M3
ez Cisco C22-M3
ez Cisco C200-M2
ez Cisco B200-M1

ez Cisco B250-M1
ez Cisco B250-M2
ez Cisco C200-M1
ez Cisco C200-M2
ez Cisco C210-M1
ez Cisco C210-M2
ez Cisco C22-M3

ez Cisco C220-M3
e Cisco C24-M3

e Cisco C240-M3
ez Cisco C250-M1
ez Cisco C250-M2
ez Cisco C260-M2
e Cisco C420-M3

ez Cisco C460-M2
e Cieea LICR RINN-MR
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Step 18

Navigate to your Organization and right-click “BIOS polices” to create a new BIOS
policy

Equipment | Servers | Lan | san | vM | Admin |
Filter: Policies v

=)
=T U COTTIOT oS
#-- & Scrub Policies
- Serial over LAN Policies
- Server Pool Policies
Server Pool Policy Qualifications
- & Threshold Policies
- iSCSI Authentication Profiles
e vNIC/vHBA Placement Policies
[-£2, Sub-Organizations
- 58 POD_4
- 5% Pod1
- &% Pod2
- 5% Pod3
=} £, Pod9

- Adapter Policies

- Boot Polic BIOS Policies

: Create BIQS Policy
- IPMI ACCEoe . + wrnen E\\S

o Local Disk Config Policies

------ Maintenance Policies

El Mammmmmame + Cirrmisimem Nasleammn

Step 19  Note this Wizard offers a LOT of options for all kinds of available servers. Name
the BIOS policy and turn OFF quiet boot on the first page (“Main”). Note the default
setting is “platform-default”, which we just reviewed.
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Unified Computing System Manager

Create BIOS Policy

—

- ¥ Main
4 Processor
4 Intel Directed IO
D RAS Memory
Serial Port
Juse
J PCI Configuration
D Boot Options
Jserver Management

me: |[Pod1-BIOS
()

e R

< Prey. ”WI

Step20  Turn ON VT support, “Direct Cache Access” and “Execute Disabled Bit” on the
second page (“Processor”).

’ + Create BIOS Policy E3

Finish I Cancel

Create BIOS Policy

—

vy Main

. V Processor

A Intel Directed IO

D RAS Memory
Serial Port
USB

0 D PCI Configuration
Boot Options

D Server Management

i

.

.
0o

<prev |[ Next> |  Fnsh | cancel
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Step21  Turn ON ALL VT-directed IO features on the third page (“Intel directed 10”).

» Create BIOS Policy [ X

Unified Computing System Manager

Create BIOS Policy Intel Directed 10 (2}
1. VMain
2, ‘/Processor
3. -
; ‘E/Jmtelmrectedlo ~ disabled ( enabled (~ Platform Defs |
. RAS Memory (1) _—
S. L serial Port |’ sbled (* enabled  Plz f2 |
6. Juss —|
7 DPCIConf'yuration (l). Abled {+' enabled (" Pl =
8'DBoot(_)Qtions |. sbled * enabled ™ Plz - |
9. DServerMement 0
 disabled & Erigbled fault
0

<prev [ nNext> |  Fnmsh | cancel |

Step22  Click “Finish” or review the remaining pages.
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Task 6: Create a Boot Policy

In this task, you will create a policy for SAN boot.

Activity Procedure
Complete these steps:
Step 1 Log into Cisco UCS Manager if necessary.

Step 2 In the navigation pane, choose the Servers tab. It may be helpful to set the Filter
field to Polices for the following steps.

Equipment | Servers | Lan | san | vm | Admin |
Filter: Policies v

i+ =)
- &5 Scrub Policies
o Serial over LAN Policies

- Server Pool Policies
Server Pool Policy Qualifications
- &5 Threshold Policies
- iSCSI Authentication Profiles
- vNIC/vHBA Placement Policies
E],czaa Sub-Organizations

[+ 58 POD_4

- &% Pod1l

- &% Pod2

- 5% Pod3

5 b

e pter Policies

&) & BIOS Policies

- Boot Policies

... & Hact Firmware Parkanse
Step 3 Expand your organization and right-click “Boot Polices” to create a new Boot Policy

E}‘ég Pod9

»»»»»» Adapter Policies

- 5 BIOS Policies

S —

- Host f Boot Policies

""" IPMI/ Create Boot Policy
e Local [ IS LN WL ) IIIB LI L] LW [ NAN. %

o Maintenance Policies

------ Management Firmware Packages

- Power Control Policies
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Step 4 Name your Boot Policy “PodX-SANBOOT” (X is your Pod#) and add a description

if you want

Create Boot Policy 2

Name: [Pod9-SANBOOT]|

Description:

Reboot on Boot Order Change: [~
Enforce vNIC/vHBA/iSCSI Name: [V

'WARNINGS:

The type (primary/s jary) does not indicate a boot order p!

The effective order of boot devices within the same device dass (LAN/Storage/iSCSI) is determined by PCle bus scan order.

If Enforce vNIC/vHBA/iSCSI Name is selected and the vNIC/vHBA/iSCSI does not exist, a config error will be reported.

Ifitis not selected, the vNICs/vHBAs/iISCSI are selected if they exist, otherwise the vNIC/vHBA fiSCSI with the lowest PCle bus scan order is used.

(4 |=) | & Fiter | = Export iz Print
VNICs ¥ Name |  Order [  wniciHBAjSCSIvNIC [ Type [ wnpd [ wwn  [@
=
iSCSI VNICs ¥
=
Move Up Move Down Delete

[oc | _cone |

Step 5 Expand “local devices” and click “add CD-ROM? (this will be used for installation

Local Devices A
E Add Local Disk

(2) Add CD-ROM
H Add Floppy

Step 6 Expand “vHBAs” and click “add SAN Boot”

vHBAS ~

(@) Add SAN Boot
Add SaN Boot Target

Step 7 Add “Pod#-fc-A” as the primary SAN Boot target (please note the name must match
the case-sensitive VHBA name by default) — # is your Pod#
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Add SAN Boot

vHBA: |PodX-fc-A|
|
Type: | {* Primary (" Secondaryl

OK I Cancel

Step 8 Click “add SAN Boot Target” to add SAN boot target

vHBAs ~

'\3) Add SAM Boot

@) Add SAN BgEt Target

Step 9 Enter LUN 0 and use the table below to find the NetApp WWPN for your lab. Ask
the instructor if unsure.
Using the wrong WWPN and/or LUN will result in boot and/or install failures.
NOTE THIS TABLE USES THE LAB ID, NOT THE POD#

Lab ID NetApp Storage PWWN in Fabric A
NOT YOUR POD
NUMBER!
Lab 1 50:0a:09:81:86:a9:fb:f1
Lab 2 50:0a:09:83:86:a9:fb:f1
Lab 3 50:0a:09:85:86:a9:fb:f1
Lab 4 50:0a:09:87:86:a9:fb:f1
Lab 5 50:0a:09:81:83:e1:00:86
Lab 6 50:0a:09:83:83:e1:00:86
Lab 7 50:0a:09:85:83:e1:00:86
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Add SAN Boot Target ©

Step 10  Check your configuration, it should look like this.

1) =) | & Fiter | = Export |z Print

Name | order | wnicpHBAjSCSIVNIC | Type | wnD | WWN ||
.-{(%) CD-ROM 1 Al
= [ Storage 2
E}a SAN primary PodX-fc-A Primary
ﬂ SAN Target primary Primary 0 50:00:00:00:00:00:00:00
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Task 7: Create an updating Service Profile Template

In this task, you will create a service profile template.

Activity Procedure
Complete these steps:
Step 1 Log into Cisco UCS Manager if necessary.

Step 2 In the navigation pane, choose the Servers tab. It may be helpful to set the Filter
field to Service Profile Template for the following steps.

Equipment LAN | SAN | VM | Admin

M Service Profile Templates

=} &3, root
[+ & Sub-Organizations

Step 3 Select your Organization and Create Service Profile Template on the Actions
Pane. (you could also use the context menu)

Ecp'pmentﬁLAN[SAN[VM[Adtm_ | General | sub-Organizations | Service Profils | Pools| P

Service Profile Templates v

=

E]II Service Profile Templates
[} 83, root
EI.I:!. Sub-Organizations
[ 83 POD_4
(- ,8% Pod1
- £ Pod2
(- £, Pod3
o 2

o &2, Sub-Organizations

{

tor) Pl Suger=ssior

Step 4 Name your Template “Pod#-ESX-Template” (the # is your Pod#)
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Unified Computing System Manager

Create Service Profile Template Identify Service Profile Template (7)
You must enter a name for the service profile template and specify the template type. You can also specify how

. !!.!1 i . . . oy O
;,/r:d;'nmse:: a UUID will be assigned to this template and enter a description.

D Networking
Storage
Zoning
a VNIC/vHBA Placement
a Server Boot Order
a Maintenance Policy
i Server Assignment
B Operational Polides

SIS R

»
<Prev|lhxt>lvﬁﬂllﬁlcd|

Step 5 Make sure you create an updating template

Step 6 Select your Pod UUID-Pool and click “Next>"

Step 7 Do NOT select any Dynamic vNIC.

Step 8 Select “Use Connectivity Policy ” for LAN configuration

Step 9 Select the LAN Connectivity Policy you created earlier
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Step 10 Click “Next>"

Step 11 Ooops, we haven’t created a local disk policy yet... but UCSM offers the
opportunity to create new policies without exiting the wizard (and having to
reconfigure)! Click “Create local Disk Configuration Policy”

Step 12  We don’t really care if there is a disk installed, so select “any configuration” for
your Policy “PodX-anydisk” (X is your Pod# again), click OK when done.

» Create Local Disk Configuration Policy E3

Create Local Disk Configuration Policy o

Step 13 Do not forget to select the policy we just created ;)
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Select Local Storage Policy to use
Select Local Storage Policy to use

Create a Spedific Storage Policy

Storage Policies

Step 14

Step 15  Select the SAN Policy we created earlier.

Pod9-SANpolicy

Step16  Click Next>

Step 17 Skip the Zoning configuration with “Next>" (Zoning is ONLY used in FC switching
mode)

» Create Service Profile Template [ ¥]

Unified Computing System Manager

Zoning L2
Specify zoning information

Create Service Profile Template
1. V'Identify Service Profile
Template
2. V' Networking
3. Vstorage
4. Zoning
5. L yic/vrga plscement
6. L server Boot Order
7.0 Maintenance Policy
8. U server Assignment
9. U gperational Poiices

>> AddTo >>

| Delete

Add [ Modify

<Pvev| Frish | cancel |

Step 18  Review the vVNIC/vHBA placement configuration, don’t change anything here. Click
“Next>”
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Let System Perform Placement ¥

=i vNIC Pod9-eth-A-B Derived
~.=j VNIC Pod9-eth-B-A Derived
-~ vHBA Pod9-FC-A Derived
..~ vHBA Pod9-FC-B Derived

W N

Step 19 Select the Boot Policy we created for SAN boot, review and click “Next>"

Server Boot Order
Optionally specify the boot policy for this service profile templats

Pod3-SANBOOT
Select Boot Policy to use

Create a Spedific Boot Policy

Step20  We have not defined a maintenance policy. Some changes in templates/profiles
require a reboot, by default the server is rebooted automatically to apply those
changes. We certainly do NOT want that to happen to our ESXi server.
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Maintenance Policy P

Select a maintenance policy to include with this service profile or create a new maintenance policy
that will be accessible to all service profiles.

Maintenance Policy: S =il {laalal R IT=1s N ayvs = -1 Create Maintenance Policy

Mo maintenance policy is selected by default.
The service profile will immediately reboot when disruptive
changes are applied.

Step 21 Create a new maintenance policy named Pod#-maint , select “user-acknowledged”
and apply it! DO NOT forget to select the policy we just created!

Create Maintenance Policy

Name: $M9-maint

Description:

Reboot Policy: | ¢~ Immediate ¢+ [is
1

Maintenance Policy A

Select a maintenance policy to include with this service profile or create a new maintenance policy
that will be accessible to all service profiles.

Maintenance Policy: Select (no policy used by defa... ¥ Create Maintenance Policy
Select (no policy used by default)

No maintenance pol . .
The service profile | Domain Policies 3

changes are appie (RIS S

default

Step22  Click “Next>". Select your Pods MANUAL Server pool.
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Pool Assignment: Assign Later v
Assign Later

Select from a Pool

The service profilel—- ; il
associate the service profile manually later.

Step 23 Change the Power state to “down” (for the purpose of this lab), Click “Next>"

Select the power state to be applied when this profile is associated with the server.

Step24  Expand “BIOS policy” and assign the BIOS policy we created earlier

BIOS Configuration

If you want to override the default BIOS settings, select a BIOS
BIOS Policy: <not set> v Create BIOS Policy

<not set>
Pod9-BIOS

Step25 Open “Management IP” and select the “Domain Pool”. This allows the management
IP (for IPMI,SOL etc.) to move with the service profile)

Management IP Address

Management IP Address Policy: None v
None

Create IP Pool Domain Pools

Step26  Click “Finish”
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Create Service Profile Template E
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Task 8: Create a Mobile Service Profile from a Template

In this task, you will boot the mobile service profile and then move it to another physical blade.

Activity Procedure

Complete these steps:

In the navigation pane, choose the Servers tab. It may be helpful to set the Filter

Step 1
field to Service Profile Template for the following steps. (you could also use
Service Profile and create from there...
Equipment | Servers | Lan | san | vM | Admin |
Filter: Service Profile Templates «
i+ =
=-{§@ Service Profile Templates
=} &2, root
=)-#3, Sub-Organizations
[+ 58 POD_4
- 58 Podl
[+ &8 Pod2
[} 5 Pod3
=} &3 PodS
E/AT | Service Template Pod9-ESX-Template
o ;:g Sub-Organizations
Step 2 Select your Service Profile Template and click “Create Service Profiles from
template”
Equipment | Servers | LaN | san | vM | Admin General | storage | Network | isCST vNICs | Boot
Filter: Service Profile Templates v ~Actions
) = Create Service Profiles From Template
= ]ﬁE} ,‘ngrizz tF’roﬁle Templates E Create a Clone
=] ‘Aig Sub-Organizations =m| Disassodate Template
3 POD_4 —
2% Pod1 | Assodiate with Server Pool
Pod2 : '
ﬁ PZ 43 Change Maintenance Policy
=43, Pod9 Change UUID
Bl serice Templote Podo £S5\ Tempiote | ] cone
-2 Sub-Organizations ﬂ Change Management IP Address
Step 3 Name your Profile Pod#-ESXi- (#is your Pod#) and create ONE profile starting

from number 1.
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» Create Service Profiles From Template [ X |

Create Service Profiles From Template

Naming Prefix: jPod9-ES)G-|

Name Suffix Starting Number: %
Number of Instances: )1

OK Cancel

Note Since every Pod has their own org we could use the same name.

Step 4 Click OK and you are done!
Step 5 Change the filter to “Service Profiles”
Equipment | Servers | Lan | san | v | Admin |

Filter: Service Profile Templates

+ = .
— = Service Profiles

= Iii Service Profile TemplgService Profile Templates
=83, root Policies
= é‘ Sub-OrganizagPools
[+ &3 POD_4 |[Schedules
4% Pod1
&% Pod2
[} &3 Pod3
-.&8 Podd
il | Service Template Pod9-ESX-Template
- &% Sub-Organizations

Step 6 Expand your Organization and select your newly created service profile
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| EquipmentiLANI SANI VM| Ad'nin_
ar: Service Profiles v

= |

Elfs Service Profiles

B8, root
(=) &%, Sub-Organizations
[+ &3 POD_4
- £, Pod1
- &, Pod2
[ &3, Pod3

48, Podd.

Step 7 Check the state of the newly created Service Profile.

Status Details

Desired Power State: # Down
Assoc State: {; Associating
Assigned State: 1 Assigned

Note: The "Desired Power State" is the
Power State of the server set via UCSM.
It may be therefore different from the
actual value. For the actual server power
state click the "Server Details" Tab

Step 8 Wait for your Service profile to be associated.
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1

Status Details

Desired Power State: # Down
Assoc State: 1 Associated
Assigned State: + Assigned

Note: The "Desired Power State" is the
Power State of the server set via UCSM.
It may be therefore different from the
actual value. For the actual server power
state click the "Server Details" Tab

Step 9 If you try to change anything in your service profile you will notice all
add/delete/modify buttons are greyed-out. This is because the Service Profile was
created from a template.

Step 10  Click “unbind” in the “General” of the Service Profile to remove the connection
between the profile and the template.
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I |- == = 2

LANSANVMA“ virtual Machines | FC Zones | Policies |

Proﬂes SIS A A
= |
EI$ ServiceProfles |
(= 2%, root
()&%, Sub-Organizations
= &3, Pod9
2Rl Pod9-E£5Xi-1
&% Sub-Organizations
Crzzjia 2 Sapyjes Profil= Tk
Step 11 Acknowledge you really want to unbind the profile from the template.
Unbind from the Template

Step 12  If you try to change the vHBA settings for your first HBA and you’ll notice the
vHBA is still linked with the vHBA template.
e ot o s i vere I

FADTCIU e AR IE]
ISl

Step 13

Step 14  Open KVM from the service profile actions box and confirm all following security
warnings.
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Step 15

Step 16

Step 17

Step 18

Actions

Set Desired Power State

== ‘ Shutdown Server

B S5H to CIMC for Sol

Confirm unencrypted KVM video.
Unencrypted KVM Session [ X
An unencrypted session for KVM to the server has been established. Do you wish to continue?

KVM - Keyboard/Mouse is encrypted
KVM - Video is unencrypted

(¢ Accept this session

v Remember this configuration for future connections to this server:

(" Reject this session

Apply |

You have to click the “Boot Server” Button in KVM (you can also use the action
pane from the service profile) after the UUOS has been started

» FastLane-UCS / Chassis 1 - Server 1 - K¥M Console

File View Macros Tools Help

_ ' Boot Server U, Reset

Kv¥M Console ] Server

l K¥M I Yirtual Media

After a “successful” boot (if you look carefully you can see the NetApp disk
already) the server will complain about the missing OS. This may take a while and
your server may reboot multiple times to apply all settings.

Reboot and Select proper Boot device

or Insert Boot Media in selected Boot device and press a key_

We configured the Boot Profile to boot from CDROM, so let’s insert a (virtual)
CDROM... Open the Virtual Media Tab and confirm unencrypted transport for
virtual media.
Unencrypted Virtual Media Session
An unencrypted session for Virtual Media to the server has been established. Do you wish to continue?

(¢ Accept this session

(" Reject this session

Apply
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~ FastLane-UCS / Chassis 1 - Server 1 - K¥YM Console 9 [=] B3

File  Help

-1 Boot Server Shutdaw

Ky Console | server |

~
Erver A7, Reset

KyM  Virtual Media I

Client Yiew

Mapped I Read Only | Drive Exit I

-
r

-
=

@ A: - Floppy
&) D: - CO/OVD Create Image I
Add Image... I
Remove Image. .. |
Details 2 I

Step 19  Click “add Image”, navigate to c:/software.org and select the 5.1.0 VM Visor ISO

file.

Suchen in:

| software.org v [,‘° =

| MAT
. Nexus1000v.4.2.1.5V1.4

| VMware-VIMSetup-all-5.1.0-799735
|| GRMHVXFRE1_DVD.iso
B VMware-VMvisor-Installer-5. 1.0-799733.x86 _t

Dateiname: IVMware-VMvisor-lnstaIIer-S. 1.0-799733.x86_64.is0 Offnen |
Dateityp: Disk image file (*.iso, *.img) v Abbrechen I

Step20  Click the “mapped” checkbox to connect the virtual CD to the server..

KVM Console | properties |
KM Virtual Media |

Client View

Mapped

| Read Only I Drive

-
-

- &4 A: - Floppy
7 &8 D: -CD/OVD

,-_° C:\software.org\VMware-VMvisor-Installer-5. 1.0-799733.x86_64.iso - ISO Image File

Kl | |
Details
Target Drive ]Mapped To IRead Bytes IWribe Bytes IDuraﬁon I
Virtual CD/DVD L—Q C:\software.org\VMwar... 0 0 00:00:09
Removable Disk Not mapped
Floppy Not mapped
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Step21  Click into the KVM window and press a key, ESXi install will boot from the virtual
CDROM

Note If the media is not recognized it may be necessary to reset the server.

Step 22  Press Enter to start installation

# [ Pod1-ESXi11 (Chassis - 1 Server - 1) - KVM Console H[=] B3
File View Macros Tools Help

%, Shutdown Server %, Reset
KVM Console ] Properties
KvM I Virtual Media

ESXi-5.1.0-799733-standard Boot Menu

ESXi-5.1.0-799733-standard Installer

Boot from local disk

Automatic boot in 5 seconds...

Step 23  Wait for the ESXi installer to fully load.

Step 24  Press Enter to start the installer.

Helcome to the YMuare ESXi 5.1.0 Installation

VMuare ESXi 5.1.0 installs on most systems but only
systems on VMuare’s Compatibility Guide are supported.

Consult the YMuare Compatibility Guide at:
http://uuu.vnuare .con/resources/compat ibility

Select the operation to perfornm.

Step 25  Press F11 to accept the EULA
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End User License Agreement (EULA)

VMWARE END USER LICENSE AGREEMENT

PLEASE NOTE THAT THE TERMS OF THIS END USER LICENSE
AGREEMENT SHALL GOVERN YOUR USE OF THE SOFTHWARE, REGARDLESS
OF ANY TERMS THAT MAY APPEAR DURING THE INSTALLATION OF THE
SOFTHARE .

IMPORTANT-READ CAREFULLY: BY DOWNLOADING, INSTALLING, OR
USING THE SOFTHARE, YOU (THE INDIVIDUAL OR LEGAL ENTITY)
AGREE TO BE BOUND BY THE TERMS OF THIS END USER LICENSE
AGREEMENT (“EULA™). IF YOU DO NOT AGREE TO THE TERMS OF
THIS EULA, YOU MUST NOT DOWNLOAD, INSTALL, OR USE THE
SOFTHARE, AND YOU MUST DELETE OR RETURN THE UNUSED SOF THARE
TO0 THE VENDOR FROM WHICH YOU ACQUIRED IT WITHIN THIRTY (30)
DAYS AND REQUEST A REFUND OF THE LICENSE FEE, IF ANY, THAT

Use the arrouw keys to scroll the EULA text

Step 26  Select the 1GB NETAPP Disk for Installation, DO NOT USE THE 20GB DISK
or the local HDD if one is installed.

Select a Disk to Install or Upgrade
= Contains a YMFS partition

Storage Device Capacity

Local:
(none)
Renote:

NETAPP  LUN (naa.60a9800043364864476f6...) 20.080 GiB

Step 27  Select your local keyboard layout

Please select a keyboard layout

Suiss French
Suiss German
Turkish

US Dvorak
Ukrainian
United Kingdom

Use the arrou keys to scroll.

Step 28  Configure “1234QWer” as the root password.
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Please enter a root passuord (recommended)

Root password:
Confirm password:

Step 29  Start the installation by confirming the installation disk with F11.

Confirn Install

The installer is configured to ESXi 5.1.0 on:
naa.60a9800043364864476f64584b2d4141.

Harning: This disk will be repartitioned.

Step 30  The complete installation will take just 4-5 Minute including the final reboot.

Installing ESXi 5.1.0

Step 31 When the installation is finished press enter to reboot.
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Installation Complete

ESXi 5.1.0 has been installed.

ESXi 5.1.0 will operate in evaluation mode for 60 days. To
use ESXi 5.1.0 after the evaluation period, you nust
register for a VMuare product license. To administer your
server, use the vSphere Client or the Direct Control User
Interface.

the installation disc before rebooting.

Reboot the server to start using ESXi 5.1.0.

Step 32 ESXi is installed and running! (do NOT configure anything yet)

VMuare ESXi 5.1.8 (VMKernel Release Build 799733)
Cisco Systems Inc N20-B6620-1

Intel(R) Xeon(R) CPU ES5520 @ 2.27GHz
6 GiB Memory

Dounload tools to manage this host from:
http://169.254.28.96/ (Waiting for DHCP...)
http://[fe80::225:bSff :fef9:f1/ (STATIC)

Harning: DHCP lookup failed. You may be unable to access this system until you customize its
network configuration.

Step 33  Notice the service profile status: up, associated and powered on.

Status

Overall Status: 1 Ok

Status Details A

Desired Power State: § Up
Assoc State: § Associated
Assigned State: # Assigned

Note: The "Desired Power State" is the
Power State of the server set via UCSM.
It may be therefore different from the
actual value. For the actual server power
state click the "Server Details" Tab

Note Do not configure the ESXi server, this will be done in a later exercise
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Task 9: Move a Mobile Service Profile

In this task, you will boot the mobile service profile and then move it to another physical
server. This is possible because we have not used any local components like HDDs. Please note
we are NOT moving a virtual machine but a server, so this will be disruptive, there is NO way
to move a REAL (non-virtual) Server to another hardware while running.

Activity Procedure
Complete these steps:

Step 1 In the navigation pane, choose the Servers tab. It may be helpful to set the Filter
field to Service Profiles for the following steps. Choose your Pod’s ESXi mobile
profile you created in the previous lab.

 Eaupment [S6ei] Lan [ san | ] acmn |0

Service Profiles
= |
E].,,E Service Profiles
= ‘é, root
E|.§;!. Sub-Organizations

[} 83, Pod9

EiE’ Pod1-ESXil1

i L. isCSI vNICs
==l vHBAS
- @-~illl vHBA Pod1-FC-A
- @~ vHBA Pod1FCB

. @l vNICs

&% Sub-Organizations

Step 2 Click “Change Service Profile Association” (you could also disassociate and
associate manually, “Change Service Profile Association” does both you.)

= 8%, Pod9 -

(Sl Podlo-£5Xi 1

- .l iSCSI yNICs
==l vHBAS Urieirle) from 2 2ok
- -=illl vHBA Pod9-FC-A
. -l vHBA Pod9-FC-B

. @l vNICs

. #% Sub-Organizations

Ston Fzle Sugerssion)

Step 3 Select “Select existing Server”
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Associate Service Profile B3

Associate Service Profile
Select an existing server pool or a previously-discovered server by name, or manually specify
a custom server by entering its chassis and slot ID. If no server currently exists at that

location, the system waits until one is discovered.

Assign Later

Assign Later

Pre-provision a slot

Select from a Pool

Pod1AutoPool

(%)

o | ||

Step 4 Select the Rackmount-Server with your Pod# and click OK
Select | Chassis ID Slot Rack ID Procs | Memory |B
(e 1 4096 -
. 1 4096 —
[ T 5 1 12288
t: 1 4096 =
ki) B
Step 5 Note the warning message.

Step 6

e ] wo | cancd |

required for the move) needs to be acknowledged.

Notice the “Pending Activities” Alarms all over UCSM (and even in Windows).
They show up because we specified in the Maintenance Policy the reboot (which is
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1, Pending Activities E

There activities in the system requiring reboot,
Click here to acknowledge.

1

=
= %
and in UCSM '
A\ Pending Activities
Step 7 Moving the profile requires rebooting the server. It is highly recommended to do a

clean OS shutdown. Connect to the ESXi KVM console.

Step 8 Press F12 to shutdown the ESXi host and login with user “root” and password
“1234QWer”

Step 9 Press F2 to shutdown the host, wait until “NO SIGNAL” appears.

Shut Down/Restart

Remote management software is recommended to safely
shut down or restart this host.

Shutting down or restarting now will power off,
suspend, or shut down running virtual machines

according to the current system shutdown policy. By
default, virtual machines will be powered off.

<F2> Shut Down <F11> Restart <Esc> Cancel

Step 10  Open the “Pending Activities” Window by clicking at “Pending activities” on the
top toolbar.

€ £ Mew v | [ Options © | A Pending Activities | [0 Exit

»> TS Service Profiles » &% root * & Sub-Organizations * &8 POD1 * S5 Service Profile E¢

General l Storage | Network | Boot Order | Wirtual Machines | Policies | Server Details | FSM | v1

Step 11 Check the pending activities by clicking on an event. Keep in mind some of these
events may be from other Pods in the lab
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5]

» Pending Activities

User Adknowledged Activities | scheduled Activities |
Service Profiles I Fabric Interconnects |

4 Filter | = Export C)o Print| |V Show Current User's Activities| |~ Acknowledge All

Name Overall Status Server Acknowledgement State Reboot Now =

EE Service Profile Pod3-ESXi1 1 Pending Reas... [sys/rack-unit-5 Waiting For User 2 =
=

A
OK | Apply | Cancel | Help |

Step 12  Make sure to select ONLY YOUR Profile and klick “reboot now” and “Apply”

Name Overall Status Server Acknowledgement State Reboot Now |8

=5 Service Profil...| # pending-reas...|sys/chassis-1/bla. .. |waiting-For-user IV'\ =

Observe the move of the service profile to the Rackserver, UUOS will deconfigure

Step 13
the blade, configure the Rackserver and start the service profile on the new platform.

Step 14  Note the different CPU and memory on the ESXi welcome screen.

VMuare ESXi 5.1.8 (VMKernel Release Build 799733)

Cisco Systems Inc N20-B6620-1

Intel(R) Xeon(R) CPU ESS528 @ 2.27GHz
6 GiB Memory

Dounload tools to manage this host from:
http://169.254.28.96/ (Haiting for DHCP...
http://[fe80: :225:b5ff :fef9:f1/ (STATIC)

)

HWarning: DHCP lookup failed. You may be unable to access this system until you customize its

network configuration.
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Task 10: Clone and reconfigure a Mobile Service Profile

In this task, you will clone an existing profile and change parameters.

Activity Procedure

Complete these steps:

Step 1

Step 2

In the navigation pane, choose the Servers tab. It may be helpful to set the Filter
field to Service Profiles for the following steps. Choose your Pod’s service mobile

profile you created in the previous lab.
Equipment | Servers | Lan | san | vm | Admin |
Filter: Service Profiles

i+ (=

[=-=5 Service Profiles
- &, root
- #3, Sub-Organizations
- &% POD_4
$3 Pod1
4% Pod2
[+ &8 Pod3
=} &%, Pod9
(SR PodS-E5Xi1
il iSCSIv s
==l vHBAs
- -l vHBA Pod9-FC-A
=il vHBA Pod3-FC-B
[+-=] vNICs
&3 Sub-Organizations

Select your (running) ESXi service profile and use the action box or the context

menu to create a clone of your Server.
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=
Elc.wE Service Profiles
(= &3, root
(=)-&3, Sub-Organizations

[+ &2, POD_4
(- &6, Pod1
.. 53 Pod2 ) —
[ &6, Pod3 Status Details ¥

dacUzzirze Poyr S

&=l vHBA Podg-FC-A
-~ vHBA Podo-FC-B Hogeary=r
¢ [l vNICs

&% Sub-Organizations

Step 3 Use name “Pod#-ESXi2” and your Organization. Click OK to create.

Create Clone From Pod1-ESXil11

Step 4 Click the newly created service profile and note it has a “Config Failure” — expand
the Status Details the find out more.

v

tatus Details

Desired Power State: 1 Up
Assoc State: # Unassociated
Assigned State: ¥ Unassigned

Configuration Error: There are not enough resources
overall

WWPN address assignment failed
for a vHBA, possibly illegal WWPN
address or no available WWN in

the pool

Note: The "Desired Power State" is the
Power State of the server set via UCSM.
It may be therefore different from the
actual value. For the actual server power
state click the "Server Details” Tab
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Step 5 The pools we created just contained ONE address each for Fibre Channel (WWNN

and WWPN) so we exhausted these pools.
In this lab we will change the configuration for this Service Profile and use iSCSI

instead of Fibre Channel.

Step 6 We are going to delete the FC HBAs first.
Click the “Storage” Tab of your service profile.

>> 5 Service Profiles * &%, root * &% Sub-Organizations * &3, Pod * =5 Service Profile Pod9-ESXi2

Virtual Machines | FC Zones | Polices | ServerDetais | CIMCSessions | FSM | VIFPaths | Fa
General Network | iSCSI NICs | Boo

[ VHBAS | vHBA Initiator Groups
I —

Step 7 Select “<not set>" as your SAN connectivity Policy and click “Save Changes”

Step 8 Note the vHBAs are gone...

Name |  wweN | DesredOrder | ActualOorder |  FabrictD | DesiredPlacement | Actual Placement |

Step 9 Select the “General” Tab of your service profile - Notice the Status is now
“Unassociated”

>> =5 Service Profiles * &3 root * &% Sub-Organizations * &%, Pod9 * 55!
Storage | Network | iSCSI vNICs | Boot Order | Virtual Machines | FC

s

Status Details

Desired Power State: 1 Up
Assoc State: # Unassociated

Assigned State: ¥ Unassigned

Note: The "Desired Power State" is the
Power State of the server set via UCSM.
It may be therefore different from the
actual value. For the actual server power
state click the "Server Details" Tab
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Step 10 Click the “iSCSI vNICs” Tab and notice the message — NIC cannot be configured
because we use a Connectivity Policy.

>> T Service Profiles * 5 root » &% Sub-Organizations * &% Pod9 * =5 Service Profile Pod9-ESXi2
General | Storage | Network | ISCSIVNICS | Boot Order | Virtual Machines | FC Zones | Policies | Server Detaiis | ciMc

HESELA (A LGT AN ETTTE]

Step 11 Click the Network Tab and notice our Connectivity Policy.

>> =5 Service Profiles * &3, root * &%, Sub-Organizations * &% PodS * =5 Service Profile Pod9-ESXi2 = se
| General | Storage | Network | iscs1 vNICs | Boot Order | Virtual Machines | FC Zones | Policies | Server Details | CIMC Sessions | FsM | VIF pat

Step 12 Click “Create LAN Connectivity Policy” to create a new LAN Connectivity Policy.

Note There is no way in the GUI to copy a LAN Connectivity Policy so we will create a new one.

Step 13  Name your new Connectivity Policy “Pod#-LAN-iSCSI” (# is your Pod number)

[ create Lan Comectivitypoley |
Create LAN Connectivity Policy

168 Cisco Data Center Unified Computing Support Specialist (DCUCI) v5.0

https://t.me/learningnets




Step 14  Click “Add” to add the first A-B vNIC like we did with the first LAN Connectivity
Policy (now you understand why Templates were created and used ;) )

» Create vNIC E3 I

Create vNIC 7

Step 15  Create the second vNIC (B-A) from the other template.

screatevaic K|
Create vNIC 7

Step 16  Check your vNIC configuration.

Add B Modify
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Note

We could just add the iSCSI VLANSs to the existing vNICs but were are going to create extra
VNICs.

(iSCSI does NOT support Hardware Failover (which does not make any sense anyway for
iISCSI) and the iSCSI VLAN needs to be native for iISCSI boot)

Step 17
Step 18

Step 19

Step 20

Step 21
Step 22

Step 23

Click “Add” to add an extra vNIC for iSCSI.
Name the vNIC “Pod#-iSCSI-A” (# is your Pod Number)

Click “Create MAC Pool” to create a new MAC Pool.

Select (pool default used by default)

Name your Pool “Pod#-iSCSI-MACPool” and select “Sequential”, then click Next>

Unified Computing System Manager

Create MAC Pool Define Name and Description

1. V pefine Name and
Description
2. ) agd MAC Addresses

<Prev. I Next > I
Click “Add” to add a MAC address range.

Configure 16 MAC addresses starting from 00:00:25:65:LP:FF :00 (L is the Lab ID
P is your Pod number)

Create a Block of MAC Addresses 7

Frsh | cancel

Click OK and Finish.
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Note The FF inside the MAC address makes it a lot easier to recognize these “special” NIC cards
in VMWare.

Step 24  Make sure to select the Pool you just created.

-MACPool(

Step 25  Select Fabric A, do NOT select Failover and select ONLY VLAN iSCSI-1 and mark
it as native!

Select Name Native VLAN 2=
[T |default e -
[T |PodSDATA e
I~ PodSMGMT e
v liscsI-1 o ﬂ

Caution Make sure iSCSI-1 is used!! Do NOT use the VLAN your created.

Caution Do not change the MTU size. Additional configuration (not covered in this lab guide) would
be required.

Step 26  Click OK to create the vNIC.
Step 27  Click “Add” to create a second vNIC

Step28  Name the VNIC “Pod#-iSCSI-B” (# is your Pod Number), select the iSCSI-MAC-
Pool we created in this section

Step29  Select Fabric B with NO failover, VLAN iSCSI-2 as native.

Select Name Native VLAN o]
™ |default C -
[~ |Pod9DATA C
™ |PodsMGMT c
v liscsi2 @ -

Caution Make sure iSCSI-2 is used!! Do NOT use the VLAN your created.
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Caution Do not change the MTU size. Additional configuration (not covered in this lab guide) would
be required.

Step 30  Click “Add” at the “Add iSCSI vNICs” to add an iSCSI NIC.

Add iSCSI vNICs

Name I Qverlay vNIC Name I iSCSI Adapter Policy

A% {3] Delete

Step 31 Click “Create iSCSI Adapter Policy”

Create iSCSI vNIC

Name:
Overlay vNIC: <not set> e
iSCSI Adapter Policy: <notset> e Create iSCSI Adapter Policy
VLAN: default v

Step 32  Name your Policy “Pod#-iSCSI” (# is your Pod number), set the Connection
Timeout to 10, the LUN Busy retry to 10 and verify NO options are checked.

Create iISCSI Adapter Policy

Name: |Pod9-iSCSI

) I

Connection Timeout: (10 [0-255]
) I

LUN Busy Retry Count: {10 [0-60]
) I

DHCP Timeout: |60 [60-300]
Enable TCP Timestamp: [~
HBA Mode: [
Boot To Target: |

Owner: Local

Step 33  Name your iSCSI-vNIC “Pod#-iSCSI-A” (# is your Pod number), select the iSCSI-
A NIC as the overlay NIC, the iSCSI Adapter Policy we just created and VLAN
iSCSI-1 (verify it is tagged as NATIVE) — DO NOT select a MAC address!
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Create iISCSI vNIC

Select(None used by default) v

Step 34  Click OK.

Step 35  Click “Add” to add a second iSCSI vNIC. (Make sure to use NATIVE VLAN
iSCSI-2 and iSCSI-B as the Overlay NIC)

Create iSCSI vNIC

Select(None used by default) v

Step 36  Check your Configuration, then Click OK to create your LAN Connectivity Policy
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Create LAN Connectivity Policy

=)=l VNIC Podg-5CSI-B
twork iSCSI-2

..l Network iSCSI-1

VNIC Pod9-eth-B-A Nerived

Pom.. R Create LAN Connectivity Policy EE

Add iSCSI vNICs

Name
f ] iSCSI vNIC Pod9-SCSI-B Pod9-SCSI-B Pod9-SCSI
.l iSCSI NIC Pod9-SCSI-A Pod9-SCSI-A Pod9-iSCSI

EJ Add (3 Delete [ Modify

Step 37 Assign the new LAN Connectivity Policy to your Service Profile.

>> =5 Service Profiles * % root » &% Sub-Organizations * &% Podd * =5 Service Profile Pod9-ESXi2 =5 servi

Virtual Machines FCZones | Polices | ServerDetails | CIMCSessions | FSM | VIFPaths | Faults | Even
General Storage iSCSI NICs | Boot Order

Step 38 Click “Save Changes”
Step 39  Click on the “iSCSI vNICs” Tab in your service profile to validate.
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>> ap Servers » T Service Profiles * &% root » &, Sub-Organizations * &3, PodS » =5 Service Profile Pod9-ESXi2 =

Virtual Machines FCZones | Polices | ServerDetals | CIMCSessions | FsM | ViIFPaths | Faults | Events
General Storage | Network Boot Order

HESELA LSO ATIE:

1) (=) | & Fiter | = Export | igz Print

Name |  oOverlayvNiCName |  iSCSIAdapterPolicy |  MACAddress |
=4l iISCSI VNIC Podg-SCSI-A Pod3-SCSI-A Podg-iSCSI Derived Al
-]} iSCSI YNIC Pod9-SCSI-B Podg-SCSI-B Podg-SCSI Derived

Step 40  Click the “Boot Order Tab” to enable iSCSI boot.

>> T Service Profiles * &3, root * &, Sub-Organizations » &3, Pod9 * =5 Service Profile Pod9-ESXi2 =5 Service Pr

Virtual Machines FCZones | Polides | ServerDetals | CIMCSessions | FSM | VIFPaths | Faults | Events
General Storage Network iSCSI vNICs

Step 41 Click “Modify Boot Policy”

Step 42  Click “Create Boot Policy”

Modify Boot Policy

Pod3-SANBOOT v

Step 43  Name your Policy “Pod#-iSCSIBOOT”

Create Boot Policy

Step44  Click Add CD-ROM”
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Local Devices ~

vNICs

«

vHBAs

&«

iISCSI vNICs ¥

Step45  Click “Add iSCSI Boot”

«

Local Devices

vNICs

«

vHBAs

«

ISCSI vNICs

(@ Addiscst B_cft

Step 46  Type your Adapter Name “Pod#-iSCSI-A” (# is your Pod#) and click OK

Add iSCSI Boot o

»

Caution This Parameter NEEDS to match your iSCSI vNIC name and is CASE-SENSITVE
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Step 47  Click OK the create the Boot Policy

Step 48  Make sure to select the Boot policy we just created, then click OK in the “Modify
Boot Policy” Window.

Boot Order
1) (=) | & Filter | = Export |z Print
' Name |  order |  vnicpHBASCSIVNIC | Type | wo | wwn @
(@) CD-ROM 1 2
=-=)iscst 2

.. =]iscsl Pod9-iSCSI-A Primary

Step 49  Scroll to the buttom of the “Boot Order” Tab of your service Profile to reveal the
“Set iSCSI Boot Parameters” Button
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>> =5 Service Profiles » &% root * &% Sub-Organizations * &% Pod3 * =5 Service Profile Pod9-ESXi2 =5 Service Pro

Virtual Machines FCZones | Polices | ServerDetals | CIMCSessions | FsM | viFPaths | Faults | Events
General Storage | Network | iSCSI VNICs

Boot Order
Wb (=) | € Fiter | = Export | gz Print
' Name | Order
(@) CD-ROM 1
=-=]iscsl 2

ISCSI ’0dS Primary

Step 50 Do NOT set an Authentication Profile, select “Manual” Initiator name Assignment,
Initiator name is eui.00000025b50L0P02 (replace L and P: L is the Lab ID, P is
your Pod Number).

Set ISCSI| Boot Parameters

eui.00000025b50L0P02
()
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Step 51  Select “Static” as your IP Address Policy and assign 172.18.L1.P (L is the Lab ID,
P is your Pod number) as your IP address, Subnet Mask 255.255.255.0. Leave all
other parameters at 0.0.0.0

172.18.91.9

0.0.0.0
0.0.0.0
0.0.0.0

Step 52  Select “iSCSI Static Target Interface” and click “+” to add a target.

Step 53  Enter the value from the table below as the iSCSI Target Name and configure IP
Address 172.18.L.1.250 (L is the Lab ID) as the IPv4 Target address. (port 3260 and
LUN O are correct), then click OK.

[J cesteiscotstaticrorget |
Create iSCSI Static Target

Lab ID NOT YOUR POD NUMBER) Target IQN
1-4 iqn.1992-08.com.netapp:sn.101317617
5-7 1qn.1992-08.com.netapp:sn.50397318
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Step 54  Click OK to close the “Set iSCSI Boot Parameters” Window.

Step 55  Return to the “General” Tab of your Service Profile.

>> =5 Service Profiles * &3, root * &% Sub-Organizations * &3, Pod9 * =5 Service Profile Pod9-ESXi2 =5 service P
Virtual Machines | FCZones | Polices | ServerDetails | CIMCSessions | FSM | VIFPaths | Faults | Events
Storage | Network | iSCSI VNICs | Boot Order

=
Step 56  Click the “change Service Profile Association” Action item.

SELAY B EH POWEI S L

i Eorzel=

Sl 19 SIS [or ok

Dizzgsacizi= S2ryic= Profil=

Urioirlel from = Tl

Step 57  Select “select existing server” and select your blade server (chassis 1, slot# is your
pod#). Click OK.

180 Cisco Data Center Unified Computing Support Specialist (DCUCI) v5.0

https://t.me/learningnets



» Associate Service Profile

Associate Service Profile
Select an existing server pool or a previously-discovered server by name, or manually specify
a custom server by entering its chassis and slot ID. If no server currently exists at that
location, the system waits until one is discovered.

‘You can select an existing server or server pool, or specify the physical location of the server you
want to associate with this service profile.

Server Assignment: Select existing Server v

(¢ Available Servers " All Servers

Select Chassis ID Slat Rack ID Procs Memory =
c 7 1 4096 B
« 1 1 1 12288 I
e 2 1 4096
el 1 6 1 12288 =
K1 - ;FI
Restrict Migration: [

OK I Cancel

Step 58  Notice your Server is in “Config” state.

Status

Overall Status: £ ; Config
Status Details

»

Desired Power State: § Up
Assoc State: [ Associating
Assigned State: 1 Assigned

Note: The "Desired Power State" is the
Power State of the server set via UCSM.
It may be therefore different from the
actual value. For the actual server power
state click the "Server Details” Tab

Step 59  After a successful boot (if you look carefully you can see the NetApp disk already)
the server will complain about the missing OS.

Cisco VIC iSCSI, Boot Driver VUersion 2.1(2a)
(C) 2010 Cisco Systems, Inc.
0025b5f9ff01 iSCSI NETAPP :000

Option ROM installed successfully
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Reboot and Select proper Boot device

or Insert Boot Media in selected Boot device and press a key_

Step 60  We configured the Boot Profile to boot from CDROM, so let’s insert a (virtual)
CDROM... Click “Tools” in KVM and select “virtual Media”.

= FastLane-UCS / Chassis 1 - Server 1 - K¥M Console =] B3
File Help

~.% Shutdown Server <, Reset

KyM Console I Server

kym  Virtual Media ]

Client View

Mapped | Read Only | Drive Exit
- |l &4 A: - Floppy
j Create Image
r = &5 D: - COJOVD
Add Image...
Details 2

Step 61  Click “add Image”, navigate to c:/software.org/VMWare and select the 4.1.0

VMVisor ISO file.
Suchen in: software.org v T 3 E =
MAT
e Nexus1000v.4.2.1.5V1.4

|| GRMHVxFRE1_DVD.iso
|| VMware-VIMSetup-all-5. 1.0-799735.is0
VMware-VMvisor-Installer-5. 1.0-799733.x86_64.iso

=
“\ Dateiname: l\/Mu\-are-\/‘Mvisor-Installer»S, 1.0-799733.x86_64.is0 Offnen |
Dateityp: Disk image file (*.iso, *.img) v Abbrechen |

Step 62  Click the “mapped” checkbox to connect the virtual CD to the server. DO NOT
close the VirtualMediaSession-Window as that will break the connection.
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KVM Console I Properties
KvM Virtual Media |

Client View

Mapped I Read Only I Drive
- I ;;,' A: -Floppy
r 7 &9 D: -cpjovD

B C:\software.org\VMware-VMvisor-Installer-5. 1.0-799733.x86_64.iso - ISO Image File

Kl | i
Details

Target Drive [Mapped To ReadBytes |Write Bytes |Duration

Virtual CD/DVD g C:\software.org\VMwar... 0 0 00:00:09

Removable Disk Not mapped

Floppy Not mapped

Step 63  Click into the KVM window and press a key, ESXi install will boot from the virtual
CDROM.

Step 64  Press Enter to start installation

# [ Pod1-ESXi11 (Chassis - 1 Server - 1) - KVM Console H[=] B3

File View Macros Tools Help
% Shutdown Server ., Reset

KVM Console I Properties

KvM l Virtual Media

ESXi-5.1.0-799733-standard Boot Menu

ESXi-5.1.0-799733-standard Installer

Boot from local disk

Aiutomatic boot in 5 seconds...

Step 65  Wait for the ESXi installer to fully load.

Note The vmkibft, iscsi_vmk and vmw_vaaip_netapp modules will take a while to load.

Step 66  Press Enter to start the installer.
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Helcome to the YMuare ESXi 5.1.0 Installation

VMuare ESXi 5.1.0 installs on most systems but only
systems on YMuare’s Compatibility Guide are supported.

Consult the VMuare Compatibility Guide at:

http://uuu.vnuare .con/resources/compat ibility

Select the operation to perform.

Step 67  Press F11 to accept the EULA

End User License Agreement (EULA)
VYMHARE END USER LICENSE AGREEMENT

PLEASE NOTE THAT THE TERMS OF THIS END USER LICENSE
AGREEMENT SHALL GOVERN YOUR USE OF THE SOFTHWARE, REGARDLESS
OF ANY TERMS THAT MAY APPEAR DURING THE INSTALLATION OF THE
SOF THARE .

IMPORTANT-READ CAREFULLY: BY DOWNLOADING, INSTALLING, OR
USING THE SOFTHARE, YOU (THE INDIVIDUAL OR LEGAL ENTITY)
AGREE TO BE BOUND BY THE TERMS OF THIS END USER LICENSE
AGREEMENT (“EULA™). [IF YOU DO NOT AGREE TO THE TERMS OF
THIS EULA, YOU MUST NOT DOWNLOAD, INSTALL, OR USE THE
SOFTHARE, AND YOU MUST DELETE OR RETURN THE UNUSED SOF THARE
TO0 THE VENDOR FROM WHICH YOU ACQUIRED IT WITHIN THIRTY (30)
DAYS AND REQUEST A REFUND OF THE LICENSE FEE, IF ANY, THAT

Use the arrou keys to scroll the EULA text

Step 68  Select the 1GB NETAPP Disk for Installation, DO NOT USE THE 20GB DISK
or the local HDD if one is installed.

Select a Disk to Install or Upgrade

= Contains a VMFS partition

Storage Device Capacity

Local:
(none)
Renmote:

NETAPP  LUN (naa.60a9800043364864476f6...) 20.00 GiB

Step 69  Select your local keyboard layout
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Please select a keyboard layout

Suiss French
Suiss German
Turkish

US Dvorak
Ukrainian
United Kingdom

Use the arrou keys to scroll.

Step 70  Configure “1234QWer” as the root password.

Please enter a root passuord (recommended)

Root passwuord:
Confirm password:

Step 71 Start the installation by confirming the installation disk with F11.

Confirn Install

The installer is configured to ESXi 5.1.0 on:
naa.60a9800043364864476f64584b2d4141.

Harning: This disk will be repartitioned.

Step 72  The complete installation will take just 4-5 Minute including the final reboot.
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Installing ESXi 5.1.0

Step 73 When the installation is finished press enter to reboot.

Installation Complete

ESXi 5.1.0 has been installed.
ESXi 5.1.0 will operate in evaluation mode for 60 days. To
use ESXi 5.1.0 after the evaluation period, you nust
register for a VMuare product license. To administer your
server, use the vSphere Client or the Direct Control User
Interface.

the installation disc before rebooting.

Reboot the server to start using ESXi 5.1.0.

Step 74  ESXi is installed and running! (do NOT configure anything yet)

VMuare ESXi 5.1.8 (VMKernel Release Build 799733)
Cisco Systems Inc N20-B6620-1

Intel(R) Xeon(R) CPU ES5520 @ 2.27GHz
6 GiB Memory

Dounload tools to manage this host from:
http://169.254.28.96/ (Waiting for DHCP...)
http://[fe80::225:bSff :fef9:f1/ (STATIC)

HWarning: DHCP lookup failed. You may be unable to access this system until you customize its
netuork configuration.

Step 75  Notice the service profile status: up, associated and powered on.
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Status Details

Desired Power State: 1 Up
Assoc State: 1 Associated

Assigned State: ¥ Assigned

Note: The “Desired Power State" is the
Power State of the server set via UCSM.
It may be therefore different from the
actual value. For the actual server power
state click the "Server Details" Tab
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Task 11: Examine Blade Appearance from External Devices

In this task, you will explore the manner in which the blade server communicates with devices
outside of Cisco UCS.

Activity Procedure
Complete these steps:

Step 1 Minimize the Cisco UCS Manager windows, if any. Find the Cisco Device Manager
icon on your student desktop and double-click it.

Note If Cisco Device Manager is not installed or the wrong version is installed:
Open http://172.16.1.31 and install Cisco device manager directly from the MDS.

Step 2 Enter IP address 172.16.1.31, use username “student” and password “1234QWer”,
and click Open.

& Device Manager 4.2(3) - Open |H|E B3 I

il
CIsco

Device Name: I 172.16.1.31 LI

User Name: |student

Password: [rksrri|

| Open I Options >> | Close |

MDS device manager will open up.
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@ Device Manager 4.2(3) - LAB1-MDS-A [student] M=] E3

Device Physical Interface FC IP  Security Admin  Logs Help

E@ B0 E M vsanalw|rotsal v |2 IV Advanced

13 15 17 19
14 16 18 20

] J ] J

J ]
S | | | VN [ | — N N—1———

1172.16.1.31 trap register Permission denied or fe |Up 8 Down llFail _ Minor | |Unreachable [l OutOfService :‘
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Step 3 Click the Summary tab. Note connected interfaces. Specifically, note that the MDS
switch is reporting which Fabric Interconnect is visible, and the ports are running in

NPV mode. When you are finished on this tab, return to the Device tab.

@ Device Manager 4.2(3) - LAB1-MDS-A [student]
IP  Security Admin Logs Help

S@BOE MR voanalv|potsal v 2

Device Physical Interface FC

I[=] B3

[v advanced

" Deyice” Summary |

3] @ poll Interval: I v IShow Rx/Tx: lUtiI% LI jsec | Thresholds S0=%+ | 80-=]%+ -l

CPU %: [ 0 | Memory %:[___ 75 | Flash %: 52

Interface | Description |YSAN(s) Mode |Connected To Speed (Gb) |Rx Tx Errors |Discards |Log
feif1 11F FastLane-UC5-A:fc2(1 0x350000 (NPY)... 2 0 0 0 o
fc1f2 11F FastLane-UCS-A:fc2(2 0x350100 (NPY)... 2 1] 1] 0 o
fc1f3 11|F FastLane-UCS-A:fc2)3 0x350200 (NPY) 2 0 0 1} o
fcif4 11F FastLane-UCS-A:fc24 0x350300 (NPY) 2l o 0 0 ol -
fc1f10 11F {j 0x350400, NetApp 50:0a:09:81:86:a9... 2 0 0 0 o

Ed
Note The text in the “Connected To” field for the Fabric Interconnects is being returned by the

Fabric Interconnect during the login process. This is useful information for mapping
connections or troubleshooting connection problems.

Step 4 Click Admin and Feature Control.

@ Device Manager 4.2(3) - LAB1-MDS-A [student] =] B3

Device Physical Interface FC IP  Security | Admin | Logs Help

AREQ[E R & vsanaly

® S | | — )
/172.16.1.31 trap register Permission denied or fe L

Events
Copy Configuration...
Save Configuration

Flash Files...

v Advanced

NTP (Network Time Protocol)...

Running Processes...

Licenses...

Feature ,(\:ontrol o

CFS (Cigf’s Fabric Services)...

OfService w

Show Tech Support...
Show Image Version...
Show Epld Version...

Show Cores...

Show StartupfRunning Config...

Erase Startup Configuration

Reset Switch
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Step 5 Find the line npiv. NPIV is the feature on the MDS switch that supports multiple
Fibre Channel devices logging in through the same physical port. Note that the
feature is enabled.

@ LAB1-MDS-A - Feature Control

HR2OEHS

Mame Status | Action LastCommand |Result
fesp disabled |noSelection  [noSelection none
ficon disabled |noSelection  |noSelection none
tacacs disabled |noSelection  |noSelection none
qos-manager disabled |noSelection  |noSelection none
port-security disabled |noSelection  [noSelection none
fabric-binding disabled |noSelection  [noSelection none
port_track disabled |noSelection  [noSelection none
scheduler disabled |noSelection  |noSelection none
: oSelection _JhoSelection  Jnone
dpvm disabled |noSelection  [noSelection none
sdv disabled |noSelection  [noSelection none
npy disabled |noSelection  [noSelection none
isapi disabled |noSelection  [noSelection none
cimserver disabled |noSelection  [noSelection none
santap disabled |noSelection  |noSelection none
tpc disabled |noSelection  |noSelection none
dmm disabled |noSelection  [noSelection none
fport-channel-trunk |disabled |noSelection  |noSelection none
sfm disabled |noSelection  [noSelection none
ina disabled |noSelection  [noSelection none
telnetServer disabled |noSelection  |noSelection none
sshServer enabled |noSelection  [noSelection none
http-server enabled |noSelection  |noSelection none
Apply Refresh | Help | Close

23 row(s)

Step 6 Close the Feature Control window.

Step 7 Click Interface and FC Enabled.

® Device Manager 4.2(3) - LAB1-MDS-A [student]
Device Physical | Interface | FC IP  Security Admin  Logs Help

=@ 26 Port Channels... all vl 2 [V Advanced

" Device | Sumn FCF{FLITL...
Cisco Systens . FC E.fIE...

STaTUS FCTF...

A FC Enabled. l -

i j Fcal., %

1172.16.1.31 trap reg Mgmt » Fal |Minor |Unreachable [l OutOFService ﬂ
Monitor 4
Select By Speed »
SPAN...
Port Tracking...
Port Guard...
Show Port Index Allocation »
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Step 8 Choose the FLOGI tab. Find your server’s virtualized WWPN and WWNN and
note the physical interface that it is logged into. There may be several other Pods
that are WWNNSs logged into the same physical interface. Click Close.
" General | Rx BB Credit | Other” FLOGI [g?[ Trunk Config | Trunk Faiures | Physical | Capability | License | Diagnostics |
RS
BBCredit |BECredit Class 2 Class2 |Class3 Class 3
Interface, YSAN Id |Fcld PortName MNodeName Version |Rx Tx CoS |RxDataSize |SeqDeliv |RxDataSize |SeqDeliv
fef1, 11 0x350000 |20:41:00:0d:ecied:dS:c0 |Cisco 20:0b:00:0d:ec:ed:dS:c1 32 16 16/3 0/false 2112false
feif1, 11 0x350039 20:45:00:00:00:01:01:01 20:44:00:00:00:01:01:03 32 10 16[3 0/false 2112 true
fc1f2, 11 0x350100 |[20:42:00:0d:ec:ed:dS:c0 |Cisco 20:0b:00:0d:ec:ed:dS:c1 32 16 16(3 0/false 2112 false
fe1f2, 11 0x35011e |20:45:00:00:00:01:01:11 20:44:00:00:00:01:01:02 32 10 16/3 0/false 2112 true
fc1f3, 11 0x350200 |20:43:00:0d:eced:dS:c0 |Cisco 20:0b:00:0d:ec:ed:dS:c1 32 16 16(3 0/false 2112 false
fc1f4, 11 0x350300 |20:44:00:0d:ecied:dS:c0 |Cisco 20:0b:00:0d:ec:ed:dS:c1 32 16 16/3 0/false 2112false
fe1f10, 11 0x350400 S0:0a:09:81:86:a9:fb:f1 |NetApp 50:0a:09:80:86:a9:fb:f1 9 3 16/3 0/false 2112|true
Refresh l Help | Close
7 row(s)
Step 9 Click FC and Name Server.
@ Device Manager 4.2(3) - LAB1-MDS-4 [student] H[=] B3
Device Physical Interface | FC | IP Security Admin  Logs Help
S@BAMNE F  voes. |2 W Advanced
_,-'"'-—De!ice '-4ngmary | Quick Config...
Cisco Systews —J —J —J1 — 1 | Domain Manager... T S S S S —— e — e —
— ] ] - g g J ] ] ] ]
Mame Server... N 13 15 17 19 21 23 W3
Advanced 14 16 18 20 22 24
{172.16.1.31 trap register Permission denied or fe_|Up BllDown IFaill _ [Minor | |Unreachable [l OutOfService :I
Step 10  Find your Pod’s ESXi servers. Look at the PortName and NodeName fields.

@ LAB1-MDS-A - Name Server [}

" General [ Advanced | Proxy | Statistics |

YES

WSAN Id, FcId |Type |PortName NodeMame Fc4Type/Features |Device Alias |FabricPortName

11, 0x350000 N Cisco 20:41:00:0d:ec:ed:dS:c0  |Cisco 20:0b:00:0d:ec:ed:dS:c1  |npv Cisco 20:01:00:0d:ec:3d:ac:cO

11, 0x350039 N 20:45:00:00:00:01:01:01 20:44:00:00:00:01:01:03 scsi-fcp,fc-gs Cisco 20:01:00:0d:ec:3d:ac:c0 (fc1/1)
11, 0x350100 N Cisco 20:42:00:0d:ec:ed:dS:c0  |Cisco 20:0b:00:0d:ec:ed:dS:c1  |npv Cisco 20:02:00:0d:ec:3d:ac:c0

11, 0x35011e N 20:45:00:00:00:01:01:11 20:44:00:00:00:01:01:02 scsi-fcp,fc-gs Cisco 20:02:00:0d:ec:3d:ac:c0 {fc1/2)
11, 0x350200 N Cisco 20:43:00:0d:ec:ed:dS:c0  |Cisco 20:0b:00:0d:ec:ed:dS:c1  |npv Cisco 20:03:00:0d:ec:3d:ac:cO

11, 0x350300 N Cisco 20:44:00:0d:ec:ed:dS:c0  |Cisco 20:0b:00:0d:ec:ed:dS:c1  |npv Cisco 20:04:00:0d:ec:3d:ac:cO

11, 0x350400 N NetApp 50:0a:09:81:86:a9:fb:f1 NetApp 50:0a:09:80:86:a9:fb:f1 |scsi-fcp Cisco 20:0a:00:0d:ec:3d:ac:c0 {fc1/10)

7 row(s)

Refresh Close
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Step 11 When you have found your Pod’s server, note the Fibre Channel ID (Fcld, in the
first column) that is assigned to your FC interface. This ID uniquely identifies your
FC port in the Fibre Channel fabric.

Server WWPN/PortName FCID

ESXil

ESXi2

Step 12 Find the physical port that you made note of in an earlier step, and right-click it in
the Device view. Click Configure.

@ Device Manager 4.2(3) - LAB1-MDS-A [student] H[=] B3

Device Physical Interface FC 1P Security Admin  Logs Help
S RB®[E R & vsan AIIleorts Allvl ? Jv Advanced

~ Deyice | Summary |

Eebemm 5 — 5 — i

13 15 17 19 21 23

Configure...

] ] ] ] ] ] ]

Monitor. .. . =
1172.16.1.31 trap register BFal  Minor | |Unreachable [l OutOFfService :I
Enable

Disable

Service »

Transceiver Details. ..

Beacon »

Diagnostics »

Step 13 Click the FLOGI tab. Note that you will see at least two logins to this port. One is
the Fabric Interconnect port, and the other will be your vHBA port. Each logged-in
device will have its own Fcld, uniquely identifying the device on the Fibre Channel
fabric. When you have completed reviewing the contents of the table, click Close.

" General | Rx BB Credit | Other” FLOGI | ELP | Trunk Config | Trunk Failures | Physical | Capability | License | Diagnostics |
RS
BBCredit |BBCredit Class 2 Class2 |[Class 3 Class 3
Interface, ¥SAN Id |Fcld Porthame MNodeMame Version |Rx Tx CoS |RxDataSize |SeqDeliv |RxDataSize |SeqDeliv
fc1f1, 11 0x350000 |20:41:00:0d:ec:ed:dS:c0 |Cisco 20:0b:00:0d:ec:ed:dS:c1 32 16/ 16/3 0/false 2112|false
fc1f1, 11 0x350039 |20:45:00:00:00:01:01:01 |20:44:00:00:00:01:01:03 32 10 163 0ffalse 2112true
Refresh l Help l Close

2 row(s)

Step 14  Close the Device Manager window.

Step 15  Find and double-click the putty.exe icon on your student desktop.
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Step 16  Enter the IP address 172.17.1.254, select “Telnet” and click Open.

Category:
(=1 Session I Basic options for your PuTTY session I
L.O 999  Specify the destination you want to connect to
[=I- Terminal
Host Name [or IP address) Port
Keyboard
Bel {17217.1.254 23
Features Connection type: :
=) Window " Raw (& st " Rlogin © SSH ¢ Serial
Appearance )
Behaviour  Load, save or delete a stored session
Translation Saved Sessions
Selection I
Cdows Default Settings Load |
[=- Connection =
Data Save |
Proxy
Telnet Delete |
Rlogin
[+ SSH
Seiial Close window on exit:
" Always ¢ Never % Onlyon clean exit
About I I Open I LCancel |

Step 17 The Switch in this lab does not require authentication. Since it is a shared resource
we will use unprivileged mode only. (even your instructor does not have the enable
password, so don’t bother to ask ;) )

22 172.17.1.254 - PuTTY | _ (O] ¥]

FastLane UCS Lab Backbone switch

no login reguired

feel free to snoop around but remember to alwvays
include "wvrf LABxX" in all show commands

UCS—Back.bone>I
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Step 18

Step 19

Step 20

Step 21

Step 22
Step 23

Since our ESXi servers are not yet configured with IP addresses they ask for DHCP
all the time, which makes sure they appear in the mac address tables.

Enter sh mac address-table vlan LP0, replacing L. with the Lab ID and P with your
pod number.

#? 172.17.1.254 - PuTTY Hi=] B3
UCS-Backbone> Al
UCS-Backbone>sho mac address-table vlan 110

Unicast Entries

wvlan mac address type protocols port

110 0025.b511.000c dynamic ip, ipx,assigned,other TenGigabitEthernetl/2
110 0025.b511.000e dynamic ip, ipx,assigned,other TenGigabitEthernetl/1
110 c47d.4fc4.7££f static ip,ipx,assigned,other Switch

UCS-Backhone>

Look at the output from the previous command. You should see an entry with the
Cisco UCS OUI (0025.b5, in this format) and a value from the MAC address pool
that you created in the previous exercise. In this example, the address is
0025.b511.000c and 0025.b511.000e. You should also see a MAC address
c47d.4fc4 7fff, that is the switch Layer3 interface (you can check with “sho int
vlanLP0”")

Spend a few minutes running show commands against other VLANSs, the physical
port with which your MAC address is associated, and so on. Some examples would
be:

show interface rengig x/y (replacing x/y with the values from the previous step)
show mac address-table interface tengig x/y
Type exit to log out of the switch and close the PUTTY window.

Notify your instructor that you are done
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Lab 5-1: Building a VMWare Infrastructure

Complete this lab activity to practice what you learned in the related lesson.
Task 1: Configure your ESXi servers
In this task, you will configure your two ESXi servers.

Activity Procedure

Complete these steps:

Step 1 Double-click the “UCS Manager” icon on your desktop.

35

Cisco LS
Manager

Step 2 Click on “Launch KVM Manager” and acknowledge all following warnings to bring
up the KVM without using the UCS manager.

Cisco UCS Manager - 2.1(2a)

Single point of device management for the Cisco Unified Computing System

Launch UGS Wanager JMMNL Launch K fanager |

Step 3 Log into KVM Manager with “admin” and “1234QWer”

cisco UGS - KVM Launch Manager User Name

ooran R
LY

Note In a real data center additional accounts would have been created in UCSM to allow server
admins to use KVM but NOT log into UCSM.
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Step 4 Click on “Launch” on row ESXil to open a KVM session

asco UCS - KVM Launch Ménager

‘ Service Profiles

Logout

(5 caunen]
Pod1-ESXi2 assigned associated sysichassis-1/blade-1
Step 5 Confirm unencrypted connectivity.

Unencrypted KVM Session B3 I

An unencrypted session for KVM to the server has been established. Do you wish to continue?

KVM - Keyboard/Mouse is encrypted
KVM - Video is unencrypted

(¢ Accept this session

(" Reject this session

Applvl

Step 6 Press F2 to get started (maybe twice)

KVM Console I Properties
KVM | virtual Media |

VYMuare ESXi 5.1.0 (VMKernel Release Build 799733)
Cisco Systems Inc R200-1120402W

Intel(R) Xeon(R) CPU ES5504 @ 2.00GHz
8 GiB Memory

Dounload tools to manage this host from:
http://169.254.28.96/ (Haiting for DHCP...)
http://[feB0::225:b5ff :fef9:f1/ (STATIC)

Step 7 Enter username “root” with password “1234QWer” to log in
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Authent ication Required

Enter an auvthorized login name and password for
localhost. .

Conf igured Keyboard (German)
Login Name: [ root
Passuord: [ sesesesesersx

<Enter> 0K <Esc> Cancel

Step 8 Select “Configure Management Network”

System Customization

Conf igure Password Hostnane:

Conf igure Lockdoun Mode localhost

IP Address:
Restart Management Network 169.254.28.96
Test Management Network

Netuork Restore Options IPv6 Addresses:

feB0: :225:b5Sff :fef9:f/64
Conf igure Keyboard
Troubleshoot ing Options To vieuw or nodify this host”s management network settings
detail, press <Enter>.
View System Logs

View Support Information

Reset System Configuration

Step 9 Select “IP Configuration”

Conf igure Management Network IP Conf iguration

Netuork Adapters Automatic
VLAN (optional)
IP Address: 169.254.28.96

Subnet Mask: 255.255.0.0
IPv6 Configuration Default Gateway: Not set

DNS Configuration

Custon DNS Suffixes This host can obtain an IP address and other networking

paraneters automatically if your network includes a DHCP
server. If not, ask your network administrator for the
appropriate settings.

Step10  Configure IP address 172.17.P1.1 with subnet mask 255.255.255.0 and default
gateway 172.17.P1.254
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IP Configuration

This host can obtain network settings auvtomatically if your network
includes a DHCP server. If it does not, the following settings must be
specified:

( ) Use dynamic IP address and network configuration

(o) Set static IP address and network configuration:

IP Address [ 172.17.91.1
Subnet Mask [ 255.255.255.0
Default Gateway [ 172.17.91.254

<Up/Doun> Select <Space> Mark Selected <Enter> 0K <Esc> Cancel

Step 11 Select “DNS Configuration”

O
Conf igure Management Network DNS Configuration

Network Adapters Manual

VLAN (optional)
Primary DNS Server:

IP Configuration Not set

IPv6 Configuration Alternate DNS Server:

Not set

Custon DNS Suffixes
Hostname
localhost

If this host is configured using DHCP, DNS server address
and other DNS parameters can be obtained automatically. I
not, ask your network administrator for the appropriate
settings.

s
Step12  Configure DNS server 172.17.1.20 and name podPesx1.FastLane-UCS.local as the
hostname (P is your Pod#)

DNS Conf iguration

This host can only obtain DNS settings auvtomatically if it also obtains
its IP configuration automatically.

( ) Obtain DNS server addresses and a hostname automatically
(o) Use the following DNS server addresses and hostname:

Primary DNS Server [ 172.17.1.20
Alternate DNS Server L
ostname [ Pod9ESX1.FastLane-UCS.local_

<Up/Doun> Select <Space> Mark Selected <Enter> 0K <Esc> Cancel

Step 13 Press “ESC” in the “Configure Management Network” screen. Press “Y” to confirm
your changes (if you did not change the keyboard mapping this yould be Z or
another key on your keyboard ;) )
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Conf igure Management Network: Confirm

You have made changes to the host’s management network.

Applying these changes may result in a brief netuwork outage.
disconnect remote management softuware and affect running virtual
machines. In case IPv6 has been enabled or disabled this wuill
restart your host.

Apply changes and restart management nﬁguork?

<¥> Yes <N> No <Esc> Cancel

Step 14  Select “Test Management Network”

-
Systen Customization Conf igure Management Network

Conf igure Passuord Hostnane :
Conf igure Lockdoun Mode Pod1ESX1
IP_Address:
Restart Management Network 172.17.11.1

Test Management Network
Netuwork Restore Options IPv6 Addresses:
fe80: :225:b5ff :fef9:f/64
Conf igure Keyboard
Troubleshoot ing Options To vieu or modify this host”s management netuork settings
detail, press <Enter>.
Vieuw System Logs

View Support Information

Reset System Configuration

Step 15  Confirm the default Options (you can add your Student PC 172.17.1.2P (P is your
Pod#) as Ping Address#2 )

Test Management Network

By default, this test will attempt to ping your default gateuway
and DNS servers, and resolve your hostname.

Ping Address #0: [ 172.17.91.254
ng Address #1: [ 172.17.1.20
ng Address #2: [ 172.17.1.29
Resolve Hostname [ Pod9ESX1.FastLane-UCS. local 1

<Up/Doun> Select <Enter> 0K <Esc> Cancel

Step 16  Make sure the test result is “OK” for PINGs or we will run into problems with later
labs. If you cannot fix the problem, ask your instructor for help.
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Test ing Management Netuwork

You may interrupt the test at any time.

Pinging address #1 (172.17.11.254).

Pinging address #2 (172.17.1.20).

Pinging address #3 (172.17.1.21).

Resolving hostname (PodlESX1.FastlLane-UCS.local).

<Enter> 0K

Step 17  Close the KVM session.
Step 18  Open a new KVM session from your KVM Manager, Connect to ESXi2.
el ; Logout
____________ unch Manager
Name A | Assignment State Association State Server Launch KvM
ESXi1 assigned associated sysirack-unit-1 g Launch
Step 19  Press F2 to log in as “root” with password “1234QWer”.
Step20  Configure IP address 172.17.P1.2/24 with default gateway 172.17.P1.254 (P is your
Pod#)
Step 21 Configure DNS server 172.17.1.20 with local hostname Pod#esx2.FastLane-
UCS.local (# is your Pod#)
Step22 Test Management Network Connectivity. Once again we need 3x OK for PING!
Ask your instructor for help if necessary.
Testing Management Network
You may interrupt the test at any time.
Pinging address #1 (172.17.11.254). OK.
Pinging address #2 (172.17.1.20). 0K.
Pinging address #3 (172.17.1.21). OK.
Resolving hostname (podlesx2.FastLane-UCS.local). OK.
<Enter> OK
Step 23  Close the KVM session.
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Task 2: Install vSphere / vCenter Server on your Student PC

In this task, you will configure your two ESXi servers.

Activity Procedure

Complete these steps:

Step 1 Open Windows Explorer and navigate to “C:\software.org\VMware-VIMSetup-all-
5.1.0-799735”.
Organize v Open  New folder = ~ 0 @
Jr Favorites 21  Name ~ I Date modified | Type | Size
B Desktop |, autorun 13.10.2012 14:54 File folder
“' Downloads | Inventory Service 13.10.2012 14:53 File folder
4 ::;i":r:lzc;s J. redist 13.10.2012 14:54  File folder
| Single Sign On 13.10.2012 14:53 File folder
- Libraries | umds 13.10.2012 14:54 File folder
=] Documents , updateManager 13.10.2012 14:54 File folder
rJ" Music | vCenter-Server 13.10.2012 14:55 File folder
=] Pictures 1. vetools 13.10.2012 14:56 File folder
 videos | vSphere-Client 13.10.2012 14:55 File folder
.. vSphere-WebClient 13.10.2012 14:55 File folder
& Local Disk (C2) m autorun 02.08.201209:31 Application
| inetpub 4  autorun 02.08.201209:31 Setup Information 1
| PerfLogs || README 02.08.201209:31 Text Document 3
I Program Files | README-de 02.08.2012 09:43 Text Document 3
B Program Flles (x56) [ README-fr 02.08.201209:43  TextDocument 3
| . software.org .
b Users | | README-ja 02.08.2012 09:43 Text Document 3
|| Windows . README-o 02.08.2012 09:43 Text Document 4
&* DVD Drive (D:) W2K3_VM __ README-zh-CN 02.08.2012 09:43 Text Document 3
¥ shared on MGK-MBP LI 2| | _’I
‘. |‘ autorun Date modified: 02.08.2012 09:31 Date created: 13.10.2012 14:54
WS | Application Size: 58,6 KB
Step 2 Click on “autorun.exe” to start the installation

| VMware vCenter Installer B3

vmware vSphere' 5.

Information you will need to install vCenter Server can be found at:

VMware® Product
VMware® vCenter™ Simple Install
vCenter™ Single Sign On

/Center™ Inventory Service

/Center™ Server

Mware vSpher
VMware vSphere® Update Manager™
vCenter Support Tools

jare vSpher

VMware vSpher g Collector
ware vSph o Deploy

ware vSpher \uthentication Proxy

™ Dump Collector

Agent Pre-Upgrade Check:

VMware® vCenter™ Simple Install

vCenter™ Simple Install installs vCenter Server, Single Sign On
Server, and Inventory Service on the same host or virtual machine:
Alternatively, to customize the location and setup of each component,
you can install the components separately cting the individual
installation options, in the following order: 5ign On Server,
Inventory Service, and vCenter Server.

Prerequisites:

e the bundled Microsoft

R2 Express SP1 database)

SQL Server 2008
© Important:

New improvements in license reporting require installation of
the VMware vSphere® Web Client.

Install

ore Media Exit
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Step 3 Click “vCenter Server Simple Install” and Click “Install”
VMware®-Produkt

VMware® vCenter™ Simple Install

vCenter™ Single Sign On k

VMware® vCenter™ Inventory Service
VMware® vCenter™ Server

VMware vSphere® Client

VMware vSphere® Web Client

VMware vSphere® Update Manager™

Step 4 vCenter Single Sign On will be installed first, wait for the installer to fully load.

Step 5 Confirm that your student PC is not part of a AD domain.

i VMware vCenter Simple Install =1 B3

Welcome to the InstallShield Wizard for
vCenter Single Sign On

vCenter Single Sign On Setup is preparing the InstallShield
Wizard which will guide you through the program setup
process. Please wait.

vCenter Single Sign On E3

This machine is not joined to an Active Directory domain.
Automatic discovery of identity sources and authentication using
Security Support Provider Interface will not work.

Singie s1gn un

< Back | Mext > | | Cancel I

Step 6 Click “Next>" to start the installation.

".!‘! VMware vCenter Simple Install X1

Welcome to the InstallShield Wizard for
vCenter Single Sign On

The InstallShield(R) Wizard will install vCenter Single Sign On on
your computer. To continue, dlick Next.

WARNING: This program is protected by copyright law and
international treaties.

vCenter
Single Sign On

Next > Cancel
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Step 7 Confirm the End User Patent Agreement.

1‘3 VMware vCenter Simple Install

End User Patent Agreement

Read the following patent agreement carefully.

k:opyright © 1998-2012 VMware, Inc. All rights reserved. This o
product is protected by U.S. and international copyright and
intellectual property laws. VMware products are covered by one
or more U.S. Patent Numbers

D617,808, D617,809, D617,810, D617,811, 6,075,938, 6,397,242,
6,496,847, 6,704,925, 6,711,672, 6,725,289, 6,735,601, 6,785,886,
6.789.156, 6.795.966, 6,880,022, 6,883,095, 6,940,980, 6,944 699,
6,961,806, 6,961,941, 6,970,562, 7,017,041, 7,055,032, 7,065,642,
7.069.413, 7,069,435, 7,082,598, 7,089,377, 7,111,086, 7,111,145,
7,117,481, 7,149,310, 7,149,843, 7,155,558, 7,222,221, 7,260,815,
7,260,820, 7,269,683, 7,275,136, 7,277,998, 7,277,999, 7,278,030,

Sy 02222 L,2i2, 190, Ll 1,092 LAl 1205 LAl |

Installshield

< Back Next > Cancel |

Step 8 Accept the License Agreement and click “Next>"

i‘.§ VMware vCenter Simple Install B3

End User License Agreement

Read the following license agreement carefully.

VMWARE END USER LICENSE AGREEMENT :I

PLEASE NOTE THAT THE TERMS OF THIS END USER LICENSE
AGREEMENT SHALL GOVERN YOUR USE OF THE SOFTWARE,
REGARDLESS OF ANY TERMS THAT MAY APPEAR DURING THE
INSTALLATION OF THE SOFTWARE.

IMPORTANT-READ CAREFULLY: BY DOWNLOADING, INSTALLING, OR
USING THE SOFTWARE, YOU (THE INDIVIDUAL OR LEGAL ENTITY) =

ANDECE TN DE DALINN DV TUES TENAMS NAC TUIC CAN LICED | INEMOE

¢ I accept the terms in the license agreement
" 1do not accept the terms in the license agreement

Installshield

< Back I Next > I Cancel

Step 9 Use “1234QWer!”as the password.

|§ VMware vCenter Simple Install

vCenter Single Sign On Information

Set the password for the administrator account.

The password must have at least eight characters, at least one lowercase character, one
uppercase character, one number, and one special character.

User name: Jadmin @System-Domain
Password: [oeeseesed)
Confirm Password: Ioooo'oooo

In vCenter Server, users authenticate through vCenter Single Sign On. To manage the
vCenter Single Sign On server, vCenter Single Sign On users are created. The default
vCenter Single Sign On administrator user ID is ‘admin @System-Domain'.

InstaliShield

< Back I Next > I Cancel
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Step 10  Confirm local SQL Server Express installation by clicking "Next>"

|'§ VMware vCenter Simple Install E3

vCenter Single Sign On Database
Select a database type for vCenter Single Sign On.

IS Install a local Microsoft SQL Server 2008 R2 Express instance. Enter the password for
the "sa” user if Microsoft SQL Server 2008 R2 Express is already installed.

The administrator password that you entered for vCenter Single Sign On will also be set
as the sa user password for the database.

¢~ Use an existing supported database
The database must already be installed, and must be supported for the product.

InstallsShield

< Back I Next > I Cancel |

Step 11 Confirm “172.17.1.2#” (# is your pod#) as the IP address.

i’él VMware vCenter Simple Install E3

Local System Information

Enter the required information for the vCenter Single Sign On local system.

Fully Qualified Domain Name or IP address: lln' 17.1.27|

Installshield

< Back l Next > I Cancel l

Step 12  Confirm usage of an IP address

You have provided an IP address, which is not recomended. Make
sure this is static IP address and is recognized by DNS server. For
detailed requirements, see the Installation and Setup guide.

[ o |

Step 13  Confirm the installation directory
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{i VMware vCenter Simple Install E3
Destination Folder
Select the folder in which to install VMware vCenter Simple Install.

‘J Install VMware vCenter Simple Install in: Change... |

C:\Program Files\VMware\Infrastructure\

Installshield

< Back Next > Cancel I

Step 14  Confirm the SSO port settings.

i@ VMware vCenter Simple Install

vCenter Single Sign On Port Settings

Enter the connection information for vCenter Single Sign On.

Setup will open the HTTPS port in the firewall if the Windows Firewall/Internet Connection
Sharing service is running on the system.
HTTPS port: 7244
Instalishield
<Back [ Next> |  cancel |

Step 15  Start the installer with “Install”.

i VMware vCenter Simple Install

Ready to Install
Click Install to begin the installation.

To review or change any of your installation settings, dick Back. To exit the wizard without
installing vCenter Single Sign On, dick Cancel.

Installshield

< Back I Install I Cancel
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Step 16  Wait for the first Installer to complete. The installation (including SQL server) takes
about 7 Minutes.

Step 17 vCenter Simple Setup continues automatically.

i‘\‘!:! VMware vCenter Simple Install

Installing VMware vCenter Inventory Service

The program features you selected are being installed.

4 Please wait while the InstallShield Wizard installs VMware vCenter Inventory
o Service. This may take several minutes.

Status:

I

InstallShield

Step 18  Skip the License Key dialog by clicking “Next>"

ﬂ-!,! VMware vCenter Simple Install E3

License Key

Enter the license key.

License key:

If you do not enter a license key, vCenter Server will be installed in evaluation
mode.

Installshield

< Back | Next > I Cancel |

Step19  Confirm the Microsoft SQL Server Express installation by clicking “Next>"
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i’\‘!:! VMware vCenter Simple Install E3

Database Options
Select an ODBC data source for vCenter Server.

vCenter Server requires a database.

S Install a Microsoft SQL Server 2008 Express instance (for small deployments: up to 5
hosts and 50 virtual machines)

(" Use an existing supported database

Data Source Name (DSN): (Create a 64-bit system DSN) j

NOTE: There is no DSN that can be used. VMware vCenter Server requires a 64-bit
system DSN with supported types of databases and versions of drivers.

Installshield

< Back | Next > I Cancel |

Step20  Conform use of the SYSTEM account and make sure your FQDN is 172.17.1.2P (P
is your Pod#), then click “Next>"

|§ VMware vCenter Simple Install [ X

vCenter Server Service

Enter the vCenter Server service account information.

Configure the vCenter Server service to run in the default Windows LocalSystem account,
or enter the details for the administrator user service account to run the vCenter Server
service in.

[V Use SYSTEM Account

Account name: IAdmmlStratOr

Account password: I

EU“Y Quallﬁed Domain Name: |172‘ 17.1.21

SECURITY ADVISORY: The vCenter Server installer grants the "Log on as a service” right
to user-specified accounts.

Installshield

< Back | Next > I Cancel

Step21  Confirm use of an IP address

VMware vCenter Server B

You have provided an IP address, which is not recomended. Make
sure this is static IP address and is recognized by DNS server. For
detailed requirements, see the vSphere Installation and Setup
guide.

[ o |

Step22  Accept the default port numbers with “Next>"

208 Cisco Data Center Unified Computing Support Specialist (DCUCI) v5.0

https://t.me/learningnets



|§! VMware vCenter Simple Install

Configure Ports

Enter the connection information for vCenter Server.

HTTPS port:

HTTP port: 0
Heartbeat port (UDP): 02
Web Services HTTP port:

Web Services HTTPS port:

Web Services Change Service Notification port:
LDAP port:

TR

SSL port:

™ Increase the number of available ephemeral ports
If your vCenter Server manages hosts on which you will power on more than 2000 virtual
machines simultaneously, this option prevents the pool of available ephemeral ports from

belnq exhausted.
Installshield

Cancel I

v

<Bak [[  Next

Step 23  Accept the default “small installation” JVM memory with “Next>"

{&# VMware vCenter Simple Install [X]

vCenter Server JVM Memory

Select vCenter Server Web services JVM memory configuration.

To optimally configure your deployment, select the vCenter Server configuration that best

describes your setup.

Inventory Size Maximum Memory

S Small (less than 100 hosts or 1000 virtual 1024 MB
machines)
Medium (100-400 hosts or 1000-4000 virtual 2048 MB
machines)
Large (more than 400 hosts or 4000 virtual 3072MB
machines)

For more information on JVM Memory size and how it effects vCenter Server, visit the
vSphere Installation and Setup documentation or vSphere Upgrade documentation.

Instalishield
< Back | I Next > I Cancel |

Step 24  Start the Installation with “Install”. The whole process will only take up to 8
minutes.
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|§! VMware vCenter Server

Ready to Install the Program

The wizard is ready to begin installation.

To review or change any of your installation settings, dlick Back. To exit the wizard without
installing vCenter Server, dick Cancel.

Installshield

<Bak [ nstal cancel |

Step 25  Click “Finish” to close the install wizard, do not close the main installer.

{& VMware vCenter Simple Install B3

Installation Completed

VMware vCenter Server has been installed successfully. Click
Finish to exit the wizard.

VMware vCenter
Server~5.1

VMware® vCenter™ Installer [ X

B Installation of the vCenter package containing vCenter ™ Single
) Sign On, VMware® vCenter ™ Inventory Service and VMware®
vCenter™ Server completed successfully

[
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Task 3: Install VMWare Update Manager on your Student PC

In this task, you will configure your two ESXi servers.

Activity Procedure
Complete these steps:
Step 1 Click “VMWare Update Manager” in the installer window

VMware®-Produkt

VMware® vCenter™ Simple Install

vCenter™ Single Sign On

VMware® vCenter™ |nventory Service
VMware® vCenter™ Server

VMware vSphere® Client

VMware vSphere® Web Client

VMware vSphere® Update Manager™

Step 2 Click OK to accept English (or change the language, but keep in mind this lab guide
is based on the English installation)

Choose Setup Language E3 I

Select the language for this installation from the choices below.
L

English [United States)

oK I Cancel

Step 3 Wait for the installer to load. This should take just a couple of seconds

Step 4 Click “Next>" to start the Update Manager installation
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|§ ¥Mware vCenter Update Manager [ X]

Welcome to the InstallShield Wizard for
¥Mware vCenter Update Manager

The InstallShield{R) Wizard will install YMware vCenter Update
Manager on your computer, To continue, click Next,

WARNING: This program is protected by copyright law and
international treaties.

VMware vCenter”

Update Manager

Cancel I

Step 5 Click “Next>" to acknowledge VMWares impressive patent number list...

End-User Patent Agreement Q
Please read the following patent agreement carefully
Copyright © 1998-2011 VMware, Inc. All rights reserved. This 4

product is protected by U.S. and international copyright and
intellectual property laws. VMware products are covered by one or
more U.S. Patent Numbers

D617, 808, D617,809, D617,810, D617,811, 6,075,938,
6,397,242, 6,496,847, 6,704,925, 6,711,672, 6,725,289,
6,735,601, 6,785,886, 6,789,156, 6,795,966, 6,880,022,
6,883,095, 6,940,980, 6,944,699, 6,061,806, 6,961,941,
6,970,562, 7,017,041, 7,055,032, 7,065,642, 7,069,413,
7,069,435, 7,082,598, 7,089,377, 7,111,086, 7,111,145,
7,117,481, 7,149,310, 7,149,843, 7,155,558, 7,222,221,
7,260,815, 7,260,820, 7,269,683, 7,275,136, 7,277,998,
7,277,999, 7,278,030, 7,281,102, 7,290,253, 7,343,599, v

Installshield

< Back | Mext =

Step 6 Accept the EULA by clicking “I Agree...” and “Next>”
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Step 7

Step 8

i7§ ¥Mware vCenter Update Manager E

License Agreement ‘

Please read the following license agreement carefully.

VMWARE END USER LICENSE AGREEMENT EI

IMPORTANT-READ CAREFULLY: BY DOWNLOADING,
INSTALLING, OR USING THE SOFTWARE, YOU (THE INDIVIDUAL
OR LEGAL ENTITY) AGREE TO BE BOUND BY THE TERMS OF

THIS END USER LICENSE AGREEMENT (“EULA™). IF YOU DO

NOT AGREE TO THE TERMS OF THIS EULA, YOU MUST NOT
DOWNLOAD, INSTALL, OR USE THE SOFTWARE, AND YOU

MUST DELETE OR RETURN THE UNUSED SOFTWARE TO THE
VENDOR FROM WHICH YOU ACQUIRED IT WITHIN THIRTY (30) =l

' T accept the terms in the license agreement:

" 1 do not accept the terms in the license agreement

Installshield

< Back | MNext > I Cancel |

Confirm the Support Information

i‘§ VMware vSphere Update Manager E3

Support Information — B
Please read the following Update Manager support information carefully. _.rj

Update Manager 5. 1 will upgrade ESX/ESXi 4.x hosts and ESXi 5.0 hosts to ESXi 5.1.

[V Download updates from default sources immediately after installation.

NOTE: Deselect this option if you want to review the default download sources before
download or use a shared repository as a download source.

Instalishield

< Back Next > | Cancel |

Make sure the IP address of vCenter is 172.17.1.2P, username of your local PC is

“administrator” and password is “1234QWer” and click “Next>"
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iﬁ! VMware vSphere Update Manager E3

vCenter Server Information ) l

Enter vCenter Server location and credentials

Please provide the necessary information about vCenter Server below. VMware vSphere
Update Manager will need this information to connect to the vCenter Server at startup.

VMware vCenter Server Information
IP Address / Name: HTTP Port:
[172.17.1.2 fso
Username: Password:
ladministrator I sseccees
InstallShield

< Back | Next > I Cancel |

Step 9 Click on “Install a Microsoft SQL Server Express” (VUM is still 32-bit and requires
an extra database) and click “Next>"

iwél VMware vSphere Update Manager E3
Database Options [
Select an ODBC data source for VMware vSphere Update Manager.

VMware vSphere Update Manager requires a database.

¢ Install a Microsoft SQL Server 2008 R2 Express instance (for small scale deployments)

" Use an existing supported database

Data Source Name (DSN): (Please create a 32 bit system DSN) =~

NOTE: Update Manager requires a 32 bit system DSN with supported types of databases
and versions of drivers.

Installshield

< Back I Next > I Cancel I

Step 10  Change the Network Ideitification to 172.17.1.2P and accept the default Ports with
“Next>”
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i@ VMware vSphere Update Manager [ X|

VMware vSphere Update Manager Port Settings JJ

Enter the connection information for Update Manager

Specify how this VMware vSphere Update Manager should be identified on the network. Please
make sure this IP address or host name can be accessed from both vCenter Server and hosts.

172.17.1.21 ¥

Setup will open the ports in firewall if the Windows Firewall/Internet Connection Sharing
service is running on the system.

SOAP Port: Web Port: SSL Port:

|8084 |9084 |9087

[~ Yes, I have Internet connection and I want to configure proxy settings now.

InstallShield

< Back | Next > I Cancel |

Step 11 Accept the default installation path with “Next>”

{&# VMware vSphere Update Manager [ ]
Destination Folder
Click Next to install to this folder, or dick Change to install to a different folder. )

Install VMware vSphere Update Manager to:

// C:\Program Files (x86)\VMware\Infrastructure\ Change... I

Configure the location for downloading patches:

J C:\ProgramData\VMware\VMware Update Manager\Data\ Change... I

< Back | Next > I Cancel I

Step 12  Acknowledge the disk space warning (20GB are plenty for our lab)

VMware vSphere Update Manager B3

Free space on the selected drive is less than 120GB. Use the

!, %, VMware vSphere Update Manager Sizing Estimator to ensure that
you have free space that is suffident for your deployment
system. You can find the sizing estimator for each major release
at http://www.vmware.com/support/pubs/vum_pubs.html.

OK

Step 13 Click Install to start the installation. This will take less than a minute.
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|§ ¥Mware vCenter Update Manager m
Ready to Install the Program : '
The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, click Back. Click Cancel to
exit the wizard.

Installshield

< Back I

Cancel I

Step 14  Click “Finish” to close the installer

{t# VMware vSphere Update Manager [ X]

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed VMware
vSphere Update Manager. Click Finish to exit the wizard.

VMware vSphere™
Update Manager

< Back | | Finish I Cancel
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Task 4: Install vSphere Client

In this task, you will install vShere Client on your Student PC.

Activity Procedure
Complete these steps:
Step 1 Click “VMWare vSphere Client” and “install” in the vCenter installion program.
VMware®-Produkt

VMware® vCenter™ Simple Install

vCenter™ Single Sign On

VMware® vCenter™ Inventory Service
VMware® vCenter™ Server

VMware vSphere® Client

VMware vSphere® Web Client k

VMware vSphere® Update Manager™

Step 2 Select the language vSphere Client will be installed in (keep in mind this lab guide
uses English)

VMware vSphere Client 5.1 - InstallShield Wizard

oK Cancel

Step 3 Start the installer with “Next>"

|,§ VMware vSphere Client 5.1 [X]

Welcome to the installation wizard for
VMware vSphere Client 5.1

The installation wizard will install VMware vSphere Client 5.1 on
your computer. To continue, dlick Next.

VMware vSphere
Client” international treaties.

WARNING: This program is protected by copyright law and

Next > Cancel I

Step 4 Confirm the End User Patent agreement with “Next>"
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{& VMware vSphere Client 5.1 | X]

End-User Patent Agreement

Please read the following patent agreement carefully.

bopyright © 1998-2012 VMware, Inc. All rights reserved. This -
product is protected by U.S. and international copyright and
intellectual property laws. VMware products are covered by one
or more U.S. Patent Numbers

D617,808, D617,809, D617,810, D617,811, 6,075,938, 6,397,242,
6,496,847, 6,704,925, 6,711,672, 6,725,289, 6,735,601, 6,785,886,
6,789,156, 6,795,966, 6,880,022, 6,883,095, 6,940,980, 6,944,699,
6,961,806, 6,961,941, 6,970,562, 7,017,041, 7,055,032, 7,065,642,
7,069,413, 7,069,435, 7,082,598, 7,089,377, 7,111,086, 7,111,145,
7,117,481, 7,149,310, 7,149,843, 7,155 558, 7,222,221, 7,260,815,
7,260,820, 7,269,683, 7,275,136, 7,277,998, 7,277,999, 7,278,030,

LETTED, LED%08% Ll 20 Ll 1,205, Lel 305, Ler? =

Installshield

<Back [[ Next> |  cancel |

Step 5 Confirm the EULA and click “Next>"

{&# VMware vSphere Client 5.1

License Agreement

Please read the following license agreement carefully.

VMWARE END USER LICENSE AGREEMENT :|

PLEASE NOTE THAT THE TERMS OF THIS END USER LICENSE
AGREEMENT SHALL GOVERN YOUR USE OF THE SOFTWARE,
REGARDLESS OF ANY TERMS THAT MAY APPEAR DURING THE
INSTALLATION OF THE SOFTWARE.

IMPORTANT-READ CAREFULLY: BY DOWNLOADING, INSTALLING, OR
USING THE SOFTWARE, YOU (THE INDIVIDUAL OR LEGAL ENTITY) =

AQCDCCE TN DE DNLIMND DV TUC TENDAMO NAC TUIC CAN LICCED | iIrCnoC

% Iagree to the terms in the license agreement
" Ido not agree to the terms in the license agreement

Installshield

< Back I Next > I Cancel

Step 6 Confirm the installation path with “Next>"

i‘,§ VMware vSphere Client 5.1 B
Destination Folder
Select the folder in which to install the product.

Install vSphere Client to:

C:\Program Files (x86)\VMware\Infrastructure\ Change...

InstallShield

< Back I Next > I Cancel

Step 7 Click “Install” to start the installation.
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i VMware vSphere Client 5.1

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to

exit the wizard.

InstaliShield

<Back |[ msal | cancel |

Step 8
Wizard.

VMware vSphere Client 5.1

VMware vSphere
Client”

Wait for the installation to complete and click “Finish” to close the installation

Installation Completed

VMware vSphere Client 5.1 has been installed successfully.
Click Finish to exit the wizard.

< Back | Finish I Cancel
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Task 5: Build a VMWare Datacenter

In this task, you will configure your two ESXi servers for vCenter Server.

Activity Procedure
Complete these steps:
Step 1 Find the Icon for the vSphere Client and double-click to start

Location: C:\Program Files {x86)\¥YMwarelInfrastructure\Virtual Infrastructure
ClientiLauncher

Step 2 Connect to host “localhost” (or 172.17.1.2P) and use Windows Session Credentials
to log on.

ware ySphere Client

vmware

VMware vSphere

Client

To directly manage a single host, enter the IP address or host name.
To manage multiple hosts, enter the IP address or name of a
vCenter Server,

IP address |/ Name: |Ioca|host j
User name: |F'C 1}administrator
Password: I

IV Use Windows session credentials

Close | Help |

Step 3 Click “Install this Certificate...” and “Ignore” to accept the vCenter certificate.

Security Warning

—Certificate Warnings

An untrusted SSL certificate is installed on "pcl.fastlane-ucs.local" and secure communication
cannot be guaranteed. Depending on your security policy, this issue might not represent a
security concern. You may need to install a trusted SSL certificate on your server to prevent this
warning from appearing.

The certificate received from "pcl.fastlane-ucs.local" was issued for "vMware default certificate”.
Secure communication with "pcl.fastlane-ucs.local" cannot be guaranteed. Ensure that the
fully-qualified domain name on the certificate matches the address of the server you are trying to
connect ko,

Click Ignore to continue using the current SSL certificate.

View Certificate | Ignore Cancel

[V instali this certificate and do not display any security warnings For ' pci.fastiane-ucs.local, &
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Step 4 Acknowledge the “Evaluation Warning” with “OK”
¥Mware Evaluation Notice E

'E Your evaluation license will expire within 60 days!
L

When the evaluation license expires, vCenter Server may stop
managing all hosts and virtual machines in its inventory. In order to
manage these machines you must upgrade your vCenter Server

license or connect directly to each host using VMware vSphere
Client.

Uparade your vCenter Server license

Step 5 Click “Create a DataCenter” in “Getting Started” Tab

To get started, click Create a datacenter.
" Create a datacente@

Step 6 Name your new DataCenter “Pod#” (# is your Pod#)

(% PC1 - vSphere Client

File Edit View Inventory Administ

@ B Q Home D gf Ir
ﬁ." kg

= [ PCl
Rk

Step 7 DO NOT ADD a host! Right-click the DataCenter and click “New Cluster”
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rv*! PC1 - vSphere Client

File Edit View Inventory Administration Plug-ins Help

G &

ED Home

b g5 Inventory b [E Hostsan

a9

= [ PCl

New Folder

Ctrl+F

New Cluster...

N Ctrl+L

Step 8

N

m

New

New vSphere Distributed Switch...

Vi

w Datastore r:fﬁ,sgtr:r
Add Host...

|

Ctrl+H

Ctrl+N

tual Machine...

Ctrl+K

Name your Cluster “DRS-HA-Cluster” and enable DRS and HA, click “Next>"

(%) New Cluster Wizard [=1 B3

Cluster Features

‘What features do you want to enable for this cluster?

Cluster Features

pfile Location
Ready to Complete

—MName

DRS-HA-Cluster

—Cluster Features

Select the features you would like to use with this cluster.

V' Turn On YMware HA
YMware HA detects Failures and provides rapid recovery for the virtual machines
running within a cluster. Core functionality includes host and virtual machine
monitoring to minimize downtime when heartbeats cannot be detected.

YMware HA must be turned on to use Fault Tolerance.

wrn.On Yivware DR

YMware DRS enables vCenter Server to manage hosts as an aggregate pool of
resources. Cluster resources can be divided into smaller resource pools for users, groups,
and virtual machines.

YMware DRS also enables vCenter Server to manage the assignment of virtual machines
to hosts automatically, suggesting placement when virtual machines are powered on, and
migrating running virtual machines to balance load and enforce resource allocation
policies.

YMware DRS and YMware EVC should be enabled in the cluster in order to permit placing
and migrating YMs with Fault Tolerance turned on, during load balancing.

Help |

% Back Cancel

I MNext = I

Step 9

Accept the default DRS configuration with “Next>"
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ew Cluster Wizard =] B3

¥Mware DRS
What level of automation do you want this cluster to use?

Cluster Features
¥Mware DRS
\agement " Manual

vCenter will suggest migration recommendations For virtual machines.

—Automation level

tual Machine Options

" Ppartially automated

Virtual machines will be automatically placed onto hosts at power on and vCenter will
suggest migration recommendations for virtual machines.

lonitoring

% Fully automated

Virtual machines will be automatically placed onto hosts when powered on, and will be
automatically migrated to attain best use of resources.

J— Agaressive

Migration threshold: ~ Conservative

Apply priority 1, priority 2, and priority 3 recommendations.
vCenter will apply recommendations that promise at least good improvement to the
cluster's load balance.

Help I < Back I Mext = |

Step 10 Do not turn on Power Management (we don’t want DPM to turn off servers in our
lab), just click “Next>"

4

|"_Jj New Cluster Wizard =] B3

Power Management
Do you want to enable power management for this cluster?

Cluster Features
Y e DRS

—Power Management

DPM uses Wake-on-LAN, IPMI, or iLO to power on hosts, When using IPMI or iLO, configure
IPMI or iLO separately for each participating host prior to enabling DPM. For all power on
methods, test exit standby for each participating host prior to enabling DPM.

Specify the default power management for this cluster,

Ready to Complete

vCenter will not provide power management recommendations.
Individual host overrides may be set, but will not become active until
the cluster default is either Manual or Automatic,

" Manual

yCenter will recommend evacuating a host's virtual machines and powering off the host
when the cluster's resource usage is low, and powering the host back on when necessary.

" Automatic
vCenter will automatically execute power management related recommendations.

DPM Threshold:  Conservative J Aggressive
o o

Apply priority 3 or higher recommendations

yCenter will apply power on recommendations produced to meet YMware HA requirements
or user-specified capacity requirements.

Power on recommendations will also be applied if host resource utilization becomes higher

than the target utilization range.

Power off recommendations will be applied if host resource utilization becomes very low in
comparison to the target utilization range.

Help | < Back l MNext = I Cancel |

Step 11 TURN OFF Admission control, click “Next>"
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|J_r'j New Cluster Wizard [_ O] ]

¥Mware HA
‘What admission control do you want to be enforced on this cluster?

Cluster Features —Host Monitoring Status
YMware DRS ESX hosts in this cluster exchange network heartbeats, Disable this feature when performing
YMware HA network maintenance that may cause isolation responses.

tual Macl e Options
kual Machine Options [V Enable Host Monitoring

—Admission Control

Admission control is a policy used by YMware HA to ensure Failover capacity within a cluster,
Raising the number of potential host Failures will increase the availability constraints and
capacity reserved.

fy the type of policy that admission control should enforce.

Failures cluster toler

Help I < Back I Mext = I Cancel |
4
Step 12 Accept the HA virtual machine options defaults with “Next>"
|"17,J New Cluster Wizard M= 3 l

Virtual Machine Options
What restart options do you want to set for VMs in this duster?

Cluster Features Set options that define the behavior of virtual machines for vSphere HA.
vSphere DRS
vSphere HA Cluster Default Settings

Virtual Hachine Options W restartprioty: -

Host Isolation response: ILeave powered on j

Help < Back I Next > I Cancel

Step 13 Accept the HA VM Monitoring defaults with “Next>”

v
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{5 New Cluster Wizard I [=] B3

¥M Monitoring
‘What monitoring do you want to set on virtual machines in this cluster?

Cluster Features —V¥M Monitoring Status
M Monitoring restarts individual YMs if their YMware tools heartbeats are not received within a

set time. Application Monitoring restarts individual ¥Ms if their YMware tools application
heartbeats are not received within a set time.

Virtual Machine Options
¥M Monitoring M Monitoring:

re E

on —Default Cluster Settings

Monitoring sensitivity:  Low J High
{

HA will restart the ¥M if the heartbeat between the host and the YM has not
been received within a 30 second interval, HA restarts the ¥M after each of

the first 3 failures every hour.

Help | < Back I Next = I Cancel |
4

Set EVC to "Enable EVC for Intel®”, select the “Intel Nehalem Generation” and

Step 14
click “Next>"

Enhanced vMotion Compatibility (EVC) configures a duster and its hosts to maximize vMotion
compatibility. Once enabled, EVC will also ensure that only hosts that are compatible with those in

the duster may be added to the duster.

(" Disable EVC (" Enable EVC for AMD Hosts ¢ Enable EVC for Intel® Hosts

VUGN 2ol T SR T tel ® "Nehalem™ Generation v

Step 15  Accept the default Swapfile configuration with “Next>"
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|J!j New Cluster Wizard H=] B3
Yirtual Machine Swapfile Location
Which swapfile location policy should virtual machines use while in this cluster?
w —Swapfile Policy for Virtual Machines
\VMware EVC ' iStore the swapfile in the same directory as the virtual machine (recommended) :
¥M Swapfile Location
Ready to Complete
" Store the swapfile in the datastore specified by the host
If not possible, store the swapfile in the same directory as the virtual machine.
A host specified datastore may degrade vMotion performance for the
affected virtual machines.
Help | < Back I MNext = I Cancel
A
. . . . Tt L9
Step 16  Review the Cluster Configuration and click “Finish
New Cluster Wizard H=] B3

Ready to Complete

Review the selected options for this duster and dick Finish.

C\ushterFﬂ The duster will be created with the following options:
vSphere DRS
X - Cluster Name: DRS-HA-Cluster
vSphere HA
‘_”755’(: vSphere DRS: Enabled
VM Swapfile Location vSphere DRS Automation Level:  Fully Automated
Ready to Complete vSphere DRS Migration Threshold: Apply priority 1, priority 2, and priority 3 recommendations.
vSphere HA Host Monitoring: Running
Admission Control: Disabled
VM Restart Priority: Medium
Host Isolation Response: Leave powered on
vSphere HA VM Monitoring: Disabled
Monitoring Sensitivity: High
VMware EVC Mode: Intel® "Nehalem” Generation
directory as the vir
Help < Back I Finish I Cancel
4
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Step 17 Select the newly created cluster in the navigation pane and click “add host” in the
“getting started” tab (you can also right-click the cluster and use the context menu)

(2] PC1 - vSphere Client

File Edit View Inventory Administraton Plug-ins Help

a |@ Home D gf Inventory D @ Hosts and Clusters

gt ot
% oo
DRS-HA-Cluster
5 Podl
il | DRS-HA-Cluster L= dly, Summary | Virtual Machines | Hosts | DRS | ResourceAll

What is a Cluster?

A cluster is a group of hosts. When you add a hostto a
cluster, the host's resources become part of the cluster's
resources. The cluster manages the resources of all hosts
within it

Clusters enable the vSphere High Availability (HA) and
vSphere Distributed Resource Scheduler (DRS) solutions.

Basic Tasks

E Adda ho@

Step 18  Enter the IP address of ESXil (172.17.P1.1), username “root” password
“1234QWer”, click “Next>"

! {%) Add Host Wizard [_ (O] x] '

Specify Connection Settings

Type in the information used to connect to this host.

Connection Settings

—Connection

Enter the name or IP address of the host to add to vCenter.

Host: J172.17.11.1

—Authorization

Enter the administrative account information for the host. vSphere Client will
use this information to connect to the host and establish a permanent
account for its operations.

Username: l,oot

Password: I****’m**l

Help I < Back | MNext = I Cancel |

Step 19  Accept the SHA thumbprint by clicking “Yes”
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Security Alert

! The SHA1 thumbprint of the certificate is:

'0' Unable to verify the authenticity of the specified host.

94:EE:42:C4:10:1B:A6:37:3F:37:85:D07:03:80:6D:87:01:91:D3:5

6

Do you wish to proceed with connecting anyway?

Choose "Yes” if you trust the host. The above information will
be remembered until the host is removed from the inventory.

Choose "No™ to abort connecting to the host at this time.

Yes | | No I

Step 20 Review the server information and click “Next>"

(%) Add Host Wizard o]l
Host Information
Review the product information for the specified host.
Connection Settings You have chosen to add the following host to vCenter:
Host Summary
I Name: 172.17.11.1

Vendor: Cisco Systems Inc
Model: R200-1120402W
Version: VMware ESXi 5.1.0 build-799733
Virtual Machines:
. |

Help

<Back | Next > I Cancel |

4

Step21  We are going to use ESXi in Evaluation mode, just click “Next>"
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@ Add Host Wizard | _ (O] x|
Assign License
Assign an existing or a new license key to this host,
Host Summary ' Assign an existing license key to this host
Assngﬁ Llcgrzfe Product | Available |
;, J[VEE Poo [= Evaluation Mode
omplete ®| (Mo License Key)
" Assign a new license key to this host
Enter Key... | |
Product: Evaluation Mode
Capacity: -
Available: -
Expires: 7i11j2011
Label:
Help | < Back | Cancel |
4

Step22 Don’t enable lockdown mode in this lab (in a real datacenter you would!!!), just
click “Next>”

(% Add Host Wizard

=] B3
Configure Lockdown Mode
Specify whether lockdown mode is to be enabled for this host.
—Lockdown Mode
Assign License When enabled, lockdown mode prevents remote users from logaing directly
Lockdown Mode into this host. The host will only be accessible through local console or an

authorized centralized management application.

If you are unsure what to do, leave this box unchecked. You can configure
lockdown mode later by navigating to the host's Configuration tab and
editing its Security Profile.

I”" Enable Lockdown Mode

Help | < Back | Mext = | Cancel |

Step 23 Accept the Resource Pool configuration by clicking “Next>”
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fv_jj Add Host Wizard | _ (O] x}

Choose the Destination Resource Pool
Choose where to place this host's virtual machines in the resource pool hierarchy.

Connection Settings
Host Summary

—Virtual Machine Resources

Assiqn License What would you like to do with the virtual machines and resource pools for this
Lockdown Mode host?
Choose Resource Pool & put all of this host's virtual machines in the cluster's root resource pool.

o Complete Resource pools currently present on the host will be deleted.

" Create a new resource pool For this host's virtual machines and resource
pools. This preserves the host's current resource pool hierarchy.

MName: IGraFted from 17,

Help | % Back | Next = I Cancel |

4
Step24 Review and click “Finish” to add the host.
%) Add Host Wizard [_[O] x]
Ready to Complete
Review the options you have selected and dick Finish to add the host.
Connection Settings
Host Summary Review this summary and dick Finish.
Assign Li
P Host: 172.17.11.1
i Version: VMware ESXi 5.1.0 build-799733
Choose Resource Pool Networks: VM Network
Ready to Complete Lockdown Mode: Disabled
Resources Destination: DRS-HA-Cluster
Help | < Back | Finish I Cancel |
4

Step25  Repeat Steps 17-24 for ESXi2 (172.17.P1.2)

Step 26  Note there is a critical error on both servers, click on ESXil.

=i @ EPJCI 172.17.11.1 VMware ESXi, 5.1.0, 799733 | Evaluation (59 days remaining)
B iz Podl
= @l DRS-HA-Cluster Getting Started ' Summary ' Virtual Machines ' Performance [QetLRTINMELT
B [172.17.11.1

B 17217.112 The ESXi host does not have persistent storage.

To run virtual machines, create at least one datastore for maintaining virtual machines and other sy

Note: If you plan to use iSCSI or a network file system (NFS), ensure that your storage adapters a
continuing.

To add storage now, click hereto create a datastore...
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Step 27  Click “click here to create a datastore” to start creating a shared data store.

To add storage now, click here{i;) create a datastore. ..

Step 28  Accept LUN (we are going to use the 20GB disk on the NetApp), click “Next>"

|ﬁ Add Storage

[ [Ofx]
Select Storage Type

Specify if you want to format a new volume or use a shared folder over the network.

[= Disk/LUN

—Storage Type
Select

" Disk/LUN
Create a datastore on a Fibre Channel, iSCSI, or local SCSI disk, or mount an existing VMFS volume.

" Network File System
Choose this option if you want to create a Network File System.

L1 Adding a datastore on Fibre Channel or iSCSI will add this datastore to all hosts that have access
to the storage media.

Help <gack [ Next> | cancel
/
Step29  Select the 20GB NetApp disk and click “Next>"
(%) Add Storage =] B3
Select Disk/LUN

Select a LUN to create a datastore or expand the current one

[ Disk/LUN ersy . =
—— Name, Identifier, Path ID, LUN, Capacity, Expandable or VMFS Label c... ~ Clear
Select Disk/LUN o taeneEn ML HE TR AES
Name: | Path 1D |'Ltun | Drive Type | Capacity |
NETAPP Fibre Channel Disk (naa.60...  vmhba5:C0:T0:L0 0 Non-5D 1,00 GB
NETAPP Fibre Channel Disk (naa.60... vmhba5:C0:T0:L1 N Non-5D 20,00 GB
< | |
Help < Back | Next > I Cancel |
Y

Step 30  Accept VMFS-5 as the file system (you can also use VMFS3, it does not make any
difference in this lab)
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{%) Add Storage BI=] B3

File System Version
Specify the version of the VMFS for the datastore

[ Disk/LUN File System Version
Select Disk/LUN ~ VMFSS

Select this option to enable additional capabilities, such as 2TB+ support.
VMFS-5 is not supported by hosts with an ESX version older than 5.0.

' VMFS-3
Select this option if the datastore will be accessed by legacy hosts.

File System Version

Help < Back | Next > I Cancel |

4

Step 31 There is nothing on that LUN, accept the partition scheme it by clicking “Next>"

Current Disk Layout
You can partition and format the entire device, all free space, or a single block of free space.

B DiskAUN Review the current disk layout:
Select Di
il s Version Device Drive Type C t Available LU
Current Disk Layout NETAPP Fibre Channel Disk (n... Non-SSD 20,00 GB 20,00 GB 1

Jvmfs/devices/disks/naa.60a9800043364864476f64584b2d4143
Unknown

The hard disk is blank.

There is only one layout configuration available. Use the Next button to proceed with the other wizard
pages.

A partition will be created and used

Help < Back | Next > I Cancel

Step 32  Name the LUN “shared FC LUN” and click “Next>"
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|2j Add Storage [_[O]

Properties
Specify the properties for the datatore

&) DiskALUN Enter a datastore name
Select Disk/LUN
File System Version Ishared FCLUN|
Current Disk Layout

Properties

Help < Back | Next > I Cancel

4
Step 33  Accept the default Capacity Options and click “Next>"
%) Add Storage =] B3

Disk/LUN - Formatting
Specify the maximum file size and capacity of the datastore

[l Disk/LUN Capadty
Select DiskALUN

File System Version ¢ Maximum available space

Current Disk Layout " Custom space setting
Properties
GB of 20,00 GB available space

Formatting

Help < Back | Next > I Cancel

Step 34  Review and click “Finish” to create the shared storage
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Add Storage

=] B3

Ready to Complete
Review the disk layout and diick Finish to add storage

Disk/LUN

Disk layout:
Ready to C /!
Device Drive Type Capacity LUN
NETAPP Fibre Channel Disk (naa.... Non-SSD 20,00 GB 1
Location

Jvmfs/devices/disks/naa.60a%800043364864476f64584b2d4143
Partition Format
GPT

Primary Partitions Capadity
VMFS (NETAPP Fibre Channel Disk ... 20,00 GB

File system:
Properties
Datastore name: shared FC LUN
Formatting
File system: vmfs-5
Block size: 1MB
Maximum file size: 2,00TB

Cancel

reb | <gack [ Fmsn |

Step 35

Note vCenter automatically created the shared storage on both ESXi servers. Click
ESXi2 in the navigation pane, select the “configuration” tab and click “storage” in
the Hardware box, then select the LUN.

=] 0, 348481 | Evaluation (60 days remai
FastLane-UCS -
=] Em DRS-HA-Cluster etting Started ' Summary | Virtual Machines = Performance [EeaylihTey) Storage Views ' Hardware Status
172.17.11.1
% 172.17.11.2 liits view: [Datastores Devices |
Processors Datastores Refresh  Delete  AddStorage...  Rescan All..
Memory Identification ~ | Status | Device | Capacity | Free | Type | Last Update | Alarm Actions | sto
» Storage g shared FC LUN & Normal NETAPP Fibre Ch... 19.75 GB 19.36 GB vmfs3 5/13/2011 4:41:19 PM Enabled Dis.
Networking
Storage Adapters
Network Adapters
Advanced Settings
Power Management
«| | i
Software Details Properties...
Licensed Features shared FC LUN 19.75GB  Capacity
Time Configuration Location:  fvmfsjvolumesf4dccel66-6¢...
DNS and Routing Hardware Acceleration:  Unknown 397.00M8 @ Used
; 19.36GB [0 Free
Authentication Services
Power Management Path Selection Properties Extents Storage 1/0 Control
g Fixed (YMware;
Virtusl Machine Startup/shutdonn (twere) VolumeLabel:  shared FCL..  NETAPPFibre ChannelDisk...  19.99 GB Disabled
Virtual Machine Swapfile Location Mame:  sh: FCL...
Datastore Name: - shared FCL Total Formatted Capacity 19.75GB
Security Profile Paths i
) Total: 2 Formatting
System Resource Allocation soken: File System: VMES 3.46
Advanced Settings Disabled: 0 Block Size: 1MB
< | |
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Note A warning message will appear at your hosts because VMWare thinks the ESXi servers
have no management redundancy. Remember we are using VICs and we configured
hardware redundancy.

You can disable the warning:

- Right-click the Cluster

- Click “Edit Settings...”

- Click “vSphere HA”

- Click “Advanced Options...”

- Click the first row, enter Option “das.ignoreRedundantNetWarning” with Value “true”

you need to reconfigure HA on your hosts to activate this settings, just right-click your host
and select “reconfigure HA”

Step 36  Right-click ESXil and select “Reconfigure for VMWare HA”

(%} PC1 - vSphere Client

File Edit View Inventory Administraton Plug-ins Help

a Ej ‘ €Y Home D gf Inventory b [l Hostsand Clusters
= +
& & 56
B @ P‘CI 172.17.11.2 VMware ESXi, 5.1.0, 799733 | Evaluation (59 days
= [z Podl
= fl DRS-HA-Cluster Getting Started ESVULELYA Virtual Machines ' Performance ' Conf]
B 17217111
nagement network redundancy
t has an error: The vSphere HA agent is
artbeat datastores for this hostis 1, whi
) red on this host because there are no mi
Disconnect 1.2 are stored on non-persistent storage
B  Enter Maintenance Mode
Rescan for Datastores...
Add Permission... cri+p Cisco Systems Inc
A 5 N20-B6620-1
arm 4CPUS x 2,26 GHz
Host Profile Intel(R) Xeon(R) CPU
E5520 @ 2.27GHz
Shut Down Evaluation Mode -
B Enter Standby Mode
% Reboot 1
; Power On 4
8
Report Summary... Active
Report Performance... 2
Open in New Window...  Ctrl+Alt+N §°"nmed
Remove No
| Reconfigure for vSpherg HA | -
Recent Tasks hag

Step 37  Right-Click ESXi2 and select “Reconfigure for VMWare HA”

Note Ignore the warnings about non-persistent log storage and heartbeat datastores in this lab.
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Step 38

Next we are going to deploy a virtual machine.

In vSphere Client click on File then “Deploy OVF Template”.

(5IPC1 - vSphere Client [_[5]x]
Eie |Edit View Inventory Administration Plugiins Help
v * fory b ) Hosts and Clusters ‘w Search Inventor &Y
Deploy OVF Template...
Export. »
Report » 0 60d :
Browse VA Marketplace.. Configuration
Print Maps » | Hardware View: [Datastores Devices
Exit Processors Datastores Refresh  Delete  Add Storage...  Rescan All..
Memory Identification | status | Device Capacity | Free [ Type | Last Update | Alarm Actions. | sto
» Storage | & shared FCLUN © Nomal  NETAPPFbreCh..  19.75GB  19.36GB vnfs3 10182011 3:12:02PM _ Enbled D&
Networking
Storage Adapters
Network Adapters
Advanced Settings
Power Management
< | i
Software b i -
atastore Details Properties...
Licensed Features shared FC LUN 19.75G8  Capacty
Time Configuration Location:  fvmfsfvolumes{49d1870-64...
DN and Routing Hardware Acceleration:  Unknown 397.00MB E Used =3
? 19.36G8 O Free
Authentication Services
Power Management Path Selection Properti Extent: St 1/0 Control
o — Fixed (VMuore) roperties tents orage 10 Control
Virtusl Machine Startup/Shutdown (mare) Volume Label:  sharedFCL..  NETAPP Fibre Channel Disk...  19.99 GB Disabled
frtual Machine Swapfie Location Oatostore Name: SharedFCLe o ety rorscs
v Profile Paths g
¥ Profi Total A Formatting
tem Resource Allocation B“ :E o File System: VMES 3,46
od oo roken: "
Advanced Settings Deabled 0 Block Size: 1B
‘ 2

Step 39

Navigate to “c:\software.org” , select the file W2K3_VM.ova and click Open.

Organize ¥  New folder = ~ [ '@‘
- ~ 3
¢ Favorites =1 Name l Date modified | Type
Desktop | MAT 1/5/2012 11:27AM  File folder
48 Downloads | Nexus1000v.4.2.1.5V1.5.2 10/31/20129:23PM  File folder
=i Recent Places | VMware-VIMSetup-all-5. 1.0-799735 10/15/2012 1:54PM  File folder
. software.org
|| VMware-vCenter-Server-Appliance-5.1.0.51...  8/9/2012 1:30 AM OVA File

- Libraries
1] Documents
& Music
=/ Pictures

E Videos

1'% Computer
&, Local Disk (C2)
¥ shared on MGK-MB

File name: |w2k3 vm.ova

Il

9/27/2011 3:15PM

OVA File

il

j IOVF packages (*.ovf;*.ova)

Open I

=l

Cancel |

A

Step 40

Click next to accept the file as template source.
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|‘_~T,J Deploy OVF Template [_[O]x]

Source
Select the source location.

Source
OVF Template Details

Deploy from a file or URL

Browse... I

Enter a URL to download and install the OVF package from the Internet, or
specify a location accessible from your computer, such as a local hard drive, a
network share, or a CD/DVD drive.

Help I < Back | Next > I Cancel

| 4
Step 41 Click next to accept the template details.
E’j Deploy O¥F Template =] B3
O¥F Template Details
Verify OYF template details.

Source

O¥F Template Details

Mame and Location Product: W2K3 vM

Disk Format

to Complete
Vendor:
Publisher: Mo certificate present
Download size: 452,2 MB
Size on disk: 996.8 MB (thin provisioned)
3.0 GB (thick provisioned)
Description:
Help I ZBack Cancel
4
Step42  Select your “Pod#”’-DataCenter, click “Next>"
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[’_lj Deploy OVF Template

Name and Location
Specify a name and location for the deployed template

J[=]1 B3

Source Name:

OVF Template Details

(W2K3 VM
Name and Location

Inventory Location:

The name can contain up to 80 characters and it must be unique within the inventory folder.

=
~| Erkannte virtuelle Maschine

Help |

< Back I Next > I Cancel I

i

Step 43  Select the “Thick provisioned lazy zeroed” format and click “Next>"

(%5 Deploy OVF Template

Disk Format
In which format do you want to store the virtual disks?

1[=] B3

Source

Disk Format

¢ Thick Provision Lazy Zeroed
" Thick Provision Eager Zeroed

" Thin Provision

L Datastore: Ishared FCLUN
OVF Template Details

T Available space (GB): l—ls,g

Help I

< Back

Next > | Cancel I

/4

Step 44  Review and click finish
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E‘j Deploy OVF Template [ _ (O] x|

Ready to Complete
Are these the options you want to use?

Source

OVF Template Details When you dick Finish, the deployment task will be started.
Name and Location Deployment settings:
Disk Format OVFfile: D:\W2K3_VM.ova
Ready to Complete Download size: 452,2 MB
Size ondisk: 3,0GB
Name: W2K3 VM
Folder Pod1
Host/Cluster: DRS-HA-Cluster
Datastore: shared FCLUN
Disk provisioning: Thick Provision Lazy Zeroed
Network Mapping: "VM Network"to "VM Network"

I~ Power on after deployment

Help <Back | Finish I Cancel |

4
Step45  Watch the progress bar while the OVF is being deployed as a virtual machine in the
cluster.
(%) 43% Deploying W2K3 ¥YM SIS B3
Deploying W2K3 VM

Deploying disk 1 of 1 from D:\w2k3_vm-disk1.vmdk

29 seconds remaining

Step 46  Note the (powered-off) virtual machine has been placed in the cluster.

= [ PCH
= [ FastlLane-UCS
= [jfh DRS-HA-Cluster
@ 172.17.11.1
172.17.11.2

iy
i [waka i,

Step 47  The virtual machine needs to be connected to the correct network. Click ESXil in
the navigation pane, select the “Configuration” tab and select “Networking” in the
hardware box
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B (5 PCt
= [Ey Fastlane-UCS
[E] @ DRS-HA-Cluster

172.17.11.1 YMware ESXi, 4.1.0, 348481 | Evaluation {59 days remaining)

[ e N, Tasks &Events | Alarms | Permissions - Maps | Storage Views " Hardware Status

Q'Gettingstavted [ Summary | Virtual Machines | Performance

%__ﬁii;ﬁﬁﬁ Carcnses view:  [Vitual Switch | vietwork Distributed Swich |
G WaK3 M Processors Networking Refresh
Memory
Storage
+ Networking Virtual Switch: vSwitch0 Remove... Properties...
Vinual Machine Port Grou hysical Adapters
;tiragekijapt:“ ] VMnNetp:vovk g ’ y" vm;:cz 10000 Ful 3
etwork Adapters virtual machine(s)
Advanced Settings = ‘tVZKt:::VI achine(s) @
Power Management
Whkemel Port
i 7 Management Network Q.
vk 1 172.17.11.1
Licensed Features
Time Configuration
DNS and Routing
Authentication Services
Power Management %
Virtual Machine Startup/Shutdown
Virtual Machine Swapfile Location
Security Profile
System Resource Allocation
Advanced Settings
Step 48  Select “Properties” on vSwitchQ
Virtual Switch: vSwitchO Remove... Pfope% 3
Virtual Machine Port Group Physical Adapters
(7 WM Network & ymnic2 10000 Full G2
===
= 1 virtual machine(s)
W2K3 YM G
YMkemel Port
7 Management MNetwork o2
vk @ 172.17.11.1
Step49  Select “VM Network” and click edit.
{5 vSwitch0 Properties I [=] B3

Ports I Network Adapters |

Configuration | Summary [ R EEDHE RS =
§t vswitch 120 Ports Network Label: VM Network
) WM Network Virtual Machhﬁ._‘ YLAN ID: hone (0)
@_ Management MNet... vMotion and 1.,
—Effective Policies
Security
Promiscuous Mode: Reject
MAC Address Changes: Accept
Forged Transmits: Accept
Traffic Shaping
Average Bandwidth: -
Peak Bandwidth: -
Burst Size: =
Failover and Load Balancing
Load Balancing: Port ID
Metwork Failure Detection: Link status only
Motify Switches: Yes
Failback: Yes
Active Adapters: YMNIc2
Standby Adapters: MNone
Add... Edit... Remove Unused Adapters: None -
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Step 50 Change the VLAN identifier to vlan LP1 (L is the lab#, P is our pod#) (hopefully
you remember we’ve placed two vlans into the vNIC template we created a lot
earlier in this class), click OK

[’;’j ¥M Network Properties l

General | security | Traffic Shaping | NIC Teaming |

Port Group Properties

MNetwork Label: IVM MNetwork
YLAN ID {Optional): [111] =

Step 51  Now select “Management Network”, note in the right information pane vMotion is

disabled.
(%5 vSwitchO Properties _ O] x
Ports I Network Adapters I
. 8 -
Configuration | Summary | Port Properties —
fiF vswitch 120 Ports T R Management Network
@ VMNetwork Virtual Machine ... VLAN ID: None (0)
_@_ Management Net... vMotion andIP ... ‘ vMotion: Disabled
Fault Tolerance Logging: Disabled
Management Traffic: Enabled
iSCSI Port Binding: Disabled
—NIC Settings
MAC Address: 00:25:b5:f9:00:0f
MTU: 1500
—IP Settings oo
IP Address: 172.17.11.1
Subnet Mask: 255.255.255.0
View Routing Table...
—IPv6 Settings
IPv6 Addresses: fe80::225:b5ff:fef9:f/6¢
View Routing Table...
Add... Edit... Remove | rEffecﬁve Policies |
Securitv LI

Step 52  We could create an extra vMotion network/adapter, but we will just enable vMotion
on the Management Network (it is a cut-though 10GE link...). Select “Edit” and
enable vMotion. (DO NOT configure a VLAN! None/0 means native/untagged)

|"j,—-| Management Network Properties E
General ]IP Settings I Security | Traffic Shaping I NIC Teaming I

—Port Properties
Network Label: |Management Network
VLAN ID (Optional): INone (V)] l]
vMotion: V' Enabled
Fault Tolerance Logging: ™ Enabled
Management Traffic: IV Enabled
iSCSI Port Binding:

—NIC Settings
MTU: I 1500 3:
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Step 53  Close the vSwitch properties dialog and validate, VM Network should now show

YOUR Data VLAN.
virtual Switch: vSwitchO Remove... Properties...
Virual Machine Port Group e ~Physical Adapters
£ ¥M Network Q o< P vmnic2 10000 Full £
= 1 virtual machine(s) | YLAN ID: 111 |

W2K3 YM &

Wikemel Port |
7 Management Network O o

vmk0 @ 172.17.11.1

Step 54  Also adjust “VM Network” AND “Management Network’ configuration on
ESXi2 in the same manner.

Step 55  Finally we need to install Update Manager into our vSphere client.
Click the “Plugins” menu in vSphere and select “Manage Plugins...”

(% PC1 - vSphere Client

File Edit View Inventory Administration | Plug-ins | Help

a E ﬁﬁ Home b &f] Inventorl Manage Plug-ins... "—

§

+ =
@ & agn

Step 56  Note Update Manager is “available” but not installed. Click “Download and Install”.

E"j Plug-in Manager

Plug-in Name | vendor | Version | Status | Description | Progre
Installed Plug-ins
.3 VMware vCenterStorage Mon... VMware Inc. 5.1 Enabled Storage Monitoring and
Reporting
|3 vCenter Service Status VMware, Inc. 5.1 Enabled Displays the health status of
vCenter services
.3 vCenter Hardware Status VMware, Inc. 5.1 Enabled Displays the hardware status of
hosts (CIM monitoring)

Available Plug-ins
.3 VMware vSphereUpdate Ma... VMware, Inc. 5.1.0.... Dov-q.%ad andI... VMwarevSphere Update
Manager extension

Step 57  Confirm the Windows Security Warning

Open File - Security Warning E3

Do you want to run this file?

|i—|" Name: ...ator ata\Local\Temp\1\VMware-UMClient.exe
— Publisher: VMware, Inc.

Type: Application

From: C:\Users\Administrator\AppData\Local\Temp\1\VM...

Run @ Cancel I

| . While files from the Intemet can be useful, this file type can
‘. potentially ham your computer. Only run software from publishers
= youtrust. What's the risk?
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Step 58  Click OK to accept English (or change the language, but keep in mind this lab guide
is based on the English installation)

Choose Setup Language m |

Select the language for this installation from the choices below.
L=

English [United States]

| 0K I Cancel |

Step 59  Click “Next>" to start installation

|§ VMware vSphere Update Manager Client 5.1 E3

Welcome to the InstallShield Wizard for
VMware vSphere Update Manager Client 5.1

The InstallShield(R) Wizard will install VMware vSphere Update
Manager Client 5.1 on your computer. To continue, dick Next.

VMW& re vSph ere” WARNING: This program is protected by copyright law and

international treaties.
Update Manager
Client

< Back I Next > Cancel |

Step 60 Click “T agree...” and “Next>" to accept the Patent Agreement.

HI,! VMware vSphere Update Manager Client 5.1 E3
End-User Patent Agreement r '
Please read the following patent agreement carefully. %

Copyright © 1998-2012 VMware, Inc. All rights reserved. This o
product is protected by U.S. and international copyright and
intellectual property laws. VMware products are covered by one
or more U.S. Patent Numbers

D617,808, D617,809, D617,810, D617,811, 6,075,938, 6,397,242,
6,496,847, 6,704,925, 6,711,672, 6,725,289, 6,735,601, 6,785,886,
6,789,156, 6,795,966, 6,880,022, 6,883,095, 6,940,980, 6,944,699,
6,961,806, 6,961,941, 6,970,562, 7,017,041, 7,055,032, 7,065,642,
7,069,413, 7,069,435, 7,082,598, 7,089,377, 7,111,086, 7,111,145,
7,117,481, 7,149,310, 7,149,843, 7,155,558, 7,222,221, 7,260,815,
7260 820 7 269 AR 7 275136 7 277 998 7277999 7278030 =l

Installshield

< Back I Next > I Cancel

Step 61  Click “I agree...” and “Next>" to accept the EULA.
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i’\; VMware vSphere Update Manager Client 5.1 B3

License Agreement -y
Please read the following license agreement carefully. )
VMWARE END USER LICENSE AGREEMENT g

PLEASE NOTE THAT THE TERMS OF THIS END USER LICENSE
AGREEMENT SHALL GOVERN YOUR USE OF THE SOFTWARE,
REGARDLESS OF ANY TERMS THAT MAY APPEAR DURING THE
INSTALLATION OF THE SOFTWARE.

IMPORTANT-READ CAREFULLY: BY DOWNLOADING, INSTALLING, OR
USING THE SOFTWARE, YOU (THE INDIVIDUAL OR LEGAL ENTITY) =l

ACDCCE TN D ODNLIMND DV TUC TENDAMO NAC TUIC CAN LIcCED | InCEMOoC

% I accept the terms in the license agreement Print |

" Ido not accept the terms in the license agreement

Installshield

< Back I Next > IXI Cancel I
o

Step 62 VUM Client Setup confirms your vSphere Client installation. Click “Install” to
install. This takes about 1 Minute.

ﬂél VMware vSphere Update Manager Client 5.1 B3
Ready to Install the Program g
The wizard is ready to begin installation. J |

Setup has detected that VMware vSphere Client is installed under C:\Program Files
(x86) \VvMware\Infrastructure\Virtual Infrastructure Client\ directory. VMware vSphere
Update Manager Client 5. 1 will be installed under C:\Program Files
(x86)\VvMware\Infrastructure\Virtual Infrastructure Client\Plugins\Update Manager 5.1\
location.

Click Install to begin the installation or Cancel to exit the wizard.

Installshield

< Back | Install I Cancel

Step 63  Click Finish to close the Installer.
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wizard.

VMware vSphere™
Update Manager
Client

fé! VMware vSphere Update Manager Client 5.1

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed VMware
vSphere Update Manager Client 5. 1. Click Finish to exit the

Step 64  When the Security Warning pops up, click “install certificate...” and “Ignore” to

accept VUMs certificate.

Security Warning

—Certificate Warnings

warning from appearing.

connect ko,

An untrusted SSL certificate is installed on "pcl.fastlane-ucs.local" and secure communication
cannot be quaranteed. Depending on your security policy, this issue might not represent a
security concern. You may need to install a trusted SSL certificate on your server to prevent this

The certificate received from "pcl.fastlane-ucs.local" was issued for "¥YMware default certificate”.
Secure communication with "pcl.fastlane-ucs.local" cannot be guaranteed. Ensure that the
fully-qualified domain name on the certificate matches the address of the server you are trying to

Click Ignore to continue using the current SSL certificate.

View Certificate I

Ignore

Cancel

lﬁﬁgstall this certificate and do not display any security warnings for "pcl.fFastlane-ucs.local
5

Step 65  Note the Plugin Window now shows VMWare Update Manager as “installed”

|Jv_T,J Plug-in Manager

Plug-in Name | vendor
Installed Plug-ins
& VMware vCenterStorage Mon... VMware Inc.

Available Plug-ins

& vCenter Service Status VMware, Inc.
& vCenter Hardware Status VMware, Inc.

.3 VMware vSphereUpdate Ma...  VMware, Inc.

| version | Status

5.1

5.1

5.1

5.1.0...

Enabled

Enabled

Enabled

Enabled

| Description [

Storage Monitoring and
Reporting

Displays the health status of
vCenter services

Displays the hardware status of
hosts (CIM monitoring)
VMware vSphere Update
Manager extension
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Task 6: Power on, test and vMotion a virtual machine.

In this task, you will power on the VM, test connectivity and vMotion.

Activity Procedure

Complete these steps:

Step 1 Select the Win2K3 VM in the navigation pane and click “Power On virtual
machine” (or use the “play” button in the toolbar)
= Pa W2K3 ¥M
= [f5 Fastlane-UCs
=) Eih DRS-HA-Cluster Getting Started
@ 172.17.111
@ 172.17.11.2 - - -
& What is a Virtual Machine?
Avirtual machine is a software computer that, like a
physical computer, runs an operating system and
applications. An operating system installed on a virtual
machine is called a guest operating system.
Because every virtual machine is an isolated computing
environment, you can use virtual machines as desktop or
workstation environments, as testing environments, or to
consolidate server applications.
In vCenter Server, virtual machines run on hosts or
clusters. The same host can run many virtual machines.
Basic Tasks
p Power on the virtual macq%r;e
{3 Edit virtual machine settings
Step 2 Click “Lauch Virtual Machine Console” in the tool bar.
2 &
nio &6 &k e @
=) PC1 - i
= @ L ZASR Y| 5 inch Virtual Machine Console
S| Fastlane-UCs s
= fl DRS-HA-Cluster Getting Started Resource Allog
@3 172.17.11.1
B 17247112 What is a Virtual Machine?
@ W2K3 ¥YM
Avirtual machine is a software com
physical Computer, FUns an Dperatir
Step 3 Click VM->Guest->Send CRTL/ALT/DEL to log into the server
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File View |¥M

ili] Pawer

Guest

| Answer Question...

Snapshot

| sendcCtrltalrdel

Edit Settings...
Migrate...

Install{Upgrade VMv_varSools

Clone...
Template

Fault Tolerance

Add Permission...
Alarm

Report Performance. ..

Windows Server2003
Standard Edition

Rename

| Corporation

Open in New Window...

Delete from Disk

Remove from Inventory

ore information, click Help.

elete to begin.

ation at startup helps keep your

Step 4 Log in with user “administrator” and password “1234QWer”
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o W2K3 ¥Mon 172.17.11.2

File View ¥M

m &6 & B @

Log On to Windows

/ 7 Windows Server2003
¥ Standard Edition

Copyright © 1885-2003 Microsoft Corporation

Username: | Administrator

Password: | eeeeeees|

OK I Cancel Options >>

Step 5 Assign IP address 172.17.P2.1/24 with default gateway 172.17.P2.254 to the NIC.
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21

21 x|

Connection Internet Protocol (TCP/IP) Properties

Status: General |'é‘"“hE

i General I
Duration: Connect using
Speed: 2 IntelR You can get IP settings assigned automatically if your network supports
| g IntellR) this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.
Activity This connectic (" Obtain an IP address automatically
V| Bl Client  —f* Use the following IP address:
Packets: - @ Netw IP address: | 172 .17 .12 . 1

v =i 5

B ¥ interr Subnet mask: | 255 255 .255 . 0
Properties | Default gateway: [ 172, 17 . 12 . 254
Description fs
Transmissio —{% Use the following DNS server addresses:
wide area n
across divel Preferred DNS server: |
. Alternate DNS server: % l
[~ Show icon

21|

Step 6

Advanced... |

o |

Cancel |

ommand Prompt - ping -t 172. 54
(C> Copyright 1985-2003 Microsoft Corp.

C:\Documents and Settings\Administratordping -t 172.

Pinging 172.17.12.254 with 32 hytes of data:

172.17.12.254:
172.17.12.254:
172.17.12.254:
172.17.12.254:
172.17.12.254:
172.17.12.254:
172.17.12.254:
172.17.12.254:
172.17.12.254:
172.17.12.254:
172.17.12.254:
172.17.12.254:
172.17.12.254:
172.17.12.254:
172.17.12.254:
172.17.12.254:
172.17.12.254:
172.17.12.254:

TTL=255
TTL=255
TTL=255
TTL=255
TTL=255
TTL=255
TTL=255
TTL=255
TTL=255
TTL=255
TTL=255
TTL=255
TTL=255
TTL=255
TTL=255
TTL=255
TTL=255
TTL=255

time<{ims
time<ims
time<ims
time<ims
time<ims
time<ims
time<ims
time<ims
time<{ims
time<ims
time<ims
time<{ims
time<ims
time<ims
time<ims
time<ims
time<ims
time<ims

from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from
from

Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply
Reply

hytes=32
hytes=32
bytes=32
hytes=32
hytes=32
hytes=32
hytes=32
bytes=32
hytes=32
hytes=32
bytes=32
hytes=32
hytes=32
hytes=32
hytes=32
bytes=32
hytes=32
hytes=32

Open a command prompt and ping —t the default gateway 172.17.P2.254

=101.x]

17.12.254

Step 7

Leave the ping running and return to vCenter. Select the cluster and the “Virtual

Machines” Tab. Note DRS has placed the VM on one of your ESXi hosts.

© 2013 FastLane and Cisco Systems, Inc.

https://t.me/learningnets

DCUCI Fast Lane Lab Guide 5.2.0

249



= [ PCl DRS-HA-Cluster
=] FastLane-UCS

= ﬁh DRS-HA-Cluster [ Getting Startedy, WStmmary s I L A DrRS [ Resource Allocation .| Performance .
@ 172.17.111
[@ 17217112
O W2K3 ¥M Name | State | Status | Host

@ waKavm Powered On & Mormal 172.17.11.2

Step 8 Right-click the VM and select “Migrate”

DRS-HA-Cluster

el ST Yirtual Machines

Mame | State | Status
|@ W2K3 Power y |& Normal
Guest »
Snapshot 4

@ Open Console

(%  Edit Settings...
|E=é] Migrate...
28 23

& Clone...
Template >
Fault Tolerance »
Add Permission... Ctrl+P
Alarm >

Step 9 Select “Change Host” and click “Next>"
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(% Migrate Yirtual Machine [H[=] B3

Select Migration Type
Change the virtual machine's host, datastore or both,

Select Migration Type
nation

' change host
Move the virtual machine to another host.

" change datastore
Move the virtual machine's storage to another datastore.

" change both host and datastore
ve the virtual machine to another host and move its storage to another datastore.
i, The virtual machine must be powered off to change the YM's host and datastore.

Help | % Back Cancel
4
Step 10  Select the OTHER ESXi Host and click “Next>"
Mame | State | Status | Host |
| (3 W2K3 M Powered On & Normal 172.17.11.2

(=) Migrate Yirtual Machine

Select Destination
Select the destination host or cluster for this virtual machine migration.

Select Migration Type = [i5 Fastlane-UCS
Select Destination = ﬁh DRS-HA-Cluster
vMotion Priority @l
Ready to Complete @ 172.17.11.2

Step 11 Keep “high Priority” and click “Next>" (it does not make ANY difference in this
lab)
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%) Migrate Virtual Machine I[=1 B3

vMotion Priority
Set the priority of the vMotion migrations, relative to the other operations on the destination host.

Select Migration Type
Select Destination % High priority {Recommended)
vMotion Priority

Ready to Complete
- T " Standard priority

High priority vMotions are Favored over standard priority vMotions and are expected to perform
better.

@ If using an ESX 4.0 host or ESXi 4.0 host, click Help for additional information.

Help | < Back | Next = I Cancel |

4

Step 12  Review and click “Finish” to start.

! (% Migrate ¥irtual Machine M[=] B3
i

Ready to Complete
Click Finish to start migration

Review this summary before finishing the wizard.

vMotion Priority
Ready to Complete

Host: 172.17.11.1
Datastore: Current Location
vMotion Priority: High priority

Cancel |

4

[ Help I < Back |

Step 13  Switch to the Virtual machine console. Notice the console itself pauses briefly but
we did not loose a single packet, you can’t even tell from the delay where vMotion
actually happened.
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Command Prompt - ping -t 172.17.12.254

172.17.12.254:
172.17.12.254:
172.17.12.254:
172.17.12.254:
172.17.12.254:
172.17.12.254:
172.17.12.254:
172.17.12.254:
172.17.12.254:
172.17.12.254:
172.17.12.254:
172.17.12.254:
172.17.12.254:
172.17.12.254:
172.17.12.254:
172.17.12.254:
172.17.12.254:
172.17.12.254:
172.17.12.254:
172.17.12.254:
172.17.12.254:
172.17.12.254:
172.17.12.254:
172.17.12.254:

hytes=32
hytes=32
bytes=32
hytes=32
hytes=32
bytes=32
hytes=32
hytes=32
bytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32
hytes=32

time<ims
time<ims
time<{ims
time<ims
time<ims
time<ims
time<ims
time<ims
time<ims
time<ims
time<ims
time<ims
time<ims
time<ims
time<ims
time<ims
time<ims
time<ims
time<ims
time<ims
time<ims
time<ims
time<ims
time<ims

TTL=255

Step 14  Note the timestamps for start and end of vMotion the vCenter log at the bottom of

the window.
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Lab 5-2: Configure Cisco VM-FEX

Complete this lab activity to practice what you learned in the related lesson.

Activity Objective

In this activity, you will add a VM on your ESXi host and provision the VM networking with

the DVS.

®  Connect UCS Manager to vCenter

m Validate VM configuration

®  Add ESXi host to the DVS

®  Provision the Windows 2008 virtual machine to use the DVS port group
m  Validate the VM port state and connectivity with the ping command

®  Demonstrate VMotion of hosts and M81-KR port profile mobility

Required Resources

These are the resources and equipment that are required to complete this activity:

m  Student PC
® Lab implementation information
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Task 1: Provision VMware Integration with Cisco UCS Manager
In this task, you will provision VMware integration in Cisco UCS Manager.
Activity Procedure
Complete these steps:
Step 1 Open Cisco UCS Manager and go to the VM tab.
Step 2 Select VMware and click Configure VMware Integration.

ified Computing System Manager - UCS

© @ @ new-| [osons | @ @ | Aperdnasctiviies | [@est

>> Al > @VMware

@ YMware

wCenters | Certificates | Deletion Tasks | Faults | Events | Fsm

=
EERT]
@ Clusters
=] Port Profiles

are
% Virtual Machines

Step 3 Click Export to download the Cisco UCS Manager extension file.

» Configure ¥Mware Integration

Unified Computing System Manager

Configure YMware Integration Install Plug-in on vCenter Server

1. VInstall Plug-in on
vCenter Server

2.1 Define YMware
Distributed Virtual
Switch{DYS)

3. Upefine port profile

4.0

Apply Port Profiles to
virtual Machines in vCenter
Server

<rrer [[(hext> | Frish | cancel |

Step 4 Click the ellipsis (...) to select a location.
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Export vCenter Extension m

T 2o

< D

. Save Location:l

)] | Cancel I Help |

Step 5 Click Desktop and then Select.

» Pick Save Directory B3

Speichernin: Bl Desktop v n =
i 1M Computer
oy Gh Network
4 Libraries

2 Administrator

=
m Ordnername: [C:\Users\Administrator\Desktop Select |
Dateityp: Alle Dateien v Abbrechen |

Step 6 Click OK to export the extension.

Export vCenter Extension m

@ Save Location:lc:\Users\Administrator\Desktop

OK | Abbrechen | Help |

Step 7 Click OK to close the message for the successful export.

Export vCenter Extension m

@ vCenter Extension Successfully Exported.

Step 8 Leave the wizard open and open vSphere Client, click Plug-ins and choose Manage
Plug-ins.

[‘E’?PCI - vSphere Client

File Edit View Inventory Administration | Plug-ins | Help

a d ‘._h Home b 55 Inventorl Eanage Plug-ins. . I

g & B B B &

B g PCt 172.17.1.121 ¥YMware ESXi, 5.0.0, 505661 |
= [y Podiz
A 179 17 1 1914
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Step 9 In the white space, right-click and choose New Plug-in...

(%! Plug-in Manager

Plug-in Name | vendor | version | Status | Description
Installed Plug-ins
.5 VYMware vCenter Storage Mon... YMware Inc. 5.0 Enabled Storage Monitoring anc
Reporting
|3 YMware vSphere Update Ma...  ¥Mware, Inc. 5.0.0.... Enabled VMware vSphere Upda
Manager extension
.5 vCenter Hardware Status VYMware, Inc. 5.0 Enabled Displays the hardware
hasts {CIM monitoring)
|3 vCenter Service Status VYMware, Inc, 5.0 Enabled Displays the health sta
vCenter services

Available Plug-ins

|| New Plug-in... ”

Step 10  Click Browse to select the Cisco UCS Manager extension.

(%) Register Plug-in X
Current vCenter Server: |Pc1 j

Provide an input plug-in xml file which needs to be registered with vCenter Server,

File name: I

Yiew Xml: {read-only)

Step 11 Browse to the desktop and select the extension file. Click Open to continue.

v [gjj I Search Desktop

Organize v  New folder = - 0 @
X ) I || System Folder ;l
[ Favorites A
B Desktop
& Downloads Administrator
" System Folder
j=| Recent Places
software.org )
| Computer
System Folder
4 Libraries
=] Documents
A . — Network
J Music | System Folder
le=| Pictures
E Videos Cisco UCS Manager
Internet Shortcut
1M Computer 205 bytes
- )
4—* Local Disk (C:) dsco_ucs_vmware_vcenter_extn
&% DVD Drive (D:) W2l XML Document | |
9 shared on MGKME_ | 1,80KB a

File name: Icisco_ucs_vmware_vcenter_extn LI |XML Files (*.xml) j

Open I Cancel |

Step12  Click Register Plug-in.
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@ Register Plug-in

Current vCenter Server:  [PCt =

Provide an input plug-in xml file which needs to be registered with vCenter Server.

File name: |C:\.Documents and SettingsiAdministrator\Desktoplcisco_nexus_1000v_extensior

View Xml: (read-only)

- <extensionDatax

- <obj xmins="urn:vim25" versionld="uber" xsi:type="Extension"
xmins: xsi="http:/ /www.w3.0rg/2001/XMLSchema-instance">
<description=

<label />

<summary />
</description=
<key=Cisco-UCSM-746f86a8-5686-11el-bfc</key>
<version>1.0.0</version>

<subjectName=/C=US/ST=CA/O=Cisco/OU=NexusCertificate /CN=Cisco_Nexus_1000V_
- <servers
<url />
- <description>
<label />
<summary />
</description>
<company>Cisco Systems Inc.</company>
<type>DVS</type>
<adminEmail />
</server>
<client>
<url />
- <description> =

PO Ry 1S

< )
Help Register Plug-in | Cancel |

Step 13 Click Ignore at the Security Warning window:

Security Warning

Certificate Warnings

An untrusted certificate is provided as part of plug-in registration xml. Post-registration, this
certificate will be used by vCenter Server to authenticate the plug-in. Depending on your security
policy, this issue might not represent a security concern.

Click Ignore to continue using the certificate.

Ignore I Cancel |

Step14  Click OK on the message for the successful plug-in registration.

Register Plug-in E3

The plug-in "Cisco-UCSM-746f86a8-5686-11e1-bfc" is successfully registered on vCenter Server pcl.

Step 15  You will observe the Cisco UCS Manager plug-in in the Plug-ins Manager. Click
Close to exit.
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) Plug-in Manager =] B3

| Plug-in Name | Vendor | Version | Status | Description | Progress | Errors
Installed Plug-ins
& YMware vCenter Storage Mon... YMware Inc. 5.0 Enabled Storage Monitoring and
Reporting
& YMware vSphere Update Ma...  YMware, Inc. 5.0.0... Enabled YMware vSphere Update
Manager extension
& wCenter Hardware Status YMware, Inc. 5.0 Enabled Displays the hardware status of
hosts (CIM monitoring)
@ wCenter Service Status YMware, Inc. 5.0 Enabled Displays the health status of
wCenter services
Available Plug-ins
& Cisco-UCSM-746f86a8-5686-...  Cisco Systems, Inc, 1.00 No client side d...
< (|

Help I Close L
Step 16  Return to the Cisco UCS Manager VMware integration wizard and click Next.

Step 17  Set the vCenter server name as Pod#, where # is the podnumber. Set the IP address
of the vCenter server as 172.16.1.2#, where # is your pod number. Set the vCenter
Datacenter Name to your datacenter Pod#, where # is the pod number. Set the DVS
Folder name to Pod#-Folder, again where # is the pod number. Set the DVS Name
to Pod#-DVS, where # is your pod number. Set the DVS state to Enable. Click Next
to continue.

Unified Computing System Manager

Configure VMware Integration Define VMware Distributed Virtual Switch(DVS)

1. VInstall Plug-in on vCenter
Server

2. ‘/DeﬁneVMware enter Server
Distributed Virtual
Switch(DVS) enter Server Name: [Pod9

4 Port Profiles to
Virtual Machoirnesrz'l veéenher S T - - 172'16'1'2?
Server

<rrev [ Next> | Fosh | cancel
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Step 18 Set the Port Profile Name to Pod#-PortProfile, where # is your pod number. Set
Max Ports to 5. Select your pod Pod#Data VLAN and make it native. Set the
Profile Client Name to Pod#-PClient, where # is your pod number. From the drop-
down menus, select your Datacenter, Folder, and DVS. Click Next to continue.

» Configure VMware Integration m

Unified Computing System Manager

Configure VMware Integration Define Port Profile (7}
1. VInstall Plug-in on vCenter
Server
2. ' Define VMware Distributed
Virtual Switch(DVS)
3. V Define Port Profile II’1)¢|9—I’ol’|:l’rofie
4. 1 Apply Port Profiles to <not set> v
;‘:;Uv::‘ Machines in vCenter <notset> -
5
1
<not set> v
Select Name Native VLAN
- default el N
v Pod8Data o
| PodaMgmt el
[
Pod9-PClient
|
Podg -
[
Pod3-Folder v
1
-
[

<prev [[ mext> | Fusn | cancel |

Step 19  Click Next> and Finish to complete the confgiuration.
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e |
Unified Computing System Manager

Apply Port Profiles to Virtual Machines in vCente...

Configure VMware Integration

1. VInstall Plug-in on vCenter
Server
2. Define VMware Distributed
Virtual Switch(DVS
3.V Define Port Profile
4. v Apply Port Profiles to
Virtual Machines in
vCenter Server

e | e | e |[[G]]

Step 20  Expand all of the subsections of VMware in the VM tab. Select your port profile.

VM LANs | virtual Machines | Events [ L

The new DVS is created.

E}@ VMware
@ vCenter Podg
- =i Datacenter Pods
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Step 21 In vSphere Client, navigate to Home > Inventory > Networking. Validate that a
new DVS is created. Observe in Recent Tasks the messages for the creation of the
DVS.

[%5)PC1 - vSphere Client =] 3
File Edt View Inventory Administration Plug-ins Help
B ‘.j Home b g8 Inventory b @ Networking ]w;eaychlmemv ‘Q‘
&R &S
T Pod1DVS
éﬁ' Pod12Folder | Getting Started | Summary .| Networks | Ports  [EEXITRNEOAN Virtual Machines | Hosts | Tasks & Events [ Alarms .| Permissions
= = PodiDVS Remove AddHost... Manage Hosts... MNew Port Group... Manage Port Groups... Edit Settings...
&, uplink-pg-Fod
2, deleted-pg-pghit PodiDvs @ [Panandzoom -]
"m Pod1Profil
M Network, ==
= 2 @ deleted-pg-Pod1DVS Q| | (= uplink-pg-Pod1DVS (i}
Virtual Machines (0)
® PodiProfile IEY
Virtual Machines (0)
© "] ® B
Kl — ]
R Name, T o Stotis comemes B %
Narme [ Target [ Status [ Detals [ Tnitiated by [ VCenter Server | Requested Start ... < | St
¥ Reconfigure vSphere Distributed Switch @y PodiDVS @ Completed Cisco-UCSM-746f... (5 PCI S/9/20128:45:07PM 5/9/2012 8"
¥ Reconfigure dvPort group B uplink-pg-Pod1DVS @ Completed Cisco-UCSM-746F... (5] PCI 5/9/20128:45:00PM /9201

i

Maning  |Administiator

[Evaluati

Activity Verification
You have completed this activity when you have achieved these goals:

B You have successfully integrated the Cisco UCS Manager with vCenter Server.

B You can see the new DVS in vCenter Server.
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Task 2: Create a Dynamic vNIC Connection and Associate It

In this task, you will create a dynamic vNIC connection policy and associate it with the service
profile.

Activity Procedure

Complete these steps:

Step 1
Step 2
Step 3
Step 4

Eqmpment[ Servers = LAN I SAN| VM] Admin |

&+ =

In Cisco UCS Manager, select the LAN tab.
From the Filter field, choose Policies.
Select and expand your organization under Policies.

Right-click Dynamic vINIC Connection Policies and select Create Dynamic vNIC
Connection Policy.
- Dynamic vNIC Connection Policie!

Polici & Filter | = Export |z Print
Filter: Policies -

[

[+

=]

Step 5
Step 6
Step 7
Step 8

» Create Dynamic vNIC Connection Policy E

Create Dynamic vNIC Connection Policy

Number of Dynamic vNICs: |5

= & Policies
() Appliances
=++¢_) LAN Cloud

=} &%, root

& Threshold Policies

&S Default vNIC Behavior
E) Dynamic vNIC Connection Policies
&5 Flow Control Policies
&5 LAN Connectivity Policies
&S Multicast Policies
&5 Network Control Policies
&5 QoS Policies
&S Threshold Policies
VNIC Templates
&, Sub-Organizations
&5 POD_4
&3 Pod1
&8, Pod2
&3 Pod3
[}, 83, Pod9
&5 LAN Connectivit Show Navigator
& Network Contro Cyeate Dynamic vNIC
%5 Qos Policies I§
&5 Threshold Policies
VNIC Templates
&3, Sub-Organizations

[a]

onnection Policy

In the new window, set the Name of the policy according to Pod#-dynNICs.
Set the Number of Dynamic vNICs to 5.
Choose the VMWare adapter policy from the drop-down list.

Choose “Protected, Pref B” as the Protection.

Name: |Pod9-dynNICs Description:
PR

—o____ 1

Protection: (~ ProtectedPrefA (= ProtectedPrefB ( Protected

(0]
Cancel I
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Step 9 Click OK to finish.
Step 10  Navigate to Service Profile in the Server tab.
Step 11 Go to your organization and select your firstservice profile template.

Step 12 From the Network tab, click Change Dynamic vNIC Connection Policy.

Polices |  ServerDetals | FsM | vIF
iSCSI VNICs

B ‘t:!. root
= ‘ti!. Sub-Organizations
&} 43, POD_4

‘i:!. Sub-Organizations
E} ,;:a, Pod3
. 4%, Sub-Organizations
B 5%, Podd

... [00:25:B5:F9:0...
... |00:25:B5:F9:0... 2 2 A ‘Any

I ‘=5 Podg-ESXi2
&% Sub-Organizations

Step 13 In the new window, choose Use a Dynamic vNIC Connection Policy from the
drop-down menu.

i » Change Dynamic ¥NIC Connection Policy

Mo Dynamic vNIC Connection Policy
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Step 14  From the new drop-down menu, choose the dynamic vINIC connection policy you

created in the previous steps.

kﬁv Change Dynamic vNIC Connection Policy

Change Dynamic vNIC Connection Policy

Select the Dynamic vNIC Connection Policy: Use a Dynamic vNIC Connection Policy
(1)

Dynamic vNIC: [geleERe)glN) (83

Step15  Click OK to finish.

Step 16  Confirm that this change requires a reboot of the server

Change Dynamic vNIC Connection Policy

Your changes:

Modify: Service Profile Pod9-ESXil (org-root/org-Pod9/ls-Pod9-ESXi1)

Property: dynamicConPolicyName

Will require User Acknowledgement before the Reboot of:

Service Profile Pod9-ESXil (org-root/org-Pod9/ls-Pod9-ESXi1 ) [Server: sys/rack-unit-8]

Are you sure you want to apply the changes?
Press Yes to disregard the warning and submit changes, No to quit the wizard
or Cancel to make changes to the current configuration.

Nein

Abbrechen

Step 17  Confirm reboot in “Pending Activities”. ALWAYS make sure to ONLY reboot

YOUR OWN servers.

~ Pending Activities |_ (O] ]
User Acknowledged Activities I Scheduled Activities
Q Filter | = Export | (g Print| [V Show Current User's Activities| [~ Acknowledge All
Name Overall Status Server Acknowledgement State Reboot Now B
=5 Service Profile Pod9-ESXi1 1 PendingReboot  |sys/rack-unit-8 Waiting For User v =
=l
Acknowledge z
| =
OK | Apply PL Cancel | Help |

N

|

;

Step 18  Wait for the reconfiguration to complete (UUOS is not needed and used), then

confirm the dynamic vNICS have been added to your first service profile.
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Equipment

=

LAN | SAN | VM | Admin

Virtual Machines
General |

| Polices |
Storage

SR v Servers
=55 =5 Service Profiles

- ,!:!,root

(=), Pod9

(- &5 BIOS Defaults

Step 19
Step 20
Step 21

Step 22

= ‘i:!I Sub-Organizations

=l iSCSI yNICs
=l vHBAS
=l vNICs

i VNIC dynamic-prot-001
-. VNIC dynamic-prot-002
-...=4fl] VNIC dynamic-prot-003

-

Filter | = Export | igz Print

Server Details

| FsM | wviFPats | Fauts | Events

iSCSI vNICs

Boot Order

=4l YNIC dynamic-prot-004
...l VNIC dynamic-prot-005 Name: MAC Address Desired Order | Actual Order Fabric ID Desired Placement
& =5 Pod9-ESXi2 VNIC Pod8-eth-A-B 00:25:B5:39:00:0E |3 1 AB Any
&% Sub-Organizations NIC Pod8-eth-B-A 00:25:85:39:00:0C |4 2 BA Any
& g Z"rﬁ:"’ﬁ'& Templates VNIC dynamic-prot-001 _|Derived 4 s BA Any
. 4, Sub-Organizations VNIC dynamic-prot-002  |Derived 5 3 BA Any
= & Policies VNIC dynamic-prot-003  |Derived 6 7 BA Any
4%, root VNIC dynamic-prot-004  |Derived 7 8 BA Any
- £ Adapter Policies VNIC dynamic-prot-005  [Derived 8 9 BA Any

=} &3, Sub-Organizations
- 53 Pod9

555 =5 Pod9-ESXi1
----- -'. iISCSI vNICs
-~ vHBAS
El---. VNICs
- =il vNIC Pod8-eth-A-B
-4l vNIC Pod8-eth-B-A
----- -. vNIC dynamic-prot-001
-. vNIC dynamic-prot-002
----- ...l YNIC dynamic-prot-003
----- -. vNIC dynamic-prot-004
-...={l] vNIC dynamic-prot-005
=225 w PodS-ESXi2
----- ...={f] iSCSI VNICs
I -~ vHBAS

l -I vNIC Pod8-eth-A-B

l -={i{l] vNIC Pod8-eth-B-A
----- -.={fl] vNIC dynamic-prot-001
----- -. vNIC dynamic-prot-002
-. vNIC dynamic-prot-003
----- ...l YNIC dynamic-prot-004
----- -...={fl] vNIC dynamic-prot-005

Navigate to Service Profiles and select your organization.

Choose your second service profile in the Network tab.

Confirm BOTH ESXI Servers now support 5 dynamic vNICs each.

Reconfigure your second service profile to use the same dynamic vNIC connection
policy.
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Activity Verification
You have completed this activity when you have achieved this goal:

B You can see the new dynamic vNIC connection policy and the dynamic vNICs in the
Network tab of your service profile.
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Task 4: Installing the VM-FEX VEM using VUM

In this task, you will add the necessary patch files to ESXi servers using VUM.

Activity Procedure
Complete these steps:
Step 1 Click “Home” in vSphere Client

|Jv_T,J PC5 - vSphere Client

File Edit View Inventory
a @ Q H%e |

Step 2 Navigate to Solutions and Applications -> Update Manager

Solutions and Applications

52

@)

Update Manager

Step 3 Select the Baseline and Groups Tab

Update Manager Administration for PC1

oy B 8 Baselines and Groups
View Baselines for: |Hosts s/VAs

Baselines
Step 4 Click Create... at Baselines.

Configuratio

Update Manager Administration for PC1

View Baselines for: |Hosts VMs/VAs

Baselines Ctﬁh\ate... Edit... Delete
Baseline Name lContem ]Type }Jompone..l Last Mo...
“[J]Critical Host Patches (Pre.. 227 Dynamic  Host Patc... 1/28/201..
“[[]Non-Critical Host Patches.. 207 Dynamic  Host Patc... 1/28/201..
Step 5 Name the Baseline “VM-FEX baseline”
—Baseline Name and Description
Name: IVM -FEX baseline
Description: | ;I

Step 6 Make sure “Host Extension” is selected as the Baseline Type
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—Baseline Type

Host Baselines VA Baselines
" Host Patch " VA Upgrade

(¢ Host Extension

" Host Upgrade
Step 7 Click “Next>”
Step 8 Scroll down and select the “Cisco Nexus 1000v 4.2(1)SV1(5.2)” for ESX 5.1
(enlarge the “Product” column), DO NOT use any other version.
Patch Name, Product or Type contains: ~ | Advanced... Clear

IPatch Name | Product | Release Date |Type |Severi;|
Cisco Nexus 1000V VEM embeddedEsx 4.0.0, ... 6/10/2010 1:00:0... Host Exte.. Moder
Cisco Nexus 1000V VEM embeddedEsx 4.0.0, ...6/10/2010 1:00:0... Host Exte.. Moder
Cisco Nexus 1000V VEM embeddedEsx 4.0.0, ... 7/13/2010 1:00:0... Host Exte.. Moder
Cisco Nexus 1000V VEM embeddedEsx 4.0.0, ... 7/30/2010 1:00:0... Host Exte.. Moder
Cisco Nexus 1000V VEM embeddedEsx 5.0.0 1/21/2012 1:10:3... Host Exte.. Impor

Cisco Nexus 1000V 4.2(1)SV1(5.1) embeddedEsx 5.0.0 2/14/2012 6:00:5... Host Exte.. Impor

Cisco Nexus 1000V 4.2(1)SV1(5.2) embeddedEsx 5.1.0 9/1/2012 12:17:0... Host Exte.. Critica

P i

Use the V button to move the host extension into the baseline.

Step 9
v|2l
Step 10  Double-check the Extension to add.
Extensions to Add —
Patch Name |Product
Cisco Nexus 1000V 4.2(1)Sv1(5.2) embeddedEsx5.1.0
Step11  Click “Next>"
Step 12  Review and click “Finish”
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(% New Baseline =101X]

Ready to Complete
Review the settings before you complete the wizard.

Baseline Name and Type Review your selection for updates for this baseline and click Finish. To change this baseline, click Back.
Extensions Baselne N VM-FEX Bascli
Ready to Complete aseline Name: - seline

Baseline Type: Host Extension

Extensions:

2] Extensions
Cisco Nexus 1000V 4.2(1)SV1(5.2)

Help | <gack [[ Finish e

4
Step 13  Confirm the baseline is now available.

Baselines Create... Edit... Delete
| Baseline Name IContem lType Compone..l Last Mo...I
E‘chntical HostPatches (Pre.. 227 Dynamic  Host Patc... 1/28/201..
L"_E_]Non-Critical HostPatches.. 207 Dynamic  Host Patc... 1/28/201..
L VM-FEX Baseline 1 Fixed Host Exte... 1/28/201.. |

Step 14  Choose the “Configuration” tab and make sure IP 172.17.1.2P is selected as the
patch store address.

(L1l Events ' Notifications ' Patch Repository ' ESXi Images ' VA Upgrades

Network Connectivity

Client Communication with the Update Manager Server

SOAP port: 8084

Update Manager patch store used by the ESX and ESXi hosts

Server port (range: 80, 9000-9100): 9084

IP address or host name for the patch store: | 172.17.1.21 j

Step 15  In vSphere Client go to Inventory->Hosts and Clusters

File Edit View Inventory Administraton Plug-ns Help

a a ’Q Home
Inventory
T ¥ - B8 e
Search Hosts and Clusters VMs and Datastores and Networking
Templates Datastore Clusters
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Step 16  Select your “DRS-HA-Cluster”

c.‘@a

B 172.17.11.1
B 17217.11.2
B W2K3 VM

Step 17 Select the tab Update Manager (you may have to scroll to see it)
B & & ¥ 880G

B Pal DRS-HA-Cluster

B [y Pod9
@ DRS-HA-Cluster ORS | ResourceAllocation ' Performance ' Tasks &Events | Alarms ' Permissions ' Maps ! Profile Compliance | Storage Views B ManSer KN’
R 17217111 ] o -
E 172.17.11.2 Name contains: I Clear  Scan... Attach... Help  Admin View
I W2K3 VM

Atftached Baseline Groups . ] Aftached Baselines & ]Type ] HostCompliance |#Hosts]

Step 18  Select Attach...

T e el = e s AU -8 Update Manager

Clear Scan... A‘ﬁtf]d'l... Help  Admin View

Type | HAttach baselines and/or baseline
groups to the selected inventory objec

Step19  Select the “VM-FEX baseline” we just created.

Individual Baselines by Type Create Baseline...
Name |Type |
[= Patch Baselines

I~ @ Critical Host Patches (Predefined) Host Patch

I~ Non-Critical Host Patches (Predefined) Host Patch
= Extension Baselines

[v¢ ["F] VM-FEX Baseline Host Extension
_UpEgade Baselines

Caution Do NOT select the patches in this lab since patching will take a long time!

Step20  Click “Attach”
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|";J Attach Baseline or Group !E] !3

Select the Baseline or Baseline Group that you want to attach to DRS-HA-Cluster.

Individual Baselines by Type Create Baseline...
Name |Type |
[= Patch Baselines

- I_‘:[j Critical Host Patches (Predefined) Host Patch
r ‘[r@ Non-Critical Host Patches (Predefined) Host Patch
= Extension Baselines
v JE] VM-FEX Baseline Host Extension

Upgrade Baselines

Baseline Groups Create Baseline Group...

Name Type

Help | Attach Cancel

Step21  Click Scan...

Update Manager

Clear Sgan... Attach... Help  Admin View

Scan the selected inventory object  psts
P (for patch and/or upgrade compliance.

Step22  Confirm scanning for Patches and Extensions

(= Confirm Scan E3
Scan the selected hosts for:

[V Patches and Extensions

™ Upgrades

Help I Scan I Cancel |

Step 23  Wait for the scan to complete. Note all hosts are non-compliant (no software
installed)
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Name contains: I Clear Scan... Attach... Help  Admin View
Attached Baseline Groups ’ Attached Baselines ’ |Type HostCompliance I# Hosts
&3 Al Groups and Independent Baselines || AN »| | B AnApplicable Hosts 2
&3 VM-FEX Baseline Extension &3 Non-Compliant 2

&, Incompatible 0

@ Unknown 0

+/ Compliant 0

Compliant
All Groups and Independent Baselines > Al >
Host Name + | Patches Upgrades IExtensions |Attached Baselin..|Last Patch Scan...

&3 Non-Compliant (1) VM-FEX Bas... 1/28/2013 8:15:1...

172.17.11.1
172.17.11.2

€3 Non-Compliant (1) VM-FEX Bas... 1/28/2013 8:15:1...

Step 24

the Update Manager tab)

I @ PC1
= [E Pod9

Right-click the Cluster and select “Stage Patches...” (or use the “Stage...” Button in

DRS-HA-Cluster

= o [oRS
i3

@
B

Step 25

JRS | Resnurce Allacatinn

"  AddHost... Ctrl+H
[513 New Virtual Machine... Ctrl+N
@& New Resource Pool... Ctrl+0 i
38 New vApp... Ctrl+A E

Rescan for Datastores...

Host Profile »

Add Permission... Ctrl+P

Alarm »
@ Edit Settings...

Open in New Window...  Ctrl+Alt+N

Remove

Rename !
& Scan for Updates
| Jl stage Patches... [ i
4 Remediate...

Select the VM-FEX baseline and both hosts and click “Next>"
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Baselines

v |Name - |Type

v VM-FEX Baseline Host Extension

v IHost ’ |Version Patches IExtensions |
v E172.17.11.1 VMware ESXi 5.1.0 1 (0 staged)

vV [A17217.112 VMware ESXi 5.1.0 1 (0 staged) |

<gack | Next>£ | concel |
2

Step26  Confirm staging of the Nexus 1000v VEM to both hosts with “Next>"

Patch Name, Type or Vendor contains: ~ I Clear

v [Patch Name |Type | Severity |Category [ Impact l Release Date I# Hosts ]Vendor

[V Cisco Nexus... Host Exten.. Critical BugFix Maintenanc.. 9/1/2012 12:17:... €32 Cisco Systems,

2| | i
< Back | Next > Cancel |

Step 27  Review and click “Finish”
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Review this summary before finishing the wizard.

172,17.11.1
172,17.11.2
= BExension Baselines (1)
VM-FEX Baseline
= BExensions (1)
Cisco Nexus 1000V 4.2(1)SV1(5.2)

< Back || Finish {!

Step 28  View the taskbar and wait for the staging to complete

Recent Tasks

MName | Target | Status |
¥ Stage @ 172.17.11.2 @ Completed
¥ Stage @ 172.17.111 @ Completed
¥ Stagepatchestoentity [lj DRS-HA-Cluster & Completed
¥ Scan entity Bl DRS-HA-Cluster & Completed

Step29  Right-click the Cluster and select “Remediate” (or click the “Remediate” Button in
the Update Manager tab)
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DRS-HA-Cluster

B! B AddHost... Ctrl+H

B 1| G7 New Virtual Machine... Ctrl+N

B W @& New Resource Pool... Ctrl+0 =

% New vApp... Ctrl+A :n

Rescan for Datastores...
Host Profile >
Add Permission... Ctrl+P
Alarm >

#h  Edit Settings...

Open in New Window...  Ctrl+Alt+N
Remove

Rename =

&2 Scan for Updates
[J] stage Patches...

| 4 Remedite.. |
"

Recent Tasks

Step 30  Select the VM-FEX baseline and both hosts and click “Next>"

Baseline and T Baselines

Name v | Name 2T
Baseline Groups [v VM-FEX Baseline He
Individual Baselines by Type

{+ Extension Baselines

v lHost ’ ]Version |Patches |Extensions |
v [5 172.17.111 VMware ESXi 5.1.0 1 (1 staged)
v E172.17‘11‘2 VMware ESXi 5.1.0 1 (1 staged)

Step 31 Confirm installation of the Nexus 1000v VEM on two hosts with “Next>"
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%) Remediate

Patches and Extensions

J[=] B3

Select the specific patches and extensions that you want to apply.

Remediation Selection
Patches and Extensions

Patch Name, Type or Vendor contains: ~ I Clear

v | Patch Name | Type I Severity I Category Impact | Release Date ]# Hosts |Vendor | Patcl
[V Cisco Nexus... Host Exten.. Critical BugFix i 9/1/2012 12:17:... [¥]2 Cisco Systems, I.. VEM:
| | |

Help I

Step 32

Task Name:

Confirm “Immediately” as the Remediation Time with “Next>”

VM-FEX installation|

Task Description:

—Remediation Time:

Remediate the selected hosts:
* Immediately

" At time:

1/28/2013 8:25:00 PM ~|

Step 33

Confirm Maintenance Mode Options with “Next>"
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—Maintenance Mode Options:
1. These options also apply to hosts in dusters.

Before host remediation, ESX/ESXi hosts might need to enter maintenance mode. Virtual machines and virtual appliances must be shut
down or migrated. To reduce the host remediation downtime, you can select to shut down or suspend the virtual machines and
appliances before remediation from the drop-down menu below.

Power state:

ats

Not Change VM Po
| Disable any removable media devices connected to the virtual machines on the host.

v Retry entering maintenance mode in case of failure
Retry delay: |5 jl Iminutes :]

Number of retries: I 3 3,

—ESXi 5.x Patch Settings

|~ Enable patch remediation of powered on PXE booted ESXi hosts

1. PXE booted ESXi hosts revert to their original state after a reboot. To keep new software and patches on stateless hosts after a
reboot, use a PXE boot image that contains the updates.

Step 34  Confirm Cluster Remediation Options with “Next>"
|ﬁ Remediate | _ O] x|

Cluster Remediation Options

Remediation Selection To remediate dusters, first you should temporarily disable certain duster features. Update Manager automatically re-enables the features
Patches and Extensions after remediation.
Schedule

Host Remediation Options
Cluster Remediation Optic |V Disable Distributed Power Management (DPM) if it is enabled for any of the selected dusters.

Ready to Complete
| Disable Fault Tolerance (FT) if it is enabled. This affects all fault tolerant virtual machines in the selected dusters.

0 If you let Update Manager disable FT when necessary, you should remediate all the hosts in a duster, so that the hosts remain
consistent. This way FT can be re-enabled after remediation.

Update Manager does not remediate hosts or dusters on which the features remain enabled.

™ Disable High Availability admission control if it is enabled for any of the selected dusters.

I~ Enable parallel remediation for the hosts in the selected dusters.
¢ Automatically determine the maximum number of concurrently remediated hosts in a duster.

| Limit the number, of concurrently remediated hosts in each duster to: G
I Migrate powered off and suspended virtual machines to other hosts in the duster, if a host must enter maintenance mode.

Generate a report of the current configuration and changes during remediation: Generate Report

K —
Help I < Back | Next > I Cancel I

Step 35 Review and start remediation with “Finish”
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%) Remediate BI=1E
Ready to Complete
Review the remediation settings before you complete the wizard.

Remediation Selection Compute Resource: DRS-HA-Cluster
Patches and Extensions Scheduling: Task Name - VM-FEX installation
Schedule Remediate immediately
Host Remediation Options Maintenance Mode Options: Do Not Change VM Power State
Cluster Remediation Options Retry
Ready to Complete Retry every 5 Minutes
3 Retries
Cluster Remediation Options: Disable Distributed Power Management
=
VM-FEX Baseline

= Exensions (1)
Cisco Nexus 1000V 4.2(1)SV1(5.2)

Heb | <Back [ Fnsh | concel

4
Step 36  View the Taskbar and wait for Remediation/Installation to complete.
Recent Tasks
MName | Target | Status |
¥ Check @ 17217.11.2 @& Completed
¥ Instal @ 17217.11.2 @ Completed
¥ Check @ 172.17.111 @ Completed
¥ Install B 17217111 @ Completed
¥ Remediate entity Bl DRS-HA-Cluster @ Completed
Step 37  Note all hosts are now compliant with the VM-FEX baseline
All Groups and Independent Baselines > Al >
Host Name ’ IPatches IUpgrades ]Extensions IAttached Baseli...
172.17.11.1 + Compliant (1) VM-FEX Bas...
172.17.11.2 + Compliant (1) VM-FEX Bas...
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Task 4: Add ESXi Hosts to the DVS
In this task, you will add the ESXi host to the DVS.
Activity Procedure

Complete these steps:
Step 38  Click “Home” in vSphere Client

lﬁ PC5 - vSphere Client

File Edit View Inventory
G 8 (oA

Step 39  Navigate to Inventory > Networking

File Edit View Inventory Administraton Plug-ns Help

@@ [am
Inventory
QL M @& 8 §
) 3
Search Hosts and Clusters VMs and Datastores and Networking

Templates Datastore Clusters

Step40  Select your DVS.
Step 41 Right-click and choose Add Host.

File Edit Yiew Inventory Administration Plug-ins Help

Ei Q Home b g Inventory b Q Metworking
& B &£ &
El @ﬁl : Pod1DVS
= [y Podi2 Sirle
= [ PodizFolder Getting Started | Summary | Hetwarl
(= [PodiDvs
& vMnetwork |} add Host... Chrl+H
(% pe2.ucs.local > Manage Hosts... Ctrl+G
E New Port Group...

Manage Port Groups...
Edit Settings...
@ﬂ Migrate Virtual Machine Networking...

Alarm »

Open in New Window. .. Crl+Al+N

Rename

T
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Step42  In the new window, select your ESXi hosts and the vmnic, which is NOT connected
to the vSwitchO and NOT using the iSCSI Mac address (remember the “FF” inside
the MAC address!). Click Next to continue.

Select Host and Physical Adapters Settings... View Incompatible Hosts...
Network Connectivity HostPhysical adapters | In use by switch | Settings | Uplink port aroup
Virtual Machine Networking =l Q 172.17.81.1 View Details...
Ready to Complete Select physicaladapters
O vmnic0 vSwitch0 View Details... uplink-pg-Pods-DVS
vmnicl - View Details... uplink-pg-Pods-DVS
= B 17217812 View Details...
Select physical adapters
D E@ vmnic0 vSwitch0 View Details... uplink-pg-Podg-DVS
g3 vmnicl - View Details... uplink-pg-Pods-DVS

Step 43  Click Next for the remaining steps without selecting anything and finally click

Finish.
Recent Tasks
Mame | Target | Status | Details |
¥ ReconfigurevSphereD... PodS-DV 74% (BB ) InvokingV..
¥ Reconfigure vSphereD... Pod9-DV @& Completed

Step44  When the process has finished, the ESXi hosts will be available in the Hosts tab of
the DVS switch.

2 PC6 - vSphere Client

File Edit View Inventory Administration Plug-ns Help
a Q @ Home D Sﬂ Inventory D _@_ Networking
B R &£ &

= [ PC6 Pod9-DVS
= [Ey Pod9
= @ Pod9-Folder Getting Started ' Summary ' Networks ' Ports ' Configuration
=) @= Pod9-DVS
B uplink-pg-Pod9-
2. deleted-pg-Podt | Name State | ¥DS Status |

2, Pod9-P @ 17217812 Connected &
£ VM Network B 172.17.81.1 Connected & U

Activity Verification

You have completed this activity when you have achieved this goal:

B You have successfully added the ESXi host to the DVS.
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Task 4: Provision the Windows Virtual Machine to use VM-FEX

In this task, you will link the VM vNIC to the DVS port group.

Activity Procedure

Complete these steps:

Step 1 Navigate to Home > Inventory > Hosts and Clusters and select your VM.
Step 2 In the Summary tab, click Edit Settings.
Step 3 Select the Network adapter. From the Network Label drop-down menu, choose

your port profile.

(%) W2K3 VM - Virtual Machine Properties =01 x]

Hardware IOpﬁons I Resources I Profiles I vServices ] Virtual Machine Version: 7

—Device Status
™ Show All Devices Add... Remove I [V Connected
Hardware | Summary | ¥ Connect at power on
M 4M
#E Memory 1024 M8 —Adapter Type
| ceus ! C t adaptel E1000
& videocard Video card ISR BEE
& VMCIdevice Restricted —MAC Addres
O SCSI controller 0 LSI LogicParallel
2 Harddisk1 Virtual Disk
@, cD/DVD drive 1 cdrom1 {* Automatic M

B Network adapter1
& Floppydrive1

Pod9-PortProfile (Pods...
floppyd

(Direcﬂ’ath 1/o

Status: Not supported €

Network Connection
Network label:
Pod9-PortProfile (Pod3-DVS) j

Pl biabwe
deleted-pg-Pod9-DVS (Pod3-DVS

Help OK I Cancel |

Check the Connected check box and click OK to finish.

Z

Step 4

Activity Verification
You have completed this activity when you have achieved this goal:

B You have successfully changed the network label for the VM network adapter.
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Task 5: Validate the VM Port State and Connectivity with the
ping Command

In this task, you will validate the VM connectivity through the DVS.

Activity Procedure
Complete these steps:
Step 1 Navigate to Home > Inventory > Networking.
Step 2 Expand the DVS and select the port profile.
Step 3 Select the Ports tab and validate the status of the VM port on the DVS.

B G PC6
= [E Pod9
= [ Pod9-Folder £ \
B Pod9-DVS Time since last refresh: 00:13 Start Monitoring Por
B uplink-pg-Pod9-
%’ deleted-pg-Pod! Port ID contains: v Clea
£ [ PodS-PortProfike [ip5reTn | Name [ Connectee | Runtime MAC address | Port group | Directpath 1j0 [ state

2. VM Network 0 - W2K3 VM 00:50:56:94:09:65  Podo-PortProfile Inactive [0 LinkUp

1 Pod$-PortProfile
2 Pod9-PortProfile
3 - - - Pod$-PortProfile
4 PodS-PortProfile

Step 4 Open to the VM console.

(%) PC6 - vSphere Client

File Edit View Inventory Administration Plug-ns Help

a = | ’j Home D Ef] Inventory P @ Hosts and Clus
mnjip &8 G 0B 2 DR
= 5 PC6

= [ Podo
=l [ DRS-HA-Cluster

L8 Summary

@ 172.17.81.1

@ 172.17.81.2 JlGeneral

1 ——
Power »
Guest »
Snapshot »

|C__§,’ Open Console [\

143
(% Edit Settings...
E’{] Migrate...

Step 5 Open a command prompt and ping —t the default gateway 172.17.P2.254
(ol

(C> Copyright 1985-2803 Microsoft Corp.

C:\Documents and Settings\Administrator>ping -t 172.17.12.254

Pinging 172.17.12.254 with 32 hytes of data:

from 172.17.12. time<ims TTL=255
172.17.12. time<ims TTL=255
172.17.12. time<ims TTL=255
172.17.12. time<ims TTL=255
172.17.12. time<{ims TTL=255
172.17.12. time<ims TTL=255
172.17.12. time<ims TTL=255
172.17.12. time<ims TTL=255
172.17.12. time<ims TTL=255
172.17.12. time<ims TTL=255
172.17.12. time<ims TTL=255
172.17.12. time<ims TTL=255
172.17.12. time<ims TTL=255
172.17.12. time<ims TTL=255
172.17.12. time<ims TTL=255
172.17.12. time<ims TTL=255
172.17.12. time<ims TTL=255
172.17.12. time<ims TTL=255
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Step 6 Open the VM tab in UCS Manager, expand the VMWare and Virtual Machines tab,

note you can see the VM in UCS Manager now because it is connected to the UCS
VM-FEX DVS

Equipment | Servers | LAN | SAN |VM |Admin|
Filter: Al v

i+ (=

=3 Al
E} @ Clusters
- P default
- 2 virtual Machines
=-=] Port Profiles
- .| Port Profile Pod9-PortProfile
E}@ VMware
=@ vCenter Pod9
: E} & Datacenter PodS
. =45 Folder Pod9-Folder

=B Pods-DVS

=il Profile Pod9-PortProfile

=il Profile deleted-pg-Pod9-DVS
‘.=l Profile uplink-pg-Pods-DVS
- i@ Folders
=% Virtual Machines
= “*% Host Blade 1/3
. @ Virtual Machines
% ‘.. @ VNICs
=%
=1 Virtual Machines
. 3-*% virtual Machine W2K3 VM
5 =] YNIC 0
‘.. @ VNICs

Activity Verification

You have completed this activity when you have achieved these goals:

B You have successfully executed a ping command using a VM-FEX supported VM.
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Task 6: Demonstrate VMotion of Hosts with Cisco VM-FEX in
Standard Mode

In this task, you will perform a VMotion with Cisco VM-FEX.

Activity Procedure
Complete these steps:
Step 1 On the VM, start a continuous ping to the default gateway 172.17.P2.254

* Command Prompt - ping -t 172.17.12.254 \ =0l x|

C Copyright 1985-20083 Microsoft Corp.
C:\Documents and Settings\Administrator>ping -t 172.17.12.254
Pinging 172.17.12.254 with 32 hytes of data:

Reply from .17.12.254: bytes=32 time<{ims TTL=255
Reply from .12.254: hytes=32 time<{ims TTL=255
Reply from .12.254: hytes=32 time<{ims TTL=255
Reply from .12.254: hytes=32 time<{ims TTL=255
Reply from .12.254: hytes=32 time<{ims TTL=255
Reply from .17.12.254: bytes=32 time<{ims TTL=255

Reply from .17.12.254: bytes=32 time<{ims TTL=255
Reply from - .12.254: bhytes=32 time<{ims TTL=255
Reply from .17.12.254: bytes=32 time<{ims TTL=255
Reply from .12.254: hytes=32 time<{ims TTL=255
Reply from .12.254: hytes=32 time<{ims TTL=255
Reply from .12.254: hytes=32 time<{ims TTL=255
Reply from .12.254: hytes=32 time<{ims TTL=255
Reply from .17.12.254: bytes=32 time<{ims TTL=255
Reply from .17.12.254: bytes=32 time<{ims TTL=255
Reply from - .12.254: bhytes=32 time<{ims TTL=255
Reply from .17.12.254: bytes=32 time<{ims TTL=255
Reply from .12.254: hytes=32 time<{ims TTL=255

Step 2 Navigate to Home > Inventory > Hosts and Clusters and select your VM.

= [ PC6
= [ Pod9
= ) DRS-HA-Cluster

® 172.17.81.1

@ 172.17.81.2 General

B Guest OS: Microsoft Windows Server 2003 Standard
VM Version: 7
CPU: 1vCPU
Memory: 1024 MB
Memory Overhead: 23,17 MB
VMware Tools: /% Running (Out-of-date)
IP Addresses: 172.17.82.1
DNS Name: fastlane-ucs
EVC Mode: Intel® "Nehalem” Generation
State: Powered On
Host: 172.17.81.1
Active Tasks:
vSphere HA Protection: & Protected 07

Q) Which ESX server does the VM run on?
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Step 3 Right-click your VM. Choose Migrate.

= [ PC6
= [#g Pod9 M L
%lljfh DRS-HA-Cluster | Getting Started [IETLILE 6. ResourceAllocation | Performance | Ta

@ 172.17.81.1

[3 172.17.81.2 General

B [:WZ' oot Microsoft Windows Server 2003 Standard
Power N
Guest » CPU
Snapshot y [AMB

17 MB
Open Console

Running (Out-of-date)

=
@ Edit Settings... 17.82.1
[ |

Migrate...
28 Clone... lane-ucs
|I® "Nehalem" Generation
Template »
jered On
Fault Tolerance » | 17.81.1
VM Storage Profile 4
Protected 07
Add Permission... Ctrl+P

Step 4 Select Change Host and click Next to continue.

% Migrate ¥irtual Machine H[=] B3

Select Migration Type
Change the virtual machine's host, datastore or both,

Select Migration Type
nati % Change host

Move the virtual machine to another host.

" Change datastore
Move the virtual machine's storage to another datastore.

¢ change both host and datastore

Move the virtual machine to another host and move its storage to another datastore.
/2. The virtual machine must be powered off to change the ¥M's host and datastore.

Help. < Back Cancel

4
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Step 5 Select your OTHER ESXi host as destination and click Next.

@ Migrate Yirtual Machine

Select Destination
Select the destination host or cluster for this virtual machine migration.

[[=] B3

= [y Podi2

@ 172.17.1.121

R27ie

Compatibility:

Yalidation succeeded

Help I

< Back | Mext = I Cancel

4

Step 6 At the next step, leave the default setting and click Next.

Step 7 Click Finish to start the migration.

Step 8 Open the VM console to monitor the continuous ping during VMotion.

ommand Prompt - ping -t 172.17.12.254
(C> Copyright 1985-2003 Microsoft Corp.

C:\Documents and Settings\Administrator>ping -t 172.17.12.254

Pinging 172.17.12.254 with 32 hytes of data:

Reply from 172.17.12.254: hytes=32 time<{ims TTL=255
Reply from 172.17.12.254: bytes=32 time<{ims TTL=255
Reply from 172.17.12.254: hytes=32 time<{ims TTL=255
Reply from 172.17.12.254: bhytes=32 time<{ims TTL=255
Reply from 172.17.12.254: bytes=32 time<{ims TTL=255
Reply from 172.17.12.254: hytes=32 time<{ims TTL=255
Reply from 172.17.12.254: bytes=32 time<{ims TTL=255
Reply from 172.17.12.254: hytes=32 time<{ims TTL=255
Reply from 172.17.12.254: bhytes=32 time<{ims TTL=255
Reply from 172.17.12.254: bytes=32 time<{ims TTL=255
Reply from 172.17.12.254: hytes=32 time<{ims TTL=255
Reply from 172.17.12.254: bytes=32 time<{ims TTL=255
Reply from 172.17.12.254: bytes=32 time<{ims TTL=255
Reply from 172.17.12.254: hytes=32 time<{ims TTL=255
Reply from 172.17.12.254: bytes=32 time<{ims TTL=255
Reply from 172.17.12.254: hytes=32 time<{ims TTL=255

from 172.17.12.254: hytes=32 time<ims TTL=255

from 172.17.12.254: hytes=32 time<ims TTL=255

Step 9 Navigate to Home > Inventory > Hosts and Clusters to validate that the VM is on

the other ESXi host.
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= [ PC6
= B Po M , _ :
= @ DRS-HA-Cluster | Getting Started ESTUILEIWA Resource Allocation ' Performance |
® 172.17.81.1
@ 172.17.81.2 e
@ Guest OS:
VM Version: 7
CPU: 1vCPU
Memory: 1024 MB
Memory Overhead: 23,17 MB
VMware Tools: /% Running (Out-of-date)
IP Addresses: 172.17.82.1
DNS Name:
EVC Mode: Intel® "Nehalem" Generation
State: Powered On
Host: 172.17.81.2
Active Tasks:

vSphere HA Protection: & Protected &7

Activity Verification
You have completed this activity when you have achieved this goal:

B You have successfully moved the VM on the other host using VMotion and Cisco VM-
FEX.
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