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Program Requirements

FortiManager
FortiAnalyzer
FortiSIEM
FortiClient EMS

FortiEDR
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FortiManager 7.0

Exam series: NSE5_FMG-7.0
Number of questions: 35

Exam time: 70 minutes
Language: English and Japanese

Product version: FortiManager 7.0
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X " . . FortiManager
: Introduction and Initial Configuration

USERNAME:demo PASSWORD:demo
: Administration and Management

: Device Registration

: Device-Level Configuration and Installation

: Policy and Objects
: Global ADOM and Central Management Monitoring
: Diagnostics and Troubleshooting

: Additional Configuration
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https://fortimanager.fortidemo.com/p/login/

Initial ADOM Factory Default
Fortimanager OverView Setup Wizard
Fortimanager vs FortiAnalyzer Initial Config

Management Layers and Modules CLI

Network Topology System Information

Connectivity Ports API

Recommendations
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ADOM Overview
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FortiManager Overview and Features
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FortiManager FortiAnalyzer
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Management Layers and Modules

Global
Object Header and Footer Policies Global ADOM Layer

Database / /

ADOM1 ADOM2

Policy Folders

N ADOM Layer
Import device Policy Folders
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Config Revision (per Device)

\ Install to Managed device J
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Managed device Retrieve Config Retrieve Config

| Device Manager Layer
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Network Topology

FortiManger
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FortiManager Connectivity Ports

Remote management of a FortiGate device

Firmware image download

Antivirus, IPS, web filtering, antispam updates from FortiManager to FND
DNS lookup

Syslog

FortiGuard antivirus and IPS update push

FortiGuard antivirus or IPS update request from a FortiGate device

FortiGuard antispam or web filtering rating lookup from a FortiClient or FortiGate
Web Services (a.k.a XML API)

Web GUI and JSON API

Antivirus and IPS updates for FortiClient

HA heartbeat or synchronization (FortiManager HA cluster)

Two FortiM

Destination Ports

TCP 541 (IPv4), TCP 542 (IPv6)

TCP 443
TCP 443
UDP 53

UDP 514

Listening Ports

UDP 9443

TCP 8890

UDP 53 or 8888
TCP 8080

TCP 443

TCP 80

TCP 5199

ed in de mode

FortiManager devices in cascade mode both listening and destination ports

TCP 8891,8900 and 8901

rmWind
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Recommendations

Deploy to a protected and trusted private network
Use secure communications (HTTPS and SSH)
Configure trusted hosts

Outside access restrict to necessary ports

Outside access specific users using HTTPS and SSH
Secure Password and Policy feature
Check event logs preferbably using a SIEM
SAML SSO Authenticaion

Must register the FortiManager on the FortiCloud
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Factory Default Settings

Default settings are detailed in your
FortiManager QuickStart Guide

Initial Connectivity

Port 1 Mgmt Port with a default IP of
192.168.1.99/24

Connectivity ports opened: PING HTTP HTTPS
and SSH

UserName admin

Password: blank/none
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SetUp Wizard

Register with Forticare and some initial
settings

Change Password
Set Time Zone

Specify Hostname
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Initial Config

Interfaces
Admin Access
DNS

Default Gateway
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Get system status
Show systems interface

Show system DNS

Show system NTP
Get system NTP

Show system route
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show system interface
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show system interface
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get systam ntp
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show system route
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System Information
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System Information

FORTINET
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FortiManager API

Application Programming interface allows
programs to talk to each other

JSON RPC Standard

Detailed documentation in the Fortinet
document library

023 by SZ rmWind !LC. All rights reserved.

2
No part of this book may be reproduced in any jntgpgfé rt&hmgl %ﬂg@’%&?&%g without written permission of StormWind LLC.



Conclusions

Initial ADOM Factory Default
Fortimanager OverView Setup Wizard
Fortimanager vs FortiAnalyzer Initial Config
Management Layers and Modules CLI

Network Topology System Information
Connectivity Ports API

Recommendations
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Overview

Identify purpose of ADOMs When to upgrade ADOM and
Describe ADOM Modes drelielesinoeili:
Configure ADOMs

Create administrator accounts
and permissions Event logs

BackUp and restore

Offline mode

Understand the concurrent Monitoring Tasks
access

Know when and how to use the
workspace
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ADOMs Explained

Purpose is to divide device administration
by business needs.

Geographic location
Business Division

Compliance standards

ADOMs are not enabled by default

Sefect an ADOM
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Two types of ADOMs

Normal: Full access to make configuration changes from
FortiManager to ADOM and managed services

Backup: Back up configuration changes made
directly on managed device
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ADOMs Explained

Normal Mode: Read/Write

All Management panes are available

T'1:

BEE
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ADOMs Explained

Backup Mode: Read Only

Used when making configuration changes directly on
device and fortimanager is used for backups
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Device Modes

Normal(Default)
You can add a Fortigate devices to a single ADOM

Advanced (System Settings>Advanced>Advanced Settings)
Allows flexibility on managing ADOMs and VDOMs across multiple platforms
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ADOM Organization

Device Type

Firmware

Administration responsibilities
Geographic

Customer

Organizational

*ADOM are limited by models
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Conclusions

ADOM Overview
ADOM Modes

Configuring ADOMs
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Creating ADOMs
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Creating ADOMs

Firmware

Type

Mode
Management
Device Selection
Policy Check
AutoPush

Status
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Admin Accounts

Define System Admins vs
Restricted Admins

Control admin access via
profiles, host, and ADOMS

Authenticate and authorize
via external servers
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Configuring Admin Accounts
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View Administrator
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Configuring Admin Profiles
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System Admin
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Restricted
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Restricted
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Multiple Admins and Security
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Trusted Hosts for Admin Users

Up to 10 trusted host
Applies to both GUI and CLI
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Controlling Access through ADOMs

Monitor and Managed based upon ADOM
Increase security and efficiency

Admins with super_user will have full system access to
ADOM
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External Validation of Non-Local Admin logins

] Name*

o record found
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Monitoring Admin Sessions
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Concurrent ADOM Access

By default multiple admins can login to an ADOM at
the same time

Can cause conflict with multiple changes to same
ADOM at once

Config system global
Set workspace-mode disabled

end
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WorkSpace Mode

Disables concurrent ADOM access —
ADOM locking

You must lock to perform update

READ/WRITE for active admin all others
have read only access

11

Config system global
Set workspace-mode normal
end
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WorkSpace Mode

Admin will “lock” ADOM
While ADOM locked
Other admins see ADOM with lock symbol
Other admins have read only
Lock Status
Grey — ADOM Unlocked
Green — ADOM locked by you
RED — ADOM locked by another admin
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Locking Device or Policy Package (WorkSpace Mode)

Device or Policy package must be locked
1 Select device or policy package to lock

2 Right-click select lock

3 Click unlock

System will remove individual device or policy locks
if ADOM is locked
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Supported ADOM Versions

Each ADOM is associated with specific firmware
The same ADOM can manage different versions IF
6.4 and 7

Not 5.x with 7

Fortimanager 7.0 supports ADOM 6.2 6.4 7.0
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ADOM UpGrade and Debugging

You can upgrade the ADOM after you have
upgraded the firmware of all devices contained in it
(prior to Fortimanager 7.0)

Starting fortimanager 7.0 can upgrade ADOM 6.2 to
6.4 without updationg all devices in the ADOM from
FortiOS 6.2t0 6.4
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ADOM UpGrade and Debugging

After UpGrade —
devices and ADOMS
Install any pending devices Check Installation preview to Shared Policy package and

settings or policy package identify any changes caused by objects will not move to the
changes the upgrade new ADOM

Before Upgrades Device Migrated

After Installation, ensure Check if the to-be-installed Can perform input policy
policy packages and device changes are acceptable
configs are synced
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Conclusions

Creating ADOMs
Configuration
Admin accounts and permissions
Concurrent access

Workspace
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FortiManager Backups

All Devices
Global Database
Flash configuration

Does not backup logs, FortiGuard Objects
and firmware

Scheduled backups from CLI only
FTP
SCP
SFTP

023 by SZ rmWind !LC. All rights reserved.

2
No part of this book may be reproduced in any fmgpﬁs rghmgl %ﬂg@’%&?&%g without written permission of StormWind LLC.



FortiManager Backups
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FortiManager Backups — Restoring

Reboots Fortimanager
Supports restore from GUI and CLI

Does not support restore of a backup file with mismatching
firmware image and mismatch model
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FortiManager Backups — Restoring
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FortiManager Backups — Migrating

BackUp Fortimanager configuration on source FortiManager

On CLI of new device, run the following CLI commands
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FortiManager Backups — Offline Mode

Default Disabled
Enabling offline mode stope FGFM Management Protocol (TCP 541)
By Default, offline mode is enabled when a backup is restored

You cannot manage devices when offline mode is enabled

Add Device

:OEMG-VN-64
& 1 ForTimanager-VMod

nabled
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FortiManager Backups — Offline Mode
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FortiManager Backups — Reset Settings

BackUp, then reset using local console

Reset all configuration except interface and routing configuration

Reset all settings will
Reset FortiManager to factory default settings
Erase the configuration on flash, including IPs and routes
Disconnect all the sessions and reboot FortiManager
Format command will
Delete all databases and logs and repartitions hard disk
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Conclusions

Backups
Backups overview
Restoration
Migration
Online mode

Reset settings
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Monitoring Events — Task Monitor

You can Monitor status through System Settings ->
Task Monitor

S ———
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Monitoring Events — Event Log

Monitor Event Logs System Settings -> Event Log
Default Severity set to information

Can change from CLI
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Monitoring Events — Event Log Filters
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Conclusions

Monitoring events
Task monitor
Event log

Filters
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Device Registration — OverView

Configure and apply provisioning profiles to your
managed devices

Add Fortigate to FortiManager
Understand the import report

Add multiple Fortigate devices to FortiManager at
same time

Add chassis to FortiManager
Manage a FortiGate HA using FortiManager

TroubleShoot device discovery issues
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Apply common device settings to devices

Modify and reapply settings

Divide into specific types and modify common
System Templates
IPSec Tunnel
SD-WAN
SD-WAN Overlay
Static Route
Certificate
Threat Weight
CLI
NSX-T Service
Firmware
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Provisioning Templates

023 by SZ rmWind !LC. All rights reserved.

2
No part of this book may be reproduced in any fmgpﬁs rghmgl %ﬂg@’%&?&%g without written permission of StormWind LLC.



Provisioning Templates

Subset of Model device configuration — system-level settings
Configure of modify common settings

Create new templates

Inherit system settings and CLI settings of a managed device
using import

Associate already-managed devices with a profile
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Create, Edit, Delete, Assign
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Conclusions

Provisioning Templates
Applying common device settings to devices
Provisioning

Create New, Edit, Delete, Assign
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Device Registration

Provisioning Templates
Each ADOM has its own set of templates
Can export from one ADOM to another
[pxscute trproflls export-profile CAIGM nsper <protile nawes Coutput file name>]

Export profile from first ADOM to dump to file system
[executs Improfile inport-profils <ADOH nape» chroflls hame> <Lull path of exportsd [ile)

Import profile to new ADOM from file system
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Wizards

Assist with various tasks

Main Wizards
Add Device
Install
Import config

Re-Install Policy
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Methods Overview

Device Registration Wizard

FortiManager Admin uses device registration wizard to register device

If device details are correct, FortiManager registers the device

Requests from supported device

Admin from support device request registration

FortiManager admin accepts/denies requests
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Add Device Wizard

Adds devices centrally managed by your FortiManager
Import all policies and objects from device into Policy& Objects database
Add devices that are not yet online

Performs multiple checks to ensure potential issues such as duplicate names and
conflicts are avoided

Add devices through Device Manager (Device Manager -> Add Device)
Register Fortigate devices only in the root ADOM

If using customer ADOM based on type of device you are registering. Switch to
that ADOM before using the wizard
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Add Device Wizard — OAUTH

OAuth is an open standard for access delegation, commonly
used as a way for internet users to grant websites or
applications access to their information on other websites
but without giving them the passwords

Add device wizard and Discovery mode can use OAUTH for
authorization

Use legacy device login set to off

**Allow pop-ups in your browser**
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Add Device Wizard — OAUTH

Add Device

® Discover Device

Device will be probed using a provided IP address and credentials to determine model type and other
important information

w 1020011
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Add Device Wizard — OAUTH

Fortinet
Security

Fortinet Fabric
Security
Fabric % Root FortiGate - 10.200.1.1

FMG-VM0A16001583
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Discover Device — Legacy Login

Provide FortiGate device IP and login credentials

Credentials must be full read/write
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Discover Device — Legacy Login

FortiManager discovers information about
the device

IP ADDRESS Firmware version
Host Name HA Status

Serial Number Admin username
Model

Can apply system templates for specific
common device-level settings
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Discover Device — Legacy Login
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Legacy Login — CLI

FMG-VYM6E4 # Reques!
( “chent”. "dvmVemd:.dvmvcemdVdiscovervdevice

exec”, "params": [{ "data™ {

{ “id": 168, "result™: |{ "data": {

‘code”: 0, "message” "ok"), "url": "startVprobeVsession"}])
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Device Wizard — Import Options

Discovers and creates initial config
Retrieves support contract and IPS signatures

Choose to import policies and objects
Import Now
Policy package created
Objects added in common ADOM database
Import Later
No policy package and objects added
Can be imported later using the import policy wizard
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Device Wizard — Import Options
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Device Wizard — Policy and Objects

Allows import of policies and objects
Create Policy package under Policy and Object pane
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Device Wizard — Interface Mapping

Maps the device interface to the ADOM interface

e Case
Sensitive
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Device Wizard — Object Conflicts

Searches for Objects to be imported and reports
conflicts

Import Device - Local-FortiGate [root]
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Device Wizard — Object Import

Displays objects being imported from Fortigate
into FortiManager

Import Device - Local-FortiGate [root
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Device Wizard — Import Summary

Import Device - Local-FortiGate [ root |

Podicy bnpoet SummanSownl

o {3 poliches or
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Import Report

Start to imp[ort config from device(Local-Firtigate) vdom(root) to
adom(new-adom), package(Local-FortiGate-pkg)

"firewall service category",SKIPPED,"(name=General, oid=394,DUPLICATE)
"firewall address".SUCCESS,'(name=SUBNET-LOCAL,o0id=525,new object)”

"firewall service custom",SUCCESS,"(name=ALL,oid=44, update previous
Object)”

"firewall policy",SUCCESS,"(namew=4, 0id=922, new object)"
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Device Wizard - Model Device

Supports zero-touch, on-site Fortigate
deployment by automatically promoting a
model device to a managed device

Provisions a device in FortiManager, that is
not yet online

Can link device by either:
Fortigate serial number
Pre-shared key

Must be unique if adding multiple model
devices
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Device Wizard - Model Device

Add Device
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Device Wizard - FortiGate Configuration

Configuration on FortiGate

If serial number is used
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Add Device Wizard - UnAuthorized Device