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Automated Tools

* MobSf - https://github.com/MobSF/Mobile-Security-Framework-MobSF

* RMS - https://github.com/mObilesecurity/RMS-Runtime-Maobile-Security

* Objection - https://github.com/sensepost/objection

* Dexcalibur - https://github.com/FrenchYeti/dexcalibur

Ostorlab - www.ostorlab.co

Mariana Trench - https://github.com/facebook/mariana-trench

Pithus - https://github.com/Pithus/bazaar

Droidstatx - https://github.com/clviper/droidstatx

Code Review rules - https://rules.sonarsource.com/

ReactNative scanner - https://spaceraccoon.github.io/webpack-exploder/
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OWASP MOBILE TOP 10 Risks

Improper Insecure Data Insecure Insecure
Platform Usage Storage Communication Authentication

Insecure Insecure Client Code Code Tampering
Cryptography Authorization Quality

Reverse Extraneous
Engineering Functionality
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