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Lab Introduction

Purpose: The lab exercises contained in this guide give you an opportunity to
reinforce the information you are learning in the course. The lab
exercises are designed to be run in a test lab environment on the
NetWorker training lab system as described below. Some of the lab
exercises may make changes to the system. For this reason, do not
attempt to run the lab exercises on a production system.

Lab Environment: You will be using a Virtual Data Center (VDC) environment in Lab
Manager to perform the EMC NetWorker Installation, Configuration
and Administration course lab exercises.

Each student works in their own VDC configuration, accessed with an
assigned VDC/Lab Manager username and password. The NetWorker
Installation, Configuration and Administration Lab Manager
configuration consists of these 5 virtual machines:

e nwwindows - This will be your primary Windows workstation for
the labs.

e nwlinux — This is your Linux host for the labs.
e dc-This is a domain controller and DNS for your configuration.
e winclient — This will be your Windows client.

e vtl—Virtual Tape Library

Additionally there is a physical Data Domain system that will be used
for some labs. The username and login information for this system
will be provided in the labs that require it.

Important The labs contain tasks and the solutions to those tasks. Many
screenshots are presented which contain information showing how to
perform a task. However, the actual information in the screenshot
may or may not exactly reflect your particular lab environment. Thus,
you should not simply type what you see in a screenshot and
assume that it will work. Always consider the task that is being
performed and determine for your lab environment whether the
steps shown to perform the task are applicable.

References: EMC NetWorker Installation, Configuration and Administration course
student guide

EMC NetWorker Administration Guide
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Logging into the Lab Environment

Step Action

1 Follow these steps to log into the EMC NetWorker ICA VDC lab environment.

Log in to a Windows classroom computer with the login information provided by your instructor.

2 Open Microsoft Internet Explorer and go to the URL, https://vdc.emc.com

Welcome
Please log on to continue.

Log On

3 Log in to the Virtual Data Center with the user name and password provided to you by the
instructor.

Welcome
Please log on to continue.
Username; [giERLELE

LogOn
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https://vdc.emc.com/

Step

Action

At the Applications screen, click the Virtual Lab Manager link.

bed &

Settings Log Off =

| _Select view: ~ |

Virtual Lab Manager
1

Hint: Unable to find the resource you need? Use Search to locate it for you. (%I

If you see this message, click Continue to this website.

@ There is a problem with this website's security certificate.

The security certificate presented by this website was not izssued by a trusted certificate
authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server,

we recommend that you close this webpage and do not continue to this website,

@ Click here to close this webpage.

B Continue to this 1.n.rebsi{;_le7 {not recommended].

® More information

At the Lab Manager login screen, enter the Lab Manager Login User name and Password assigned
to you by your instructor. Then, click Login.

(&) vmware:

VMware vCenter F

Lab Manager 4.0

1ser name and pass then click Login to continue.

W Remember me
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Step Action

7 You will be working in the NetWorker 8.1 ICA configuration for all the labs for this course. To get
your own personal copy of the configuration, clone the configuration to your Lab Manager
workspace.

In the left pane of the Lab Manager screen, click Library. Next, right-click the NetWorker 8.1 ICA
configuration and select Clone to Workspace.

NetWorker 8.1 ICA » [RS8
History

Clone to Workspace...

MetWorker Device In e

Export...

8 In Clone to Workspace, click OK.

Clone to Workspace: NetWorker 8 ICA

Clone to:

Workspace e =1

& New Configuration

€ Existing Configuration

Name BRSMAL Labs 3 & 4 Exchange

Change Summary -
=
Change = Fpear i e History b of s configuration:

Create a Linked Clone of:

@& all virtual Machines (5)
€ selected Virtual Machines:

Console Virtual Machine

[Unceploned]
= [Dncepved .

|»

"

nwlinux

reepioyen
12 vt

9 Click Workspace on the left side of the screen.

Result: When the clone operation completes, you see a clone copy of the NetWorker 8.1 ICA lab
configuration in your workspace on the right side of the screen with 5 small console windows as
shown here. The status of each window and the configuration is Undeployed.

Im [E] Clone (1) of NetWorker 8.1 ICA »  Undeployed
f§ o

|Undep|ny‘ed | | Urdeployed |
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Step Action

10 | To be able to use the configuration, it must first be deployed. Highlight the Clone (1) of
NetWorker 8.1 ICA configuration and select Deploy with defaults.

[E] Clone (1) of NetWorker 8.1 ICA » [T
History

Chrw Conenlaz

Deploy with defaults
Deploy... 'h

Note: Deploying the configuration may take 4-5 minutes.

11 | After the status of the configuration changes to Deployed, highlight the arrow next to the Clone (1)
of NetWorker 8.1 ICA configuration and select Show Consoles.

Open
History

12 Alternatively, to see just one console window at a time, click in the small console view of the virtual
machine that you want to work in.

nwlinux

All Consoles

l win't.élli-ent
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Step

Action

Result: Only the console window for that machine is displayed for you to work on that machine.
When you wish to work on another virtual machine, click Configuration in the upper left of the
screen and choose another virtual machine console. You can also view a console with Remote
Desktop by clicking the Remote Desktop button.

|| Configuration | ¥ | Snapshot Revert Chrl-Alt-Del | Remote Desktop |

e \

Note: For best performance, it is recommended that you perform all labs from a remote desktop
session on the nwwindows.emc.edu server. From there you can log in to all other servers.

14

To work on a virtual machine, click inside its console window, or for best performance launch a
Remote Desktop session.

15

To send a Ctrl-Alt-Delete sequence to one of the Windows machines if using the console, right-click
or mouse over the arrow next to the machine name in the tab and select Ctrl-Alt-Delete.

| inclent " [7ep out conole

Ctrl-Alt-Delete
Shut Dh’nm

Note: To send Ctrl-Alt-Delete using a key sequence, press Ctrl-Alt-Insert.

16

When prompted to log onto or unlock a Windows virtual machine (nwwindows or winclient), enter
the following information in the login screen:

User name: Administrator

Password: student

EMC Education Services




Step

Action

17

When prompted to log onto or unlock the Linux virtual machine (nwlinux), best performance can
be achieved by initiating a putty session from the nwwindows server. Alternatively you can click in
the console window for the machine and enter the following information:

User name: root

Password: student

Wed Jul 05, 3:07 PM

Session Language Actians Theme

Welcome
K1l 4

18

To bring up a terminal window on the nwlinux host, right-click the Terminal icon and select Open.

19

You can access the Linux host from the Windows host nwwindows with PuTTY for command line
access or with remote desktop for GUI access.

20

To release the cursor from a console, press Ctrl-Alt.

21

When you are finished with your Lab Manager configuration for the day, just logout of Lab
Manager. (There's no need to undeploy the virtual machines until you are finished with all the labs
at the end of the class.)

To log out of Lab Manager, click Logout in the upper right corner of the Lab Manager screen.

|i Preferences Lngﬁut i

End of Lab Manager Logon Instructions
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Lab 2: NetWorker Software Installation

Purpose:

In this lab you install NetWorker Server and NetWorker Management Console
software on either nwwindows or nwlinux. This host will be used for
configuration and administration of NetWorker during the remainder of the
class. You then configure the host you didn’t choose (either nwwindows or
nwlinux) as a NetWorker storage node. The storage node will be used in a
later lab. In the last section of this lab, you install NetWorker client software
on the Windows client, winclient.

Lab Environment:

In the Virtual Data Center (VDC) environment, two host computers in the VDC
are assigned to you as potential NetWorker servers: one is a Linux host
(nwlinux) and the other is a Windows 2008 system (nwwindows). You decide
which host to use as the NetWorker and Console server. This host is referred
to as Host A in the diagram. The other host will be a remote storage node.

This host is referred to as Host B in the diagram.

=
)

< >
< >
NetWorker
Server
Storage Storage
Robotics Node Node Robotics
NetWorker
Client Mgmt Client
Console Srv
Host A Host B

You decide: If your Windows host, nwwindows, is Host A, then your Linux
host, nwlinux, is Host B. If your Linux host, nwlinux, is Host A, then your
Windows host, nwwindows, is Host B.

Lab 2 Instructions:

If you decide to install the NetWorker Server and NetWorker Management
Console on the Linux host, nwlinux, perform Lab 2-1.

If you decide to install the NetWorker Server and NetWorker Management
Console on the Windows host, nwwindows, perform Lab 2-2.
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Lab Exercise 2-1: Install NetWorker and NMC Software on Linux

Purpose: In this lab you install the NetWorker server and NetWorker Management
Console server software on the Linux host, nwlinux. This host will be used
for configuration and administration of NetWorker during the remainder of
the class. You configure your Windows host, nwwindows, as a client and
remote NetWorker storage node. The storage node is used in a later lab.

Tasks: In this lab you:

e Install and configure your Linux host, nwlinux, as both a NetWorker
server and a NetWorker Management Console server.

e Verify the installation was successful.
e Stop and restart the NetWorker processes/services.

e Install your Windows host, nwwindows, as a NetWorker storage
node.

Lab Environment:

A 4

= =
) )

NetWorker
Server

Storage Storage
Robotics Node Node Robotics
NetWorker
Client Mgmt Client
. Console Srv .
Linux Windows
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Lab Exercise 2-1 Part 1: Install NetWorker Server and Console Server on a Linux Host
Perform the steps in Lab 2-1 onlyif you are installing the NetWorker Server and NetWorker Management
Console software on your Linux host.

Step Action

1 Open a remote desktop session and log in to the Windows host, nwwindows with user
administrator password student. Then, open a PuUTTY session to nwlinux using the PuTTY icon on
the desktop.

uTTY Configuration X I
Categony:

- Session | Bagic options for pour PUTTY sezsion |

T Llnggmg — Specify the destination you wart to connect to
= Terminal

- Keyboard Hogt Mame [or IP address) Fart

- Bel | |22

- Features Connection type:

- winda " Raw  Telnet © Rlogin @ S5H " Serial
Camputer - Appearance
- Behaviour
- Tranglation
- Selection

- Colours

=- Clnnnectinn

iy

 Load, save or delete a stored session
Saved Sessions

Load |
Save |

Log in to nwlinux using the following credentials:
Username: root
Password: student

2 Change directory to the location of the EMC NetWorker software. Unzip and untar the software
file.

Type the following:
e cd /software
e tar xzvf nw8l linux¥* @
e cd linux x86_64

Result: The directory /software/linux x86 64 contains the rpm files for the Linux
installation.

[rootBnwlinux linux =86 64]# ls
lgtoclnt-5.1.0.1-1.x86 6&d.rpm LGTO METAFILE. linuxxS6 64

lgtoclnt 5.1.0.1 amdéd.deh lgtonme-5.1-1.x86 64, rpm
lgtofr-5.1.0.1-1.x86 64.rpm lgtonode-8.1.0.1-1.x86 &4.rpm
lgtoja-5.1.0.1-1.x86 64.rpm lgtoserv-8.1.0.1-1.x86 &4.rpm
lgtoko-5.1.0.1-1.x86 6&4.rpm lgtozh-8.1.0.1-1.x86 &64.rpm
lgtolicwm-5.1.0.1-1.x86 6d.rpm HNetlorkeridaptor-1.1.0-258-linux-x6d4.run

lgtoman-8.1.0.1-1.x586 &d.rpm gd products.res
[rootlnwlinux linux =86 64]# I
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Step

Action

To install the NetWorker server, install the following rpm files in this order:

Igtocint, Igtonode, Igtoserv

In the terminal typ E
rpm - lgtoclnt*.rp gtonode* lgtoserv¥*

[rootlawlinux linux =56 _64]1# rpm -ivh lgtoclnt*.rpm lgtonode* lgtoserv®
Freparing. .. HEHBHBHEHEH R R RN RN E R RS R SRS AR g Ra g nggagsg [100%]
1:1lgtoclnt HESBHUHEHEHBRRRRRRRERR RS SRRy Ry g nagaigsy [ 33%]
Z2:lgtonode HESBHOHEHEHBRRRRRRRERR SRR SHAng g g nggagsy [ 67%]
3:lgtoserv HESOBHBHBHRHBR RN RN RN RRRER SRS ang g nanggagsy [100%]
[root@nwlinux linux xS56_64]# I

To install the man pages and the NetWorker Management Console software on this machine,
install the following rpm files:

Igtoman, Igtonmc
In the terminal type:
rpm -ivh lgtoman* lgtonmc¥*

[rootl@nwlinux linux x86 62]# rpw —ivh lgtoman® lgtonmo®
Preparing... HEHBSHEHSHTEH USRS R SRS [100%]
1:lgtomme HEHBHHHEEHUEHUNNBRESUHHHUNNNBHEREHSHEHERERE [ 505

NOTE: To complete configuration execute the following script as root:
Jopt/ lgtonme/bin/mme config

2:lgtoman HHSHEHUBHHRERBERARHHHEBHERHARARE RS HEEEE [100%]
[rootBawlinux linux_ x56 641 # I

To complete the NetWorker Management Console installation, run the nmc_config script.
Accept all default values.

In the terminal type:
/opt/lgtonmc/bin/nmc_config

After all the specified packages are successfully installed, start all the NetWorker processes.
/etc/init.d/networker start
Start all Console server processes.

/etc/init.d/gst start

During installation of the NetWorker server software, several entries are appended to
/etc/syslog.conf. Senda HUP signal to sys1logd so that it will reread its configuration file.

pkill -HUP syslog

EMC Education Services
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Lab Exercise 2-1 Part 2: Verify a Successful Installation on the Linux Host

Step

Action

Verify that all the required NetWorker and Console server processes are running:

nsrd nsrexecd
nsrmmdbd gstd
nsrindexd httpd
nsrjobd dbsrvl2

In the terminal Type:

ps -eaf | egrep 'nsr|gst|dbsrv|httpd'

[rootlnwlinux linux_xBG_GQJ# ps —eaf | egrep 'nsr|gst|dbsrv|httopd’
root 4545 1 0 15:31 ? 00:00:00 fusr/sbin/nsrexecd
root 4559 1 0 15:32 7 00:00:00 fusr/sbin/nsrd

root 4573 4553 0O 15:32 7 Q00:00:00 Susr/sbhin/d narmuadiad
root 4577 4559 0 15:32 7 00:00:00 fusr/shin/nsrindexd
root 4580 4559 0 15:32 2 00:00:00 fusr/sbin/nsrdispd
root 4583 4559 0 15:32 7 00:00:00 /fusr/shins/narjobhd
root 4535 4545 0 15:32 7 00:00:00 fusr/shin/nsrlogd
root 4633 1 0 15:32 ? 00:00:00 fopt/lgtomne/bin/gstd
root 4545 4553 0 15:32 7 Q00:00:00 Susr/shind narviwsd
root 4570 4633 5 15:32 7 00:00:03 Sopt/ lgtonme/ svhasasbind/dbsrvlz

-x tepip(ServerPort=g638) -ti 1500 -tl 6000 -sb 0 -2 -gk all -o fopt/lgtonme/ lo
=/db_output.log -ch 500m -n gst on nwlinux fopt/lgtonme/ lgto gstdb/ lgto gst.db

root 45397 4545 0O 15:32 7 Qa0:00:00 Susr/shind/nasrsnmd -2 nwlinux.em
.edu -M 655 -n 424763513 -N 1

root 4714 1 0 15:32 7 00:00:00 fopt/ lgtonme/apache/bin/httpd -]
FSopt/ lgtonme/ apache,/ conf/ hetpd. conf

nohody 4715 4714 0 15:32 ? 00:00:00 fopt/lgtomne/apache/bin/httpd -

Jopt/ lgtomme/apache/conf/httpd. conf
root 4735 4261 0 15:33 pra/il
[rootBnwlinux linux x86 o4]# I

00:00:00 egrep nsr|gst|dbsev|httpd

2 Stop all the NetWorker daemons. Verify they are no longer running.

nsr_shutdown
ps -ef | grep nsr

[rootlnwlinux linux =86 64]# nsr shutdown
Stopping serwvice: nsrd [(4559)

Maiting for serwvice: nsrd [(4559)

Maiting for service: nsrd ([(4559)

Maiting for serwvice: nsrd [(4559)

Service nsrd (4559) shutdown.

Stopping service: nsrexecd [(4545)

Serwvice nsrexecd (4543) shutdown.
[rootlnwlinux linux =56 _64]# ps -ef |grep nsc
root BO075 4261 0O 15:36 pta/1l Qo0:00:00 grep nsr
[rootlnwlinux linux =56 64]# I
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Step Action
3 Restart all the NetWorker daemons.
/etc/init.d/networker start
4 Stop all the Console server daemons and verify they are no longer running.
/etc/init.d/gst stop
ps -eaf | egrep 'gst|dbsrv|httpd'
[rootlnwlinux linux xS6 64]1# Setc/init.d/gst stop
Stopping G3T:
done.
[rootEnwlinux linux_xBE_E%]# ps -eaf |Iegrep ‘gt | dbsev| htopd!
root 11142 10047 0O 13:57 ptasz go:00:00 egrep gst|dbhsrv| httpd
5 Restart the Console server daemons.
/etc/init.d/gst start
[roctlnwlinux linux x86 64]# Setc/inic.d/gst start
SJtarting &3T:
3T Services, Version S§.1.Build.19%9
done.
[roctlnwlinux linux x86 64]# I
6 Change directory to /opt. You should see the directory containing the Console server software,
lgtonmec.
cd /opt
1ls -al
Change directory to the location of the Console server database 1gto gstdb and list the
contents.
cd /opt/lgtonmc/lgto_gstdb
1ls -al
Change directory to /nsr and list the contents. Among the other NetWorker directories, you
should see the directories for the NetWorker control data: index, mm and res.
cd /nsr
ls -al
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Lab Exercise 2-1 Part 3: Install a NetWorker Storage Node on a Windows Host

In this lab, you install the NetWorker storage node software on the nwwindows machine.

Step

Action

If not already there, log in to the Windows host, nwwindows.emc.edu, using the administrator
account, password student if you have not already done so.

Open the C:\software\nw81l win x64\win_x64 folder.

From Windows explorer, run the following file.
Double-click or execute: autorun

In the Internet Explorer window that opens, click Install EMC NetWorker 8.1 Software

Install EMC MNetWorker 8.1 software

Yisit the EMC Software web site

Install NetWorker, providing all the information specified below when prompted:
1. Click Run to run the software; click Run again.
Select a language for the installation.
Do NOT configure the Windows firewall.
Install Storage Node software. This also installs the client software.
Use the default installation directory.
When prompted for NetWorker servers that are allowed to back up your host, do not
specify any.
Warning: This is insecure but avoids possible backup failures in later Lab Exercises!
7. Do not run the Change Journal Manager after installation (uncheck the option).

ou AW

Close the Thank you for selecting EMC NetWorker Internet Explorer window.

End of Lab Exercise 2-1

Gofolab 2-3
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Lab Exercise 2-2: Install NetWorker and NMC Software on Windows

Purpose:

In this lab you install the NetWorker server and NetWorker Management
Console server software on the Windows host, nwwindows. This host is
used for configuration and administration of NetWorker during the
remainder of the class. You will configure your Linux host, nwlinux, as a
remote NetWorker storage node. The storage node is used in a later lab.

Tasks:

In this lab you:

e Install and configure your Windows host, nwwindows, as both a
NetWorker server and a NetWorker Management Console server.

e Verify the installation was successful.

e Stop and restart the NetWorker processes/services.

e Install your Linux host, nwlinux, as a NetWorker storage node.

Lab Environment:

g
)

NetWorker
Server

Storage
Robotics Node

Al

Storage
Node

E=
)

Robotics

NetWorker
Client Mgmt
Console Srv

Client

Windows
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Lab Exercise 2-2 Part 1: Install NetWorker Server and NMC on a Windows Host
Perform the steps in Lab 2-2 ONLY if you are installing the NetWorker Server and NetWorker Management
Console software on the Windows host, nwwindows.emc.edu.

Step Action

1 Log in to the Windows host, nwwindows, using the administrator account, password student.

Administrator

Browse to the C: \software\nw81 win x64\win_x64 folder.

3 Double-click the file named autorun.

Install NetWorker, using the information below:
1. Click Run to run the software.
2. Inthe Thank you for selecting EMC NetWorker Internet Explorer window, click Install
EMC NetWorker 8.1 software.
Click Run to run the software; click Run again.
Select a language for the installation.
Do NOT configure the Windows firewall.
Install Server and Client and NetWorker Management Console software. (This also
installs the storage node software.)
Uncheck Block Based Backups
Use the default installation directory.
Accept the terms of the license agreement
10. When prompted for NetWorker servers that are allowed to back up your host, do not
specify any. Warning: This is less secure but avoids possible backup failures in later
labs.

ouhkWw

© ® N

4 Use the following information for the NetWorker Management Console part of the installation:
e Use the default installation directories.

e Use the default port numbers for the Web Server and the Client Service.

¢ Do not launch the Console client after installation (uncheck the option).

Click Finish to exit the wizard.

5 Do NOT run the Change Journal Manager after NetWorker server installation.

Click Finish to exit the installation process.

6 Close Internet Explorer.
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Lab Exercise 2-2 Part 2: Verify Successful Installation on the Windows Host

Step

Action

On nwwindows, open the Services window and verify that the following services are running:
e NetWorker Backup and Recover Server
e NetWorker Remote Exec Service
e EMC GST Service
e EMC GST Web Service

Note: Services are viewed using Start > All Programs > Administrative Tools >Services, or by typing
services.msc in the Start > Run box.

Right-click the NetWorker Remote Exec Service and select Stop from the menu.
Note that the other services depend on this service and therefore will be stopped as well.

Start all the services that were stopped.
Note: EMC GST Web Service is started automatically when the EMC GST service is started.

Right-click NetWorker Remote Exec Service and select Start from the menu.
Right-click NetWorker Backup and Recover Server and select Start.

Right-click EMC GST Service and select Start.

Close the Services window.

Open the Task Manager and verify that all required NetWorker and Console processes are running.
Right-click the task bar at the bottom of the screen, select Task Manager and go to the Processes
tab. Check the box at the bottom of the window entitled Show processes from all users.

e Dbsrvl2
e gstd

e httpd

e nsrd

e nsrexecd
e nsrindexd
e nsrjobd

e nsrlogd

e nsrmmdbd
e nsrsnmd

Close Task Manager.

EMC Education Services




Lab Exercise 2-2 Part 3: Install a NetWorker Storage Node on the Linux Host

Step

Action

Log in to the Linux host, nwlinux, via the PuTTY link on the desktop with the following:
e Username: Root
e Password: Student

Change to the /software directory and extract the software files.

Type:
cd /software
tar xzvf nw8l linux*
cd linux x86 64

Result: The directory /software/linux x86 64 contains the rpm files for the Linux
installation.

[rootfnwlinux linux x36 64]# 1=
lgtoclnt-5.1-1.x586_ 64.rpm LGTO METAFILE. linuxxS6_ 64

lgtoclnt 5.1 amded.deh lgtomme-5.1-1.x86_64.rpm
lgtofr-8.1-1.x56_64.rpm lgtonode-8.1-1.x56_64.rpm
lgtoja-8.1-1.x56_64.rpm lgtoserv-8.1-1.x56_64.rpm
lgtoko-8.1-1.x56_64.rpm lgtozh-8.1-1.x86_64.rpm

lgtolicmw-5.1-1.x586_ 64.rpm MNetlWorkerlidaptor-1.1.0-Z8-1linux-x6d.run
lgtoman-5.1-1.3%86_ 64.rpm =d products.res
[rootflnwlinux linux xS6 64]#

To install the NetWorker storage node, the following rpm files must be installed in the following
order:

Igtocint, Igtoman, Igtonode
In the putty terminal type:

rpm -ivh lgtoclnt*.rpm lgtoman* lgtonode*

[rootBnwlinux linux =56 _64]# rpm -ivh lgtoclnt*.rpm lgtoman® lgtonode®

Preparing... HESHHASHER SRR AR RA R RA PR PR AR RE [100%]
1:lgtoclnt HESHHAHHBRTHEARHAARERNHEANHRATHERTHERRHERRE [ 335%]
Z: lygtoman HESHHASHBRTHEARHARRERNHEARHRATHERTHERRRERRE [ 875
3:lgtonode HESHHAHHBRTHRARHAARERARERHHRAHEARHERRHERRE [100%]

[rootBnwlinux linux =356 _64]# D
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Step Action

4 Start the NetWorker client process and verify that it is running.

Type: /etc/init.d/networker start
Type: ps -ef | grep nsr
End of Lab Exercise 2-2
Go to Lab Exercise 2-3
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Lab Exercise 2-3: Install NetWorker Client Software on Windows

Purpose: In this lab you install NetWorker client software on your Windows client
machine, winclient.

Tasks: In this lab you:

e [Install NetWorker client software on the Windows machine,
winclient.
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Lab Exercise 2-3 Part 1: Install NetWorker Client Software on a Windows Host

Step

Action

Start a remote desktop session using the link on the desktop and log in to the Windows host,
winclient.emc.edu using the following:

e Username: Administrator

e Password: Student

From Windows Start > Run, open the share \\nwwindows\software.

=re ]

@ Typethe name of a pregram, folder, document, or Internet
resource, and Windows will epen it fer you,

Open: I Wwwindows\software j

@ This task will be created with administrative privileges.

oK D; Cancel Browse... |

Openthe nw81 win x64\win_x64 folder in the share.

Double-click or execute: autorun

Install NetWorker, providing all the information specified below when prompted:

1. Click Run to run the software.

2. Inthe Thank you for selecting EMC NetWorker Internet Explorer window, click
Install EMC NetWorker 8.1 software.

3. Click Run to run the software. Click Run again.

4. Do not configure the Windows firewall.

5. Install Client software only.

6. Use the default installation directory.

7. When prompted for NetWorker servers that are allowed to back up your host,

do not specify any.
8. Do not run the Change Journal Manager after installation (uncheck the option).

Close Internet Explorer.
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Step Action

5 Enter the server names of the servers you selected for each client:

<Networker_Server>

<Storage_Node>

<Client>

6 Reboot each of the machines that you installed software on.

e For nwwindows and winclient, select Start -> Restart
e For nwlinux, from a command prompt type: reboot

End of Lab 2-3

End of Lab 2
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Lab 3: Using the NetWorker Management Console

Purpose: In this lab, you explore the Console GUI

Tasks: In this lab you will:

e Launch Console and define a NetWorker server to manage.
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Lab Exercise 3-1: Connect to the Console Server from the Windows Host

Note: For all of the labs in this course you will be connecting to the console server from the Windows server,
nwwindows.

Step Action

1 Open a remote desktop session to the nwwindows.emc.edu server.

From nwwindows, connect to the Console server by opening Internet Explorer on that host and
browsing to the following URL:

http://console server:9000

Replace console_server with the host name of your Console server, either nwlinux.emc.edu or
nwwindows.emc.edu.

EMC

NetWorker 8.1

Browser, 0S, & JRE Requirements

Start |

(© 2013 EMC Corporation All rights reserved.
Use of this product constitutes acceptance of the end user license agreement.
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Step Action

2 Click Start to launch the Console client. Answer yes to any security questions.

Click Run to start the application.

Accept the End User License Agreement.

The first time you log in to NetWorker Management Console, the Console Configuration Wizard

starts.
It will be used in the next lab to initially configure portions of your NetWorker environment.

™ Console Configuration Wizard

Welcome to the Console Configuration Wizard

Thiz wwizard will guide you through the follovwing configuration steps.

1. Zet Administrator pazsword (Console Security Administratar only)
2. =et MetWarker Management Console database backup server

3. Add MetMorker servers

Allthe above settings can alzo be changed using the main uzer interface.

Note: Whenever the Console server is used in the remaining labs for this course, start it from the
Windows host, nwwindows.emc.edu.

End of Lab Exercise 3-1
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Lab Exercise 3-2: Customize the NetWorker Management Console Server

Step Action

1 The first time you log in to the NetWorker Management Console, the Console Configuration
Wizard starts and displays a welcome screen.

Run the wizard and follow the instructions.

Note: If the wizard is not currently running, start it from the Console Setup window. Select Setup >
Configuration Wizard. Also, the wizard can be rerun at any time.

™ Consale Configuration Wizard

Welcome to the Console Configuration Wizard

Thiz wizard will guide you through the fallowing configuration steps.

1. Set Administrator password (Console Security Adminiztrator only)
2. Zet MetWorker Management Console database backup server

3. Add MetWiarker servers

Allthe above settings can alzo be changed using the main user interface.

Click Next.
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Step

Action

Set the password for the NetWorker Administrator user account to: networker
Confirm the password.

™ Console Configuration Wizard 1 |

Set Administrator Password

The passwoard must contain at least eight characters and cannot be the
SFEME 85 USEr Name.

Pazsward: |......... |

Confirm Password: |......... |

| =Back || Next = || Cance |

Click Next.

Specify the fully qualified name of your NetWorker server in the NetWorker Server field.

Note: Ensure that the client name matches the NetWorker Server name exactly and that the FQDN
is used for both.

 Console Configuration Wizard

Set Database Backup Server

Pleaze specify the MetWorker server that will backup the Console database.
If you do not wish to zetichange the backup server click Mext.

MetWiorker Server: | vim oS B 2L |

Creste client resource on this server:

Client name: |nwwindows.emc.edu |

l = Back ] [ Tt = i l Cancel ]

Click Next.
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Step Action

4 Enter the FQDN of your NetWorker server in the NetWorker Servers field.

™ Console Configuration Wizard E3

Add NetWorker Servers

Please zpecify the MetWorker servers that you wish to add to the
Enterprize. Specify each server an a newy line.

MetWorker Servers: |nuwwindows emec edu

Al the specified MetWorker servers will have the folloving festures:

Capture Events
Gather Reporting Data

| «Back || Finish || cancel |

Click Finish to perform the configuration wizard tasks.

5 The NetWorker Management Console interface is opened and the Getting Started window is
displayed.

Uncheck the box at the bottom of the window so that this window is not displayed every time the
Console interface is started.

Betoe______________________________________mEE
[ENEE] \
Table of Conterts | Index | Search | \ LIVIS - [.

where information lives:[ |
[ Getting Started

[ Overview

B3 The Netwiorker environment
B3 Netwiorker festures

23 Metwiorker user interfaces
E

£

Getting Started

t-C3 Common Metworker tasks Welcame to NetWorker

t-C0 Metworker services The following are direct links to procedures for initiating common backup and recovery

(55 Biacking Lp Data tasks from the NetWoarker Management Console, These procedures are also found in
(3 Scheduled backups Common NetWarker tasks,
----- D Schedules
®-£3 Save sets T How to schedule a backu
03 Manual backups
..... D Werifying backed-up data = How to configure devices

03 Synthetic full backups
-3 Wirtual syrthetic full backups (for D

=2 How to label media
""" D Erable parallel save streams
""" D Prohe-baszed backups
..... D Client Direct backups & How to view failed backupsz

03 Checkpoint restart backups
----- D Deduplication backups
-3 Encrypting backup data
E}l--D Co =zing backup data | |z
4 ]

-

Alway= show this window at startup

Close the window.
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Step Action

6 The NetWorker Console window is displayed with the Enterprise button open.

T EMC NetWorker Management Console ¥8.1 - nwwindows.emc.edu

- =
g Enterprise Reports

yor Setup
Fil=  Edit “iew Enterprise Window Help

+OX@% ) ¢

{=] s
ﬂ Enterprise
pe—

L .
‘_{ M incdonees St

Type ™ |Mame

‘_{ muaenincdoees eme aodu

7 In the Console Enterprise window, click the name of your NetWorker server (either nwwindows or
nwlinux) in the left pane. Then, click Launch NetWorker Administration.

.--I4::-::..3m-::.eci|. u’b Metorker Senver: nwlinusx. emc.edu
Mame: mwlinu emc.ecdu
Comment:
Wersion: Metviorker 5.1.0.1 Build 199 Eval
Save Totals: 0 sessionis)

Recover Tatals: 0 session(s)

Server Start Time: Tue Oct 8161344 2013

Launch Metyworker Administratbﬁ

You can also right-click NetWorker in the right pane and select Launch Application.

T EMC NetWorker Management Console ¥8.1 - nwwindows.emc.edu

_ =
L = Enterprise Reports 7 Setup

File  Edit “iew Enterprize  Window  Help

+OXOw X

= Erterprize .
T ﬁ Enterprise
l—,_!_ reaesvincd o s et | S P

Type ™ Mame

Launch Application...  Ctrl+A1-L
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Step Action

8 From the menu bar, select View > Diagnostic Mode.

oo EMC NetWorker Administration ¥8.1 - nwwindows.emc.

L. o

Configuration ! _-_::".I]euices

Montoring  Window  Help
X Wiewy Parallel Clrl+Af-P %]
Groups am
Fart...
Status | Ty _ast R

¥ Wizual Mumber Columns
oo G

Choose Table Columns. .

Cirl+ARk-DO

Note: Diagnostic mode is needed to see many of the NetWorker resource attributes that we will
be using in the following labs.

9 To facilitate faster monitoring of NetWorker activities,

From the Console Setup tab, select System Options from the Setup pull-down menu.

= EMC NetWorker Management Console ¥8.1 - nwwindows

, Enterprise

Set Databaze Backup Server..

Configure Login Authentication. ..
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Step Action

10 | Inthe System Options window, set the following field values:

e Polling interval for events and reporting: 2
e Polling thread factor: 2

Fs -] System Options E

o System Options contral various aspects of the applicstion behaviar.
Changing their value could affect the applicstion performance.

Log-on bannet: |g: Autharized user DI‘I|'5-'|
Debug level. | 0 |%]
Palling interval for events and reporting (seconds); | 2 l%]
Polling interval for MetWiorker activities (seconds): | 10 |%]
Palling thread factar: IE H‘
Maximum number of log messages: | 37 |%]
MetWiorker uzer suditing:

U=zer authentication for Metworker:

RP ping via UDP when connecting to Metitforker: ||

[ Ok i [ Reset ] [ Cancel ]

Click OK to save the settings and close the dialog box.

End of Lab Exercise 3-2
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Lab 4: Perform NetWorker Backups

Purpose: In this lab, you perform various backups of the NetWorker client,
winclient.emc.edu.
Tasks: In this lab you:

e Perform client-initiated backups using NetWorker User and the
save.

e Perform server-initiated backups.
e Configure the resources required to satisfy a given scenario.

e Configure server-side and client-side directives.
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Lab Exercise 4-1: Prepare for Backups

Step Action

1 Start NetWorker Administration from a remote desktop session to the nwwindows.emc.edu host.

2 A poolis a NetWorker resource that represents a set of volumes. To separate our disk backup data
from data stored on other media later in the course, we’ll create a pool for our disk devices.

From the Media tab, right-click Media Pools in the left pane and select New.

_:,EME NetWorker Administration ¥8.1 - nwwindows.emc.edu {(NetWorker 8.1.Buili

[

&% Monitoring * = Configuration '---_;_:f‘.l]euices

Fil=  Edit ‘“iew Media Window  Help

+ @« )

: 3
= ircd . el .
B rovwindows emc.edu ﬂ/ Media Poals (11)
£ Label Templates

g vk vol DY o e 5
Lisk Yo Archive ki

——1

3 Type Disk1l for Name. Leave the Label template field blank and check Default for Groups.

_:, Create Media Pool | x|
Basic \'LSelectiDn Criteria ".ICaniguratiDn ".ISy.-'stem \".

Identity Data Source
Mame: |Disk1 | Groups:
Comment: | |

Configuration
Enabled:
Pool type: [Eiau:kup v]
Label template: [ v]

Click OK. An error box displays telling you that no label template was selected. Click OK to
acknowledge the error box, and click OK again on the Media Pool Creation window again. This
automatically creates and applies a label template with the same name of the Media Pool.
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Step Action

4 Create a resource for the Windows host, winclient, using the Client Backup Configuration wizard.
From the Configuration tab, right-click Clients in the left pane and select New Client Wizard.

JE_EMC NetWorker Administration ¥8.1 - nwwindows.emc.e:

" ]
&% Monitoring IT Configuration riDevices

File  Edit “iew  Configuration Window  Help
4 o
X a R 'l ."l, r\_ % "
Sl rwvwindows.eme edu .
v _ ! Clients (2)
Archive Reguests
< Clo Mewy Client YWizard Ctrl-wy
Dir Mew Cliert Properties  Cirl-N
dowys

5 Enter the following information in the Client Backup Configuration wizard:
Client Backup Configuration Wizard

e (Client Name: winclient.emc.edu
e Click Next to accept defaults until prompted to select a pool
e Target Pool: Diskl

Block Baged Backup: [ |

Client Direct:

Target Pool: [Disk1

Click Create to create the client resource.
Click Finish to exit the wizard.

Result: A client resource is created for winclient.emc.edu.

=R revlinue eme edu

. ! Clients (3)
—i% Archive Requests
Cli Mame ¥ | Backup type
_‘:"f Clones L' rvvlinuz.emc.edu
— Directives

M reavlinue: eme e

3 Groups 1 winclient emcedu  Filesystem

& Local Hosts
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Step Action

6 An AFTD is a NetWorker disk device that supports concurrent backup and restore operations. An
AFTD uses a directory within a file system as its volume. We will label this device into the pool,
Disk1. A directory on the NetWorker server has already been created for you to use for the AFTD.

From the Devices tab, right-click Devices in the left pane and select New Device Wizard.

o EMC NetWorker Administration ¥8.1 - nwwindows.emc.ed

oy

= —
& *® Monitoring ¥ = Configuration vﬂeuices

File  Edit “iew Dewvices Window Help
+OXOQN| )| MTe[] g iE@D

EI—' resvinowe s emc edu >
ﬂLibraries <

Devices (0]

| Paren

w Dat Mewe Device Properties  Ctrl-M

7 Select Advanced File Type Device (AFTD) for device type.

) Select the Device Type

@ Select Storage Mode () Data Domsin

O . Chooze this option to create a Data Domain type device on Data Domain systems.
Select Device Path This option requires a MetWarker DD Boost license.

O Cnnﬂgure Attributes DD EBoost festure must be ensbled on Data Domain systems.
O Label and Mount Devices @Lﬂ.dvanced File Type Device (AFTD)|
O Review Configuration Settings Choosge this option 1o creste a disk type device. This option can alzo be used to create devices
—~ on & non DD Boost enabled Data Domain system.
L L

Click Next.

8 On the Select Storage Node screen:

Select Next, and accept all default settings to use the NetWorker server as the storage node.
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Step Action

9 On the Select Device Path screen select the folder to use based on which server you chose as your
NetWorker server:

e Linux NetWorker Server: /backupdev/adv_filedevl

= [ newvlinue: eme edu

I:l‘-l hackupdey

[ =il clev
LI adv_filedey2
[1] lost+found

e Windows NetWorker Server: E:\Adv_filedevl

@ Select the Device Type

o Select Storage Node B[ nvinciowys eme edu
(+ Select Device Path g: e

= E
(4] Configure Attributes | $RECYCLEBIN

ol il
Ay _filedey2
System Wolume Information

O Label and Mount Devices
@ Review Configuration Settings
O Check Results

10 For device name, enter:
e Windows NetWorker Server: nwwindows_aftdl
e Linux NetWorker Server: nwlinux_ aftdl

For pool, select: Diskl

Use default values for the other attributes, clicking next to continue.

@ Select the Device Type Adding new AFTD “nwwindows_aftd1"

@ Select Storage Mode AFTD Mame; mvevindoves _attcl

0 Select Device Path Device Access Information:  EAdy_filedew!
Target Sessions: 4

0 Configure Attributes Max Sessions: 32

@ Label and Mount Devices Labeling device “nwwindows_aftd1”

(%) Review Configuration Settings Device Mame:  nwwindows _afte

O Check Results Poal Mame: Dizk1

11 | Click Configure to create the AFTD.
Then, click Finish to exit the wizard.

< Devices (1)
Mame | Parent jukebox | Description | Walume name
S mrelin_attad Dizk1 001

End of Lab Exercise 4-1
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Lab Exercise 4-2: Perform Backups Using NetWorker Administration

Step

Action

Right-click your NetWorker server in the Clients list and click Modify Client Properties.
Note: Make sure to select the NetWorker server's client resource that has a save set of All.

El—' raeavincoes emmc edu
—H} Archive Requests

—" Clones
— Directives
- If# Groups
& Local Hosts
—ﬁ Lockboxes

B Clients 3)

Mame =

E mwaeindons .eme.edu

| Backup type | Comment

Mew Client Wizard
Madify Client vaizard

1 Change the Save set attribute of the client resources to prevent the entire disks from being backed
up. Change only the client resources that currently have a save set of All.

From NetWorker Administration on nwwindows.emc.edu, open the Configuration tab and highlight
the Clients node in the left pane.

— | nictifications Mew Client Propeties
_ﬂ Probes Modify Client Properties...
Registrations

2 For the Save set attribute, replace All with the following save set by typing it in the Save Set
window.

Windows NetWorker Server
C:\Program Files\EMC NetWorker

Linux NetWorker Server
/nsr

«-a Client Properties - nwwindows.emc.edu

General|| Apps & Modules | Globals (1 of 2) | Globals (2 0f 2) | Info & Licensing | Index: | System | Miscellanenus |
Identity Backup
Mame: |nwwind0ws.emc.edu | Scheduled backup:
Comment: | | Client direct:
Backup type: | | Block hased backup: |:|
Directive: ’ V]
Yirtualization Save et |C: Program Files'EMC MNetitiorker |lq\

Click OK to save your changes.
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Step

Action

Modify the save set attribute for winclient.emc.edu. Right-click winclient.emc.edu in the Clients list
and click Modify Client Properties.
For the Save set attribute, replace All with the following save sets:

Winclient

C:\WUTemp\inf
C:\WUTemp\Common Files
C:\WUTemp\Java

Click OK to save the changes.

Identity Backup

Mame: |wincliem.emc.edu | Scheduled backup:

Comment: | | Cliert direct:

Biackup type: |Filesystem | Block bazed backup: |:|

Directive: ’ V]
Virtualization Save set CUTemphCommon Files lq;
CAITempllava
wirtual cliert: [ CAAUTempiint
Physical host: | |

Note: Ensure that you have three separate save sets listed. If using the save set browse wizard, it
may consolidate the save sets to just C:\WUTemp if all subfolders are selected. If this happens
change the save set to ensure you have three separate save sets listed.

You should now see the client resources with the modified Save set attributes.

# Clients (3)

Mame | Scheduled backup | Save st

L' rwsincose s emc . edu v MMWICAS A fgst_on_mwewindovesigto_gst
,li' M incl oy = ermc e v CProgram FilesEMC Meti®iarker

[.F winclient.emc . edu “ CAUTempiCommon Files, SWAUTempaya, COWNUTemping

Note: Do NOT use, copy, or modify the NetWorker client resource with “NMCASA” in the save set
name until specifically directed to do so in later labs.
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Step

Action

Modify the Default group to ensure it always performs a Full backup.
To do this, click Groups in the left pane of the Configuration tab, double-click Default in the right

pane, and go to the Advanced tab.

Set the following two attributes:
o Level: full
e Force Incremental: uncheck the box

= Group Properties - Default

Setup " Sevanced ‘\Staius \Sysiem \'.I

Client Overrides

Schedule: [ ~|
Level [ful ~|
Interval |24:00 |
Force incremental: ]

Click OK to save the changes.

From the Monitoring tab, right-click the Default group and select Start, to start a backup of the
Default group.

<o EMC MebWorker Administration ¥8.1 - nwwindows.emc.edu |

LI _--
&Munituring 7 = Configuration riDevices

File  Edit ‘“iew  Monitoring Window  Help
X0\ B g®@=w B

-nd Policies

Statuz | Type |Mame |Last Run

Shiovey Details. .

Stop !

Reply Yes to the pop-up message.
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Step Action

7 Review the save group details for the Default group after the backup has completed.
From the Monitoring tab, double-click Default in the Group column.
Ensure that all save sets show completed successfully and there are no save sets listed in the failed

section.

<-4 DEfault Details

Start Time: [g 9/27TM 3 22253 PR v] Status: Succeeded | 100% |
Duration:  00:0215 Tatal Amourt: 510 ME Percentage Complste
Waiting to Run:

Cliert Mame | Save Set | Commanc |Lewel

Currently Running:

Cliert Matme | Save Set |Level | Type | Start Time | Duration | Device | Rate..
Completed Successtully:

Cliert Mame | Save Set |Level | Type | Start Time | Duration | Size | File Co.. | Mess.

1B rwvwindoves.... nwewindowes emc e, ful QTS 2250 P 000006 138KE 150 BE70... n
JF rwewindoves... mwewindowes emc e, ful BTG 22427 P 00:00:05 113 KB 4 gE70...

]! rayvindowes . CHProgram Files'EM . full QETAZ 22316 P 00:01:01 564 MB 1099 [J 8670

L' winclient em. . winclient.emc eduwi . full SETAS 2200 PM 00:00:02 245 KB & GE70...

j! winclient em. . CWAUTempling full Q27MI 22355 P 000057 11E6MB 1510 [ wincl... =

8 Perform another backup of the Default group and abort the group after at least one of the save set
finishes. Use Show Details to determine the save set status.

To stop the group, use the same menu used to start the group.

Groups and Policies

Status | Type

|Mame -

Shovy Detailz...
Start

Restart !
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E mavindows. .
E mavindows. ..

mwaindaves emc.e... full
CAPragratn FilesiEM. .. full

Q273 24810 P
Q2TM3 24451 PM

Step Action
9 Double-click the group to view the details of the group and verify that not all save sets were backed
up successfully.
Completed Successtully:
Client Mame | Save Set |Level |Type | Start Time | Dwration | Sire | File Co.. |Mezsanes

00:00:05 225KB 3 36705s. .
00:01:03 564 MB 1112 [ BE70S=...

M wincliert.em... CHAUTempllava full QI2THM3 24555 PN 00:00:22 100MB 851 [0 winclient...
]! winclient.em...  COWWUTempCamma... full QU2TMI 24503 P 00:00:56 28ME 271 wincliert ...
Failed:
Client Mame | zave Set |Lewvel | Type | Start Time | Durstion | Mezzages
]! winclient.em...  CWWUTempling full Q2TM3I 24529 P 00:00:56 Termination request was sen...

10 Right-click the Default group and select Restart. When prompted select yes and allow the group to
complete.

Monitoring

Groups

Status.

| Group ™ | Last Run

g 9/ 12 9:41:05 AM

Shovwe Details..
Start
Stop

Supply |$

11 Right-click the group and select Show Details to verify that the group completed successfully.

Note: Only the save sets that had not completed successfully when the group was stopped were run.
Save sets that had already completed prior to stopping the group were not rerun.

Completed Successully:

Client Mame | Sawve Set |Lewvel | Type | Start Time | Duratian | Size | File Co..|Mess. .
E mvindoves. CoOProgram Files'EM .. full QE2THI 24451 PM 00:01:03 S84 MB 1112 [0 &670..
_E mawindowes.... neewindoves emc.e... full Q2TH3 24610PM 00:00:05 225 KB 5 ae70..
E mavindoves. . neewindoves emc.e.. full QETHI 25440 PM  00:00:05 144 KB 150 8670,
_E maewindowes.... nmewindoves eme.e... full Q27N 25347 PM 00:00:03 225 KB 5 ae70...
E winclient.em...  C¥AUTemplComma.. full QETHI 24303 PM 00:0056 28MB 271 wwincl....
,E winclient.em...  COAUTempllava full 927324558 PM 00:00:22 100MB 651 [ wwincl...
E winclient.em...  winclient.emc.edui... full QETRE 25435 PM 00:00:02 488 KB 9 G670,
E winclient.em... COAUTempln full QETHI 25412 P 00:0018 116 MB 1510 [ wincl...

End of Lab Exercise 4-2
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Lab Exercise 4-3: Perform a Backup Using savegrp

Step

Action

Open a command prompt on your NetWorker server.
Note: If you installed the NetWorker server on Linux, do this by opening a putty session to the
nwlinux server. If you installed NetWorker server on Windows then just open a command prompt.

At the command prompt, run savegrp —p Default for a preview of the backup of the Default
group.

Note: Group names are case sensitive.

At a command prompt type: savegrp —p Default

indows" system32,cmd.exe

nzavegrp —p Default

inclient.emnc.edu:C:sWTemp~Common Files level=incr,. pool=Diskl,. save as of 9,/27,2813 2:45:83 PM
inclient.emc.edu:C:s\WTemnprJava level=incr, pool=Diskl, zave as of 9-27-2013 2:45:58 PM
inclient.emc.edu:C:5\WUTempsinf level=incr,. pool=Diskl. save as of 9/27-,2013 2:54:12 PHM
inclient.emc.edu:index level=%, pool=Diskl, sawve as of 9-27-/2013 2:54:38 PM

wwindows .enc.edu:C: FProgram Files“\EMC MNetWorker level=incr, pool=Diskl, save as of 9-/27-2813 2:44:51
wwindows .enc.edu:index level=?, pool=Diskl, save as of 9-.27-2813 2:53:47 PHM

241 :savegrp: nsrim run recently,. skipping

IND

Next use the savegrp command to perform a full backup of the Default group.

Type: savegrp -1 full Default

iz dministrator: ChWindows' system 32 cmd.exe

szavegrp —1 full —v Default

Note: While the backup is running, you can monitor it from the Monitoring window of the
NetWorker Administration console. Additionally, you can add a —v to the savegerp command to
increase the level of verbosity.

Validate that the backup completes successfully.

Groups and Policies

Status | Type |Mathe ™

End of Lab Exercise 4-3
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Lab Exercise 4-4: Create New Resources

In this lab, you are presented with a scenario for a data zone configuration. You then configure the
NetWorker resources needed to attain that configuration. You will create group, schedule, policy and client
resources.

Step Action

1 Configure all the resources needed to perform the backups requested in the following scenario as
detailed in the next pages.

2 Perform a backup of all groups using any method you want. Monitor their progress and verify they
finish without error. If any problem occurs, attempt to diagnose and correct the problem, and
perform a restart of the group(s) that failed.

Monitoring

| Group ™

11:00 PM - Er——

¥ Detaut 7
(=] Groups | B clones

|Last Run |

Cruratian |

%% Complete | Mext Run

oL TI20M4 11:00:00 Ph
Xl [— disenled

Are you sure you want to start group 11:00 PM?

All Sessions Oog & =
Cliert Mame | Type k= | Wolurme
Yes, 0]
R 4

3 Verify that all groups have their Autostart attribute set to Enabled so they will back up
automatically during the remainder of the week.

Configuration
SR neovvindos

Archive Regue
1 Clierts

Directives

L Joroups |

3 11:00 PR
1§ Detaut

y Groups (2)

Mamme = | Commenit | Start tirme | Autostart |Last start |

s
;-_1 Clones 13 11:00 PR 2300 Enakbile TiZOMA 100451
@ ConnectEMC 1§38 Detaut 333 Enabled 7I20M1 S26:51 PM
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Lab Exercise 4-4 SCENARIO

You will be backing up two hosts. The first host will be your NetWorker server. You will have two client resources
for this host, in addition to the client resource with the NMC save set. You will modify the existing client resource
for your NetWorker server. The second host will be your Windows client (winclient.emc.edu).

Finally, a third client resource will be created for your NetWorker storage node.

Using the following backup requirements, create or modify resources to configure the data zone. Before actually
doing the configuration, use Table 4-4 on the following page to summarize all the resources that need to be

created/configured.

NetWorker Server (Client Resource #1)

Save sets (Linux) /nsr
Save sets (Windows) C:\Program Files\EMC NetWorker
Backup time 9:00 a.m.
Schedule Full backup on Monday
No backup on Sunday
Incremental backup on all other days
Policies Data must be browsable for one month and recoverable for one year.
Pool Ensure data is backed up to the Disk1 pool

Winclient.emc.edu (Client Resource #2)

Save sets (Windows)

C:\WUTemp\, C:\WINDOWS\Help

Backup time 11:00 p.m.
Schedule Full on the 1°* and the 15" of each month
Incremental on all other days
Policies Data must be browsable for 2 months and recoverable for 3 years.
Pool Ensure data is backed up to the Disk1 pool

NetWorker Storage Node (Client Resource #3)

Save sets (Linux) /etc
Save sets (Windows) C:\WINDOWS\Help
Backup time 11:00 p.m.
Schedule Level 1 each Thursday
A Full backup is needed on the 3™ Friday of every month
Incremental on all other days
Policies Data must be browsable for one month and recoverable for two months.
Pool Ensure data is backed up to the Disk1 pool.
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Lab Exercise 4-4 Worksheet

(If desired, remove this page and fill in during the lab.)

Client #1 Client #2 Client #3
(NetWorker Server) (Winclient.emc.edu) (NetWorker SN)

Client
Name

Save sets

Group

Schedule

Browse
Policy

Retention
Policy

Table 4-4: Summary of Client Resource Information

(Use a "*' to designate a resource that must be created.)
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Lab Exercise 4-4 Solutions

Client Resource Information

Client #1 Client #2 Client #3
(NetWorker Server) | (Winclient.emc.edu) (NetWorker SN)
Save sets CAWUT
C:\Program Files\EMC emp
(Windows NW NetWorker C:AWINDOWS\Help fetc
Server)
Save sets
(Linux /nsr C:\WINDOWS\Help
NW Server)
Group NSRBackup *** 11PM *** 11PM ***
Schedule Full on Monday *** Full on 1st and 15th *** Full on 3rd Friday ***

Browse Policy

Month

2 Months ***

Month

Retention Policy

Year

3 Years***

2 Months ***

( "***' - designates a resource that must be created prior to configuring the client resource)
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Lab Exercise 4-4 Solution Steps

Action

All resources are configured using the Configuration and Media tabs in the NetWorker Administration interface.

Note: The names listed below for groups, schedules, and policies were selected as representative names for the
resources. You may choose different names if you desire, however, it is important that you remember which of
your chosen names relate to the names used in the labs. The lab guide will always reference the resources by the
representative names below.

Group: NSRBackup
From the Configuration tab right-click Groups in the left pane and select New.
Create Group window > Setup tab:
= Name: NSRBackup
= Start time: 9:00
=  Autostart: Enabled

Group: 11PM
Right-click Groups in the left pane and select New.
Create Group window > Setup tab:
= Name: 11PM
= Start time: 23:00
= Autostart: Enabled

g Groups (3)

Mame | Camment | Start time | Avtostart
163 11Pm 2300 Enabled
@ Detaut 21:00 Dizabled
i3 MERBackup 8:00 Enabled

Pool: Disk1
From the Media tab, select Media Pools and double-click the Disk1 pool to open its properties.
In the Data Source field, select the two newly created groups so that all groups are selected for this pool.

.:,Media Pool Properties - Disk1

Basic \Selec‘fion Critetia \\Configuration \Sysiem \H

Identity

Mame: |Disk1

Comment: |

Configuration

Enabled:

Pool type:

Label template: lDiSk1 -

Data Source

Groups:

v |Defautt
v |NSRBackup

Click OK.
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Action

Schedule: Full on Monday
On the Configuration tab, Right-click Schedules in left pane and create a New schedule with the following:
Create Schedule window:
= Name: Full on Monday
= Period: Week
=  Right-click any Sunday -> Set Level -> Skip
=  Right-click any Monday -> Set Level -> Full

= Create Schedule
Maime: |Fu|l an honday |
Petiod: [Week v]
Comment: | |
’September '] ‘2013 }%] Septerber 27 201 3
Sun hon Tue Wied Thu Fri Sat
1 4 4 g 7
Incremertal g | Incremental .5 | Incremental 5 | Incremental . | Incremerntal 5
g g 10 11 12 13 14
Skip Full || Incremental 5| Incremental 4| Incremental g | Incremertal 5| Incremertal 4
15 16 17 15 19 20 21
Skip Full || Incremental 4| Incremental 4 | Incremental g | Incremertal 5| Incremertal 4
22 23 24 23 26 a7 28
Skip Ful (8| Incrementsl .| Incremental g | Incremental g | Incrementsl g | Incremertsl
29 a0
Skip Ful [
7] I Ok I [ Reszet ] ’ Cancel l

Click OK.
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Action

Schedule: Full on 1st a

nd 15th

Create Schedule window:
Name: Full on 1st and 15th
Period: Month
Right-click the 15th > Set Level > Full
Right-click the 8th > Set Level > 5
Right-click the 22nd > Set Level > 5

= Create Schedule
Mame: Fyilan 13t and 15th |
Perioct [Ml:unth v]
Comment: | |
|September REE S September 27, 2013
Sun ]y Tue Wied Thu Fri Sat
1 2 3 4 3 G 7
Full [§| Incremental g | Incremental .| Incremental 4| Incremental 4| Incremental 4| Incremental g
g | 10 11 12 13 14
5& Incremental g | Incremental g | Incremental g | Incremental g | Incrementsl g | Incremental g
15 16 17 15 19 20 21
Ful [§ | Incremental .4 | Incremental 4 | Incremental 4| Incremental 4| Incremental g | Incremental g
23 24 25 26 2 25
Incremental g | Incremental g | Incremental g | Incremental g | Incremental g | Incremental g
29 a0
Incremental g | Incremental g
a I Ok I [ Reset ] [ Cancel ]

Click OK.
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Action

Full Schedule: Full on 3rd Friday
Create Schedule window:
= Name: Full on 3rd Friday
=  Period: Week
= C(Click ok to save schedule

From the list of schedules, right-click your newly created schedule and uncheck the option show schedule as
calendar

[ Full on Mondary My Crl-n
FE# Incr+Synthetic Full 1., Properties... -0
¥ Iner+Syrthetic Full E...
B Incr+Synthetic Full o...

B Incr+Syrithetic Full
e Guarterly Remowe From Comment ...

Edit Comment...
Addd To Commert...

[ whtware Incremerta... Delete Delete

Refrash Fa

Right-click Full on 3rd Friday schedule and select properties to make the following changes:
Schedule Properties window:
= Action: incrincrincrincr 1 incrincr
= Qverride: full third Friday every month

<= Schedule Properties - Full on 3rd Friday

zeneral \ System \

Identity Configuration
Mlame; |Fu|| on 3rd Fridsy | Period: @ Weeko hdonth
Comment: || | Action: incr incr incr incr 1 incr incr
OQuerrides

Overrider | full third Friday esery morth

e (ol Reset

Click OK.

Note: The method for schedule creation shown in this step is particularly useful for the creation of complex
schedules that need to repeat over consecutive years. Any option supported by nsr_get_date can be used in the
override section
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Action

Time Policy: 2 Months
Right-click Time Policies in left pane and create a New time policy with the following attributes:
Create Policy window:
= Name: 2 Months
=  Number of periods: 2
=  Period: Months

Click OK.

Time Policy: 3 Years
Create Policy window:

= Name: 3 Years
=  Number of periods: 3
=  Period: Years

Click OK.

4§ Time Policies 8)

Mame | Comrment | Mumber of periods | Period
&4 2 Marths 2 3 Marths
E 3 Years Kl ] Years

EMC Education Services




Action

Client: Client #1  (NetWorker Server)
From the Configuration tab, click Clients in the left pane and double-click the existing client (not the GST client) in
the right pane.
Choose the save sets to back up by clicking Browse in the client Properties window, General tab and selecting the
directories from the Choose Directory window.
= Save Set:
Linux NW Server: /nsr
Windows NW Server: C:\Program Files\EMC NetWorker
= Schedule: Full on Monday
=  Group: NSRBackup only

Click OK.

Client: Client #2 (winclient.emc.edu)
Right-click the winclient.emc.edu client and select Modify Client Properties.
= Save Set:
C:\WUTemp
C:\Windows\Help
=  Browse policy: 2 Months
= Retention policy: 3 Years
= Backup Schedule: Full on 1st and 15th
=  Group: 11PM only
= Pool: Diskl

Click OK.

Client: Client #3 (NW Storage Node)
Right-click Clients in the left pane and select New Client Wizard.
= Name: nwlinux.emc.edu or nwwindows.emc.edu
= Target Pool: Diskl
= Save set:
Linux Storage Node: /etc
Windows Storage Node: C:\WINDOWS\Help
=  Browse policy: Month
= Retention policy: 2 Months
= Schedule: Full on 3rd Friday
=  Group: 11PM only

Click Create.

End of Lab Exercise 4-4
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Lab Exercise 4-5: Perform Client-initiated Backups Using NetWorker User

Step Action

1 Backups run manually from the NetWorker client are considered a level M or Manual level backup

and are treated differently than scheduled backups.
To ensure these backups go to a pool other than Default, a new pool is created and configured

specifically for manual backups.

From the Device tab, right-click Devices and launch the New Device Wizard

<« EMC MetWorker Administration ¥8.1 - nwwindows.emc.edu

- ‘-.-x -
&% Monitoring 7 = Configuration eneuices

File Edit ‘“iew Devices ‘Window Help
+OXON )| TP HE [ g ™™

EI—. nwlvwmdnws.emn:.edu li;,. Devices (1)

| Parert ju

Mewy Desice Wizard k el

Mewy Device Propetties Clrl-N
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Step

Action

Use the following options to create the new device in the wizard:
Device Configuration Wizard Options:
e Device Type: Advanced File Type Device (AFTD)
e Storage Node: Accept default selection of NetWorker Server
e Device Path: Choose the folder pre-created for you based on your NetWorker server
Linux NetWorker Server: /backupdev/adv_filedev2
Windows NetWorker Server: E:\Adv_filedev2

= reeewindowes sme el
Cigs c
E-CIR#E
[ v filedes
1| $RECYCLE BIN
.ot filclen2

e NetWorker Device Name: <networker_server_name>_AFTD2

Metworker Device Mame: |nwwinduws_aftd2 |

Commernt: | |

Device Path: (E: Vel _filecde2 |

e Label and Mount Device after creation: uncheck the box Label and Mount device after
creation.

| Lal::nel and Mount device after n::reatin:nn|

6 The Label and Mount device operation may take an extended amournt of time.

Pool Type
! t ) Backup
() Backup Clone

When presented with the summary page, click Configure, and Finish to complete creation of the
device and close the wizard.
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Step Action

3 On the Media tab, right-click Media Pools, and select New

Create a new pool with the following attributes:
Basic Tab

e Name: Manual
Selection Criteria Tab

e Levels: check the box for manual

Levels: D; | 44

s

Wy —

s

|3

[ incr

[vmanual -
Click OK.
Click OK again to acknowledge the error box, and click OK again on the Media Pool Creation
window.

Mo label template selected. Choose one nowy, ar Apply sgEin
to have a label template crested and selected automatically.

Result: This automatically creates and applies a label template with the name of the Media Pool.

4 On the Devices tab select Devices from the tree on the left.
Right-click the newly created device and choose label.
e Pools: Manual

<o Label Ed

Denvice; |nwwindnws_aftd2

|
Wolume Label: |ManuaI.DD1 |

7

Pools: lManuaI

s
Manual Recycle: |:|

Mourt after Labeling:

Click OK.

EMC Education Services




Step

Action

Using the Winclient link on the desktop, log in to the Windows client, winclient.emc.edu, with the
following credentials:

e User: WINCLIENT\administrator

e Password: student

Launch the NetWorker User application.

Start > All Programs > EMC NetWorker > NetWorker User

If the Change Server dialog box is presented, enter the fully qualified name of your NetWorker
server.
NetWorker User — Change Server

e Server: FQDN of NetWorker Server

e Check the Box: Save as Default Server

Change Server

Server _DK
riwlinug. emc. edu Cancel |

Update List |
Help |

[V Save as Default Server

Click OK.

Click the Backup icon to display the file selection window.

. NetWorker User
File ©Operation Tree View Options Window  Help

Navigate to C: \WUTemp and mark the Common Files and Java folders for backup.

---|:| L WYindowes

EI LWl Temp
- . Commaon Files
B0 L ind
2
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Step Action

9 Navigate into the C: \WUTemp\Common Files folder and unmark the System folder.

E|---;-;' Computer ltem Mame

-1 DISASTER_RECOVERY . Microsoft Shared
- e DD Drive (D7) | Services
---|:|,.__"“..,=| Floppy Disk Drive (A . SpeechEngines
! S

‘@&, Local Disk (C)

-] $Recycle Bin

~O@: Documents and Settings
. PerflLogs

KO REEE

O

-
---|:| . Program Files
w-[] | Program Files (x86)
w-[ | ProgramData
#-[1 | Recovery
---|:| . System Volume Information
w0 L Users
w0 L Windows
=-F L WU Temp
---! Ml Comimon Files

10 From NetWorker User, start the backup by clicking the green start icon.

4 NetWorker User

File ©Operation Tree Wiew Options ‘Window

PERRE
BEBackup )
=M 1% Computer

Skart
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Step Action

11 Monitor the backup by viewing the Backup Status window.

“# Backup Status

CyAUTemplJavaijreliblziSystemWWAST440T
CyUTemplJavaijreBhlibhziSystem WSS Th
Ch'UTempiJavaljrebilib\ziySystern\W\CSTRCOT
Ch'UTempiJavalrebilib\ei3ystern'\ESTH
CWAUTemphJavaijreBhliblziSystermWWESTREDT
CWAUTemphJavaireBhlib\ziySystermyWHST10
CyAUTemplJavaireilib\zivsystemWMST?
CWAUTemphJavaljrebhliblziSystem ST MO T
CWUTemplJavaijrebhlibhziSystemyPSTE
Ch'UTempiJavalrebilib\eih3ystern\\PSTEFOT
Ca'UTempiJavairebilib\eiSystern' s TY
CWAUTemphJavaijreBhliblziSystem WS TaYDT
CAAUTemphJavaljrebilib\zihSyvstemi,
CAAUTemphJavaijreBhlibhzivWET
CxUTemplJavaireilib\zivZonelnfoMappings
Ch'UTemphdavaijrebiliblziy

Ch'UT emphJavaljrebylib,

Cha U TempiJawvalreb\LICENSE
CWAUTemphJavaljreB\LICEMNSE ixt
CAAUTemplJavalijreByREADME
CAWUTemphJavaljreb THIRDPARTYLICENSEREADME tx
CyUTemphJavaijretielcome html
Ch'UTemphJavaljreby

Ch'UTemphJawal

CWAUTemp),

o

!

backup: CWWUTemp 117 MB 00:00:18 849 files
94694 wirwarkr: The backup of save set 'CA\WIITemp' succeeded.
16 wimiworkr: backup completion time: 93072013 8:16:34 Ahd

| Stark time: 3430/2013 8:15 AM

When the backup completes, this window can be used to validate that no files were backed up
from the C:\WUTemp\Common Files\System folder which you excluded from the backup.
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Step Action

12 Return to the NetWorker Administration GUI you have open on nwwindows.

On the Media tab, select Disk Volumes in the left pane.
Double-click the Manual.001 volume to display a list of save sets on the volume.

[

& ¥ Monitoring ~ ~ Configuration '--_-_:-_ffl]euices

ﬂ‘ Media

File  Edit “iew Media Window  Help

X0« ) AYRED &Y

=g incowes emc ed :
- rincion s 2mc e & Disk Yalurmes (2]
£ Label Templates

- Media Poolz “olume Mame = | Media Type [

Tape Yolumes

1] Indexes

&4 Disk1.001 acly_file 3464 MB [

el il 000 |

Uzed

Note the save set and client name.

<o Yolume Save Sets

“alume: Manusl 001

Cliert | Save Set | S50 | Checkpairt 0 | Save Time | Clone Retention Time
1# winclient.em...  C:ialTemp 3746141632 QIS T1IAEE AW AUE0ME 11:58:59 P

13 | Go back to winclient and perform another backup.
This time, only back up the C: \WUTemp\inf folder.

= 18 Computer ltern Mame

w-[]18 DISASTER_RECOVERY: Ol 1. Camman Files
#- &) DD Drive (D) | inf
w2 Flappy Disk Drive (47 O Java
= &, Local Disk (C)

- | $RecycleBin

---|:| @ Documents and Seftings

- | PerlLogs

w0 | Program Files

w0 | Program Files (x86)

#-0 | ProgramData

---|:| . Recovery

---|:| . System Volume Information

---|:| L Users

---|:| L Windowes

g Temp
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Step

Action

14

Verify that the most recent backup was written to the same volume as the first.

Notice the save set name from this backup in comparison to the save set name from the previous
backup.

s Yolume Save Sets

Yolume: Manual 001

Client ~ | Save Set | S5ID | Checkpaint ID | Save Time | Clone Retention Time | Lewvel
,L' winclient.em. .. CWMNUTemping 3729363617 973013 11:36:17 AM 9730016 11:59:59 PM manual
]! winclent.em... CiAUTemp 3746141832 E0AITTE1E AWM 93006 11:59:59 PM manual

15

Perform another backup, this time select the C: \WUTemp\Common Files and
C:\Windows\Fonts folders.

Compress all the files being backed up by selecting Special Handling from the File menu.

Special Handling
e Options: Compress

Special Handling |

L NetWorker User
File Operation Tree View Oy

Mark — Options
Unmark " Mone
| SpecialHanding... | (" Password Protect

Find...
Change Selection. ..
: f+ Compress

Close II.E
Skark Backup alk+3
(] I Cancel Help

Exit

" Pazzword Protect and Encropt

Click OK.

Initiate the backup and monitor its progress in the Backup Status window.
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Step

Action

16

Once again, look at the contents of the volume to verify that the save set was backed up
successfully.

Identify the save set from this backup and notice the difference in save set names between the
three backups.

< Yolume Save Sets

“aolume: Manual 001

Cliert = | Save et | ==ID | Checkpoirt 1D | =ave Time | Clone Retention Time | Lewel
1 wincliertem... C:\ 3712894536 QUE0M S 118532 P QE0ME 115259 P manual
E winclient.em...  COAUTemplnt 37293685617 QE0ME 113647 AWM 9030ME 11:59:59 Phd manual
E winclient.em... CWAUTemp 3746141632

EAOAZ 1616 AWM 9E0ME 11:59:59 Phd manual

Can you explain why the names of each of the three save sets you backed up are different?

Note: The name of a save set created by a client-initiated backup is set to the lowest directory in the
directory structure which contains all files in the backup.

17

Perform another backup of C: \WUTemp\Common Files and C:\WINDOWS\Fonts.

Before starting the backup:

Compress the C:\WUTemp\Common Files folder by selecting the Common Files folder for backup.
Next right-click the folder and select Compress from the menu.

=M WUTemp
R w
'"|:| int Passwiord Prokect
"'|:| L Ja Encrypk I
Clear g
Find
Skart
Fonk

Continue to Step 18.
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Step Action

18 Encrypt the C: \WINDOWS\Fonts folder. In order to do this, you first must set a password.
To set the password, click the Options menu and select Password.

£ NetWorker User

File Operation Tree Wiew Optlnns window Help

a0 [,

Sawe Dperations, .

Recover Options, .

Configure Ports, ..
Password dialog box:

e Password: encryptl
e Retype Password: encryptl

When you pratect or encrypt files that
are backed up you must first zpecify
wour pazsword. The pazsword iz Cancel |
needed to recover the files.

Help |
FPazzwiord:
Fetppe Pazsword
I xxxxxxx 1

Click OK.

19 Encrypt the C:\WUTemp\Fonts folder by selecting the Fonts folder for backup. Next right-click
the folder and select Encrypt from the menu.

#- 1 en-lJS

-] s TSN

[  Password Protect

- (T
[ Campress

[ C.Iear

w[ Fird

[ Skart

20 Initiate the backup and validate its successful completion in the Backup Status window.

End of Lab Exercise 4-5
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Lab Exercise 4-6: Using NetWorker Directives

Step

Action

Background: This lab is designed to simulate a common real world scenario often encountered in
backup environments.

Scenario: In this scenario, you have a database instance with two databases that are running on
your winclient.emc.edu server. Backups of the databases are going to be performed using a
NetWorker module and for the sake of this lab we will pretend that the module backups have
already been configured.

Overview: For this lab, you need to configure filesystem backups of the database directories.
Because we don’t want to backup data already protected by the simulated NetWorker module, you
need to exclude backing up the .dbf (database) files in each of the two database directories. You will
use NetWorker directives to skip the two database files while still backing up all of the other files in
those directories.

From the Configuration tab, right-click Groups and select New to create a new group with the
following options:

Create Group
Setup Tab
e Name: DirTest
Advanced Tab
e Level: full
e Uncheck: Force incremental Box

:—, Create Group

Setup ' Achvanced \'l.

Client Overrides

Schedule: [ -|
Level [l ~|
Interval: 24:00 |
Force incremental: O

Click OK.
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2 On the Media tab select Media Pools, and modify the properties of the Disk1 pool.

Media Pool Properties
Basic Tab

e Groups: Select DirTest so all groups listed are selected to send data to this pool.

-« EMC MetWorker Administration ¥8.1 - nwwindows.emc.edu (NetWorker 8.1.Build.162 Eval - Windows NT Server on Intel)

= I
# ¥ Monitoring * ~ Configuration ; _-_:::‘.I]euices :;. Recover

File  Edit “ieww Media ‘Window Help

+0X0« Y ¢

E!—' Nl s emes ey 2/ Media Paols (13)
1 Label Templates

et Sl T Media Pool Properties - Disk1

Dizk Wolumes ; .
ﬂ Archive  Basic \Selecﬂon Criteria \Configuraﬂon \System \'\

> Tape Yolumes EJJ Lrchive
E] Indexes ﬂ Defautt Identity Data Source
Save Sets e
Default
” Mame: |Disk1 | Groups:
: v Detautt
S il CaEE | | "V DirTest
e{ ::SZZE ¥ |MSREaCkLUE
e, Manual Configuration
L MonFull
S O::s'rti Enabled:
@, P Arel Pool type: Backup
@l pc arcl
Labeltempiate: |Diskd -
Click OK.
3 Create a new client resource for winclient.emc.edu accepting the defaults for everything but the
following properties:
Client Backup Configuration
e Name: winclient.emc.edu
e Savesets: C:\oradata
CIf 0 windows
L o cclata
[ £ METWORKR.CFG
(2 madias.di
(4. DISASTER_RECOVERY:
e Group: DirTest
@l Add to an existing grougp
|Mame | Client Retries | Start Time
I:I_m
[¢] DirTest 21:00
[] MsRBackup 1 9:00

Click configure, and Finish to complete creation of the new client instance.
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4 From the Monitoring tab, perform a backup of the DirTest group.

Groups and Policies

Status  |Mame ™ |Last Run
W 11 Q3043 903446 AM
¥ Defaut QTN 3 20729 P
#  MSRBackup Showy Detsilz...
Stop !

Note: This backup included the .dbf files because you have not yet created directives to exclude
them. This backup will be used as a baseline to compare consecutive backups against.

5 Create a directive to skip the two .dbf files.

From the Configuration tab, right-click Directives and select New. Create a new directive using with
the following properties:

Create Directive
General Tab
e Name: Skip Databases
e Directive: <<”C:\oradata\DB1”>>
skip: *.dbf
<<”C:\oradata\DB2"”>>
skip: *.dbf

JE Create Directive Ed
General\ll
Identity Configuration

Matme: |Skip Databazes | Directive: [=<"Cloradata\DE1"==
zkip *.dif

Comiment: || | =="Coradata'DE2" ==
skip: *.dbf

Click OK.

Note: Be sure that the directive text is entered exactly as displayed and on separate lines.
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Group.

6 From the Configuration Tab, edit the properties of the winclient.emc.edu instance in the DirTest

X0« )

EI—. nesincones emc el
—@ Archive Requests
— | Clients

—" Clones

— Directives

= Groups

1@ 11PM

!ﬂ Default

M3 MEREsckup

E| winclient eme eg

Mewy Cliert Wizard
Madify Client Wizard
Meswy Cliert Propertties

Cliert Propetties ...

General Tab

Modify the following attributes:
Client Properties — winclient.emc.edu

e Directive: Skip Databases

Identity Backup
Mame: |Winclient.emc.edu | Scheduled backup:
Comment: | | Client direct.
Eackup type: |Filesysiem | Elock baszed backup: |:|
Directive: [Skip Databases V]
Virtualization Save zeb |C:\Dradata |[Q\
Click OK.

7 From the Monitoring tab, run another backup of the DirTest group.

Status  |Mame ™ |Last Run
¥ 1M 9/30/4 3 954
¥ Defaut 9/2713 307

¥ nSRE Show Detailz...

Stop !
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8 Double-click the DirTest backup group to open the details window, if not already open.
Note the size of the C:\oradata save set.

|Save Set |Level | Type | =tart Time | Duration| Sire
Choradata Tl 730013 44215 P UU:UU:U4I 3538 KB I

wincliert emc eduindex full 03 44231 PM 00:00:02 1385 KB

In the DirTest Details window click the Start Time attribute and select the previously run backup of
this group.

<5 DirTest Details

Start Time: | W 9130113 4:41:52 PM ...| Status: Succesded

W 913013 4:41:52 PM

Duration: Total Amount: 4923 KE
Ei 9f30M 3 4:06:31 P
iaiting to Run: h

Note the size difference of the C:\oradata save set from the previous backup.

|Save Set |Level | Type | =tart Time | Duration| Sire
winclient .emc ecduince:s: full 93013 407537 PM 00:00:03 1333 KB
Choradata full 9530013 4:06:57 P 00:00: 30 I 813 MB

Note: You should see a significant size difference indicating that the two .dbf files in the DB1 and
DB2 directories have been skipped. If the size is the same for both backups, repeat the previous

steps to configure your directive and ensure that it is typed correctly and properly applied to the

correct client.

9 You can further validate that only the two .dbf files were skipped by using the Recovery Wizard.
Click the Recovery tab and select the green plus symbol to open the recovery wizard.

o EMC NetWorker Administration ¥8.1 - nwwindows.emc.edu (NetWorker 8.1.Build. 162 Eval - Windows

Fmmy,

~ |
# * Monitoring = = Configuration ~iDevices | _?‘ Media

File  Edit “iew Recover ‘Window Help

| 9«
BCOVELS:

.‘-,Recuver Configuration

Select the Recovery Hosts

Select the source host, the destination host, and the recovery type. The Recovery Wizard gueries the source host &)
host. The software that supports the selected recovery type must be installed on the destination host

Source Host

*

(# Selact the Recovery Hosts

Tame:

Os:

(CRR

Earliest backup:

Latest backup:

hetitorker version: | |
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10 | Click in the Name attribute in the Source Host box and select winclient.emc.edu from the popup list.

Source Host

Mame:

rwlin . emc.edu
05

rvesinelowy s emc e
Metorker wersion; POl g8 ===l )

Earliest backup: | o I

Click Next to move to the Select Data To Recover section. By default the most recent backup is
selected and is browsable using the tree structure on the left side of the window.

Expand the directory structure out until you see the DB1 and DB2 directories. Click on DB1, and
note that only one file is displayed on the right. Repeat the process for the DB2 directory.

‘1 ‘SE}CI 30,2015 4:42:15 PM IE P
“ o b |cooradatapst
-1 JF wincliert.eme edu

Mark |File Mams -

=0 c [0 E dbl_paramora
7 wUTemp
I:ll | windoees
=) oradsta
O
| ' DBz

Click the blue arrow on the left side of the date box once to change to the backup performed prior
to configuring the directives.

Browese \Search "'LSave Set Recover "'.I

|Sep 30, 2013 44213 P @] >

& [ .
Previous Brovwse Time llaDB1

Notice that after changing to the first backup, the .dbf files are listed in both the DB1 and DB2
directories. This validates that the files were included in the backup prior to configuring the
directives and skipped by backups run after applying them.

- ‘Sep 30, 2013 4:06:57 PM [E -

o b |coradaanet

==L @ winclient eme.edu Mark |File Mame
E'—DIECS_ [] E database dof
| W™UTemg iz
. = dbl_param.ora
|:||_.. Windows [ ' +
=) aradata
mle
| ' oB2
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11 | Click Close, to exit the Recovery Wizard and select Don’t Save when asked if you want to save the
recovery session.

__-, Save Progress

Flease choose to:

- Save the unfinished configuration to be resumed later
- Don't save the data and exit the wizard

- Cancel the request and return to the wizard

Recover name:

Catmment:

I Save ”Don'tS'a\@’ Cancel ]
I

12 Return to the Configuration tab and delete only the client instance of winclient.emc.edu belonging
to the DirTest group. It will not be used for any other labs.

— I Clierts MName ¥ | Scheduled backup | Sav
o Clones £ winclisnt.emog o o
— Directives Meswy Client Wizard Clrl-vy
= ;;Dups Modify Cliert Wizard Cirl-h
11PM
!’ Defat Meswy Cliert Properties Ctrl-id

Madity Cliert Properties...  Cirl-O

3 HNERBackup

& Local Hosts Edlit Mame-...
—ﬁ,‘, Lockboxes Add To Mame...
_|~ Matifications Remowe Fram Mame...

—ﬂ' Probes
—@ Fegistrations
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13

On the Media tab, open the properties of the Diskl media pool and make the following changes:
Media Pool Properties — Disk1
Basic
e Groups: Uncheck the box next to DirTest

« o EMC MNetWorker Administration ¥8.1 - nwwindows.emc.edu {(NetWorker 8.1.Build.162 Eval - Windows NT Server on Intel)

L

—
¥ = Configuration

"
#* Monitoring

Fil=  Edit ‘“iew Media  Window  Help
+OXOL ) ec
B_' M NAD S, BMG. Sl E/ [EERIEN .5 Media Pool Properties - Disk1
1 Label Templates =
e Name Basic \Selecﬂon Criteria \Conflgurahon \System \
Disk Volumes El -
L Archive -
Tape Volumes ﬂ arofive Gl Identity Data Source
a Indexes e, Defaut hlame: |Di3k1 Groups: [Z]11PMm
Save Sets
Default CI [|Detaut
ﬂ’ sraul - ol Comment; | |
&L Fun [% [VINSRBackup

Click OK to save the change.

On the Configuration tab, right-click the DirTest group under Groups and delete it.

ﬂ—]—!ﬂ Groups
LRI
@ Detaut
d_[ MDirTest
183 nSRBa
[]—ﬁ‘ Local Hosts
—ﬂr,‘, Lockboxes
— M natification Properies... Ctrl-C
—“ Prohes

W QN oo ), oo

h

Meswy Client Wizard Clrl-ny

Mewy Client Propetties  Ctrl-M

Click Yes when prompted if you are sure you want to delete this group.

End of Lab Exercise 4-6

End of Lab 4
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Lab 5: Configuring Pools and Label Templates

Purpose: In this lab, you will configure a label template resource for a pool and then
configure a pool resource.

Tasks: In this lab you:
e Create a label template resource.
e (Create a pool resource.

e Perform a backup to verify the pool is properly configured.
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Lab Exercise 5-1: Configuring Pools and Label Templates

Step Action

1 From the Media tab, create a new label template by right-clicking Label Templates, and selecting
New.

< EMC NetWorker Administration ¥8.1 - nwwindows.emc.edu (NetWorker 8.1.Bui

= I .
#* Monitoring * = Configuration ; _-_:::‘.I]euices

File  Edit “iew Media ‘"Window Help
*OXON )| LOYVRC e

E!—. N wvindonys emc edu Label Templates (14)

" Wedia Pools

- omment | Mext
Dizk “olumes:

Marneincioyes eme e

Refresh FS

Tape Yolumes:

il o

Create a label template with the following properties:
Create Label Template
General Tab
e Name: NSRBackup
e Fields: nsrbackup
01-99
e Seperator: “.”

= Create Label Template
General \L
Identity Configuration
Mame: |NSRBackup | Figldz: nsrbackup
01-99
Camment: | |

Separator: @l] @ e
(-

Click OK to create the label template.
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Step Action

2 Before creating your new media pool for the NSRBackup group to use, you must first clear the
NSRBackup group from the Disk1 pool.

From the Media tab select Media Pools and double-click the Disk1 pool and make the following

changes:
Media Pool Properties — Disk1
Basic Tab
e Groups: Un-check NSRBackup
:—,Media Pool Properties - Disk1
Basic \Selecﬁon Criteria \Configuration \System \'.
Identity Data Source
Marme: |Disk1 | Groups: [¥]11PM
|¥|Detautt
Comment: | | WSREackup
Click OK.

3 From the Media tab, right-click Media Pools and create a New media pool with the following
properties:
Create Media Pool
Basic Tab
e Name: NSRBackup
e Groups: Check the NSRBackup box
e Label Template: NSRBackup

:—, Create Media Pool
Basic \\Selectinn Criteria ".ICaniguratiun ".ISvsdem \".
Identity Data Source
Mame: |NSRBackup | Groups: [ [11PM
DDefaurt
Comment: | | MEREackup
Configuration
Enabled:
Pool type: ’Eackup v]
Label template: ’NSHBackup v]

Click OK to save.
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Step

Action

From the Devices tab re-label the device currently in the Manual pool into your newly created
NSRBackup pool.
Right-click your <servername>_aftd2 device and select label.

Mame | Parent jukeh

Merwy Device Wizard Chrl4y

Mewy Device Properties Crl-M
Modify Device Propetties...  Chl-O
Edit Marme...

Aolod To Mame. .

Femove From Mame...

Delete Delete
Copy

hourit

Refresh Fa

Unmaourit

Eject.i\-'\l?t!gaw

Label the volume by selecting the following options:
Label
e Pools: NSRBackup

JE Label

Device: |nwwindu:uws_aﬂd2 |

Yalume Label: |nsrhackup£l1 |

Poals: [NSF{Backup v]

hanual Recycle: |:|

Mount after Labeling:

[ (0], ”Cancel ]

Click OK and then click Yes to confirm you want to overwrite the existing data on the volume.

Mame | Parent jukeko:x | Dezcription | Yolume name |hd... | Enabled
S mendinodoses_sftol Dizk1.001 a.. “es

= nwewvindowes_aftd2 nsrbackup 01

Note: Ensure that the Disk1 pool is NOT selected on the properties of the client in the NSRBackup
group. Ifitis, it will override the pool settings and send data to the Disk1 pool. The pool entry of
the client should be blank.
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Step Action

5 Perform a backup of the NSRBackup group.

6 While the backup runs, note that the save sessions are writing to the device labeled in the
NSRBackup pool.
Save Sessions
Client Mame | Save Set | Group [ Policy |Level | Start Time = | Duration | Device
1 reovwindorses. . indexraewindows emcedy NSRBackup q 108 M3 9:56:52 &M 00:00:24 [ mwwindows_aftd2
E mwvwvindowes. . hootstrap MNSREackup full 10M M3 95654 A 00:00:22 [ ] nvwwindows_aftd2
Iﬂ Al Sessions @ Save Sessions @ Recover Sessions @ Clane Sessions @ Synithetic Full Sessions Iﬂ Brovyse Sessions
Devices
Status | Device ¥ | Storage Mo... |Library | Wolume | Pool | Message
e mvvwindowes _aftdl nvinedo. .. Dizk1.001 Digk1 weriting, done
L] |nwwind0ws_aftd2 nweaindo. . nsrbackup .01 MSREackup | weriting, idle

To verify the save sets reside on the volume from the NSRBackup pool, from the Media tab, select
Disk Volumes, and double-click the nsrbackup.01 volume to validate the contents of the volume.

< Yolume Save Sets

Yolume: narbackup.0l

Cliert ~ |Save Set | =510 | Save Time

]! read ooy s ermc edu hootstrap 3427436166 10/ M3 9:56:35 A
E rssninconys erme . edu inclecs mevinodoyes emc edu 3444233351 10M M3 905652 A
E rrawinclony s emc ecu CProgram Files'EMC Met.. 3461010351 10M M3 9:56:35 AW

Click ok.
End of Lab Exercise 5-1
End ofLab 5
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Lab 6: Working with NetWorker Devices

Purpose: In this lab, you configure a storage node resource, an advanced file type
device, and a dedicated autochanger controlled by the storage node.
Tasks: In this lab you:

Create a NetWorker resource for the storage node

Create a NetWorker resource for an advanced file type device.
Label a volume in the new device and mount it.

Perform a backup and verify that the new device is used.
Configure and run a client direct backup.

View volume and save set information pertaining to the advanced
file type device volume.

Use inquire to view available autochangers and their associated
drive path names.

Configure a dedicated autochanger controlled by the storage node
host.

Configure a dedicated autochanger controlled by the NetWorker
server.

Perform a backup to verify the autochanger configuration is
correct.
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Lab Exercise 6-1: Create a Storage Node Resource

Step

Action

From the Devices tab, right-click the Storage Nodes folder and create a New storage node
resource with the following properties:
Create Storage Node
General Tab
e Name: FQDN of your Storage Node
Note: Your storage node is the VM that you loaded the client and storage node
software on. If you NetWorker server is Windows, it will be the Linux server.

Identity

Mame: |nwlinux.emc eduy |

Comment: | |

Configuration Tab
e Search all luns: Yes
e Use persistent names: Yes

_E. Create Storage Node
n " q . A
General  Configuration 1 Device Scan "Llerary Soan ".ISTL "'.
Scanning
Device sharing mode: [server default v]
Search all luns: @ Yes O Mo
Usze persistent names; (@) ) Mo
Click OK.
End of Lab Exercise 6-1
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Lab Exercise 6-2: Configure an Advanced File Type Device

Step Action

1 From the Devices tab, right-click Devices and use the New Device Wizard to create a new AFTD with
the following properties:
Device Configuration Wizard
e Device Type: Advanced File Type Device (AFTD)
e Storage Node: Name of your Storage Node
e Device Path:
Linux Storage Node: /backupdev/adv_filedevl
Windows Storage Node: E:\adv_filedevl
e Device Name: <storage node short name>_aftd1l
e Pool: Diskl

Adding new AFTD "rd=nwlinux.emc.edu:nwlinux_aftd1™

AFTD Mame: rd=nwlinuz emc edu: nelinus_aftcdl
Device Access Information:  Aackupdeviady_filedew1

Target Sessions: 4

Mz Sessions: 32

Labeling device "rd=nwlinux.emc.edu:nwlinux_aftd1"

Device Mame:  rd=rewlinu.emc edu: nvelinus:_aftdl
Pool Matme: Di=k1

Click Configure and Finish to complete configuration of the device.

2 From the Configuration tab, modify the two clients in the 11PM group to use the newly created
storage node by changing the following property:
Client Properties
Globals (2 of 2) Tab
e Storage Nodes: <FQDN of storage node>
nsrserverhost

Storage Modes: rvwvlinu . emc edu
nsrzerverhost

Click OK and repeat the process to edit the other client in the 11PM group.
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Step

Action
3 From the Configuration tab, edit the properties of the 11PM group to make the following changes:
Group Properties — 11PM
Advanced Tab
e Level: Full
e Force Incremental: Un-check the box
Setup " Advanced "LS‘tatus \". Syatem \".
Client Overrides
Schedule: [ v]
Lewel: ’full v]
Interval: |24:00 |
Force incrementsl: a
Click OK.
4

From the Monitoring tab, run a backup of the 11PM group.
Monitor the backup to verify that the storage node device is used for most of the save sets.

Save Sessions

Client Mame | Save Set |Group [ Palicy | Level | Start Time ~
E winclient.em...  CUWAUTemp 11FM ull

E winclient em... C:lAIndowsHelp 11PM

| Duration | Device

103111306 AM 00:00:41 1 rd=nwvlinuy.eme edu: malinus_aftdl

full A0M M3 11:1 326 A 00:00:21 [ rd=ruvlinus eme eou: iselinus:_afted

Note: Not all save sets are sent to the storage node. Index save sets are backed up from the
NetWorker server and will not be directed to this device.

From the Media tab, select Disk Volumes, and double-click the Disk1.002 volume to validate the
save sets from the backup reside on the volume.

< Yolume Save Sets

Wiolume: Dizk1 002

Cliernt = | Save Set | =510 | Save Time

]! e linL e mc. ecu et F393906252 103 11:11:23 Al

]! winclient emc.edu CoMindowesiHelp F3435T4ETS 1013 11:135:26 Ak

,|§ winclient emc edu CHAITemp FIE0FIETE 1013 11:13:06 AM
End of Lab Exercise 6-2
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Lab Exercise 6-3: Configure and Run a Client Direct Backup

In order to facilitate client direct backups a CIFS share has already been created on your Windows server for
the E:\Adv_filedev1l device. This has been preconfigured to save time in the labs, however this would be
required if performing this outside of the lab.

Step

Action

From the Devices tab, edit the properties of your nwwindows_aftd1 device and make the following

additions:
Device Properties — nwwindows_aftd1
General Tab

e Device Access Information: \\nwwindows.emc.edu\Adv_filedevl

Identity
Mame:
Commerit:

Device access information:

seneral \'L Configuration ".I.ﬂ«dvanced ".Ilnfnrmaticun ".I‘-.fculume ".IOperatinns ".IC|I:IL

|rd=nwwindnws.emc.edu:nwwinduws_aﬁm

E: "oy _filedeswd
Wrewvincdoves emc eduiddy_filedew

Configuration Tab

e Remote User: administrator

e Password: student

Remote Host

10

Remote uset:

Passward:

[

|administratn:nr

Click OK.
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Step Action

From the Configuration tab, validate the client winclient.emc.edu will use nwwindows.emc.edu as
it’s storage node:

Client Properties — winclient.emc.edu
Globals (2 of 2) Tab

e Storage Nodes: nwwindows.emc.edu (If Linux NetWorker server)

nsrserverhost (If Windows NetWorker server)

Storage Modes: nzrserverhost

Click OK.

Note: If you chose to use a Linux NetWorker server, then the storage node attribute for
winclient.emc.edu, should contain nwwindows.emc.edu. If instead you are using a Windows
NetWorker server, the storage node attribute should contain only the keyword nsrserverhost.

From the Monitoring tab, run a backup of the 11PM group.

When the backup has completed, open the Details window for the 11PM group and double-click the

C:\WUTemp save set.
Completed Successfully:
Cliert Mame = | Save Set |Lewvel
]! mvlinueemc.... nwlinue emc eduinde: full
1F rewvlinuee eme . ete full
,l! winclient.em..  winclient. emec edusinde:x full
]! weinclient.em...  COAIndows\Help full

# | winclient.em... CWAUTem [

In the pop-up windows that is displayed note the message stating Successfully established DFA
session with adv_file device. This indicates that a Client Direct backup has been performed.

< Show Messages

Below are the messages for the saveset.

86705 zave: successtully established DFA session with ady_file device for save-zet ID '3192530007
[winclient .eme . edu WU Temp.

Click OK twice to close both windows.

Note: If you do not see the DFA message, validate the pathname to the share is typed exactly as
written in the lab guide and that you correctly entered the username and password.

End of Lab Exercise 6-3
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Lab Exercise 6-4: Configure Library Resources

In this lab, you configure two dedicated tape libraries, one controlled by the storage node host and the other
by the NetWorker server.

SE E=
)

< a
< a
NetWorker
Server
Storage Storage ¢
Robotics Node Node Robotics
NetWorker
Client Mgmt Client
Console Srv
Host A Host B
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Step Action

1 From a command prompt on the NetWorker server and storage node, type the command inquire.

Validate that an autochanger and four tape drives are detected.

C:“ringuire
EczidevE@2 A_B:UMware Uirtuwal disk 1 E iDisk, “~.N\PhysicalDriveB
EcsideviE2 .1 .@:UMware Uirtuwal disk iDizk, “»N.“PhysicalDrivel
Ecsideuvl@3 . B.8:8TK L7788 EEEU Hutnchanger CJukebox? .
S/M: NYZEY_A
ATHMN=5TK L7688 HYZZY A
WWNN=58223344ABO0BEAA
Eceidev@3 .1 _H:-1IBM ULT3588-TD4 LAl iTape, s~ _“Tapel
S/M: HYZEY_ A1
ATNM=I BM ULT3580-TD4 HYZZY Al
WWNN=58223344ABO0A1 08
encryption unsupported
Ecsideuvl®3 . 2.8:1BM ULI35%88-TDh4 55AU iTape,. s MTape2
S/M: HYZEY_A2
ATHM=IBM ULT3588-TD4 HYZZY_A2
WUNN=58223344ABBORZ 08
encryption unzupported
Ecsidevld3.3.8:1BH ULT3588-TD4 558U iTape. “N.NTape3
S/N: HYZEY A3
ATHNM=IBH ULT3580-TD4 HYZZY A3
WWNN=58223344ABABA3AA
encryption unsupported
Ecsideuvl®3 . 4.8:1BH ULT3580-TDh4 LLolU iTape, “~.~TapeB
S/M: NYZZY_A4
ATNM=IBM ULT3580-TD4 HYZZY_ A4
WWNN=58223344ABB0B4008

encryption unsupported

Note: if an autochanger and four tape drives are not detected, power off and power on the VM VTL
in you lab manager configuration.

2 From the Devices tab in the Administration interface, right-click the Storage Nodes in the left pane
and select Configure all libraries.

ey Cirl-M

Refresh Fa

Scan for Devices. .

Configure Al Librar

3 In the Provide General Configuration Information window, leave all selections at their default
values.

Click Next.

EMC Education Services




Step Action

4 In the Select Target Storage Nodes window, make the following selections for both storage nodes:
Configure All Libraries
Select Target Storage Nodes
e Configure: Select the check box for both storage nodes
e Searchall LUNs: Yes
e Use Persistent Names: Yes

Select Target Storage Nodes

Select existing or create new storage nodes to configure SCS1 or HOMP libraris

’ Create a new Storage Mode

Configure | Storage.. ™ |Storage Mod... | Sharing Policy | Search all L. |U=e Persist

nwlinuz.em...  scsi server default Yes Yes

server default Yes

i‘ A Scan for Devices operation is alvways suggested to ensure storage node co

Update storage node properties if required

Storage Mode Marme: |nwwindﬂws_em3_edu | Exclude SCSI Paths:
Sharing Policy: [server defalt "]
Search all LUNs: [‘r‘es v]
Uze Persistent Mames: [‘r‘es v]

Click Start Configuration and Finish.

5 Monitor the Log window in the lower left corner of the NetWorker Administration GUI until the
message is displayed that both jukeboxes have been enabled and are ready.

Log O o & X
Priority | Time | Source | Category | Message
i media
ﬂ Tuesday 25252 PM event media
B Tuesday 222012 PM evert media Finizhed searching for neswy backup devic...
B Tuesday 225212 PM event media Jukebox STHE@3.0.0 iz nove enabled.
. Tuesday 225212 PM STH@3.0.0 media Jukebhox STH@3.0.0 iz nove enabled. -
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Step Action

6 From the Devices tab, expand the + symbol next to Libraries to view the two libraries you just
configured.

Click each of the two libraries to see the configuration and inventory of each library.

OXO0« ) TrEHws =T

E'_g_?;\t:zf::;:emc'edu & Library: rd=nwdinuz. emc. edu: SPECTRAG sy7
+E

Mol Spectralogic

Control Port: re=nwlinux.emc edu idewvisg?

- s Storage Nodes Device ~ | wolume | Witite. | Message St ¥ | volume |Barcode

W nwlinux . emc edu =unlabeleds= EQ3001L4
W Masincowes emcecdu =unlabeleds EQ3002L4

[ e Data Domain Systems =unlabeleds E03003L4

2 rof=rvwlinue emc edu ... B

B :

. [
1@ Avamar Deduplication Notes | e o wlinux sme sduid. B 4  unlabsled-  ED3004L4

B s

B s

\! rod=rvlinu emc edu i,

& pof=rralinu eme o,

=unlabeled= E03005L4
=unlabeleds= ED3006L4

7 Right-click each library resource and edit the properties to make the following change:
Library Properties
Configuration Tab
e Auto media management: Check the box

«w SPECTRA@SGT

Information (Cornt ) ".Ir-.ﬂedia ".ITimers "'.IOperati
Zeneral / Configuration

Media Management

Ao media management:

Ear code reader;

Click OK and perform the same operation on the second library.

8 From the Configuration tab, right-click groups and create a new group with the following options:
Create Group
Setup Tab
e Name: LibTest
Advanced Tab
o Level: full
e Force incremental: Unchecked

Click OK.
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Step Action

9 From the Configuration tab modify the client instance for your storage node to make the following
changes:
Client Properties - <Storage Node Client>
General Tab
e Group: Ensure only the LibTest group is selected

Group; [ J11Pm
| Defaut

BiibTest

| INSREackup

e Pool: Clear any selection so that a blank field is displayed

Click OK.

10 From the Media tab, right-click Media Pools and create a New media pool with the following
options:
Create Media Pool
Basic Tab
o Name: LibTest
e Groups: LibTest

«-a Create Media Pool

Basic \Selection Criteria ‘\Configuraﬁnn \S‘fstem \'.

Identity Data Source
Marne: |LibTest | Groups: [ 111Pm
DDefault
Comment: | | e
[ IMsREackup

Selection Criteria Tab
e Target Devices: Select all tape devices (Names include Tape or NST)

Target Device

Devices: []11Tape

[#]i1Tape2

[v] Tapes
anwindaws_aﬂm
anwindows_aﬂdE
rd=nw|inux.emc eduideyvinst0
[ rei=rrwlinue eme e fdevinst

Click OK, click OK to acknowledge all pop-ups, and finally click OK again to allow NetWorker to
automatically create a label for this pool.
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Step Action

11 From the Configuration tab, edit the properties of the client resource for your storage node and
validate that the following property is configured:
Client Properties - <storage node client>
Globals (2 of 2)
e Storage Nodes: <FQDN of Storage Node>

Click OK.

12 From the Devices tab, select one of the tape libraries you have configured. Right-click one of the
tape volumes and select Label.

B Library: STK@3.0.0

Maodel: Stancdard SCS1 Jukehox

Contral Port: scsidew@3.0.0

Device ¥ | Wolume | Wirite...| Message Shot ™ | Volume |Barcode | Pool
&2 W\ Taped - 1  EMMODILA =nnt i
] WATape ejected 2 EMO0ZL4 E0100 Properties...
ﬁ-ﬂu.\Tape? ﬂ E0M1002L4  Yes weriting, done @ 3 =unlabeled- EO100
&2 1. \Tapes B 4  unisbeles- Eoion|  Mownt
B 5 cunisbeled-  E0M00 Unmaourt
ﬂ 6 =unlabeled= Lahel... k

Label the tape with the following options:
Label Library Media
e Target Media Pool: LibTest
e Prompt to Overwrite Existing Label: Uncheck the box

Target Media Pool:

[LibTest v]

Yolume Lakbel:

|EIar Code Lakel |

Operation Options

D Pru:nmpt to Overwerite Existing Lakbel

Click OK.
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Action

13

From the Monitoring tab start a backup of the LibTest group and validate that data is sent to the
newly configured tape devices.

Clierit Mame |Save Set | Group JPolicy |Level | Start Time ™ | Duration | Device
1B nwlinuzeeme.... etc LibTest full 100143 4:31:01 P 00:02:30 1 rod=nwlinue.eme edu; fdevinst3

Note: You may receive an error stating that one or more of the tapes already contains a valid
NetWorker label. These errors can be disregarded and the volumes associated with them can be
relabeled without issue. This merely indicates that NetWorker has identified that these tapes were
used in a NetWorker environment previously and by default does not automatically re-label them in
case you need the data on them.

End of Lab Exercise 6-4

End of Lab 6
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Lab 7: Manage the Media Database and Client File Indexes

Purpose: In this lab, you will use the NetWorker Administration GUI to display the
contents of volumes, review client file indexes, and search for save sets.

Tasks: In this lab you:

e View the size of client file indexes.

e Determine the number of files in most recent backup.
e Determine size of most backups of a single client

e Use the save set query tool
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Lab Exercise 7-1: NetWorker Databases — Part 1

Step Action

1 From the Media tab select Indexes on the left and determine the total size of the client file index
(CFI) for the winclient.emc.edu server.

F oy, =

. -
# ¥ Monitoring * = Configuration riDevices

File  Edit “iew  Media ‘Window Help

XON| )| TYRCE R4

EI—' rrnevincone s emc.ecdu Indexes (3)
—E Label Templates
—{l M_edia Poolz Clisnt Mame = I
— & Disk Volumes 18 resvlinuz emc edy 2032 KB
_5 Tape Yolumes rrwvindows eme edu S39 KB
L ndexes 1# winclient eme edu 2110 KB
—i Save Sets

Size of CFl for winclient.emc.edu:

2 Display a list of all save sets for winclient.emc.edu by double-clicking on the winclient.emc.edu
entry in the Indexes box on the right side of the Media tab.

L. =

, —
& * Monitoring * = Configuration I :-_‘fl]euices

File  Edit “iew Media ‘Window  Help
x@« ) (& D
EI—' reeewvindows emc edu .

Indexes
£ Label Templates E ()

" Media Pools Client Mame
Dizk “alumes

1B rewviinu emc.edu
Tape Yolumes

}3 Inclexes

Save Sets

1F mewindowes eme.edu

E weinclient emc.edu

Keep the window open and proceed to Step 3.
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Step Action

3 Identify the save set that has been backed up the least often. (Hint: Cycle = Backup)

Client: winclient eme edu
Save Zet T | Sire | Cycles
& Cloradata 2KB 2
& CwindowesiHelp 147 KB [ 4
& CUAUTemp 1097 KB | ] 4 R |
& CwUTempiComman Files 84 KB O k]
& CUTemplin SoEKB k]
& COUTemplava M1 KB k]
Name of least frequently backed up save set(s):
4 Click the save set that was identified in the previous step.
Save Set Choradata
2| [ Files | Size | Time | Lenvel
3645497599 S ] 3539 KB Q43043 4:42:18 PM full
367900204 M 1 ®I3MB[_____] 943013 40657 PM full

Identify the number of files and size of each backup.
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Step

Action

In the Index Save Sets window that you already have open, select the C:\WUTemp save set for
winclient.emc.edu.

< Index Save Sets

Client: wincliert emc edu

Save et v
&0 Choradata
& CovindowesHelp

= CUTemp

Remove the oldest backup of this save set by clicking the Remove Oldest Cycle button.

Rem-:we'@ldest Cycle ] [ [8]33 _J
b

Click Yes to confirm you are sure you want to remove the oldest cycle for the save set C:\WUTemp.

_:, Quesktion

Are ol sure you wwant to remove aldest cycle for saveset CWITemp?

Note the number of SSID’s now listed for the C:\WUTemp Save Set.

Click OK.

From the Media tab click Save Sets from the tree on the left side. This opens the Query Save Set
window on the right side.

& * Monitoring * = Configuration '--_-_-_::‘.I]euices QMedia

File  Edit “iew Media Window  Help
@« ) : oL

= reewindows eme edu

Save Sets
1 Label Templates &
» Medis Pools @ All Save Sets O Yiivware Backup Appliance Only
Dizk Walumes
Tape Volumes Gluery Save Set \\Save et List ‘-,I

1= Indexes

Query Parameters

Client Marme:
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Step

Action

Using the Query Save Set tool, generate a list of all save sets in the Disk1 pool since the start of class
by entering the following options:
Query Parameters
e Pool: Diskl
e Save Time From: Select the first day of class
e Save Time To: Select tomorrow

Pool: |Disk1 v|

Checkpoint ID: | |
Copies; [, v] | D'%]
Save Time:

From |SEFI 30, 2013 1z:nu:nt{ﬂ To |b-:t 3 2013 11:50:59 F{j

Leave all other fields blank, and select Save Set List to run the query and see the results.

Cery Save Set ' Save Set Liﬂ[,\\s

Client ~ | Sane Set | S50 | Clone 10 |Lewel | Status | Typs
rawelinux emc.edu &5 ete 35897130489 1380543024 fulll hrowys...
mwelinux.emc.edy &5 etc 3611966131 1380596331 incr hrowes...
melinux.emc.edu &5 etc 3393906252 1380640253 fulll hronwes...
rwelinux.emc.edy &5 etc F310030171 13806:50230 fulll hrowes...
rawelinux emc.edu &5 ete 3226144413 1380650572 fulll hrowys...
mwewvindosys emc. . S0 indeximwlinu... 3580353283 1380545109 fulll recove...
renenindosys emc. . &0 indexswinclie... 3330021709 1380348173 9 rECOVE...
mwindowes emc... &5 COProgram Fi... 3813244611 1380545291 full browes...
meindosy s emc. . ST indeximeewin... 3796467452 1380548345 fulll recove...
mwwwindowes emc... &5 bootstrap 3FTAE90235 13805458350 full rECOvE...
renenindosys emc. . &0 indexswinclie... 3662273033 1380371637 fulll rECOVE...

Verify that only save sets in the Disk1 pool are reported by looking at the Pool heading.

End of Lab Exercise 7-1
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Lab Exercise 7-2: NetWorker Databases — Part 2

Step Action

1 From the Media tab select Disk Volumes on the left and double-click the Disk1.001 volume to
display the save sets on that volume.

[ p— -~

w e
& ¥ Monitoring ¥ - Configuration wiDevices

File  Edit “iew Media wWindow  Help

X« ) YRE & &
EI—' reaesvincoves eme edu & Disk Yolumes (3)
£ Label Templates
L Media Pools Yolume Name ¥ | Media Type | Used
' Disk1 001 adw_file 4928 ME I
o Tape “olumes u Disk1 002

=l Incexes &4 nsrbackup 01
Save Sets wolume: Dizk1.001

Disk “olumes

o Yolume Save Sets

Cliert ~ | Zave Set

E madlinue emc.... etc

L' mlinue emc.... etc

Click on one of the C:\WUTemp save sets and note the SSID.

SSID:

2 With the SSID identified in the previous step selected, click the change status button to bring up the
Change Save Set Status pop-up and make the following change:
Change Save Set Status
e Status: Suspect

JF Change Save Set Status | x|

Save Set CAUTemp

Select the status that you want to give 1o the save set:

O Marmal

&) uspect
[ Ok [\‘J [ Cancel ]

Click OK.
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Step Action

3 In the Volume Save Sets window, select the previously identified save set and change the status back
to normal.

+»Change Save Set Status
Save Set CAUTemp

Select the status that you wart to give to the save set:

(3] Mormal
Cl Suspect

[ Ok _J [ Cancel ]

Click OK.

4 From the Media tab, select Tape Volumes to display a list of currently labeled tapes.

B 2 incd I e
W vvwindows emc e ﬂ Tape Yaolumes (3)
£ Lakel Templates

~ Media Pools Yolume Mame ™ | Barcode

Disk Yalumes B Ec1oniLs E0M001L4
B E0toooLs E01002L4
B EcsooiLs E03001L4

mave sets

Set the mode of any of the volumes to read-only by right-clicking on one of the volumes and

selecting Change Mode.
In the change mode dialog box enter the following options:

Change Mode
e Select Mode: Read Only

.:, Change Mode
“olume: EO1001 L4

Select the mode that you want to apply to the volume:

Cl Appendakle
(3] Read Only
O Recyclable

[ Ok _J [ Cancel ]

Click OK.
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Step

Action

Look at the volume you just changed in the Tape Volumes window.

ﬁ Tape Yolumes (3)

Walume Mame ¥ | Barcode [ zed| % Used | Mode | Excpiration
<= E01001L4(R) E01001L4

B Ecionzie E01002L4 3840 KB 0% appendable 1213

B E03001L4 EQ3001L4 209MB ] 0% appendable 1213

What changes do you see in the Name and Mode of the volume?

Change the mode of the volume back to Appendable and again note the changes in the Name and
Mode of the volume.

From the Media tab, select Tape Volumes and select a volume from the Tape Volumes window that
has an expiration date and data written to it.

“Wolurme Mame | Barcocde | Ized | ¥ Uzed | Mode | Expiration
- E01001L4 E01001L4

B En1o0zLe E01002L4 3540 KB 0% appendable 12113

B EozomLe EQ3001L4 299MB 1 0% appendable 12113

Right-click the selected volume and click Recycle to bring up the Recycled Dialog Box and make the
following change:
Recycle
e Select Recycling Policy: Manual

E Recycle
Yaolume: EOT002L4

Select the recycling policy that you wart to apply to the volume:

() Auto

@ Manual

[ Ok J [ Cancel ]

Click OK, and note the change in the Expiration field of the volume you just modified.

Change the Recycle Policy of the volume back to Auto.
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Step Action

9 From the Media tab, select tape volumes on the left, and right-click an individual volume of your
choice. Select the Set Location option and enter the following information:
Set Location
e Volume: Offsite

:—, Set Location
Yolume: B O02L4

Location: |Off3i-tel |

I (8] _J [ Reset ] [ Cancel ]

Click OK and note the Location field for the volume in the Tape Volumes window.\

Enter the Volume Name you modified:

10 From the Devices tab, select the tape library that contains the volume you modified in the previous
step. Inventory the volume in the library by right-clicking on it in the Library window and selecting
Inventory

- mavincows emc. ecu

- g Libraries & Library: STKES.0.0

o rid=muvlinuic eme.edu SPEC) pogey Standard SCS Jukebox
0.0

Control Port: scsidev@@3.0.0

| Devices
| Storage Modes Device ™ | Walume | Wirite... Message Slat T | Waolume |Barcode | Poal
1 EC1001L4 EC1001L4  LibTest

{we Data Domain Systems &= 0. (Tape0
i Q Avamar Deduplication Modes &= 1\ Tapel

(] WATape2 Properties...

&4 0 iTaped

aunt

Linmairt

Lakel...

Enter the following options to inventory the tape:
Inventory Library
e Slot Range: Ensure your volume is selected
o Check Box: Force load and verify labels

Click OK and monitor the operation in the library status window.

11 Return to the Media tab, select Tape Volumes and validate that the location of the tape has been
changed automatically from offsite to the name of the tape library.
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Step

Action

12

From the Media tab select a tape volume that is located in the tape library attached to the
NetWorker server.
Note: Location should NOT have “rd="in the name.

Right-click the volume selected and delete it. Enter the following information in the dialog box:
Delete
e Selection: File and Media Index Entries

. Delete
Yaolume: E0TO02L4

Make your selection for removing the wolume from:

(%) File: and Media Incex: Ertries
(I File Index Ertries Only

[ Ok i [ Cancel ]

Click OK, then click OK again to confirm you want to delete the volume from the database.

Notice the volume has been removed from the list of volumes, and is displayed in the library as <not
in media index>.

13

From the Devices tab, select the Local Library and right-click the tape volume you just deleted.
Select Load Without Mount from the pop-up menu.

Depiosit
Ejectanvithdr sy
Ao

Remove. ..

Release Device

Load Withiout kot

EnakleDizakle

Monitor the load operation and write down the name of the device that the tape was loaded into.

Device Name:
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Step Action

14 | Open a command prompt on your NetWorker server and run the following command to scan the
volume you recently deleted back in to the database.
Command Prompt — NetWorker Server

e Type: scanner —im <device_name>

Note: <device_name> should be replaced with the name of the device you loaded the tape into.

o | Administrator: C\Windows' system32' cmd.exe

sUszerssAdministrator?scanner —im s oA\Tape2
89287 cscanner: using ‘“~~.sTape2' as the device name
89236 :scanner: scanning LTO Ultrium—4 tape EA1BB2L4 on “~~.sTape2
32358 :scanner: adding LTO Ultrium—4 tape EA1H0B2L4 to pool LibhTest
29485 scanner: ssid 3891935753 : =can complete
8786 :scanner: ssid 3A7193575%3: 1395 KB, 18 file<(s>
29485 scanner: ssid 3I841685164: =scan complete
#7786 :scanner: ssid 384160A5164: 1674 KB, 11 file<{s>
B761 scanner: done with LTO Ultrium—4 tape EA1882L4

sUserssAdministrator

15 Return to the Media tab and select Tape Volumes to display the list of tape volumes in the media
database.

Identify the volume that you just scanned back in.

ﬂ Tape “aolumes (3)

Yolume Mame | Barcode [ zed | %% Uzed | Moce | Excpait-ation | Pl
B E01o01Ls EO1001L4 OHB 0% appendable LibTest

3840 KB 0% 127313 LibTest
(= E03001L4 209MB [ 0% appendable 120313 LibTest

What do you notice about the name and mode of this volume?

Change the volume to appendable.

ﬂ Tape “olumes (3)

Yolume Mame ™ | Barcode [ Ized
B EctooiLd E01001L4 0 KB 0%

>+ ED1002L4(R)
B eosooiLg

Showe Save Sets...

Change Mode...

Mark Scan Meeded...

End of Lab Exercise 7-2
End ofLab 7
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Lab 8: Perform Recoveries

Purpose: In this lab, you perform browsable and save set recoveries using the
NetWorker Recovery Wizard

Tasks: In this lab you:

e Perform a browsable recovery using NetWorker Recovery Wizard
e Perform a save set recovery using NetWorker Recovery Wizard

e Perform a scheduled recovery using NetWorker Recovery Wizard
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Lab Exercise 8-1: Perform a Browsable Recovery

Step Action

1 From the Recover tab select the green “+” symbol to launch the NetWorker Recovery Wizard.

L =

E
& * Monitoring * = Configuration I :-_‘_‘.I]euit:es

File  Edit ‘“iew Recover ‘Window Help

MO

T| plesy iopvers:

2 In the Recovery Configuration wizard, create a new recovery configuration by entering the
following information:
Recover Configuration
Select the Recovery Hosts
e Name: Select winclient.emc.edu

Source Host

Marme:

oe: rvvlinux . emc edu
v wvindowys emc edu
MetWorker version: [T =y f= =t

Earliest backup:

Click Next.

3 In the Select the Data to Recover dialog box, select the C:\WUTemp\Java folder in the folder
selection tree.

=[] @ winclient eme edu Mark |File Mame

EE] el [ jref
= valTemp

1 Common Files
LI it

CI0 0 windows
CI[ - oradata

Click Next.
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Step

Action

In the Select the Recovery Options window enter the following options:
Recovery Configuration
Select the Recovery Options
e File Path for Recovery: New destination path
e Recovery path box: C:\recover

File Path for Recovery
() Original path

(%) Mewy destination path

|C:1reu:-:uver

Click Next.

On the Obtain the Volume Information window, leave the default options.
Click Next.

In the Perform the Recovery window enter the following information:
Recovery Configuration
Perform the Recovery
e Recover Name: JavaRecover
e Recovery Start Time: Start recovery now

Identity Recovery Start Time
Recover name: |JavaHecwer | @ Start recovery nowy
Comment: | | () Schedule recovery to start at

Click Run Recovery, and monitor the Recovery Results screen until the recovery is completed.

Chvecoveriavaireb\LICENSE
ChvecoveriavaijreBLICEMNSE txt
ChrecoveriavaijreB README txt

ChrecoveravalreB THIRDPARTYLICENSEREADME 1t
ChvecoveriavaijrebWvelcome Hml

ChrecoveriJavaijres

Chrecoveriaval

Received 643 file(z] from NSR server "mvewindosw s emc edu
Recover completion time: 100452013 65021 Ak

Click Finish.

End of Lab Exercise 8-1
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Lab Exercise 8-2: Perform Save Set Recoveries

Step

Action

From the Recover tab select the green “+” symbol to launch the NetWorker Recovery Wizard.

L =

L]
& * Monitoring * = Configuration I :-_“.I]euit:es

File  Edit ‘“iew Recover ‘Window Help

MO

T| plesy iopvers:

In the Recovery Configuration wizard, create a new recovery configuration by entering the
following information:
Recover Configuration
Select the Recovery Hosts
e Name: Select winclient.emc.edu

Source Host

Marme:

oe: rvvlinux . emc edu
v wvindowys emc edu
MetWorker version: [T =y f= =t

Earliest backup:

Click Next.
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Step Action
3 In the Select the Data to Recover window, enter the following options:
Recover Configuration
Select the Data to Recover
e (Click: Save Set Recover
N
Browse ",ISearch Save Set Recover ‘IL
e Found In: Select Last and enter 1 Week
Found in
(%) Last
| 112 [weeksts) |
() Custom Range
Frarr: | g
To: | e
() Al Time
Click Query, to populate the Save Set Name and Save Set Instances windows.
4 In the Save Set Name field select the C:\WUTemp\inf save set.
Save et Name:
Charadata
CindowesHelp
CMUTemp
CHAMUTemphCommon Files
AU Templint
In the Save Set Instances field, select the most recent instance and mark the box next to it.
Save et Instances:
Mark |Save Time ¥ [ Size| Filzs |Level |Media Type | Volume MName | Status | Pl
[ 10350157 PM 116MB 1510 [ ful S adv_file  Disk1.001 (0.0, c)  browsable Diskl
|:| 100GM 3 52619 PM 116 MB 1510 ] full s ay_file Dizk1.001 (0.0, ¢ browsakle Diskl
100GH d 116MBE 1510 B full = adv_file Nizk1.001 (0.0, )
Click Next.
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Step Action

5 In the Select the Recovery Options window select the following options:
Recover Configuration

Select the Recovery Options
e File Path for Recovery: Original path
e Duplicate File Options: Rename the recovered file

File Path for Recovery
(%) Criginal path

() Mewy destination path

Duplicate File Optiong

@) Rename the recovered file

O Do not recover the file

O Oweryerite the existing file
|:| If overvvrite failz, replace at reboot

Click Next.

Leave the default options on the Obtain the Volume Information page.
Click Next.
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Step

Action

In the Perform the Recovery window enter the following information:
Recovery Configuration
Perform the Recovery
e Recover Name: SaveSetRecover
e Recovery Start Time: Start recovery now

Identity Recovery Start Time
Recover name: |SaveSetRe::n:nver | @ Start recavery novy
Camment: | | () Schedule recovery to start at

Click Run Recovery, and monitor the Recovery Results screen until the recovery is completed.

C: U Tempintsywms_mpint

U Tempintwywits _miint; File exists, renaming to CWAWUTempintwewms_mpint
U Templintwewms_pp.inf

C: WU Templinfwewms_ppainf: File exists, renaming to C:WWUTemplinfiwyms_pp.int
C: WU Tempintenace inf

CWUTempintenace inf. File exiztz, renaming to CWWUTemplinfi~xnacc.int

C: U Tempintenacc PRE

CWUTempinfxnacc PNF: File exists, remaming to CWNITemplint~xnacc PMF
U Tempiint™

Received 1507 matching file(s) from NER server " mwwwindow s emc . edu’

Recover completion time: 100402013 7:43:04 A

Review the Recovery Log and determine how the files were renamed.
Hint: What change was made to the filename when the file was renamed?

Click Finish.

End of Lab Exercise 8-2
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Lab Exercise 8-3: Perform Scheduled Recovery

Step Action

1 From the Recover tab select the green “+” symbol to launch the NetWorker Recovery Wizard.

L =

L -
& * Monitoring * = Configuration I :-_‘_‘.I]euit:es

File  Edit ‘“iew Recover ‘Window Help

MO

T| plesy iopvers:

2 In the Recovery Configuration wizard, create a new recovery configuration by entering the
following information:
Recover Configuration
Select the Recovery Hosts
e Name: Select winclient.emc.edu

Source Host

Marme:

oe: rvvlinux . emc edu
v wvindowys emc edu
MetWorker version: [T =y f= =t

Earliest backup:

Click Next.

3 In the Select the Data to Recover dialog box, select the C:\WUTemp\Common Files folder in the
folder selection tree.

= @ wincliert emc edu Mark |File Mame *
BEE [ Microsoft Shared
=1 ol (TN 3 -
ME wlTemp [ Services
T - ommon Files - )
00 Java [ SpeechEngines
Dl i [ System
L) windowes [ VMware
[ oradata

Click Next.
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Step Action

4 In the Select the Recovery Options window enter the following options:
Recovery Configuration
Select the Recovery Options
e File Path for Recovery: New destination path
e Recovery path box: C:\recover

File Path for Recovery
() Original path

(%) Mewy destination path

|C:1reu:-:uver

Click Next.

On the Obtain the Volume Information window, leave the default options.
Click Next.

5 In the Perform the Recovery window enter the following information:
Recovery Configuration
Perform the Recovery
e Recover Name: ScheduledRecovery
e Recovery Start Time: Scheduled recovery to start at
e Recovery time box: Select todays date and then set the time to 10 minutes from

now
Identity Recovery Start Time
Recover name: |ScheduledRecovery | () Start recovery now
Comment: () Schedule recovery to start at
|0l:'t 4, 2013 11:15:00 AW

Note: When selecting the recovery time, select today, then click ok to acknowledge the error and
then manually enter the time box to display a time 10 minutes from now.

Click Schedule Recovery, and note that a new recovery session is created under Configured
Recovers.

Configured Recovers:

Statuz | Mame | Source Client | Destination Client | Recovery list
s ScheduledRecoyv... E wincliert em. .. ]! winclient eme adu COMITempICam. .
g JavaRecover E wincliert.em... E winclient emc edu CMITempllava

Ej’ SavesetRecover E winclient em... ]! weinclient emc . edu
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Step

Action

6 Wait until after the scheduled time and validate that the recovery completes successfully. You
should see the NSR recover task complete in the log.

O & ¥ X [Mlets

Priority | Time | Source | Category | Message Priarity | Time
6 Friday 11:15:09 &AM ewvent tazk m... |'NSR recover 'ScheduledRecovery, succeeded . Job id *32035"
. Friday 11:15:09 &M wincliert.emc.edy  media Winclient.emc . edu; done brnwsingL‘\S B ﬂ}, Wyecing
6 Friday 11:15:09 &AM event recover  User ZYSTEM on winclient successfully v & Wiecn

it.

Additionally, once completed the ScheduledRecovery task should have a green check mark next to

Configured Recovers:

Status | Mame | Zource Client
g JavaRecover E wyinclient em
g SavesetRecover E winclient .em
g ScheduledRecay ... L' winclient em

| Destination Cliert
E winclient . emec . ecdu
E winclient emec . ecdu
L' winclient emec edu

| Recovery list
CoUTemplava

CUTemphiZom. ..

EMC Education Services

End of Lab Exercise 8-3
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Lab 9: Perform Cloning and Staging

Purpose: In this lab, you will configure resources for cloning and staging, and use
them to perform cloning and staging operations.

Tasks: In this lab, you will:

e Configure a clone resource.
e Run the scheduled clone.

e Configure a staging resource.

e Manually stage a save set.
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Lab Exercise 9-1: Configure a Scheduled Clone Operation

Step

Action

From the Configuration tab, Right-click Clones on the left and create a New clone resource.

SR reewindowes emc edu

—ﬁ Archive Reguests
— | Clients

I
ot

— Dire

e

J_R Loc Refresh  F3

—ﬁ.‘- Lockboxes

— ™ potifications

15

Continue to Step 2.
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Step Action

2 Configure the clone resource with the following properties:
Create Clone
General Tab
e Name: Enter the short name of your NetWorker server
e Browse Policy: 2 Months
e Retention Policy: 3 Years

e Start Time: 2:00 PM (Choose a time when you can monitor the operation)
e Interval: 24 Hours

e Write clone data to pool: Default Clone

e Days to run scheduled clone: Select Today and Tomorrow

£ Create Clone

General \Save Set Fitters ‘\Last Status "l,

Identity Storage Hode Options
e |nwwindows | Storage node to WRITE save sets: [
Comment: | | Storage node to READ save sets: [

Index Management

Wirite clone data to poal: [Defaurt Clone
EliDse Paloy ’2 IS v] Continue on save set errar: D
Retertion Policy: ’3 Ears '] Limit number of save set clones: E (0 = unlimited)
Schedule
Enatlle Last Started: | |
Start Time: LastEnd | |
Irterwval: E [Hour=) Lazt Status: |Ne'¢er run |

6 Click on the day to schedule the clone

Schedule Period Sun Man Tue Wied Thu Fri Sat
@ Wieekly by day
(For example: Sunday, Friday, etc) e e e
%] %] (%]

O Wanthly by day
(For example: 1st day, Sth day, etc))

Continue to Step 3.
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Step Action

3 In the Create Clone window select the Save Set Filters tab and enter the following:
Create Clone
Save Set Filters Tab
e Groups: 11PM

e C(lients: winclient.emc.edu
e Pools: Diskl
e Filter save sets by level: Full
e Include save sets from the previous: 2 Days
|:||Groups - |:||Clients - |:||Pools -
C] ol eme.echu (] archive
[ Defaut [ movwwindoves eme.edu [] archive Clone
[] LinTest wvinclient.eme edu [] Defeut
[ NSREackup [] Detaut Clone
Disk1
[ Fu
[ Indexed Archive
|:| Indexed Archive Clone
[ LibTest
[ Manual
[ mMonFul
[] MSREackup
[ ottstte
[T PC Archive
[ PC archive Clone
Fitter save sets by level: @l [Ta [z (= [Cle s s Cl7 Cls 9 []incremental
Fiter save =ets by name:
Include save sets from the previous | 2 HDays v]

Click Preview Save Set Selection to see a list of save sets that will be cloned.

Click OK to finish creating your clone resource.

" Clones (1)
Mame | Comment | Enahle |Period | St.... | Interval
o mevindowes v Wizek 1. 24 hours

Monitor your NetWorker server during the time the clone is scheduled to run.

Note: Alternatively, you can right-click the clone job from the Monitoring tab to initiate it manually
instead of waiting for it to run.
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Step Action

When the clone job runs, monitor the clone job activity on the monitoring tab.

The Log window should show messages indicating the start of the scheduled clone.

ﬂ Friclay 1: 20000 PM event ached... Staing scheduled cloning mvwesindows'
. Friclary 1:13:30 P evernt sched... Scheduled cloning ' tmpClone_Rwit.
ﬂ Friday 1:13:21 PM event sched... Statting scheduled cloning ' tmpClone. ..

The Clones window (opened by clicking the Clones tab in the upper window of the Monitoring tab)
should show the clone operation running.

Clones

Statuz | Clone ™ |Last Start Time [

10045135 1:2 M

Duration | Last End Time

00:00:21 I

The Clone Sessions window (opened by clicking the Clone Sessions tab in the sessions window)
should display the clone operations in progress.

Clone Sessions

Source Yolume | Source Device | Start Time = | Duration| % Complete | Size|  Total Size | Target Device | Target Yolume
Dizk1.001 rwewvindovys _aftel 1005413 1:25:05 PM

| Target Pool
00:00:09 ] 4 1 26MB ] G28MB [] WiTape3 E01003L4

Default Clone

Verify that the save sets were successfully cloned, by switching to the Media tab and viewing the
contents of the tape volume in the Default Clone pool.

T
s EC1002L4 3840 KB 0% appendable 1205313 LibTest
629 ME 0% appendable 10046

= Indexes -+ EQ1003L4 E01003L4
—

<5s Yolume Save Sets

Default Clone STH)

Wolume: E01003L4

Cliert ~ | Save Set

| 2D | Checkpoirt 1D | Save Time | Clone Retertion Time | Level | Statuz |
E winclient.em...  CMindowsHelp 4162650729 10£3M 3 11:00:57 PM 10/406 1:24:24 PM full hrovwsable
E winclient.em...  CWWUTemp 4199427920 105313 11:00:29 P 1004016 1:24:24 PM full hrovwzahle
E winclient.em...  CoiMncowsHelp 42EIZ2TETS 105213 11:01:04 PM 100406 1:24:24 PM full hrovwsahle
E winclient.em...  CWWUTemp a0375352 105213 11:00:41 PM 100406 1:24:24 PM full hrovwsahle
End of Lab Exercise 9-1
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Lab Exercise 9-2: Configure Automatic Staging

Step Action

1 From the Monitoring tab of the NetWorker Administration GUI Perform a backup of the 11PM
group.

-nd Policies

Status  |Mame ™ |Last Run

2 From the Configuration tab right-click Staging and create a New staging resource with the
following properties:
Create Staging

General Tab

e Name: Stagel

Enabled: Yes
Devices: Select 1 of the 3 AFTD’s
Destination Pool: Default Clone
Save Set Selection: oldest save set
Max storage period: 1 Hour
Recover space interval: 3 Minutes
File system check interval: 2 Minutes

< Create Staging

Genetal \Operaﬁons \

Identity Configuration
Maime: |Stage1 | High weater mark (%)
Comment: | | Losw wyater mark (3
Save set selection:
Control Max storage period: E
Enzhlecd: O Mo @ Yes Max storage period unit: @ Hours O Days
Devices: [ 18 owvs_aftell Fecover space interval:

[ Irwvindowes_aftd2

T Recover space unit; (3) Minutes () Hours

File system check interval:

I

File system check unit: @ Minutes O Hours

Destination poal: Default Clone -

Click OK.
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Step Action

4 On the Monitoring tab, watch for staging to occur over the next few minutes.

The Log window should display messages indicating the staging session is starting and has finished.

Log O o &
Priority | Time | Source | Category | Mezsage
ﬂ Friday 2:17:12 PM evert media Mo space was recovered from device n..
. Friday 2:16:53 Ph evert werite c... Wiriting to wolume EO1003504 completed
ﬂ Friclay 2:16:58 PM event media Recovered 23 MB by deleting 9 savesets .
ﬂ Friday 2:16:53 Ph evert media Deleted 186 KE from save set 342745616,
6 Friday 2:16:55 P event media Deleted 6799 KE from save set 4149135322,

Note that clone sessions are running in the Sessions window.
Note: These are identified as clone sessions however the log will show save sets deleted after the
clone operation which is the difference between a clone and a staging operation.

Client Mame ¥ | Type | Start Time | Duration | Device
M resewindews... cloning 100413 216:44 PM 00:00:39 [

5 Once the staging has completed, return to the Configuration tab and delete the staging policy that
you created.

Mame | Comment | Enakaley
QE default stage e}
P |

Mlewy Ctrl-M

Propetties... Cirl-O

Ediit Mame...

Add To Mame...

Remaove From Mame...

| Dokt ) Dok
N

End of Lab Exercise 9-2

End of Lab 9
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Lab 11: Administer the NetWorker Server

Purpose: In this lab, you will perform several tasks relating to the management and

administration of the NetWorker Server.

Tasks: In this lab you:

Create a new Console user.

Generate canned reports and create custom reports.
Back up the Console database.

Enable Resource Update Logging.

View the contents of several NetWorker and GST log files.
Create a new NetWorker user group.

Create an owner notification for the winclient client.
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Lab Exercise 11-1: Manage the Console Server

Step Action

1 From the Setup tab in the NetWorker Management Console right-click Users and create a New
Console user with the following properties:
Create User
Identity Tab
e User Name: John
e Password: passwordl

® Create User

Ilertity \\Permissions \
User Mame: |J0hn |
Full Mame: | |
Description: | |
Role: DConsole Security Adminiztrator

[¥|console User

DCUnSDIe Application Administrator
Pazzword: |......... |
Confirm Password: |......... |

Permissions Tab
e Managed Hosts:
Windows NetWorker Server: nwwindows.emc.edu
Linux NetWorker Server: nwlinux.emc.edu

I Create User

Identity  Permissions |

Grant this user permizsion to manage & group of hosts.

Available Hosts: hManaged Hosts:

BC ey

Click OK.
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Step Action

2 From the Configuration tab right-click the name of your NetWorker server in the top of the tree and
select Properties. Make the following additions:
NetWorker Server Properties
Setup Tab
e Administrator: append user=John,host=<FQDN of NetWorker Server>

.:,HetWDrker Server Properties - nwwindows.emc.edu
Setup \'LCanigurati-:nn "'.ISystem SUmmary "'.ICustDmer Infarmation ".Ir-.discel

Backup

Parallelizm: | 32 l%]

Manual saves:

Fublic srchives: [ |

Administration
Adminiztrator: group=~adminiztratars host=rveswindows emc edu
uzer=administrator host=rwwwindow s emc.edu
uzer=gystem host=nvwewindows emc edu
user=dnhn,hu:ust=nwwindu:uws.emc.edu| |
Click OK.
3 Close all NetWorker Administration and Console windows.

4 Launch NMC and log in as John.

/

/ va.l

EMC NetWorker™
Management Console

¢ Narme: |J|:|h|-| |

Pazswaord: |||-|||-ii |
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Step

Action

From the Setup tab, attempt to create a new console user named Sally.
Attempt to create another Console user named Sally. Why are you not able to?

; Emterprise

File  Edit “iew  Setup  Window  Help

XN )

=} Users and Rales e Users (2)

& Rales
tﬁﬁl

[ NLM

| Fuill Marme
tor  Administrator

M Ctrl-i %

Fefrezh FS

Note: Only users with the role of Console Security Administrator are allowed to create, modify, or delete a
Console user.

While still logged in as John, launch the NetWorker Administration GUI for your NetWorker server.

Create a new time policy resource with the following properties:
Create Policy
e Name: 4 Months
e Number of periods: 4
e Period: Months

JE Create Policy | x|

General "L

Identity Configuration

Marme: 4 Maonths Mumber of periods:
Comment: I:I Petiod: Months

Il

Click OK.
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Step Action

8 Remove John from your NetWorker server's administrator list.

—dy Archive Requests

_E Clierts :—, MetWorker Server Properties - nwwindows.emc.edu

—" Clones
_ Directiv Setup \Configuratiu:un \S‘fs*tem SUmmary \Cus*tu:umer Information \'.IMisce
B Groups Back

B & Local H i
_ﬁ Lockia: Parallelism: | 32 |%]
— ™ ntificer

— @ Prokes hanual saves:

Redistr
— i Restrict
—E Schedu
— £5_| Securits
—iid Snapsh
—t‘-:f Staging Administratar: grovup=Administrators host=raswindows emc. edu

Time Po user=administrator host=rsewindoyes emc edu
—ﬁ- User Gr uzer=gystem host=rwwindows emc.edu

—@ “havar

- MetWorker Semver: nwawindows . emc

Public archives: |:|

Administration

9 Try to create a new 5 Months policy resource.

Permiszion denied, user 'John' on nwswindows emc.edy’ does not have 'Create Application Settings' or "Configure Metvworker' privilege to create this resource - NSR palicy.

8

Notice that you no longer have permission to create a new resource.

10 Close all NetWorker and Console windows.

11 Launch NMC and log in as administrator.

Mamﬂ |administratu:ur |

Paszwoard: |||ll-|u|lnlnl-llll |
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Step Action

12 From the Reports tab, expand the NetWorker Backup Statistics folder and select the Group
Summary report.

-]
, Enterprise E Reporis

File  Edit ‘View Reportz  Windo

9 < =
=) Repotts
| MetWorker Backup Statistics

erver SUmmary

LSEOLIED SUMITEE Y

Select the View Report tab to run the report with the default parameters.

E MetWoarker Backup Statistics: Group Summary

Caonfigurg | Wiew Report !1‘:

Right-click anywhere on the report and select Chart to change the report format.

Group Summary
Group Mame ¥ | Amount of Data (MB) | Mumber of Files |
821 37720
Detautt Refresh  FS 435 11135 1
DirTest ® Tahkle 520 l:l &1
LikTest |‘ 301 1 4467 O
NEREackup 171 I 407200
Document i

From the Chart Type pull-down menu select Pie.

Chart Type:
Group Name: all
GFOUP Summary Eackup Type: all

Level all
Save Time: from earliest available to 10,713 1:31.09

Group Hame
W cempty)
W1irm
Coetaut
Moirtest
EiibTest
WrsrEackup
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Step Action

13 From the Reports tab run the Server Summary report with the default parameters.

E'_E'_R?pms o E MetWWorker Backup Statistics: Server Summary
= Metwiorker Backup Statistics
= Reerver Summary

Group Summary
Client Summary
Save Set Summary

Configure \\View Repur‘rﬁ'.é

Parameters
Level Summary
Backup Type Summary Server Mame Awvailakle: Server Mame Selected:
Morithly Summary rreincones: eme.edu

Daily Summary
Group Summary by Server
Group Sumthary by Client anc

Modify the report to be displayed as a bar chart.

E MetWWorker Backup Statistics: Server Summary

Configure " Wiesy Report \'l

Chart Type:

Biar v]

Server Summary

100007

3000 T

000 T
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Step Action

14 | Run the Level Summary report and configure it to show only full and inc save sets backed up by the
NetWorker server as part of the 11pm group within the last week.

= Reports

B NetWorker Backup Statistics
@l Server Summary

Group Summary

H MetWorker Backup Statistics: Level Summary

Configure \Vmw Repart \

Client Summary

Parameters

ckup Type Summary Server Mame Available: Server Name Selected.

= g:ﬁ'lﬁ:::’fw v vindows.sme sou From [Oct 1, 2013 1:50:03 FM t] Ta | -
Group Summary by Server
Group Summary by Client anc
Save Set Detsils

Save Set Detalls by Cliert

I=) Backup Summary over Time
=) Monthly Group Statement

=) Monthly Client Statement

I~ Daily Save Set Statement

== Save Set Detailzs by Server o
I=) Level Summary by Server ov
I=| Backup Type Summary by Se
H-[ | Metworker Backup Status

H—[ | Events

g | Hosts Group Mame Svailable: Group Name Selected Backup Type Available: Backup Type Selected:

[ U
|__ ss.rs (empty) 11Pm hootstrap =]
t—| . Devices DBz
| Inactive Files DirTest 5 | |FILE 3
£ Netorker Recover i
) v ctote LibTest index

!.. vamar Statistics NSRBackup INFORRX
¥—| . Cloud Backup and Recover MSEXCH
#—[ | Data Domeain Statistics MSSGEL
H-[ | NetWorker Clone NMEC
t[ | NetWorker Data Protection Policy MM - Exchange |

b

Save Time:

Save Set Mame:

[2)a) ¥ [~

[ ]ie]
[2ll~] ¥

Cliert Mame Available: Client Name Selected: Level Available: Level Selected:
5

resvlinue: eme ecu

IC

full

ravvindloo s .eme edu incr

winclient emc edu

7
8
]

v

Click View Report and go to the next step.
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Step

Action

15

Right-click the report you just ran and select Save As. Save the repot as Full and Inc Summary.

Sawve Set Summary

Manthly Summs
Daily Summary

®lsave Report As

Flease erter Report Mame.

My
Hide Cther Uszers' Repaorts

Feport Mame: |FuII and Ine: Summarﬂ

Right-click the report you created and select Share to share it with all console users.

Level Summary i
i TR | Server Name Available: |
:. EBackup Type Summa Delete Delete
honthly Summary Renatms
Daily Summary
Group Summary by S Save Ctrl-=
GBraup Summary by O Save Az Cirl-%=
Save Set Details
Save Set Details by
=.= Eackup Summary oy
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Step Action

16 | View the default output generated by the Save Set Details by Server over Time report.

%) Morthly Client Statement
%) Daily Save Set Statement

= Set Deta et over Time
B—E Level Summary by Server over Time

|y [ oy I B

Drill down through all the reports until you see details about each individual save set backed up for
the Default group on a single day.

Save Set Details by Client

Cliert Marme | Save Set Mame | Save Time | Save Set 1D |Level
nwwwindowes emc edu hootstrap QI2TH 3 22503 PM 4152101373 full
v wvindosny s emc edu hoatstrap TG 25441 PMW 4031105205 full
v windosnes emc edu hoatstrap QT3 30929 P 3913668554 full
rveindoney s emc edu COProgram FilesEMC Mety... 9527M3 222316 PM 4282764568 full
nwwwindowes emc edu CHProgram Files'EMC Metw.. 2027HM3 2:44:51 P 4165325349 full

Go back to the Daily Summary by right-clicking on the report and selecting the Back button.

wincliernt.emc edu CoWWUTemphZComman Files

wincliert.emc edu CoAUITemplint
wincliert . emc edu CoUITemeint

winclient.emc edu

wincliernt.emc edu Refrash Fs

wincliert.emc edu

winclient . emc . ecu ® Taghle

Chart
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Step

Action

17

Right-click the report and export it as an HTML file named report.html in the C: \ directory.

Daily Summary

Date | Amaurit of Data (ME] | Mumber of Files |

_

Back
Refresh F5

® Tahle
Chart
Document
® |nteractive
®  Portrait

Landscape

Zoom 4

Prirt... Cirl-P
PDF

. CEY

Open the report.html file in a web browser.

f’_ Exported report data. Document dated: 10,/7/13 2:27:07 PM - Windows Internet Explorer

P——
= : .
ey |g, Chrepart.hkml

2| 23|53 o=

File Edit Yiew Favorites Tools  Help

7 Favorites (& Exparted report data, Document dated: 10/7(13 2:2?...| | - ~ || mmy - Page - Safety -

Lewel: all

NetWorker Backup Statistics: Daily Summary

Server Hanme: yoemaitidones e wdn
Bacamp Type: all

Sawe Tirme: fropm earliest awailable to 1007713 2:19:50 PM
Gronap Harme: Definlt
Morh: Septerviber 2013

Daite Amount of Data (MB) Mumiher of Files Numiber of Save Sets
2AATE 2A4%5 11,135 a2
GEAND TOTAL 2435 11,135 42

Ien Oct 07 14:27.07 EDT 2013
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Step

Action

18

Modify the Console database by selecting the Reports pull-down menu and selecting Data

Retention.

U , Enterprize

Reports

File  Edit ‘“fieww Windowy  Help

X O N
= ' Reports
IIL,:I—i"J Metviorken Back

Reparts

m'SEtup

ls

L

Modify the Recover Statistics fields with the following options:
Data Retention
Recover Statistics
e Number of Periods: 3
e Period: Month

Recover Statistics

Mumber of Periocs: |

Period: [M-:unth

Click OK.
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Step Action

19 From the Configuration tab in NetWorker Administration select Clients and modify the properties of
your NetWorker server client that is currently not part of any group.

Note: The save set for this client should contain NMCASA: If the client selected does not contain this
save set select the correct client.

¥ Clients (4)

Mame | Scheduled backup | Save et
E malinue: Bme. .. v (=1

1 revewvincowes .. v
].i' wincliert.em. .. v

Mewy Client Wizard Clel-wy
Modity Cliert Wizard Ciel-m
Mewy Client Propetties

Modify Client Properties...

Add this client to the 11PM Group.

Group: '1 1P

| [NERBackup

Click OK.

20 From the Monitoring tab, run another backup of the 11PM group.

21 View the Details of the 11PM group and validate that the console backup completes successfully.

Completed Successtully:

Cliert Mame |Save Set |Level | Type
L’ maseindovys.... newindowes emc edusindesx: full

W rewvwindows.... CONSOLE_BACKUP_FILES

E mvvwindoves . MMCASA fgst on_mwewindovesgta_ .. full

L. wincliert.em... CAIRdowsiHelp full

End of Lab Exercise 11-1
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Lab Exercise 11-2: Administer the NetWorker Server

Step Action

1 On your NetWorker server view the contents of the following NetWorker log files:

O messages
O summary

ilmessages - Notepad [_|
File Edit Format Yiew Help
Fep 25 11:03:00 nwwindows.emc.edu: Networker server: (notice) started
sep 25 11:03:00 mwwindows.emc.edu: Networker index: (notice) checking index for 'nwwindows. emc. edu’ .
Sep 25 11:03:30 nwwindows.emc.edu: Networker media: (info) The nsrsmmd process s started on host 'rwwindows. emc.e

Sep 25 11:17:20 nwwindows.emc.edu: Networker server: (notice) started

Sep 25 11:17:20 nwwindows.emc.edu: networker index: (notice) checking index for 'nwwindows.emc.edu’

Sep 25 11:17:20 nwwindows.emc.edu: Networker index: (notice) C:hwprogram FileshEMC networkersnsrdndexhnwwindows. emd
Sep 25 11:17:20 nwwindows.emc.edu: Networker index: (notice) cCompleted checking 1 client(s)

Sep 25 11:17:50 nwwindows.emc.edu: MNetworker media: Cinfo) The nsrsnmd process ds started on host 'nwwindows.emc.e
Sep 25 13:16:59 nwwindows.emc.edu: Networker server: (notice) started

Sep 29 13:16:59 mwwindows.emc.edu: Networker ndex: ¢notice) checking index for 'nwwindows.emc. edu’

Sep 25 13:16:59 nwwindows.emc.edu: Networker ndex: (notice) C:wProgram Files)EMC MWetworkerinsryindexnwwindows.emd

Sep 25 13:16:59 nwwindows.emc.edu: Networker dndex: (notice) cCompleted checking 1 client(s)

Sep 23 13:17:28 nwwindows.emc.edu: Networker media: (info) The nsrsnmd process is started on host 'nmwwindows.emc.e
Sep 26 00:02:31 nwwindows.emc.edu: Networker registration: (warning) Metworker ewvaluation mode will expire in 30 d4
Sep 26 00:02:31 nwwindows.emc.edu: Networker registration: (warning) Networker evaluation mode will expire in 30 d4
Sep 26 08:00:01 nwwindows.emc.edu: networker task manager: (info) Starting 'wsr task' 'DefaultrReportHomeTask

Sep 26 08:00:01 nwwindows.emc.edu: Networker task fanager: (criticall) 'MSR task' 'DefaultreportHomeTask' failed: un
Sep 27 08:00:00 nwwindows.emc.edu: Networker task imanager: (info) starting 'WSR task' 'DefaultreportHomeTask’

Sep 27 08:00:00 nwwindows.emc.edu: Networker task manager: (critical) 'NSR task' 'DefaultReportHomeTask' failed: un
Sep 27 14:00:21 nwwindows.emc.edu: Networker media: (info) The storage node rwwindows.emc.edu s ready for use.

If your NetWorker server is on Linux, these log files will be empty as these messages will be logged
to syslog or emailed the root user on the system, depending on the particular notification. This
behavior varies from Windows based NetWorker servers where these messages are logged in the
displayed files.

2 View the contents of the NetWorker daemon . raw log file between yesterday and today. (Adjust
the times in order to view some log messages.)

First, change to the NetWorker log directory:
e /nsr/logs (Linux NetWorker server)
e C:\Program Files\EMC NetWorker\nsr\logs (Windows NetWorker server)

nsr_render log -S "month day time" -E "month day time"
daemon.raw

For example,

nsr_render log -S "yesterday" -E "today" daemon.raw

l:\Program FilessEMC MNetlWorkersnsrslogsinsr_render_ log -5 “westerday" —-E "today" daemon.raw_

3 View the last 50 lines of the GST log file, gstd. raw

e cd /opt/lgtonmc/logs
e nsr render log -B -50 gstd.raw
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Step Action

4 From the Configuration tab, select User Groups. In the User Groups window right-click and create
a New user group with the following properties:
Create User Group
General Tab
e Name: NWOperators
e Users: user=wilma,host=*
user=fred,host=<networker_server_name>
e Privileges: Operate NetWorker
Monitor NetWorker
Operate Devices and Jukeboxes
Recover Local data
Backup Local data

.:_Ereate User Group

General ‘\
Identity Configuration
Marme: |P~J‘t-"~l'0peratu:ur3 | External roles:
Comment: | |
Users: uzer=wilms host=*
user=fred host=nvwwindows.emc edu
Privileges: Operate Metwiarker
Meniter MetWiarker
Operate Devices and Jukehoxes
Reeever Laocal Data
Reeever Remote Data
|:|Eia|:kup Remate Data
Click OK.
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Action

From the Configuration tab, select Notifications. Make a copy of the Savegroup completion
notification.

|~ Rezaurce File Corrugtion

g oup completion
|~ Saveqroup Failre M Ctrl-M
™ Saveset marked suspect Properties... Ctrl-0
[N scheduled Clone Complet|  Edlt ame
!~ Scheduled Clone Failure aodd To Mame
™ Shaae notiication request
iy Femaove From Mame...
™ Tape mount request 1
|~ Tape mourt reguest 2 Delete Delete
I i1 a

Enter the following information in the Create Notification window:
Create Notification
General Tab
e Name: Savegroup 2
e Action: nsrlog —f “c:\savegroup2.log” (Windows)
/bin/cat >> /tmp/savegroup2.log  (Linux)

E_Create Notification

General \\

Identity Configuration

Mame: | Event: [ IMedia N
Savegruup

| Dlndex

DServer

DRegistratiu:un

DDevice clesned

DDevice clesning reguired —

1 il
Dlnfo

[¥|rotice
DWarning
|:|Wa'rting

| Icritical

[v]2ert
DEmergency

|Savegruup 2

Comtment: |

wmma s al

Priority:

Action: ‘nsrlu:ug -f "Chsavegroupd log"

Click OK.

Perform a backup of the 11PM group.
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Action

When the backup completes, view the contents of the savegroup2.log created by your new
notification.

%) msdiag0.dll 121212006 1:37 AM Application extension add KB
£ | report 10f7[2013 2:27 PM HTML Docurnent JKB

E Document

From the Configuration tab edit the properties of the winclient.emc.edu client in the 11PM group
and make the following changes:
Client Properties — winclient.emc.edu
Globals (2 of 2)
e Owner notification:
Windows: nsrlog —f “C:\winclient.log”
Linux: /bin/mail -s "Winclient Backed up" root

+=a Client Properties - winclient.emc.edu

General \'. Apps & Modules i Globals (1 of 21 ' Globals (2of2) \Info & Licensing \Index \Sys‘tem \Miscellaneous \'.

Configuration Windows Client
Remote access: Hard links: |:|
Shart filenames: i

Archive Managemenit

Archive services: i

Indesx path: | | Archive users:

Executable path: | |

Storage Modes: narserverhost

Clone storage nodes:

Recover storage nodes:

I Oreynier notification: narlog - "Clwvincliert log" I

Perform a backup of the 11PM group.
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10 | Validate that the client notification occurred by checking for the file on the NetWorker server if the
NetWorker server is on Windows, or checking the mail on the Linux NetWorker server by typing
the command mail.

Windows: View log file created

£ | report

|| savegroups

|| winclient

Linux: Type mail and note the message was sent showing backup completion.

2 root@nwlinux:,/tmp
[rootlnwlinux tmpl# mail
Mail wversion 8.1 6/6/93. Type ? for help.
"ivar/spool/mail/root™: 99 messages 5 new 99 unread
T 51 rootfnwlinux.emc.edu Wed oot 9 14:55 2471178 "nwlinux.emc.edu's Boo”
T 52 rootfnwlinux.emc.edu Wed oot 9 14:55  60/4232  "nwlinux.ewc.edu's sav"
T 83 rootlnwlinux.ems.edu Wed oot 92 14:55  17/837 "Space occupied by ina®
T 84 rootBnwlinux.emc.edu TWed Oct 9 15:00  17/877 "Space occupied by ina"
T 85 rootfnwlinux.eme.edu Wed oot 9 15:01 2541247 "nwlinux.ewmc.edu's Boo"
T 86 rootlinwlinux.gme.edu Wed oot 92 15:01 17/837 "Space occupied by ina®
T 87 rooctfnwlinux.emc.edu Wed oot 9 15:01 6074232 "nwlinux.emc.edu's sav"”
T 88 rootlnwlinux.emc.edu Wed Oct 9 15:068  17/877 "Epace occupied by ina"
T 89 rootlnwlinux.emc.edu Wed oot 92 15:07  26/1316  "nwlinux.ewmc.edu's Boo"
T 90 rootlnwlinux.emc.edu TWed Oct 9 15:07  17/837 "Space occupied by ina"
T 291 rootfnwlinux.eme.edu Wed oot 9 15:07  60/4232  "nwlinux.ewc.edu's sav"
T 92 rootlnwlinux.ems.edu Wed oot 9 15:12 17/877 "Space occupied by ina®
T 93 rootfnwlinux.emc.edu Wed oot 9 15:13 6074232 "nwlinux.emc.edu's sav"”
T 94 rootBowlinux.emc.edu Wed oot 2 15:13 3872360 "Winclient Backed Up"
>N 95 rootfnwlinux.emc.edu Wed Oct 9 15:16  16/8567 "3pace occupied by ina"
M 96 rootfinwlinud.emc.edu Wed Ozt 9 15:17 2771444 "nwlinux.emc.edu's Boo™
N 97 rootfnwlinux.emc.edu Wed Oot 9 15:17  16/827 TSpace occupied by ina”
3 0 r 3 1 L
M 99 rootfnwlinux. 3772350 "Wineclient Backed Up'
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11 From a command prompt or Windows explorer view the contents of the RAP log. Note the entries
for the objects created.

RAP Log Path
e /nsr/logs/rap.log (Linux)
e C:\Program Files\EMC NetWorker\nsr\logs\rap.log (Windows)

.]_rap - Notepad
File Edit Format View Help
9/25/2003 1:44:30 PM MONITOR_RAP: administrator@nwwindows.emc.edu CREATED 'NSR client' resource with attributes:
backup command: savepsm;
Backup renamed directories: Disabled;
group: "
name: rmwwindows . emc. edu;
save set: "NMCASA:D gst_on_nwwindows,lgto_gst';
type: NSR client;

59/26/20013 8:00:01 AM MONITOR_RAP: 3YSTEM&nwwindows.emc. edu CHANGED 'NSR task' resource, DefaultReportHomeTask:
last start: ;
Tast start: "Thu Sep 26 08:00:00 2013";
5/26/2013 8:00:01 AM MONITOR_RAP: SYSTEM&nwwindows.emc.edu CHANGED 'NSR task' resource, DefaultReportHomeTask:
last end: ;
Tast end: "Thu Sep 26 08:00:01 2013";
last message: ;
last message: sSkipped;
9/27/2013 8:00:00 AM MONITOR_RAP: SYSTEM@nwwindows.emc. edu CHANGED 'NSR Task' resource, DefaultReportHomeTask:
last end: "Thu Sep 26 08:00:01 2013";
Tlast end: ;
last message: skipped;
last message: ;
last start: "Thu sep 26 08:00:00 2013";
last start: "Fri sep 27 08:00:00 2013";
/27720013 B:00:00 AM MONITOR_RAP: SYSTEM@nwwindows.emc.edu CHANGED 'NSR task' resource, DefaultReportHomeTask:
last end: ;
Tast end: "Fri Sep 27 08:00:00 2013";
last message: ;
last message: Skipped;

End of Lab Exercise 11-2

Endoflab 11
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Lab 13: Recover NetWorker Server Control Data

Purpose: In this lab, you perform a recovery of the NetWorker media and resource
databases and a client CFI.

Tasks: In this lab you:

e Perform a recovery of the bootstrap save set.
e Perform a recovery of the client file indexes.

e Verify that the recoveries were successful.
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Lab Exercise 13-1: Recover the Bootstrap and CFl Save Sets

Step

Action

Simulate a Disaster

Use the mminfo command to identify the necessary bootstrap information.

mminfo -B

[root@nwlinux trp] # mminfo -B
date Lime lewvel ==id file record o lume

10/08/2013 05:03:11 PN full 41833061260 0 0 Di=zkl.001
10/08/2013 05:27:32 PN full 4015290561 0 0 Di=zkl.001
10/08/2013 05:31:45 PN full 3897550302 0 0 Di=zkl.001
10092013 10:02:42 AM full 3763692031 0 0 Di=zkl.001
10092013 11:05:07 4AM full 3545591989 a 0 E0Z002L4
10/09/2013 D2:45:11 PN full 2075543124 0 0 Di=zkl.001
10/09/2013 D2:55:449 PN full 2952403246 0 0 Di=zkl.001
10/09/2013 03:01:39 PN full 2840953028 0 0 Di=zkl.001
10092013 03:07:05 PN full 2723522903 0 0 Di=zkl.001
10/09/2013 03:13:30 PN full ZE060B2775 0 0 Di=zkl.001

|10!DQI2013 03:17:47 PM full 24883642521 0 0 Di=zkl.001

[FootHnwlinux tmwp] # I

Write down the following information pertaining to the bootstrap save set.

SSID:

Volume Name:

File Number:

Note: This information is typically obtained from the bootstrap notification via email or log
depending on how you have it configured. This lab illustrated an alternative way to retrieve it in
case the bootstrap report is not available.

Shut down all NetWorker processes on the NetWorker server.

nsr_shutdown or shut down the NetWorker Remote Exec service

Simulate a disaster by renaming the following directories under /nsr or
C:\Program Files\EMC NetWorker\nsr:

e Rename: mm to mm.orig

e Rename: res to res.orig

e Rename: index to index.orig
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Step Action

4 Start the NetWorker and NMC server daemons.

Start the following services: (Windows)
e NetWorker Remote Exec Service
e NetWorker Backup and Recover Server
e EMC GST Service

Run the following commands: (Linux)
e /etc/init.d/networker start

5 Notice that the directories you renamed were recreated. However, the media database and CFls are
now empty and the resource database contains only the preconfigured resources created during

installation.
n i 10/5/2013 9:36 AM
| mm, orig 10/3/2013 9:01 AM
. plugins Qf25i2013 11:01 AM
| res 10J512013 9:36 AM
. res.orig 10/8/2013 9:00 AM

Log in to the NetWorker Management Console and validate that your custom configuration is no
longer there.

Recover the bootstrap save set.

6 From the Devices tab configure the local AFTD device that had the nsrbackup.01 volume mounted in
it before the “Disaster”.

Note: Do not label your AFTD’s as this erases all data on them.

|:| Label and Mourt device after creation

B The Label and Mount device operation may take an extended amournt of time.

Pool Type
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Action

From a command prompt execute nsrdr and respond to the prompts.

Using the device: nwlinux aftdl to recover the hootstrap
Enter the latest bootstrap save set id [0]: 2458642521

Scanning nwlinux aftdl for save set 2488642521; this may take a while...

When prompted to replace the res database select Yes.

When prompted to recover client file indexes, select Yes to all clients.

The NetWorker =serwer 1= operational after the disaster recovery completed.
Do wou want to do client file index recowvery? [(Clients having indexes for 3Zerwver
nwlinux.ems.edu will he recovered Yives)/Nino) ? [¥] I

When prompted if you are sure you want to continue, typeY.

¥ou hawve selected the option to recowver the client file indexes for all configur
ed client=s. This process is lengthy and will overwrite current client file inde
¥ entries for all the clients

Do you want to continue? Tiyes)/Nino)? [N] 'r‘l

While this is running, log in to the NetWorker Management Console and look for any alerts.

Alerts O g
Priarity | Time | Categary | Messane
,i\ Wednesday 3:.39:01 ... registr... MNetWorker evaluation mode will expire in 30 days and the server will b
ﬂ Wednesday 34342, media Wiaiting for LTO Ukrium-4 tape E0Z001LE on mwlinuz emc.edu

If an alert is pending requesting a tape to be mounted, mount the tape.

ﬁ Library: 350223344ah000800

fodel: Spectralogic

Contral Part: fdevtapeby-idizosi-350223534 4ab000800

|Barcode

| Walume
E03001 L4
EQ3002L4
EQ3005L4
=unlabeled

Device ™ | Wolume | Wite... M., | Slat | Poal
& fdevtapehy-idizcsi-33022354 4akb000900-nst :
] fdevitapeiy-idiscsi-350223344ab001 000-nst
L] fdeyvtapehy-idizcsi-3502235344akb001 100-nst

&5 fdeviapeby-idiscs-35022334 450001 200-nist

£ W kg

(B EEE
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10 Monitor the nsrdr recovery and validate that it completes successfully.

Waiting for client file Index recovery Lo complete.It may take some Cime
Fecowver start time: Wed 08 Oct 2013 03:43:42 PH EDT

Fecowver start time: Wed 08 Oct 2013 03:43:42 PH EDT

Fecover completion time: Wed 029 Oct 2013 03:43:42 PM EDT

Fecover completion time: Wed 029 Oct 2013 03:43:42 PM EDT

Fecowver start time: Wed 08 Oct 2013 03:53:43 PHM EDT

Fecover completion time: Wed 029 Oct 2013 03:53:43 PM EDT

The client file index recovery completed.

¥Tou hawve new mail in Sfvarsspool/mailsroot

[rootAnwlinux nsr] # I

11 From the Media tab of the NetWorker Administration GUI select Indexes and note that the client
file indexes have been rebuilt.

' M sino osy s ermc e
£ Label Templates

L Media Pools Cliert Mame

= Indexes (3]

Dizk */olumes 1F reavlinue: eme edu 2032 KB I
Tape Volumes W reeewvindowes eme edu 774 KB
— 1@ winclient.eme cu B0B7 KB
Save Sets
End of Lab Exercise 13-1
End of Lab 13

End of Labs for EMC NetWorker Installation, Configuration and Administration
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