Lab 3 Solutions



Lab 3 - The case of Backdoor.Nitol

During your investigation of a suspect system, you come across a malicious file (bllb.exe).
Analyze this file and answer the following questions:

1. What is the name of the file dropped by the malware?
2. Which C2 domains are contacted by the malware?
3. What do you see in the network traffic?

4. How is the malware persisting on the system?



Answers

O1. What is the name of the file dropped by the malware?

The malware (Backdoor.Nitol) first drops a file in the %AppData% directory. It then creates a
shortcut (.Ink) that points to the dropped file

CreateFile| bllb.exe:3364 AppData*\Abcdef Hijklmno Qrs\Abcdef Hijklmno Qrs.exe

CreateFile| bllb.exe:3364 AppData®\Microsoft\Windows\Start Menu\Programs\Startup\Abcdef
Hijklmno Qrs.exe.lnk

02. Which C2 domains are contacted by the malware?
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Upon execution, malware communicates with two C2 domains as shown

in the screenshot.

74 Standard query 0x90aa A gy9.gyddos.com

70 Standard query Ox1cof A sgv9.ze.am

90 Standard query response 0x90aa A gy9.gyddos.com A 192.168.1.100
86 Standard query response 0x1cOf A sgv9.ze.am A 192.168.1.100
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03. What do you see in the
network traffic?

In the network traffic, you can see
that the malware sends the system
information (OS information, size of

the RAM, CPU speed, etc) to the
attacker.
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04. How is the malware persisting on the system?

The malware (Backdoor.Nitol) first drops a file in the %AppData% directory. It then creates a shortcut
(.Ink) that points to the dropped file and then adds that shortcut to the Startup folder. This way, when the
system starts, the dropped file gets executed via the shortcut (.Ink) file.

CreateFile| bllb.exe:3364 AppData’\Abcdef Hijklmno Qrs\Abcdef Hijklmno Qrs.exe

CreateFile| bllb.exe:3364 AppData¥\Microsoft\Windows\Start Menu\Programs\Startup\Abcdef
Hijklmno Qrs.exe.lnk




