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Troubleshooting Cloud Deployment Issues
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Overview Identifying Deployment Misconfigurations

Dealing with Outages

Troubleshooting Resource Limits

Discovering Incompatible, Limited, and 
Deprecated Services

Troubleshooting Outdated Components
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CompTIA Cloud+
Given a scenario, troubleshoot deployment issues.
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During deployment Systems scaleUser base grows

When These Issues Manifest Themselves
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Identifying Misconfiguration Issues
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Under-allocating
Less recourses than needed

Sizing Issues

Over-allocating
More resources than needed
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Under-allocating: slow performance

Under-allocating: unhappy users

Over-allocating: wasting money

Sizing Issues

https://t.me/learningnets



High Utilization
This can be a sign of 

under-allocation

Signs of Sizing Issues

Low Utilization
This can mean over-allocation if 

occurring during peak traffic times
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Use load testing tools 
like JMeter and 

Artillery

Size correctly in 
production

Experiment in 
test/dev environment

Load Testing/Performance Testing
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Auto-scaling 

Unexpected Load
Boost in users due to going 

viral on social media

Usual Traffic
Change in users due 

to the time of day 
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If it’s your first time deploying this type of resource

Check the logs and error messages

Check if you have the correct role

Permission Issues
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Oversubscription
Virtual

Physical
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Oversubscription
Virtual

Physical
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Oversubscription
Virtual

Physical
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Dedicated Host
Only your resources 
are used on this host

Oversubscription Solution

More Expensive
Costs are greater and can have 

unused resources, wasting money
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More aggressive load balancing 
on hypervisor clusters

Making use of
- Quotas
- Limits
- Reservations

Oversubscription Solution (in Private Cloud)
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Documentation

Templates

Infrastructure as Code (IaC)

Help for Other Deployment Misconfigurations
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Dealing with Outages
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Full Outages
The whole service is down

Types of Outages

Partial Outages
Certain features are down 

or it’s down in some regions
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Easily Identifiable
A major issue that takes down a 

whole service is easy to spot

Full Outages

Devastating
Everything about the service 

is completely down
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Status Pages

If you haven’t made any changes 
recently, it might not be a 

problem with your software

It’s quick, simple, and can save a 
lot of time during troubleshooting
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Some Popular 
Cloud Platform 

Status Pages

Oracle Cloud
https://ocistatus.oraclecloud.com/

Amazon Web Services
https://health.aws.amazon.com/health/status/

Google Cloud
https://status.cloud.google.com/

Microsoft Azure
https://azure.status.Microsoft/
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Check the Status Page
Checking status pages first to see if 

it is an issue outside your control

Status Pages

Tie into Monitoring
Adding to monitoring systems and 

dashboards so it’s easy to see
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Guaranteed Uptime

Uptime Allowed downtime a year

99%
99.9%
99.99%
99.999%

3.7 Days
8.8 Hours

53 Minutes

5 Minutes
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Mostly Functional
Most of the service 
works as expected

Partial Outages

Partially Broken
Some services or some regions 

aren’t working as expected
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On different hosts in different racks

In separate datacenters within the region

In separate geographical regions

Protecting with Redundant Design
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Availability Zones (AZ)

Geographically separated data centers within a cloud region
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Server Rack
Switch Failures

Hardware Failures

Region
Natural Disasters
Regional Outages

Datacenter
Cooling Issues
Power Outages

Fires

Protecting with Redundant Design
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Post Incident Lessons Learned 
Meeting

Please include citations for AI-generated imagery using provided citation template.

Discuss adding Availability Zones to your 
solution and the benefits it can provide
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Troubleshooting Resource Limits
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API Throttling/Rate Limiting
The restriction of API requests once 

you’ve reached the rate limit

Resource Limits

Service Quotas
A cap that is set on the number

 of services you can have 
in a cloud environment
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Email Gateways
Emails per 

month

Payment
Transactions per 

second

AI Services
Requests per 

minute

Cloud Storage
Uploads per 

minute

Application Programming Interface (API)
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Status 429: Too many requests

https://developer.mozilla.org/en-US/docs/Web/HTTP/Status/429
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Caching
Save the response you get back to save on requests

Batch Requests
Put multiple requests into a single batch request

Exponential Backoff
Gradually increase wait time between retry attempts

Upgrade Tier
Higher tiers usually offer higher rate limits

API Throttling Solutions
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Limitations on the quantity of a specific cloud 
service

Can be a problem as you scale large enough to 
hit the quota, causing your app to stop scaling

Find the default quota in documentation or in 
the admin console

Service quotas will be
- Adjustable
- Non-adjustable

Service Quotas
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https://console.aws.amazon.com/servicequotas/home/services/s3/quotas

Service Quotas
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https://console.aws.amazon.com/servicequotas/home/services/s3/quotas

Service Quotas
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Automated
The system will automatically

 grant your request given 
certain conditions are met

Requesting Service Quota Increase

Manual
A human must verify that 

the quota can be raised to the 
requested limit via service ticket
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Cloud Service Issues

Incompatibility when 
deploying resources

Limited cloud 
region availability

Deprecation of 
services in the cloud
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Incompatibility When Deploying 
Resources
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Areas of Incompatibility 

Hybrid Cloud
Software that you use on-prem 

being incompatible with the cloud

Multi Cloud
One cloud not offering the 
same solutions as another
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Incompatible software versions

Inability to send SMTP emails

Unavailable database 

Areas of Incompatibility 
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Read Documentation
See if there is a documented 

solution for the incompatibility

Incompatibility Solutions

Infrastructure as a Service 
Using a “lift and shift” model 
when deploying to the cloud
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Limited Cloud Region Availability
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“The Cloud is just someone 
else’s computer.”

Use dark text instead of white text on yellow or green shapes.
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Service Availability

us-east-1 eu-central-1 ap-northeast-3
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Service Availability

us-east-1 eu-central-1 ap-northeast-3
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Service Availability

us-east-1 eu-central-1 ap-northeast-3
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Service Availability

us-east-1 eu-central-1 ap-northeast-3
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Service Availability

us-east-1 eu-central-1 ap-northeast-3
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Service Availability

us-east-1 eu-central-1 ap-northeast-3
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Find Another Region
There may be another region close 

by that has the service you need

Service Unavailability Solutions

Find a Similar Solution
Look for a similar feature that 
can do what you need it too
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Deprecation of Services in the Cloud
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Counterpoint number 1

Counterpoint number 2

Counterpoint number 3

Counterpoint number 4

Counterpoint number 5

Counterpoint number 1

Counterpoint number 2

Counterpoint number 3

Counterpoint number 4

Counterpoint number 5

Legacy Software

Legacy vs. Cloud Software

Cloud SoftwareVS.

Duplicate this slide to maintain this specific animation. 

Distributed by CD or slow network

Usually locally deployed

Less security concerns

Slow releases

Distributed in the cloud

In the cloud, publicly accessible

Security is highly important

Fast releases with CI/CD
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Migrated
To some current solution that 

you didn’t get to choose 

Problems with Deprecated Services

Stop Working
Cause the service to 

completely stop working
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Azure Service Retirement Workbook
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Azure Service Retirement Workbook
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Azure Service Retirement Workbook
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Read Documentation 
Find lifecycle of 

the services

Plan Migration
Figure out what to use 

as a replacement

Set Alerts
In time to work on a 

migration

Service Deprecation Solutions
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Troubleshooting Outdated Components
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Software

Operating Systems

Infrastructure as Code (IaC) Templates

Containers

What Is a Component?
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Old API Version Old Software 
Library

Old IaC 
Template 
Version

Old Container 
Version

Examples of Outdated Components
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Supportability
Reaching end of
 life means there 
is little support

Vulnerable
They get less 

security updates

Broken Functionality
Components aren’t 

guaranteed to 
continue working

Problems with Outdated Components
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Use automated patching

Schedule a task to check the component versions

Vulnerability scans can help find outdated components

Read specifications for what you deploy

Outdated Component Solutions
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Summary
Solving misconfiguration issues

How to minimize the effect of outages

Finding the limits of our resources 

Dealing with incompatible services

Troubleshooting outdated components
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More Information

CompTIA Cloud+ (CV0-004): Deployment
Michael Brown
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Up Next:

Troubleshooting Network Issues
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