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Abstract

The windows event log is used in digital forensic cases, but unfortunately it is flawed
in many ways, and often cannot be seen as a verifiable method of determining events.
In the past few years there have been a few highly publicised cases where the data that
is contained within the event log is used to successfully secure a conviction. The aim
of this dissertation is to develop a solution that addresses the flaws in the Windows
event logging service. Through research carried out it had been found that it was
possible to disable the event log service. This then allowed for important data to be
modified, such as usernames, computer names, times and dates. It was also noted that
an event log from one machine could successfully be transplanted into another
without any problems. All of these vulnerabilities involved having access to, and

being able to edit, the event log files.

Based upon the research done, an event logging application was developed using C#
and the Microsoft .NET framework. It makes use of RSA and AES encryption and
HMAC hash signatures to improve the integrity of the data. The application is divided
up into three components, an event logger which monitors specific files and folders
within a computer system and sends alerts to the data archiving system in an XML

format, and an event viewer that presents the events in a readable format to the user.

The performances of the symmetric and asymmetric encryption were tested against
each other. It had been found that the symmetric encryption was 800% faster than
asymmetric encryption. Also the HMAC hash signatures were tested to see how long
it would take to do a brute force attack on them. It was discovered that approximately
21,093 keys were processed every second, this was then compared to the key entropy

and how a longer random key would be harder to break.
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1 Introduction

1.1 Project Overview

The windows event log is used in digital forensic cases, but unfortunately it is flawed
in many ways, and often cannot be seen as a verifiable method of determining events.
In the past few years there have been a few highly publicised cases where the data that

is contained within the event log is used to successfully secure a conviction.

Dr Harold Shipman used a database program for storing information about his
patients. Whenever anything was added or modified in the database it automatically
filled in the time and date. Dr Shipman used his knowledge of computers to rollback
the system time and date so that he could enter false information about his patients
and their medical conditions after he had killed them. What Dr Shipman was unaware
of was that when the system time and date is altered it shows up in the Windows event
log. This information was successfully used in court to prove that he had falsified his

patient’s records after they had past away.

In America the collapse of Enron and WorldCom spurred the introduction of the
Sarbanes-Oxley Act in 2002, this piece of US legislation places greater focus on the
auditing process within an IT department. It expects that the IT staff will risk assess
the auditing process and introduce controls that increase the security and integrity of
this process. Although this piece of legislation only currently applies in America, the
UK’s Financial Services Authority is in the process of implementing a similar piece of
legislation here in the UK. It is currently being referred to as Europe-SOX or SOX-
Lite and, just like its American big brother, it too places greater emphasis on the

credibility of audit logs.

As previously mentioned these logs can be used in digital forensic cases to provide an
insight into what the computer system has been used for, when it has been used and
who was using it. Unfortunately the audit logs are not stored securely on the computer
system. Anyone that has administrative privileges can turn off the logging service.
They can subsequently edit the contents of the logs, delete the logs and they can

replace the entire log with one from another machine. Physical access to the computer
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system would also provide an attacker with the opportunity of removing the hard disc
drives and either manipulating the data using another machine or simply destroying
the drives. All of these evidence tampering techniques would make the digital

investigation much harder and a more time consuming process.

1.2 Background

From as far back as the 1970’s computer professionals have identified the need for
computer security in distributed systems that contain sensitive information; part of the
security package that is built into operating systems is the ability to audit events that
have occured on a computer system. For the Windows user, this consists of the
Windows event log which is a customisable audit log. It was originally designed as a
diagnostic tool to identify any problems with the operating system and it also allows
the user some degree of control over what type of events are recorded. In a
commercial environment the auditing will be defined as part of the company’s
security policy. This will involve recording of events, via the use of domain
controllers, when users are successfully logging on and off, and which host machines
they are using. Although the domain controllers are used to capture the event data it is
also possible to setup and store the log files on a separate log server. This server could
be protected from network based attacks by using a firewall which only allows traffic

from the domain controllers, see Figure 1.

-

Log Server Firewall Domain Controller Switch

Figure 1: Log server protected by a firewall

However, as previously mentioned, there are a number of flaws with the Windows
event logging service. These flaws not only relate to the security of the information
after it has been written to disc, but also to what information it is actually capturing,

storing and how it is stored.
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1.3 Aims and Objectives

The aim of this project is:

1. To develop a solution that addresses the flaws in the Windows event logging

service.

To achieve the aim, the following objectives of this project are to:

1. Investigate current research that is occurring in the field of Event Log
Management and Digital Forensics.

2. Produce an analysis of the weaknesses in the Windows event log.

3. Design a suitable piece of software using an appropriate methodology.

4. Evaluate using a proven methodology.

1.4 Thesis Structure

Chapter 1 Introduction. This chapter will present some background information

and define the aims and objectives for the project.

Chapter 2 Literature Review. This chapter will investigate the current research
that is occurring in the field of Event Log Management and Digital

Forensics.

Chapter 3 Windows Event Log. This chapter provides an investigation into the

Windows Event logging service.

Chapter 4 Design. This chapter will provide an overview of the proposed

software prototype that is to be developed.

Chapter 5 Implementation. This chapter will introduce the prototyped software
that has been developed and a series of tests that will be designed to

ensure that the software fulfils the requirements.

Chapter 6 Evaluation. This chapter presents the tested results of the prototyped

system that has been previously developed.

11
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Chapter 7

Chapter 8

Chapter 9

Conclusions. This chapter will provide a critical analysis of the
project, a discussion into further work, and a description of the type of
environment where the development of this project would be

beneficial.
References.

Appendices.
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2 Literature Review

2.1 Introduction

The aim of this literature review is to present to the reader current techniques and
research that is being utilised and developed in the Log Management field, and how
Digital Forensics are used to analyse these log files. It will also take a look at some of

the techniques that are being used to disrupt a forensic investigation.

By identifying these techniques, it is intended that this will have an influence on the
design of the system that is to be developed with the aim of improving the overall

security and credibility of the Windows Event Logging system.

2.2 Digital Forensics

Crimes involving computers have increased dramatically over the last 10 years. This
is due to the cost of owning a computer and having an internet connection decreasing,
therefore more people are buying computers and more people are subsequently using
the internet to facilitate their crimes. The Parliamentary Office of Science and
Technology (Postnote, 2006) define some types of computer crime as storing illegal
images, copyright violations, phishing, denial of service attacks and creating viruses.
In similarity to the physical world, when a crime is committed there is always some

form of evidence left behind, this is where digital forensics comes in.

Digital forensics is the science of being able to extract digital evidence from
computers and other electronic devices “to aid the legal process” (Brown, 2006).
According to Rogers (2005) of Purdue University, this is achieved by “identification,
collection, examination and analysis” of the data that is contained on storage devices

with the aim of discovering incriminating digital information (Nair, 2006).

This section presents to the reader some of the techniques that are currently used
during such an investigation and how the Windows event log would be used to assist

an investigation by recreating a timeline of events.

https://t.me/learningnets
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There are several stages that take place during an investigation and according to

Palmer (2001) these are identification, preparation, approach strategy, preservation,

collection, examination, analysis, presentation and returning evidence

Spafford (2004) describe this model as “The Abstract Digital Forensics Model”. They

also mention that this model is generally a good reflection of the forensic process, and

that the four main stages are “preservation, collection, examination, and analysis”.
9 9 9

Preservation. This is the first phase of a digital investigation preserves the
crime scene (Spafford, 2004). It involves creating a mirror copy of any hard
discs and removable media, and if the computer is in a running state, creating
a dump of its memory. This will allow the recreation of an exact copy of the
system in a lab environment.

Collection. This stage involves creating a record of the actual physical scene
and creating a copy of any digital data that may be available. Cohen (2006)
describes the following as good practice. To remove all equipment and cables,
label, and record details, and search the area for diaries, notebooks and papers
(especially look for passwords or other similar notes). Ask the user for
passwords and record these, and then submit the equipment for forensic
examination. In addition, The National Institute of Standards and Technology
(NIST, 2006) state that the data should be captured using procedures that
preserve the integrity of the data.

Examination. This stage, according to Baryamureeba (2004) is an in-depth
systematic search of evidence, the examination of collected data through a
combination of automated and manual methods (NIST, 2006). But may also
include other items such as log files, data files containing specific phrases,
timestamps, and so on (Gladyshev, 2004).

Analysis. The NIST (2006) describe this stage as analysing the results of the
examination, using legally justifiable methods and techniques, it is also the
determination of the significance, reconstructing fragments of data and

drawing conclusions based on evidence found (Spafford, 2004).

https://t.me/learningnets
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The purpose of this is to obtain information that answers the questions that were
raised during the identification stage and to ensure that the information that is

collected will stand up in a court of law.

2.2.6 Forensic Techniques

To assist the Forensic Investigation a technique called data mining is used, this is the
process of sorting through large volumes of data looking for particular patterns of
information and complex relationships (Panigrahi, 2006) that might be of relevance.
In particular Liu (2005) points out that if an investigator finds a suspicious file, they

will search for other files with similar MAC attributes.

Another process in a forensic investigation is to search for deleted files and to try and
recover them. This is made easier by the way in which NTFS handle files, it uses a
relational database called the Master File Table (MFT) to store information about
every file and its attributes on a system. The MFT reserves 1,024 bytes for each
record that is contained within it, this is highlighted by:

“One of the most interesting facts about the MFT is that it sometimes
stores the actual file data along with all the system data relating to the
file. Data stored inside the MFT is known as resident data”. Armour

Forensics (2005)

Armour Forensics also point out that when a file that has resident data is deleted and
the MFT entry is overwritten by a file that is bigger than 1,024 bytes, then old file

leaves behind some residual data.

2.3 Anti-Forensics

Since Digital Forensics is the science of retrieving digital evidence, then Digital Anti-
Forensics is the science of thwarting such an investigation, by using tools and
techniques to conceal or destroy information so that others cannot access it (Murphy,
2006). This section will look at some of the techniques that are used in anti forensics
and they could be used against the Windows event log. One of the immediately
noticeable effects of evidence tampering is a more difficult and time-consuming

investigation (Forte 2007).

https://t.me/learningnets
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Ryan Harris of Purdue University (2006) proposes that anti-forensic attacks are

grouped into the four categories, each of these are then subdivided into both physical

and digital groups. The categories that he suggests are evidence destruction, evidence

hiding, evidence source elimination and evidence counterfeiting.

Evidence Destruction. Destroying evidence according to Harris (2006)
partially or completely obliterates the evidence thus rendering it useless to a
forensic investigation. One of the techniques that can be used to do this is
called zero-footprinting. These are techniques that seek to eliminate all
residual traces of an attack in order to prevent computer forensic operators
from obtaining any results (Forte, 2007).

Evidence Hiding. Ryan Harris (2006) states that hiding evidence is the act of
removing evidence from view so that it is less likely to be incorporated into
the forensic process. The evidence is not destroyed or manipulated however; it
is just made less visible to the investigator. This can be achieved by using
techniques like steganography or cryptography. Kessler (2004) describes
steganography as the art of covered, or hidden, writing. Its purpose is hide
information from a third party. Cryptography on the other hand is the art of
secret writing; it differs from steganography because it does not hide the fact
that a secret communication is taking place between two parties.

Evidence Source Elimination. Disabling the Windows event log or any
auditing system would help to hinder an investigation as data about the
activities would never have be recorded; Harris (2006) writes “There is no
need to destroy evidence since it is never created”. This could be similar to a
burglar wearing gloves so that he does not leave any finger prints at the scene
of the crime. This forward planning of shutting off an auditing system would
imply that there had been some degree of planning involved.

Evidence Counterfeiting. This involves changing the data that is contained
within the event log, either the timestamps, usernames and/or machine names.
At the kernel level it could also involve changing the Modified Accessed
Created and Entry modified (MACE) attributes of a file. Evidence
counterfeiting is the act of creating a faked version of the evidence which is

designed to appear to be something else (Harris, 20006).
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2.4 Log Management

The Windows event log contains lots of different information about events that have
happened on the system. Microsoft TechNet (2007) describes the event log as a
service that logs event messages issued by programs and the operating system. Event

Log reports contain information that can be useful in diagnosing problems.

“Because of the widespread deployment of networked servers,
workstations, and other computing devices, and the ever-increasing
number of threats against networks and systems, the number, volume,
and variety of computer security logs has increased greatly. This has
created the need for computer security log management, which is the
process for generating, transmitting, storing, analyzing, and disposing

of computer security log data.” Souppaya (2006)

Souppaya (2006) continue to describe some of the uses of audit logs, and that they can
provide information about such things as detecting attacks, fraud, and inappropriate
usage. With all these events happening on a network it is important to have some sort

of method for being able to ensure their integrity, keep them secure and monitor them.
241 Log Correlation

This is a technique that is used to bring together of all the different types of logs that
are generated, and by using the timestamps on each of the events, create a timeline of

these events.

A problem identified by Forte (2005) and Souppaya (2006) is the time stamping of
logs, when logs are generated they are time stamped using the internal clock of the
host and these can be inaccurate and this will have a knock on effect to the logs. For
proper correlation the time stamping needs to be accurate, however Forte (2005)
mentions that there is a reliance on NTP and this may open up a series of noted
vulnerabilities. Souppaya (2006) gives an example of how this would cause a
problem, “timestamps might indicate that Event A happened 45 seconds before Event

B, when Event A actually happened two minutes after Event B”.
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Forte (2005) suggests a solution to this problem, see Figure 2; it involves the use of a
single time stamping device that is attached to the network. Whenever an event is
passed to the log repository it is stamped by the time stamping device, this
dramatically increases the accuracy and credibility of the events. It also makes use of
a Public Key Infrastructure (PKI) server. A Certificate Authority (CA) is a company
that is used to hold a users public key, which is then used to authenticate them as
being who they say they are. Here the PKI server authenticates the nodes so that fake

events cannot be injected into the log repository.

Pki
A log architecture with the use
of a time stamping appliance

Time Stamping Appliance
Log Repository

S

Windows Unix iSeries Network IDS Firewalls Routers

Figure 2: Log architecture with time stamping machine (Forte, 2005).

Forte (2005) does mention that although this would be easily implemented in an
environment it would be expensive to do so. However this does present the idea of a
central log server that would be used to store all the events from all the audit logs on a

network.

A noted problem with this is that the log files use different formats (Souppaya, 2006)
and as such need to be converted into a unified format. Some of the different formats
are comma-separated or tab-separated text files, databases, syslog, simple setwork
management protocol (SNMP), extensible markup language (XML), and binary files.
Some logs are designed for humans to read, while others are not; some logs use

standard formats, while others use proprietary formats (Souppaya, 2006).
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A centralised log server brings with it many advantages, Westphal (2001) points out
some of these advantages, centralised management of log files, maximised disk space
usage, easier access for auditing purposes and a more secure method of retention. As
well, adding encryption and check summing on top of a remote logging server adds
yet another layer of security on these log files, which is always an advantage. The
problem with this solution is that the data is venerable while it is travelling along the

network to the log repository. Dario Forte, of Milan University, explains:

“Log file integrity can be violated in several ways. An attacker might
take advantage of a non-encrypted transmission channel between the
acquisition and destination points to intercept and modify the transiting
log. He might also spoof the IP sending the logs, making the log
machine think it is receiving log entries and files that actually come

from a different source.” Forte (2005).

The general consensus is that a centralised log management system should be used to
store, not only Windows event logs, but all the logs that are generated by all the
devices on the network, and that this log server should be connected to an

authentication server.

Alles (2004) have identified that a major problem is corporate fraud that is due to
deliberate fraud between managers as this poses the greatest challenge to any audit
system, there really is not any point in the best encryption and the best authentication
servers if a corrupt manager can walk into the room where the logging server is being
stored and gain access to the hard drive. So they recommend a black-box log file,
something that is similar to a flight data recorder that you would find in an aeroplane
and that the black box needs to be kept offsite and away from anyone that may want

to gain access to it.

2.5 Conclusions

This chapter has presented some of the techniques that forensic investigators are
currently using to reconstruct a timeline of events using event logs. It has also
highlighted some of the methods that are used to defeat such a forensic investigation.

Finally it has highlighted some of the ways in which audit logs are currently being
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stored on servers, and some of the problems that can be associated with it, in

particular the time-stamping.

Digital Forensic Investigators have the time consuming task of having to sift through
Terabytes of data, looking for the smallest piece of information that could make or
break a case. Unfortunately for them there is also a myriad of software out there that
is designed to make their jobs harder, users can change the time stamps on file, and
they can securely wipe data off their systems using software that makes several passes
of writing random information where their file used to be. Using techniques like
steganography illegal images can be hidden behind other seemingly acceptable

pictures and files can also be encrypted on a system.

One thing that forensic investigators do have is the ability to create a timeline of
events, to try and piece together what the accused person has been using a computer
for. Sometimes this can be compromised too, the user may have just reinstalled the
operating system, thus wiping most of the information from the hard drive, some data
may still reside in the slack space that has not yet been written too, but there is the

probability that the operating system has written over old event logs.

In a business environment logs are generally stored on a log server; this simplifies the
task of having to review events that would have previously been located on several
different devices. Although the log server may be locked away in a secure room
somewhere in the building, someone will have access to that room, and they will be
able to access the server and they will be able to modify or delete the logs that are

stored on it, thus it would be better if they could be stored off-site.

It was pointed out that the time stamping of the events can be unreliable, so a central
time stamping system needs to be used. It has also been suggested that the logs should
be stored off site and by a company in a ‘write once read many’ environment and that
they would not give physical access to the servers, and that the data on these servers
contains a checksum to help validate the integrity of the logs and finally the logs

should also be encrypted before they are sent to the log file storage company.
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3  Evaluation of the Windows Event Log

3.1 Introduction

One of the objectives of this project is to “Produce an analysis of the weaknesses in
the Windows event log.” This chapter provides an investigation into the weaknesses
of the Windows Event logging service; experiments are carried out that highlight just
how severe some of these weaknesses are. Usernames, computer names, times and

dates can all be changed, thus, concealing whatever information is desired.

By identifying these weaknesses at this stage, it will allow for a system to be
developed that directly addresses these problems, and as such should help to provide a

more authenticated event logging mechanism.

To carry out these tests virtualisation was used to provide a manageable test
environment. VMWare (http://www.vmware.com) with a total of four virtual
machines was used, two of them were Windows 2003 Servers and two of them were
Windows XP Clients. Server A and Server B were both configured as Domain
Controllers, DNS Servers and File Servers within the same domain. Clients A and B
were both joined to the domain. Two user accounts were created User A and User B;
these will be the accounts that are to be used in the testing. The two virtual servers
had a Hex Editor installed on them, this would allow for the viewing and possible

manipulation of the Event Log files.

3.2 Experiments

The following experiments range from being fairly simple tasks to moderately
complex, the purpose of these experiments to be able to identify he weaknesses of the

Event Log. These are:

Experiment 1 - Stopping and Restarting the Event Log. This experiment will show
how it is possible for a user with administrative privileges to be able to stop and start
the event logging service; although this may seem basic the technique involved is of
fundamental importance to the rest of the experiments as the event log file is read only

when the service is running.
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Experiment 2 - Copying the Event Log. This experiment will demonstrate how it is
possible to be able to take a copy of the Event Log while it is still running. This shows
how it is possible to generate an event log file that can then either be edited or copied

across to another machine.

Experiment 3 - Swapping the Event Log from one computer to another. This
experiment will investigate if it is possible to be able to replace the Event Log on

Server A with that of Server B, and if it is possible does it produce any errors. This 1

Experiment 4 - Modify the ‘logon ID’. This experiment will involve using a Hex
Editor to modify the binary data that is contained within the Event Log, specifically
the Logon ID that represents a specific user, for example try to replace User A with
User B. This could be used by someone who intends on framing another person or

covering their tracks.

Experiment S - How the event log stores the time. This experiment will take a
closer look at how and where the Event Log stores the time that an event happened at.

It will also analyse the format that is used. This leads onto the next experiment.

Experiment 6 - Modify the 32-bit time. This experiment will attempt to change the
timestamp, using a Hex Editor, which has been applied to a specific event. If it is
possible then this could be used to disrupt the timeline of events that have happened

and as such would slow down a digital forensic investigation.

Experiment 7 - Automatically replacing the ‘SecEvent.Evt’ file. This experiment
will look at the possibility of writing a script that could be used to automatically
replace the Event Log, the purpose of this to be able to prove that it is possible

automate this process and to identify what happens on the system.

Experiment 8 - Master File Table. This section will take a closer look at how NTFS
stores files on a computer system. With this information an attempt will be made to
try and modify the event log by directly accessing its data on the hard disk while the
Event Logging Service is still running. The purpose of this is to be able to by-pass the

need to have to top the event log service.
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3.3 Experiment Results

A summary of the results of the above tests are contained within this section. The

actual test data can be found in Appendix I.

Experiment 1 - Stopping and Restarting the Event Log. It was found that stopping
and restarting the event logging service was a fairly simple task for a user with
administrative privileges, there are two possible techniques both of which provide the
same outcome. The first and easiest way is to navigate to Services Management
Console which is located within the administrative tools folder of the control panel.
Double click Event Log from the list of available services and set the ‘startup type’ to
disabled, then restart the server. Another method is to adjust the startup value setting
in the registry, namely ‘HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet
\Services\Eventlog’ from 0x2 to 0x4. As with the previous method, this will not take

effect until the server has been restarted.

When the server has restarted, an error will be displayed informing the user that ‘at
least one service or driver failed during system startup’. This is normal and will only
be displayed once at the logon screen while the service is disabled. The process of
restarting the service through the Service Management Console is merely a matter of
changing the ‘startup type’ back to automatic, clicking apply and then clicking start.
The service will restart without having to restart the server. It can also be restarted by
changing the startup value in the registry back to 0x2, and to save having to reboot the
machine it can then be started by typing the following in a command prompt window

“net start eventlog”.

Experiment 2 - Copying the Event Log. To simply make a copy of the Security Log,
navigate to ‘C:\Windows\System 32\Config\’ and then right click and select copy on
‘SecEvent.Evt’, this can then simply be pasted into the same directory. It will then
create an exact duplicate of the Security Event file called ‘Copy of SecEvent.Evt’.

This can be done while the event logging service is still running. Figure 3 shows this.
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Figure 3: Copying the Windows security log.

With the results of this experiment combined with the results of previous one, it is
now possible to attempt to replace the event log from one machine with that of

another.

Experiment 3 - Swapping the Event Log from one computer to another. For this
experiment a combination of the first two experiments was used, the Event Logging
Service on Server B was set to disabled and the machine was restarted. The event log

on Server B was then replaced with the one that had been copied from Server A and

the event logging service restarted. Figure 4 shows this.
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Figure 4: Replacing the Windows security log.

Server B successfully managed to accept the transplanted Security Event Log from
Server A without producing any errors. This shows that it is possible to conceal

events that have happened by simply copying a file to replace the original.

Experiment 4 - Modify the ‘logon ID’. This experiment used a Hex Editor called
‘Hex Workshop’ called (http://www.hexworkshop.com) to view and modify the
contents of the Security Log file. The data contained within the log file was in a fairly
readable format, it is 8 bit ASCII that has been padded out to 16 bit. Thus the word

‘Hello’ is represented in the file as ‘H.e.l.l.o.’.

First to be modified was the username, this was changed to a different one with the
same number of characters in it, and then the computer name was modified, once
again keeping the number of characters the same. When the event service was
restarted it successfully showed that the both the username and computer name had

successfully been modified.

This is highly significant as it shows that data contained within the event log can be
modified and these changes will be accepted by the system. Furthermore, it also
shows that it is possible for a perpetrator to either conceal their tracks or frame

someone else.

Experiment 5 - How the event log stores the time. This experiment involved the use
of a Hex Editor to analyse the content of the Security Event Log. Trial and error was

used to locate the bits that held the date and time stamp, the Hex Editor used has a
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‘Data Inspector’ window which translates the currently selected hexadecimal value
into various different 16-bit, 32-bit and 64-bit values. Importantly it displays the value
in 32-bit time.

An event was selected from the Event Viewer and a note of the time and date was
taken, then using the Hex Editor, the file was manually searched until the value was
found within the file. The value was reset to ‘0000 0000°, this was then interpreted as
being *00:00:00 01/01/1970°, so from this the original hexadecimal value is taken to
be the number of seconds that have elapsed since 1% January 1970, which is also

known as “Unix Time” (Wikipedia, 2008).

There are a total of 64-bits that are used for the timestamp; these are two groupings of
32-bits both with the exact same value. For example ‘18:47:24 01/11/2007" is
represented in hexadecimal as ‘3C1F 2A47’, Figure 5 shows that in the event log this
is stored as ‘3C1F 2A47 3C1F 2A47°, note that it’s the same value repeated.
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ESHS ¥ ® |m@ B s1LO0FD BO o
S~ » K E 2R A | & v+ - = s ox ] A al 2 |||Hh 4
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0o0o0o010 3000 0000 2000 0000 0100 0000 0000 O0O0 0. .. 0. e e w e
0o0o0o20 0000 0100 0100 Q000 QOO0O oooa pseee—oootTy. ... ... 0t 0...
0O000o030 JUe00 oooT 366 4Ce5 0100 0000 %IF 2247 | ). . . LfLe. ... <=0
0oo0ooo40 §3C1F 2247 0502 0000 0200 0600 N1 RN R I €
0o0oooso oo oo0o SEOQD 0000 QCoO D000 S200 oooo)....™ .. .. .. E...
0O0000e0 | 0OO0 0OO0 DOOO 0000 S300 500 e300 7500)........ S.elo.u.
QOQoo070| 7200 6900 7400 7900 0O0O0 5000 4300 3100(r.i.t.v...P.C.1.
oooooos0 0000 0101 0000 0000 0005 1200 0000 S300)........0.0ce... 3.
oooooo090 5900 5300 5400 4500 4D00 0000 4E00 S400|¥.3.T.E.M...N.T.
oooooo&a0 | 2000 4100 5500 5400 4800 4F00 5200 4900 .A.U0.T.H.O.R.I.
QO0OO0ED | 5400 5900 0000 2800 3000 7800 3000 2C00(T.¥...(.0.=.0...
QopooQco | 3000 7800 3300 4500 3700 2900 0000 4200(0.=.3.E.7.)...B.
0oaooopo|elo0 7200 7200 o900 o500 0000 S000 4300|a.r.r.i.e... P.C.
0O0000EQ | 3100 0000 2800 3000 7800 3000 2Co0 3000011...(.0,x.0,,.0, =

B Copy of Sec.
Figure 5: 32-bit time
Experiment 6 - Modify the 32-bit time. This experiment was a continuation of the
last one; essentially it was done to see if the Event Log would produce any errors if a
timestamp in a file had been modified. It had been noted that to adjust the time by 1
second, the left most bit needed to be incremented by one. For example ‘3C1F 2A47’
is equal to ‘18:47:24 01/11/2007° and to increase this by 1 second the new
hexadecimal value would have to be ‘3D1F 2A47°. When this was applied to the
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Security Log and then restarted the Event Viewer did in fact display the time as
expected without any errors. Figure 6 shows the first 32-bits being reset to
‘00000000’. Once again this experiment shows that the system is content working

with event logs that have been modified.

H| Hex Workshop - [Copy of SecEvent. Evt] E|
File Edit Disk ©Options Tools wWindow Help - 8 x
ey = = 2 vv @ |mw BSLOFDRE =
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Figure 6: Modifying the 32-bit time.

Experiment 7 — Automatically replacing the ‘SecEvent.Evt’ file. For this
experiment a console application was developed that would use the second technique
for stopping and restarting the Event Logging Service. When the program is run
checks the state of the ‘startup’ registry key, if the value is 0x2 it sets it to 0x4, it then
creates an entry pointing to itself in the run once registry key, then it restarts the
computer. When the machine restarts the program is automatically run, once again it

checks the value of the event log ‘startup’ registry key, it should still be set to 0x4 and
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in which case the program automatically replaces the Security Event Log with a

predetermined file and then restarts the service.

Experiment 8 — Master File Table. For this experiment a program called Directory
Snoop was used in conjunction with the Hex Editor. Directory Snoop
(http://www.briggsoft.com/dsnoop.htm) is an application that allows for the
inspection of the NTFS Master File Table. Which, as previously discussed in the
Literature Review chapter, is a relation database that contains information about every
file on the local disk? Directory Snoop was used to find the actual sectors of the local
disk that was allocated to the Security Log. This sector was then opened up with the
Hex Editor and some changes were made to the timestamp data. Upon viewing this
information with the Directory Snoop it showed that the changes had actually been
made, however when the Event Viewer was opened up it did not show these changes.
This implied that that when the Event Log Service is first started it reads the contents
of the event logs from disk into memory and does not read them again until it is

restarted.

The server was then restarted to force the event log to reread the modified sectors,
once again the Event Viewer was opened, however the changes had not taken effect.
Directory Snoop was again used to check the sectors that had been modified and it
showed that they had been restored to their original values. The Event Logging
Service must have completely written the contents of its array in memory back to

disk.

3.5 Conclusions

From the above experiments multiple vulnerabilities have been identified, it is
possible to change the time that events happened at, usernames can be modified, the
event log can be copied and pasted into another machine. The most surprising points
learned was that there is no security in the event log at all, no hashing to see if it had
been modified and nothing to stop an event log from one machine being used on

another.

Being able to modify the event log only involved having access to the Security Event

Log file and then modifying the data contained within. Thus, if the Event Log files
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could be monitored for any copying, writing or deleting then it could be said that it
would be possible to highlight a possible attack on the integrity of its data. Also, being
able to monitor the status of the Event Logging Service, using the system registry,
would highlight if it had been changed from automatic to disabled. The design of the
system will be based upon these findings. It will disallow any physical access to the
event logs and will also produce a hash signature that will highlight if any changes

have been made.
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4 Design

4.1 Introduction

One of the objectives of this project is to design a suitable software solution that is
based upon research done. This chapter aims to deliver a prototype system that is
based upon the findings in the previous Literature Review and Windows Event Log
chapters. The main influence in the design of this system has to be that of the black-
box concept that was previously discussed, in theory this would be a secure off-site
data storage facility that would provide the ability to write custom event logs, without
having access to be able to modify or delete them, essentially a write once
environment. Each event will also have a hash signature attached to, so that if anyone

attempts to modify them this will be highlighted.

4.2 High-Level Design

This application will consist of three separate components, an event logger, a data
archiving system and a separate event viewer. The event logger will reside on the
computer system that is to be monitored. When it is first started it will prompt the
user to enter a key that will be used for generating a hash signature. It will watch for
changes that happen to the file system, files being created modified, deleted and
renamed. When one of these events happens it will create a hash signature for it. It is

then encrypted and sent to the data archiving system.

The data archiving system receives the data from the event logger and decrypts it. It
then applies a time stamp to the data before it is written to an event log. The event log
is then read by the event viewer, it displays all the information about the selected
event to the user in a format that is easily readable. It also allows the user to enter the
key that was used for generating the original hash signature. The event viewer will
then use this key to generate a new signature based upon the contents of the log file
and compare it to the signature that is held on file for this particular event. So long as
the data within the log file has not been modified the signatures will match. This will
authenticate the message as being genuine. Figure 7 shows the communications that

take place between the event logger and data archiving systems.
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Figure 7: Event Logger Schematics

4.3 Event Logging

One flaw of the Windows Event Log is that it does not keep track of which users are

accessing which data files and to see if they have been modified by that user. This
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presents a problem that should also be addressed by the design of the software for this
report. Instead of just monitoring the Event Log files, which are only accessed by the
system when the server is started or stopped, it is proposed that the software being

developed should be able to either monitor the entire system or specific directories.

The performance of the system could be compromised by an excessively large amount
files to keep track of, however, the more data that is produced then a more accurate

investigation can be performed.

The .NET Framework provides the ‘FileSystemWatcher’ class which is able to
monitor if files have been accessed, modified, deleted or renamed, MSDN (2008). It
can be set to monitor specific files within a specified directory or the entire system.
Making this event driven will also make the program more efficient as far as

processing is concerned.

As previously discussed in the Literature Review chapter, the formatting of the data
that is contained within the log file is important. Firstly, for digital forensic purposes,
the data that is captured and stored needs to be done in a manner that does not alter
the original data. Secondly, the data should be in a format that is easily accessible to a

variety of different applications.

Based upon these specifications the data that is being stored will be contained within
the XML format. This essentially places every piece of information within its own
opening and closing tags. For example, <name>Barrie</name>. The information that

will be captured will consist of:

e The time and date that the event took place.
e The user that performed the action.
e What kind of action has been performed.

e And the path of the file.

44 Data Archiving System

To achieve the black-box concept, this will involve a client-server architecture, where
the client is the machine that is capturing the events and the server or Data Archiving

System will be the machine that is storing the log files.
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Both will have to be able to pass a number of pieces of information between each

other.

1. The Server is listening for a connection.

The Client connects to the Server.

The Server generates a random RSA key pair.
The Server sends its public key to the Client.

The Client receives the Servers public key and stores it in memory.

S

The Client sends events to the server.

Figure 8 shows the communication that takes place between the Client and Server.
When the Server has received an encrypted event from the Client it will decrypt the

message, and then add an additional timestamp, this will then be written to file.

Client Server

Connect to Server

Send Public Key

Send Encrypted Event

Acknowledge Message

Figure 8: Client-Server prototype

4.5 Encryption and Authentication

There are two main types of encryption, symmetric and asymmetric, as a brief
overview, asymmetric encryption uses two separate keys is more secure than

symmetric, which only uses one key, but it is dramatically slower and is generally

33
https://t.me/learningnets



Barrie Codona, BSc (Hons) Network Computing, 2007

only used for encrypting small amounts of information, this is due to the large

calculations that are involved.

Two prototype systems will be developed, one that uses asymmetric encryption to
secure all communications between the client and server. The other will use
symmetric encryption to encrypt the bulk of the communications, but will transfer the
shared key using asymmetric encryption, this system will be faster but it should be

interesting to see if it makes any detrimental impact on the system.

To authenticate the messages HMAC will be used. RFC2104 (1997) describes HMAC
as a mechanism for message authentication using cryptographic hash functions. When
the original event is generated and had its timestamp and user tags added, it will then
go through a process of having a unique HMAC checksum generated for each event.
This will then be tagged onto the end of the event before it gets sent to the Server.

Figure 9 shows this.

<clientTimes......... </clientTime>
<KUSEr> e </user>
<changeTypes......... </changeType>
<fullPath>...s </fullpPath>

Figure 9: Client generated XML string

The previous diagram illustrated the event information before it has been passed
through the HMAC checking process, Figure 10 below shows the same event that has
been checked and had its HMAC tags added.

<clientTimes....... </clientTime>
<USEIr> e </user>
<changeTypes........ </changeType>
<fullPath>...eee. </fullPath>
<hmacchecks................ </hmaccheck>

Figure 10: Client XML string with HMAC

Figure 11 shows the event information that has been received by the Data Archiving
System where it has also been time stamped. This is how it will look when it is stored

in the event log on the Data Archiving System.
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<serverTimes....... </serverTime>
<clientTimes....... </clientTime>
<USEIr> e </user>
<changeTypes.......... </changeType>
<fullPath>..cee. </fullpPath>
<hmacchecks.................. </hmacCheck>

Figure 11: Server XML string

4.5 Event Viewer

The Event Viewer Application will be used to view the contents of the event log that
has been generated and stored on the Server. If will display the contents of each
Event, for example the different Client and Server timestamps that have been
generated. It will also display details about the event that have taken place, namely
what files have been modified, changed, deleted or renamed. As well, it will also
display the HMAC checksum that was originally generated and will also recalculate a
new checksum value based solely upon the information in the Event Log. This will
then be compared to the original. So long as the user inputs the same key that was
originally used, this check will alert the user if the data has been changed. Figure 12

shows the graphical user interface that has been designed for the application.

Event Viewer Q@@

Events

HMAC Key

Ewent Number:

Server Time and D ate:

Clignt Time and D ate:

User
Modfication Type:

Full Path: ; HMAC Scan

Check:
eeeee Scan All Events

Checksum Check:

Messages

Figure 12: The event viewer interface

This will allow the user to be able to access and view each of the Events that’s are
stored in the Event Log, it will work by reading the Event Log file into an array and
then allow the user to access each element of the array, as each ‘record’ is accessed

the application will use the XML tags to sort the data into its correct field. The
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application will also provide the ability to search through all the events looking or any

that fail the checksum check.

4.6 Pseudo Code

Pseudo code is used in software development to give a description in a readable form
of the basic functions of a program. The purpose of this is to make it more readable
for humans, so they can understand what the program is doing, without

overcomplicating the code and introducing complex algorithms.

4.6.1 Client Side Pseudo Code

Figure 13 is the pseudo code that the client application will use. As it can be seen the
client attempts to connect to the Data Archiving System using port 13000. This port
has been selected as it outside of the range of commonly used ports. After the
connection has been established the client receives the public key from the Data
Archiving System. This key is then used to encrypt all the data that is sent to the Data
Archiving System.

Prompt user to enter a key for use with HMAC
Connect to the server on port 13000

Receive public key from server

Do Continuously

Monitor for files being ‘modified’
%f a file is ‘modified’
Get system time
Get username
Get event type (changed/created/deleted/renamed)
Get path of file
Generate XML string
Generate HMAC checksum
Add HMAC to XML String
Encrypt with Servers public key
Send to Server

Figure 13: Client side pseudo code

4.6.2 Data Archiving System Pseudo Code
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The data Archiving System listens for a connection using port 13000, after a
connection has been established it generates a random RSA key pair, one public and
one private key. The public key is sent to the client machine and the private key is
kept and used for decrypting all the data that is sent to it. The data received is then
saved to disk. It continues this process until the client application disconnects, Figure

14 shows this.

Listen for connections on port 13000
If client connects

Generate new RSA key pair
Send public key to client
while Client is still connected

{
Listen for messages
Decrypt Message with private key
Time stamp incoming message

) write message to file

Figure 14: Server side pseudo code

4.6.3 Event Viewer Pseudo Code

Figure 15 shows the pseudo code for the event viewer, initially it reads the contents of
the event log into an array as a complete XML string. It then extracts the information
from the XML string as it needs it. Based up the HMAC key that has been entered by
the user, it also calculates what the HMAC value should be for that particular XML
string and informs the user if it matches the HMAC signature that is contained within

the XML string.

Read Event Log File into Array )
Extract data from XML tags and populate fields
If user clicks ‘next’ or ‘previous’

Display next or previous event accordingly
Calculate checksum based on inputted key

Figure 15: Event viewer pseudo code
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4.7 Testing Design

The system will be tested to ensure that its performance does not impede its ability to
detect and log events, and that the accuracy of the data being collected is correct, and
that the data being captured, transmitted and stored is being done so in a secure and

authenticated manner.

The previous tests that were done with the Windows Event Log will be rerun with the
new application running, the purpose is to see if it can highlight if the Event Log has
been modified. As well as this the application will be stress tested to see what its

limits are. Figure 16 shows the tests that will be carried out.

Testing

Type Description

Performance How long to encrypt/decrypt?

How much space will the log use?

Accuracy How many events will it successfully capture?

Is there a limit on the size of the directory path?

Security Does HMAC work?

Can HMAC withstand a brute force attack?

Figure 16: Testing design

4.8 Test Suite Design

An application that will automate part of the testing process, using scripts, has been
developed. Its primary objective is to generate a substantial number of events that will
be captured by the event logging application. This will allow the capabilities of the
application to be measured and depending upon the results changes can be made to

suite.

As previously mentioned the .NET FileSystemWatcher class is used to capture events
that are happening to files within specified directories. The testing application will
allow for the creation, modification, renaming and deleting of a variable number of
files within a predetermined directory. An option of the testing application will be to
automatically modify some of the Windows Event Log files while it is also generating

large amounts of events.
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Figure 17 shows the pseudo code of the process that the application will go through
for generating a large numbers of files. Using a For Loop it will continue to create
files a predetermined number of times. Each of these files will also be uniquely

numbered in their filename.

Repeat the following ‘x’ number of times

Create a new file called ‘Sample’x’.txt’ in the test
directory

Figure 17: Generate a large number of files pseudo code

To provide some degree of error checking this can be slightly modified to perform a
check to see if the file already exists. Figure 18 shows how the application will use
the unique filename numbering to check if the file exists. This technique will also be

used for automatically deleting and modifying the files.

Repeat the following ‘x’ number of times
If file ‘Sample’x’.txt does not exist

Create a new file called ‘Sample’x’.txt’ in the test
directory

Figure 18: Generate files with error checking

Figure 19 is a screenshot of the application; it provides an option for the tester to
specify the number of events that they would like to generate, this can be any number.
There are four main buttons that will be used for most of the testing, one for
generating the text files, one for modifying the contents of the text files, one for

renaming the text files and one for deleting the text files.

The tester application also has a display window that outputs messages to the tester,
this is used for informing the user when it has started and completed any tasks, it also

informs the user when the ‘file counter’ has been changed and what value it is at.
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Form1 g@@

‘ Launch Client _Server Applications ‘

Generate Test Files Modify Text Documents

Rename Text Documents Delete &1 Text Documents

buttong button?

buttond buttond

File Counter = 1000

Figure 19: Tester application

4.9 Conclusion

This chapter has identified the main components of software that will be developed as
part of this project. All the components of the system will be created using C# and
the .NET framework, as they provide Event logging, Performance monitoring and

encryption classes, which this application makes extensive use of.

Based upon the research that was done in the Literature Review and Evaluation of the
Windows Event Log chapters it was decided that the application would use client-
server architecture. The client would be the event logger and the server would be the
data archiving system. All the communications that take place will be encrypted and

all the event s that are generated will be hashed.

Also, a method for testing the performance, security and accuracy of the system was
proposed. A program that would assist in the testing of the application was also
designed; its main purpose is to generate a larger number of events in a very short
period of time. This is to simulate the level of traffic that would be present on a

corporate sever.
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5 Implementation

5.1 Introduction

The three components, the event logger, the data archiving system and event viewer,
that have been developed were created using C# and the .NET framework that is
provided by Microsoft. These were chosen for their rapid deployment ability, and they
fully support such things as XML, encryption and socket programming.

5.2 Event Logger

The event logging application will be resident on the client machine, its purpose is to
monitor the file system for files within specified directories being modified. After it
has captured these events it then constructs an XML sting that conatins all the ddetials
of the event, this than has a hash signature tagged onto it. The whole string gets

encrypted and sent to the data archiving system.

5.2.1 Connecting to Server

Figure 20 shows the code that is used for the Client to be able to establish a TCP
connection to the server. The code allows for IP Addresses, Domain Names and local

machine names to be entered for the server, it resolves them by using DNS.

Console.write("Connecting to server... ");

Byte[] data = new byte[10240];

IPHostEntry host = Dns.GetHostEntry("localhost™);
IPAddress ipAddr = host.AddressList[0];

// Specify the port to connect too.
IPEndPoint ipep = new IPEndPoint(ipAddr, 13000);

// Specify the path to watch.

Socket server = new
Socket(AddressFamily.InterNetwork,SocketType.Stream,
ProtocolType.Tcp);

try

{

server.cConnect(ipep);
h
catch (SocketException e)

Cconsole.wWriteLine("Failed!");
console.writeLine(e.ToString());
console.ReadLine();

return;

}

Figure 20: Connecting to a Server
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5.2.2 FileSystemWatcher

The ‘FileSystemWatcher’ class is part of the ‘System.IO’ namespace provided by
NET versions 1.1 though to the current 3.5. According to MSDN it listens to the file
system change notifications and raises events when a directory, or file in a directory,
changes. In Figure 21 The FileSystemWatcher is set to watch all files that are
contained in the ‘C:\Test\’ directory. Multiple instances of FileSystemWatcher can
also be run to monitor other directories, that way multiple directories can monitored

using a single application.

// Create a new FileSystemwatcher and set its properties.
FileSystemwatcher watcher = new FileSystemwatcher();

// Specify the path to watch.
watcher.Path = "c:\\Test\\";
watcher.NotifyFilter = NotifyFilters.LastAccess |
NotifyFilters.Lastwrite
| NotifyFilters.FileName | NotifyFilters.DirectoryName;

// Specify the file and/or extension to watch.
watcher.Filter = "*
watcher.IncludeSubdirectories = true;

// Add event handlers.

watcher.Changed += new FileSystemEventHandler(OnChanged);
watcher.Created += new FileSystemEventHandler(onChanged) ;
watcher.Deleted += new FileSystemEventHandler(OnChanged) ;
watcher.Renamed += new RenamedEventHandler(OnRenamed) ;

// Specify the buffer size, default is 8192 (8K).
watcher.InternalBuffersize = 102400;

// Begin watching.
watcher.EnableRaisingEvents = true;

Figure 21: The FileSystemWatcher class

5.2.3 Capturing Events

When a ‘Renamed’ event occurs it is passed to the above ‘OnRenamed’ class, this
then wraps the various elements of the event in XML tags, this creates an ‘Event
Message’ and includes such things as the clients time and date, the user and details
about the event and the file that was renamed. This is a similar process when a file is
changed. After this stage the Event Message is passed though to the HMAC section,

where a hash signature value will be generated for it. Figure 22 shows this.
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public static void OnRenamed(object source, RenamedEventArgs e)

// Specify what is done when a file 1is renamed.

string message = "<clientTime>" + DateTime.Now +
"</clientTime><user>" + GlobalClass.user + "</user><changeType>"
+ e.ChangeType + "</changeType><fullPath>" + e.FullPath +
"</fullPath>";

// Pass the ‘message’ to the next stage.
sendmsg(message) ;

Figure 22: Capturing Events

5.2.4 HMAC

Figure 23 shows the code that is used to generate the HMAC checksum. The ‘key’ is
taken from a user input when the application is first launched; it is then passed into
the following code along with the events that have been generated by the
‘FileSystemWatcher’ class. The resulting checksum value is then wrapped in XML

tags and attached to the end of the captured events string.

// Declare a new instance of Ascii Ecnoding called ‘encoding’.
System.Text.ASCIIEncoding encoding = new System.Text.ASCIIEncoding();

// Convert the HMAC key to a byte value.
byte[] keyByte = encoding.GetBytes(key);

// Create a new instance of HMAC with SHAL.
HMACSHAL1 hmac = new HMACSHAL(keyByte);

// Convert the message to a byte value.
byte[] messageBytes = encoding.GetBytes(chkMessage);

// Compute the hash signature.
byte[] hashmessage = hmac.ComputeHash(messageBytes);

// Update the value of the ‘chkmMessage’ string.
chkMessage = chkMessage + "<hmacCheck>" + ByteToString(hashmessage) +
"</hmacCheck>";

Figure 23: Generating an HMAC hash signature

5.2.5 Encrypting

Figure 24 shows the code that is used to encrypt the Event Message, the code for it is
from a program by Mathew Schlabaugh (CodeProject, 2008). The cipher text is
generated by breaking down the plain text into blocks that are smaller than the key
that is used to encode them. The smaller blocks are then encoded with the Servers

public key, this then makes them ready to be sent to the server.
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// The following code is from ‘Public Key RSA Encryption
// in C# .NET’ by Mathew John Schlabaugh.
// Available from the http://www.codeproject.com

// Specify the size of the key to be used in bits.
int dwKeySize = 1024;

// Decalre a new instance of the RSACryptoServiceProvider.
RSACryptoServiceProvider RSAProvider = new
RSACryptoServiceProvider(dwKeySize);

// Read the Servers public key from XML.
RSAProvider.Fromxmlstring(justPublicKey);

// Convert keysize from bits to bytes.
int keySize = dwkeySize / 8;

// Convert message to bytes.
byte[] bytes = Encoding.UTF32.GetBytes(chkMessage);

// Define a size that will be used for calculating a block size.
int maxLength = keySize - 42;

int dataLength = bytes.Length;

int iterations dataLength / maxLength;

StringBuilder stringBuilder = new StringBuilder(Q);

for (Aint i = 0; i <= iterations; i++)

// Break the message apart.
byte[] tempBytes = new byte[(dataLength - maxLength * i >
maxLength) ? maxLength : dataLength - maxLength * 1i];

// Copy the smaller message into memory.
Buffer.BlockCopy(bytes, maxLength * i, tempBytes, O,
tempBytes.Length);

// Encrypt the smaller message/section.
byte[] encryptedBytes = RSAProvider.Encrypt(tempBytes, true);

// Add the encrypted secion to the StringBuilder.
stringBuilder.Append(Convert.ToBase64String(encryptedBytes));

Figure 24: Encrypting Data

5.2.6 Sending to Server

For the client to be able to send any data to the data archiving system it will have to

converted into packet and then placed onto the TCP stream. Figure 25 shows this.

// Send the encrypted message to the Server.
server.Send(Encoding.ASCII.GetBytes(encryptedMessage));

// Specify the packet size.
Byte[] data = new byte[10240];

// Receive the acknowledgement from the Server.
int recv = server.Receive(data);

// Convert the recieved message to a string.
String stringbData = Encoding.ASCII.GetString(data, 0, recv);

Figure 25: Sending Data to a Server
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5.3 Data Archiving System

5.3.1 Listening for a Connection

The data archiving system is in an always listening state until a connection has been
made, Figure 26 shows that this one is listening on port 13000 for an incoming TCP
connection. When a Client connects it takes records some of its details, and it then

generates an RSA Key Pair, which is then sent t the client.

// Lisetn for a connection on port 13000.
IPEndPoint ipep = new IPEndPoint(IPAddress.Any,13000);

// Create a new socket for the connection.

Socket newsock = new
Socket(AddressFamily.InterNetwork,SocketType.Stream,
ProtocolType.Tcp);

// Bind the socket to the connection.
newsock.Bind(ipep);

// Place the socket into a listening state.
newsock.Listen(10);

Console.WriteLine("waiting for a client...");

Socket client = newsock.Accept();

IPEndPoint clientep =(IPEndPoint)client.RemoteEndPoint;

// Display a message when a client has connected. ]
Console.writeLine("Connected with {0} at port {1}",clientep.Address,
clientep.Port);

Figure 26: Server Listening for a Connection
5.3.2 Generating Keys
Figure 27 shows the routine that was used to generate both the public and private RSA

keys, these keys are then exported to an XML string, the public key gets sent to the
Client and the Private key stays with the data archiving system.

// Specify the size of the key that will be generated.
int dwKeySize = 1024;

// Create a new instance of RSACryptoServiceProvider to generate
// public and private key data using the specified key size.
RSACryptoServiceProvider RSAProvider = new
RSACryptoServiceProvider(dwKeySize);

// Convert_the public and private keys into XML format.
string publicAndPrivateKeys = RSAProvider.ToXmIString(true);

// Convert the public key into XML format.
string justPublickey = RSAProvider.ToxmlIString(false);

Figure 27: Generating an RSA Key Pair
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5.3.3 Receiving Message

The data archiving system will continue to listen and accept messages (see Figure 28)
that have been received from the client until the client disconnects. All the messages
that are received are passed through to the decrypt class, where the data archiving
systems private key is applied to the cipher text and thus decrypting it back to plain

text.

¥hi1e (true)

// Specify the size of the packet.
data = new byte[10240];

// Accept the packet from the Client.
recv = client.Receive(data);

// If the Client disconnects then exit.
if (recv ==
break;

// Send the packet back to the Client.
client.Send(data, recv, SocketFlags.None);

Figure 28: Receiving a Message

5.3.4 Decrypting Message
Figure 29 shows the code that is used to decrypt the received message; the code for it
is from a program by Mathew Schlabaugh on the codeproject.com which can be found

at (http://www.codeproject.com/KB/security/RSACryptoPad.aspx).

// Convert the encrypted message back into a string
string encryptedMessage = Encoding.ASCII.GetString(data, 0, recv);

// Use the private key to decrypt the message
RSAProvider.Fromxmlstring(publicAndPrivateKeys);

int base64BlockSize = ((dwKeySize / 8) % 3 != 0) ? (((dwkeySize / 8)
/ 3) *4) + 4 : ((dwKeySize / 8) / 3) * 4;

// Break the message apart into blocks.

int iterations = encryptedMessage.Length / base64BlockSize;
ArrayList arrayList = new ArrayList();

for (int i = 0; i < iterations ; i++)

byte[] encryptedBytes =
Convert.FromBase64String(encryptedMessage.Substring(base64Blocksize *
i, base64Blocksize));

arrayList.AddRange(RSAProvider.Decrypt(encryptedBytes, true));

// Convert the decrypted message to a string.

string decryptedMessage =
Encoding.UTF32.GetString(arrayList.ToArray(Type.GetType("'System.Byte"
)) as byte[]); _ _ _
decryptedMessage = "<ServerTime>" + DateTime.Now + '</ServerTime>" +
decryptedMessage;

Figure 29: Decrypting a message
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5.3.5 Saving To Disk

Figure 30 shows the code that is used to write the Event Message to disk, firstly it
tries to open the file to add text to it, and if it is unsuccessful it creates a new file and

then adds the plain text XML string to it.

// Create an new instance of a textwriter called ‘tsw’.

TextwWriter tsw;

// Attempt to open the Tog file to add text, if it fails then create
// a new one.

try
tsw = File.AppendText("C:\\EvtLog2.1log");

catch

; tsw = new Streamwriter(@"C:\\EvtLog2.log");

// Write the decrypted message to file.
tsw.writeLine(decryptedMessage);

// Close the fiTe.
tsw.Close();

Figure 30: Saving Event Data to Disk

5.4 Event Loq Reader

This application will be used to be able to read the contents of the log file that has
been created, it will allow the user to be able to read through the entries in the Event
Log file one at a time, similar to a flat database. The Log Reader will also perform the
authentication of the Event Log data, for this to be achieved the user will be required
to enter the exact same key that was used to generate the original HMAC value. Based
upon the key that was entered, an HMAC value will be generated on the same
information as the original checksum, as long as the data and key are the same as the

original values, when these are compared they should produce the same HMAC value.
5.4.1 Opening File

Figure 31 shows the code that was used to read the Event Log file from the disk, it
does this line by line. At the same time it copies the information from the line that it
has just read to an array, it then moves onto the next line in the file and repeats the
process. One point to note is that there is also a check in here to ensure that only the

lines in the log file that start with ‘“<ServerTime>’ are copied to the array. This is done
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because the server writes a line to the file when a connection is established and
another line when the connection is terminated; at this point in time this project is

only interested in the data that is being sent from the client.

// Declare new instance of StreamReader and tell it the filename.
StreamReader sr = new StreamReader("c:\\EvtLog2.1og");

// Decalare local variable.
string Tine;

// Repeat the following until all Tines are read from file.
whiTle ((line = sr.ReadLine()) != null)

// only copy the Tines that contain <ServerTime>.
if(line.cContains("<ServerTime>"))

// Add the <ServerTime> lines to the array called ‘Tines’.
Tines.Add(1l1ine);

}
// Close the file.
sr.Close();

Figure 31: Reading a file

5.4.2 Decoding XML

To convert the flat XML strings that are contained within the Log file a simple piece
of code was written that could extract the data. Figure 32 shows this for extracting the
data from the <serverTime> tags. First it calculates the starting point of the required
data by working out the size of the opening tag. Then it calculates the end point of the
data based upon the length of the closing tag. It then displays the data on the screen.

// Copy the currently selected array item to stringl.
string stringl = Convert.ToString(lines[arrayItem]);

// Define the start tag. )
string myStringl = "<ServerTime>";

// Define the end tag. ]
string myString2 = "</ServerTime>";

// Calculate the starting and ending points of the data contined

// within the start and end tags.

serverTimeLbl.Text = stringl.Substring((stringl.Indexof(myStringl) +
myStringl.Length), (stringl.Indexof(myString2) -
(stringl.Indexof(myStringl) + myStringl.Length)));

// Repeat this process for all the tags.

Figure 32: Dividing up an XML string
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5.4.3 HMAC Checksum

Figure 33 shows the code that was used to calculate the second HMAC value. This
key value is calculated on the key that the user has entered in the viewer. It is then
displayed on the screen. Both the ‘new’ and ‘old’ values are then compared to see if
they match. Depending upon the results of the comparison an appropriate message is
displayed to the user. This method works because with HMAC so long as the key and

data remain constant the output will be the same.

// Declare a anew instance of Ascii Encoding. _
System.Text.ASCIIEncoding encoding = new System.Text.ASCIIEncoding(Q);
byte[] keyByte = encoding.GetBytes(hmacTxt.Text);

// Declare new instance of HMAC.
HMACSHAL hmac = new HMACSHA1(keyByte);

// Convert the message to be checked into bytes.
byte[] messageBytes = encoding.GetBytes(chkMessage);

// Calculate the HMAC value of the message.
byte[] hashmessage = hmac.ComputeHash(messageBytes);

// Display the ‘new’ hmac value on screen.
hmacCheckLb1.Text = ByteToString(hashmessage);

// Compare the values of the one on file to the new one.
if (hmacCheckLbl.Text == hmacLb1.Text)

// If they are the same.
hmacCheckLb1.Text += " : Hmac Passed!";

Else

// If the are different.
hmacCheckLb1.Text += " : Hmac Failed!";

Figure 33: Checking the hash signature

5.5 Conclusions

The data that is being transferred to the Data Archiving System is successfully being
encrypted using RSA. This is regarded as a secure form of encryption that uses
complex mathematics to encrypt and decrypt data. There are also two keys involved,
one public key and one private key. The public key can only be used for encrypting a
message and is given to the person that is sending the message. Only the paired

private key is able to decrypt that message.
All three components of the application make full use of HMAC signature hashing as

method for authenticating the messages that have been received from the event logger
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by the data archiving system, and also by the event viewer when reading the contents

of the event log.

Unfortunately due to time constraints, these components of the application were not as
fully developed was they could have been. The original design of the Data Archiving
System specification was to allow for both of the Event Logging Application and
Event Viewer Application to be able to remotely access the event log that was stored
on the Server, unfortunately there is no support within the Server Application to allow
for a remote connection to the Server, it will however run on the Server without any

problems.

It had been originally planed that the encryption between the Client and Server could
also be done using synchronous encryption with the secret key being exchanged using
asynchronous encryption. The communications that both the Client and Server use is
only asynchronous encryption; this will obviously cause problems with the

performance.

Also, the Server does not run in a finite state, that is after a Client has terminated its
connection to the Server, the Server application will shutdown. It could have been

written so that the Server returns back to its original listening state.

Another unachieved goal of the Event Viewer Application was for it to be able to
display a list of all the events that have happened and for it to allow the user to be able

to browse for a specific event.

Apart from these minor short comings the overall concept of having an Event Logger
that securely stores its Event Logs off site using a remote connection has been
achieved. If time permits a maintenance phase could be used to try and address some

of these issues.
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6 Evaluation

6.1 Introduction

Initially the application is tested to identify the correctness and completeness of the
developed software, any faults or problems that are identified will be dealt with at the
maintenance stage. After modifications have been made and documented, the
application will then undergo further testing that will measure the burden that it places
on the system. The application will be stress tested; a large number of events will be
generated to check if the application is able to detect all of them. An attempt will also
be made to see if it is possible to try and calculate the HMAC key using a brute force
algorithm. Based upon the results of this test it will be possible to recommend a

suitable sized key.

6.2 Initial Testing

This phase was to test the initial design that had been implemented. Its purpose was to
identify if the Event Logging Application could successfully capture a large amount
of information without missing any events and to identify any points in the system

that needed to be modified beyond their original design specification.

The testing was carried out using the automatic testing application that had been
developed. Initially 1,000 events were generated and captured, it had been noticed that
there was a delay in getting all these events written to file by the Server. The same test
was then carried out several more times with the number of events increasing by
1,000 each time. One point to note is that the application became unresponsive when

5,000 events were generated.

After the Initial Testing phase was completed a serious flaw in the application was
detected, namely a large number of events being generated caused a buffer overflow
in the .Net FileSystemWatcher class. The MSDN website says that “If there are many
changes in a short time, the buffer can overflow. This causes the component to lose

track of changes in the directory, and it will only provide blanket notification.”
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(Microsoft, 2008). This caused the FileSystemWatcher to crash and it then failed to

capture any other events, until the application was restarted.

It had been suspected that the buffer overflow problem may have been caused by
either the size of the buffer, the HMAC tagging or the asymmetric encryption that was

happening after the events were captured; Figure 34 explains the process.

HMAC Tagging \ Aésr:’é?y’;:gf ) TCP Stream

Capture Events

Figure 34: Data flow

Performance tests were then carried out on each of the individual components; this
initially consisted of increasing the size of the buffer, which made very little
difference when dealing with upwards of 5,000 events. A test was created that would
have the FileSystemWatcher capture events and send them directly to the TCP
Stream, thus bypassing the HMAC and Asymmetric Encryption. It had then been
noted that the previous buffer overflow problem had gone, even when the buffer size
was set back to its default value of 8K it still managed to successfully capture 20,000
events. After this successful test the HMAC tagging was added back in, this too did
not hinder the performance of the application, which left only the asymmetric

encryption process to be responsible.

6.3 Maintenance

Based upon the preliminary set of test results, the Event Logging Client and Server
applications were heavily modified to improve the encryption process. This involved
the use of symmetric encryption for handling the transfer of the events from the Client
to the Server. The shared key that the symmetric encryption uses is transferred from

the Client to the Server using asymmetric encryption.

This brings in several new stages for the Client Server Communication Protocol that

was originally described in the Design chapter. Figure 35 explains the new process:
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Client Server

Connect To Server

Send Public Key

Send Shared Key encrypted with Public Key

Acknowledge Message

Send Encrypted Event

Acknowledge Message

Figure 35: Updated Client-Server communications

6.4 Experiment 1: Performance

This experiment will be used to measure the performance of the application; it will

also measure the load that it places on the system.

A simple application (see Figure 36) was developed that would poll the processor
every 100 milliseconds and return its value as a percentage. This data along with the
current system time is then displayed on screen; the system time is used so that the
data can be cross referenced to the event log data. An option is given for the user to
save this information to a text file, so that it can easily be imported into a spreadsheet

application to produce a graphical analysis of the results.

53
https://t.me/learningnets



Barrie Codona, BSc (Hons) Network Computing, 2007

First is to create a baseline without any encryption happening, this test will be run to
measure the load being placed on the processor when 1,000, 5,000, 10,000 and 20,000
files are being created. Each test will run over a 30 second interval, this will provide
ample time to complete the test and will also visually depict the information more

clearly. Figures 37, 38, 39 and 40 show these results. As these experiments have

Processor Monitor,

Start Save Output to File

03/05/2003 14:12:41
03/05/2008 14.12:42:
032/06/2002 14:12:42
03/05/2003 14:12:43
03/05/2002 14:12:43
03/06/2003 14:12:44 :
03/05/2003 14:12:44 -
032/06/2002 14:12:45:
03/05/2003 14:12:45
03/05/2008 14:12:46 ; 0.78126%
03/06/2003 14:12:46 : 40.625%
03/05/2008 14:12:47 : 33.84374%
03/06/2003 14:12:47 : 30 468763
03/06/2003 14:12:48 : 32.8125%
03/05/2008 14:12:48 : 26.5625%
03/05/2003 14:12:43 : 39.0625%
03/05/2008 14:12:43: 31.25%
03/05/2008 14:12:50 ; 26.5625%
03/05/2003 14:12:50 : 25%
03/05/2008 14:12:51 : 35156263

cCooOoO—oooOD
S8 g 8 o D D
fur]
[
]
12

Figure 36: Processor monitor application

been carried out on a quad core processor the pink line represents a single core.
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Figure 37: Generating 1,000 files with no encryption
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Figure 38: Generating 5,000 files with no encryption

100% ~

90%
80%
_ 70%
&
-‘E 60%
- ——Load
= 50%
2 ——1 Core
("]
8 40%
<
o
30% 1
| |
20% lll-’ !
“u[ I
0%,MHAA’ bl ! | nm |
- M U N O N < MO T M © 0 O N N O - © 0 O M LN O N SN~
- - Y = N N N N O MO O O O F F § ° LU 0N O 0 © © © ©
Time (Seconds)
Figure 39: Generating 10,000 files with no encryption
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Figure 40: Generating 20,000 files with no encryption
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Next the exact same tests are rerun, but this time the Client and Server are used so the

load that the symmetric encryption places on the system can be measured, once again

the following graphs are of 1,000, 5,000, 10,000 and 20,000 being created. Figures 41,
42, 43 and 44 show these results.
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Figure 41: Generating 1,000 files with symmetric encryption
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Figure 42: Generating 5,000 files with symmetric encryption
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Figure 43: Generating 10,000 files with symmetric encryption
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Figure 44: Generating 20,000 files with symmetric encryption

From these results it is also possible to calculate the amount of time it takes to
produce these files using no encryption, symmetric encryption and asymmetric
encryption. Figure 45 shows the comparison in the length of time it takes to encrypt

events, with symmetric encryption, that are generated when files are created on a

system.
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Figure 45: Symmetric encryption comparison

The above graph shows that it approximately takes 50% longer when using symmetric
encryption as opposed to not encrypting anything. These results can then be compared
to the length of time it takes using asymmetric encryption. Figure 46 compares the
time taken to create the same files, but this time the events are encrypted with

asymmetric encryption.

800+
700+
600
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Time Taken :
(Seconds) 001 B No Encryption
300 B Symmetric

200+ O Asymmetric

100
0_

1000 5000 10000 20000

Number of Events

Figure 46: Asymmetric encryption comparison

The above graph shows that using asymmetric encryption is approximately 8 times
slower than symmetric encryption and 16 times slower than having no encryption at
all. This justifies changing the project to use symmetric encryption for transferring

the events to the data archiving system.
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6.5 Experiment 2: Accuracy

This experiment will be used to check the accuracy of the application, to ensure that
all the events that are being generated are actually being captured by the application.
The tester application was slightly modified to allow for an event log file to be
modified, it now randomly modifies the ‘SecEvent.txt’ file. For the purpose of this
experiment a text file that is contained within a different directory to the data files,
that are being created, is used to represent the event log file. The directory structure is

represented by Figure 47.

oot

Data Files Event Log Files

Figure 47: Test directory structure

The tester application was set up to create 1,000 files and, at some random point
during this time, to modify the ‘SecEvent.txt’ file. Figure 48 shows in its display box
that the ‘File Counter’ is set to 1000 and that the ‘SecEvent.txt’ would be modified
after the 426" file was created.

Formi

l Launch Client + Server Applications l

Generate Text Files ‘ l Modify Text Docurments

Randomly Edit SecEvent Evt ‘ l button?

l Rename Text Documents ‘ l Delete All Text Documents

buttong ‘ l buttond

File Counter = 1000
426

Figure 48: Tester application generating random event
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Using the Event Log Viewer application (See Figure 49), it showed that the event log
file had 1001 entries in it, and after browsing through the event viewer it displayed
that the ‘SecEvent.txt’ file had been modified. This also clearly displays the HMAC
check working, note that the original key is entered at the top of the window.

Event Viewer

Evvents
HMALC Key: 123456789
Evvent Number: a7

Server Time and D ate: 03/06/2008 18:56:02

Meut/Presvious Event
Client Time and Date: 03/05/2008 18:56:08

User PCBarie

Madffication Type: Changed
Full Path: cvTest 24GevEvent.tt HMAE Sean
Checksum: BARATEDA1956981AC42CD 31EFEFD 329F 886E 5035
Scan All Events
Checksum Check: BABATED41956981AC42CD 31EFEFD 329F 886E 5035 : Hmac Passed!
Messages

<clientT ime>03/05/2008 18:56:08< /clientTimes <user: PL3E amie /user: ¢change T ype: Changed< /changeT ypes <fullPathis o\ Test
25 evEvent bt fulPaths

Figure 49: Event viewer application

This experiment was then rerun with the previous benchmark figures of 1,000, 5,000,
10,000 and 20,000 files being created. All of the tests provided positive results. Figure
50 is an extract from the event log file; it shows that it has successfully captured the

event of the ‘SecEvent.txt’ file being modified.

I Evtlog?.log - Notepad |Z||E|E|

File Edit Faormat Yiew Help

je</user=<changeTypesCreated</changeType><fullrPathsc:ihTesthsampledll. txt</FulIPath><hmaccheck>E3¢

ie</user=<changeTypes=Created<//changeTypes=<fullPath>chTesthsampledl3. txt<FullPath><hmaccheck>18¢
je</users><changeTypesCreated</changeTypes<fullpPathsc:y LtxtesFulTPaths<hmacchecks5E:
ie</user><changeType>Created<,/changeTypex<fullrPaths>c: Lt FullPathr<hmacCheck>pot
Te</user > HAEGEED ange HangeTy| il FEEE-<hmaccheck»B1
Je</user><changeType>Created</changeTypes<fu Path><hmacCheck>3D:
je</user><changeTypesCreated</changeType><ful Ipaths>c: \Test\samp'l edl17. txt</fullPath><hmaccheck>EF:
ie</user><changeTypesCreated</changeType><fullprpathzc:ihTest sampTled 18, txt </ FullPath><hmaccheck>17:

< : >

je</user=<changeTypesCreated</changeTyper<fullraths-c:hTesthsampledl2. txt</fullPathr<hmaccheck>35: —

A

et

Figure 50: Custom event log
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6.6 Experiment 3: Security

This experiment will be used to try and measure the whether or not the application
meets the security requirements. This will be done by checking the HMAC checksum
that is tagged onto each event and also the synchronous and asynchronous encryption.
When an event is generated it produces an XML string which (see Figure 51) contains

the following information:

Client Time Computer and The Type of The Full Path
and Date Username Event of the File

Figure 51: Client XML string without HMAC

This information is then passed into the HMAC checker, which calculates a value that
is based upon this information and a predetermined key. It will produce a value that is

tagged onto the end of the XML string. The XML string will now look like Figure 52.

Client Time Computer and The Type of | The Full Path HMAC
and Date Username Event of the File Check

Figure 52: Client XML string with HMAC

To check that the HAMC value that is being produced is valid, the original XML
string along with the original key will be put through a separate hash calculator called
‘HashCalc’ (http://www.slavasoft.com/hashcalc/index.htm) , this will produce an
HMAC value which should be the same as the one that is tagged on the end of the
XML string. Figure 53 shows the data that was used to generate the HMAC hash.

Original Key: 123456789

Original String: | <clientTime>30/04/2008 11:19:28</clientTime>
<user>PC3\Barrie</user><changeType>Created</changeType>

<fullPath>c:\Test\Sample4591.txt</fullPath>

HMAC Output: | 55B7839A807951FED96CD0927511962280258793

Figure 53: HMAC test data
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As it can be seen from Figure 54, both of the HMAC values are identical, which
means that the Event Logging Application is correctly generating an HMAC
checksum. This was then double checked with an online Hash Calculator, the exact

same details were inputted and this was the output.

[%] Hashcalc

Data Format: Data:
|Te:-:t shring ﬂ |<clientTime>3El.-"Eld.-"2EIDE 11:19:28< AchentTimnes <uzer:P

K.ey Format: kew
¥ HMAC | Test sting v | |123456759

MD5 |
4 |
SHA1 |55b7839a807951 fedI6ed092751 1962280258793
SHAZ2SE |
SHaaed |
sHag1z |
RIFEMD1ED |
PANAMA |
TIGER |

<1 71 7
=
£

I I N i e

Cloze Help

Figure 54: HashCalc Screenshot

Figure 55, which is a screenshot from iFrame.in (2008) confirms that the HMAC
function is working correctly. As before the exact same details from Figure 53 were
inputted and it produced the same hash signature that is displayed in Figure 53 and
Figure 54.
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/= Hash Calculator — Online Hash Generator — MD5 Checker, SHA1 Checker, CRC Checker, SHA1/MD5 Chec ... [= |[B][X]
@.\:—‘/. - |(: http:fiframe.infhash-calculatory V| 4[| % | | 2 |-

File Edit ‘iew Favorites Tools  Help

»»

W [ ' Hash Calculator — Online Hash Generator — MDS Che...] ‘ & = Ep_j - ;@a ~ |k Page ~ "‘; Tools -

XYETA

iIFrame In

MNOT JUST ANOTHER ENCODE TOOLS

F HASH CALCULATOR
14/2008 11:19:28</clientTime=<user=PC3\Barrie</user=<changeType=Cr String
123456789 HMAC-Key Calculate
hash value (or simply hash, crc, md5, shal), also called a message digest, is a number generated from a
string of text. The hash is substantially smaller than the text itself, and is generated by a formula in such a
way that it is extremely unlikely that some other text will produce the same hash value.
HASHES )
MD5 2cf2chacT49d0955544aTi4ae3h159a4
MD5(HMAC) b7e5abad0dcTbce3320dd646d504f30d
MD5({Bases4) LPLLIHSACYVUSnIK4T G pA==
MD4 040960a7527010a90656f4h195aad8ac
MD4(HMAC) f9abefdaldd2acsfabbbBc196hasd623
MD4({Basetd) +avmS|TSrF+rudwZabsGlw==
SHAL 091c0f98dcddf08aad8006e125485/602aa37c05
SHA1(HMAC) 55h75392807951fed96cd0927511962250255793
SHA256 cOf41750c366556f5319514525e671bf8496f2435b44e8h46d3dfe2d394 373
SHAZ56(HMAC) 62d7b949b951c0406a6f1c2592aa1bdse2aalabafd5Gchi25460dc5ech6aT9a
SHA256(Basetd) Yte5SbIRwWEBqhxwlkqob20KqCr/RYy4JUYNxeyGpho=
CRC-32 cealdefl
CRC-32B fredesBc v
< | >
[ €D mternet F100% v
Figure 55: iFrame.in Hash Calculator
To further check the security of HMAC a brute force cracker was written that would
systematically check for the key that was used to create the hash signature. The brute
force application starts checking all the possible single character keys from ‘0’ to ‘z’.
There are 75 different characters, so there are 75 different possible single character
keys. The program then checks all the two character keys 00, 01, 02..." through to
‘zz’, for this there are 5,625 different combinations. Next it checks the for all the
three character keys ‘000, 001, 002...” until ‘zzz’. The full code for this can be found
in Appendix H.
63
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For testing purposes it was initially limited to a 3 character key. The information in

Figure 56 was used. As it can be seen from Figure 57, after 20 seconds the brute force

cracker program successfully managed to find the key that was used to generate the

hash signature.

Original Key: 777
Original String: test
Hash Signature: 0102031c9e5902739¢7tb6434e7619c0caecc693

Figure 56: Three character key HMAC test data

Brute Force HMAC

L BX]

Input
Data to Hash: te:z:l. |
Hash to Find: |ElfEI2D3cheESD2?395?fb5434e?E1 Sclcaecchdl |

04/05/2008 13:10:39 Go | :
< Start Time
groupE o

Checking all 1 character keys... Donel
Checking all 2 character keys... Donel
Loy [

Checking plshatastes wBound: zzz Finish Time
FinniShEdFl: 04/05/200813:10:59 e

Figure 57: HMAC brute force application

This same test was again repeated with a 4 character key. Figure 58 shows the details

that were used. Figure 59 shows that it took 25 minutes to decode this one.

Original Key: 7777
Original String: test
Hash Signature: fle16dce22437e68581b664331cb2674ab2182fe

Figure 58: Found four character ke

Brute Force HMAC

Input
Data to Hazh: te:s:l. |
Hazh ta Find: |f'| e16dce22437e68581bE64331 ch2674ab21 821 |
04/05/2008 13:20:04 Go

groupBox?

Checking all 1 character keys... Donel
Checking all 2 character keys. . Donel

Checking all 3 character keys. . Donel

Checking all 4 character keys... Key Found: zzzz
Finnizhed at: 04/05/2008 13:44:33

Figure 59: Found four character key
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The character set being used is 75 characters long, ranging from ‘0’ to ‘z’. Using this
from the previous experiments it is possible to calculate the length of time that it
should take to create all the possible different hash signatures based upon the key
length. Figure 60 shows that the longer the key is, the longer it would take to find it

out use a brute force attack.

Key Length | Number of Keys Time (Approx)
1 75 =175 3.6 Milliseconds
2 75% = 5,625 260 Milliseconds
3 75° = 421,875 20 Seconds

4 75%=31,640,625 25 Minutes

5 75> =2,373,046,875 31.25 Hours

6 75°=177,978,515,625 97.66 Days

7 757 =13,348,388,671,875 20.07 Years

8 75% =1,001,129,150,390,625 1,504 Years

9 757 =75,084,686,279,296,875 112,873 Years
10 75" =5,631,351,470,947,265,625 8,465,492 Years

Figure 60: HMAC key entropy

Based on these figures it is possible to calculate that 21,093 keys are being processed
by the computer every second. This is relevant because a word-list or dictionary-
attack could be performed with great ease. The second edition of the Oxford English
Dictionary (OED, 2008) contained 291,500 definitions, which would take just under
14 seconds to try all of them. Even if the dictionary was 100 times bigger, it would
still only take about 24 minutes to break a password that was in it. This means that

random keys should be used, not ones that are based on proper words or names.

6.7 Experiment 4: Conformance

This test is to ensure that the application developed meets the required specifications
as set out in the Design chapter; it will include a rerun of the original tests that were
performed in Chapter 3 — Windows Event Log. The application will be deemed to be
correctly working if it can successfully identify who and when the windows event log

has been modified.
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For this test a simple application will be created and installed as a service on a
Microsoft Server 2003 environment, this will be used to call the Client application. It
will be run under VMWare with a second Server 2003 that will act as the log server.
A Microsoft Windows XP client will be used to generate the traffic of files being

modified via the use of a mapped drive to the File Server.

B Evilog2.log - Notepad g@g|

File Edit Format Wew Help

fuser=<changeTypesCreated</changeType><fullPath>c:\shared B\Mew Text Document.txt< fullPath><hmacCheck>EC4EE
Auser><changeTypesChanged</changeTypes<fullPath>c:\shared B\Mew Text Document.txt</fullPaths><hmacCheck:>F496¢
fuser><changeTypesChanged</changeType><fulIPath>c:\Shared B\Mew Text Document.txt</fullPath><hmacCheck:>F4968
/user><changeType>Changed<IchangeType><fu11Path>c “Shared BywNew Text Document.txt< /Ffullrath><hmacCheck»F4968

Ausers<changeT -e>chan-e < /changeT -e><fu11Path> \Shared B Mew Text DOCLmEnt. txt</fu11Path><hmaccheck>F496E
Juser > HEGEERY /cha . . L L a hmaccheck
Jusar»<changeTypes>De | eted<, o angeType>< m 2 EwMew Text Document. Paths<hmaccheck >6CCF:

fuser><changeTypesCreated</changeType><fullPath>c:\Shared B\Mew Text Document.txt</FullPath><hmacCheck>FFl1ls
fuser><changeTypesRenamed</changeType><fulIPath>c:\shared B\welcome.txt</fullraths<hmacCheck:786853231F6201L
fuser><changeTypesChanged</changeType><fullPath>c:\shared B\welcome. txt</fullraths<hmacCheck:>06015517480292F
fuser»<changeTypexChanged</changeTypesx<fullPathsc:vshared Evwelcome. txt</Fullrathx<hmacCheck 060159174 802 92F
fuser><changeTypesChanged</changeType><fullPath>c:\shared B\welcome. txt</fullraths<hmacCheck:>06015517480292F
fuser><changeTypesChanged</changeType><fullPath>c:\shared B\welcome. txt</fullraths<hmacCheck:>060155174 80292F
fuser><changeTypesCreated</changeType><fullPath>c:\shared B\Mew Folder</fullPath><hmacCheck>9F03747DC0OLD04E"
Juserz<changeTyperRenamed</changeTypes<fullPaths-ciMshared EnBarrie</fullrathz<hmacCheck>46A0%210F476380FETY:
fuser><changeTypesDeleted</changeType><fullPath>c:\shared B\welcome. txt</fullraths<hmacCheck:>B7DOSL1E74C3502¢8
fuser><changeTypesChanged</changeType><fullPath>c:\shared B\Barrie</fullPath><hmacCheck>6COF313E203EC3ABESSF
fuser><changeTypesCreated</changeType><fullPath>c:\sShared B\Mew Text Document.txt</FullPath><hmacCheck:>06E0:
fuser><changeTypesRenamed</changeType><fullPath>c:\shared B\Lost It.txt</fullPaths<hmacCheck:1901BF6A4BCFYAL

Figure 61: Custom event log showing ‘SecEvent.Evt’

As it can be seen from the above screenshot, the application successfully managed to
monitor the windows event log folder and the shared data folder. It was noted that the
application was not properly capturing the username that caused the event, it was
however, capturing the username of the user that was currently logged onto the server,

in this case the administrator.

6.8 Conclusions

Based upon the testing that was carried out it was initially noted that the use of
asynchronous encryption, to encode a large number of events, caused a serious drain
on the system. When both the synchronous and asynchronous encryption techniques
were compared to each other it was found that the synchronous encryption was 800%
faster than the asynchronous one. These results lead to the modification of the
application to make use of asynchronous encryption only for exchanging the

synchronous shared key.

The accuracy of the application was measured by generating a large number of events

on the system, when using synchronous encryption it handled them with ease. Before
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it was modified the asynchronous encryption caused a buffer overflow which in turn
caused the application to stop capturing events. There still remains the problem of the

possibility of a man-in-the-middle attack.

The HMAC hash is prone to a brute force attack and even more prone to a dictionary-
based attack. It had been found that 21,093 keys could be checked every second. The
only way to minimise the risks of brute force and dictionary attacks would be to use a
large random key, which should be changed at a predetermined interval, this could be
either monthly or yearly. Another problem that exists is the credibility of historical
events in the event log could become questionable. Perhaps these could be better

protected by archiving them using encryption.

Overall the system successfully managed to capture when the ‘SecEvent.txt’ file was
being modified while a large number of other events were happening at the same time.

These events were then securely stored on the Data Archiving system.
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7 Conclusions and Future Work

7.1 Conclusions

This dissertation looked at the problems that exist with the Windows event log. It had
been found that digital forensic investigators use the Windows event log to create a
timeline of events of what has happened on a computer system. Unfortunately the
Windows event log can easily be changed to conceal or remove key pieces of
information. Even within a server based environment, where the event logging servers
may be kept under lock and key they are still susceptible to abuse, as someone within

the company will have the key to the server.

It was pointed out that the time stamping of the events can be unreliable, so a central
time stamping system needs to be used. It has also been suggested that the logs should
be stored off site and by a company in a ‘write once read many’ environment and that
they would not give physical access to the servers, and that the data on these servers
contains a checksum to help validate the integrity of the logs and finally the logs

should also be encrypted before they are sent to the log file storage company.

An investigation into the weaknesses of the Windows event log found that it lacked
any form of security, and that it was possible to make changes to the data contained
within it. Times, dates, usernames and computer names could all be easily changed.
However, all of the changes involved having access to the event log files. It had been
discovered that .NET has a class, the FileSystemWatcher, that watches the file system
to see if any files have been modified. This was used in the application that was
developed. After the application was developed, it was thoroughly tested and based
upon these preliminary tests it was modified to improve its performance and
functionality. More tests were then carried out, the results of which were compared
the results to the preliminary tests. It had been found that using synchronous
encryption was 800% faster than asynchronous encryption. And that a good strong

key used for producing an HMAC hash would be hard to break.
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7.2 Future Work

Overall the application does comply with the original design specification that was set
out in Chapter 4; unfortunately there are a few flaws which would need to be
addressed before the application could be fully released. The first flaw was stated in
the conformance testing. The application does not capture the username of the person
that is modifying the files, but it does however capture the username of the person that

is currently logged onto the server.

The second flaw is in the current design of the Client application; currently when the
application starts it prompts the user/administrator to enter a key that would be used to
calculate the HMAC hash, if the user/administrator was in the process of modifying
an event log they could simply not enter the key until the Event Log Service had been
restarted. Perhaps some form of peer based system that allows the servers to remotely
monitor each other would be able to prevent this. Either that or base the HMAC key

on a digital certificate.

A third area that would require more work is with how the server stores the log files.
Currently there is no method in place for being able to check if events have been
added or removed while they were off-site. This could have be addressed by allowing
the client to build a local log file that is identical to that on the server. At a given
interval a hash could be produced on both the client and the server, and then

exchanged with one another. Any discrepancies would then be highlighted.

It would also be good if the system could be tested in a ‘real life’ environment, to see
how it copes with multiple users accessing files at the same time. According to the
tests that have been carried out, in theory, it should work fine, as the event logger

application is monitoring the file system not the users.
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NAPIER UNIVERSITY

SCHOOL OF COMPUTING
PROJECT DIARY
Student: Barrie Codona Supervisor: Bill Buchanan
Date: 26" October 2007 Last diary date: 19™ October 2007
Objectives:
1. Investigate previous court cases that have made use of the event log.
2. Investigate ‘event numbers’ to further understand what they relate to.
3. Investigate the log to try and define start and end points for each entry, and then translate the hex
data to what is displayed to the user.
4. Attempt to replace the event log with one supplied from a donor pc.
5. Modify the ‘client logon id’ to try and change the computer name and user name.
6. Modify the 32 bit hex date and note the results.
Progress:
1. Tracked down the transcript from the Dr Harold Shipman case and a reference that describes what
he did and why he did it.
2. Found various sources describing the Event ID’s
3. Work In Progress
4. Successfully managed to copy the security log from the donor pc. This produced some interesting
results.
5. Altering the Client Logon ID has no effect on the Username that was used when the record was
created, more investigation needs to be done here.
6. Successfully managed to alter the 32 bit time & date stamp in the security log.

Supervisor’s Comments:

Version 2

Napier University
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NAPIER UNIVERSITY
SCHOOL OF COMPUTING

PROJECT DIARY
Student: Barrie Codona Supervisor: Bill Buchanan
Date: 2™ November 2007 Last diary date: 26™ October 2007

Objectives:

Further investigation into how the event log stores the time & date.
Automate the function of copying a ‘modified’ log file.

Further investigation into Dr Harold Shipman.

Begin investigation into current and previous research (literature review).

Sl e

Progress:

1. It was discovered that the time is a count of the number of seconds that have passed since
00:00:00 01/01/1970

2. A console application has been developed that will prevent the event service from starting after the
computer has been reset, thus allowing the log file to be replaced. More work is required to try and
restart the service automatically.

3. Greater details of the actions of Dr Shipman have been discovered; this includes the database
application that he was using (MicroDoc), and also, the company that did the digital forensic
investigation (Vogon).

4. Work In Progress

Supervisor’s Comments:

Version 2 Napier University
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NAPIER UNIVERSITY

SCHOOL OF COMPUTING
PROJECT DIARY
Student: Barrie Codona Supervisor: Bill Buchanan
Date: 9™ November 2007 Last diary date: 2" November 2007
Objectives:

1. Investigate the structure of NTFS to allow the by-passing of the operating system

2. Investigate the possibility of modifying the contents of the hard disc while the event service is
still running.

3. Investigate the possibilities of modifying the contents of the MFT. (Getting it to point to another
file).

4. Begin development of a system that will create a real time back up of the event logs.

Progress:

1. It was discovered that NTFS uses a system called the Master File System (MFT). This is contained
on the root directory of the boot drive, its file name is SMFT. The MFT is a relation database that
contains various information about all the files on the drive.

2. Using ‘Directory Snoop’ to examine the MFT. This provides some information on the sectors of
the event log files. Unfortunately this test did not return the results that were hoped for, however it
has given some insight on how the event service works.

3. Based upon the results from the last test, it has been concluded that even if it were possible to
modify the MFT and get it to point to a new file, the system would overwrite the contents of the file
with the contents it has in memory when the computer was shutdown. Perhaps the memory could
be modified in a similar way to the disc.

4. Contained within the Week 6 Weekly Report is an initial design specification of what the

application might do.

Supervisor’s Comments:

Version 2

Napier University
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Student:

Date: 16'

NAPIER UNIVERSITY
SCHOOL OF COMPUTING

PROJECT DIARY
Barrie Codona Supervisor: Bill Buchanan

" November 2007 Last diary date: 9™ November 2007

Objectives:

el e

Make contact with Jamie Graves and ask for assistance finding Digital Forensic Journals.
Search Digital Forensic web sites for relevant journals.

Read through the journals and take notes.

Start a draft version of the Literature Review.

Progress:

Emailed Jamie and received a reply. Jamie suggested a few sites that he thought maybe of
relevance, a couple of these sites contained a large amount of relevant information. Patitularly
found the following web sites the most helpful:

www.sciencedirect.com
WWW.acm.org

Still trying to perfect the Google search strings, but this tip has proven use for tracking down articles
that the other web sites don’t give free access too.

So far managed to download approx 46 documents that have some relevance to the project.

Currently have read through 17 of the journals and managed to exclude 7 of them as not being
directly related to the project.

This weeks report is the start of the draft Literature Review.

Supervisor’s Comments:

Version 2

Napier University
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NAPIER UNIVERSITY

SCHOOL OF COMPUTING
PROJECT DIARY

Student: Barrie Codona Supervisor: Bill Buchanan
Date: 30" November 2007 Last diary date: 16™ November 2007
Objectives:

1. Continue to search Digital Forensic web sites for relevant journals.

2. Start work on Literature Review.

3. Design a structure for the report.

4. Complete the report.

Progress:

1. So far managed to download approx 78 documents that have some relevance to the project.
2. Began working on my Literature Review.
3. The report is built around the following topics:
a. Introduction
b. Digital Forensics
c. Anti Forensics
d. Log Management
e. Conclusion
f.  References
4. The report is now completed and (not including references) spans 7 pages and contains 2,625 words.

Supervisor’s Comments:

Version 2 Napier University
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NAPIER UNIVERSITY

SCHOOL OF COMPUTING
PROJECT DIARY
Student: Barrie Codona Supervisor: Bill Buchanan
Date: 7™ December 2007 Last diary date: 30" November 2007

Objectives:

1. Create a Gantt Chart for the project
2. Modify the picture in the Literature Review using MS Visio
3. Create an introduction for the project.

Progress:

1. Based upon previous projects that are available from Bill Buchanan’s web site and from the
feedback from last weeks meeting an out line for the overall report was produced, this allowed a
Gantt Chart to be developed that showed the timeline for the project, giving various elements of the
report and their milestones. These included:

a. Introduction
Theory

Literature Review
Design
Implementation
Evaluation
Conclusions

PR oo a0 o

References

—

Appendices

2. The picture displaying the ‘Log architecture with time stamping appliance’ was recreated using
Visio and inserted into the Literature Review report

3. The introduction to the project has been started, but at the moment is incomplete.

Supervisor’s Comments:

Version 2 Napier University
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NAPIER UNIVERSITY

SCHOOL OF COMPUTING
PROJECT DIARY
Student: Barrie Codona Supervisor: Bill Buchanan
Date: 14" December 2007 Last diary date: 7™ December 2007

Objectives:

1. Continue work on an introduction for the project.

Progress:

1. Work has continued on the Introduction for the project, it is almost complete. It starts of with the
initial sentence that was supplied in the project hand book “The windows event log is used in digital
forensic cases...” and then gives a couple of examples of where it has been used in digital forensic
cases. It then introduces the reader to some of the security vulnerabilities of the event logging
service. The report then provides some background information about the event log and that,
according to Microsoft; it was designed to be used as a diagnostic tool. An example of how a
logging server would be setup in a corporate environment is given; this involves having the log
server connected directly, via a firewall, to a domain controller using a second NIC in the server.
The report then introduces the design flaws that are in the event logging service and how more
accurate information, with regards to the current state of the system, needs to be captured.

Supervisor’s Comments:

Version 2 Napier University
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NAPIER UNIVERSITY

SCHOOL OF COMPUTING
PROJECT DIARY
Student: Barrie Codona Supervisor: Bill Buchanan
Date: 20™ February 2008 Last diary date: 14" December 2007
Objectives:

1. Begin writing the audit log software.

2. Separate the application into 3 separate agents, one for capturing the events, one for storing the
events and one for viewing the events.

Progress:

1. Initially an event driven Windows form was created using the dot net framework, it specifically
used the “file system watcher’ to monitor and report back any modifications that have been made to
any files on the local drive.

2. The first two agents are nearing completion, currently the capture agent is event driven and captures

any modifications that take place of the local file system and the user that caused these events, it
then formats this information into a string and generates an HMAC checksum which is tagged onto
the end of the string, using a TCP connection this is then sent to the logging agent. The logging
agent, which is also event driven, stamps the received message with its local date & time and writes
these events sequentially to a file.

Supervisor’s Comments:

Version 2

Napier University
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Student:

NAPIER UNIVERSITY
SCHOOL OF COMPUTING

PROJECT DIARY

Barrie Codona Supervisor: Bill Buchanan

Date: 19" March 2008 Last diary date: 20" February 2008

Objectives:

[un—

Convert all the event tags to an XML format.
Encrypt the client server communication using RSA.

Ensure that both the client and server applications are not missing any events that happen.

Progress:

A fairly trivial modification to the application, but one that will allow the outputted data to be more
easily read by other applications. This is not formatted in true XML but it does use the opening and
closing tags for each string of information. For example <clientTime>????</clientTime>

Using the supplied sample code provided by Bill’s Advanced Security and Forensic Computing
module, a test application was developed that would allow for the program to be reconstructed from
a windows environment to a console one. It was also modified so that the public and private keys
were automatically generated when a client connects to the server. The public key is then sent to
the server and allows for secure communication between them both. This worked fine for small
amounts of information being sent, but larger amounts caused the RSA function to crash, this was
probably because the key being used was smaller than the message that is being sent — it was
resolved by breaking the original message into smaller sections and then encrypting each section
and rebuilding the original message at the server. The next problem encountered was an “Invalid
character” error in the decrypted string, after a lot of time investigating this it turned out to be the
size of the TCP packets were too small and some information was being dropped.

A very simple application was developed that uses a “for loop’ to generate 1000 text files that are all
sequentially numbered from 0 to 999. The event monitoring software is started up and its logs are
manually checked to ensure that it has captured all of these events. Initially it failed to log all of the
events but this was easily sorted by increasing the buffer size that the ‘FileSystemWatcher’ uses.

Supervisor’s Comments:

Version 2

Napier University
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ID o Task Name Duration Start Finish Predecessors Oct '07
- 240108
2

3 E Initial Project Overview 14 days Sat 13/10/07 Fri 26/10/07 I:
4

5 Submit Initial Project Overview 0 days Fri 26/10/07 Fri 26/10/07 3
6

7 E Literature Review 14 days Sat 17/11/07 Fri 30/11/07 3
8

9 Submit Literature Review 0 days Fri 30/11/07 Fri 30/11/07 7
10

11 E Introduction 14 days Fri 30/11/07  Thu 13/12/07 3
12

13 E Theory 14 days Fri 14/12/07  Thu 27/12/07 3
14

15 Design 21 days Fri 28/12/07  Thu 17/01/08 13
16

17 Implementation 21 days Fri 18/01/08  Thu 07/02/08 15
18

19 Evaluation 21 days Fri 08/02/08  Thu 28/02/08 17
20

21 Conclusions 21 days Fri 29/02/08  Thu 20/03/08 19
22

23 References & Apendices 21 days Fri 21/03/08  Thu 10/04/08 21
24

25 E Create Poster 14 days Mon 21/04/08  Sun 04/05/08 23
26

27 E Submit report to Turnitin Odays Mon 05/05/08 Mon 05/05/08 25
28

29 E Attend Poster Session 7 days Mon 05/05/08  Sun 11/05/08 27
30

31 E Viva Exam 21days Mon 12/05/08  Sun 01/06/08 29

Task
Split
Project: Projectl.mpp
Date: Mon 05/05/08 Progress
Milestone
Summary
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C:\Documents and Settings\Barrie\My ...-aes\simpletcpclient2-aes\Program.cs

using
using
using
using
using
using
using
using
using

System;

System.Net;

System.Net.Sockets;
System.Text;

System.10;

System.Diagnostics;
System.Security.Cryptography;
System.Text._RegularExpressions;
System.Security.Principal;

public class SimpleTcpClient

public static void Main()

{

GlobalClass.myCount = 0;

GlobalClass.user = Windowsldentity.GetCurrent() .Name;
Console._WriteLine("Enter a key"™);

GlobalClass.key = Convert.ToString(Console_ReadLine());

// Generate AES Keys

AES._passPhrase = Generate(40, 60); // Random Length between 40-60
AES.saltValue = Generate(40, 60); // Random Length between 40-60

AES_hashAlgorithm = "SHA1"™; // can be "MD5"
AES.passwordlterations = 2; // can be any number
AES._iInitVector = Generate(16, 16); // RFixed Length of 16
AES.keySize = 256; // can be 192 or 128

// Connect to server
connecttoserver();

// Create a new FileSystemWatcher and set its properties.

FileSystemWatcher watcher = new FileSystemWatcher();

watcher.Path = "c:\\Test\\";

watcher.NotifyFilter = NotifyFilters.LastAccess | NotifyFilters.LastWrite
| NotifyFilters_.FileName | NotifyFilters.DirectoryName;

watcher_Filter = "*_*";

watcher. IncludeSubdirectories = true;

// Add event handlers.

watcher.Changed += new FileSystemEventHandler(OnChanged);
watcher_Created += new FileSystemEventHandler(OnChanged);
watcher.Deleted += new FileSystemEventHandler(OnChanged);
watcher _Renamed += new RenamedEventHandler (OnRenamed) ;

// Begin watching.
watcher.InternalBufferSize = 131072; //128 KB
watcher_EnableRaisingEvents = true;

// Create 2nd FileSystemWatcher and set its properties.

FileSystemWatcher watcher2 = new FileSystemWatcher();

watcher2.Path = "c:\\Test 2\\";

watcher2._NotifyFilter = NotifyFilters.LastAccess | NotifyFilters.LastWrite
| NotifyFilters_.FileName | NotifyFilters.DirectoryName;

watcher_Filter = "*_*";

watcher. IncludeSubdirectories = true;

// Add event handlers.

watcher2.Changed += new FileSystemEventHandler(OnChanged);
watcher2_Created += new FileSystemEventHandler(OnChanged);
watcher2.Deleted += new FileSystemEventHandler(OnChanged);
watcher2_Renamed += new RenamedEventHandler(OnRenamed);

// Begin watching.
watcher2._.EnableRaisingEvents = true;

while (true)

{
Console_WriteLine("Enter message to send™);
string message = Convert.ToString(Console_.ReadLine());
if (message == "exit")
break;
sendmsg(message) ;
}

https://t.me/learningnets



C:\Documents and Settings\Barrie\My ...-aes\simpletcpclient2-aes\Program.cs 2

Console_WriteLine("'Disconnecting from server...");
GlobalClass.server.Shutdown(SocketShutdown.Both);
GlobalClass.server.Close();

}
public static string ByteToString(byte[] buff)
{
string sbinary = "";
for (int i = 0; 1 < buff.Length; i++)
{
sbinary += buff[i].ToString("'X2"); // hex format
return (sbinary);
}
static void connecttoserver()
{
Console_Write(""Connecting to server... ");
GlobalClass.data = new byte[10240];
IPHostEntry host = Dns.GetHostEntry("localhost™);
IPAddress ipAddr = host.AddressList[0];
IPEndPoint ipep = new IPEndPoint(ipAddr, 13000);
GlobalClass.server = new Socket(AddressFamily.InterNetwork, SocketType.Stream, 4
ProtocolType.Tcp);
try

GlobalClass.server.Connect(ipep);

catch (SocketException e)

{
Console_WriteLine("Failed!™);
Console.WriteLine(e.ToString(Q));
Consolle.ReadLine();
return;

Console_WriteLine("'Done!™);
GlobalClass.recv = GlobalClass.server.Receive(GlobalClass.data);

GlobalClass.stringData = Encoding.ASCII_GetString(GlobalClass.data, 0, GlobalClass. v
recv);

Console_WriteLine(GlobalClass.stringData);

//receive public key
GlobalClass.recv = GlobalClass.server.Receive(GlobalClass.data);

GlobalClass.justPublicKey = Encoding.ASCII1 _GetString(GlobalClass.data, O, "4
GlobalClass.recv);

Console_WriteLine(GlobalClass.justPublicKey);

// Convert Shared Key data to XML string.

string secretKey = "<?xml version=\"1_.0\"?><AES>";

secretKey += '"'<passPhrase>" + AES.passPhrase + "</passPhrase>";
secretKey += "<saltValue>" + AES.saltValue + "</saltValue>";

secretKey += '"<hashAlgorithm>" + AES_hashAlgorithm + "</hashAlgorithm>";

secretKey += "<passwordlterations>" + Convert.ToString(AES.passwordlterations) + " ¥
</passwordlterations>";

secretKey += "<initVector>" + AES.initVector + "</initVector>";
secretKey += '"'<keySize>" + Convert.ToString(AES.keySize) + "</keySize></AES>";

// Encrypt Shared Key With RSA

int dwKeySize = 1024;

RSACryptoServiceProvider RSAProvider = new RSACryptoServiceProvider(dwKeySize);
RSAProvider._FromXmlString(GlobalClass. justPublicKey);

int keySize = dwKeySize / 8;

byte[] bytes = Encoding.UTF32.GetBytes(secretKey);

int maxLength = keySize - 42;

int datalLength bytes.Length;

int iterations datalLength / maxLength;

StringBuilder stringBuilder = new StringBuilder();

for (int i = 0; 1 <= iterations; i++)

byte[] tempBytes = new byte[(dataLength - maxLength * i > maxLength) ? "4
maxLength : datalLength - maxLength * i];

Buffer.BlockCopy(bytes, maxLength * i, tempBytes, 0, tempBytes.Length);
byte[] encryptedBytes = RSAProvider._Encrypt(tempBytes, true);
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stringBuilder._Append(Convert.ToBase64String(encryptedBytes));

}
string encryptedKey = Convert.ToString(stringBuilder);

// Send Shared Key to Server.
GlobalClass.server.Send(Encoding.ASCII .GetBytes(encryptedKey));

}

static void sendmsg(string chkMessage)
{
System.Text.ASCIlIEncoding encoding = new System.Text.ASCIIEncoding();
byte[] keyByte = encoding.GetBytes(GlobalClass.key);
HMACSHAL1 hmac = new HMACSHAl(keyByte);
byte[] messageBytes = encoding.GetBytes(chkMessage);
byte[] hashmessage = hmac.ComputeHash(messageBytes);

chkMessage = chkMessage + ''<hmacCheck>" + ByteToString(hashmessage) + "</hmacCheck>y¢

string cipherText = Encrypt(chkMessage, AES.passPhrase, AES.saltValue, AES. "4
hashAlgorithm, AES.passwordlterations, AES.initVector, AES.keySize);

GlobalClass.server.Send(Encoding.ASCI 1 .GetBytes(cipherText));

GlobalClass.data = new byte[10240];

GlobalClass.recv = GlobalClass.server.Receive(GlobalClass.data);

GlobalClass.stringData = Encoding.ASCII_GetString(GlobalClass.data, 0, GlobalClass. v
recv);

GlobalClass.myCount++;

Console_Write(GlobalClass.myCount + " ");

public static string Encrypt(string plainText,string passPhrase,string saltValue,stringwv
hashAlgorithm, int passwordlterations,string initVector,int keySize)

byte[] initVectorBytes = Encoding.ASCIlI._GetBytes(initVector);

byte[] saltValueBytes = Encoding.ASCIlI.GetBytes(saltVvalue);

byte[] plainTextBytes = Encoding.UTF8.GetBytes(plainText);

PasswordDeriveBytes password = new PasswordDeriveBytes(passPhrase,saltValueBytes, ¢
hashAlgorithm,passwordlterations);

byte[] keyBytes = password.GetBytes(keySize / 8);

RijndaelManaged symmetricKey = new RijndaelManaged();

symmetricKey.Mode = CipherMode.CBC;

ICryptoTransform encryptor = symmetricKey.CreateEncryptor(keyBytes, initVectorBytes) v

MemoryStream memoryStream

CryptoStream cryptoStream
CryptoStreamMode _Write);

cryptoStream.Write(plainTextBytes, 0, plainTextBytes.Length);

cryptoStream.FlushFinalBlock();

byte[] cipherTextBytes = memoryStream.ToArray();

memoryStream.Close();

cryptoStream.Close();

string cipherText = Convert.ToBase64String(cipherTextBytes);

return cipherText;

new MemoryStream();
new CryptoStream(memoryStream,encryptor, "4

}

public static void OnChanged(object source, FileSystemEventArgs e)
{
string strFileExt = getFileExt(e.FullPath);
if (Regex.lIsMatch(strFileExt, @"\.log", RegexOptions.lgnoreCase))

//ignore them
}

else

// Specify what is done when a file is changed, created, or deleted.

string message = ''<clientTime>" + DateTime_Now + "</clientTime><user>" + "4
GlobalClass.user + "</user><changeType>" + e.ChangeType + "'</changeType><fullPath>" + ew
_FullPath + "</fullPath>";

sendmsg(message) ;
}
}
public static void OnRenamed(object source, RenamedEventArgs e)
{
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// Specify what is done when a file is renamed.

string message = ''<clientTime>" + DateTime_Now + "</clientTime><user>" + "4
GlobalClass.user + "</user><changeType>" + e.ChangeType + "'</changeType><fullPath>" + ew
_FullPath + "</fullPath>";

sendmsg(message) ;
}

private static string getFileExt(string filePath)

{
if (filePath == null) return "";

if (filePath.Length == 0) return "";
if (filePath.LastIndexOf(".") == -1) return "";
return FilePath.Substring(filePath.LastindexOf(""."));

}

static class AES

{

private static string m_passPhrase;

public static string passPhrase

{

get { return m_passPhrase; }
set { m_passPhrase = value; }

}

private static string m_saltValue;

public static string saltVvalue

{

get { return m_saltValue; }
set { m_saltvalue = value; }

}

private static string m_hashAlgorithm;

public static string hashAlgorithm

{
get { return m_hashAlgorithm; }

set { m_hashAlgorithm = value; }
}

private static int m_passwordlterations;

public static int passwordlterations

{

get { return m_passwordlterations; }
set { m_passwordlterations = value; }

}

private static string m_initVector;

public static string initVector

{

get { return m_initVector; }
set { m_initVector = value; }

}
private static int m_keySize;

public static int keySize

{
get { return m_keySize; }
set { m_keySize = value; }

}

static class GlobalClass

{

private static string m_key = ;

public static string key

{
get { return m_key; }
set { m_key = value; }
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}

private static string m_stringbata = "";

public static string stringData

{

}

get { return m_stringData; }
set { m_stringData = value; }

private static Socket m_server;

public static Socket server

{

}

get { return m_server; }
set { m_server = value; }

private static byte[] m_data;

public static byte[] data

{

}

get { return m_data; }
set { m_data = value; }

private static int m_recv;

public static int recv

{

}

get { return m_recv; }
set { m_recv = value; }

private static int m_myCount;

public static int myCount

{

}

get { return m_myCount; }
set { m_myCount = value; }

private static string m_user;

public static string user

{

}

get { return m_user; }
set { m_user = value; }

private static string m_justPublicKey;

public static string justPublicKey

{

}

private
private
private
private

get { return m_justPublicKey; }
set { m_justPublicKey = value; }

static
static
static
static

string PASSWORD_CHARS_LCASE = "abcdefgijkmnopqrstwxyz';
string PASSWORD_CHARS_UCASE = "ABCDEFGHJKLMNPQRSTWXYZ';
string PASSWORD_CHARS_NUMERIC "0123456789";

string PASSWORD_CHARS_SPECIAL = "*$-+? =1%{}/";

public static string Generate(int minLength, int maxLength)

{

if (minLength <= 0 || maxLength <= 0 |] minLength > maxLength)

return

null;

char[][1 charGroups = new char[][]
{

PASSWORD_CHARS_LCASE.ToCharArray(Q),
PASSWORD_CHARS_UCASE .ToCharArray(),
PASSWORD_CHARS_NUMERIC.ToCharArray(),
PASSWORD_CHARS_SPECIAL .ToCharArray()
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}:

int[] charsLeftinGroup = new int[charGroups.Length];
for (int i = 0; 1 < charsLeftInGroup.Length; i++)
charsLeftInGroup[i] = charGroups[i]-Length;
int[] leftGroupsOrder = new int[charGroups.Length];
for (int 1 = 0; i < leftGroupsOrder.Length; i++)
leftGroupsOrder[i] = i;
byte[] randomBytes = new byte[4];
RNGCryptoServiceProvider rng = new RNGCryptoServiceProvider();
rng.GetBytes(randomBytes);
int seed = (randomBytes[0] & Ox7Ff) << 24 |
randomBytes[1] << 16 |
randomBytes[2] << 8 |
randomBytes[3];
Random random = new Random(seed);
char[] password = null;
if (minLength < maxLength)
password = new char[random.Next(minLength, maxLength + 1)];
else
password = new char[minLength];
int nextCharldx;
int nextGroupldx;
int nextLeftGroupsOrderldx;
int lastCharldx;
int lastLeftGroupsOrderldx = leftGroupsOrder.Length - 1;
for (int 1 = 0; i1 < password.Length; i++)
{
if (lastLeftGroupsOrderldx == 0)
nextLeftGroupsOrderldx = 0;
else
nextLeftGroupsOrderldx = random.Next(0, lastLeftGroupsOrderldx);
nextGroupldx = leftGroupsOrder[nextLeftGroupsOrderldx];
lastCharldx = charsLeftInGroup[nextGroupldx] - 1;
if (lastCharldx == 0)
nextCharldx = 0;
else
nextCharldx = random_Next(0, lastCharldx + 1);
password[i] = charGroups[nextGroupldx][nextCharldx];
if (lastCharldx == 0)
charsLeftInGroup[nextGroupldx] = charGroups[nextGroupldx].Length;
else

if (lastCharldx != nextCharldx)

{
char temp = charGroups[nextGroupldx][lastCharldx];
charGroups[nextGroupldx][lastCharldx] = charGroups[nextGroupldx]
[nextCharldx];
charGroups[nextGroupldx][nextCharldx] = temp;

charsLeftInGroup[nextGroupldx]--;

}
if (lastLeftGroupsOrderldx == 0)

lastLeftGroupsOrderldx = leftGroupsOrder.Length - 1;
else

if (lastLeftGroupsOrderldx != nextLeftGroupsOrderldx)

{
int temp = leftGroupsOrder[lastLeftGroupsOrderldx];
leftGroupsOrder[lastLeftGroupsOrderldx] = leftGroupsOrder
[nextLeftGroupsOrderldx];
leftGroupsOrder[nextLeftGroupsOrderldx] = temp;

lastLeftGroupsOrderldx--;

}
}

return new string(password);
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using System;

using System.Collections;

using System.Net;

using System._Net.Sockets;

using System.Text;

using System.10;

using System.Security.Cryptography;
using System._Xml;

public class SimpleTcpSrvr

public static void Main()
{
int recv;
byte[] data = new byte[10240];
IPEndPoint ipep = new IPEndPoint(IPAddress.Any, 13000);

Socket newsock = new Socket(AddressFamily.InterNetwork, SocketType.Stream, 4
ProtocolType.Tcp);

newsock.Bind(ipep);

newsock.Listen(10);

Console_WriteLine("Waiting for a client...");

Socket client = newsock.Accept();

IPEndPoint clientep = (IPEndPoint)client.RemoteEndPoint;

Console_WriteLine(""Connected with {0} at port {1}", clientep.Address, clientep. v
Port);
string welcome = "You are connected to the server.';

data = Encoding.ASCII1 _GetBytes(welcome);
client.Send(data, data.Length, SocketFlags.None);

//Generate random keys

Console_Write("Generating new key pairs... ");

int dwKeySize = 1024;

RSACryptoServiceProvider RSAProvider = new RSACryptoServiceProvider(dwKeySize);
string publicAndPrivateKeys = RSAProvider.ToXmlString(true);
string justPublicKey = RSAProvider.ToXmlString(false);
Console._WriteLine('Done!™);

Console_Write("Sending public key to client... ");

data = Encoding.ASCII .GetBytes(JustPublicKey);
client_Send(data, data.Length, SocketFlags.None);
Console._WriteLine('Done!™);

// Receive Encrypted Shared Key from Client

data = new byte[10240];

recv = client.Receive(data);

string encryptedKey = Encoding.ASCIlI._GetString(data, O, recv);

// Decrypt With Private Key

RSAProvider.FromXmlString(publicAndPrivateKeys);

int base64BlockSize = ((dwKeySize /7 8) % 3 1= 0) ? (((dwKeySize /7 8) / 3) * 4) + 4 ¢«
- ((dwKeySize 7/ 8) / 3) * 4;

int iterations = encryptedKey.Length / base64BlockSize;

ArraylList arrayList = new ArrayList(Q);

for (int i = 0; 1 < iterations; i++)

byte[] encryptedBytes = Convert.FromBase64String(encryptedKey.Substring 4
(base64BlockSize * i, base64BlockSize));
arrayList.AddRange(RSAProvider.Decrypt(encryptedBytes, true));
}

string decryptedKey = Encoding.UTF32.GetString(arrayList.ToArray(Type.GetType( 4
"System.Byte"™)) as byte[]):;

// Assign values from XML string

XmIDocument doc = new XmlDocument();

doc.LoadXml (@decryptedKey);

XmINode element = doc.SelectSingleNode(""/AES/passPhrase™);
string passPhrase = element.InnerText;

element = doc.SelectSingleNode(""/AES/saltValue'™);

string saltValue = element.InnerText;

element = doc.SelectSingleNode(""/AES/hashAlgorithm™);
string hashAlgorithm = element.InnerText;
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element = doc.SelectSingleNode(""/AES/passwordlterations™™);

int passwordlterations = Convert.Tolntl6(element.InnerText);

element = doc.SelectSingleNode(""/AES/initVector™);

string initVector = element.InnerText;

element = doc.SelectSingleNode(""/AES/keySize™);

int keySize = Convert.Tolntl6(element.InnerText);

if(1(Directory.Exists('C:\\Logs\\" + clientep.Address)))
Directory.CreateDirectory("'C:\\Logs\\" + clientep.Address);

string logFile = "C:\\Logs\\" + clientep.Address +"\\EvtLog2.log";
TextWriter tsw;

try
{ )
tsw = File.AppendText(logFile);
catch
{ i
tsw = new StreamWriter(@logFile);
}
tsw.WriteLine(""<Session><Connected>Connected with {0} at port {l1}</Connected>", "4

clientep.Address, clientep.Port);
int myCount = 0;

recv = 0O;
while (true)
{

data = new byte[10240];
recv = client.Receive(data);
if (recv == 0)
break;
string encryptedMessage = Encoding.ASCII1 _GetString(data, 0, recv);
string decryptedMessage = Decrypt(encryptedMessage, passPhrase, saltvalue, 4
hashAlgorithm, passwordlterations, initVector, keySize);

decryptedMessage = "'<ServerTime>" + DateTime.Now + "</ServerTime>" + "4
decryptedMessage;

myCount++;

Console _Write(myCount + ™ ');

tsw._WriteLine(decryptedMessage);
client.Send(data, recv, SocketFlags.None);

Console_WriteLine('Disconnected from {0}, clientep.Address);

tsw.WriteLine('"'<Disconnected>Disconnected from {0}</Disconnected></Session>", "4
clientep.Address);

tsw.Close();

client.Close();

newsock.Close();

}
static void writekey(string publickey)

{
StreamWriter fs = new StreamWriter(“public.xml™);
fs.Write(publickey);
fs.Close();
}
public static string Decrypt(string cipherText,string passPhrase,string saltValue, "4
string hashAlgorithm,int passwordlterations,string initVector,int keySize)

byte[] initVectorBytes = Encoding.ASCII.GetBytes(initVector);

byte[] saltValueBytes = Encoding.ASCII.GetBytes(saltValue);

byte[] cipherTextBytes = Convert.FromBase64String(cipherText);

PasswordDeriveBytes password = new PasswordDeriveBytes(passPhrase,saltValueBytes, «
hashAlgorithm,passwordlterations);

byte[] keyBytes = password.GetBytes(keySize / 8);

RijndaelManaged symmetricKey = new RijndaelManaged();

symmetricKey.Mode = CipherMode.CBC;

ICryptoTransform decryptor = symmetricKey.CreateDecryptor(keyBytes, initVectorBytes) v

MemoryStream memoryStream = new MemoryStream(cipherTextBytes);

CryptoStream cryptoStream = new CryptoStream(memoryStream,decryptor, v
CryptoStreamMode .Read);

byte[] plainTextBytes = new byte[cipherTextBytes.Length];

String plainText;

try
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{
int decryptedByteCount = cryptoStream.Read(plainTextBytes, 0, plainTextBytes. «

Length);
memoryStream.Close();

cryptoStream.Close();
Encoding.UTF8.GetString(plainTextBytes, 0, decryptedByteCount);

plainText =
}
catch
{

plainText = "Wrong Encryption Key Used";
memoryStream.Close();

return plainText;
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using System;

using System.Collections.Generic;
using System.ComponentModel;

using System._Data;

using System.Drawing;

using System.Text;

using System.Windows.Forms;

using System.10;

using System.Collections;

using System.Security.Cryptography;

namespace Event_Viewer

{

public partial class Forml : Form

{

ArrayList lines = new ArrayList(Q);
int arrayltem = O;

public Form1(Q)

{
InitializeComponent();
readfile();
LoadRecord();
}
private void readfile()
{
StreamReader sr = new StreamReader("'c:\\Logs\\127.0.0.1\\EvtLog2.10g");
string line;
while ((line = sr_.ReadLine()) != null)
if(line.Contains(''<ServerTime>"))
lines.Add(line);
sr.Close();
msgTxt.Text = "done";
}
private void LoadRecord()
{
try
{

string stringl = Convert.ToString(lines[arrayltem]);

eventNoLbl .Text = Convert.ToString(arrayltem + 1);

string myStringl = "<ServerTime>";

string myString2 = "</ServerTime>";

serverTimeLbl . Text = stringl.Substring((stringl.IndexOf(myStringl) + 4
myStringl.Length), (stringl.IndexOf(myString2) - (stringl.IndexOf(myStringl) + "4
myStringl.Length)));

string myString3 = "<clientTime>";

string myString4 = "</clientTime>";

clientTimeLbl . Text = stringl.Substring((stringl.IndexOf(myString3) + 4
myString3.Length), (stringl.IndexOf(myString4) - (stringl.IndexOf(myString3) + "4
myString3.Length)));

string myString5 = "'<user>"';

string myString6 = "'</user>";

userLbl . Text = stringl.Substring((stringl.IndexOf(myString5) + myString5. «
Length), (stringl.IndexOf(myString6) - (stringl.IndexOf(myString5) + myString5. "4
Length)));

string myString7 = ''<changeType>";

string myString8 = "'</changeType>";

modTypeLbl .Text = stringl.Substring((stringl.IndexOf(myString7) + myString7v¢
.Length), (stringl.IndexOf(myString8) - (stringl.IndexOf(myString7) + myString7. "4
Length)));

string myString9 = “<fullPath>";

string myStringl0 = "</fullPath>";

pathLbl . Text = stringl.Substring((stringl.IndexOf(myString9) + myString9. v«
Length), (stringl.IndexOf(myStringl0) - (stringl.IndexOf(myString9) + myString9. "4
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Length)));
string myStringll = "<hmacCheck>";
string myStringl2 = "</hmacCheck>";
hmacLbl.Text = stringl.Substring((stringl.IndexOf(myStringll) + myStringll. v«
Length), (stringl.IndexOf(myStringl2) - (stringl.IndexOf(myStringll) + myStringll. "4
Length)));
hmacChecker();
catch
{
MessageBox.Show("'"No Events Available to Display!","Error™);
}
}

private void hmacChecker()

{

string stringl = Convert.ToString(lines[arrayltem]);

string myStringl
string myString2

“"<clientTime>";
"</fullPath>";

string chkMessage = stringl.Substring(stringl.IndexOf(myStringl), ((stringl. 4
IndexOf(myString2) + myString2.Length)- stringl.IndexOf(myStringl)));
msgTxt.Text = chkMessage;

System.Text.ASCIlIEncoding encoding = new System.Text.ASCIIEncoding(Q);
byte[] keyByte = encoding.GetBytes(hmacTxt.Text);

HMACSHAL1 hmac = new HMACSHAl(keyByte);

byte[] messageBytes = encoding.GetBytes(chkMessage);

byte[] hashmessage = hmac.ComputeHash(messageBytes);

hmacCheckLbl .Text = ByteToString(hashmessage);

if (hmacCheckLbl.Text == hmacLbl.Text)

else

}

hmacCheckLbl .Text += " : Hmac Passed!';

hmacCheckLbl .Text += " : Hmac Failed!";

public static string ByteToString(byte[] buff)

{

string sbinary = "";
for (int i = 0; i < buff.Length; i++)

{
}

sbinary += buff[i]-ToString('X2"); // hex format

return (sbinary);

}

private void nextBtn_Click(object sender, EventArgs e)

{

arrayltem++;
if (arrayltem > lines_.Count - 1)

arrayltem = 0O;

LoadRecord();

}

private void prevBtn_Click(object sender, EventArgs e)

{

arrayltem--;
if (arrayltem < 0)

arrayltem = lines.Count - 1;

LoadRecord();
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using System;

using System.Collections.Generic;
using System.ComponentModel;
using System._Data;

using System.Drawing;

using System.Text;

using System.Windows.Forms;

using System.Diagnostics;

using System.I10;

namespace EventLogTester
public partial class Forml : Form
{
int fileCounter = 1000;

public Form1(Q)

{
InitializeComponent();
textBox1l.Text = "File Counter = " + Convert.ToString(fileCounter);
}
private void buttonl_Click(object sender, EventArgs e)
{

Process.Start("'C:\\Documents and Settings\\Barrie\\My Documents\\Visual Studio v
2005\\Projects\\simpletcpclient2-aes\\simpletcpclient2-aes\\bin\\Debug\\ 4
simpletcpclient2-aes.exe");

Process.Start('C:\\Documents and Settings\\Barrie\\My Documents\\Visual Studio w
2005\\Projects\\simpletcpserver-aes\\simpletcpserver-aes\\bin\\Debug\\simpletcpserver- w«
aes.exe™);

}
private void button2_Click(object sender, EventArgs e)
{
textBox1l.Text += "\r\nGenerating " + Convert.ToString(fileCounter) + " files...v«
’ for (int i = 0; i < fileCounter; i++)
{
string myFileName = "c:\\Test\\Sample"” + Convert.ToString(i) + ".txt";
TextWriter tsw;
tsw = new StreamWriter(@myFileName);
tsw.Close();
}
textBox1l.Text += "\r\nDonel";
}
private void button4_Click(object sender, EventArgs e)
{
for (int i = 0; 1 < fileCounter; i++)
{
string myFileName = "c:\\Test\\Sample”™ + Convert.ToString(i) + ".txt";
TextWriter tsw;
it (File.Exists(myFileName))
{
tsw = File.AppendText(myFileName);
for (int j = 0; j < 1000; j++)
tsw._Write("This file has been modified. '");
tsw.Close();
}
}
}
private void button5_Click(object sender, EventArgs e)
{
for (int i = 0; 1 < fileCounter; i++)
{
string myFileName = "c:\\Test\\Sample”™ + Convert.ToString(i) + ".txt";
string newFileName = "c:\\Test\\NewSample"™ + Convert.ToString(i) + ".txt";
if(1(File.Exists(newFileName)))
{
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File.Move(myFileName, newFileName);

}
}
}
private void button3_Click(object sender, EventArgs e)
{
for (int i = 0; i < fileCounter; i++)
{
string myFileName = "c:\\Test\\Sample"™ + Convert.ToString(i) + ".txt";
string newFileName = "c:\\Test\\NewSample'™ + Convert.ToString(i) + "._txt";
if (File_.Exists(myFileName))
{
File_Delete(myFileName);
}
if (File_Exists(newFileName))
File_Delete(newFileName);
}
}
}
private void buttonl0_Click(object sender, EventArgs e)
{
FfileCounter = Convert.Tolnt32(textBox2.Text);
textBox1l.Text += ("\r\nFile Counter = " + fileCounter);
textBox1l.Select(textBoxl.Text.Length + 1, 2);
textBox1l.ScrollToCaret();
}
private void button6_Click(object sender, EventArgs e)
{
textBox1l.Text += "\r\n";
Random num = new Random();
int myNum = Convert.Tolntl6(num.Next(l, FfileCounter));
textBox1l.Text += myNum;
for (int i = 0; 1 < fileCounter; i++)
{
it (myNum==i)
{
string myFileName2 = "c:\\Test 2\\SevEvent.txt";
TextWriter tsw2;
it (File_.Exists(myFileName2))
{
tsw2 = File_AppendText(myFileName2);
tsw2. Write("'\r\nThis file has been modified. Number: "™ + myNum);
tsw2.Close();
}
S o
string myFileName = "c:\\Test\\Sample"™ + Convert.ToString(i) + ".txt";
TextWriter tsw;
tsw = new StreamWriter(@myFileName);
tsw.Close();
}
textBox1l.Select(textBoxl.Text.Length + 1, 2);
textBox1l.ScrollToCaret();
}

https://t.me/learningnets



Appendix G:

Processor Monitor Code

https://t.me/learningnets



C:\Documents and Settings\Barrie\My ...\WindowsApplication6\Forml.cs

using System;

using System.Collections.Generic;
using System.ComponentModel;
using System._Data;

using System.Drawing;

using System.Text;

using System.Windows.Forms;

using System.Diagnostics;

namespace WindowsApplication6

public partial class Forml : Form

{
public Form1()
{
InitializeComponent();
}
private void buttonl_Click(object sender, EventArgs e)
{
if (timerl.Enabled == false)
richTextBox1l.Text = "";
timerl.Enabled = true;
}
else
{
timerl.Enabled = false;
}
}
private void timerl_Tick(object sender, EventArgs e)
{

PerformanceCounter cpuCounter = new PerformanceCounter('Processor™™, "%

Processor Time"™, " _Total', true);
cpuCounter _NextValue();
System.Threading.Thread.Sleep(100);// 0.1 second wait
string myText = cpuCounter_NextValue() + "%";
string myTime = Convert.ToString(DateTime.Now);
richTextBox1l.Text += myTime + " : " + myText + "\r\n";
richTextBoxl.Select(richTextBoxl.Text.Length + 1, 2);
richTextBox1l.ScrollToCaret();

}

private void button2_Click(object sender, EventArgs e)

{
timerl.Enabled = false;
string savedFile = "";
saveFileDialogl.InitialDirectory = "C:";
saveFileDialogl.Title = "Save Output to Filel™;
saveFileDialogl.FileName = "Output.txt";
saveFileDialogl.Filter = "Text Files|*.txt]All Files|*.*";
if (saveFileDialogl.ShowDialog() !'= DialogResult.Cancel)

savedFile = saveFileDialogl.FileName;

richTextBoxl.SaveFile(savedFile, RichTextBoxStreamType.PlainText);

https://t.me/learningnets



Appendix H:

HMAC Brute Force Cracker Code

https://t.me/learningnets



C:\Documents and Settings\Barrie\My ..

-\WindowsApplication7\Forml.cs

using System;

using System.
using System.
using System.
using System.
using System.
using System.
using System.Security.Cryptography;

namespace Wi

public p
{
publ
{

ful IPath

}

private void buttonl_Click(object sender,

{

myTime;

Collections.Generic;
ComponentModel ;
Data;

Drawing;

Text;

Windows.Forms;

ndowsApplication?
artial class Forml :

ic Form1(Q)

Form

InitializeComponent();

//textBox4.Text
//textBox4.Text
//textBox4.Text
//textBox4.Text
//textBox4.Text

"b3Fd686d2d595F31a8cf41da9610a8aehb9e5e8b3"; //Key
"13f468463b446125a2F78ac27a24a1303b9b5db6™; //Key
"1¢c95580fedf33ccabeh560dc55322ca46b1a97fl™; //Key
"cf97aef064220b2dFFfd20FF8946d9b370cca5f4"; //Key
""0c94515c15e5095b8a87a50ba0df3b¥38ed05fe6™; //Key

//textBox4.Text = "ealcbddaaal0898fb076c93ac46debacac6c5d67"; //Key
textBox4.Text = "fle16dce22437e68581b664331cb2674ab2182fe"; //Key =
//textBox2. Text = "<clientTime>30/04/2008 11:19:28</clientTime><user>PC3\\
Barrie</user><changeType>Created</changeType><fuIIPath>c:\\Test\\SampIe4591.txt</

>n;

textBox2.Text = "test";

setTime();

buttonl.Enabled false'

progressBaril. MaX|mum = 75;
progressBarl._Minimum = 0;
progressBar2_Maximum = 75;
progressBar2 _Minimum = 0;
progressBar3_Maximum = 75;
progressBar3._Minimum = 0;
progressBar4 _Maximum = 75;
progressBar4d _Minimum = 0;
progressBar5._Maximum = 75;
progressBar5._Minimum = 0;

textBox3.Text = "'';
bool over = false;

if (textBox4.Text.Equals('))

textBox3.Text = "Field Empty";

over = true;

}
char chl, ch2, ch3, ch4,
// Find 1 character key

progressBarl.Value =
progressBar2_Value = 0;

0;

it (lover)

{

ch5, ché6;

EventArgs e)

textBox3.Text += "Checking all 1 character keys... ™;

textBox3.Refresh();

for (chl = "0"; chl <= "z" && 'over; chl++)

{

progressBarl._Valu

e +=1;

string myCh = Convert.ToString(chl);

string myNewKey =
if (textBox4.Text
{

string myTime
textBox3.Text

over = true;
break;

}

it (lover)

{

checker(myCh);

== myNewKey.ToLower())

= calcTime();

+= "Key Found:

1

z1

aa

t4B
test
av2wel
z7277

" + myCh + "\r\nFinnished at: " +
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C:\Documents and Settings\Barrie\My

- - -\WindowsApplication7\Forml.cs

textBox3.Text +=

}
3
// Find 2 character key
progressBarl.Value = 0;
progressBar2_Value = 0;
it (lover)
{

textBox3.Text += "\r\nChecking all 2 character keys...

textBox3.Refresh();
for (chl = "0"; chl

""Done!

<= "z" && lover; chl++)

{
progressBarl.Value += 1;
// Char 2
for (ch2 = "0"; ch2 <= "z" && 'over; ch2++)
{
string myCh = Convert.ToString(chl) +
Convert.ToString(ch2);
string myNewKey = checker(myCh);
if (textBox4.Text == myNewKey.ToLower())
{
string myTime = calcTime();
textBox3.Text += "Key Found: " + myCh + "\r\nFinnished at: " + «
myTime;
over = true;
break;
}
}
}
if (lover)
{
textBox3.Text += "Donel! ";
}
// Find 3 character key
progressBarl_Value = 0;
progressBar2.Value = 0;
progressBar3_Value = 0;
it (lover)
textBox3.Text += "\r\nChecking all 3 character keys... ™;
textBox3.Refresh();
for (chl = "0"; chl <= "z" && 'over; chl++)
{
progressBar2.Value += 1;
progressBarl_Value = 0;
this.Refresh();
// Char 2
for (ch2 = "0"; ch2 <= "z" && 'over; ch2++)
{
progressBarl.Value += 1;
// Char 3
for (ch3 = "0"; ch3 <= "z" && 'over; ch3++)
{
string myCh = Convert.ToString(chl) +
Convert.ToString(ch2) +
Convert.ToString(ch3);
string myNewKey = checker(myCh);
if (textBox4.Text == myNewKey.ToLower())
{
string myTime = calcTime();
textBox3.Text += "Key Found: " + myCh + "\r\nFinnished at: v
"+ myTime;
over = true;
break;
}
}
}
}
if (lover)
{
textBox3.Text += "Donel! ";
}
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C:\Documents and Settings\Barrie\My ...\WindowsApplication7\Forml.cs

// Find 4 character key

progressBarl_Value = 0;
progressBar2.Value = 0;
progressBar3_Value = 0;

it (lover)

textBox3.Text += "\r\nChecking all 4 character keys... ™;

textBox3.Refresh();
for (chl = "0"; chl <= "z" && 'over; chl++)

{
progressBar3.Value += 1;
progressBar2_Value = 0;
// Char 2
for (ch2 = "0"; ch2 <= "z" && lover; ch2++)
{
progressBar2._Value += 1;
progressBarl.Value = 0;
this.Refresh();
// Char 3
for (ch3 = "0"; ch3 <= "z" && lover; ch3++)
{
progressBarl._Value += 1;
// Char 4
for (ch4 = "0"; ch4 <= "z" && lover; ch4++)
{
string myCh = Convert.ToString(chl) +
Convert.ToString(ch2) +
Convert.ToString(ch3) +
Convert.ToString(ch4);
string myNewKey = checker(myCh);
if (textBox4.Text == myNewKey.ToLower())
{
string myTime = calcTime();
textBox3.Text += "Key Found: " + myCh + "\r\nFinnished
at: " + myTime;
over = true;
break;
}
}
}
}
}
it (lover)
{
textBox3.Text += "Donel! ';
}

3
// Find 5 character key

progressBarl.Value = 0;
progressBar2_Value = 0;
progressBar3.Value = 0;
progressBar4_Value = 0;

it (lover)
textBox3.Text += "\r\nChecking all 5 character keys... *;
textBox3.Refresh();
for (chl = "0"; chl <= "z" && 'over; chl++)
{
progressBar3.Value = 0;
progressBar4._Value += 1;

// Char 2
for (ch2 = "0"; ch2 <= "z" && lover; ch2++)
{

progressBar2_Value = 0;
progressBar3.Value += 1;

// Char 3
for (ch3 = "0"; ch3 <= "z" && 'over; ch3++)
{

progressBarl.Value = 0;
progressBar2._Value += 1;
this.Refresh();

// Char 4
for (ch4 = "0"; ch4 <= "z" && 'over; ch4++)
{
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C:\Documents and Settings\Barrie\My ...\WindowsApplication7\Forml.cs

progressBarl.Value += 1;

// Char 5
for (ch5 = "0"; chb5 <= "z" && 'over; ch5++)
{

string myCh = Convert.ToString(chl) +
Convert.ToString(ch2) +
Convert.ToString(ch3) +
Convert.ToString(ch4) +
Convert.ToString(ch5);

string myNewKey = checker(myCh);

if (textBox4.Text == myNewKey.ToLower())

{
string myTime = calcTime(Q);
textBox3.Text += "Key Found: " + myCh + "\r\
nFinnished at: " + myTime;
over = true;
break;
}
}
}
}
}
}
it (lover)
{

textBox3.Text += "Donel! ";

}

// Find 6 character key

progressBarl_Value = 0;
progressBar2.Value = 0;
progressBar3_Value = 0;
progressBar4._.Value = 0;
progressBar5._Value = 0;

it (lover)

textBox3.Text += "\r\nChecking all 6 character keys... ™;
textBox3.Refresh();
for (chl = "0"; chl <= "z" && 'over; chl++)
{
progressBar4._Value = 0;
progressBar5.Value += 1;

// Char 2
for (ch2 = "0"; ch2 <= "z" && lover; ch2++)
{

progressBar3.Value = 0;
progressBar4.Value += 1;

// Char 3
for (ch3 = "0"; ch3 <= "z" && 'over; ch3++)
{

progressBar2.Value = 0;
progressBar3.Value += 1;

// Char 4
for (ch4 = "0"; ch4 <= "z" && lover; ch4++)
{

progressBarl_Value = 0;
progressBar2.Value += 1;
this.Refresh();

// Char 5
for (ch5 = "0"; ch5 <= "z" && lover; ch5++)
{
progressBarl._Value += 1;
// Char 6
for (ch6 = "0"; ch6 <= "z" && lover; ch6++)
{

string myCh = Convert.ToString(chl) +
Convert.ToString(ch2)
Convert.ToString(ch3)
Convert.ToString(ch4)
Convert.ToString(ch5)
Convert.ToString(ch6);

string myNewKey = checker(myCh);

if (textBox4.Text == myNewKey.ToLower())

{

+ + + +

https://t.me/learningnets
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string myTime = calcTime();
textBox3.Text += "Key Found: " + myCh + "\r\

nFinnished at: "™ + myTime;
over = true;
break;
}
}
}
}
}
}
if (lover)
{
textBox3.Text += ""Done!
}
buttonl.Enabled = true;
}
private void setTime()
{
label4_Text = Convert.ToString(DateTime.Now);
label4 _Refresh();
}

private string calcTime()

~

string myString = Convert.ToString(DateTime.Now);
return (myString);

public static string ByteToString(byte[] buff)
{

string sbinary = "";
for (int i = 0; 1 < buff.Length; i++)
{
sbinary += buff[i].ToString("'X2"); // hex format

return (sbinary);

(W)

private string checker(string key)

~

string chkMessage = textBox2.Text;

System.Text.ASCIIEncoding encoding = new System.Text.ASCIIEncoding();
byte[] keyByte = encoding.GetBytes(key);

HMACSHAL1 hmac = new HMACSHA1(keyByte);

byte[] messageBytes = encoding.GetBytes(chkMessage);

byte[] hashmessage = hmac.ComputeHash(messageBytes);

return (ByteToString(hashmessage));
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Setup security policy

Project — Week 2

Control Panel > Admin Tools > Local Security Settings > Local Policy > Audit Policy

& Local Security Settings

File  Action Wiew  Help
& =

CEX

@ Security Setkings
+- & Account Policies
—-[J& Local Policies

+- & sudit Policy

+ [E User Rights Assignmen

@ Security Options

+-[_7] Public Key Policies
+-[_7] Software Restrickion Policie
+ g IP Security Policies on Loca

Palicy

Security Setting

F\udit account logon events
F\udit account rmanagement
.ﬁ.udit directory service access
F\udit logon events

.f\uclit object access

F\udit palicy change

F\udit privilege use

F\udit process tracking
F\udit system events

Success, Failure
Success, Failure
Success, Failure
Success, Failure
Success, Failure
Success, Failure
Success, Failure
Success, Failure
Success, Failure

By default all of the policies were not set.

Display Security Events

Control Panel > Admin Tools > Event Viewer > Security

B Event Viewer

File Action ‘iew Help
& |m| 2
I@ Event Viewer (Local) Security 346 event(s)
Applic.ation Tvpe | Date | Time Source Category | Event | User Computer A
=AY @ Success Audt 11/10/2007  11:57:09 Security Privilege ... 578 Barrie PCl
f:ts;fn”;t Eplorer @ Success Audit 11/10/2007  L1:57:07  Security Detaled ... 592 Barrie PC1
= gSuccess Audit 1171002007 11:56:10 Security Detailed ... 593 Barrie PC1
gSuccess Audit 1171002007 11:56:08 Security Detailed ... 592 Barrie PC1
@fSuccess audit  11710/2007 11:56:07 Security Detailed ... 593 Barrie PC1
@fSuccess audit  11710/2007 11:56:05 Security Detailed ... 592 Barrie PC1
@fSuccess aodit 117102007 11:55:59 Security Detailed ... 592 Bartie PC1
@fSuccess aodit 117102007 11:55:20 Security Detailed ... 593 Bartie PC1
@fSuccess aodit 11/10/2007 11:55:11 Security Detailed ... 592 Bartie PC1
@fSuccess Andit 1171002007 11:50:13 Security Detailed ... 592 Barrie PC1
@fSuccess Audit 1171002007 11:49:41 Security Detailed ... 593 Biarrie PC1
@fSuccess Audit 1171002007 11:49:39 Security Detailed .., 592 Barrie Pl
@/"Success Audit 1171002007 1149117 Security Detailed .., 593 SYSTEM Pl
@/"Success Audit 1171002007 11:48:16 Security Detailed .., 593 METWORE SER.., PC1
Svrmmmimm AaAdiE 14 M ademnT 144242 S ik Fumb =il A [=Tatr) B mieieim [Tt ] b
< »
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Copy Security Log

C:\windows\system32\config\SevEvent.Evt

This was copied and renamed to ‘Copy of SevEvent.Evt’

& config I
Fle Edit Wew Favorites Tools Help ",’
: —
. ) ) f i
e Barck J J: |ﬁ‘ f P Search W= Folders
Address |23 CAWINDOWS|system32iconfig bt |
'S A~
) ~ = (= AppEvent.Evt oy Copy of SecEvent.Evt —
File and Folder Tasks = f systemprafile EWT File EMT File
y | 128 KB 128KE
(=) Make anew folder
@ Publish this Falder to h defaul = default.LOG default.saw
the Web File = | TexkDocument SAY Filz
{4 Share this Folder iZkE = e ot
h Internet evt SAM = SAM.LOG =
~ — E¥T Filz Filz = Text Document
Other Places e - 256 KB = 1KB
=) system32 Dy secEvent Evt SECURITY SECURITY LOG
B My Documerts E¥T Filz Filz Text Document
: 128 KB 256 KB 1KB
:‘ MMy Computer
- v v
& it \
22 objscts 34.5 MB ' My Computer

Stop Event Service

Control Panel > Admin Tools > Services > Event Log

File Action Wiew Help

Lzal
l% Services (Local)

Services (Local)

| rwieal Micl Manzns —enfion wac

%Fast User Switching... Provides m...
S HTTP 551 This servic...
%Human Intetface D... Enables ge...
48 IMAPT CD-Burning C... Manages C...
%IPSEC Services Manages I...
%Logical Disk Manager  Detects an...

Started

Started
Started

Aukarmn

Manual

Manual
Disabled
Manual
Automatic
Automatic

PMzrsl

Local Syskem
Local Syskem
Local Syskem
Local Syskem
Local Syskem
Local Syskem

Lacal Suckarn

Event Log Mame | Description | Status | Startup Type | Log On As |
%Computer Browser Maintains a.., Started Aukomatic Local System
Eﬁ:g;psﬁ;':ént b amecsoges ot %Crvntographic Servi.,. Providesth... Started Sutornatic Local Syskem
Windows-based programs and DCOM Server Proce.., Provides la,..  Started Autornatic Local System
components to be viewed in Event %DHCP Client Manages n... Started Autarnatic Lacal Sysker
viewer. This service cannot be stopped. 4 Distributed Link Tra.., Mairkains ..,  Starked Autormnatic Lazal Syshem
% Distributed Transac,.. Coordinate. .. Manual Mebwark 5.,
%DNS Client Resclves a,..  Starked Sutarnatic Mebwark 5.,
%Error Reporting Ser...  Allows erro...  Started Autarnatic Lacal Sysker

|

|£

\ Extended A Standard /

Right click and select ‘Properties’
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The following dialog box is displayed:

Event Log Properties (Local Computer)

General |Log On | Recovery | Dependencies

Service name: Eventlog

Diizplay name:

MR e R e —
Path to executable:

C: 3w/ INDOMW S hapstem32hservices. exe

Startup type: Automatic v

Service statuz:  Started

Start Stop Pauze Fezume

V'ou can zpecify the start parameters that apply when you start the service
fram here.

I QK ] ’ Cancel Apply

Note:

This service cannot be stopped after it has started, however it can be disabled from
starting up the next time the computer is booted up.

Event Log Properties (Local Computer)

General |Log On || Recovery | Dependencies

Service name: Ewentlog
Dizplay name: Event Log
Description: Enables event log messages issued by

“windows-bazed programs and components to be

1=

Path to executable:
C: 3w/ INDOMW'S aystem324aervices. exe

Startup type:

Service status:  Started

Start Stop Pause Resume

V'ou can zpecify the ztart parameters that apply when pou start the zervice
fram here.

[ K H Cancel H Apply ]
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Another look at the Security Log reviels that there have been some more events added

since the last screen shot, it now contains 356 events.

This screen will be compared to later on.

B Event Viewer

File  Action  Wew Help
& Lzal E%
I Event Viewer (Local) Security 356 event(s)

4] Application Tvpe Date Time Source Category Event | User Computer A

ﬁj Security = ) m

Is:ts.:fn:t Explorer @f Success Audit 11/10/2007  12:05:11  Security Detailed ... SYSTEM PC1

= @f’Success Audit 1171002007 12:05:08 Security Detailed .. EBarrie Pl
@’Success Audit 111002007 12:05:08 Security Detailed ... EBarrie Pl
gSuccess Audit 111002007 12:05:07 Security Detailed ... EBarrie Pl
@c‘fSuccess Audit 111002007 12:00:10 Security Detailed ... SYSTEM PC1
@fSuccess Andit  11/10/2007 12:00:00 Security Detailed ... Earrie PC1
@f’Success Audit 1171002007 12:00:00 Security Detailed .. Earrie Pl
@f’Success Audit 1171002007 11:58:46 Security Detailed .. SYSTEM Pl
@’Success Audit 111002007 11:57:33 Security Detailed ... EBarrie Pl
gSuccess Audit 111002007 11:57:09 Security Privilege ... EBarrie Pl
@c‘fSuccess Audit 111002007 11:57:07 Security Detailed ... Bartie PC1
@c‘fSuccess audic 11/10/2007 11:56:10 Security Detailed ... Bartie PC1
@f’Success Audit 1171002007 11:56:08 Security Detailed .. Earrie Pl
@f’Success Audit 1171002007 11:56:07 Security Detailed .. EBarrie Pl
@’Success Audit 111002007 11:56:05 Security Detailed ... EBarrie Pl
gSuccess Audit 111002007 11:55:59 Security Detailed ... EBarrie Pl
@c‘fSuccess Audit 111002007 11:55:20 Security Detailed ... Bartie PC1
@c‘fSuccess audic 11/10/2007 11:55:11 Security Detailed ... Bartie PC1
@f’Success Andit  11/10/2007 11:50:13 Security Detailed ... Earrie PC1
@f’Success Audit 1171002007 11:49:41 Security Detailed .. EBarrie Pl
@’Success Audit 111002007 11:49:39 Security Detailed ... EBarrie Pl
gSuccess Audit 111002007 11:49:17 Security Detailed ... SYSTEM Pl
@c‘fSuccess Audit 111002007 11:48:16 Security Detailed ... METWORK SER... PC1
@c‘fSuccess audic 11/10/2007 11:48:13 Security Detailed ... Bartie PC1
@f’Success Andit  11/10/2007 11:47:28 Security Detailed ... Earrie PC1
@f’Success Audit 1171002007 11:47:28 Security Detailed .. Earrie Pl
@’Success Audit 111002007 11:46:46 Security Privilege ... METWORK SER... PC1
gSuccess Audit 111002007 11:46:46 Security Logon/Lo... METWORK SER... PC1 b
< >

Now the computer is restarted.

It was noted that there was a noticeable delay when the system booted back up, this

happened just before the login screen appeared.
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Another check of the Services reveals that the Event Service has been stopped.

4 Senvices

File  Action

BRI T-XAE
l% Services (Local)

Wiew  Help

Event Log

Description:

Enables event log messages issued by
Windows-based programs and
components to be viewed in Event
iewer, This service cannot be stopped.

Marne | Description | Skatus | Startup Tvpe | Log On As | =
%Cryptographic Servi... Providesth... Started Automatic Local System

%DCOM Server Proce.., Provides la,.,  Starked Autarnatic Local Systern

%DHCP Client Manages n... Started Automatic Local System
%Distributed Link Tra... Maintains li... Started Autarnatic Local Systern
%Distributad Transac... Coordinate... Manual Metwork 5., L
%DNS Clierk Resolves a...  Started Aukaratic Metwark 5.,

%Error Reporting Ser...  Allows erro...  Started Automatic Local System

e Event Log Enables ev.. Disabled

%Fast User Switching,., Provides m,., Skarted Manual

%HTTP 551 This servic, .. Manual Local Systern

%Human Interface D... Enables ge... Disabled Local System

%IMF\PI CD-Burning ... Manages ... Manual Local System

%IPSEC Services Manages I...  Started Aukomatic Local System

%Logical Disk Manager  Detacks an...  Started Autornatic Local System

%Logical Disk Manage... Configures... Manual Local System Z

\ Extended 4 Standard

And the Event Viewer produces the following error when trying to access it:

R —

)
il

File  Action Yiew Help

Je- @R @

Security 0 event(s)

0[] Evert viewer (Local)
£4| Application

ﬂ’J Security

Systemn

24| Internet Explarer

: o

There are no items to show in this view,

hll
hi Event Viewer,

Unable ta complete the aperation on "Security",

The interface is unknown,

We now have full control over the original ‘SecEvent.Evt’ file and as such it is replaced
with the copy that was previously made.

The original file is kept and renamed to ‘OldSecEvent.Evt’, while ‘Copy of
SecEvent.Evt’ is renamed to replace its original.
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=

config

File  Edit  View Fawvol

@Back - -\‘_;J

rites  Tools  Help

l.ﬁ Lf x‘r pSearch Ii_ Folders v

address (5 CWINDOWS system3Zconfig V|
A
. ~ default.saw Inkernet.evt W
File and Folder Tasks = SAY File EVT File
o 92 KE 64 KE
Iﬂ Rename this file
@ Mioeee Ehiis File SarM
o File
Copy this File .
&3 Publish this file to the
iieb SAM.LOG OldSecEvent, Evt
Ej E-mail this File Tezxk Document ENT File:
¥ Deleke this File LKE 122 kB
SECURITY - SECURITY.LOG
File = Text Docurment
Other Places 256 KB = 1KE
[y swskem32 software sofbware, LOG
File Text Docurment
[y D k
b7 (BRI 7,004 KB 1 KB Ld
H My Computer
\ﬂ My Mebwork Flaces software, sav SysEvent Evt
4% File EWT File
624 KB 320 KB
Details w § 's_}:stem = f_ystLeLn.LOG . v
Type: ENT File Date Modified: 117102007 11:45 Size: 128 KB 128 KB '_ui Ty Computer

The Event Service is then restarted (this can be done with the need to reboot the

machine).

First the ‘Startup type’ must be changed from ‘Disabled’

Event Log Properties {Local Computer)

General | Log On || Recovery || Dependencies|

Service name: Ewentlog

Dizplay name: m

Description: Enables event log messages issued by ~
b indows-bazed programs and compaonents to be 2
Fath to executable:

CAWwIMDOW Sheystem3Z2heervices. exe

Startup type: Dizabled £

Service statuz:  Stopped

Start Stop Pauze

from here.

Resume

“W'ou cak zpecify the start parameters that apply when you start the service

Start parameters: |

[ 0K ] [ Cancel

Apply
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It will be set to ‘Automatic’; this will enable it to function as normal after the experiment
is complete.

Event Log Properties (Local Computer)

General |Log On | Recovery | Dependencies

Service name; Ewentlog

Display name: Event Log

Descrintion: Enables event log messages issued by
= = Windows-based programs and components to be

11>

Path to executable:
C: MDD OW S hspstem32hservices. exe

Startup type:

Service statug Stopped

“Y'ou can specify the start parameters that apply when you start the service
from here.

[ QK ][ Cancel ][ Apply ]

After the changes have been ‘Applied’ it enables the ‘Start’ button.

Event Log Properties {Local Computer)

General |L0g On || Recovery | Dependencies

Service name: Ewentlog

Dizplay name:

PEETlE e s [
Path to executable:

CwwfIND WS spstem32iservices exe

Startup twpe: Autoratic w

Service status; Stopped

“You can specify the start parameters that apply when you start the service
from here.

Start parameters: | |

[ Ok ] [ Cancel

Clciking the start button will restart the service.
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Another look at the ‘c:\windows\system32\config’ folder shows that quite a bit of
information has been written to the log file, it has increased in size by 74Kb.

& config |:| |E|

X]
o

File Edit Yiew Favorites Tools Help i
e Back </ l.@ |ﬁ‘ r 7’ Search 0= Folders
Address |22) CWINDOWS system32t config vl
A
) ~ [ AppEvent. Exvt —
File and Folder Tasks s systemprofile EYT File
125 KB
W} Rename this il
C& Mave this file % default = default,LOG
o File: = | TextDocument
[ Copy this file sz ke = | 1ke
& Publish this file to the
Web 5 default,sav Internet.evt
) E-mail this file SaY File E¥T File
&4 KB
¥ Delete this file
SAM
File:
Other Places 236 KB =
| system32 = SAM,LOG OldSecEvent. Evt
= | TextDocument EVT File
(53 My Dacuments L KB 128 KB
:) Iy Computer
d My Metwork Pl SECURITY = SECURITY.LOG
‘d i Hetwork Flacss File = | TextDocument
Z56 KB = 1KE
Details software “ software LOG
LBy DS — | Teet Document b
Type: ENT File Date Modified: 117102007 12:30 Size: 192 KB 192 KB :} My Computer

And another look at the Security Log reveals that it now contains 492 events.

B Event Viewer

File  Action View Help

¢ @@ @
Event Yiewer (Local) Security 492 event(s)
3 Application Type | Date | Tirne SOUFCE Category | Event | User ~

: gect'”t"’ §F Success Audit 11/10/2007  12:30:37 Security SystemE... G515 SYSTEM
it System

Internet Explorer @f’Success Audit  11j10/2007 12:30:37 Security Privilege ... 577 SYSTEM

= @f’Success Audit  11)10/2007 12:30:37 Security SystemE... 515 SYSTEM
@f’Success Audit 1171072007 12:30:37 Security SystemE... 514 SYSTEM =
@f’Success Audit  11)10/2007 12:30:37 Security SystemE... 514 SYSTEM
@f’Success Audit  11710f2007 12:30:37 Security SystemE.., S14 SYSTEM
@f’Success Audit  11j10/2007 12:30:37 Security SystemE... 514 SYSTEM
@f’Success Audit  11/10f2007 12:30:37 Security SwstemE... S14 SYSTEM
@f’Success Audit  11j10/2007 12:30:37 Security SystemE... G514 SYSTEM
@f’Success Audit 11102007 12:30:37 Security SystemE... 514 SYSTEM
i 5 7 1: 10 Security Dekailed ... =
@f’Success Audit  11)10/2007 12:00:00 Security Detailed ... 593 Barrie
@f’Success Audit 1171072007 12:00:00 Security Dekailed ... 592 Barrie A
< | >

It is also noted that it has continued to write to the log file as if nothing has happened.

There will probably be an event that signifies that the Event Service has been stopped and
started. This will require further investigation.
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Swap the security log
from one computer to another
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4

Computer Name

Local Users

PCl1

Barrie

Donald

PC2

Barrie

Task:
To inject the security log from PC1 into PC2 and note any effects or problems

Screen shot of security log on PC1

B Bvent Viewer

File  Action Wew Help

v AW ERR @

Ewent Viewer (Local) Security 2,048 eventis)
11| Application Type Date Time Source Category Event | User Computer ~
jﬁl Jaalily dit 2 151402 Security Friv TTER T heme PO =
Is:tsz:fnr;t Eplorer @‘ﬂSuccass Audic 25f10f2007 15:13:11 Serurity Privilege ... 578 Barrie PC1
= (,fSuccass Audit  25/10/2007 15:13:09 Security Detailed ... 592 Bartie PC1
@‘/’Success Audic 25/10f2007 1511229 Serurity Logonfla... 538 AMOMYMOUS LOGON PC1
@‘ﬂSuccass Audit  25/10/2007 15:12:28 Security LagonyLo... 540 ANONYMOUS LOGOMN PC1
@‘ﬂSuccass Audit  25/10/2007 15:12:29 Security LagonyLo... 538 AMNOMYMOUS LOGOMN PC1
@‘ﬂSuccass Audic 25f10f2007 15:12:79 Serurity LogonfLo... 540 AMONYIMOUS LOGOMN PC1
(,fSuccass Audit  25/10/2007 15:12:25 Security Detailed ... 593 Bartie PC1
@f’Succass Audit 251002007 15:12:25 Security Detailed ... 592 Barrie PC1
(afSuccass Audit 25{10f2007 15:12:19 Security Detailed ... 592 Barrie PC1
- [T, ST FRPRNE i “ . T -

Then started working on PC2

Cleared the Security log on PC 2

B Event Viewer

File Action Wew Help

s D@ FRE D

Event Viewer {Local) Security 2 event(s)
Application Type ‘ Date | Time: Source Cateqary Event | User Camputer
ﬁ gs::';::’ @fGuccess Audt 25/10j2007  15:04:55 SecUrEy Privileqs .. 573 Errie [
- gSuccess Audit 25/10f2007 15:04:55 Security System E... 517 SYSTEM pC2

24| Internet Explorer

Privileged object operation:

Object Server: EventLog
Object Handle: 11670928
Process ID: 748

Primary User Name: PC2$
Primary Domain: WORKGROUP

Primary Logon ID: (0x0,0x3E7)

Client User Name: Barrie

Client Domain: PC2

Client Logon ID:  (0x0,0x109A9)
Privileges: SeSecurityPrivilege

Project — Week 4.doc Page 2 of 14
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Started up Word

H Event Viewer

Eile  Action
& 2
Event Viewer {Local) Security 7 event(s)
E Application Type | pate [ Time | source Categary | Event | User Computer
: d’success audic 25i10f2007 15:05:39 Security Privilege ... 578 EBiartie pC2
dSuccess Audit  25/10f2007 15:05:35 Security Privilege ... 578 Eiarrie P2
dSuccess Audit  25/10f2007 15:05:26 Security Detalled ... 592 Biarrie P2
gSuccess Audit  25/10f2007 15:05:20 Security Detaled ... 593 SYSTEM P2
d’Success Audit 25/10f2007 15:04:56 Security Privilege ... 578 Bartie pC2
gSuccess Audit 25/10f2007 15:04:55 Security Privilege ... 578 Bartie P2
dSuccess Audt  Z5710/2007 15:04:55 Security System E... 517 SYSTEM P2

Navigated to c:\windows\system32\config

B Event Viewer

File  Action Wiew Help
& 2
Event: Viewer {Local) Security 11 eventis)

{1 Application Type | Date | Time | Source Category | Event | User Computer
gSuccess Audit 25/10f2007 15:07:34 Security Privilege ... 578 Bartie pC2
gSuccess Audit 25/10f2007 15:07:09 Security Detaled ... 592 Bartie pC2
gSuccess Audit 25/10f2007 15:07:01 Security Privilege ... 578 Bartie pC2
gSuccess Audit 25/10f2007 15:06:26 Security Privilege ... 578 Bartie pC2
gSuccess Audit 25/10f2007 15:05:39 Security Privilege ... 578 Bartie pC2
d’Success Audit 25/10f2007 15:05:35 Security Privilege ... 578 Bartie pC2
d’Success Audit 25/10f2007 15:05:26 Security Detaled ... 592 Bartie pC2
d’Success Audit 25/10f2007 15:05:20 Security Detaled ... 593 SYSTEM pC2
d’Success Audit 25/10f2007 15:04:56 Security Privilege ... 578 Bartie pC2
S Sneress Andie PEHAEENNT 15:N4:55 Srrrity Privilene ... 578 Rarrie PC2

Took screen grab of folder
@ Publish this Folder ko the default default,LOG
weh File: Text Docurent
led Share this Folder Sleke = LES
default, sav Internet, evt
S8Y File EVT Filz

Other Places 92 KB &4 KB

[ system3z netlogan, Frl

E‘ My Documents FTL Fie

1KE
|5) Shared Documents
:) My Cornpuker SAM.LOG SecEvent.Evt
> Texk Document EWT File

W My Hetwork Places 1¥EB 64 KB

SECURITY . SECURITY.LOG
Details k3 File £ Texk Document
250 KB = LKE
ronfin

Project — Week 4.doc Page 3 of 14
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Turned off the event log

B Event Viewer

Eile  Action Wiew Help
e 2 @2
Event: Viewer {Local) Security 14 events)
!- Application Type Date Time: Source Cateqary Event | User Camputer
ﬂ S ccess Audit 7 15:10:47 Security Detailed ... Bartie
IS::;;“;t - @f Success Audt 25/1002007  15:09:29  Serurity Privilege ... 573 Barrie P2
dSuccess Audt 25710/2007 15:08:10 Security Privilege ... 573 Barrie P2
dSuccess Audt  25710/2007 15:07:34 Security Privilege ... 573 Barrie P2
(.afsuccess Audit  Zsf10/2007 15:07:09 Security Detailed ... 592 Barrie P2
@f’success Audic Z5f10/2007 15:07:01 Security Privilege ... 573 Barrie P2
@f’success Audic  Zsf10/2007 15:06:26 Security Privilege ... 573 Barrie P2
@asuccess Audt Z5710f2007 15:05:39 Security Privilege ... 573 Barrie P2
d’success audic 25i10f2007 15:05:35 Security Privilege ... 578 EBiartie pC2
d’success audic Z5i10f2007 15:05:26 Security Detaled ... 592 Eiartie pC2
dSuccess Audit  25/10f2007 15:05:20 Security Detaled ... 593 SYSTEM pC2
dSuccess Audit  25/10f2007 15:04:56 Security Privilege ... 578 Eiarrie P2
& Surress dodie PSHNEPINT 15:M14:55 SRty Privilene ... 57 Rartie PC?

Event Properties

Event |

Diate: 28/70/2007 Source: Security +
Time: 15:10:47 Categony: Detailed Tracking

Type: Success & Event|D: 533 +
Uzer PC2\Barrie
Computer, PC2

Description:
A process has exited:
Process |D: 2284
Image File Mame:  C:YWwIRNDOWS aystern32hmme. exe
|dzer Mame: Barrie
Domair: FC2
Lagon 1D: [0x0,0x10949)

Far maore information, see Help and Suppart Center at
http: £ fqo. microzoft. comdfulink fevents asp.

Butes () wWords

I QK l [ Cancel Apply

Restarted the computer.

Connected to PC1 to copy the security log
@ Back - J L’@; /:\1 Search - Falders -

Address |3 Mipcjeb W INDOWS) system 32 config

] ™~ I AppEvent. By
File and Folder Tasks o ' systemprofile EWT File
1 192 KB
Iﬂﬂ Rename this file
$ Iovve this file default
o File
D Copy this File 517 KB
&3 Publish this file to the Wb
1 Lo (31 - default, LOG default,sav
P =
:-'j E 'T'all th_ls F'_h_a == | TextDocument Sa File

L
b
bie
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Copied it across from PC1 to PC2

& config '_ E il
File Edit Mew Faworites Tools Help ?’
A | 3 1 | =1 -
@ Back </ l.ﬁ p Search H__-__ Folders
address |[£3) C\WINDOWS|system32\canfig v B
Vo %E% TTCTE %%i TE W
== —= 1KE ===l | Z56FKE ==
File and Folder Tasks
e, = SAM.LOG OldSecEvent Evt
@ Rename this file = | TextDocument ENT File
[y Move this file = 1KB &4 KE
D Capy this file SECURITY - SECURITY.LOG
&3 Publish this file to the File == | TextDocument
‘Web 256 KB = 1KE
() E-mail this File
S software = software LOG
X Delete this file File = | Text Document
26,580 KB 1KE
Other Places software, sav SysEvent.Evt
SAY File ENT File
) system3z 644 KB S1ZFKE
g B EhES sysken = systemn.LOG
() Shared Documents File = | Text Document
a s 5,835 KB = 1KE
‘j Iy Metwork Flaces syskem, sav i3 Tempkey .| Type: Text Dacument
ok Ege = 720 Date Modfied: 25/10{2007 15:17
- Size: 1,00 KB
Details £
userdiff = userdiff, LG
File = Text Document
SecEvent.Evt = 1EE
ENT File
Date Modified: 23 October
2007, 23:15 —
Size: 512 kKB e I
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And then restarted the event service

B Event Viewer E] @| PX|

File Action Wiew Help
e > | @ @
Event Viewer (Local) Security 2,048 evenk(s)

Applicatinn Type | Date | Tirne: Source | Category | Event | User Cormputer #

Hfcecuricy @f Success pudit 25/10{2007  15:12:29 Security LogonfLo... 538 ANONYMOUS L., PCL

- ?:tset:nn;t Explorer @?Success Audt 257102007 15:12:29 Security LogonfLao... 540 AMOMYMOUS L,., PC1

2 d’Success Audit  25/10/2007 15:12:29 Security LogonfLo... 538 ANONYMOUS L., PCL

g’Success Audit  25/10/2007 15:12:29 Security LogonfLo... 540 ANONYMOUS L., PCL

gsuccess audt  25710/2007 15:12:25 Security Detailed ... 593 Bartie PC1

dSuccess Audt 257102007 15:12:25 Security Detailed ... 552 EBarrie PCl

@?Success Audt 257102007 15:12:19 Security Detailed .., 552 Barrig PC1

d’Success Audit  25/10/2007 15:10:30 Security LogonfLo... 538 ANONYMOUS L., PCL

g’Success Audit  25/10/2007 15:10:30 Security LogonfLo... 540 ANONYMOUS L., PCL

gsuccess audt  25710/2007 15:10:30 Security LogonjLo... 535 AMOMYMOUS L., PC1

dSuccess Audt 257102007 15:10:30 Security Logan/La... 540 AMOMYMOUS L., PC1

@?Success audt 257102007 15:01:09 Security LogonfLo... 538 Barrig PC1

d’Success Audit  25/10/2007 15:00:59 Security LogonfLo... 540 Barrie PC1

g’Success Audit  25/10/2007 15:00:59 Security Privilege ... 576 Barrie PC1

g’success audt  25/10/2007 15:00:59 Security Aaccount ... 630 SYSTEM PC1

dSuccess Audt  25710/2007 15:00:44 Security LogonfLa... 538 AMOMYMOUS L., PC1

@?Success Audt 257102007 15:00:44 Security LogonfLao... 540 AMOMYMOUS L,., PC1
d’Success Audit  25/10/2007 14:58:33 Security Detailed ... 592 Barrie PC1 v

Initial Diagnosis:
Event log started with no problems or errors

One point to note is that the PC2 usernames are now identifiable and the PC1 usernames
have been changed to ANONYMOUS LOGON. Also, the log file has maintained the
computer name of PC1 in the column on the right hand side.

PC2 was then rebooted and its security log examined again... The log was still exactly
the same as before, this has presented a problem for further analysis, as no new events
have been logged.

Project — Week 4.doc Page 6 of 14
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Screen shots of the same log on 2 different computers

PC1

Event Yiewer

File Action Wew Help
=X
Ewent Viewer (Local) Security 2,048 eventis)

¢ Type Diate Tirne: Source Cateqgory Event | User Computer ~
S 5 Audit

@f’Succass Audit 251002007 151311 Security Privilege ... 573 Barrie PC1

Internet Explorer

@‘ﬂSuccass Audic 25§10f2007 15:13:09 Serurity Detailed ... 592 Barrie PC1

(a_‘«j‘ﬂSuccass Audit  25(10/2007 15:12:28 Security LagonyLo... 538 ANOMNYMOUS LOGON PC1

@‘ﬂSuccass Audit  25/10/2007 15:12:29 Security LagonyLo... 540 ANOMNYMOUS LOGOMN PC1

@‘/’Success Audic 25/10f2007 15112129 Seurity LogonfLo... 538 AMOMYMOUS LOGON PC1

(afSuccass Audit  25{1072007 15:12:20 Security LogonyLa... 540 ANONYIMOUS LOGON PC1

@‘ﬂSuccass Audit  25/10/2007 15:12:25 Security Detailed ... 593 Bartie PC1

@f’Succass Audit 251002007 15:12:25 Security Detailed ... 592 Barrie PC1

(afﬁuccass Audit 25f10f2007 15:12:19 Serurity Detailed ... 592 Barrie PC1

(afSuccass Audit 25(10/2007 15:10:30 Security LagonyLo... 538 ANOMNYMOUS LOGON PC1

@‘ﬂSuccass Audit  25/10/2007 15:10:30 Security LagonyLo... 540 AMNOMNYMOUS LOGOMN PC1

(a__cfﬂsLICCBSS Audic 25/10f2007 1510030 Serurity LogonfLo... 538 AMOMYMOUS LOGON PC1

@‘ﬂSuccass Audit  25{10/2007 15:10:30 Security LagonyLo... 540 ANONYMOUS LOGON PC1

(a_‘ej‘ﬂSuccass Audit  25/10/2007 15:01:09 Security LagonyLo... 538 Barrie PC1

@asuccess Audic 25/10f2007 15:00:59 Seurity LogonyLa... 540 Barrie PC1

(afﬁuccass Audit  25f10f2007 15:00:59 Serurity Privilege ... 576 Barrie PC1

(,fSuccass Audit  25/10/2007 15:00:59 Security Account ... 630 SYSTEM PC1

@‘ﬂSuccass Audit  25/10/2007 15:00:44 Security Logonylo... 538 ANOMNYMOUS LOGON PC1

@‘ﬂSuccass Audic 25f10f2007 15:00:44 Serurity LogonfLo... 540 AMOMYMOUS LOGOMN PC1

(a_‘«j‘ﬂSuccass Audit 25/10/2007 14:56:33 Security Detailed ... 592 Bartie PC1

(a_‘ej‘ﬂSuccass Audit  25/10/2007 14:56:30 Security LagonyLo... 538 ANOMYMOUS LOGOMN PC1

@‘/’Success Audic 25/10f2007 1415830 Serurity LogonyLa... 540 AMOMYMOUS LOGON PC1

(afSuccass Audit 25{10f2007 14:58:30 Security LogonyLa... 538 ANONYMOUS LOGON PC1

(,fSuccass Audit  25/10/2007 14:56:30 Security LagonyLo... 540 ANOMNYMOUS LOGON PC1
@f’Succass Audit 251002007 145825 Security Logonflo... 538 Barrie PC1 -

PC2

B Event Viewe

File Action Wiew Help
&

Security 2,048 evenk(s)

Tvpe | Date | Tirne Source | Cakegory | Event User Computer A
dSuccess Audt  25710/2007 15:12:29 Security Logon/La... 538 AMOMYMOUS L., PCL
@?Success Audt 257102007 15:12:29 Security LogonfLao... 540 AMOMYMOUS L,., PC1
d’Success Audit  25/10/2007 15:12:29 Security LogonfLo... 538 ANONYMOUS L., PCL
g’Success Audit  25/10/2007 15:12:29 Security LogonfLo... 540 ANONYMOUS L., PCL
gsuccess audt  25710/2007 15:12:25 Security Detailed ... 593 Bartie PC1
dSuccess Audt 257102007 15:12:25 Security Detailed ... 552 EBarrie PCl
@?Success Audt 257102007 15:12:19 Security Detailed .., 552 Barrig PC1
d’Success Audit  25/10/2007 15:10:30 Security LogonfLo... 538 ANONYMOUS L., PCL
g’Success Audit  25/10/2007 15:10:30 Security LogonfLo... 540 ANONYMOUS L., PCL
gsuccess audt  25710/2007 15:10:30 Security LogonjLo... 535 AMOMYMOUS L., PC1
dSuccess Audt 257102007 15:10:30 Security Logan/La... 540 AMOMYMOUS L., PC1
@?Success audt 257102007 15:01:09 Security LogonfLo... 538 Barrig PC1
d’Success Audit  25/10/2007 15:00:59 Security LogonfLo... 540 Barrie PC1
g’Success Audit  25/10/2007 15:00:59 Security Privilege ... 576 Barrie PC1
g’success audt  25/10/2007 15:00:59 Security Aaccount ... 630 SYSTEM PC1
dSuccess Audt  25710/2007 15:00:44 Security LogonfLa... 538 AMOMYMOUS L., PC1
@?Success Audt 257102007 15:00:44 Security LogonfLao... 540 AMOMYMOUS L,., PC1
d’Success Audit  25/10/2007 14:58:33 Security Detailed ... 592 Barrie PC1 b
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Modify the ‘logon ID’ to try and change
the computer name and user name
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K Hex Workshop, - [SecEvent. Evt]
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B Event ¥iewer

File  Action View Help
= & 2
Event Yiewer (Local) Security 684 eventis)
Applic.ation Tvpe | Date | Time Source | Category | Event LUser Computer b
gs;t';::’ @ Success audit 25/10/2007  1S:52:13  Security Detailed ... 593 Barrie PC1
Tnkerist Expiorer d’Success Audit  25/10/2007 15:52:113 Security Detailed ... 593 Barrie PC1
< gSuccess Audic  25710{2007 15:52:13 Security Detailed ... 593 SYSTEM PC1
gSuccess Audit  25710{2007 15:52:13 Security Detailed ... 593 Earrie PC1
d’Success Audit  25/10/2007 15:52:113 Security LogonfLo... 551 Barrie PC1
gSuccess Audit  25/10/2007 15:52:112 Security Detailed ... 600 SYSTEM PC1
dSuccess Audit  25710{2007 15:52:12 Security Detailed ... 592 SYSTEM PC1
d’Success Audit  25/10/2007 15:52:112 Security Privilege ... 578 Barrie PC1
@ Success Audit 251002007 15:52:09  Security Barrie PC1
dSuccess Audit  25/10{2007 15:52:06 Security Detailed ... 593 Barrie PC1
d’Success Audit  25/10/2007 15:52:00 Security Detailed ... 592 Bartie PC1
d’Success Audit  25/10/2007 15:51:55 Security Detailed ... 592 Barrie PC1
gsuccess audic  25710{2007 15:51:51 Security Detailed ... 593 Bartie PC1
@?Success Audit  25/10/2007 Security Detailed ... 593 Barrie PC1
d’Success Audit  25/10/2007 Security Privilege . 578 Barrie PC1
Privileg Eattie PC1
dSuccess Audit  25(10f2007 15:51:47 Security SystemE... 517 SYSTEM PC1 =
v

Event Properties

Ewvent |

D ate: +
Time: 11:26:58 Category: Privilege Use
Type: Success A Ewvent|D: 578 +
Uszer: FPC14Barrie
Computer: PC1

Source:  Security

Description:;

Privileged object operation: S
Object Server: EventLog i
Object Handle: 12003030
Procezs [ 70

Primary lger Mame: PC1§

Prirnary Damair;, WORKGROUP

Prirnary Logon 10 [0x0,0=3E 7] —
Client Uzer Hame:  Bamne

Clignt Diarmain;
Client Logan 1D (D0, 07 B3CA] i

k. l [ Cancel
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Modify the 32 bit time
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K| Hex Workshop - [SecEvent. Evt]
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000o00160|000% 1300 0000 3DE3
00000170|3B28 EBO3 0000 4500
00000180 |4C00 eFOO0 &700 O00OC
00ooo01%90|3300 3000 3800 3000
000001A0| 0000 S000 4300 3100
00o001B0| 5200 4BOO0D 4700 5200
gooooico|2s00 3000 7800 3000
ooooolbo| 4500 3700 2900 DOOO
000001EO0| 6900 6500 0OO0OO 5000
oooooilrF0o| 3000 7800 3000 ZCO0OO
oooooz00|3300 3100 3300 2900
000o00z10|e500 6300 7500 7200

1500
gooo
goioo
osoo
ocoo
3300
ooon
ooos
4000
4800
3000
3700
6300
7800
jioo
3001
83AD
ooon
ooon
7200

oooo
gooo
gooo
oe00
gooo
6500
2000
1200
oooo
4Fan
7800
2900
gooo
3Jooo
330o
gooo
2047
oooo
oooo
6900
0105
1199
6300
Jz0o0
3700
gooo
3500
3000
6100
3100
7800
3300
7400

ORFRHD o= T™dod -

[l 0

[l Rusll]

[

Lo I o iy S

bl —H e

SecEwent Ewt

/oot
l rJFFset 276 [0x00000114]

x|
A Campare Re

2HIT Signed Byte
2HT Unsigned Byte
1581 Signed Shart
I5ET nsigned Shart
32T Signed Long
22T Unsigned Long
5T Signed Quad
25HT Unsigned Quad
32BIT Floak
E4HT Double
SHETDATE
ISBT D05 Date
ISBTDOS Time
ESHTFILETIME
F2HT kime_t
Binary

-125

131

-21117

44419

1193323907
1193323907
51252671552932693579
51252671552932693579
41133.512
4,53298004e+034

03/12/2066

I 15:51:47 25/10§2007 I

1000001110101101

\Data Inspector p; Struckure Yigwer f

Ready

\ Compare
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Hi Hex Workshop, - [SecEvent. Evi]

File Edit Disk Options Tools Window Help

==E5 = % B mf@ B S L O FD
=

-

SRR I W< Ah <O PN [P <l

N i =

“wor - = S X At al g || Oy ¥

gooooolao
gooooozao
aoooooso
aooooo4o
aoooooso
ooooooen
goooooyo
gooooosn
gooooosa
goooooan
goooooea
goooooca
aooooopo
aoooooED
aoooooro
goooo1o0
ooooo110
oonoo1z0
goooo13ao
gooooi4ao
goooo1sao
gooooled
aooooivo
aoooo1so
aoooo190
oonooo1a0
oonoo1ED
goooo1co
gooooipao
goooolEd
gooooirFao
goooozoo
aonoozio

3000
oooo
D&oo
g3AD
oooo
oooo
7200
oooo
2900
2000
2400
3000
6100
3100
7800
oooo
0z0oo
os0o
1coo
2300
oooo
ooas
3BZB
4C00
3300
oooo
2200
2800
4500
6900
3000
3300
6500

aoon
o100
oooo
2047
oooo
oooo
BH00
o101
2300
4100
2900
7800
7200
oooo
3300
ooo
oooo
0an
aoon
6500
2000
1500
EEO3
6F00
3000
sooo
4B00
3o0o
3700
6500
7800
3100
6300

Doz
0zoo
4CHB6
0s0z
SEOO
pooo
7400
oooo
2400
2500
oooo
3300
7200
2800
4300

oL
gy )

Fzra
I
5200
6300
4300
0000
0000
6700
3800
4300
4700
7800
2900
0000
3000
3300
7500

aoon
aoon
4C6B5
oooo
oooo
oooo
7900
oooo
4500
2400
2800
4500
6900
3000
3300

ImA ARl
L g

oo47
o
aoon
7500
3100
JDE3
4500
oooo
3000
3100
S5z200
3o0o
aoon
2000
2C00
2900
7200

1500
ooao
o100
os0o0
acoo
2300
oooo
ooos
4Dao
4300
3000
3700
6500
7800
3100

Ca R
prgm g

7ZFA
Junin
ooao
7z00
ooao
034D
7600
3100
oooo
2400
4F0o
200
4200
4300
3000
ooao
6900

aoon
aoon
oooo
os00
oooo
6500
sooo
1200
aoon
4F o0
7800
2900
oooo
3000
3300

ImA ARl
L g

oo47
o
aoon
6900
0105
1199
6500
3200
3700
oooo
52500
3o0o
6100
3100
7800
2300
7400

o100
3000
§3AD
a1oo
5200
B300
4300
oooo
4E00
2200
3000
aoano
5000
2C00
2900
Chh
202
bEOD
2401
7400
aoano
B974
&EOO
3000
3600
2700
2000
Fa0o
7z00
aoano
3300
6500
7900

00000, e,
0ooo
2047
0000 | .. G.ouunrrennnn.
0ooo | ....%....... E.
7500 e
3100 |r.i.t.y...P.C.
5300
5400 |Y
4900
2000|T
4200 0.
4300 |a
3000 |1
0000 |x
4065
oooo|....c..
0ooo ..
0000 |....Reu..... %, ..
7900 |S.e.c.u.r.i .
0ooo|.. P01, ...
07ES =.
7400 |:+....E.v.
3000 |L. 1
3000 |3
4F00
0ooo (R
3300 | (
7200 |E
2800 |i.
0
3
=]

AT} -
oot -

)
[ R I}
[l R S o T o B

4300
2300
5000

OrFR,HMD-ao="™"dod

o
R~ H W

H
,_.

SecEvent.Evt

x| :
= Fl‘l‘set 276 [0x00000114]

114
114

2HT Signed Byte
SHTUnsigned Byte

I5BIT Signed Short
15BN Unsigned Short
3BT Signed Long
32HT Unsigned Long
S4BT Signed Quad
SHEIT Unsigned Quad
3 2BIT Floak
S4HT Double
SMETDATE
I&BIT D25 Date
ISBIT D05 Time
S4BT FILETIME
I2BIT time_t

Binary

-1422

64114

1192093415
11920954148
5120023720115436146
5120023720115436146
36346.445
1.9457033e+034

1&/03/2105

11:26:58 11102007

Cloodod i 4o

\Data Inspector ."{\ Skructure Viewer j’

Ready
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C0O42019 — Project 4

B Event Viewer

File Action Wew Help
& ' ®
Event Viewer (Local) Security 208 event(s)

""PP"C_atiD” Type | Date | Tirme: Source Cateqory Event Lser Computer e

Sy @ Success pudit 25/10{2007  16:27:58 Security SystemE... 514 SYSTEM Pl

f:ts;nrgt Escibren @ Success Audt ZE(10/2007  16:27:58  Security SystemE... 514 SYSTEM pcy

= d’Success Audt 257102007 16:27:58 Security SystemE... 514 SYSTEM PC1
d’Success Audit  25/10/2007 16:27:58 Security SystemE... 514 SYSTEM PC1
d’Success Audit  25/10/2007 15:52:18 Security SystemE... 513 SYSTEM PC1
gSuccess Audit  25/10/2007 15:52:13 Security Detailed ... 593 Barrie PC1
g’success audt  25/10/2007 15:52:13 Security Detailed ... 593 Barrie PC1
d%ccess Audt 257102007 15:52:13 Security Detailed ... 593 Barrie PC1
gSuccess Audt  25f10/2007 15:52:13 Security Detailed ... 583 EBarrie PC1
@?Success Audt 257102007 15:52:13 Security Detailed .., 553 SYSTEM PC1
d’Success Audit  25/10/2007 15:52:13 Security Detailed ... 593 Barrie PC1
d’Success Audit  25/10/2007 15:52:13 Security LogonfLo... 551 Barrie PC1
gSuccess Audit  25/10/2007 15:52:12 Security Detailed ... 600 SYSTEM PC1
gsuccess audt  25710/2007 1552112 Security Detailed ... 592 SYSTEM PC1
dSuccess Audt 257102007 15:52:12 Security Privilege ... 578 EBarrie PC1
dﬁuccess Audt  25(10f2007 15:52:09 Security Detailed ... 553 Barrie PC1
@‘”Success Audit  25/10/2007 15:52:08 Security Detailed ... 593 Barrie PC1
d’Success Audit  25/10/2007 15:52:00 Security Detailed ... 592 Barrie PC1
g’Success Audit  25/10/2007 15:51:55 Security Detailed ... 592 Barrie PC1
gSuccess Audit 2571072007 15:51:51 Security Detailed ... 593 Barrie PC1
dSuccess Audt  25710/2007 15:51:50 eCurity Detailed ... 593 EBarrie PC1
dSuccess Aude  25710/2007 15:51:47 ecurity Privilege ... 575 EBarrie PCl
d’Success Audt 251002007 15:51:47 ecurity System E... 517 SYSTEM PC1 =

Event Properties

Event |

Drate: 1102007 |Source: Secunty

|
Time: 11:26:58 Category: Privilege Use
_+ |

Type: Success& Ewvent]D: 578
User: PCI4B arrie
Computer: PC1

Description:

Privileged object operation: ~
Obiject Server: EventLog F
Object Handle: 12003080
Process ID: TED

Primary Uszer Mame: PC14$

Primary Domain:  WORKGROUP

Primary Logon 10: [0x0,0x3E7) —
Client User Mame:  Barie

Client D omain: PC1

Client Logon 1D: [0x0,0x3C313) v

OF. l ’ Cancel

Project — Week 4.doc Page 14 of 14
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C0O42019 — Project 4

H| Hex Workshop - [Copy of SecEvent. Evt] Q@E|

File Edit Disk Options Tools  Window Help - a x
==EdE %W @B mm B SLOFD AFH S
S~ « » BPEER | & v+ - = s ox <P Ar al 46 |0 ¥4
popooooo (3000 0000 4Cen 4C65 0100 0000 D100 OO0O0O0|OD.. . .LfLe........ -
popooolo (3000 0DO0 2000 Oo000 0100 Ooo0 0000 oooojo. .. 0. .. ... ...
0Oo00ooz0 | 0000 0100 0100 0000 OOO0 OoOoQO p@EeeeeeetT .. . ... ... o...
Qooooo30 a0 oo Weee 4Ce5 0100 00040 I.%IF 247 (L ... Lile....<.=2G
00000040 3C1F 2247 |0S02 0000 0800 0e00 Olo00 OUODD(<.=3, ... ... ...
0O00oo50 | 0000 0000 SEOQOO 0000 Q0200 0000 5200 0000 ...." ... ... E...
0O00000e0 | 0000 QOO0 DOOOD 0000 5300 6500 e300 7500(........ S.e.c.u.
0ooooovyo | 7200 6900 7400 7900 Q000 S000 4300 3100|r.i.t.v...P.C.1.
0o00oos0 | 0000 0101 0000 0000 0005 1200 0000 S300)..... e s,
000000905900 5300 5400 4500 4DO0 0000 4E00 S400|¥Y.2.T.E.M...H.T.
0O00000AD | 2000 4100 5500 5400 4800 4F00 5200 4900 A O T.H.O.R.I.
0O000OEOD | 5400 5900 0000 2800 3000 7800 3000 zCoo|T.¥Y...(.0.x.0...
ooooooco | 3000 7800 3300 4500 3700 2900 0000 4z200|0.2.3.E.7.)1...H.
poooooDo(pl10O0 7200 7200 &900 A500 OO00 So000 4300|a.r.r.i.e...P.C.
DO0OOOED (3100 0000 2800 3000 7800 3000 2C00 300011 L.00x.0.0,.00 ™
Copy of Sec..

il ioffset: 60 [0x0000003C] il ‘Compare Results Al jJ
881 Signed Byte &0 Source Count Targ
2T Unsigned Byte A0
18BIT Signed Shart Ta95
1581 Unsigned Short 7995

32T Signed Long 1193942844

3¢HT Unsigned Long 1193942844

4B Signed Quad 5127945469467 1 72665

M Unsigned Quad 5127945469467 1 72665

22BIT Float 43551.234

S4BT Double 6. 7/816624e4+034

SHETDATE

ISBT DOS Date 28109/1995

IS8T DOS Time 03:57:56

S4BT FILETIME

32T time_t 18:47:24 01112007

Binary ooiliilooaooo0iiill < }

il-‘Data Inspecturlfa Structure Yiewer f" \'.IEumpare .f'; Checksum l;"\Fincl ;-\,' Bookmarks .}'\ Cukpul

Ready Cffset: 0000003C Yalue: 7996 65536 byke:

As previously discovered the event time is contained within the above noted 32bits
immediately followed by a repetition of the value.

By resetting the hex value to 0000 0000 it was noted that the time and date counted up
from 00:00:00 01/01/1970.

Note: Research has shown that storing a date in format will prove to be problematic in the
year 2038. People are referring to this as the Y2K38 Bug.

Project — Week 5.doc Page 2 of 9
https://t.mel/learningnets
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H| Hex Workshop - [Copy of SecEvent. Evt] Q@E|
File Edit Disk Options Tools  Window Help - a x
=S = Y B m@m B SLOFD BAE =
S~ » B8R A | s v - =/ ox P arald By e
popooooo (3000 0000 4Cen 4C65 0100 0000 D100 OO0O0O0|OD.. . .LfLe........ -
popooolo (3000 0DO0 2000 Oo000 0100 Ooo0 0000 oooojo. .. 0. .. ... ...
0O0000z20 | 0000 0100 0100 0000 0000 0000 2000 0000 .....eeeea.. o...
0ooooos0|DE00 0000 4Cee 4CeS5 0100 OoO0Q oooo oooo) ... .Lfle........
00000040 3C1F 2447 0502 0000 0800 0600 0100 0000 (|<.=3. ... ... ...,
0O00oo50 | 0000 0000 SEOQOO 0000 Q0200 0000 5200 0000 ...." ... ... E...
0O00000e0 | 0000 QOO0 DOOOD 0000 5300 6500 e300 7500(........ S.e.c.u.
0ooooovyo | 7200 6900 7400 7900 Q000 S000 4300 3100|r.i.t.v...P.C.1.
0o00oos0 | 0000 0101 0000 0000 0005 1200 0000 S300)..... e s,
000000905900 5300 5400 4500 4DO0 0000 4E00 S400|¥Y.2.T.E.M...H.T.
0O00000AD | 2000 4100 5500 5400 4800 4F00 5200 4900 A O T.H.O.R.I.
0O000OEOD | 5400 5900 0000 2800 3000 7800 3000 zCoo|T.¥Y...(.0.x.0...
ooooooco | 3000 7800 3300 4500 3700 2900 0000 4z200|0.2.3.E.7.)1...H.
poooooDo(pl10O0 7200 7200 &900 A500 OO00 So000 4300|a.r.r.i.e...P.C.
QO0OOOEQ (3100 0000 2800 3000 7800 3000 2CO00 3F0O0f1...70.0.x.0.,.0. ™
Copy of Sec..
il ioffset: 60 [0x0000003C] il ‘Compare Results Al jJ
881 Signed Byte 0 Source Count Targ
2HT Unsigned Bwte 0
1587 Signed Short 0
1587 Unsigned Short 0
32T Signed Long 0
3BT Unsigned Long 0
4B Signed Quad 512794546827 3229524
S4BT Unsigned Quad 51279454682 73229324
3BT Float 0.
S4BT Double 6. 7516615e4+034
SHETDATE
ISBT DOS Date 3001171979
IS8T DOS Time 00:00:00
S4BT FILETIME
32T time_t 00:00:00 017011970
Binary 0000000000000a0a ¥y 5
il-‘Data Inspecturlfa Structure Yiewer f" \'.IEumparelfa Checksum l;"\Find;-\,‘ Bookmarks }\Outpul
Ready Cffset: 0000003C Yalue: 0 65536 byke:
Project — Week 5.doc Page 3 of 9
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H Hex Workshop - [Copy of SecEvent.Evt] g@g| Kl Hex Workshop - [Copy,of SecEvent. Evi] g@@'
= % - |5 x

File Edit Disk Options Tools Window Help _ A Filz Edit Disk Options Tools ‘Window Help

E=SHSE 2olew @ |m@|/B/sLOFD|[ER|o == 2ol vw|lw | mw|/B/SLOFD|ER| =
S e« »ERER A | &lwr - = ooz kB arald || D % S » B2 ER A | g 2+ - o= s ox D ATald | ||By M
Qooooooo|3000 0000 4C66 4C65 0100 0000 0100 OOO0O|O...LfLe........ -~ 00000000 (3000 0000 4C66 4Ce5 0100 0000 0100 0OOO(O0...Lfle........ ~
Qoooooio|3000 0000 3000 0000 0100 0000 0000 000O0f0...0......ueunn 00000010 (3000 0000 3000 0000 0100 0000 0000 0O0O(0...0...........
00000020|0000 0100 0100 0000 0000 0oQoanon ooool. ..., o... 0000o0z0({0000 0100 0100 0000 0000 0000 3000 0000(............ ..
00000030 |DBO0 0000 4066 4C65 0100 00p0 BCiF 2247 || .. .Lfle....<.*G 00000030|DE00 0000 4C66 4C65 0100 0040 [SDIF 2247 |...LfLe *G
00000040 [3C1F 2A47 0502 0000 0800 0600 0100 0000 |<.%*G.......v.n.. 00000040 |3C1F 2A47 0502 0000 0800 0600 OI00D OOOC[X.*G............
00000050 {0000 0000 SEO0 0000 OCO0 0000 5200 0000|....%. ...... E... 00000050 (0000 0000 SEO0 0000 OCOO0 0000 5200 0000(...."%....... R...
000000680 {0000 0000 DOOO 0000 5300 6500 &300 7s00(|........ S.e.c.u. 000000s0 (0000 0000 DOOO OO0O0 5300 f500 G300 7500(........ S.e.c.u.
00000070 (7200 6900 7400 7900 D000 5000 4300 3100|r.i.t.y...P.C.1. 0000007017200 6300 7400 73900 0000 5000 4300 3100 |r.i.t.y...P.C.1.
0O0o0o080 | 0000 0101 OO0O0 0000 0005 1200 0000 5300 ... eeeennn. 5. 000000B0 (0000 0101 0000 D000 0005 1200 0000 S300|...vevevenany 2.
0oooo0S0 (5900 5300 5400 4500 4D0O0 0000 4EO0 5400|%¥.5.T.E.M...M.T. 00000050 (5500 5300 5400 4500 4D0O0 0000 4E00 5400 (|Y.5.T.E.M...N.T.
000000AD | 2000 4100 5500 5400 4800 4FO00 5200 4900 AU.T.H.O.R.I. 000000AD | 2000 4100 5500 5400 4800 4F00 5200 4900 JA.U.T.H.O.R.I.
000000EO |5400 5900 0000 28300 3000 7800 3000 2C00|T.¥...(.0.x=.0... 000000BO 5400 5900 0000 2800 3000 7800 3000 2C00|T.Y...(.0.x.0.,.
0ooooo0co | 3000 7800 3300 4500 3700 2900 0000 4200|0.%.3.E.7.) .B. ooooooco| 3000 7800 3300 4500 3700 2900 0000 4200|0.x.3.E.7.)...H.
popopooDon |/100 7200 7200 6900 A500 0OOOO 5000 4300fa.r.r.i.e...P.C. Qooooopo (el00 7200 7200 6900 6500 0000 5000 4300|a.r.r.i.e...P.C.
Q00000EOQ (3100 0000 2800 3000 7800 3000 2¢00 3o00001...(.0.x.0...0.0 ™ 000000EOQ(3100 0000 2800 3000 7800 3000 2000 3000f1...(.0.x.0.,.0. ™
Copy of Sec... Copy of Sec...

ﬂ Fffset: 60 [0:¢0000003C] ﬁ {Compare Results |AII jJ ﬁ |nFFset: 60 [0:0000003C] ﬂ {Compare Results |,q|| jJ
3BT Signed Byvte &0 Source Counk Tart 8B Signied Eyte 61 Source Counk Targ
#HN Unsigned Byte 60 #HT Unsigned Byte 61
15BN Signed Shart 7996 188 Signed Short 7997
1587 Unsigned Short 7996 I8BT Unsigned Short 7997

3207 Signed Long 1193942844 3 2B Signed Long 1193942845
320N Unsigned Long 1193942844 32HTUnsigned Long 1193942845
S4BT Signed Quad  51279454604671 72665 S40TSigned Quad  5127945460467172669
EMEN Unsigned Quad 5127945469467 172668 S4BT Unsigned Quad 5127945469467 172669
3280 Float 43551.234 3287 Flnat 43551, 230
E4BIT Diouble 6.7816629e+034 E4HT Double 6.7816624e+034
SMETDATE S4BT DATE
1581 DOS Date 2E{09/1005 1881 DOS Date 20/05/1995
15BN DOS Time: -vl) I5BT DOS Time (3575
SMEITFILETIME S4BT FILETIME
3280 time_t | 15:47:24 01f11/2007 28T kime _t 18:47:25 01/11}2007
Binary F 3 EBinary He S ¢ s
\Data Inspector;{ Skructure Yiewer l,-'r \Enmpare;{ Checksum ,\Find}\ Bookmarks ,\Outpul \Datalnspector/{' Structure Yiewer l/ \l:ompare/{' Checksurn l}\‘Fint:ll}\‘ Bookrnarks }\Outpul
Ready Offset; 0000003C  Value: 7996 65536 byte: Ready Offset: 0000003C  |value: 7997 65536 byte:

The screenshot on the left shows the original hex value (3C 1F 2A 47), the screenshot on the right shows the first set of hex values has

been increased by 1 (3D 1F 2A 47). It is noted that the 32 bit time has increased by 1 second.

Further investigation is required to calculate a hex value from a given time & date.
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Automatically replace the
‘SecEvent.Evt® file
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Displaying the registry value

The following code will display the current start-up settings for the event log.

using System;

using System.Collections.Generic;
using System.Text;

using Microsoft.Win32;

namespace ConsoleApplication2
{
class Program
{
static void Main(string[] args)
{
RegistryKey key =
Registry.LocalMachine.OpenSubKey ("System\\CurrentControlSet\\Services\\EventLog") ;
if (key.GetValue("Start") != null)
{
// The value exists;
Console.WriteLine ((int) key.GetValue ("Start"));
}

Console.ReadLine () ;

The registry value has the following 3 meanings:
2 = Automatic

3 = Manual
4 = Disabled
Project — Week 5.doc Page 6 of 9
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Event Log Properties {Local Computer)

General |Log On || Recovery | Dependencies
Service name: Eventlog
Registry Editor o
izplay name:
File Edit “iew Favorites Help
R Enables event log messages izsued by ~
Qons & Nme Type Data L=SED Windows-based programs and comparents tobe
@ Dns.cache (Default) REG_S2 (value not set) —
g :rprtr:igu 4 ComputerName REG_5Z PCL Path to sxecutable:
{3 RS Description REG_52 Enables event log messages issued by Windows-based. .. CAwINDOWS \aystem32hservices. exe
+! b
553 Eve:tclog DisplayName REG_SZ Event Lag
(23 Application = ErrorControI REG_DWORD 000000001 (1) Startup type: Dizabled -
123 Internet Explorer Group REG_5Z Event log
(23 Security ImageF‘ath REG_EXPAND_SZ SyskemF oot system3Ziservices exe
(23 System L ObjectName REG_SZ Localsystem Service statuz:  Started
[ EventSystem I T o A S em el PR E]
[Z FastFat @ ark REG_DWORD 00000004 (4) Start Stop Pauze Resume
(2 FastUserSwitchingCompatibility T . TRE FEG_DWORD LLFRLILN L0 ] ] }
“Y'ou cak zpecify the start parameters that apply when you start the service
D Fde fram here.
[Z Fips .
(2 Flpydisk. | |
(3 Fitrar
(L1 FontCaches.0.0.0 v
< >
[y ComputeriHKEY_LOCAL_MACHINE|SYSTEMICurrent ContralSet!Services|Eventiog Lok J[ Coned £oply
Project — Week 5.doc Page 7 of 9
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Modifying the registry

The following code will display the current start-up settings for the event log and allow the user to modify it.

using System;

using System.Collections.Generic;
using System.Text;

using Microsoft.Win32;

namespace ConsoleApplication?
{
class Program
{
static void Main(string[] args)
{
RegistryKey key =
Registry.LocalMachine.OpenSubKey ("System\\CurrentControlSet\\Services\\EventLog", true);
if (key.GetValue ("Start") != null) //Check the value actually exists
{
// The value exists
Console.WriteLine ("Its value started at: " + (int)key.GetValue("Start"));
Console.WritelLine ("Please select a new value (2, 3 or 4): ");
String newNumString = Console.ReadLine();
int newNum = Convert.ToInt32 (newNumString) ;
if (newNum >1 && newNum <5)
{
key.SetValue ("Start", newNum) ;
}

Console.WriteLine ("Its new value is: " + (int)key.GetValue ("Start"));

}

Console.ReadLine () ;

Project — Week 5.doc Page 8 of 9
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Automatically replacing ‘SecEvent.Evt’

using System;

using System.Collections.Generic;
using System.Text;

using Microsoft.Win32;

using System.IO;

namespace ConsoleApplication2
{
class Program
{
static void Main(string[] args)
{
RegistryKey keyl =
Registry.LocalMachine.OpenSubKey ("System\\CurrentControlSet\\Services\\EventLog", true);
RegistryKey key2 =
Registry.LocalMachine.OpenSubKey ("Software\\Microsoft\\Windows\\CurrentVersion\\RunOnce", true);
int newNum = Convert.ToInt32 (keyl.GetValue ("Start"));
if (newNum == 2) //Check the value is set to 'automatic'
{
if (key2.GetValue ("MyApp") == null) // The value does not exists
{
key2.SetValue ("MyApp", "c:\\MyApp.exe") ;
keyl.SetValue ("Start",4);
}
newNum = 0;
}
if (newNum == 4) //Check the value is set to 'disabled'
{
File.Replace ("c:\\windows\\system32\\config\\dummy.dat",
"c:\\windows\\system32\\config\\SecEvent.Evt", "c:\\windows\\system32\\config\\OldSecEvent.Evt", false);
keyl.SetValue ("Start", 2); // Restart event log service???
}

Project — Week 5.doc Page 9 of 9
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Master File Tables
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' Directory Snoop 5.00 - NTFS Module

File Attrbute Cluster Drive Help
+ 2 Y X ' & ¢ 2
Undelete Search Purge Wwipe Tree List Filter Help
Select Drive: __gA: @@l D Qb AF <G
Mame | Del ‘ Size | Modified | Acceszed Created Record Parent | Flagz |
+ [ CatRoot <di: 20071008 19:45:29.31 20071105 1351:11.46 2007-10-08 16:12:04.75 3629 29 0000
+- ] CatRook2 <dir>  2007-11-08 09:19:31.60 2007-11-08 09:13:31.60 2007-10-08 16:12:04.75 3631 23 0000
#-[Z] Com <di: 20071008 15:21:11.03 20071105 1351:11.48 2007-10-08 15:20:55.54 4913 29 0000
=1 config odi: 2007-11-05 12:34:20.26 20071108 16:42:37.79 2007-10-08 16:06:15.64 30 23 0000
+- 2] systemprofile <di: 20071008 17:21:00.62 2007-11-08 10:43:30.23 2007-10-08 15:2813567 a783 20 0000
AppEvent Evt 196608 2007-11-05 14:03:05.57 2007-11-05 14:03.05.57 2007-10-08 16:11:42.31 3540 30 0020
Copy [2) of SecExv... 524288 2007-11-04 2316:26.46 20071105 1201:40.35 2007-11-05 12:01:40.28 31872 30 0020
Copy [3) of SecEv... BES36 20071105 12:3347.42 20071105 1334:30.96 2007-11-05 12:34:20.26 6318 30 0020
Copy of SecEvent.... BES3E 20071101 18:47.24.78 20071105 1201:28.62 2007-11-01 18:47:40.73 23610 30 0020
default 524288 2007-11-09 14:03:11.25 20071105 14:03.11.25 2007-10-08 16:10:43.73 4256 30 0020
default. LOG 1024 20071108 10:43:35.23 20071108 10:43:35.23 2007-10-08 16:10:43.89 3518 30 o022
default.sav 94208 2007-10-08 16:10:51.06 2007-11-04 0E:27.18.91 2007-10-08 16:10:51.01 3524 30 0020
Internet.evt BES3E 20071008 17:22:18.56 20071104 08:2718.51 2007-10-08 17:11:30.56 13751 30 0020
OldSecEwvent Evt 131072 200711-01 19:52:02.23 2007-11-08 1350:47.31 2007-10-08 16:11:42.57 30654 30 0020
SaM 2E2144 20071105 14:0311.25 2007-11-05 1403:11.25 2007-10-08 16:11:20.14 3526 30 0020
SAM.LOG 1024 2007-11-08 2007-11-08 2007-10-08

SECURITY

262144

-
b D D e ——— S —— - T s
Tree Mode CHWINDOW S\ system3ZconfiglSecEvent Evt
File Attributes Cluster Chain Cluster: 113223 5 [Sectors: 90578520 - 90578527) Drive Clusters
Type Name Cluster M ||ater Ofs COfs Hex data Cluster MFT Dec#
o010 <=nones 11322315 0000000000 Q000 30 00 00 00 4C €6 4C &5 01 00 00 00 01 00 00 0O 11l3zZz31z 5337
0030 <nones 11322316 0000000010 0010 320 00 00 00 D4 09 04 00 02 04 00 00 O1 00 00 OO llz3zz3ls 5337
0020 <none> 11322317 0000000020 00Z0 00 00 05 00 01 00 00 OO0 00 00 00 00 30 00 00 00 11322314 E337
11322318 0000000030 0030 DS 00 00 00 <C &6 4C &5 01 00 00 00 AR OD EZF 47 11322315 3541
11222219 0000000040 0040 AR 0D ZF 47 05 0Z 00 00 02 00 06 00 01 00 00 0O 11l2zz221e 3E4l
11322320 Qooooooo0s0 o050 00 0O 00 OO0 S5E OO OO OO0 OC 00 00 00 52 00 00 00 LL13Z2317 354l
11322321 0000000060 00s0 00 00 00 00 DO 00 OO0 00 53 00 65 00 &3 00 75 00 ll3zz3ls 3541
11322322 4+ /0000000070 0070 7% 00 &9 00 74 00 79 00 00 00 50 00 43 00 31 00 11322319 3541 v
£ ¥ < F3 S
Bytes: 524265 1of 128 Decimal offsets, File = 0 Cluster =0 Jump:
The above screenshot shows the sectors of the SecEvent.Evt file
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Modify the sectors

e Produce a pice of code that directly modifys the Hex Data contained with the
drive secotrs.

e This will bypass the file locking.
e This process would be slower, as it would need to copy the entire log file, but
would be harder to detect.

Swap the pointers

e Produce a piece of software that modifys the pointers to the cluster chains

e This would bypass the file locking.

e This process would be fast since it only has to change a coulpe of dozen Hex
values, however, it would be easier to detect since the ‘new log’ cluster chains
would start nearer to the end of the disc.
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Modifying the Sectors

B Event Yiewer

File  Action  Wiew Help

s AEERR @

I@ Event Yigwer (Local)

Security 11 event(s)

[l=e

4| spplication =

|

& Success Audit 08112007

; ’ | Date | Time Source Cateq
gs;t‘;::’ @F Suceess Audit 0B/11/2007  17:22151  Security Privile
: Internet Explorer @f’Success Audit  05(11/2007 17:1&:50 Security Detaile
= @f"Success Audit 058/11/2007 17:17:49 Security Detaile
@?Success Audit  05(11/2007 17:16:59 Security Detaile

@f’Success Audic  08(11/2007 17:16:54 Security Priviler

@f’Success Audit  08/11/2007 17:16:52 Security Detaile

@f’Success Audic  08/11/2007 17:16:49 Security Detaile

@f’Success Audit  08/11/2007 17:15:03 Security Detaile

@f’Success Audic  08/11/2007 171438 Security Privile

17:14:38 Privile

Event Properties

Event |

Date:
Time: 171438
Type: Success b

Carmputer: PC1

Description:

i Source:

Securty
Categony: Swstem Ewent
Ewent|0: 517

User: NT AUTHORITYSSYSTEM

Primary Logon

Client Domain:

Client Lagaon 1D:

The audit log was cleared
Prirary Uzer Mame: SYSTERM
Primary Domain;

NT AUTHORITY
ID: (0x0.03E7)

Client Uszer Mame:  Barrie

FC1
[0x0.0:8774E]

Far maore information, see Help ahd Support Center at

Ok ] [ Canhcel
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" Directory Snoop 5.00 FS Module

File Attribute Cluster Drive Help

+ B Y X =® : = ?

Undelste Search Purge Wipe Tree List Filter Help

Select Drive: M |cwl el (AE LF el

MName | Del | Size | M odified | Accessed Created Record Parent ‘ Flags | Ns | At |
= (] config <diz 20071105 12:34:20.26 2007-11-08 18:42:37.79 2007-10-08 16:06:15.64 0 29 0000 3 &
+ (7 swstemprofile <dirs 2007-10-08 17:21:0062 2007-11-08 10:42:30.23 20071008 15:29.13.57 a783 30 0000 1 [
AppEvent Evt 196608  2007-11-05 14:03:06.57 2007-11-05 14:02:05.57 20071008 16:11:42.31 3540 30 0020 3 3

Copy [2) of SecEv... 524288 2007-11-04 23.16:26.46 20071105 12:01:40.35 2007-11-05 12:00:40.28 a7 30 0020 1 4

Copy [3) of SecEv... B5536  2007-11-05 12:33:47.42 20071105 13:34:30.96 2007-11-05 12:34:20.26 6318 300020 1 4

Copy of SecEvent.... EBGE3E  2007-11-01 13:47:24.78 2007-11-05 12:01:28.62 2007-11-01 18:47:40.73 23610 30 0020 1 4

default 524288 2007-11-05 14:0311.29 20071105 14:03711.25 20071008 16:10:43.73 4258 30 0020 3 3

default LOG 1024 2007-11-08 10:43:36.23 20071108 10:43:35.23 20071008 16:10:43.89 3518 30 0022 3 3
default.sav 94208 200710-08 16:10:51.06 2007-11-04 08:27:18.51 2007-10-08 16:10:61.01 3624 30 0020 3 3
Intemmet.evt B5536  2007-10-08 17.22:18.56 2007-11-04 06:27:18.51 20071008 17:11:30.56 13751 300020 3 3
OldSecEventEwt 131072 2007-11-01 15:52:02.23 2007-11-08 13:50:47.31 20071008 16:11:42.57 30654 30 0020 1 4

SAk 262144 2007-11-05 140311.25 20071105 14:0311.25 20071008 16:11:30.14 3526 30 0020 3 3
SAM.LOG 1024 2007-11-08 11:21:3257 2007-11-08 11:21:32 57 20071008 16:11:30.14 3528 30 0022 3 3
SecEvent Evt EBG3E  2007-11-08 17:.14:38.42 2007-11-08 17:14:38.42 2007-10-08 16:11:42.57 3541 30 0020 3 3
SECURITY 262144 2007-11-08 09:21:3282 20071102 03:16:19.21 20071008 16:11:30.02 3510 30 0020 3 3
SECURITY.LOG 1024 2007-11-08 09:26:29.96 2007-11-08 05:26:29.598 20071008 16:11:30.14 3527 30 0022 3 3

Tree Mode CHAWINDOWS! system32| confighSecEvent. Evt

File Attibutes Cluster Chain Cluster. dEEE'E [Sectorg: 3748520 - 3748527] I

Type HNawe Cluster Attr Ofs CO0fs Hex data Text
0010  <nones M 0000000000 0000 20 00 00 00 4C &6 4C €5 01 00 00 00 Ol Q0 00 00 o0...
0020  <none> ||462566 0000000010 0010 20 00 00 00 20 00 00 00 01 00 00 00 00 40 00 00 0.,
0020 <none> ||4625&7 0000000020 Q020 00 00 01 00 Ol 00 00 00 00 00 00 00 20 00 00 00 ............
dEBERES 0000000030 0030 D& 00 00 00 4C &6 4C &5 01 00 00 00 FE 43 33 47 .
468569 0000000040 0040 FE 43 33 47 06 02 00 00 08 00 06 00 01 00 00 00O  _C3G.
458570 0000000050 0050 00 00 00 00 SE 00 00 00 OC 00 00 00 §Z 00 00 00
458571 0000000060 0080 00 00 00 00 DO 00 00 00 §3 00 &5 00 63 00 75 00 ... _.
458572 0000000070 0070 72 00 69 00 74 00 79 00 00 00 50 00 43 00 31 00 r.i.
468573 Q0oooo0080 0080 00 00 01l OL 00 00 00 00 00 05 12 00 00 00 53 00 ..............
4EBETL Q000000020 0080 £% 00 52 00 E4 00 45 00 40 00 00 00 4E 00 &4 00 Y.E
4EBETE Q0000000AD  OQO0AO Z0 00 41 00 EE 00 54 00 42 00 4F 00 &2 00 42 00 LA
4EBETE Q0000000B0  OQOBO &4 00 5% 00 00 00 22 00 20 00 72 00 20 00 ZC 00 T.Y.
4EBETT 00000000C0o  0O0CO 20 00 78 00 232 00 45 00 27 00 22 00 00 00 4Z 00 O.x.
4EBETE Q000000000 QO0DO €1 00 7Z 00 72 00 €% 00 &5 00 00 00 &0 00 43 00 a.r.
dEBETS Q0000000EQD OQOE0 21 00 00 00 Z2 00 20 00 72 00 20 00 ZC 00 20 00 1
468520 Q0000000F0  OQOFO 78 00 38 00 37 00 27 00 24 00 45 00 23 00 00 00 =x.8.7.7.4.E.)...
Q000000100 0100 00 00 00 00 D2 00 00 00 20 01 00 00 4C 66 4C 85 ........ 0...LfLe
Q000000110 0110 02 00 00 00 FE 43 22 47 FE 43 32 47 42 0Z 00 00 ..... C3G.C3CE. ..
0000000120 0120 02 00 04 00 O4 00 00 00 00 00 00 00 &E Q0 00 00 ............ n...
0000000130 0130 1C 00 00 00 52 00 00 00 00 00 00 00 2& 01 00 00 ... R.____ .. *o
0000000140 0140 53 00 65 00 63 00 75 00 72 00 &% 00 74 00 79 00
0000000150 0150 00 00 50 00 43 00 31 00 00 00 01 05 00 00 00 00
0000000160 0160 00 05 15 00 00 00 3D E3 08 4D 11 99 B9 78 07 ES
0000000170 0170 3B ZB EB 03 00 00 45 00 76 00 65 00 6E 00 74 00
ANNAANNTAN N1AN 4F AN AR NN A7 AN AN NN 21 An 37 N0 31 a0 =23 nn

Byltes: 65536 1of 16

The starting sector 3748520 is then put into hex editor.
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Hi Hex Workshop - [Drive C: =<sector 3748520731257 6641>]

=2=E& %
Jr—

=l File Edit Disk Options Tools ‘Wwindow Help

¥l m@ B § L

Yo+ — = S oz lg] ¥

DFD R ale e 2
a7 al 46 | ||Of W L

00000020
00000030
n0000040]
00000050
00000060
00000070
00000080
00000090
000000A0
000000BD
0000000
000000D0
000000ED
000000FD
00000100
00000110
00000120
00000130
00000140
00000150
00000160

nooooo0o (3000 0000 4Ce6 4CRS 0100 0000 0100 0000
nooooolo (3000 0000 3000 0000 0100 d00o0 o000 aoaoo

EL)...
........ ...Lfle
..... C3G.C3CE. ..

=l Drive C: <se...

N

x| :
A |uffset 0 [0::0000005C]

ﬁkompare ‘lesults all jJ

15BT Unsigned Short 17406

22ET Signed Long 1194542078
32HTUnsigned Long 1194542078

B4EIT Signed Quad 5130519159900423166
S4BT Unsigned Quad  5130519159900423166
32T Float 45591,992

S4BT Double 1.0003271e4035
SHETDATE
I8BT D035 Date
12EIT D05 Time
S4BT FILETIME

328 time_t 17:14:38 08/11/2007
Binary 1111100000011

1\

Source Count Target

v <

\Data Inspector .'d. Structure Yiewer f
JReady

\ Compare

This displays the time and date of the
first entry in the security log.

It will be modified while the event
service is still running.

Cffsek: 0000003C Yalue: 17406 S12 bytesisectar QYR I
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Hi Hex Workshop - [Drive C: =<sector 3748520731257 6641>]

=l Fle Edit Disk

Opfions

Tools

Wwindow Help
\%‘—3

® mwe B § 1

L] 1

X

= O

0 FD BEFE =
AT al da

- & =

| = H

00000000
00000010
00000020
00000030
n0000040]
00000050
00000060
00000070
00000080
00000090
000000A0
000000BD
0000000
000000D0
000000ED
000000FD
00000100
00000110
00000120
00000130
00000140
00000150
00000160

noon

aoan

EL)...
...Lfle
C3G.C3CE. ..

=l Drive C: <se...

N

x| :
A |uffset 0 [0::0000005C]

ﬁkompare ‘lesults

Al

=12)

15HT Unsigned Short
22ET Signed Long
32HT Unsigned Long
S4BT Sigred Quad
S4BT Unsigned Quad
32BIT Float

S4EIT Double
SHETDATE

I8BT D035 Date

12EIT D05 Time

S4BT FILETIME

7995

1193942544
1193942844
S127945409467 1 720600
5127945469467 1 72668
435501.234

6. 7816624e+034

28/09/1995
03:57:56

3287 time_t

Binary

18:47:24 01/11}2007
ooiiidono00iiill

JReady

1\

Source Count Target

v <

\Data Inspector .'d. Structure Yiewer f

\ Compare

This now shows that the dates have
been changed. Set back 1 week.

Offsek: 0000003C

Walus: 7396

S12 bytesisectar QYR I
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These modifiactions were then saved to disc and directory snoop was refreshed, this then
showed that the data on the drive had been modified, however when the event viewer was
opened up it did not show any changes. This must mean that it does not read from the
file after it has loaded up.

The system was then restarted.
Directory Snoop was opened up and pointed towards the SecEvent.Evt file, this showed
that the time and date had been set back to their original value. This was varified with

opening up the event viewer.

Perhaps it only stores ‘new events’ in memory. That is events that have happened after
the system was started.

So once again the Hex editor was used to modify the time and date of ‘old events’ and
this was verified as being changed on the hard drive using directory snoop.

The system was then restarted.

A quick look with the event viewer shows that the times of the events have been set back
to their original value.

[ System Starts ]

Event Service opens log
file into memory

Event Service monitors
and updates memory |«
with new events

Is system
shutting
down?

l Yes

Event Service writes
memory to file

[ System Stops ]

Project — Week 5.doc Page 8 of 8
https://t.mel/learningnets



	Cover
	Thesis
	Appendices
	Appendix A - Cover
	Diary Sheets
	Diary Week 4
	Diary Week 5
	Diary Week 6
	Diary Week 7
	Diary Week 9
	Diary Week 10
	Diary Week 11
	Diary Week 18
	Diary Week 22

	Appendix B - Cover
	Project1
	Appendix C - Cover
	Client
	Appendix D - Cover
	Server
	Appendix E - Cover
	Event Viewer
	Appendix F - Cover
	Tester
	Appendix G - Cover
	Processor Monitor
	Appendix H - Cover
	HMAC Brute Force
	Appendix I - Cover
	Project - Week 2
	Project - Week 4
	Project - Week 5
	Project - Week 6


