DCUCT

Troubleshooting
Cisco Data Center
Unified Computing

Version 50

Lab Guide

https://t.me/learningnets



o]
CISCO.

Americas Headquarters Asia Pacific Headquarters Europe Headquarters
Cisco Systems, Inc. Cisco Systems (USA) Pte. Ltd. Cisco Systems International BV Amsterdam,
San Jose, CA Singapore The Netherlands

Cisco has more than 200 offices worldwide. Addresses, phone numbers, and fax numbers are listed on the Cisco Website at www.cisco.com/goloffices.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this
URL: www.cisco.com/go/trademarks. Third party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1110R)

DISCLAIMER WARRANTY: THIS CONTENT IS BEING PROVIDED “AS IS.” CISCO MAKES AND YOU RECEIVE NO WARRANTIES
IN CONNECTION WITH THE CONTENT PROVIDED HEREUNDER, EXPRESS, IMPLIED, STATUTORY OR IN ANY OTHER
PROVISION OF THIS CONTENT OR COMMUNICATION BETWEEN CISCO AND YOU. CISCO SPECIFICALLY DISCLAIMS ALL
IMPLIED WARRANTIES, INCLUDING WARRANTIES OF MERCHANTABILITY, NON-INFRINGEMENT AND FITNESS FOR A
PARTICULAR PURPOSE, OR ARISING FROM A COURSE OF DEALING, USAGE OR TRADE PRACTICE. This learning product
may contain early release content, and while Cisco believes it to be accurate, it falls subject to the disclaimer above.

Lab Guide © 2012 Cisco and/or its affiliates. All rights reserved.

https://t.me/learningnets



Table of Contents

Lab Guide 1
Overview 1
Outline 1
Lab 1-1: Cisco UCS Network Baseline Documentation 2
Activity Objective 2
Visual Objective 2
Required Resources 3
Command List 3
Job Aids 4
Task 1: Verify Cisco UCS B-Series Equipment Using Cisco UCSM GUI 5
Task 2: Verify Cisco UCS C-Series Equipment Using Cisco IMC 6
Task 3: Examine LAN and SAN Network Topology 7
Lab 1-2: Cisco UCS Management and Service Profile Deployment 10
Activity Objective 10
Visual Objective 10
Required Resources 10
Job Aids 10
Trouble Ticket 12
Lab 1-3: Troubleshoot Cisco UCS B-Series Server Boot from SAN 13
Activity Objective 13
Visual Objective 13
Required Resources 13
Job Aids 14
Command List 14
Trouble Ticket 15
Lab 1-4: Troubleshoot LAN Connectivity: Part 1 16
Activity Objective 16
Visual Objective 16
Required Resources 16
Job Aids 17
Trouble Ticket 18
Lab 1-5: Troubleshoot LAN Connectivity: Part 2 19
Activity Objective 19
Visual Objective 19
Required Resources 19
Job Aids 20
Trouble Ticket 21
Lab 1-6: Troubleshoot Failover Connectivity: Part 1 22
Activity Objective 22
Visual Objective 22
Required Resources 22
Job Aids 23
Trouble Ticket 24
Lab 1-7: Troubleshoot Failover Connectivity: Part 2 25
Activity Objective 25
Visual Objective 25
Required Resources 25
Job Aids 26
Trouble Ticket 27
Lab 2-1: Troubleshoot Cisco UCS C-Series Server Boot from SAN 28
Activity Objective 28
Visual Objective 28
Required Resources 28
Job Aids 29
Command List 29
Trouble Ticket 30

https://t.me/learningnets



Lab 2-2: Troubleshoot Network Connectivity 32

Activity Objective 32
Visual Objective 32
Required Resources 32
Job Aids 33
Command List 33
Trouble Ticket 34
Answer Key 35
Lab 1-1 Answer Key: Cisco UCS Network Baseline Documentation 35
Lab 1-2 Answer Key: Cisco UCS Management and Service Profile Deployment 48
Lab 1-3 Answer Key: Troubleshoot Cisco UCS B-Series Server Boot from SAN 53
Lab 1-4 Answer Key: Troubleshoot LAN Connectivity: Part 1 57
Lab 1-5 Answer Key: Troubleshoot LAN Connectivity: Part 2 60
Lab 1-6 Answer Key: Troubleshoot Failover Connectivity: Part 1 64
Lab 1-7 Answer Key: Troubleshoot Failover Connectivity: Part 2 66
Lab 2-1 Answer Key: Troubleshoot Cisco UCS C-Series Server Boot from SAN 68
Lab 2-2 Answer Key: Troubleshoot Network Connectivity 70

ii Troubleshooting Cisco Data Center Unified Computing (DCUCT) v5.0 © 2012 Cisco Systems, Inc.

https://t.me/learningnets



DCUCT

Lab Guide

Overview

This guide presents the instructions and other information concerning the lab activities for this
course. You can find the solutions in the lab activity Answer Key.

Outline
This guide includes these activities:
m  Lab 1-1: Cisco UCS Network Baseline Documentation
m Lab 1-2: Cisco UCS Management and Service Profile Deployment
m  Lab 1-3: Troubleshoot Cisco UCS B-Series Server Boot from SAN
m  Lab 1-4: Troubleshoot LAN Connectivity: Part 1
m  Lab 1-5: Troubleshoot LAN Connectivity: Part 2
m Lab 1-6: Troubleshoot Failover Connectivity: Part 1
m Lab 1-7: Troubleshoot Failover Connectivity: Part 2
m  Lab 2-1: Troubleshoot Cisco UCS C-Series Server Boot from SAN
m Lab 2-2: Troubleshoot Network Connectivity
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Lab 1-1: Cisco UCS Network Baseline

Documentation

Complete this lab activity to practice using support tools that are available for Cisco UCS

systems and to determine equipment available in the lab.

Activity Objective

In this activity, you will use the CLI or GUI to log in to the equipment in your pod. After
completing this activity, you will be able to meet these objectives:

Check that you can access the lab environment

Examine LAN and SAN network topology

Examine Cisco UCS B-Series server equipment using the Cisco UCSM GUI

Examine Cisco UCS C-Series server equipment using the Cisco IMC

Caution

Do not reload the equipment or erase the configurations because it can take more than 20
minutes to complete the reload.

Visual Objective
The figure illustrates your lab topology.

Visual Objective for Lab 1-1: Cisco UCS Network
Baseline Documentation
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Required Resources

These are the resources and equipment for all PODs that are required to complete this activity:
m Instructor to provide the access details for lab equipment
® A computer and network access

®  Two Cisco Nexus 5548UP switches with Layer 3 module
m  Two Cisco Nexus 5548UP switches

m  Eight Cisco UCS C-Series servers

m  Two Cisco MDS 9124 switches

m  Disk array

m  Two Cisco UCS 6120XP servers

B One Cisco UCS 5108 server

m  Eight Cisco UCS B-Series servers

Command List

The table describes the commands that are used in this activity.

Cisco UCSM and NX-OS Commands

Command Description
connect local-mgmt Connects to the local management port
connect nxos Connects to NX-OS CLI
scope license Enters the license mode
show cdp neighbor Displays neighbor information obtained by Cisco Discovery
Protocol
show cluster state Displays cluster information
show interface brief Displays brief overview of interfaces
show interface status Displays interface status
show usage detail Displays license usage for a Fabric Interconnect
show version Displays Cisco NX-OS version
© 2012 Cisco Systems, Inc. Lab Guide
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Job Aids

These job aids are available to help you complete the lab activity.

Management IP Addressing

Device Interface Device IP Default Gateway | Username | Password
UCS cluster Mgmt0 192.168.10.200 | 192.168.10.254 admin NXo0s12345
s6100-A MgmtO 192.168.10.101 192.168.10.254 admin NXos12345
s6100-B MgmtO 192.168.10.102 | 192.168.10.254 admin NXos12345
MDS9124-1 MgmtO 192.168.10.2 192.168.10.254 admin NXos12345
MDS9124-2 MgmtO 192.168.20.2 192.168.20.254 admin NXos12345
N5548UP-L3-C1 | MgmtO 192.168.100.1 192.168.100.254 admin NXos12345
N5548UP-L3-C2 | MgmtO 192.168.100.2 192.168.100.254 admin NXos12345
N5548UP-C1 MgmtO 192.168.10.91 192.168.100.254 admin NXos12345
N5548UP-C2 MgmtO 192.168.10.92 192.168.100.254 admin NXos12345
C200-M2-1 MgmtO 192.168.10.41 192.168.100.254 admin NXos12345
C200-M2-2 MgmtO 192.168.10.42 192.168.100.254 admin NXos12345
C200-M2-3 MgmtO 192.168.10.43 192.168.100.254 admin NXos12345
C200-M2-4 MgmtO 192.168.10.44 192.168.100.254 admin NXos12345
C200-M2-5 MgmtO 192.168.10.45 192.168.100.254 admin NXos12345
C200-M2-6 MgmtO 192.168.10.46 192.168.100.254 admin NXos12345
4 Troubleshooting Cisco Data Center Unified Computing (DCUCT) v5.0 © 2012 Cisco Systems, Inc.
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Task 1: Verify Cisco UCS B-Series Equipment Using Cisco

UCSM GUI

In this task, you will examine Cisco UCS B-Series server equipment using Cisco UCS Manager
(UCSM) GUIL.

Activity Procedure

Complete these steps:

Step 1
Step 2

Step 3
Step 4
Step 5
Step 6
Step 7

On your assigned management PC, open Cisco UCSM.

On the web page, select Cisco UCSM and log in using username admin with
password NXos12345. The Equipment topology page appears.

Select the Equipment tab in the left pane.

Select Chassis, and in the right pane, select the server assigned to your pad.
Right-click on your server and select Show Navigator.

In the right pane, select the Inventory tab.

By navigating over different sub-tabs, determine and write down the server
inventory in student notes.

Note

By double-clicking on different elements, you can access additional properties. For some
requested information, that might be necessary.

Step 8

Step 9

Student Notes

Write down any other information regarding your server that you might need for
troubleshooting purposes.

In the left pane, select Chassis 1 and then IO Modules. Expand the view in the right
pane by clicking on the + sign. Write down the IO modules model in your chassis,
the port types, and the number of ports.

Use this Student Notes section to write down all information instructed in the activity

procedure.

BIOS firmware version:

Cisco IMC running version:
Number of CPUs and type:
CPU speed:
Number of cores per CPU:
Number of memory DIMMs and total memory capacity:
Number and type of adapters:

10 Module number and model:

Activity Verification

You have completed this task when you attain this result:

m  Requested information is written down in the Student Notes section.

© 2012 Cisco Systems, Inc.
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Task 2: Verify Cisco UCS C-Series Equipment Using Cisco IMC

In this task, you will examine the Cisco UCS C-Series server equipment using Cisco IMC.

Activity Procedure

Complete these steps:

Step 1
Step 2

Step 3
Step 4
Step 5

Step 6
Step 7

Student Notes

On your assigned management PC, open Internet Explorer.

Cisco IMC of the Cisco UCS C-Series server in your pod can be accessed using
HTTPS protocol on the IP 192.168.10.4X (where X is your pod number).

Log in using username admin with password NXos12345.

Determine and write down the Cisco IMC firmware version.

In the left pane, select Inventory and, by navigating through different tabs,
determine and write down the following information in the right pane:

Number of CPUs, speed, and number of cores

Number of DIMMs and total amount of memory

Number of power supplies and current state of power inputs
Number and type of network adapters

Local storage information

Number and type of PCI adapters

Examine and write down the server BIOS version and configuration.

Examine and write down the server fault status.

Use this Student Notes section to write down all information instructed in activity procedure.

6 Troubleshooting Cisco Data Center Unified Computing (DCUCT) v5.0 © 2012 Cisco Systems, Inc.
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Task 3: Examine LAN and SAN Network Topology

In this task, you will examine LAN and SAN network topology.

Activity Procedure

Complete these steps:

Step 1
Step 2

Step 3
Step 4

Step 5
Step 6

Step 7

Step 8

Step 9

Step 10

Step 11

Step 12

Step 13
Step 14
Step 15
Step 16

On your assigned management PC, open Cisco UCSM.

On the web page, select Cisco UCSM and log in using username admin with
password NXosI2345. The Equipment topology page appears.

Select the Equipment tab in the left pane.

Select Fabric Interconnect and then, in the right pane, select the Fabric
Interconnects tab.

Expand the view by clicking on the + sign.

Write down number of uplink, server, and Fibre Channel ports on each Fabric
Interconnect. Also, write down the number of unconfigured Ethernet ports.

By navigating over different tabs, determine and write down the server inventory in
your student notes.

Connect to Cisco UCSM using SSH protocol. Connect by using PuTTY or a similar
terminal client. Use IP address 192.168.10.200. Log in using username admin with
password NXosI2345.

By using Cisco Discovery Protocol, determine neighboring devices and ports used
for connection. Write that information into the student notes.

Determine and write down the Cisco NX-OS version running on the Fabric
Interconnect.

Determine and write down the module types and the number installed on the Fabric
Interconnect.

Determine and write down the number and type of FEXs attached to the Fabric
Interconnect.

Determine and write down the number of interfaces and their status.
Determine and write down the cluster status.
Determine and write down the license usage on the Fabric Interconnect.

Fill in the interface assignments in the table. Get the required information by logging
in to the devices.

© 2012 Cisco Systems, Inc.
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Student Notes

Use this Student Notes section to write down all information instructed in the activity
procedure.

FI-A:
Uplink ports:

Server ports:

Fibre Channel ports:

Unconfigured Ethernet ports:
FI-B:

Uplink ports:

Server ports:

Fibre Channel ports:

Unconfigured Ethernet ports:

Cisco Discovery Protocol neighbors:

Cisco NX-OS version:

Fabric Interconnect modules:

FEX information:

Device Interfaces Comment
FI-A Connection to N5548UP-L3-C1
FI-A Connection to N5548UP-L3-C2
FI-A Connection to MDS9214-1
FI-A Connection to MDS9214-2
FI-A Connection to UCS chassis 5108
8 Troubleshooting Cisco Data Center Unified Computing (DCUCT) v5.0 © 2012 Cisco Systems, Inc.
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Device

Interfaces

Comment

FI-B

Connection to N5548UP-L3-C1

FI-B

Connection to N5548UP-L3-C2

FI-B

Connection to MDS9214-1

FI-B

Connection to MDS9214-2

FI-B

Connection to UCS chassis 5108

N5548UP-L3-C1

Connection to N5548UP-L3-C2

N5548UP-L3-C1

Connection to N5548UP-C1

N5548UP-L3-C1

Connection to N5548UP-C2

N5548UP-L3-C2

Connection to N5548UP-L3-C1

N5548UP-L3-C2

Connection to N5548UP-C1

N5548UP-L3-C2

Connection to N5548UP-C2

N5548UP-C1

Connection to UCS C-Series server 1

N5548UP-C1

Connection to UCS C-Series server 2

N5548UP-C1

Connection to UCS C-Series server 3

N5548UP-C1

Connection to UCS C-Series server 4

N5548UP-C1

Connection to UCS C-Series server 5

N5548UP-C1

Connection to UCS C-Series server 6

N5548UP-C1

Connection to MDS9214-1

N5548UP-C2

Connection to UCS C-Series server 1

N5548UP-C2

Connection to UCS C-Series server 2

N5548UP-C2

Connection to UCS C-Series server 3

N5548UP-C2

Connection to UCS C-Series server 4

N5548UP-C2

Connection to UCS C-Series server 5

N5548UP-C2

Connection to UCS C server 6

N5548UP-C2

Connection to MDS9214-2

MDS9214-1

Connection to Storage Array

MDS9214-2

Connection to Storage Array

Activity Verification

You have completed this task when you attain this result:

m  Requested info is written down in the Student Notes section.

© 2012 Cisco Systems, Inc.
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Lab 1-2: Cisco UCS Management and Service
Profile Deployment

Complete this lab activity to practice what you learned in the related module.

Activity Objective

In this activity, you will troubleshoot service profiles. After completing this activity, you will
be able to meet these objectives:

m  Perform trouble analysis and identify the cause of the problem
m  Resolve the issue

m  Successfully associate the service profile created from the service profile template

Visual Objective
The figure illustrates your lab topology.

Visual Objective for Lab 1-2: Cisco UCS
Management and Service Profile Deployment
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¢ | with 8 Blades
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Required Resources
These are the resources and equipment for all PODs that are required to complete this activity:
m  Two Cisco UCS 6120XP servers
®  One Cisco UCS 5108 server
m  Eight Cisco UCS B-Series servers

Job Aids

These job aids are available to help you complete the lab activity.

10 Troubleshooting Cisco Data Center Unified Computing (DCUCT) v5.0 © 2012 Cisco Systems, Inc.
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Server per Pod Assignment (where X is your pod number)

Pod

Blade

PODX

Server 1/X

UUID Addresses (where X is your pod number)

UUID Prefix

UUID Suffix

010025b5-0003-4100

0001-0000b200e20X

WWNN Values (where X is your pod number)

WWNN Addresses

20:00:00:25:B5:11:50:BX

WWPN Addresses (where X is your pod number)

HBA WWPN Addresses
HBA-a 20:00:00:25:B5:A1:50:BX
HBA-b 20:00:00:25:B5:B1:50:BX

KVM Management IP Addresses

Pod IP Management Pool
POD1 192.168.10.110
POD2 192.168.10.111
POD3 192.168.10.112
POD4 192.168.10.113

© 2012 Cisco Systems, Inc.
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Trouble Ticket

The customer has deployed a new Cisco UCS and is in the process of deploying new ESXi
hosts. The customer would like to use a service profile template to create their service profile.
They have already configured a service profile template. When they create a service profile
template from the service profile, they receive an error and they do not know how to solve the
problems.

The customer has problems with accessing the KVM console.

The customer also wants to fix the problems that they had with previous service profiles in the
testing deployments. When they applied some changes to the service profile, the system would
reboot the servers without warning, leading to downtime. They want to fix this issue.

Activity Procedure
Complete these steps:

Step 1 On your assigned management PC, open Internet Explorer and connect to the Cisco
UCS Manager at [P address 192.168.10.200. If a security warning appears that the
security certificate is not recognized, click Continue to this website (not Activity
Verification).

Step2  Log in with username admin with password NXos2345. Cisco UCS manager
appears.

Step3  From the UCS Manager Server tab, navigate to Servers > Service Profile
Templates > DCUCT > PODX (where X is your pod number). From your service
profile template, create one service profile.

Step 4 Start troubleshooting.

Activity Verification
You have completed this task when you attain these results:

m  Service profile does not have any errors and the association of your service profile to the
blade is successful.

B Your server does not automatically reboot when you make some changes on the service
profile templates.

B You can access your blade KVM console.

12 Troubleshooting Cisco Data Center Unified Computing (DCUCT) v5.0 © 2012 Cisco Systems, Inc.
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Lab 1-3: Troubleshoot Cisco UCS B-Series Server

Boot from SAN

Complete this lab activity to practice what you learned in the related module.

Activity Objective

In this activity, you will troubleshoot a bootup from the SAN. After completing this activity,

you will be able to meet these objectives:

m  Perform trouble analysis and identify the cause of the problem

m  Resolve the issue

m  Boot the ESXi server from the SAN

Visual Objective
The figure illustrates your lab topology.

Visual Objective for Lab 1-3: Troubleshoot Cisco
UCS B-Series Server Boot from SAN
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Required Resources

These are the resources and equipment for all PODs that are required to complete this activity:

m  Two Cisco UCS 6120XP servers
®  One Cisco UCS 5108 server

m  Eight UCS B-Series servers

®  Two MDS switches

®  One storage array

© 2012 Cisco Systems, Inc.
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Job Aids

These job aids are available to help you complete the lab activity.

Server per Pod Assignment (where X is your pod nhumber)

Pod Blade

PODX Server 1/X

UUID Values (where X is your pod number)

UUID Prefix UUID Suffix

010025b5-0003-4100 0001-0000b200e20X

WWNN Values (where X is your pod number)

WWNN Pools

20:00:00:25:B5:11:50:BX

WWPN Values (where X is your pod number)

HBA WWPN Pool

HBA-a 20:00:00:25:B5:A1:50:BX

HBA-b 20:00:00:25:B5:B1:50:BX

Boot from SAN Parameters for All Pods

Boot Position Device | VSAN | WWPN LUN ID
SAN Target primary HBA-a 11 50:06:01:60:41:€0:9f:5b | O
SAN Target secondary | HBA-a 11 50:06:01:69:41:€0:9f:5b | O
SAN Target primary HBA-b 12 50:06:01:68:41:e0:9f:5b | O
SAN Target secondary | HBA-b 12 50:06:01:61:41:e0:9f:5b | O

Command List

The table describes the commands used in this activity.

Command Description

connect nx-os Connects to Cisco NX-OS CLI

fcping Performs Fibre Channel Ping to connected
neighbor

feature npiv Enables feature NPIV

show features Displays enabled features on MDS switch

show flogi database Displays the FLOGI table

show npvflogi-table Shows FLOGI table on the Cisco UCS NX-OS

show vsan Displays the VSANs
show zone active Displays active zones
show zoneset active Displays active zonesets
14 Troubleshooting Cisco Data Center Unified Computing (DCUCT) v5.0 © 2012 Cisco Systems, Inc.
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Trouble Ticket

The customer is having a problem with booting the ESXi server from the SAN. The storage
engineer has already configured the zoning and LUN masking. On the boot LUN, the customer
has already installed the operating system, which was achieved with LUN copy functionality
provided by the storage array. They want to fix the issue and they need your help.

Activity Procedure
Complete these steps:
Step 1 Open the KVM of your service profile, created in a previous lab.
Step 2 Verify that your operating system does not boot.

Reboot and Select proper Boot device

or Insert Boot Media in selected Boot device and press a key_

Step3  Login to the Cisco UCS and both MDS switches and then start troubleshooting.

Note Zoning on the MDS switches and LUN masking on the storage array is already pre-
configured. You do not need to configure anything there.

Activity Verification
You have completed this task when you attain these results:
®  You successfully booted the ESXi server.

B You see on both MDS switches your service profile HBA.

© 2012 Cisco Systems, Inc. Lab Guide 15
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Lab 1-4: Troubleshoot LAN Connectivity: Part 1

Complete this lab activity to practice what you learned in the related module.

Activity Objective

In this activity, you will troubleshoot network connectivity. After completing this activity, you

will be able to meet these objectives:

m  Perform trouble analysis and identify the cause of the problem

m  Resolve the issue

m  Ping or access the management interface of the host

Visual Objective

The figure illustrates your lab topology.

Connectivity: Part 1

Visual Objective for Lab 1-4: Troubleshoot LAN
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Required Resources

These are the resources and equipment for all PODs that are required to complete this activity:

m  Two Cisco Nexus 5548 switches with Layer 3 module
m  Two Cisco UCS 6120XP servers

B One Cisco UCS 5108 server

m  Eight Cisco UCS B-Series servers

16 Troubleshooting Cisco Data Center Unified Computing (DCUCT) v5.0
https://t.me/learningnets

© 2012 Cisco Systems, Inc.



Job Aids

These job aids are available to help you complete the lab activity.

Server per Pod Assignment (where X is your pod number)

POD

Blade

PODX

Server 1/X

ESXi Server NICs Used in This Exercise

ESXi NIC | Management IP | VLAN Detail information
NIC1 VLAN 99 Replace X with
10.1.99.1X
NIC2 your POD number

ESXi Network Connectivity Topology

Each ESXi server has five management IP addresses, where each is connected to a different
uplink NIC, as shown in the figure.

Lab

ESXi Network Connectivity Topology

1-4: Troubleshoot LAN Connectivity: Part 1:

Service Profile

SC\;&L-%%W NIC1, NIC2
SN NIC3
SN NIC4
S AN NICS
SC 10.1.X6.100 NIC6

VLAN X6

MAC Addresses (where X is your pod humber)

NIC

MAC address

NIC1

00:25:B5:01:01:BX

NIC2

00:25:B5:02:01:BX

NIC3

00:25:B5:03:01:BX

NIC4

00:25:B5:04:01:BX

NIC5

00:25:B5:05:01:BX

NIC6

00:25:B5:06:01:BX

© 2012 Cisco Systems, Inc.
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NIC MAC address

NIC7 00:25:B5:07:01:BX

NICS8 00:25:B5:08:01:BX

Trouble Ticket

The customer is having problems with the network connectivity of the newly configured ESXi
servers. The management interface of the ESXi server is not reachable. The customer also
noticed that NICs are not presented to the server in the correct order. The management network
is configured on vSwitchO with the uplink of NIC1 and NIC2.

Activity Procedure
Complete these steps:

Step 1 From your assigned management PC, try to ping or connect vSphere client (use
username root and password NXos2345) to your VMware ESXi host with the IP
address 10.1.99.1X (where X is your pod number).

Step2  Verify that management IP address (10.1.99.1X) on the ESXi, which is connected to
the first two NICs (NIC1 and NIC?2 in the service profile), is not reachable.

Step 3 Connect to both upstream N5548 switches, to the Cisco UCS, and to the console of
the ESXi server. Start troubleshooting the connectivity.

Activity Verification

You have completed this task when you are able to connect to ESXi console with the vSphere
client to the management ESXi IP address 10.1.99.1X (where X is your pod number).

18 Troubleshooting Cisco Data Center Unified Computing (DCUCT) v5.0 © 2012 Cisco Systems, Inc.

https://t.me/learningnets



Lab 1-5: Troubleshoot LAN Connectivity: Part 2

Complete this lab activity to practice what you learned in the related module.

Activity Objective

In this activity, you will troubleshoot network connectivity. After completing this activity, you
will be able to meet these objectives:

m  Perform trouble analysis and identify the cause of the problem
m  Resolve the issue

m  Ping or access the management interface of the ESXi host

Visual Objective
The figure illustrates your lab topology.

Visual Objective for Lab 1-5: Troubleshoot LAN
Connectivity: Part 2

Troubleshoot
Cisco UCS
B-Series Server
Configuration

MDS9124-1

N5548UP-L3-C1
~

A

e =
< |
i ]
A B UCS B-Series
&> | with 8 Blades l

N5548UP-L3-C2

Troubleshoot
Layer 2 and
Layer 3
Configuration

Required Resources
These are the resources and equipment for all PODs that are required to complete this activity:
m  Two Cisco Nexus 5548 switches
m  Two Cisco UCS 6120XP servers
B One Cisco UCS 5108 server
m  Eight Cisco UCS B-Series servers
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Job Aids

These job aids are available to help you complete the lab activity.

ESXi Server NICs Needed in this Exercise

ESXi NIC | ManagementIP | VLAN Detail information
NIC1 10.1.99.1x | VLAN99
NIC2 Replace X with
your POD number
NIC3 10.1.X3.100 VLAN X3

ESXi Network Connectivity Topology

Each ESXi server has five management IP addresses, where each is connected to a different
uplink NIC, as shown in the figure.

Lab 1-5: Troubleshoot LAN Connectivity: Part 2:
ESXi Network Connectivity Topology

Service Profile

S AN 08 NIC1, NIC2
ST
i R
S
ST
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Trouble Ticket

The customer is having problems with the network connectivity of the newly configured ESXi
servers. The management interface of the ESXi server is reachable on the 10.1.99.1X, which
you fixed it in the previous lab. The customer is now having problems with the management [P
address configured on the vSwitchl with the uplink NIC3.

Activity Procedure
Complete these steps:

Step 1 From your assigned management PC, connect the vSphere client (use username root
and password NXos12345) to your VMware ESXi host with the IP address
10.1.99.1X (where X is your pod number).

Step2  Verify that management [P 10.1.X3.100 on the ESXi is connected to the NIC3 and
that it is not reachable.

Step 3 Connect both upstream Cisco Nexus N5548 switches to the Cisco UCS and to the
ESXi server. Start troubleshooting the connectivity.

Activity Verification

You have completed this task when you are able to ping from the ESXi SSH shell to the default
gateway 10.1.X3.1 (where X is your pod number) or ping the management IP from your
student PC.
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Lab 1-6: Troubleshoot Failover Connectivity:
Part 1

Complete this lab activity to practice what you learned in the related module.

Activity Objective

In this activity, you will troubleshoot network connectivity in a failover scenario. After
completing this activity, you will be able to meet these objectives:

m  Perform trouble analysis and identify the cause of the problem
m  Resolve the issue

®m  Ping or access the management interface of the ESXi host

Visual Objective
The figure illustrates your lab topology.

Visual Objective for Lab 1-6: Troubleshoot Failover
Connectivity: Part 1

8xUCS
N

Troubleshoot
Cisco UCS
B-Series Server
Configuration

i i [ucs B-Series
¢ | with 8 Blades

Troubleshoot
Layer 2 and
Layer 3
Configuration

Required Resources

These are the resources and equipment for all PODs that are required to complete this activity:
m  Two Cisco Nexus 5548 switches with Layer 3 module

m  Two Cisco UCS 6120XP servers

®  One Cisco UCS 5108 server

m  Eight Cisco UCS B-Series servers
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Job Aids

These job aids are available to help you complete the lab activity.

ESXi NICs Needed in This Exercise

ESXi NIC | ManagementIP | VLAN Detail information
NIC1 10.1.99.1x | VLAN99
NIC2 Replace X with
your POD number
NIC4 10.1.X4.100 VLAN X4

ESXi Network Connectivity Topology

Each ESXi server has five service consoles (management IP addresses), where each is
connected to a different uplink NIC, as shown in the figure.

Lab 1-6: Troubleshoot Failover Connectivity:

Part 1. ESXi Network Connectivity Topology
Service Profile

S AN 08 NIC1, NIC2
R
R
R
R
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Trouble Ticket

Now you are assigned a case where you need to resolve the LAN connectivity problems that
the customer is experiencing with their UCS deployment. The customer has issues with
accessing the ESXi hosts from the core LAN in the event of failover. The management
interface of the ESXi server is reachable on the 10.1.99.1X (where X is your pod number).

The customer has problems with network connectivity when there is failover on the NIC4. The
symptom is that all the virtual machines connected to virtual switch vSwitch2 become
unreachable.

Activity Procedure
Complete these steps:

Step 1 From your assigned management PC, connect the vSphere client (use username root
and password NXos12345) to your VMware ESXi host with the [P address
10.1.99.1X (where X is your pod number).

Step2  Verify that management IP 10.1.X4.100 on the ESXi is connected to the NIC4 and
that in case of a failover the management is unreachable.

Step 3 Connect to both upstream Cisco Nexus N5548 switches, to the Cisco UCS, and to
the ESXi server. Start troubleshooting the connectivity.

Activity Verification

You have completed this task when you are able to ping from the ESXi SSH shell to the default
gateway 10.1.X4.1 (where X is your pod number) or ping the management IP from your
student PC.
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Lab 1-7: Troubleshoot Failover Connectivity:
Part 2

Complete this lab activity to practice what you learned in the related module.
Activity Objective

In this activity, you will troubleshoot network connectivity. After completing this activity, you
will be able to meet these objectives:

m  Perform trouble analysis and identify the cause of the problem

m  Resolve the issue

m  Ping or access the management interface of the ESXi host

Visual Objective

The figure illustrates your lab topology.

Visual Objective for Lab 1-7: Troubleshoot Failover
Connectivity: Part 2

Troubleshoot
Cisco UCS
B-Series Server
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Troubleshoot
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Required Resources

These are the resources and equipment for all PODs that are required to complete this activity:
m  Two Cisco Nexus 5548 switches with Layer 3 module

m  Two Cisco UCS 6120XP servers

®  One Cisco UCS 5108 server

m  Eight Cisco UCS B-Series servers
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Job Aids

These job aids are available to help you complete the lab activity.

ESXi NICs Needed in This Exercise

ESXi NIC | ManagementIP | VLAN Detail information
NIC 10.1.99.1X VLAN 99 Replace X with
NIC2 your POD number
NIC5 10.1.X5.100 VLAN X5

ESXi Network Connectivity Topology

Each ESXi server has five service consoles (management IP addresses), where each is
connected to a different uplink NIC, as shown in the figure.

Lab 1-7: Troubleshoot Failover Connectivity:

Part 2. ESXi Network Connectivity Topology
Service Profile

S AN 08 NIC1, NIC2
R
R
R
R
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Trouble Ticket

Now you are assigned a case in which you need to resolve the LAN connectivity problems that
the customer is experiencing with their UCS deployment. The customer has issues with
accessing the ESXi hosts from the core LAN in the event of failover. The management
interface of the ESXi server is reachable on the 10.1.99.1X (where X is your pod number).

The customer has problems with network connectivity when there is failover on the NIC5. The
symptom is that all the virtual machines connected to virtual switch vSwitch3 become
unreachable.

Activity Procedure
Complete these steps:

Step 1 From your assigned management PC, connect with the vSphere client (use username
root and password NXos12345) to your VMware ESXi host with the IP address
10.1.99.1X (where X is your pod number).

Step2  Verify that management IP 10.1.X5.100 on the ESXi is connected to the NIC5 and
that in case of a failover, the management is unreachable.

Step 3 Connect to both upstream Cisco Nexus N5548 switches, to the Cisco UCS, and to
the ESXi server. Start troubleshooting the connectivity.

Activity Verification

You have completed this task when you are able to ping from the ESXi SSH shell to the default
gateway 10.1.X5.1 (where X is your pod number) or ping the management IP from your
student PC.
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Lab 2-1: Troubleshoot Cisco UCS C-Series Server
Boot from SAN

Complete this lab activity to practice what you learned in the related module.

Activity Objective

In this activity, you will troubleshoot the bootup from the SAN. After completing this activity,

you will be able to meet these objectives:

m  Perform trouble analysis and identify the cause of the problem

m  Resolve the issue

m  Boot ESXi server from the SAN

Visual Objective

The figure illustrates your lab topology.

Visual Objective for Lab 2-1: Troubleshoot Cisco
UCS C-Series Server Boot from SAN
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S , 7~ \\\\ (1
Rl ks OO < & i
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! UP-C2
S
N {7 ~ Verify MDS
NS Configuration
“ [vpsot242 /1

Required Resources

These are the resources and equipment for all PODs that are required to complete this activity:

Six Cisco UCS C-Series servers
Six Cisco Nexus 5548UP switches
Two Cisco MDS 9124 switches
One disk array
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Job Aids

These job aids are available to help you complete the lab activity.

Management IP Addressing

Pod Management IP Credentials
N5548-1 192.168.10.91 admin / NXos 12345
N5548-2 192.168.10.92 admin / NXos12345
N5548-3 192.168.10.93 admin / NXos12345
N5548-4 192.168.10.94 admin / NXos12345
N5548-5 192.168.10.99 admin / NXos12345
N5548-6 192.168.10.100 admin / NXos12345

MDS9124-1 192.168.10.2 admin / C1sco123
MDS9124-2 192.168.10.3 admin / NXos12345
C200-1 192.168.10.41 admin / NXos12345
C200-2 192.168.10.42 admin / NXos12345
C200-3 192.168.10.43 admin / NXos12345
C200-4 192.168.10.44 admin / NXos12345
C200-5 192.168.10.45 admin / NXos 12345
C200-6 192.168.10.46 admin / NXos12345

SAN Information:

Pod 1 Pod 2 Pod 3 Pod 4 Pod 5 Pod 6
VSAN 11 12 11 12 11 12
FCoE VLAN 1011 1012 1011 1012 1011 1012
VHBA used fcO fcO fcO fc0 fc0 fcO
Device-alias dcuci-c1 dcuci-c2 dcuci-c3 dcuci-c4 dcuci-c5 dcuci-c6
Boot target | 50:06:01:60: | 50:06:01:68: | 50:06:01:60: | 50:06:01:68: | 50:06:01:60: | 50:06:01:68:
WWPN 41:€0:9f:5b | 41:€0:9f:5b | 41:€0:9f:5b | 41:€0:9f:5b | 41:€0:9f:5b | 41:e0:9f:5b
Boot target 0 0 0 0 0 0
LUN
Command List
The table describes the commands used in this activity.
Command Description
show device-alias database | Displays the device-alias database
show fcns database Displays the contents of the FCNS database
show flogi database Displays information about FLOGI sessions
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Command Description

show hardware internal fc-
mac slot-number port port-
number statistics

Gives all non-zero statistics for the port

show interface brief Displays a table with interface statuses

show interface fc Displays the configuration information of a Fiber Channel
slot/port interface

show license usage Displays license usage

show vsan membership Displays VSAN membership information

show zone Displays all configured zones

show zoneset active Displays the active zoneset

Trouble Ticket

The customer would like to bootup from the SAN. The Cisco UCS C-Series server should be
able to boot ESXi from the SAN, but cannot connect to the storage array. It is your task to
figure out what is wrong and correct it.

Activity Procedure

Complete these steps:
Open a web browser and log in to the IP address of the Cisco IMC of the Cisco UCS

Step 1

Step 2

C-Series server (192.168.10.4X, where X is your pod number).
Cisco Integrated Management Controller Login - Mozilla Firefo_ﬁ@g

File Edit View History Bookmarks Tools Help
[@- scroogle ]

© C X & (ESEGEEH hiips//1921681041/loginhiml 77 -]

| L Cisco Integrated Manageme. ek

alraln i Integrated Management Controller

cisco

ms, Inc. All rights reserved

4 # B YSlow

From the Cisco Integrated Management Controller summary screen, click the Power
On Server link or Power Cycle Server in the Actions area of the screen. Click OK
when prompted to confirm powering on or power cycling the server.
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Step3  Open a KVM Console window inside the Cisco IMC and observe the boot process.
When possible, enter the boot order menu (by pressing F6).

@b Cisco Integrated Manageme...  +

CIMC Hostname: UCS-C2xx

isco Integrated Management Controlle  iooedines: admin@i0.100.4.19

Log Out

il
cisco

L L H o6

Server Summary

c

Server
L Power on Server Product Name:  UCS €200 M2
' Serial Number: QCI1422A1CH

Inventory __Y Pawer Off Server e
Sensors E

Y. shut Down Server UUID:  6A2706CD-2E6D-DF11-EBBE-!
System Event =

e (2 Bt Cucleisar BIOS Version: C200.1.2.1a.0 (Build Date: 08,

Remote Presence iy Ponet e Seos :
e Desaription: =

[0 Hard Reset Server

B Launch kv Console | (Server

@ Turn On Locator LED

(5o conges) (s vas) |

Step4  Verify that there is no option to boot from the SAN.
Step 5 Start troubleshooting.

Activity Verification
You have completed this task when you attain these results:

m  The network is operational and your Cisco UCS C-Series server successfully boots an
ESXi from the SAN.

m  The FCNS database (show fcns database) on both Nexus 5548 and MDS switches is
populated with entries from the disk array and Cisco UCS C-Series server.

m  All issues have been properly identified, documented, and resolved.
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Lab 2-2: Troubleshoot Network Connectivity

Complete this lab activity to practice what you learned in the related module.

Activity Objective

In this activity, you will troubleshoot network connectivity of the Cisco UCS C-Series server.
After completing this activity, you will be able to meet these objectives:

m  Perform trouble analysis and identify the cause of the problem
m  Resolve the issue

m  Ping the ESXi server from your student laptop

Visual Objective
The figure illustrates your lab topology.

Visual Objective for Lab 2-2: Troubleshoot Network
Connectivity
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Required Resources
These are the resources and equipment for all PODs that are required to complete this activity:
m  Six Cisco UCS C-Series servers
m  Six Cisco Nexus 5548UP switches

®  One disk array
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Job Aids

These job aids are available to help you complete the lab activity.

Management IP Addressing

Device Interface Device IP Default Gateway | Username | Password
N5548UP-L3-C1 | Mgmt0 192.168.100.1 192.168.100.254 admin NXos12345
N5548UP-L3-C2 | Mgmt0 192.168.100.2 192.168.100.254 admin NXos12345
N5548UP-C1 Mgmt0 192.168.10.91 192.168.100.254 admin NXos12345
N5548UP-C2 Mgmt0 192.168.10.92 192.168.100.254 admin NXos12345
Command List

The table describes the commands used in this activity.

Command Description

interface fc slot/port Configures a Fiber Channel interface

interface san-port-channel | Configures a SAN Port Channel interface

channel

show fcns database Displays the contents of the FCNS database

show flogi database Displays information about FLOGI sessions

show hardware internal fc- | Gives all non-zero statistics for the port

mac slot-number port port-

number statistics

show interface brief Displays a table with interface statuses

show interface fc Displays the configuration information of a Fiber Channel

slot/port interface

show license usage Displays license usage

show vsan membership Displays VSAN membership information

switchport mode mode Sets the Layer 2 interface type

switchport speed Sets the speed parameters on an interface

switchport trunk Configures trunking parameters on an interface
vsanvsan interface Adds interface to VSAN

interface

vsan database Enters the VSAN configuration mode
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Trouble Ticket

The customer is having problems with the network connectivity of the newly configured ESXi
hosts on the Cisco UCS C-Series servers. The management interface of the ESXi server is
unreachable. The customer also noticed that NICs are not presented to server in the correct
order. The management network is configured on vSwitchO with the uplink of NIC1. It is your
task to figure out what is wrong and correct it.

Activity Procedure
Complete these steps:

Step 1 Open a web browser and log in to the IP address of the Cisco IMC of your pod
Cisco UCS C-Series server (192.168.10.4X, where X is your pod number).
Cisco Integrated Management Controller Login - Mozilla Firefo)_?l@‘g

File Edit View History Bookmarks Tools Help
- c 4% Q_BLERLGRLERA hitps;//192168.10.41/loginhtml 1y - | |@ - Scroogle Al

| || Cisco Integrated Manageme... |7‘-{

Integrated Management Controller

[ECIGEER admin

c. All rights reserved.

& # B ySlow

Step 2 Open a KVM Console window inside the Cisco IMC and observe the boot process.
When possible, enter the boot order menu (by pressing F6).

i Cisco Integrated Manageme... |

IMC Hostname:  ucs-c2xx

p S Cl
11+ Cisco Integrated Management CONtrolle  tssged mos:  admin@10.100.4.19

Log Out
Overall Server Status @ S | 9 0O
am Server Summary

Server
Product Name:  UCS C200 M2
Serial Number: QCI1422A1CH E

PID:  R200-1120402W B
.3, shut Down Server UUID:  6A2706CD-2E6D-DF11-EBBE-( |
BIOS Version: C200.1.2.1a.0 (Build Date: 08, |

Summary ~ ! Power On Server
Inventory __ 3 Power Off Server
Sensors

System Event Log
Remote Presence
BIOS

£ Pawer Cycle Server

Description: E
B Hard Reset Server e =

B8 Launch kvm Console
© Turn On Locator LED

Groens) () |

Step3  Verify that there is a problem pinging your ESXi server with the IP address
10.1.99.1X, where X is your pod number.

Step 4  Start troubleshooting.

Activity Verification

B You have completed this task when you are able to ping from the ESXi SSH shell to the
default gateway 10.1.99.1X (where X is your pod number) or ping the management IP from
your student PC.
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Answer Key

The steps needed for requested activities that are described in this guide appear here.

Note Depending on your lab configuration, screenshots and printouts presented here might be
different from the actual screenshots and printouts that you have in your lab.

Lab 1-1 Answer Key: Cisco UCS Network Baseline
Documentation
Task 1: Verify Cisco UCS B-Series Equipment Using Cisco UCSM GUI

 Cisco Unified Computing System Manager - s6100
FaulbtSummary |
V /_\ A Q £ New - | [ ptions i Pending dctivities | [@ Exit b
0 14 3 8 »> BB Equipment s Chassis ] Chassis|
o Blade Servers | == service Profies | Thermal | [ Psus | @8 Fans | [ CPUs | gl Installed Firmuware | R63 Decommissioned | 7, Fauls | 7 Events |

Equipment | servers | Lan | san | v | Admin |
&, Filer | = Export | 52 Print
Wame | ChasssID | PID |  Model | Userlabel | Cores
|z Sorvers |t |Weo-Bo6ze-1 [CiscoUCS B | ls

Filter: Al ~
[CoresEnsbied] Memory | Adspters | NMics | HeAs 9]
|

e 23 l2 2 -

T Fabric Interconnects

]

| L'_I
Saye Changes Reset yalies.

‘System Time: 2012-09-12T23:15

|@ Logged in a5 admin@192. 168.10.200 |
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CET A ET

Connection Details

| Matherboard | cimc | cpus | Memory | Adapters | HBAs | NICs | 1551 vNICs | Storage

BIOS Settings
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d Computing System Manags

[=]

Fault Summary
@ YV A Q B3 New - | [ Options (i) pending Activties | [B] Ext ufs
0 14 3 8 >> 58 Equipment * &4 Chassis » & Chassis 1 * T 10 Modules T 10 Modules|
0
Equipment | servers | Lan | 5am | v | Admin |
o m = 1) =) | &, Fiker | = Export | Print
Hame [ vendor | Model IFRole | IFTyps | OverslStatus | Type | Transport [19]
5 £+ 10 Madule | Cisco Systems [nc N2O-IES84  Cisco LICS 2104%P -
= ﬁ Equipment =il Backplane Ports
=) Chassis i il Backplane Port 11 Server Physical T Up Lan Dee
-8 Chassis 1 i il Backplane Port 12 Server Physical T Up Lan Dee
iv=if] Backplane Port 1/3 Server Physical & Link Down Lan Dee
=il Backplane Port Lj4 Server Fhysical & LinkDown  Lan Dee
o Servers &l Fabric Ports
[} Rack-Mounts +-=illl Fabric Port 11 Hetwark  Physical T up Lan Dee
3= = —fll Fabric Port 12 Mebwork  Physical t Up Lan Des
% Servers =T 10 Module 2 Ciseo Systems Ine~ N20-16584  Cisco UCS 21044P
(=18 Fabric Interconnects 2l Backplane Ports
=138 Fabric Interconnect A (primary) =] Backplane Port 2(1 Server  Physical T Up Lan Dee
e o =4l Backplane Fort 212 Sever  Physcal T Up ln  Dee
s + 4l Backplane Port 213 Sever  Physcal U lnkDown L Dee
PsUs =il Backplane Port 214 Server physical ¥ LinkDown  Lan Dee
-1 Fabric Interconnect B {subordinate) =il Fabric Ports
5 Fixed Module =il Fabric Port 21 Metwork  Physical T up Lan Dee
1 Expansion Module 2 =il Fabric Port 22 Mebwork  Physical Tt Up Lan Dee
Fans
PSUs
Saye Changes. Reset Values.
|@ Logged in as admin@®192.168.10.200 ‘ ‘ | | |5y5tem Time: 2012-09-13700:08

m  BIOS firmware version: S5500.2.0.1a.0.081120111606

m  Cisco IMC running version: 2.0(1q)

®  Number of CPUs and type: Two Intel(R) Xeon(R) E5520
m  CPU speed: 2.266

m  Number of cores per CPU: Four

®  Number of memory DIMMs and total memory capacity: Two 4-GB, 8-GB

m  Number and type of adapters: N20-AC0002
m  [O Module number and model: Cisco UCS 2104XP

Task 2: Verify Cisco UCS C-Series Equipment Using Cisco CIMC

o Integrated Management Contraller WebUI - Windows Internet Explorer

@,.v https: {192, 168.10,43{inde bkl || corteateEner | 49| X | [ 000

o Favores bl Cisen Inkeqrated Management Controller Webll | |

€200-M2-3
admin@192.168.70.151

Log Out

Overall Server Status
oderate Fault
Server Summary

Product Marme: UCS C200 M1
Serial Number:  QECT13489021

Inventory % Power Off Server

L PID R200-1120402

Summary —LPawer On Server

Sensors ¥
== #Shut Down Server UUID:  235F603E-04DF-DE11-08B8-C47D4F7CABSC
Systemn Event Log
1 Pawer Cycle Server BIOS Version: C€200.1.4.3.0 (Build Date: 03/29/2012)
Remote Presence

BIOS Hard Reset Server Description: ‘ucs c3

Pawer Palicies B Launch KUM Cansale

Fault Summary

Server Stats
@ Turn off Locator LED Power State:  © On
Overall Server Status:  /\ Moderate Fault
Processors: |54 Good
Memary: |54 Good
Power Supplies: W/ Fault

Locator LED: () On

Cisco Integrated Management Contreller (CIMC) Information
Hostname: C200-M2-3
1P Address:  192.168.10.43
MAC Address: C4:7D:dF:7C:A8:5C
Firmware Version:  1,4(3k)

Current Time (UTC}:  Thu Sep 13 02:30:55 2012

Save Changes | |Reset Values

Done [T 3 e [ mtemet

[“a = [Haogx [-] ~
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G~

. Favorites i Cisco Integrated Management Controller Webll | |

]| cortficate Ervar | 42| x| [@ 800 p-

Overall Server Status.

€200-M2-3
admin@

/\ Maderate Fault

Server

Summary
Inventory
Sensers

System Event Lag
Remote Presence
BIOS

Power Policies

Fault Summary

Inventory

sy
cPUs | wmemory | Powersupplies | Metwork adapters | Storage | PCI adapters |

CPUL

Socket Nams:  CPUL
Status:  Enabled
speed(Mhz): 2266
Nurnber of Cores: 4

Number of Threads: 8

wendor:  Intel(R) Corporation
Farnily:  Xeon
version:  Intel(R) Xeon(R) CPU E5520 @ 2.27GHz

signature:  Type 0, Family 6, Model 26, Stepping 5

CPUZ
Socket Name:  CPUZ

Speed{Mhzl:  NSA
Number of Cores: N/A

Mumnber of Threads:  N/A

Status:  Unpopulated Family: NfA

wendor:  NJA

Version:  N/A

Signature:  NSA

Save Changes

[ [ & |@ ntemet

FE c 4

isco Integrated Management Controller WebU!

indows Internet Explorer

(€19

i https:/[192,168.10,43 indesx bt

¢ Favorites it Cisco Integrated Managemert Controller WeblT | |

=11 corteateerar || 42| X [ ang

alialn e g
Clegs Cisco

Overall Server Status

€200-M2-3
admin@192.168.70.151
Log Out

/\ Moderate Fault

Server

Adapter Cards

cPUs | Memory | Power Supplies | Metwork Adapters | ctorage | PCI Adapters

Summary
Inventory
Sensors

System Event Log
Remate Presence
BIOS

Power Policies

Fault Summary

Adapter Card

PCI Slot Product Name:

Serial Number Product ID Vendor CIMC Managernent Enabled

Adapter Card 1

General | ynics | WM FEKs

vHBAS

Actions
8¢ Modify adapter Properties
@. Export Configuration

3
e [mport Corfiguration

v [nstall Firmuare

e Activate Firmmwars

Reset To Defaults

Adapter Card Prop
PCISlot: 1
Vendor: Cisco Systems Inc
Product Nams: UGS YIC PBIE
Product ID:  N2XX-ACPCIOL
QCI1523A80%
¥o1

Serial Number:

version I

Hardware Revision:

CIMC Management Enabled:
Configuration Pending:

Deseription: [

Save Changes | | Reset Values

Dane

[ [ [ [@ meemet
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£~ Cisco Integrated Management Controller WebUI - Windows Internet Explorer _[O]x]
G- e coemeinar || x| o0 2]
¢ Favorites 0 Cisco Intearated Management Controller WeblT

R £200-M2-3

.ICIIISIéIQh Cisco Integrated Management Controller . 2 0. 70,151
Qut

o,

A

server | Admin |

Summary
Tnventary
Sensors

System Event Log
Remate Presence
BIOS

Pawer Palicies

Fault Surmmary

[T 3 e @ mntemet [Va - [Faome »

/2 Cisco Integrated Management Controller WebUI - Windows Internet Explorer =]
G~ e x] cenkmscr 4] | [ 2|

.7 Fawortes % Cisco Integrated Management Controller WeblT

C200-M2-3

—
"cll's"':lu" Cisco Integrated Management Controller e 192.1

A

server | admin |

Summary

Inventory
Sensors

Systam Event Log
Rernote Presence
BIOS

Power Policiss

Fault Summary

[pone T [T @ Treemet
m  Number of CPUs, speed, and number of cores: Two E5506 @ 2.13GHz
®  Number of DIMMs and total amount of memory: Two 4-GB, 8-GB

[va - [®0we - 4

m  Number of power supplies and current state of power inputs: One
m  Number and type of network adapters: UCS VIC PS1E

m  Local storage information: LSI MegaRAID SAS 9260-41

®  Number and type of PCI adapters: 2, LSI MegaRAID, UCS VIC

®  Examine and write down server BIOS version and configuration: 200.1.4.3h.0 (Build Date:
07/18/2012)

m  Examine and write down server fault status: No faults
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Task 3: Examine LAN and SAN Network Topology

~ Cisco Unified Computing System Manager - s6100 —[Olx]
~Fault
'v A A Q B Mew = | [ Options () pending Activities | [ Ext e
0 14 3 & >> 5B Equipment * EE Fabric Interconnects Fabric Interconnects|
e 2 Fabric Interconnects | s 10 Maduies | 7 Thermal | B8 Power | B Fans | el Installed Firmware | 7, Fauks | 7 Everts | &8 Performance
quip Servers | LAN | SAN | ¥ | Admin | ]
Filter: 4l - 14 (=) | Filter | = Export | gz Print
= Name [ Address [ WRok | TfTyme | GverallStatus | Administrative State |15
=
=il Appliance Ports. -l
5 &E Equpment -l FCoE Storage Farts
=5 *E“/ ;"‘:SCS: - -4l Manitoring Ethernet Ports
) Chassis

=il Manitoring FC Parts

Fans
10 Modules =il Server Ports
B Psus =il Storage FC Ports
e SETVETS =il Uncorfigured Ethernet Parts
=5 Rack-Mounts =il Uplink Ethernet Ports
e =3+~ Uplink FC Ports

&3P Servers Ll FC Port 1 20:41:00:00:EC:E1:33:C0 Netwark. Physical T up + Enabled
g

cts
— - FCPortz 20:42:00:00:EC:EL:33:C0 Network. P | Uy Enabled
)-8 Fabric Inkerconnect A (primary) I Fc For ietwiort tysical T Up 1 Enable

= Fixed Mocls sl FCPart 3 20:43:00:00:EC/EL33CO Netwark. Physical W sfohat Present ¥ Disabled
M Expansion Module 2 =l FCPort 4 Network. Physical 7 stphiot Present ¥ Disabled
Fans =l FCPort s Network. Phyysical W sfpMot Presert ¥ Disabled
ﬁ PaUs ol FCParts Nebyork. Physical 7 sfphot Present ¥ Disabled
[=-EER Fabric Interconnect B (subardinate) =l FCPort 7 Netwwork. Physical 7 sfphot Present & Disabled
8 Fived Module L=l FC Port & Network. Physical 7 sfpMot Presert ¥ Disabled
Expansion Module 2 Fabric Interconnect B (subordinate)
a e 2 Fixed Module
il Appliance Ports
=l FCoE Storage Ports
=l Menitaring Ethernet Forts
=il Monitoring FC Ports
=l Server Ports
beifl Port 1 00:0D4ECIEL32:CE Server Physical tup 1 Ensbled
~—fl Part 2 00:0D:EC:EL:32:C9 Server Physical Tt Up 1 Enabled
-~ storage FC Ports
=il Unconfigured Ethernet Ports:
il Part 3 00:0DECIEL32iCA Uncarfigured  Physical 4 Admin Down ¥ Disabled
[ (ODECEL32:CB Uncorfigured  Physical 7 Failed ¥ Disabled
Ll Port s ODECELI3ZICC Uncorfigured  Physical 7 sfphot Present ¥ Disabled
roifl Part & {ODECELIIZICD Uncorfigured  Physical W sfohat Present ¥ Disabled
il Port 7 00:0D:ECEL:32:CE Unconfigured  Physical W sfphiot Presert & Disabled
=l Dok 401 A ARFe R 3% 0 |incanfionwed — Dhucical | TF Fn Mot Pracent A icshlad L‘
Save Changes. Reset Values
[ Logged in as admin@192.16.10.200 [ System Time: 2012-09-15T00:17

Step 1 Log in to Fabric Interconnect A (192.168.10.101) with PuTTY client and get the
information about the connected devices with the show cdp neighbors command
and fill the table in Step 8.

s6100-A#fconnect nxos a

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2011, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license. Certain components of this software are licensed under
the GNU General Public License (GPL) version 2.0 or the GNU
Lesser General Public License (LGPL) Version 2.1. A copy of each
such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://www.opensource.org/licenses/lgpl-2.1.php

s6100-A (nxos) #show cdp neighbors

Capability Codes: R - Router, T - Trans-Bridge, B - Source-Route-Bridge
S - Switch, H - Host, I - IGMP, r - Repeater,

V - VoIP-Phone, D - Remotely-Managed-Device,

s - Supports-STP-Dispute

Device ID Local Intrfce Hldtme Capability Platform Port ID
N5548UP-L3-C1(SSI16010PVG) Ethl/1 173 RS Is N5K-C5548UPEthl/1
N5548UP-L3-C1(SSI16010PVG) Ethl/2 173 RS Is N5K-C5548UP Ethl/2
N5548UP-L3-C1(SSI16010PVG) Ethl/3 173 RS Is N5K-C5548UP Ethl/3
N5548UP-L3-C1(SSI16010PVG) Ethl/4 173 RS Is N5K-C5548UP Ethl/4
N5548UP-L3-C1(SSI16010PVG) Ethl/5 173 RS Is N5K-C5548UP Ethl/5
N5548UP-L3-C1(SSI16010PVG) Ethl/6 173 RS Is N5K-C5548UP Ethl/6
N5548UP-L3-C1(SSI16010PVG) Ethl/7 173 RS Is N5K-C5548UP Ethl/7
N5548UP-L3-C1(SSI16010PVG) Ethl/8 173 RS Is N5K-C5548UP Ethl/8
N5548UP-L3-C1(SSI16010PVG) Ethl1/19 173 RS Is N5K-C5548UP Ethl/9
N5548UP-L3-C2(SSI16010Q23) Ethl/20 173 RS Is N5K-C5548UP Ethl/10
s6100-A#fconnect nxos b
Cisco Nexus Operating System (NX-0S) Software
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TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2011, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license. Certain components of this software are licensed under
the GNU General Public License (GPL) version 2.0 or the GNU
Lesser General Public License (LGPL) Version 2.1. A copy of each
such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://www.opensource.org/licenses/lgpl-2.1.php

s6100-A (nxos) #show cdp neighbors

Capability Codes: R - Router, T - Trans-Bridge, B - Source-Route-Bridge
S - Switch, H - Host, I - IGMP, r - Repeater,

V - VoIP-Phone, D - Remotely-Managed-Device,

s - Supports-STP-Dispute

Device ID Local Intrfce Hldtme Capability Platform Port ID
N5548UP-L3-C2(SSI16010023) Ethl/1 173 RSISs N5K-C5548UP  Ethl/1
N5548UP-L3-C2(SSI16010Q23) Ethl/2 173 RS Is N5K-C5548UP Ethl/2
N5548UP-L3-C2(SSI160100Q23) Ethl/3 173 RS Is N5K-C5548UP Ethl/3
N5548UP-L3-C2(SSI16010Q23) Ethl/4 173 RS Is N5K-C5548UP Ethl/4
N5548UP-L3-C2(SSI16010Q23) Ethl/5 173 RS Is N5K-C5548UP Ethl/5
N5548UP-L3-C2(SSI16010Q23) Ethl/6 173 RS Is N5K-C5548UP Ethl/é
N5548UP-L3-C2(SSI160100Q23) Ethl/7 173 RS Is N5K-C5548UP Ethl/7
N5548UP-L3-C2(SSI16010Q23) Ethl/8 173 RS Is N5K-C5548UP Ethl/8
N5548UP-L3-C2(SSI16010Q23) Ethl1/19 173 RS Is N5K-C5548UP Ethl/9
N5548UP-L3-C1(SSI16010PVG) Ethl/20 173 RS Is N5K-C5548UP Ethl/10

Step2  Display the running version of the Fabric Interconnect.

s6100-A (nxos) #show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2011, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained herein are owned by
other third parties and are used and distributed under license.
Some parts of this software are covered under the GNU Public
License. A copy of the license is available at
http://www.gnu.org/licenses/gpl.html.

Software
BIOS: version 1.5.0
loader: version N/A
kickstart: version 5.0(3)N2(2.1q)
system: version 5.0(3)N2(2.1q)
power-seq: Module 1: version v1.2
BIOS compile time: 11/30/10

kickstart image file is: bootflash:/installables/switch/ucs-6100-k9-
kickstart.5.0.3.N2.2.1qg.bin
kickstart compile time: 10/13/2011 22:00:00 [10/14/2011 07:50:42]

system image file is: bootflash:/installables/switch/ucs-6100-k9-
system.5.0.3.N2.2.1g.bin

system compile time: 10/13/2011 22:00:00 [10/14/2011 09:53:32]
Hardware

cisco UCS 6100 Series Fabric Interconnect ("20x10GE/Supervisor")

Intel (R) Celeron(R) M CPU with 3633996 kB of memory.

Processor Board ID JAF1339AKET

Device name: s6100-A
bootflash: 15728640 kB

Kernel uptime is 309 day(s), 12 hour(s), 47 minute(s), 45 second(s)

Last reset at 530086 usecs after Tue Nov 8 12:06:50 2011
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Reason: Reset Requested by CLI command reload
System version: 5.0(3)N2(2.1q)
Service:

plugin

Core Plugin, Ethernet Plugin, Fc Plugin, Virtualization Plugin

Step3  Display installed modules in the Fabric Interconnect.

$6100-A (nxos) #show module

Mod Ports Module-Type Model

1 20 20x10GE/Supervisor N10-S6100-SUP
2 8 8x1/2/4G FC Module N10-E0080

Mod Sw Hw World-Wide-Name (s) (WWN)

1 5.0(3)N2(2.1q) 1.2 --

2 5.0(3)N2(2.1q) 1.0 20:41:00:0d:ec:e1:33:c0 to
20:48:00:0d:ec:el1:33:¢c0

Mod MAC-Address (es) Serial-Num

1 000d.ecel.33c8 to 000d.ecel.33ef JAF1339AKET
2 000d.ecel.33f0 to 000d.ecel.33f7 JAF1337AKPR

Step4  Display FEX details.

s$6100-A (nxos) #show fex detail
FEX: 1 Description: FEX0001 state: Online

FEX version: 5.0(3)N2(2.1qg) [Switch version: 5.0(3)N2(2.1q)]

FEX Interim version: 5.0(3)N2(2.1q)
Switch Interim version: 5.0(3)N2(2.1q)
Chassis Model: N20-C6508, Chassis Serial: FOX1334G68T
Extender Model: N20-I6584, Extender Serial: QCI133400A4
Part No: 73-11623-05
Card Id: 67, Mac Addr: 00:26:51:08:de:04, Num Macs: 10
Module Sw Gen: 12594 [Switch Sw Gen: 21]
post level: complete
pinning-mode: static Max-links: 1
Fabric port for control traffic: Ethl/1
Fabric interface state:
Ethl/1 - Interface Up. State: Active
Ethl/2 - Interface Up. State: Active

Fex Port State Fabric Port
Ethl/1/1 Up Ethl/1
Ethl/1/2 Up Ethl/2
Ethl/1/3 Down Ethl/1
Ethl/1/4 Down Ethl/2
Ethl/1/5 Down None
Ethl/1/6 Down None
Ethl/1/7 Down None
Ethl/1/8 Down None
Ethl/1/9 Up Ethl/2

Logs:

09/11/2012 10:19:19.442586: Module register received
09/11/2012 10:19:19.443887: Registration response sent
09/11/2012 10:19:19.676322: Module Online Sequence
09/11/2012 10:19:24.974421: Module Online
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Step 5

Display interface brief.

s6100-A (nxos) #show interface brief

Interface Vsan Admin Admin Status SFP Oper Oper Port

Mode Trunk Mode Speed Channel

Mode (Gbps)
fc2/1 11 NP off up swl NP 2 1
fc2/2 11 NP off up swl NP 2 1
fc2/3 11 NP off sfpAbsent -- -- -
fc2/4 11 NP off sfpAbsent -- -- --
fc2/5 11 NP off sfpAbsent -- -- --
fc2/6 11 NP off sfpAbsent -- -- --
fc2/7 11 NP off sfpAbsent -- -- --
fc2/8 11 NP off sfpAbsent -- -- --
Ethernet VLAN Type Mode Status Reason Speed
Port
Interface Ch #
Ethl/1 1 eth fabric up none 10G (D) --
Ethl/2 1 eth fabric up none 10G (D) --
Eth1l/3 1 eth access down SFP not inserted 10G (D) --
Ethl/4 1 eth access down SFP not inserted 10G(D) --
Ethl/5 1 eth access down SFP not inserted 10G (D) --
Ethl/6 1 eth access down SFP not inserted 10G (D) --
Ethl/7 1 eth access down SFP not inserted 10G (D) --
Ethl/8 1 eth trunk up none 1000(D) --
Ethl/9 1 eth trunk down SFP not inserted 10G (D) --
Ethl/10 1 eth access down SFP not inserted 10G(D) --
Ethl/11 1 eth access down SFP not inserted 10G (D) --
Ethl/12 1 eth access down SFP not inserted 10G(D) --
Ethl/13 1 eth access down SFP not inserted 10G (D) --
Ethl/14 1 eth access down SFP not inserted 10G(D) --
Ethl/15 1 eth access down SFP not inserted 10G (D) --
Ethl/16 1 eth access down SFP not inserted 10G(D) --
Ethl/17 1 eth access down SFP not inserted 10G (D) --
Ethl/18 1 eth access down SFP not inserted 10G(D) --
Ethl/19 1 eth trunk wup none 10G (D) --
Ethl/20 1 eth trunk up none 10G (D) --
Interface Vsan Admin Status Oper Oper IP
Trunk Mode Speed Address
Mode (Gbps
san-port-channel 1 11 off up NP 4 --
Port VRF Status IP Address Speed MTU
mgmt0 -- down 192.168.10.101 100 1500
Vethernet VLAN Type Mode Status Reason Speed
Vethl553 1 eth trunk down nonPartcipating auto
Vethl576 1 eth trunk down nonPartcipating auto
Veth9747 1011 eth access down nonPartcipating auto
Veth9770 1011 eth access down nonPartcipating auto
Veth32770 1 eth access down nonPartcipating auto
Interface Vsan Admin Admin Status SFP Oper Oper Port
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Mode Trunk Mode Speed Channel

Mode (Gbps)
vEcl555 11 F on BoundIfDown -- -- --
vEcl578 11 F on BoundIfDown -- -- --
Ethernet VLAN Type Mode Status Reason Speed
Port
Interface Ch #
Ethl/1/1 1 eth wvntag up none 10G (D) --
Ethl/1/2 1 eth wvntag up none 10G (D) --
Ethl/1/3 1 eth vntag down Link not connected 10G(D) --
Ethl/1/4 1 eth vntag down Link not connected 10G (D) --
Ethl/1/5 1 eth access down Administratively down 10G (D) --
Ethl/1/6 1 eth access down Administratively down 10G (D) --
Ethl/1/7 1 eth access down Administratively down 10G (D) --
Ethl/1/8 1 eth access down Administratively down 10G (D) --
Ethl/1/9 4044 eth trunk wup none 10G(D) --

Step 6 Connect to local-mgmt.

s6100-A (nxos) #fexit

s6100-A#fconnect local-mgmt

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2011, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license. Certain components of this software are licensed under
the GNU General Public License (GPL) version 2.0 or the GNU
Lesser General Public License (LGPL) Version 2.1. A copy of each
such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://www.opensource.org/licenses/lgpl-2.1.php

s6100-A(local-mgmt) #show cluster extended-state
Cluster Id: 0x98adfd5209fallel-0xb823000decel33c4

Start time: Tue Nov 8 12:57:27 2011
Last election time: Tue Nov 8 12:58:05 2011

A: UP, PRIMARY
B: UP, SUBORDINATE

A: memb state UP, lead state PRIMARY, mgmt services state: UP
B: memb state UP, lead state SUBORDINATE, mgmt services state: UP
heartbeat state PRIMARY OK

INTERNAL NETWORK INTERFACES:

ethl, UP
eth2, UP
HA READY

Detailed state of the device selected for HA storage:
Chassis 1, serial: FOX1334G68T, state: active
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Step 7  Display the license.

s6100-A(local-mgmt) #exit

s6100-Affscope license

$6100-A /license #show usage

Feat Name
Peer Count Comparison

ETH_PORT_ACTIVATION_ PKG

Matching

ETH_PORT_ACTIVATION_PKG

Matching

Scope Default Total Quant Used Quant State
Grace Used

6 License Ok

6 License Ok

Step 8 Log in to all Cisco Nexus N5548 Fabric Interconnects and issue a show cdp
neighbors command. From the output, you can populate the table. Log in to the
MDS switches and check the connected devices with the show flogi database
command. From the Fabric Interconnect, you already have the Cisco Discovery
Protocol neighbors.

N5548UP-L3-C1l# show cdp neighbors

Capability Codes: R
Bridge
S

Device-ID
S6100-A(SSI13360G3X)
S6100-A(SSI13360G3X)
S6100-A(SSI13360G3X)
S6100-A(SSI13360G3X)
S6100-A(SSI13360G3X)
Ss6100-A(SSI13360G3X)
S6100-A(SSI13360G3X)
S6100-A(SSI13360G3X)
s6100-A(SSI13360G3X)
$6100-B(SSI13360G1W)
N5548UP-C1

N5548UP-C2

N5548UP-L3-C2
N5548UP-L3-C2

N5548UP-L3-C2# show

Router,

Switch,

T - Trans-Bridge, B

H - Host,
VoIP-Phone,

I

Supports-STP-Dispute

Ethil/1
Ethl/2
Ethl/3
Ethl/4
Ethl/5
Ethl/6
Ethl/7
Ethl/8
Eth1/19
Eth1/19
Ethl/11
Ethl/12
Ethl/20
Ethl/21

141
141
141
141
141
141
141
141
141
141
141
141
141
141

cdp neighbors

S I

n n O W B O 0 nh 0 n 0 n n
H H H H H H H H H H H H H

S

n n n n N 0 n n n n n n n

IGMP,

Local Intrfce Hldtme Capability

- Source-Route-

r - Repeater,

Platform

N10-S6100
N10-S6100
N10-S6100
N10-S6100
N10-S6100
N10-S6100
N10-S6100
N10-S6100
N10-S6100
N10-S6100

D - Remotely-Managed-Device,

Port ID
Ethl/1
Ethl/2
Eth1/3
Ethl/4
Ethl/5
Ethl/6
Ethl/7
Ethl/8
Ethl/9
Ethl/10

N5K-C5548UP Ethl/11
N5K-C5548UP Ethl/12
N5K-C5548UP Ethl/20
N5K-C5548UP Ethl/21

Capability Codes: R - Router, T - Trans-Bridge, B - Source-Route-
Bridge
S - Switch, H - Host, I - IGMP, r - Repeater,
- VoIP-Phone, D - Remotely-Managed-Device,
S - Supports-STP-Dispute
Device-ID Local Intrfce Hldtme Capability Platform Port ID
S6100-B(SSI13360G1W) Ethl/1 141 S Is N10-S6100 Ethl/1
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$6100-B(SSI13360G1W) Ethl/2 141 S Is N10-S6100 Ethl/2
S6100-B(SSI13360G1W) Ethl/3 141 S Is N10-S6100 Eth1/3
s6100-B(SSI13360G1W) Ethl/4 141 S I s N10-S6100 Ethl/4
$6100-B(SSI13360G1W) Ethl/5 141 S Is N10-S6100 Ethl/5
S6100-B(SSI13360G1lW) Ethl/6 141 S Is N10-S6100 Ethl/6
s6100-B(SSI13360G1W) Ethl/7 141 S I s N10-S6100 Ethl/7
S6100-B(SSI13360G1W) Ethl/8 141 S Is N10-86100 Ethl/8
$6100-B(SSI13360G1W) Ethl1/20 141 S Is N10-S6100 Ethl/9
S6100-A(SSI13360G3X) Ethl/20 141 S Is N10-S6100 Eth1/10
N5548UP-C1 Ethl/11 141 S I s N5K-C5548UP Ethl/11
N5548UP-C2 Ethl/12 141 S I s N5K-C5548UP Ethl/12
N5548UP-L3-C1 Ethl/20 141 S I s N5K-C5548UP Ethl/20
N5548UP-L3-C1 Ethl/21 141 S I s N5K-C5548UP Ethl/21
M9124-1# sh flogi database
INTERFACE VSAN FCID PORT NAME NODE NAME
fcl/ 11 0xee0000 50:06:01:60:41:e0:9f:5b 50:06:01:60:cl1:e0:9f:5b
[CX3-SPA]
fcl/8 11 0xee0500 50:06:01:69:41:e0:9f:5b 50:06:01:60:cl1:e0:9f:5b
[CX3-SPB-1]
pol 11 0xee0100 24:01:00:0d:ec:el1:33:c0 20:0b:00:0d:ec:el:33:cl
Total number of flogi = 3.
M9124-2# sh flogi database
INTERFACE VSAN FCID PORT NAME NODE NAME
fcl/7 12 0xee0100 50:06:01:68:41:e0:9f:5b 50:06:01:60:cl1:e0:9f:5b
[CX3-SPB]
fcl/8 12 0xee0000 50:06:01:61:41:e0:9f:5b 50:06:01:60:c1l:e0:9f:5b
[CX3-SPA]
po2 12 0xee0300 24:02:00:0d:ec:e1:32:c0 20:0c:00:0d:ec:el:32:cl
Device Interfaces Comment
FI-A Eth1/1-8, Connection to N5548UP-L3-C1
Eth1/19
FI-A Eth1/20 Connection to N5548UP-L3-C2
FI-A fc2/1-2 Connection to MDS9214-1
FI-A - Connection to MDS9214-2
FI-A eth1/10-11 | Connection to UCS chassis 5108
FI-B Eth1/19 Connection to N5548UP-L3-C1
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Device Interfaces Comment
FI-B Eth1/1-8, Connection to N5548UP-L3-C2
Eth1/20
FI-B - Connection to MDS9214-1
FI-B fc2/1-2 Connection to MDS9214-2
FI-B eth1/10-11 | Connection to UCS chassis 5108
N5548UP-L3-C1 | Eth1/20-21 | Connection to N5548UP-L3-C2
N5548UP-L3-C1 Eth1/11 Connection to N5548UP-C1
N5548UP-L3-C1 Eth1/12 Connection to N5548UP-C2
N5548UP-L3-C2 | Eth1/20-21 | Connection to N5548UP-L3-C1
N5548UP-L3-C2 Eth1/11 Connection to N5548UP-C1
N5548UP-L3-C2 Eth1/12 Connection to N5548UP-C2
N5548UP-C1 Eth1/1 Connection to UCS C server 1
N5548UP-C1 Eth1/2 Connection to UCS C server 2
N5548UP-C1 Eth1/3 Connection to UCS C server 3
N5548UP-C1 Eth1/4 Connection to UCS C server 4
N5548UP-C1 Eth1/5 Connection to UCS C server 5
N5548UP-C1 Eth1/6 Connection to UCS C server 6
N5548UP-C1 fc1/30-31 Connection to MDS9214-1
N5548UP-C2 Eth1/1 Connection to UCS C server 1
N5548UP-C2 Eth1/2 Connection to UCS C server 2
N5548UP-C2 Eth1/3 Connection to UCS C server 3
N5548UP-C2 Eth1/4 Connection to UCS C server 4
N5548UP-C2 Eth1/5 Connection to UCS C server 5
N5548UP-C2 Eth1/6 Connection to UCS C server 6
N5548UP-C2 fc1/30-31 Connection to MDS9214-2
MDS9214-1 fc1/7-8 Connection to Storage Array
MDS9214-2 fc1/7-8 Connection to Storage Array
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Lab 1-2 Answer Key: Cisco UCS Management and Service
Profile Deployment

When you complete this activity, your solution will be similar to the results here, with
differences that are specific to your device or workgroup:

Step 1 Create a service profile from the template. The example is for Pod 1.

T e JETVILE FTLTIE

= f;:ViCE Profils Templates ~ Create Service Profiles From Template E|
=) root
= ?‘I:"Qb-gcragzamns Create Service Profiles From Template
- &8 Sub-Organizations

=3, DCUCT
_c°:°1 Sub-Organizations Maming PreFix:(SpPDDl
= &3, PODI

Number: |1
)

H +| Service Template sptPOD2
c‘:’a Sub-Organizations
--|£% POD3
- - Service Template sptPOD3
Aﬁ)‘ Sub-Organizations
=-L¢% POD4
+- || Service Template sptPOD4
. &% Sub-Crganizations

Step2  When the service profile is created, you receive the following error.

Fault Summary

(X) \/ A A

0 1 0 3
Status

cwerall Status: % Config Failure

Status Details

Desired Power State: # Up
Assoc State: & Unassociated

Assigned State: ¥ Unassigned

Configuration Errar: There are not enough resources
overall
UUID address assignment failed,
possibly illegal UUID or no
available UUID in the pool

Mote: The “Desired Power State” is the
Power State of the server set via UCSM.
It may be therefore different from the
actual value. For the actual server power
state click the "server Details" Tab
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Step3  To resolve the issue with the UUID, go to the service profile template, sptPODX, by
navigating to Service profile templates > Sub-organizations > DCUCT > PODX, and
choose Change UUID. The example is for Pod 1.

=, rook
=- &, Sub-Organizations
= g8, DCUCT
E‘a’i‘a Sub-Crganizations
=48, PODL

Al 505 wMICs
=1l vHE&s

L. % Sub-Organization

(e SErvers El Create a Clone
=5 Service Profiles
= [Al Service Profile Templates --q__EH

=R T |service Template sptPODL

==
= Associate with Server Pool

g Change Maintenance Policy
ﬂ Change ULID

Step4 A Change UUID window will pop up. In the UUID Assignment, choose upPODx or
type UUID manual. The example is for POD1.

» Change UUID
Change UUID

UuID

UID Assignment:  [Malss]eiNgNaN]

The UUID will be
The available/tak

Pools
default(0f0)

Hardware Default

Select (pool defaulk used by default)

[ (9] 4 H Cancel

m  UUID addresses (replace X with your pod number).

UUID Prefix

UUID Suffix

010025b5-0003-4100

0001-0000b200e20X

Step 5
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Step 6  Associate the service profile with blade X (where X is your pod number). The

example is for PODI1.
Eap 5
%’_%V:;me Profiles + Associate Service Profile
B 4%, root . . -
2, Sub-Orgenizstions Associate Service Profile
= Select an existing server pool or a previously-discovered server by name, or rmanually specify
[=i+8%, Sub-Organizations a custom server by entering its chassis and slat ID. If no server currently exists at that
g5 PODL location, the systemn waits until one is discovered
D11
=l 15CSI vMICs

-~ vHBAS
=il vNICs
3, Sub-Organizations

[ 2e PODZ

g3, PODS

[-&s PODYG Select existing Server -
[ . Service Profile Templates
(- =} Policies

- 63 Pools ®)
- 3 Schedules

Select | ChassisTD | Slot | RackID | Pracs | Memory
1 2 519z
2 2 5192
3 z G192
4 2 5192

Step7  When you try to associate the service profile, the following warning appears. Read
the warning and click No.

Associate Senvice Profile

/N
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Step8  The service profile cannot derive the WWPN. The problem is on the first HBA,
which is created from the vHBA template. Under the SAN tab, go to Policies > Sub
organizations > POD1 > vHBA Templates, and select HBA template htSAN-
PODX-A. In the WWN pool, select wppPODx-HBA-a or enter the WWPN. The

example is for PODI.

s

wHBA template For SAM Fabric &

OLN®

=nat set=
<nak sk =

iy PR-pool- 1
wppPOD1-HEA-3 n

wppP OO 1-HBA-b

m WWPN values (replace X with your pod number):

HBA WWPN Pool

HBA-a 20:00:00:25:B5:A1:50:BX

HBA-b 20:00:00:25:B5:B1:50:BX

Step9  Try to associate the blade. The association is successful.

@

Status Details

Desired Power State: + Up
Assoc State: G Associating

Azsigned State: + Assigned

Mote: The “Desired Power State" is the
Power State of the server set via UCSM.
It may be therefore different from the
actual value. For the actual server power
state click the "Server Details™ Tab
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Step 10

To resolve the issue with automatic reboot of the server when some changes are

made in the service profile template, you need to set the Maintenance Policy, located

in the Server tab. Navigate to Server > Policies > root > Sub-organizations >
DCUCT > PODI1 > Maintenance Policy, and change it to UserAck.

i i L]
I‘H'llzwrn
Adtions Propesties 5y
3 Delete Matre: Lk

E Show Fokey Usage Dum:l_.ll.hruckmﬂh{

mm:'ommw

(o) (oo ] [emne ) (e )

w

» Change Maintenance Policy

Maintenance Palicy:

Mame: UserAck

Descripkion:
Rehnnt Prlicy: 1ser Ark

Step 11  Apply the Maintenance Policy on the service profile template.
General l Storage | Metwork | iSCSI wNICs | Boat ©
Equipment | SErvers ] LAM | SAM | ¥M | Admin
Actions
Filter: &l -
== ) .
i+ =) | l’*g Create Service Profiles From Template
[l Servers E Create a Clone
=5 Service Profiles i
= Service Profile Templates =g
= "Q:Q‘ root L =pm| Associate with Server Pool
E‘"a’i‘a Sub-Crganizations
E‘.r‘i’n DEUCT Change Maintenance Policy
E}--Aﬁikh Sub-Organizations ; .
-5, PODI : Change LIC:
e 2 Template 5
=l iS5 wNICs
=il vHBAs
-l vHBA HEé-3

H Create Maintenance Policy

[ ok H Cancel

Step 12 To resolve the issue with accessing the KVM console, you will have to change

management [P addresses. Under the Admin tab, go to Communication
Management > Management IP Pool and on the right side, under IP Addresses,
search for your assigned management pool.

General | 1P AddrEsses | 1p Blocks | Everts

ﬂ Filker | = Export ‘ L"f& Prink

1P Address | Subnet

Defaulk Gateway | Assigned | Assigned To
110 5!

Prev Assigned To

- = [blade-1{mamt ipv4-pooled-addr 1/blade- 1/mgmt/ipv4-pooled-addr
W 192,168,111 [255.255,255.0  (192.168.1,254 yes sysjchassis-1/blade-3/mamtfipv4-pooled-addr  |sysichassis-1blade-3/mgmt ipv4-pooled-addr
H 192,168,1,112 |255,255,255.0  |192,168.1,254 yes sysfchassis-1fblade-4{mamtfipvd-pooled-addr  |sysfchassis-1/blade-4fmgmtipyd-pooled-addr
ﬂ 192.168.1.113 |?55.255.255.0  |192.168.1.254 yEs sys/chassis-1/blade-Z{mamt fipvd-pooled-addr  |sysfchassis- 1/blade-2 fmgmtfipv4-pooled-addr
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Step 13 Delete your pool. The example is for POD1.

—H Management IP Pool {exk-rngrk)
L [192.168.1.110 - 192, 1681,
g [192.168.1.111 - 192,168.1, Copy Chr+C

MR [192.168.1.112 - 192.168.1. Copy XML S
LM [192.168.1.113 - 192,168 1,

- A Management Interfaces Delete Chr+D

Step 14  Re-create the pool with the correct IP address.

+ Create Block of IP Addresses

Create a Block of IP Addresses

(X)

4k

From; 192.168.10.101 Size: !

Submek Mask: |295.235.255.0 Default Gateway: @192-1 68.10.254

m  KVM Management IP addresses

Pod IP Management Pool

POD1 192.168.10.110

POD2 192.168.10.111

POD3 192.168.10.112

POD4 192.168.10.113

Lab 1-3 Answer Key: Troubleshoot Cisco UCS B-Series Server
Boot from SAN

When you complete this activity, your solution will be similar to the results here, with
differences that are specific to your device or workgroup:

Step 1 Log in to both MDS switches and check for your server. The example is for POD1.
M9124-1#show flogi database

INTERFACE VSAN FCID PORT NAME NODE NAME

fcl/7 11 0xee0000 50:06:01:60:41:e0:9f:5b 50:06:01:60:c1:e0:9f:5b
[CX3-SPA]

fcl/8 11 0xee0500 50:06:01:69:41:e0:9f:5b 50:06:01:60:cl1:e0:9f:5b
[CX3-SPB-1]

Pol 11 0xee0100 24:01:00:0d:ec:e1:33:c0 20:0b:00:0d:ec:el:33:cl

Total number of flogi = 3.

© 2012 Cisco Systems, Inc. Lab Guide 53

https://t.me/learningnets



M9124-2#show flogi database

fcl/7 12 0xee0100 50:06:01:68:41:e0:9f:5b 50:06:01:60:¢cl1:e0:9f:5b
[CX3-SPB]

fcl/8 12 0xee0000 50:06:01:61:41:e0:9f:5b 50:06:01:60:c1l:e0:9f:5b
[CX3-SPA]

Po2 12 0xee0300 24:02:00:0d:ec:e1:32:c0 20:0c:00:0d:ec:el:32:cl

Total number of flogi = 3.

Step 2 Check the Boot Order in the service profile template and set it as shown in the
figure. After changing the boot policy, your server will reboot.

& = | & Fiter | = Export | = Prink
Marme Crder wNICIYHBANSCST wMIC Type Lun ID W
. ..... é) CD_ROM 1 ~
E!B Storage 2
E} EI SAM primary HEA-a Primary
=] SAN Target primary Primary 0 50:06:01:60:41:E0:9F:5B
i EI AN Target secondary Secondary 1] S0:06:01:69:41:E0:9F:56
E| H AN secondary HE&-b Secondary
- ----- a SAM Target primary Primary a E0:06:01:65:41:E0:9F:58
ot EI SAN Target secondary Secondary 1] C0:06:01:61:41:E0:9F:58
v
m  Boot from SAN parameters for all pods:
Boot Position Device VSAN WWPN LUN ID
SAN target primary HBA-a 11 50:06:01:60:41:€0:9f5b | 0
SAN target secondary HBA-a 11 50:06:01:69:41:e0:9f:5b | O
SAN target primary HBA-b 12 50:06:01:68:41:e0:9f:5b | O
SAN target secondary HBA-b 12 50:06:01:61:41:e0:9f:5b | O
Step 3
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Step 4

Step 5

The server still does not boot from the SAN. Verify the HBA settings. First, you
must fix the problem for the first HBA. Under the SAN tab, check the htSAN-
PODx-A. The VSAN is set to default, which is wrong. Select the SAN-FabricA,
which is in VSAN11. The example is for POD1.

s

wHBA template for SAN Fabric A

wppP D1 -HEA-a

<nak sekx

SaM Pin Group spgPODl +

default

[ Save Changes ][ Reset Yalues J

Check the FLOGI table on the MDS1 and verify that you can see your server. The

example is for PODI1.

M9124-1#show flogi database

INTERFACE VSAN FCID PORT NAME NODE NAME

fcl/7 11 0xee0000 50:06:01:60:41:e0:9f:5b 50:06:01:60:cl1:e0:9f:5b
[CX3-SPA]

fcl/8 11 0xee0500 50:06:01:69:41:e0:9f:5b 50:06:01:60:c1:e0:9f:5b
[CX3-SPB-1]

Pol 11 0xee0100 24:01:00:0d:ec:e1:33:c0 20:0b:00:0d:ec:el:33:cl

Pol 11 0xee0101 20:00:00:25:b5:a1:50:b1 20:00:00:25:05:11:50:b1l

[dcuct-bl-a]

Total number of flogi = 4.
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Step 6  On the second MDS switch, you still do not see the second HBA. Under the SAN
tab, check the htSAN-PODx-B. The VSAN settings are correct. The problem is with
SAN pinning. Check the SAN pin group spgPODx and change the Target for Fabric
B to point to FC Port-Channel 2. The example is for POD1.

SAMN pin group For POD1L

FiC Part-Channel 2 (Fabric B)

Step7  Then check the FLOGI table on the MDS2 and verify that you can see your server.
The example is for POD1.

M9124-2#show flogi database

fcl/7 12 0xee0100 50:06:01:68:41:e0:9f:5b 50:06:01:60:c1:e0:9f:5b

[CX3-SPB]
fcl/8 12 0xee0000 50:06:01:61:41:e0:9f:5b 50:06:01:60:cl1:e0:9f:5b
[CX3-SPA]
Po2 12 0xee0300 24:02:00:0d:ec:el1:32:c0 20:0c:00:0d:ec:el:32:cl
Po2 12 0xee0301 20:00:00:25:b5:b1:50:b1 20:00:00:25:b5:11:50:b1l

[dcuct-bl-b]
Total number of flogi = 4.

Step8  When your server is seen on both MDS switches in the FLOGI table, reboot your
server.

Reset Server Service Profile spPOD 1 |E|

)
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Step9  The ESXi server booted successfully. The example is for POD1.

VMuare ESXi 5.0.0

(VMKernel Release Build 469512)

Cisco Systenms Inc N2D-B6620-1

2 x Intel(R)
8 GiB Memory

Xeon(R) CPU ES520 @ 2.27GHz

Download tools to manage this host from:

http://b-esxl/

http://10.1.99.11/ (STATIC)

<F2> Customize System/View Logs <F12> Shut Doun/Restart

Lab 1-4 Answer Key: Troubleshoot LAN Connectivity: Part 1

When you complete this activity, your solution will be similar to the results here, with
differences that are specific to your device or workgroup:

Step1  Try to ping the ESXi server on IP address 10.1.99.1X (where X is your pod
number).

Step2  Open the KVM console of your ESXi host. Press F2 inside the window and log in
with the username root and password NXos12345. Then, select Configure
management network > network adapters and check the interface order. The
example is for POD1.

Network Adapters

Select the adapters for this host’s defauwlt management network
connect ion. Use two or more adapters for fault-tolerance and
load-balancing.

Device Name

Harduare Label (MAC Address) Status

[X1 vnnicD N/A (00:25:b5:01:08:bl1) Connected
(X1 TN

[

[ M B W W |

<D> Vieu Details

]

1
1
1
1
1

vinnicl
vnnic2
vnnic3
vnnicd
vmnicS
vnn ich
vmnicre

N/A (00:25:b5:01:07:bl1) Connected

N/A (00:25:b5:01:06:b1) Connected (...)

N/A (D0:25:b5:01:05:b1) Connected (...)

NAA (D0:25:b5:01:04:b1) Connected (...)

N/A (BB:25:b5:01:03:bl1) Disconnected (...)

N/A (00:25:b5:01:02:b1) Connected

N/A (00:25:b5:01:01:b1) Connected

<{Space> Toggle Selected <Enter> 0K <Esc> Cancel
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Step 3

Step 4

Step 5

According to the figure and table, which can be found in the lab aids, the order of
the vNICs is not correct. Each ESXi server needs eight NICs.

NIC MAC Address

NIC1l 00:25:B5:01:01:BX
NIC2 00:25:B5:02:01:BX
NIC3 00:25:B5:03:01:BX
NIC4 00:25:B5:04:01:BX
NICS 00:25:B5:05:01:BX
NIC6 00:25:B5:06:01:BX
NIC7 00:25:B5:07:01:BX
NICS8 00:25:B5:08:01:BX

Reorder the vNICS by going to your service profile template, select the Network tab

in the right window and choose Modify vNIC/vHBA Placement. The example is
for POD1.

Equipment 5EVVEVS|L.¢\N SAM | WM | Admin

Actions
Filter: 2l hd
| == change Dynamic YNIC Connection Palicy
+ —
== I 1 Modify wNICYHEA Placementl
e SEIYENS

+=':E Service Profiles
— Service Profile Templates
=% rook
_ioita Sub-Organizations
=, g%, DCUCT
—Aﬁla Sub-Crganizations

=43, POD1

ice Template spkPOD1
-l 15C5T vMICs

wHEAS

=il vHEA HB&-a

In the Modify vNIC/vHBA Placement window, set the NIC order as shown in the
figure. With this change, and because you set user ACK policy, your server will
need to be rebooted.

¥NICs
& Filter | = Export | iz Print

Marng! MAC Address Desired Order Actual Order Fabric [0
=l wNIC MICT Detived 1 Unspecified i3
il wMIC NIC2 Derived 2 Unspecified B
=il wMIC NICE Detived 3 Unspecified 5B
=il wMIC NIC4 Deerived 4 Unspecified A B
il WNIC NICS Detived 5 Unspecified A B
=l wMIC NICE Deerived & Unspecified A B
il wNIC NICT Detived 7 Unspecified A B
=l wMIC NICS Deerived & Unspecified A B
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Step 6

Step 7

After you reboot the server, the ping still does not work. Log in to the ESXi server
console and verify whether the NIC order changes were applied, and check to
determine which VLAN contains the management IP address. The example is for

PODI.

VLAN (optional)

IP Configuration
IPv6 Configuration
DNS Configuration
Custon DNS Suff ixes

Conf igure Management Network

etuork Adapters

Network Adapters

vhnicO (B0:25:b5:01:01:b1)

vnnicl (00:25:b5:01:02:b1)

The adapters listed here provide the def
connection to and from this host. When
are used, connections will be fault-tole
traffic will be load-balanced.

Network Adapters

LAN (optional)

IP Configuration
IPvb Configuration
DNS Conf iguration

Custonm DNS Suff ixes

Conf igure Management Netuwork

The NIC1 and NIC2 with the MAC address (00:25:B5:01:01:B1,

VLAN (optional)

99

A VLAN is a virtu
Because sewveral WY
network segment., '
often more flexib
than flat netuwork

00:25:B5:01:02:B1) are connected to vSwitchO. The management IP address is in

VLAN 99.

Next you must check the configuration for the first two NICs (NIC1 and NIC2) in
the Cisco UCS Manager on the ntPODx-1 and ntPODx-2 templates. You must
deselect Native VLAN at the management VLAN for both NICs, because the
tagging is done on the ESXi. The other solution is also to remove the VLAN settings

on the ESXi host.
Modify VLANs
¥LANs
Select Marne Mative YLAN =3
I default [ =
I IMGMT ol
- FOD1-datal o
- POD1-dataz o
- POD1-datad [
- POD1-datad Il
[l POD1-datas (el
(] POD1-datat (sl
- PODE-datal o
- PODZ-dataz [a] =l
Ed create YLan
ok | Cancel
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Step8  The ping should be successful.

:s»Documents and Settings™Administratorliping 180.1.99.11

Pinging 18.1.9%7.11 with 32 hytes of data:

Reply from 18.1.99.11: hytes=32 time{ims TTL=63
Heply from .1.92.11: hytes=32 time<ims TTIL=63
RHeply from .1.99.11: bhytes=32 time<lims TTIL=63
Reply from .1.99.11: bhytes=32 time<ims TIL=63

Ping statistics for 18.1.99_11:

Packet Sent = 4, Received = 4, Lost = 8 (@ loss>.
Approximate round trip times in milli-seconds:

Minimum = Bms. Maximum = Bns. Average = Bns

Lab 1-5 Answer Key: Troubleshoot LAN Connectivity: Part 2

When you complete this activity, your solution will be similar to the results here, with
differences that are specific to your device or workgroup:

Step 1 Log in to your ESXi server with the vSphere client using the username root and
password NXos12345. Go to the Configuration tab and choose Networking. Locate
vSwitch1 and notice the status of the interface. It is in shutdown state.

Standard Switch: wwitchil Remaove...  Properties...
Whkemel Port Physical Adapters
57 POD1-data3 & x B vmnicz =

winkl @ 10.1,13.100 | VLAN ID: 13

Step 2 If the NIC is in shutdown state on the ESXi host and Cisco UCS is working in EHV
mode, this means that NIC3 is pinned to the uplink port, which is not working.
Check the pinning settings for NIC template ntPODx-3.

Step3  The pin group for NIC3 is configured to pgData3-PODX to the uplink ports, which
are not working. Reconfigure the pin group to match your Pod settings (PODx must
set targets on both Fabric Interconnects to Eth1/x). The example is for PODI1.

A Create LAN Pin Group @
Create LAN Pin Group

MName: pgData3-POD1
(1
Description:
Targets

| Fabric A

Interface: Eth Interface 1f1 -
0]

| Fabric B

Interface: -
(1

O | Cancel |

Step 4 The status of the interface on the ESXi host should become active. Next, try to ping
the IP address 10.1.X3.100. The ping is still not working.
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StepS  The management IP address 10.1.X3.100 is in VLAN X3, where X is your pod
number. First, check to determine if VLAN X3 is allowed on the NIC3. Go to
ntPODX-3 template and choose Modify VLAN. The example is for PODI.

=l 2%, root
& &5 Dynarmic vNIC Connection Policies = Modify VLANs E‘
- & Flaw Cantral Policies N
1 &) Metwork Contral Policies Modlfy VLANs
- B QoS Polides
+ Threshold Policies
-- wHIC Templates
= sé Sub-Organizations VLANS
=83, DCUCT
- ) Dynamic ¥NIC Connection Policies Select Name Mative YLAN
e+ 525 Network Control Policies L MGMT () -~
B quos Policies 0O POD1-datal [@)
= Threshold Policies o FOD1-dataz @)
wNIC Templates = P01 -datad ]
—--él. Sub-Crganizations =
8 pont O POD1-datas [«
H Dynamic vMIC Connection Policies | POD1-datkaé [e]
- & Metwork Control Policies [ POD2-datal (4]
QoS Palidies F POD2-data? @)
+- & Threshald Policies F PODZ-datad i
wMIC Templates 1 O 7k a5 =y b
g vMIC Template ntPOD1-1
[,; VHIC Template ntPOD1-2 3 Create vLan
wHIC Template nkPOD1-3
(A ¥NIC Template ntPOD1-4
g vmIC Template nePOD1-5
~{JF| wMIC Template ntPOD1-&
wNIC Template nkPOD1-7

H {1 vric Template nePOD1-8
&3, Sub-Organizations

=.£% POD2

Drynamic vNIC Connection Policies
+- 5 Metwark Control Policies

- & QoS Policies

Step 6  There is no PODx-Data3 VLAN. You must create a new VLAN X3 with the name
PODx-Data3 and allow that new VLAN on the NIC3. The example is for POD1.

[3

o Create ¥LANs
Create VLANs

YLAR Mame/Prefic: POD1-Data3
()
(+) Commonyilobal () Fabric & () Fabric B () Both Fabrics Configured Cifferently

‘ou are creating global YLAMNS that map ko
the same YLAMN IDs in all available Fabrics.

Enter the range of YLAN IDs.(e.g, "2009-2019", "29,35,40-45", "23", "23,34-45")

YLAN IDs: |13
0

sharing Type: | (+) Mone () Primary () Isolated

[ Check, Overlap ] I [8]4 H Cancel

Step7  Try to ping the IP address 10.1.X3.100. The ping is still not working.
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Step 8  The next step is to check to determine if the new VLAN was propagated to your
service profile. Expand your service profile NIC3. There is no new VLAN X3.

=& PODI
-
bl 15T wMICS
=l vHEAs
==l wHICs
=il ¥MIC NIC

i =il wNIC NICZ

E. i, '
i bl Nebwark defauls
(=IO ) gl )

=il ¥MIC NICS
=il ¥MIC NICE
- =illl ¥MIC NICT
- =ill] ¥NIC NICE

Step9  The new VLAN was not pushed to the service profile. You must check the NIC
template used by the NIC3, named ntPODx-3. The changes you made in the
previous step were not propagated to your service profile because the vNIC template
is set to Initial Template. Change it to Updating Template.

wMIC template For MIC3

mpPODl-3

<nok set =

<naot set >
LA&N Pin Group pgData3-PoODl -

default
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Step 10  Verify that the changes were now pushed to your service profile. The example is for

Step 11
Step 12

Step 13

PODI.

=il i5C5I wMICs
#-=lll vHBAs
==l ¥MICs
=i vNIC NIC1
=il vNIC NICZ
= =ifl] NIC NIC3
=l Metwark POD1-Data3
=il wMIC MIC4
-l wMIC MICS
-l wMIC MICE
-l wMIC MIC?

il WNIC NICS

I R T B T R

Try to ping the IP address 10.1.X3.100. The ping is still not working.

The configuration on the ESXi host and Cisco UCS is now corrected. There must be
something wrong on the core switch. Log in to N5548IP-L3-C1 and N55481P-L3-C2

and check the configuration of the interface 1/x, where x is your pod number. The
example is for all pods.

N5548IP-L3-Cl(config)#vlan X3
N5548IP-L3-Cl((config-vlan)#name PODx-Data3
N5548IP-L3-Cl (config) #interface Ethernetl/1
N5548IP-L3-Cl(config-if) #switchport

N5548IP-L3-Cl(config-if) #switchport mode trunk
N5548IP-L3-Cl(config-if) #switchport trunk allowed vlan add X3

The ping should be successful. The example is for PODI.

¢ | Commiand Prompk
C:sDocuments and Settings~Administrator>ping 18.1.13.16068

Pinging 18.1.13.188 with 32 hytes of data:

Reply from 18.1.13.188: hytez=32 time<ims TTL=63
Reply from 18.1.13.188: hytes=32 time<ims TTL=63

Reply from 18.1.13.108: bytez=32 time<ims TTL=63
Reply from 18.1.13.188: hytez=32 time<ims TTL=63

Ping statistics for 18.1.13.1088:

Packetsz: Sent = 4. Received = 4, Lost = @ (@x loss).
Approximate round trip times in milli—seconds:

Minimum = Bms, Maximum = Bms,. Average = Bms
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Lab 1-6 Answer Key: Troubleshoot Failover Connectivity:

Part 1

When you complete this activity, your solution will be similar to the results here, with

differences that are specific to your device or workgroup:

Step 1 Log in to your ESXi server with vSphere client using the username root and
password NXos12345. Go to the Configuration tab and choose Networking. Locate
vSwitch2 and notice the status of the physical adapter. The example is for POD1.

Standard Switch: vSwitch2 Remove... Properties...
Uhlkamel Port Physical Adapters
L1 POD1-datad ﬂ o B winnic3 10000 Fol G3
wnkZ 0 10,1.14,100 | YLAM ID: 14

Step 2 Issue an infinite ping to the vmk?2 and disable the NIC4 pinned uplink on the

interface on FI-A.
Pod Uplink Pinned Interface on FI-A
POD1 Eth1/1
POD2 Eth1/2
POD3 Eth1/3
POD4 Eth1/4
POD5 Eth1/5
POD6 Eth1/6
POD7 Eth1/7
POD8 Eth1/8
Step 3 After the failover, the ping is not working anymore. Check the vmnic3 status on the
ESXi host. The vmnic3 is in shutdown state. The example is for POD1.
Standard Switch: wIwitchz Remove...  Properties...
Whkemel Paort Physical Adapters
7 PODL-datat @ » BB vrnnic3 3
winkZ 0 10.1,14, 100 | WLARM ID: 14

Step4  If the NIC is in shutdown state on the ESXi host and Cisco UCS is working in EHV
mode, this means that NIC4 is pinned to the uplink port, which is not working.
Check the pinning settings for NIC template ntPODx-4.
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Step 5

Step 6

Step 7

Step 8

Step 9

The pin group for NIC4 is configured to pgData4-PODX to the uplink ports, which
are not working. Reconfigure the pin group to match your Pod settings (PODx must
set targets on both Fabric Interconnects to Eth1/x). The example is for PODI1.

= Create LAN Pin Group @

Create LAN Pin Group

Marne: pgData4-POD1
(1)
Descripkion:

Targets

Fabric &

Inkerface: Eth Interface 1/1 -
1)

Fabric B

tnterface: ENN A ~

[ (874 ][ Cance

After changing the pgData4-PODXx pin group, the status of the vmnic3 must become
active. Ping the management interface and verify if it is successful.

The ping is still not working. Check the VLAN trunking settings on the NIC
template ntPODx-4.

Check the configuration on the N55481P-L3-C2. First, verify if the VLAN is
configured, then check the configuration of your PODs interface. The example is for
PODI1.

N5548IP-L3-C2 (config)#vlan X4

N5548IP-L3-C2( (config-vlan) #name PODx-Data4
N5548IP-L3-C2 (config) #interface Ethernetl/1

N5548IP-L3-C2 (config-if) #switchport

N5548IP-L3-C2 (config-if) #switchport mode trunk

N5548IP-L3-C2 (config-if) #switchport trunk allowed vlan add X4

The ping should be now successful in case of failover.

Reply from 18.1.14.188: hytez=32 time<{ims
Reply from 18.1.14.188: hytes=32 time<ims
Reply from 18.1.14.188: hytez=32 time<{ims
Reply from 18.1.14.188: hytes=32 time<ims

Request timed out.

Reply from 18.1.14.188: hytes=32 time<ims
Reply from 18.1.14.188: hytez=32 time<{ims
Reply from 18.1.14.188: hytes=32 time<ims
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Lab 1-7 Answer Key: Troubleshoot Failover Connectivity:

Part 2

When you complete this activity, your solution will be similar to the results here, with
differences that are specific to your device or workgroup:

Step 1 Log in to your ESXi server with vSphere client with the username root and
password NXos12345. Go to the Configuration tab and choose Networking. Locate
vSwitch3 and notice the status of the physical adapter. The example is for POD1.

Standard Switch: wawitch3

Uhlkamel Port
L1 POD1-datas

e

wrnk3 : 10.1,15,100 | YLAM ID: 15

Rernowve, ..

Physical Adapters
o B wrnnics

10000 Fall  £3

Properties...

Step 2 Issue an infinite ping to the vmk?2 and disable the NIC5 pinned uplink interface on

FI-A.
Pod Uplink Pinned Interface on FI-A
POD1 Eth1/1
POD2 Eth1/2
POD3 Eth1/3
POD4 Eth1/4
POD5 Eth1/5
POD6 Eth1/6
POD7 Eth1/7
POD7 Eth1/8

Step 3 After the failover, the ping is not working anymore. Check the vmnic4 status on the
ESXi host. The vmnic4 is still in UP state. The example is for PODI.

Step4  Go to your service profile in the Cisco UCSM, select the VIF Paths tab, and check
the pinning settings for NICS5. For NIC 5, there is no Error in the Link state, and the

link state is UP.

General | Storage | Network | iSCSI vNICs | Book Order | Virtual Machines | Policies | Server Details | FSM | ¥IF Paths | Faults | Events
1) (=) | &, Fiter | = Export | iz Print
Marne Adapter Part | FEX Host Port FE¥ Metwark Part FI Server Part wNIC FI Uplink. Link State State Qual
=-—fll Path 1 111 left/1 leftf1 AflfL
ol virtual Circit 1777 NICS unpinned Error ENM source pinning Failed
¢ ol virkual Circuit 1779 NICH unpinned Error ENM source pinning Failed
¢ ol virkual Circuit 1781 MICS unpinned Up
&~ Path 1 2z right/1 right/1 BLl1
=il Virtual Circuit 1778 NICE B(L11 Up
<=l Virkual Circuit 1780 NICH Bf11 Up
il Virkual Circuit 1782 NICS Bl Up
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Step 5 The uplink interface is DOWN and vNIC is UP, which means that there is
something strange configured on the NICS5. First, check the configuration of NIC5
template ntPODx-5. You will see that the Network Control Policy is configured as
ncep.

Step 6  Check the ncp policy configuration. The network control policy Action on uplink
Fail is set to Warning, which means that if the uplink fails, only the warning will be
seen in the UCSM.

Step7  Reconfigure the Action on Uplink Fail from Warning to Link Down in the network
control policy.
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Step 8  Verify the VIF Paths again. Now there is an error, which means that the pinning was
made to the second Fabric Interconnect.

General | Storage | Network | iSCSI vNICs | Book Order | Virtual Machines | Policies | Server Details | FSM | ¥IF Paths | Faults | Events

I (=) | & Fiter | = Export | 5 Print

Marne Adapter Part | FEX Host Port FE¥ Metwark Part FI Server Part wNIC FI Uplink. Link State State Qual
==l Path 1 1j1 leftf1 leftj1 AjlL
ol virtual Circit 1777 NICS unpinned Error ENM source pinning Failed

: Virtual Circuit 1779 NICH unpinned Error ENM saurce pinning Failed
=il virkual Circuit 1781 MICS unpinned Errar EMM saurce pinning Failsd

==l Path 1 zjz rightf1 right/1 B/1]1
-l Virkual Circuit 1775 MICE /1)1 Up
L=l Wirtual Circuit 1750 MICH B/1/1 Up
Lol Wirtual Circuit 1752 MICS B/1/1 Up

Step 9 The ping is still not working. Check the configuration on the N5548IP-L3-C2. First,
verify if the VLAN is configured, then check the configuration of your Pod
interface. The example is for POD1.

N5548IP-L3-C2 (config) #vlan X5
N5548IP-L3-C2( (config-vlan)#name PODx-Data4
N5548IP-1.3-C2 (config) #interface Ethernetl/1
N5548IP-L3-C2 (config-if) #switchport
N5548IP-L3-C2 (config-if) #switchport mode trunk
N5548IP-L3-C2 (config-if) #switchport trunk allowed vlan add X5

Step 10  The ping should now be successful in case of failover.

Lab 2-1 Answer Key: Troubleshoot Cisco UCS C-Series Server
Boot from SAN

When you complete this activity, your solution will be similar to the results here, with
differences that are specific to your device or workgroup:

Step 1 The first thing to look for is that HBA fc0 has FC SAN Boot enabled. Navigate to
Server > Inventory > Network Adapters > vHBAs > fc0 > Properties and enable FC
SAN Boot.

Step2  FCoE VLAN ID is also not configured—put in your Pod ID. If you observe the
zoning output in the Cisco Nexus 5548 switch, you can see your pod WWPN. You
can also check the device alias (use the show device-alias database command) on
the Nexus 5548 to see the correct WWPN:

N5548-3#fshow device-alias database

device-alias name CX3-SPA pwwn 50:06:01:60:41:e0:9f£:5b
device-alias name CX3-SPB pwwn 50:06:01:68:41:e0:9f£:5b
device-alias name dcuci-cl pwwn 20:00:00:25:b5:c0:40:01
device-alias name dcuci-c2 pwwn 20:00:00:25:b5:¢c0:40:02
device-alias name dcuci-c3 pwwn 20:00:00:25:b5:c0:40:03
device-alias name dcuci-c4 pwwn 20:00:00:25:b5:c0:40:04

<...rest of the output omitted...>
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Step 3 Change the WWPN for your server to enable the correct zoning. You can see the
example of all corrections for Pod 3 in the figure.

d]uaf,
cisco

Overall Server Status
A Moderate Fault

summary

Cisco Integra

vHBA Properties v

General

Ad

Mame: fc0

world wide Mode Name: @ auto @ |20:00:00:25:B5:C0:30:0

I world Wide Part Name: @ aUTO @ |:00:25:as:c0:40:03 I

Inventory
FC SaM Boot:  [&
Sensors

SYster Event oy Enable Persistent LUN Binding: [
Remote Presence

BIOS

Uplink Port: !D_ |:|

MAC address: @ AUTO @ |E8:B?:48:4D:A6:5A

U
Power Policies |

& Default YLaN: @ NONE @ [1011 (1 -4094)
Fault Summary 1y

J. Class of Service: | 3 d‘

Rate Limit: @ OFF @ | {1 - 10000 Mbps)
PCle Device Order: @ ANy @ | {0-17)
Srews | PR i e =

Step4  The boot target that is configured in the vHBA is not the same as the target listed in
the table in Job Aids. Navigate to Server > Inventory > Network Adapters > vHBAs
> fc0 > Boot Table and change the boot target accordingly. The example is for
POD3.

il ficen Thi B .
clsco' Cisco Integrated Management Controller

Dverall Server Status
& Moderate Fault

Server

¢ LILE | 60
Adapter Carr:

Adapter Cards

Summary

Inventory

Sensors

Systern Event Log
Remote Presence
BIOS

Power Policies

Adapter Cart

Fault Surnmary

20:00:0

disabld

Z0:11:00:25:B5:C0:40:03 20:11:00:25:B5:C0:30:03

5] (T (TTTTITTTTT

© 2012 Cisco Systems, Inc. Lab Guide 69

https://t.me/learningnets



Step 5

Step 6

In addition, FIP mode is not enabled. Navigate to Server > Inventory > Network
Adapters > General > Modify Adapter Properties, and enable FIP Mode.

sl icea T
cisco Cisco

overall Server Status
Moderate Fault
A Adapter ”
Server dmin CPUs i = : Hapters i
Modify Adapter Properties -
Summary Adapter C
Description:
Inventory PCI Slot =3 or al
Sensors Enable FIP Mode: [
Systern Event Log o
Enable NIV Mode: [&]

Remote Presence
BIOS T Nurnber of UM FEX Interfaces: |0
Power Policies

Adapter B
Fault Summary | Save Changes | | Close

i
General .

Actions Adapter Card Properties
{(:;}Modify Adapter Properties Py 4
Vendor: Cisco Systems Inc

@_— Export Configuration P R

UCS ¥IC PS1E
N2XX-ACPCID1
QCI1523A80X%

Wersion ID: Y01

1 1 i i
e Impart Configuration Product 10

serial Nurnber:

1 -
e Install Firrmware

Reboot the server to apply the changes. The server should boot successfully from the

ESXi host. You will need that ESXi host in the next lab.

Lab 2-2 Answer Key: Troubleshoot Network Connectivity

Step 1
Step 2

Step 3

Step 4

Try to ping the ESXi server on the IP address 10.1.99.1X2.

Log in to the Cisco IMC on your Cisco UCS C-Series server with the IP address
192.168.10.4X, with username admin and password NXos12345.

Open the KVM console of your ESXi host on your Cisco UCS C-Series server.
Press F2 inside the window and log in with the username root and password

NXos12345.Then go to Configure management network > network adapters, and

check the interface order. The example is for PODI.

- |
Network Adapters

Select the adapters for
connect ion. Use
load-balancing.

this host s default management network
two or more adapters for fault-tolerance and

Device Name Harduare Label (MAC Address) Status

[X]1 vnnicO (e8:b7:48:4d:ab: Connected (...
[ 1 vanic2 N/A (eB:br7:48:4d:ab:32) Connected

L 1 vanic3 N/7A (7B:81:085:ff:16:bO) Disconnected

L 1 vnnict N/A (70:81:05:ff:16:b1) Disconnected

<D> View Details <Space> Toggle Selected <Enter> UK <Esc> Cancel

According to the figure and the information in the inventory on the Cisco IMC, the
NIC order is wrong. NIC1 on the P81E should be presented as vmnicO and NIC2 as

second vmnic.

70

Troubleshooting Cisco Data Center Unified Computing (DCUCT) v5.0

https://t.me/learningnets

© 2012 Cisco Systems, Inc.



StepS  Reorder the vNICS by going in the Cisco IMC under the Server tab to Inventory >
Network Adapters vNICs. Select eth0 and change the PCI Order to 0. Example is
for POD1.

vNIC Properties

-General v

Mame: ethd

MTL: |15|:u:| {1500 - 9000)

Uplink Part: |n il

MAC Address: @& auTo @ |EE:E-?:48:4D:P.E-:32

Class of Service: | 0 a

Trust Host CoS:  [O]

PCI Order: @ ANy | @ |g {0-17)

Default YLAN: & NONE @ |1 {1 - 4094)

VLAN Mode: | ACCESS |3

Rate Limit: @ OFF @ {1 - 10000 Mbps)

Enable PXE Boot: [

Channel Mumber: 1 - 1oo0y MEA =l

[Save Changes] [Reset '-.-'alues] [Cancel]

i R ————————
Step 6  To apply the changes, you must reboot the server.

Step7  When the server is back, the ping still does not work. Log in to the ESXi server
console and verify whether the NIC order changes were applied, and check in which
VLAN the management IP address is located. The example is for PODI1.

Conf igure Management Network Netuwork Adapters

unnich (eB:b7:48:4d:ab:32)
VLAN (optionall

The adapters listed here pr
IP Conf iguration connection to and from this
IPv6 Conf iguration are used, connections will

DNS Conf iguration traffic will be load-balanc
Custom DNS Suffixes

Conf igure Management Netuwork VLAN (optional)
Netuwork Adapters 99

A VLAN is a virtuval network mithin a physical netuwork.
IP Configuration Because several VLANs can co-exist on the same physical
IPv6 Conf iguration network segment, VLAN configuration and partitioning is

DNS Conf iguration often more flexible, better isolated. and less expensive
Custom DNS Suffixes than flat networks based on traditional physical topology

If you are unsure how to configure or use a VLAN, it is s¢
to leave this option unset.

The NIC1 with MAC address €8:b7:48:4d:ab:32 is connected to vSwitch0. The
management [P address is in VLAN 99.
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Step 8  Next, you must check the configuration for the first NIC. Change the VLAN mode
to Trunk, and default VLAN to None.

vNIC Properties

-General 4]
Marme: ethO
MTU: |15|:||:| {1500 - 9000)
Uplink Port: | 0 &l
MAC Address: @ auTo @ IEB:E-?:4B:4D:P.E-:32 N
Class of Service: | 1] a
Trust Host CoS:  [O]
PCI Order: @ ANy @ IT (0-17)
Default YLAN: {1 - 40943
YLAMN Mode:
Rate Limit: @ OFF @ {1 - 10000 Mbps)
Enable PXE Boot: (4
Channel Mumber: (1 - 10007 NFAA _TJ
[Save Changes] [ResetUaMes] [Canced

Step9  To apply the changes, you must reboot the server.

Step 10  When the server is back on line, try to ping the management IP again. It still does
not work. The next step is to verify the configuration on the Cisco Nexus N5548
switches. Log in to the N5548UP-C1 and verify VLAN settings. VLAN 99 is not
allowed to your server.

N5548UP-C1 (config)# interface Ethernetl/1

N5548UP-C1 (config-if)# switchport

N5548UP-C1l (config-if)# switchport mode trunk

N5548UP-C1 (config-if)# switchport trunk allowed vlan add 99

Step 11  The ping should be successful.
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