Module 3: Android
Vulnerabilities

 Exploiting Local Storage

 Exploiting Android Components

 Exploiting Weak Cryptography

« Exploiting Side Channel Data Leakage

« Root Detection and Bypass

 Exploiting Network Communication and Cert Pinning
» Exploiting Firebase Databases

« Attacking Google Play Billing
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Android Security Basics
Proxying Android Traffic

Testing Machine
&

With Proxy

Device
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Steps
 Start Burp inside Linux VM

* Launch Genymotion Android Device

* Setup Genymotion Android to use your Burp as intermediate
Proxy

* Add Burp Certificate to the Android Device Certificate Store
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Targets

/home/mobile/Desktop/vulnapps/network_communication_labs/
BuggyNetwork.apk
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Certificate Tip

» Certificates imported to the USER store are added to:
* /data/misc/user/O/cacerts-added/

* Certificates imported to the SYSTEM store are added to:
* /system/etc/security/cacerts/

» Certificates in the SYSTEM store are automatically added to the
allowlist by the Android OS and DO NOT NEED
AndroidManifest.xml to be modified
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Automatically Add Burp Certificate to User
and System Store

 Use the script from:
- /home/mobile/Desktop/insertCert.sh
- ./insertCert.sh <<BurplP> <<BurpPort>>

JinsertCert.sh 127.0.0.1 9999

* One Liner (bash):

e adb root && adb remount && wget http://127.0.0.1:8080/cert -0
burp wget.crt && openssl x509 -inform der -1in burp wget.crt -out
burp wget.pem && adb shell mkdir -p /data/misc/user/0/cacerts-added/
&&openssl x509 -inform PEM -subject hash old -in burp wget.pem | head
-1 | xargs -I{} mv burp wget.crt {}.0 && adb push *.0 /data/misc/
user/0/cacerts—-added/ && adb shell 1ls -1t /data/misc/user/0/cacerts-
added/* | head -1 | xargs -I{} adb shell cp {} /system/etc/security/
cacerts/ && adb shell chmod 644 /data/misc/user/0/cacerts—-added/* &&
adb shell chown system:system /data/misc/user/0/cacerts—-added/* &&
adb shell chmod 644 /system/etc/security/cacerts/*
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TASK

« Launch Burp Suite and configure it to intercept traffic
» Configure Genymotion to proxy traffic through your Ubuntu VM

 NOTE: BURP certificate is already installed on the Genymotion
instance. Do not install the BURP certificate again

» Make sure you can intercept the HTTP request from BuggyNetwork
application

* Binary is up on /home/mobile/Desktop/vulnapps/

network_communication_labs/BuggyNetwork.apk and already installed
on Genymotion

* Intercept HTTPS traffic
* Intercept Requests for all of the methods
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Android Security Basics
Proxying Android Traffic
Setting up the Test Environment

» Parameter tampering is an attack where the data in messages
exchanged between the client and server are modified by the attacker

Trust Boundary

Trust Boundary

Server

* The attacker can view and tamper with requests on the client, or at
any location between the client and the Trust Boundary

» The tampering can occur in either direction
« Even with a secure connection
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Bypassing SSL Pinning
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Bypassing SSL Pinning

» SSL Pinning allows developers to specify what certificate is to be
considered valid by the application

* Pinning prevents MITM attacks due to mismatch between the user
supplied certificate and the packaged certificate

 Techniques:
« SMALI Manipulation
» Dynamic Patching
» Keystore Hijacking
« Android-SSL-TrustKiller
 JustTrustMe - Xposed framework
« Code Manipulation
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Targets

* /nome/mobile/Desktop/vulnapps/network_communication_labs/
BuggyNetwork.apk

* /nome/mobile/Desktop/vulnapps/network_communication_labs/
BuggyNetworkObfuscated.apk
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Network Traffic Analysis
- OKHTTP

Target - BuggyNetworkUnobfuscated.apk
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HttpURLConnectionGetRequest AsyncTask<String, Void, String> {
@Override
String doInBackground(String... parameters) {
{
URL siteURL = URL (parameters[0])
System.out.println( )
HttpURLConnection httpConn = (HttpURLConnection) siteURL.openConnection()
httpConn. setRequestMethod( )
httpConn. connect()

InputStream inputStream = httpConn.getInputStream()
. InputStreamReader inputStreamReader = InputStreamReader(inputStream)
H tt p U R LCO nne Ct 10N BufferedReader bufferedReader = BufferedReader(inputStreamReader)
String line = bufferedReader.readLine()
System. .println(line)
(Exception e) {
e.printStackTrace()

@Override

onPostExecute(String result){
.onPostExecute(result)

System. .printn( + result)
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OkHttpClientGetRequest AsyncTask<String, Void, String> {

@Override
String doInBackground(String... parameters) {
{
URL siteURL = URL (parameters[0])
System. .printin(
O kHttp OkHttpClient httpConn OkHttpClient()
Request httpRequest = Request.Builder().url(siteURL).build()

Response httpConn.newCall(httpRequest).execute()

(Exception e) {
e.printStackTrace()
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Network Traffic Analysis - OKHTTP

Burp Intruder Repeater Window Help

7

Decoder T Comparer T Extender T Project options T
Target T Proxy T Spider T Scanner T Intruder T Re

-

f Intercept T HTTP history TWebSockets history T Options ]

% Request to https://twitter.com:443 [104.244.42.65]

L Forward J[ Drop J[ Intercep... ]L Action J'Comme

j RawT Headers T Hex ]

GET /Din3zh HTTP/1.1

Host: twitter.com

Connection: close
Accept-Encoding: gzip, deflate
User-Agent: okhttp/3.12.1

https://t.me/learningnets © 2022 Prateek Gianchandani & Dinesh Shetty



Network Traffic Analysis

CERTIFICATE PINNING BYPASS - OkHittpClient

TARGET - /nome/mobile/Desktop/vulnapps/network_communication_labs/BuggyNetwork.apk

Method — Patching SMALI files

https://t.me/learningnets © 2022 Prateek Gianchandani & Dinesh Shetty



CERTIFICATE PINNING BYPASS —

Patching SMALI Files

* Basic Method worked for other
non-certificate-pinned options

* Fails when Certificate Pinning is
used

https://t. me/learningnets

1237 @ ¥ ¥ &

BuggyNetwork

HTTPURLCONNECTION GET (PLAINTEXT)

HTTPURLCONNECTION GET

OKHTTPCLIENT GET

PINNEDOKHTTPCLIENT GET

© 2022 Prateek Gianchandani & Dinesh Shetty



Patching SMALI Files

* STEP 1 — Understand your Target
 STEP 2 — Patch the necessary files
» Step 3 — Recompile into an APK file
* Step 4 - Re-sign the APK file

» Step 5 — Profit??
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* Decompile the application and

Patching SMALI Files
STEP 1 — Understand your Target

view the source files

110
95
96

100
101
101
101
101
101
102

I3

((

pu

Button) findViewById(R.id.button_pinned_ok_http_get)).setOnClickListener(new OnClickListener() {

MainActivity.this.receivedData = ((String) requestTypeThree.execute(new String[]{MainActivity.th

blic void onClick(View v) {
OkHttpClientPinnedGetRequest requestTypeThree = new OkHttpClientPinnedGetRequest();
try {
= Tout;
StringBuilder stringBuilder = new StringBuilder();
stringBuilder.append('receivedData = ");

stringBuilder.append(MainActivity.this.receivedData);
printStream.printin(stringBuilder.toString());

Y

R ONPRP S W~

© W

class OkHttpClientPinnedGetRequest extends AsyncTask<String, Void, String> {

OkHttpClientPinnedGetRequest() {
}

protected String doInBackground(String... parameters) {

try {
URL siteURL = new URL(parameters([0]);
String hostname = parameters[1];
String pinnedCertl = parameters([2];
String pinnedCert2 = parameters[3];

System.out.println("YES OkHttpClientPinnedGetRequest ");

| new Builder().certificatePinner(new CertificatePinner.Builder().add(hostname, pinnedCertl).add(hok'

return "SUCCESS";

} catch (Exception e) {
e.printStackTrace();
return "ERROR";

} https://t. me/learningnets

MainActivity.this.logsStuff.setText(MainActivity.this.receivedData);
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* Open source libraries FTW !
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‘=4 CertificatePinner.java

check(String hostname, List<Certificate> peerCertificates)
SSLPeerUnverifiedException {
List<Pin> pins = findMatchingPins(hostname)
(pins.isEmpty())

(

peerCertificates = .clean(peerCertificates, hostname)

¥

( Cc = certsSize = peerCertificates.size(); c < certsSize; c++) {
X509Certificate x509Certificate = (X509Certificate) peerCertificates.get(c)

ByteString shal =
ByteString sha256 =

( p = @, pinsSize = pins.size(); p < pinsSize; p++) {
Pin pin = pins.get(p)
(pin. .equals( )) {
(sha256 == ) sha256 = sha256(x509Certificate)
(pin. .equals(sha256))
(pin. .equals( )) {
(shal == ) shal = shal(x509Certificate)
(pin. .equals(shal))
1
AssertionError(

# virtual methods
.method public check(Ljava/lang/String;Ljava/util/List;)V
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Pin pin = pins.get(p)

(pin. .equals( )) 1

(sha256 == ) sha256 = sha256(x509Certificate)
_ (pin.hash.equals(sha256)) ! ucce . . . .
} (pin. -equals("sha1/™) { smali/okhttp3/CertificatePinner.smali

(shal == ) shal = shal(x509Certificate) e sre

(pin. .equals(shal)) .local v8, "pin":Lokhttp3/CertificatePinner$Pin;

iget-object v9, v8, Lokhttp3/CertificatePinner$Pin;->hashAlgorithm:Ljava/lang/String;

okhttp-sources.jar!/okhttp3/ const-string v10, "sha256/]
CertificatePinner.java invoke-virtual {v9, v10}, Ljava/lang/String;->equals(Ljava/lang/Object;)Z

move-result v9
if-eqz v9, :cond_3

. line 179
if-nez v5, :cond_2

invoke-static {v3}, Lokhttp3/CertificatePinner;->sha256(Ljava/security/cert/X509Certificate;)Lokio/ByteString;
move-result-object v5

. line 180

:cond_2

iget-object v9, v8, Lokhttp3/CertificatePinner$Pin;->hash:Lokio/ByteString;
invoke-virtual {v9, v5}, Lokio/ByteString;->equals(Ljava/lang/Object;)Z

move-result v9

if-eqz v9, :cond_5

return-void

. line 181

:cond_3

iget-object v9, v8, Lokhttp3/CertificatePinner$Pin;->hashAlgorithm:Ljava/lang/String;

const-string v10, "shal/"

invoke-virtual {v9, v10}, Ljava/lang/String;->equals(Ljava/lang/Object;)Z
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:{;::1163, "pin":Lokhttp3/CertificatePinner$Pin;

iget-object v9, v8, Lokhttp3/CertificatePinner$Pin;->hashAlgorithm:Ljava/lang/String;
const-string v10, "sha256/1

invoke-virtual {v9, v10}, Ljava/lang/String;->equals(Ljava/lang/Object;)Z
move-result v9

if-eqz v9, :cond_3

. lLine 179
if-nez v5, :cond_2

invoke-static {v3}, Lokhttp3/CertificatePinner;->sha256(Ljava/security/cert/X509Certificate;)Lokio/ByteString;
move-result-object v5

. line 180

:cond_2

iget-object v9, v8, Lokhttp3/CertificatePinner$Pin;->hash:Lokio/ByteString;
invoke-virtual {v9, v5}, Lokio/ByteString;->equals(Ljava/lang/Object;)Z
move-result v9

if-eqz v9, :cond_5

return-void

. line 181

:cond_3

iget-object v9, v8, Lokhttp3/CertificatePinner$Pin;->hashAlgorithm:Ljava/lang/String;

const-string v10, "shal/"

invoke-virtual {v9, v10}, Ljava/iang/Siring;->equals(Ljava/lang/Object;)Z Gianchandani & Dinesh Shetty




Patching SMALI Files
STEP 2 — Patch the necessary files

. local v8, "pin":Lokhttp3/CertificatePinner$Pin;
iget-object v9, v8, Lokhttp3/CertificatePinner$Pin;->hashAlgorithm:Ljava/lang/String;

const-string v10, "sha256/"

invoke-virtual {v9, v10}, Ljava/lang/String;->equals(Ljava/lang/Object;)Z
move-result v9

if-eqz v9, :cond_3

. line 179
if-nez v5, :cond_2

invoke-static {v3}, Lokhttp3/CertificatePinner;->sha256(Ljava/security/cert/X509Certificate;)Lokio/ByteString;
move-result-object v5
. lLine 180

:cond_2
iget-object v9, v8, Lokhttp3/CertificatePinner$Pin;->hash:Lokio/ByteString;

invoke-virtual {v9, v5}, Lokio/ByteString;->equals(Ljava/lang/Object;)Z

move-result v9
if-nez v9, :cond_5

return-void
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Patching SMALI Files
Step 3 — Recompile into an APK file

e apktool b BuggyNetwork

Step 4 — Re-sign the APK file

e keytool —-genkey -v —-keystore dnskey.jks —-alias
dnskey -sigalg MDbwithRSA -keyalg RSA -keysize
2048 -validity 30

e Jarsigner -verbose -sigalg MDbwithRSA
-digestalg SHAl1l -keystore dnskey.jks
BuggyNetworkUnobfuscatedPatchedl.apk dnskey
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Step 5 - Profit!!

Burp Intruder Repeater Window Help

| Target | Proxy TSpider TScanner Tlntruder TRepeater TSequencer TDecoder TComparer TExtender TProject options TUser options TAIerts ]

[ Intercept T HTTP history TWebSockets history T Options ]

B [\ Request to https://twitter.com:443 [104.244.42.1] : 4 U4

Forward ] [ Drop ] [ Intercept is on ] [ Action J

[ Raw T Headers THex ]

ET /Din3zh HTTP/1l.1
ost: twitter.com
onnection: close HTTPURLCONNECTION GET (PLAINTEXT)
ccept-Encoding: gzip, deflate
ser-Agent: okhttp/3.12.1

HTTPURLCONNECTION GET

OKHTTPCLIENT GET

PINNEDOKHTTPCLIENT GET
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Alternate Way?

* Look at the file OkHttpClientPinnedGetRequest.java in jadx-gui
and find an alternate way, you can bypass certificate pinning.

ITS KINDA THE SAME

v !
e ¥

o\ <.
BUT DIFFERENT
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@0verride
String doInBackground(String... parameters) {

{
URL siteURL = URL(parameters[0])

String hostname = parameters[1]

String pinnedCertl = parameters|[2]

String pinnedCert2 = parameters|[3]

System. .printin( )

CertificatePinner pinnedCertificatesList = CertificatePinner.Builder()
.add(hostname, pinnedCertl)
.add(hostname, pinnedCert2)
build()

OkHttpClient httpConn = OkHttpClient.Builder()
.certificatePinner(pinnedCertificatesList)
.build()

Request httpRequest = Request.Builder().url(siteURL).build()

Response = httpConn.newCall(httpRequest).execute()
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[ NON | jadx-gui - BuggyNetworkUnobfuscatedPatched1.apk
File View Navigation Tools Help

EeE B e FRIER] & [[@F)

23 BuggyNetworkUnobfuscatedPatched1.apk
v [ Source code

» 3 android package com.dns.buggynetwork;
> £ androidx import android.os.AsyncTask;
v { com.dns.buggynetwork import java.io.PrintStream;
» (& BuildConfig import java.net.URL;
. import okhttp3.CertificatePinner;
> G HttPURIjC?nneCtlonGetRequeSt import okhttp3.CertificatePinner.Builder;
> © MainActivity import okhttp3.0kHttpClient;
» (& OkHttpClientGetRequest import okhttp3.Request;
v Q OkHttpClientPinnedGetRequest ) ) ) ) )
£ OKHttoClientPinnedGetR . void class OkHttpClientPinnedGetRequest extends AsyncTask<String, Void, String> {
& OkHttpClientPinnedGetRequest() : voi 12 OkHttpClientPinnedGetRequest() {
< dolnBackground(String[]) : String }
<+ onPostExecute(String) : void
» ® R 16 protected String doInBackground(String... parameters) {
try {
> £ okhttp3 17 URL siteURL = new URL(parameters[0]);
» 4 okio 19 String hostname = parameters[1];
> (M Resources 20 String pinnedCertl = parameters[2];
21 String pinnedCert2 = parameters[3];
22 System.out.printIn("YES OkHttpClientPinnedGetRequest ");
27 CertificatePinner pinnedCertificatesList = new Builder().add(hostn:
35 new OkHttpClient.Builder().build().newCall(new Request.Builder().ul
41 return "SUCCESS";
} catch (Exception e) {
38 e.printStackTrace();
39 return "ERROR";
}
1
46 protected void onPostExecute(String result) {
https://t.meflearningnets 47 super.onPostExecute(result); | Shetty




invoke-virtual {v6, v7}, Ljava/io/PrintStream;->println(Ljava/lang/String;)V

. line 24
new-instance v6, Lokhttp3/CertificatePinner$Builder;

invoke-direct {v6}, Lokhttp3/CertificatePinner$Builder;-><init>()V
new-array v7, v2, [Ljava/lang/String;
aput-object v4, v7, vl

. line 25
invoke-virtual {v6, v3, v7}, Lokhttp3/CertificatePinner$Builder;->add(Ljava/lang/String; [Ljava/lang/String;)Lokhttp3/CertificatePinner$Builder;

move-result-object v6
new-array v2, v2, [Ljava/lang/String;
aput-object v5, v2, vi

. line 26
invoke-virtual {v6, v3, v2}, Lokhttp3/CertificatePinner$Builder;->add(Ljava/lang/String; [Ljava/lang/String;)Lokhttp3/CertificatePinner$Builder;

move-result-object vl

. line 27
invoke-virtual {v1}, Lokhttp3/CertificatePinner$Builder;->build()Lokhttp3/CertificatePinner;

move-result-object vl

. line 29

. local v1, "pinnedCertificatesList":Lokhttp3/CertificatePinner;
new-instance v2, Lokhttp3/0kHttpClient$Builder;

invoke-direct {v2}, Lokhttp3/0kHttpClient$Builder;-><init>()V

. line 30
invoke-virtual {v2, v1}, Lokhttp3/0kHttpClient$Builder;->certificatePinner(Lokhttp3/CertificatePinner;)Lokhttp3/0kHttpClient$Builder;

move-result-object v2

. line 31
invoke-virtual {v2}, Lokhttp3/0kHttpClient$Builder;—>build()Lokhttp3/0kHttpClient;

move-result-object v2

. line 33

. local v2, "httpConn":Lokhttp3/0kHttpClient;
new-instance v6, Lokhttp3/Request$Builder;

invoke-direct {v6}, Lokhttp3/Request$Builder;-><init>()V

invoke-virtual {v6, v@}, Lokhttp3/Request$Builder;->url(Ljava/net/URL;)Lokhttp3/Request$Builder; ianchandani & Dinesh Shetty



.line 24
new-instance v6, Lokhttp3/CertificatePinner$Builder;

invoke-direct {v6}, Lokhttp3/CertificatePinner$Builder;-><init>()V
new-array v7, v2, [Ljava/lang/String;
aput-object v4, v7, vl

. line 25
invoke-virtual {v6, v3, v7}, Lokhttp3/CertificatePinner$Builder;->add(Ljava/lang/String; [Ljava/lang/String;)Lokhttp3/CertificatePinner$Builder;

move-result-object v6
new-array v2, v2, [Ljava/lang/String;
aput-object v5, v2, vi

. line 26
invoke-virtual {v6, v3, v2}, Lokhttp3/CertificatePinner$Builder;->add(Ljava/lang/String; [Ljava/lang/String;)Lokhttp3/CertificatePinner$Builder;

move-result-object vi

. line 27
invoke-virtual {v1}, Lokhttp3/CertificatePinner$Builder;->build()Lokhttp3/CertificatePinner;

move-result-object vi

.line 29

. local v1, "pinnedCertificatesList":Lokhttp3/CertificatePinner;
new-instance v2, Lokhttp3/0kHttpClient$Builder;

invoke-direct {v2}, Lokhttp3/0kHttpClient$Builder;-><init>()V

. line 31
invoke-virtual {v2}, Lokhttp3/0kHttpClient$Builder;->build()Lokhttp3/0kHttpClient;

move-result-object v2

. line 33

. local v2, "httpConn":Lokhttp3/0kHttpClient;

new-instance v6, Lokhttp3/Request$Builder;

invoke-direct {v6}, Lokhttp3/Request$Builder;-><init>()V

invoke-virtual {v6, v@}, Lokhttp3/Request$Builder;->url(Ljava/net/URL;)Lokhttp3/Request$Builder;

move-result-object v6

invoke-virtual {v6}, Lokhttp3/Request$Builder;->build()Lokhttp3/Request; ini & Dinesh Shetty



package com.dns.buggynetwork;

import
import
import
import
import
import
import

android.os.AsyncTask;
java.io.PrintStream;

java.net.URL;
okhttp3.CertificatePinner;
okhttp3.CertificatePinner.Builder;
okhttp3.0kHttpClient;
okhttp3.Request;

class OkHttpClientPinnedGetRequest extends AsyncTask<String, Void, String> {
OkHttpClientPinnedGetRequest() {

}

protected String doInBackground(String... parameters) {

try {
URL siteURL = new URL(parameters[0]);
String hostname = parameters[1];
String pinnedCertl = parameters[2];

ing pi = rsl31;
System.out.println("YES OkHttpClientPinnedGetRequest ");
CertificatePinner pinnedCertificatesList = new Builder().add(hostn
new OkHttpClient.Builder().build().newCall(new Request.Builder().u
turn “SUCCESS";
} catch (Exception e) {

e.printStackTrace();

return "ERROR";

~

https://t. me/learningnets

(4 com.dns.buggynetwork.OkHttpClientPinnedGetRequest ¢

package com.dns.buggynetwork;

import android.os.AsyncTask;

import java.io.PrintStream;

import java.net.URL;

import okhttp3.CertificatePinner;
import okhttp3.0kHttpClient.Builder;
import okhttp3.Request;

class OkHttpClientPinnedGetRequest extends AsyncTask<String, Void, String> {

OkHttpClientPinnedGetRequest() {
I

protected String doInBackground(String... parameters) {
try {
URL siteURL = new URL(parameters([0]);
String hostname = parameters[1];
String pinnedCertl = parameters([2];

G s 3 AC 4+ P 21
SUNLny pLancuLcr o = parancicrsiorn,

System.out.println("YES OkHttpClientPinnedGetRequest ");

return "SUCCESS";

new Builder().certificatePinner(new CertificatePinner.Builder().add(hostname,

} catch (Exception e) <
e.printStackTrace();
return "ERROR";

¥

protected void onPostExecute(String result) {

-
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Finally..

Burp Intruder Repeater Window Help

Target I Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T_ ® © ©0 Genymotion for personal use - Google Nexus 5X - 8.0 - API 26 - 108...

J Intercept T HTTP history TWebSockets history T Options ]

A €4 h11:37

@ Y Request to https://twitter.com:443 [104.244.42.1]

[ Forward J L Drop J [ Intercept is on ] [ Action

J Raw T Headers T Hex ]

ET /Din3zh HTTP/1.1

lost: twitter.com

‘onnection: close
wccept-Encoding: gzip, deflate
lser-Agent: okhttp/3.12.1

https://t. me/learningnets

BuggyNetwork

HTTPURLCONNECTION GET (PLAINTEXT)

)

(1]
)
(7]

HTTPURLCONNECTION GET

Lo

OKHTTPCLIENT GET

PINNEDOKHTTPCLIENT GET

© 2022 Prateek Gianchandani & Dinesh Shetty



Network Traffic Analysis

CERTIFICATE PINNING - OkHttpClient

TARGET - /nome/mobile/Desktop/vulnapps/network_communication_labs/BuggyNetwork.apk

Method — Dynamic Patching using Frida
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Lets Step Back a little...

* Basic Method worked for other
non-certificate-pinned options 1237 & £ 2 @

BuggyNetwork

HTTPURLCONNECTION GET (PLAINTEXT)

* Fails when Certificate Pinning is

HTTPURLCONNECTION GET
used

OKHTTPCLIENT GET

PINNEDOKHTTPCLIENT GET
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[ a CertificatePinner.java

blic void check(String hostname, List<Certificate> peerCertificates)
throws SSLPeerUnverifiedException {

List<Pin> pins = findMatchingPins(hostname);

if (pins.isEmpty()) return;

n |

if (certificateChainCleaner != null) {
peerCertificates = certificateChainCleaner.clean(peerCertificates, hostname);

¥

or (int ¢ = @, certsSize = peerCertificates.size(); c¢ < certsSize; c++) {
X509Certificate x509Certificate = (X509Certificate) peerCertificates.get(c);

ByteString shal = null;
ByteString sha256 = i

for (int p = 0, pinsSize = pins.size(); p < pinsSize; p++) {
Pin pin = pins.get(p);
if (pin.hashAlgorithm.equals( )) {
if (sha256 == null) sha256 = sha256(x509Certificate);
if (pin.hash.equals(sha256)) return;
} else if (pin.hashAlgorithm.equals( )) {
if (shal == null) shal = shal(x509Certificate);
if (pin.hash.equals(shal)) return;
¥y etse {
throw new AssertionError( + pin.hashAlgorithm);
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So...

* Class to be hooked — okhttp3.CertificatePinner
* Function to be hooked — check(String, List)

* Manipulate — return always
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Frida Script — Bypass Okhttp Pinning

console.log("\n********Certificate Pinning Bypass - Okhttp********");

Java.perform(function () {

var CertificatePinner = Java.use("okhttp3.CertificatePinner");

CertificatePinner.check.overload('java.lang.String', 'java.util.List').implementation = function (str1,str2){
console.log('===>0khttp CertificatePinner Intercepted’)

console.log('===>Bypassing Okhttp CertificatePinner.check()")
return ;

/home/mobile/Desktop/vulnapps/network_communication_labs/okhttp pinning.js
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Frida Script — Bypass Okhttp Pinning

Lo . e : i ) . v v
O @ Burp Suite Professional v1.7.36 - Temporary Project - licensed to Security In... 137 & £ £ @
Burp Intruder Repeater Window Help

f

BuggyNetwork

~

Decoder T Comparer T Extender T Project options T User options TAIerts
. | Target | proxy | Spider | Scanner | Intruder | Repeater | Sequencer HTTPURLCONNECTION GET (PLAINTEXT)

| f Intercept THTI’P history TWebSockets history TOptions ]

HTTPURLCONNECTION GET

— 4 Request to https://twitter.com:443 [104.244.42.193]

[ Forward J [ Drop ] [ Intercep... } [ Action ] Comment this item @

J RaWT — T — ] PINNEDOKHTTPCLIENT GET

GET /Din3zh HTTP/1.1

Host: twitter.com

Connection: close M
Accept-Encoding: gzip, deflate

User-Agent: okhttp/3.12.1

OKHTTPCLIENT GET
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Network Traffic Analysis

CERTIFICATE PINNING - OkHttpClient

TARGET - /home/mobile/Desktop/vulnapps/
network_communication_labs/BuggyNetworkObfuscated.apk
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Obfuscated APK? ?ile Siew.NaVigatio'n Toolg Help

Bla| |3 & (AL

23 BuggyNetworkObfuscated.apk
v [ Source code
» B a
' » 1 android
» 4 androidx
» £ com.dns.buggynetwork
v i okhttp3
> 1 internal
> @ a
> O aa
> 3 ab

@

N

[Android Emulator 5554::com.dns.buggynetwork]-> D

[
I
I
[
I
[
>
I
I
[
I
[

pRoNoNoRoR-NoNo)
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File

View Navigation Tools

File View Navigation Tools Help

EENEHEE:EREI RN EIE

2?3 BuggyNetworkObfuscated.apk
v [ Source code

>

4 VvVYVvYVYy

B a

# android
£} androidx
4+ com.dns.buggynetwork
4 okhttp3
> 1 internal
®a

® aa
3 ab
Ob

(C IS
of

@ e
CK;
CR°
®hn
©i

CH
(L%
[CH
Om

VV VvV VvV V V V VvV vV vV VvV vV VY YVYY

POr

https://t. nie/I@rrl ingnets
I

23 BuggyNetworkUnobfuscated.apk
v [ Source code
» {4 android
» 4 androidx
» £ com.dns.buggynetwork
v 3 okhttp3
» £ internal
(& Address
& Authenticator
® cache
(& cacheControl
O call
© callback
®
® Challenge
® CipherSuite
& Connection
(& ConnectionPool
® ConnectionSpec
& Cookie
o CookieJar
(& Credentials
® Dispatcher
@ Dns
(@ EventListener
C] FormBody
(& Handshake
(© Headers

VV VvV vV V vV VvV V VvV vV VvV vV VY YVYYVvVY

s @ttt
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Text search

Search for text:

w Lm r—

» Certificate pinning requires

" rSearch definitions of : Search options :
]
| o4 Class 4 Method 4 Field £4 Code Case insensitive
Node Code
& okhttp3.f.a(String, List) : , throw new IllegalArgumentException("Certificate pinning requires X509 certificates");
java -d64 -Xms512M -Xm ..uscated/smali java -d64 -Xms512M -X| adb -+

=» smali grep -ir "java/lang/String;\[Ljava/lang/String;)L" .
./okhttp3/f$a.smali:.method public final varargs a(L okhttp3/f%a;
./com/dns/buggynetwork/c.smali: invoke-virtual {v5, v3, v6}, Lokhttp3/f%$a;->a(L

okhttp3/f$a;

./com/dns/buggynetwork/c.smali: invoke-virtual {v4, v3, v2}, Lokhttp3/f%$a;->a(lL
okhttp3/f$a;
=» smali




So...

* Class to be hooked — okhttp3.f
* Function to be hooked — a(String, List)

* Manipulate — return always
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Frida Script — Bypass Obfuscated Okhttp
Pinning

console.log("\n********Certificate Pinning Bypass Obfuscated - Okhttp********");
Java.perform(function () {

var CertificatePinner = Java.use("okhttp3.f");

??r}ificgazt)e{Pinner.a.overload('java.Iang.String', java.util.List').implementation = function
str1,str

console.log('===>0khttp CertificatePinner Intercepted’)
console.log('===>Bypassing Okhttp CertificatePinner.check()')
return ;

¥

});
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Frida Script — Bypass Obfuscated Okhttp
Pinning

Y Request to https://twitter.com:443 [104.244.42.193]

[ Forward J [ Drop ] { Interceptis on 1 [ Action J

228 & £ ¥ M

J Raw T Headers THex ] BuggyNetwork

GET /Din3zh HTTP/1l.1
Host: twitter.com
Connection: close HTTPURLCONNECTION GET (PLAINTEXT)
Accept-Encoding: gzip, deflate

User-Agent: okhttp/3.12.1

HTTPURLCONNECTION GET

OKHTTPCLIENT GET

PINNEDOKHTTPCLIENT GET
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Network Traffic Analysis

CERTIFICATE PINNING BYPASS - TrustManager

TARGET — /home/mobile/Desktop/vulnapps/
network_communication_labs/twitter_trustmanager1/Twitter.apk
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101 € QO A

GOAL

* Target is the Twitter application on
Genymotion

* Use an easier/different approach
compared to before — hooking
TrustManager

https://t. me/learningnets



Hooking TrustManager Template

var X509TrustManager = Java.use('javax.net.ssl.X509TrustManager');
var SSLContext = Java.use('javax.net.ssl.SSLContext');
// Create TEST TrustManager
var TrustManager = Java.registerClass({
name: 'com.dns.TrustManager’,
implements: [ X509TrustManager],
methods: {
checkClientTrusted: function (chain, authType) {
¢

checkServerTrusted: function (chain, authType) {

2

getAcceptedlssuers: function () {
return [];
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Hooking TrustManager Template

//Spoof TrustManager when called
var TrustManagers = [TrustManager.$new()];
var SSLContextlnitialization =
SSLContext.init.overload(

_ [Ljavax.net.ssl.KeyManager;', '[Ljavax.net.ssl.TrustManager;’,
'Java.security.SecureRandom’

);
SSLContextInitialization.implementation = function (keyManager, trustManager,
secureRandom) {

console.log('TrustManager called’)
SSLContextlnitialization.call(this, keyManager, TrustManagers, secureRandom);

};
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Hooking TrustManager - Twitter

e frida -U -1
bypass twitter certificate pinning.js -f
com. twitter. andr01d --no-pause

B T L § o g ey g e et v  emeas P e

39 https /lapi. tmtter com POST |/auth/l/xauth_password.json ]

v 401 979 jSON json
40 https://api.twitter.com POST /1.1/jot/client_event v 200 599
41 https://api.twitter.com POST /1.1/jot/client_event v 200 599
42 https://api.twitter.com POST /1.1/jot/client_event v 200 599
43 https://api.twitter.com POST /1.1/jot/t v 200 684 HTML
< /

M Response ]
_H Params THeaders THex ]

X-Twitter-Client-AdID: 6aS5646bc-e076-46da-aa30-dedcbf04lcho

Accept -Encoding: gzip, deflate

X-Twitter-Client-Language: en-US

X-Client-UUID: 295ac49e-ebdf-4201-aldc-f71853c633d5

X-Twitter-Client-DeviceID: 5f92eac34cdcch27

Authorization: Bearer AAAAAAAAAAAAAAAAAAAAAFXZAwWAAAAAAMHCxpeSDGlgLNLghVeB8d74hl 6k4%3DRUMF4xAQLsbeBhTSRrCiQpJt xoGWeyHrDbSt e2) pGskWDFWEB2F
X-Twitter-Client-Version: 8.53.3-release.00

Cache-Control: no-store

X-Guest-Token: 1285076213397061632

X-Twitter-Active-User: yes

X-Twitter-API-Version: S

X-B3-Traceld: 3b3a7a4f8fd0o6ec7

X-Twitter-Client-Limit-Ad-Tracking: ©

Accept-Language: en-US

X-Twitter-Client-Flavor:

Content-Type: application/x-www-form-urlencoded

Content-Length: 164

Host: api.twitter.com

Connection: close

Cookie: personalization_id=v1l_T7Jw8]j 2t6MaS9FyGOYsq+lw==; guest_id=v1%3A159522101859876933

x_auth_identifier=dsdsds%40ds.com&x_auth_password=dsds&send_error_codes=true&x_auth_login_challenge=1&x_auth_login_verification=1&x_auth_country_code=US&

/home/mobile/Desktop/vulnapps/network_communication_labs/twitter_trustmanagerl/bypass_twitter certificate_pinning.js

ttps://t.me/learningnets
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Network Traffic Analysis

CERTIFICATE PINNING BYPASS - CertificateFactory

TARGET - /home/mobile/Desktop/vulnapps/
network_communication_labs/Snapchat.apk
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Java.perform(function () {
console.log('[*] Script started');
const certificateArray = Java.use('[Ljava.lang.String;"');

const JavaString = Java.use('java.lang.String');
var myCertificate = null;

recv('input', function(value) {
myCertificate = JavaString.$new(value.payload);

});
Bypass Snapchat
Certlflcate Pinning — var HookedClass = Java.use('java.security.cert.CertificateFactory');
11 const InputStream = Java.use('java.io.ByteArrayInputStream');
CertlflcateFaCtory var inStreamCertificate = InputStream.$new(myCertificate.getBytes());

Template

var done = false;
HookedClass.generateCertificate. implementation = function (inStream)

if(!done) { // we will change only the first certificate to ours
console. log(" [*] Successfully changed the certificate");
done = true;
return this.generateCertificate(inStreamCertificate);

}

https://t.me/learningnet . e .
pe:iimeflearningnets return this.generateCertificate(inStream);



Bypass Snapchat Certificate Pinning -
CertificateFactory

Refer working script from /
home/mobile/
Desktop/vulnapps/
network_communicati
on_labs/
Snapchat_Certificate
Factory_Pinning.zip

python frida_spawn.py burp.pem

« Observe that you can
intercept Snapchat traffic

https://t. me/learningnets

Burp Intruder Repeater Window Help

Sequencer T Decoder T Comparer T Extender T Project options T User options TAIerts
Target T Proxy T Spider T Scanner T Intruder T Repeater

j Intercept T HTTP history TWebSockets history TOptions ]

LEJ {7} Request to https://app.shapchat.com:443 [216.239.36.126]

[ 1]
L 1 ]
3|

[ Forward J [ Drop J [ Intercept is on } [ Action J Comment this item

j RawT Params T Headers T Hex ]

POST /log/warm_user HTTP/1.1

Accept: application/json

Accept-Language: en-0S;g=1, en;g=0.9

Accept-Locale: en_US

User-Agent: Snapchat/10.19.5.0 (Google; Android 8.0.0#49#26; gzip)
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
Content-Length: 124

Host: app.snapchat.com

Connection: close

e

req_token=9302£fd508401cl186e1439e6f1a69d1449e54d861964da8839b41blddcc5lbfbstimestamp=155998288
2753&username=dsdsd$40dsds.com

® ® SnapchatUnpinning — python frida_spawn.py — python — Python frida_spaw...

Last login: Sat Jun 8 04:11:58 on ttys008

SnapchatUnpinning pty

SnapchatUnpinning python frida_spawn.py /Users/dns/Downloads/Bypass-Snapchat-
SSL-Certificate-Pinning-master/SnapchatUnpinning/burp.pem
pid: 7476

[*] Intercepting ...
[*] Script started
[*] Successfully changed the certificate
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Network Traffic Analysis

CERTIFICATE PINNING BYPASS — Automated Technique

TARGET - /home/mobile/Desktop/vulnapps/
network_communication_labs/BuggyNetwork.apk
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Automated Certificate Pinning Bypass

° adb insta” BuggyNetwork_apk ri$ objection --gadget "com.dns.buggynetwork" explore
Using USB device "CustomPhonel’

+ pip3 install objection ! = N

(U RN U N O N O PO P O
| ___](object)inject(ion) v1.9.5

’ ObjeCtiOn "gadget Runtime Mobile Exploration
"Com_dns_buggyne’[work" by: @leonjza from @sensepost
explore

android sslpinning disable

* android sslpinning
dlsable 28) .‘T‘ype: anl:jriidA551::‘er"ng-disazle
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TASK

* Bypass Certificate Pinning in the BuggyNetwork application -
PINNEDOKHTTPCLIENT GET using objection

https://t.me/learningnets © 2022 Prateek Gianchandani & Dinesh Shetty



Burp Intruder Repeater Window Help

Sequencer T Decoder T Comparer T Extender T

[
 —e— I

Intruder

Project options User options T Alerts

Repeater

Target

Spider Scanner

fm

p T HTTP history TWebSockets history T Options ]

w ) Request to https://twitter.com:443 [104.244.42.129]

L Forward J L Drop J Intercept is on Action 15 @
jRawT Headers T Hex ]
GET /Din3zh HTTP/1.1 A
Host: twitter.com >
Connection: close
Accept-Encoding: gzip, deflate
User-Agent: okhttp/3.12.1
|
v
L ? JL < J[ + J[ > J Type a search term 0 matches
. bjecti

com.dns.buggynetwork
(agent)
(agent)
(agent)

on (Android: 8.0.0) android sslpinning disable

(agent)

(agent) Registering job

. Type: android-sslpinning-disable
com.dns.buggynetwork on

(Android: 8.0.0) # (agent)
, overriding TrustManager with empty one.
Called

Called

(agent)
n exception.

, hot throwing

/ @ @ o0 Genymotion for personal use - Google Nexus 5X - 8.0 - API 2¢

08

LAJ
o
a
»
(J

HTTPURLCONNECTION GET (PLAINTEXT)
HTTPURLCONNECTION GET

OKHTTPCLIENT GET

PINNEDOKHTTPCLIENT GET
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