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Why Do We Need Virtual Interfaces?
VIRTUAL INTERFACES (VIFS)
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•DX connections are layer 2 circuits.
•Communication with AWS services 

is layer 3.

•DX virtual interfaces provide layer 3 
connectivity.
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VIF Types – Private VIFs 
VIRTUAL INTERFACES (VIFS)
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•Private VIFs can attach to either:
• A single VGW • A single Direct Connect gateway

•Private VIFs connect to private AWS 
networks.
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Direct Connect Gateways
VIRTUAL INTERFACES (VIFS)
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•DX gateways facilitate connection to 
multiple VPCs in multiple Regions. 
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VIF Types – Transit VIFs 
VIRTUAL INTERFACES (VIFS)
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•Transit VIFs are used when 
connecting DX to a transit gateway. 

• A DXGW may connect with either:
• Private VIFs and VGWs • Transit VIFs and TGWs

…but not both!
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VIF Types – Public VIFs 
VIRTUAL INTERFACES (VIFS)

DX Location

Customer 
Location

VPC

VPC

Region

Region

Region

AWS Public Zone
•Public VIFs connect to 

AWS public services

…in all public Regions…

…without using the internet.
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How Is All of This Happening on a Single Circuit? 
VIRTUAL INTERFACES (VIFS)
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VPC •Each VIF must be run on its 
own VLAN.

•L2 networks can be logically 
divided into Virtual LANs.

VLAN 100

VLAN 101

VLAN 102

https://t.me/learningnets



•Properties 
• VIF type 
• VIF name 
• DX connection name 
• VIF owner 
• Gateway (private and transit VIFs) 
• VLAN ID 
• BGP ASN 
• Other BGP settings 
• Jumbo MTU (private and transit VIFs) 
• Tags

VIF Configuration
VIRTUAL INTERFACES (VIFS)
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•After creation: 
• Only tags may be edited. 
• Router configuration file may be 

downloaded. 
•DX dedicated connections 

support: 
• Up to 50 public or private VIFs. 
• Only 1 transit VIF. 
• Hard limits. 

•DX hosted connections only 
support a single VIF.

VIF Configuration
VIRTUAL INTERFACES (VIFS)
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What Is a Hosted VIF? 
VIRTUAL INTERFACES (VIFS)

•Allows a DX connection owned 
by one AWS account to be 
used by a different account. 

•Hosted VIFs are created by the 
owner of the DX connection 
and offered to the other AWS 
account.

https://t.me/learningnets



What Is a Hosted VIF? 
VIRTUAL INTERFACES (VIFS)

•Can be any VIF type. 

•All VIF properties are defined 
by creator account.

•Creator account identifies 
consumer account as the VIF 
owner.

https://t.me/learningnets



Accepting Hosted VIFs
VIRTUAL INTERFACES (VIFS)

•Hosted VIF must be accepted 
by consumer account before 
use. 

•Private and Transit VIFs must 
be connected to an 
appropriate gateway.
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Accepting Hosted VIFs
VIRTUAL INTERFACES (VIFS)

•Once the hosted VIF is 
accepted, the router 
configuration file can be 
downloaded by the creator 
account, not by the consumer 
account.
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Fast Takeaways
VIRTUAL INTERFACES (VIFS)

Virtual interfaces allow IP communication 
over DX connections.

Different VIF types are used to access 
different ranges of AWS services.

Hosted VIFs are used to share a DX 
connection with other AWS accounts.
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