Virtual Wire Pair Lab:

o Two interfaces that do not have IP addressing & are treated similar to a transparent mode.
All traffic received by one interface in virtual wire pair can only be forwarded out the other.

o In FortiGate Unit Firewall provided that a virtual wire pair firewall policy allows this traffic.
o Virtual wire pairs are useful for topologies where MAC addresses do not behave normally.
o Virtual Wire Pairing can be used for FortiGate in both the NAT and Transparent modes.
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Let’s login to Fortigate Firewall default username is admin and there is no password we need to
set new password in this case the password is 123.

FortiGate-VM64-KVM login: admin

Password:

You are forced to change your password. Please input a new password.

New Password:

Confirm Password:

Welcome!

Fortigate Firewall get Management IP address through DHCP automatically.

FortiGate-VM64-KVM # show system interface

name Name.

fortilink static 0.0.0.0 0.0.0.0 10.255.1.1 255.255.255.0 up disable aggrega
te enable
12t.root static
naf.root static

O up disable tunnel enable

0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.
0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 up disable tunnel disable

portl dhcp 0.0.0.0 0.0.0.0 | 192.168.100.27 255.255.255.0| up disable physical

L
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Let’s browse Fortigate Firewall IP address in the browser http://192.168.100.27 login with
default username admin and password set initially which is 123.

& C A Not secure | 192.168.100.27/login?redir=%2F
admin =
eee =

Set the hostname in this case FW and click OK to continue.

Setup Progress Specify Hostname
> Specify Hostname By default, this FortiGate will use the serial number/model as its hostname. It
Change Your Password A\ isstrongly recommended to set a descriptive hostname to make this

FortiGate more identifiable.

Dashboard Setup

Upgrade Firmware Use default hostname @ @

Hostname | FW

Select Optimal and click OK to continue log in to Fortigate Firewall dashboard.

Setup Progress Dashboard Setup
Specify Hostname Select one of the following options to decide what dashboards will be
Change Your Password A available by default. You can always change your selection or manually
- customize your own dashboards later.

> Dashboard Setup

Upgrade Firmware @ Optimal
A set of popular default dashboards and FortiView monitors.

Comprehensive

A set of default dashboards as well as all monitors and FortiViews.
This set will be familiar to users coming from previous FortiOS

versions
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Navigate to Network > Interfaces double click on port2 to configure it as WAN interface type
the Alias WAN, choose the Role WAN change the Addressing Mode to Manual click OK.
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DNS
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SD-WAN
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RIP
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Routing Objects
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Security Profiles
VPN
User & Authentication
System
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Edit Interface
Name [l port2
Alias | waN
Type [® Physical Interface
VRFID € 0
Role € [ WAN
Estimated bandwidth @ 0
0

kbps Downstream

Manual <::

[J sSNMP

O Security Fabric
Connection €@

[ FMG-Access
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() Speed Test
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Cancel

Change the other interfaces Alias names and Role set Port3 Alias to SRV, besides this set Alias
for portl MGMT and Click OK.

[ Fw

@ Dashboard

Static Routes
Policy Routes
RIP

OSPF

BGP

Routing Objects

Multicast

% Policy & Objects

= Q

Edit Interface

Name ® port3

Alias SRV

Type ® Physical Interface
VRFID @] o

Role © LAN

@ Dedicated Management Port

Address

Addressing mode

Retrieve default gateway from server @D
Distance
Override internal DNS ©

Create address object matching subnet (B

Manual WGl Auto-managed by IPAM | One-Arm Sniffer
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Navigate to Network > Interfaces and select Create New > Virtual Wire Pair.

£ FortiGate VM64-KVM
L]

=

2

+ CreateNew~ | # Edit [ Delete te

rate Interface Search

Interface

Type & Members © IP/Netmask <

Zone

Policy R

| B Dedicated to FortiSwitch

New Virtual Wire Pair

Name SRWV-VWire
Interfaces —
e Interface members ® WAN (port2) o
DNS M SRV (port3) x
P Capture Wildcard VLAN (B

SD-WAN ﬁ

Il SRV-VWire Il Virtual Wire Pair
t---e| M SRV (port3) [® Physical Interface
L-e| B WAN (port2) [® Physical Interface
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Go to Policy & Objects > IPv4 Virtual Wire Pair Policy, Select Create New. Select the direction
that traffic is allowed to flow. Allow users on the internal network to connect to the server.
Select the direction that traffic is allowed to flow (from port2 to port3). Configure the other
firewall options as desired. Select OK.

(& Fw = Q

@ Dashboard New Policy

b Network

- Name @ LAN-to-Server Access
Firewall Policy Virtual Wire Pair | Bl SRV-VWire x

rtual Wire +
port2 -] — | = | port3 (SRV-VWire)

1Pv4 DoS Policy Source = all x
Addresses +
Internet Service Destination = all X
Database +
Services Schedule (o always -
Schedules Service @ ALL ) X
Virtual IPs Action | @ DENY
IP Pools
Protocol Options Inspection Mode Proxy-based

Traffic Shaping
& Security Profiles Firewall / Network Options

0 VPN [ AT o |

Create a second virtual wire pair policy allowing traffic from port3 to exit out of port2. This
policy allows the server to connect to the Internet, in order to download updates.

M Policy & Objects Name € SRV-Internet Access

Firewall Policy Virtual Wire Pair | Wl SRV-VWire x
Firewall Virtual Wire < +
Pair Policy port2 — B = | port3 (SRV-VWire)
1Pv4 DoS Policy Source = all x
Addresses *

inati ] x
Internet Service Destination =l
Database +
Services Schedule @ always -
B Service I ALL X

+

WA LE Action PNl @ DENY
IP Pools
Protocol Options Inspection Mode RELWEEEEGE Proxy-based

Traffic Shaping
Firewall / Network Options

& Security Profiles
0 VPN NAT [ @] |
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Testing and Verification:

To test both virtual wire pair policies, connect to the web server from a PC on the internal
network, and also connect to the Internet from the web server. Right click to get Desktop Menu
click on Network Manager click refresh to get IP address.

Terminal

File Manager
Web Browser
Text Editor

Calculator

= Web-SRV
@ Applications Places System (g,

root@web-SRV: ~ vl oial %
File Edit View Search Terminal Help

root@Web-SRV:~# ifconfig etho -
etho: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1500
inet|172.29.129.182 I netmask 255.255.255.8 broadcast 172.29.129.255
inet6 fTe80::5200:7TT:fe@5:0 prefixlen 64 scopeid Ox20<link>
ether 50:00:00:05:00:080 txqueuelen 1000 (Ethernet)
RX packets 5 bytes 976 (976.08 B)
RX errors ® dropped 2 overruns @ frame @
TX packets 11 bytes 1410 (1.4 KB)
TX errors ® dropped ® overruns @& carrier @ collisions @
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Let’s try to ping from LAN PC1 to Web-Server, It is working.

Let’s try to Access Web-Server from Internal LAN PC1, it is accessible.

[ 172.29.129.182

&« G @ Notsecure | 172.29.129.182 * O

This Is Web SERVER

Let’s Try to access Internet from Web-Server, It is working.

1) Applications Places System (@, i) Thu May 5, 13:14!

Al X

Facebook- log in or sign up - Mozilla Firefox ~

) Facebook - loginorsign x | +

& C © | & https://www.Facebook.com ses w I @ @

facebook

Connect with friends and the world
around you on Facebook.
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FortiView Destinations
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| © AddFilter
Source Device Bytes =
A 50:00:00:05:00:00 36.06 kB N
a 172.29.129.182
7008B |
]
[ 172.29.129.59
= &}
FortiView Destinations by Bytes
| © AddFilter
Destination Application Bytes =
1 www.facebook.com (179.60.192.36) TCP/443 14.60 kB I
firefox.settings.services.mozilla.com (143.204.98....  TCP/443 6.72kBE I
=5 push.services.mozilla.com (34.218.121.180) TCP/443 6.51kB
content-signature-2.cdn.mozilla.net (143.204.98....  TCP/443 6.18kE W
=5 classify-client.services.mozilla.com (34.98.75.36) TCP/443 3.69kB =
= 8.8.8.8 UDP/53 3.33kE W
172.29.129.182 TCP/80 804B 1
FortiView Policies by Bytes
© AddFilter
Palicy Palicy Type Source Interface Destination Interface Bytes »
SRV-Internet Access (2)  Firewall [®_SRY (port3) [ WAN (port2) 15.16kB W
LAN-to-Server Access (1) Firewall [® WAN (port2) ¥ SRV (port3) 90388 1
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