Dynamic Protocol RIP Lab:
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Two Core Firewall, FW2 and FW3, connect to the ISP Firewall FW1 for the internet access. Both
FW2 and FW3 have different Local Networks. The ISP Firewall FW1 is using RIP for its
connections to the core Firewalls, and redistributes its default route to the network - that is,
default route injection is enabled. The ISP Firewall FW1 uses NAT and has a static route to the
internet. None of the other Firewalls use NAT or static routes.

Disable or Deleted Default/Static Routes:
First we need to delete are disable default and static routes configured from previous lab.

(@ Fw1

@ Dashboard

Destination & Gateway IP Interface
Interfaces
DNS 0.0.0.0/0 192.168.1.254 M WAN-1 (port1)
Packet Capture 100.20/24 100.1.2 [ LAN (port3)
SD-WAN 10.0.3.0/24 10.0.1.3 M LAN (port3)
0.0.0.0/0 192.168.2.254 ™ WAN-2 (port2)

[ Fw2

@ Dashboard # Edit TR Clone Search

Destination = Gateway IP % Interface =

Interfaces

DNS 0.0.0.0/0 10.0.1.254 [® WAN (port1)

Packet Capture

SD-WAN

Static Routes
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(@ Fws
& Dashboard

Interfaces
DNS
Packet Capture

SD-WAN

FW1 RIP Configuration:

+CreateNew | & Edit @ Clone | W Delete Search

-

Destination % Gateway IP = Interface =

10.0.1.254 [® WAN (port1)

Go to Network > RIP Set the Version to 2. Under Networks, add three networks. In the
Interfaces table, click Create New. Set Interface to port3 and port4. Leave the remaining
settings as their default values. Click OK. Click Apply.

@ Fw1
@ Dashboard
< Network

Interfaces

DNS

Packet Capture

SD-WAN

= FW1

@ Dashboard

«p| Network
Interfaces
DNS
Packet Capture
SD-WAN
Static Routes

Policy Routes

Routing Objects
Multicast
& Policy & Objects

& Security Profiles

Add Interface

Version | 1 H Interface

Passive

M DMZ (port4)
@

Networks Authentication (B

IP/Netmask = 10.0.1.0/24

1 B4 Both

Send Version

10.0.4.0/24 Receive Version 1 Both
= Q
RIP
Version 1 E
Networks
IP/Netmask | 10.0.1.0/24 E] | x
10.0.4.0/24 x
10.0.5.0/24 x
+]
Interfaces
& Edit i Delete
Interface Version Passive Authentication

[® LAN (port3) Send:2Receive:2 @ Disabled @ Disabled
M DMZ (port4) Send:2Receive:2 @ Disabled @ Disabled
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FW2 RIP Configuration:

Go to Network > RIP Set the Version to 2. Under Networks, add two networks. In the Interfaces
table, click Create New. Set Interface to portl and port2. Leave the remaining settings as their
default values. Click OK. Click Apply.

= FW2 = Q
@& Dashboard RIP
< Network
Version 1 n
Interfaces
DNS Networks
Packet Capture
£ IP/Netmask | 10.0.1.0255.255.255.0 x
e 10.0.2.0255.255.255.0 x
Static Routes o
Policy Routes
RIP Interfaces
OSPF . = -
BGP
e e Interface Version Passive Authentication
Multicast M WAN (portl) Send:2Receive:2 @ Disabled @ Disabled
B Policy & Objects M LAN (port2) Send:2Receive:2 € Disabled € Disabled

FW3 RIP Configuration:

Go to Network > RIP Set the Version to 2. Under Networks, add two networks. In the Interfaces
table, click Create New. Set Interface to portl and port2. Leave the remaining settings as their
default values. Click OK. Click Apply.
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= FW3 = Q

@ Dashboard RIP
 Networ S
Interfaces
bak Networks
Packet Capture
s IP/Netmask | 10.0.1.0255.255.255.0 x
S0y 10.0.3.0 255.255.255.0 x
Static Routes o
Policy Routes
Interfaces
# Edit | W Delete
el Interface Version Passive Authentication
Multicast M WAN (portl) Send:2Receive:2 @ Disabled @ Disabled
B Policy & Objects M LAN (port2)  Send:2Receive:2 @ Disabled € Disabled
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FW1 Firewall Policy:

To create a new policy, go to Policy & Objects > Firewall Policy. Give the policy a Name that
indicates that the policy will be for traffic to the Internet in my case it is Allow-All. Set the
Incoming Interface to LAN and the Outgoing Interface to DMZ-Zone. Set Source, Destination
Address, Schedule, and Services, as required in this case All. Ensure the Action is set to ACCEPT.
Turn off NAT and select Use Outgoing Interface Address.

= FW1 = Q
@ Dashboard Edit Policy
« Network
& Policy & Object Name © LAN-to-DMZ
Firewall Policy Incoming Interface | M LAN (port3) v
IPv4 DoS Policy Outgoing Interface | [J DMZ-Zone -
Addresses Source 2 x
+
Internet Service
Database Destination =al x
+
Services
Schedule o always v
Schedules
Service I ALL x
Virtual IPs +
IP Poals Action L aV-eelSul © DENY
Protocol Options
Traffic Shaping Inspection Mode BEGIESEEGE Proxy-based
) Security Profiles
Firewall / Network Options
O VPN
. [ NAT > |
M Policy & s Name € DMZ-to-LAN
wall Policy Incoming Interface (J DMZ-Zone v
IPv4 DoS Policy Outgoing Interface | [ LAN (port3) v
Addresses Source = all x
+
Internet Service
Database Destination 2 all x
+
Services
Schedule [0 always v
Schedules .
Service Bl ALL x
Virtual IPs +
IP Pools Action L ay.(eeiigl © DENY

Protocol Options
Traffic Shaping Inspection Mode MEBNEEEGN Proxy-based

& Security Profiles

Firewall / Network Options

[=RVON
[ NAT o |
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FW?2 Firewall Policy:

To create a new policy, go to Policy & Objects > Firewall Policy. Give the policy a Name that
indicates that the policy will be for traffic to the Internet in my case it is Allow-All. Set the
Incoming Interface to WAN and the Outgoing Interface to LAN. Set Source, Destination Address,
Schedule, and Services, as required in this case All. Ensure the Action is set to ACCEPT.

Turn off NAT and select Use Outgoing Interface Address.

= FW2 = Q
& Dashboard Edit Policy
« Network
B Policy & Objects Name @ WAN-to-LAN
Firewall Policy Incoming Interface | M WAN (port1) hd
IPv4 DoS Policy Outgoing Interface | [ LAN (port2) v
Addresses Source 2 al x
+
Internet Service
Database Destination = all x
+
Services
Schedule @ always v
Schedules
Service L) ALL x
Virtual IPs +

IP Pools Action L gy.(sleZul @ DENY

Protocol Options
Traffic Shaping Inspection Mode BELINEEEEGN Proxy-based

& Security Profiles
0 VPN

Firewall / Network Options

NAT @ |
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FW3 Firewall Policy:

To create a new policy, go to Policy & Objects > Firewall Policy. Give the policy a Name that
indicates that the policy will be for traffic to the Internet in my case it is Allow-All. Set the
Incoming Interface to WAN and the Outgoing Interface to LAN. Set Source, Destination Address,
Schedule, and Services, as required in this case All. Ensure the Action is set to ACCEPT.

Turn off NAT and select Use Outgoing Interface Address.

= FW3 = Q
& Dashboard Edit Policy
'$' Network
Policy & Objects Name © WAN-to-LAN
Firewall Policy Incoming Interface | [ WAN (port1) v
IPv4 Do$ Policy Outgoing Interface | [ LAN (port2) v
Addresses Source = all x
+
Internet Service
Deiehema Destination =2 all x
+
Services
Schedule (o always v
Schedules
Service ] ALL x
Virtual IPs +
IP Pools Action + ACCEPT J~EsaNN
Protocol Options
e Inspection Mode MEGENEEESN Proxy-based

) Security Profiles

Firewall / Network Options

NAT > |
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Testing and Verification:
Let’s Check the routing table for RIP in FW1.

FW1 #

FWl #|get router info routing-table rip |

Routing table for VRF=0

R 10.0.2.0/24 [120/2] via 10.0.1.2, port3, 00:21:59
R 10.0.3.0/24 [120/2] via 10.0.1.3, port3, 00:21:39

= Q
Status
Security € Routing
Users & Devices B Connected
My Dashboard [ static
. 10 mRIP 10
Routes Routes
FortiView Sources ‘
FortiView Destinations ..
FortiView Applications
» Q, Route Lookup =~ @ View © Create Address Search
FortiView Web Sites
FortiView Policies Network = Gateway IP Interfaces Distance = Type =
FortiView Sessions 10.0.2.0/24 10.0.1.2 [ LAN (port3) 120 RIP
+ 10.0.3.0/24 10.0.1.3 [# LAN (port3) 120 RIP
< Network 00.0.0/0 192.168.1.254 ¥ WAN-1 (port1) 5 Static
& Policy & Objects 00.0.0/0 192.168.2.254 B WAN-2 (port2) 5 Static
& Security Profiles 100.1.0/24 0000 # LAN (port3) 0 Connected
8 VPN
10.04.0/24 0.0.0.0 2 SRV1(VLAN40) 0 Connected
= User & Authenticati
o BEsrvaiE 1005.0/24 0.0.0.0 2% SRV2 (VLANS50) 0 Connected
£ System
) 192.168.1.0/24 0.0.0.0 [ WAN-1 (port1) 0 Connected
NX Security Fabric
192.168.2.0/24 0.0.00 [ WAN-2 (port2) 0 Connected

L Log & Report

Ann arn anm oo PAPNFAPY Gl s aea st e ~ ~
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Let’s Check the routing table for RIP in FW2.

FW2 #
FW2 # get router info routing-table rip
Routing table for VRF=0

R 10.0.3.0/24 [120/2] via 10.0.1.3, portl, 00:27:40

R 10.0.4.0/24 [120/2] via 10.0.1.254, portl, 00:28:00

R 10.0.5.0/24 [120/2] via 10.0.1.254, portl, 00:28:00

€ Routing

Type
[ Connected
6 ORIP 6
Routes Routes
Q Route Lookup = @ View © Create Address Search
Network & Gateway IP = Interfaces Distance = Type =

10.0.1.0/24 0.0.0.0 [ WAN (port1) 0 Connected
10.0.2.0/24 0.0.0.0 [® LAN (port2) 0 Connected
10.0.3.0/24 10.0.1.3 [® WAN (port1) 120 RIP
10.0.4.0/24 10.0.1.254 [® WAN (port1) 120 RIP
10.0.5.0/24 10.0.1.254 [® WAN (port1) 120 RIP
192.168.100.0/24  0.0.00 [® MGMT (port5) 0 Connected
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Let’s Check the routing table for RIP in FW3.

FW3 #
FW3 #|get router info routing-table rip |
Routing table for VRF=0

R 10.0.2.0/24 [120/2] via 10.0.1.2, portl, 00:28:30
R 10.0.4.0/24 [120/2] via 10.0.1.254, portl, 00:28:30
R 10.0.5.0/24 [120/2] via 10.0.1.254, portl, 00:28:30
€ Routing

Type
M Connected

CRIP 6

Q Route Lookup =~ @ View © Create Address Search

Network < Gateway IP Interfaces Distance % Type &
10.0.1.0/24 0.0.00 ™ WAN (port1) 0 Connected
10.0.2.0/24 10.0.1.2 % WAN (port1) 120 RIP
10.0.3.0/24 0.0.0.0 [ LAN (port2) 0 Connected
10.0.4.0/24 10.0.1.254 [# WAN (port1) 120 RIP
10.0.5.0/24 10.0.1.254 ™ WAN (port1) 120 RIP
192.168.100.0/24 0.0.0.0 M MGMT (port5) 0 Connected

get router info routing-table all
get router info rip database
get router info rip interface

Try to ping from PC1, PC2 and PC3 to each other even you can ping DMZ SRV1 and SRV2 if

the firewall policy is properly configured it will work through RIP protocols.
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Inject Default Route:

If you want that all the LAN Networks behinds FW2 and FW3 to reach to Internet, you need to
enable Default Route injection in FW1. Under Advanced Options, enable Inject Default Route.

This setting allows the ISP FW1 to share its default 0.0.0.0 routes with other Firewalls FW2 and
FW3 in the RIP network. Click Apply.

@ Fw1

Dashboard

[ LAN (port3)

Interfaces M DMZ (port4) Send:Both Receive: Both € Disabled € Disabled
DNS

Send: Both Receive: Both € Disabled € Disabled

Packet Capture P
SD-WAN
Static Routes B Advanced Options

Policy Routes Default Metric 1

w | Inject Default Route €@ @O | <:|

Try to ping and browse from PC1, PC2, PC3, SRV1 and SRV2 to any interment website if the

firewall policy is properly configured it will work through RIP Default Route.
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