NetBios Enumeration

NetBIOS, short for Network Basic Input/Output System, is a protocol that enables
communication between applications on a local area network (LAN). It is commonly used in
Windows environments for sharing files, printers, and other resources.

Lets start our enumeration with the Nbtscan tool.
nbtscan -v 192.168.29.141 -h
We can also perform Netbios enumeration with the help of nmap.
nmap -sV -p 139 --script nbstat.nse 192.168.29.141

Nmblookup is another tool that we can use to perform Netbios enumeration.

nmblookup -A 192.168.29.141
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