Format string exploits:

Memory address: »cO cl c2 c3

1%t 4 byte JUNK

1st byte write to 0x08049¢c0 'AA 00 00 00

2nd byte write to 0x08049c1 00 BB 00 00 294 byte JUNK

/

3rd byte write to 0x08049¢2 00 00 CC' 00 39 4 byte JUNK
4th byte write to 0x08049¢3 00 00 00 DD
Result: » AA BB CC DD
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