How to write at any arbitrary
memory address
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Overwriting memory address using %n & %hn

write

Writes 1 byte at a 1 byte

%n " - N

write

Writes 2 bytes at 2 byte

ohn = -
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Addressing concept

ADDRESS VALUE
ADDRESS VALUE
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Single byte writing using %n

ADDRESS VALUE

ADDRESS VALUE
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Single byte writing using %n

ADDRESS VALUE

Crafting exploit input:

4 BYTE 4 BYTE 4 BYTE
| | | | | | | |
4 BYTE 4 BYTE 4 BYTE 4 BYTE
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Single byte writing using %n

ADDRESS VALUE

Crafting input:

4 BYTE 4 BYTE 4 BYTE

R

4 BYTE 4 BYTE 4 BYTE 4 BYTE

https://t.me/learningnets



Single byte writing using %n

ADDRESS VALUE

4 BYTE 4 BYTE 4 BYTE
| | | | | | | |
4 BYTE 4 BYTE 4 BYTE 4 BYTE
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Single byte writing using %n

ADDRESS VALUE

4 BYTE 4 BYTE 4 BYTE
=
| | | | | | | |
4BYTE 4BYTE 4BYTE 4BYTE

T
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Single byte writing using %n

ADDRESS VALUE

4 BYTE 4 BYTE 4 BYTE

T T
| | | | | | | |

4 BYTE 4BYTE 4BYTE 4 BYTE

T
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Single byte writing using %n

ADDRESS VALUE

4 BYTE 4 BYTE 4 BYTE
e N
o | N R + > ST
| | | | | | | |
4 BYTE 4BYTE 4 BYTE 4 BYTE

T
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Single byte writing using %n

ADDRESS VALUE

4 BYTE 4 BYTE 4 BYTE

T 0 o) i o
oo R Y~ [ o015 AT
| | | | | | | |

4 BYTE 4BYTE 4BYTE 4 BYTE

T
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Two bytes writing using %hn

ADDRESS VALUE

ADDRESS VALUE

4’

> %hn
- -

> %hn
4>
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Addressing concept

ADDRESS VALUE

ADDRESS VALUE

4’

> %hn
- -

> %hn
4>
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Addressing Concept

ADDRESS VALUE

ADDRESS VALUE

4’

| oo v

4’
4»

n
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Single byte writing using %hn

ADDRESS VALUE

Crafting exploit input:

|
. T

R
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Single byte writing using %hn

ADDRESS VALUE

Crafting exploit input:

% 0x%4Shnl%0x%5%hn

R

|
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Addressing Concept

ADDRESS VALUE

ADDRESS VAL

e - o
] - o
] - o
o

— »%hn

—»%hn

Exploit code:

user@linux$ ./vuln $(printf *| 0x080496c2! |+ | 0x080496co] | -+ EwmEE +
e + IRl + PSsshn )
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Addressing Concept

ADDRESS VALUE

ADDRESS VAL

— Exploit code:
= o
~ »%hn user@linux$ ./vuln $(printf *| 0x080496c2! |+ | 0x080496co] | -+ EwmEE +
= g
[aishn T + IR B + [9658hn T

] - fom.
—»%hn
— @

Pattern-->




|
Pattern--> | 0x080496c2| |+ + Bl + +IEAvicfl +| %sishn |
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Exploit concept Shellode. e e

address:

We need 2 things:

1. address location to write
2. shellcode address

R

1%t 2 byte write

bfff

2 2 byte write
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Exploit concept Shellode. e e

address:

We need 2 things:

1. address location to write
2. shellcode address

R

1%t 2 byte write

bfff

2 2 byte write
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Exploit concept Shellode. e e

address:

We need 2 things:

1. address location to write
2. shellcode address

R
Vo

Linux$ ./format2 [0x...2....ox... L. 190X

bfff

2" 2 byte write
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