Build Open Source SIEM HA
Using Wazuh + Docker
Swarm by : Ardita

SUMMARY

==

Wazuh is a free and open source platform for threat detection, security monitoring, incident
response and regulatory compliance. It can be used to monitor endpoints, cloud services and

containers, and to aggregate and analyze data from external sources. (source : wazuh docs)

One of the wazuh functions can be used to detect brute-force attacks. Brute forcing SSH (on
Linux) or RDP (on Windows) are common attack vectors. Wazuh provides out-of-the-box rules
capable of identifying brute-force attacks by correlating multiple authentication failure events.

PREREQUISITES

For All-in-One Deployment :

1. Operating system (Amazon Linux 2, CentOS 7 and later, Debian 8 ELTS and later, Fedora
Linux 31 and later, openSUSE Tumbleweed, Leap 15.2 and later, Oracle Linux 6 Extended
and later, Red Hat Enterprise Linux 6 ELS and later, Ubuntu 14.04 ESM and later)

Min 4GB of RAM

Min 2 CPU cores

Docker

o k> w N

Portainer (Optional: for manage docker via dashboards)
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DOCKER SWARM TOPOLOGY

Internal Distributed State Storage

Manager P» Manager #

---------------------------------------------------------------------------

Worker ? Worker #

Wazuh All-in-One

.................................................................................

ACTION

Note : Assuming docker and portainer have been installed !
Install Wazuh All-in-One

1. Clone wazuh repository to your system using git, current wazuh stable version on official
documentation is v4.2.5.

git clone https://github.com/wazuh/wazuh-docker.git -b v4.2.5 --depth=1

2. Move to wazuh-docker directory.

cd wazuh-docker/

3. Deploy wazuh All-in-One using Docker Swarm stack deploy, it will be distributed on all
docker worker nodes.

docker stack deploy -c¢ docker-compose.yml Wazuh

4. Check wazuh service is available on docker swarm via CLI or Portainer.

[root@docker®l wazuh-docker ]# docker service ls

ID NAME MODE REPLICAS
je73cnm5hf3s  jenkins replicated 1/1
n93yldé5vbe9  portainer agent global 2/2

ycdhorwvv3jd portainer portainer replicated 1/1
u2x3bol7poc] wazuh elasticsearch replicated 1/1
nrbdy310e90s  wazuh kibana replicated 1/1
u765wypkvcao  wazuh wazuh replicated 1/1
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B Services

£ Update [l Remove

Q, Search...

[0 v Namelz Image Scheduling Mode

|:| > wazuh_elasticsearch amazon/opendistro-for-elasticsearch:1.13.2 replicated 1 / 1 I Scale
[J » wazuh_kibana wazuh/wazuh-kibana-odfe:4.2.5 replicated 1 / 1 I Scale

[0 » wazuh_wazun wazuh/wazuh-odfe:4.2.5 replicated 1 / 1 [ Scale

5. Access wazuh dashboards, the default user is admin and password is admin.

5 Username

(@ Password

6. Install wazuh agent on an example Linux server using script on Wazuh > Agents > Deploy

New Agent.
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7. Choose the operating system, version, and architecture based on the server that will be

monitoring.
Deploy a new agent

o Choose the Operating system

Red Hat / CentOS Debian / Ubuntu Windows MacOS

o Choose the version

CentOS5 CentOS6 or higher

e Choose the architecture

i386 x86_64 armhf aarch64

8. Define wazuh server address (can be predefined on setting) and assign the agent to a

group (the default group is default).

o Wazuh server address

You can predefine the Wazuh server address with the enrollment.dns Wazuh app setting.

192.168.56.101

° Assign the agent to a group

Select one or more existing groups

default x e v

9. Wazuh will be create a simple script, run on the server that will be monitoring and reload
the service.
10. Check on dashboards.
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RESULTS

Wazuh Dashboards

Wazuh has very complex dashboards, we can use benchmark functions, security events,

inventory data and others to create monitoring on the server. One of the functions is to detect
brute force attacks.

= WAZUH '  Agents docker0Ol.localdomain

dockerO1.locald...  Security events Integrity monitoring SCA System Auditing Vulnerabilities MITRE ATT&CK More... v @& Inventory data A Stats €3 Configuration
D Status P Version Groups Operating system Cluster node Registration date Last keep alive
003 ® active 100315 Wazuhv4.2.5 default A centosLinux7.9 node01 Jan 25,2022 @ 11:51:32.000 Jan 28,2022 @ 17:10:24.000
Last 24 hours v
MITRE ] Compliance PCIDSS ~ FIM: Recent events g
Top Tacti Time Path Action Rule description RuleLevel  Ruleld
op facties \ | ® 106111
Credential Access 5 No recent events
® 114(10)
Discovery 5
Defense Evasion 4 ® 1025@)
Initial Access 4 ® 1026(1)
Persistence 4
Events count evolution SCA: Last scan )
CIS Benchmark for Cent0S 7 cis_centosZ_linux
15 .
This document provides prescriptive guidance for establishing a secure configuration posture for CentOS 7 systems
running on x86 and x64 platforms. This document was tested against CentOS 7.
10
£
8 Pass Fail Total checks Score
68 118 196 36%
18:00 21:00 00:00 03:00 06:00 09:00 12:00 15:00

How to detect a brute-force ?

We can use brute-force attack tools such as hydra for a demo.

1. Install hydra tools or use pentest operating systems such as Kali Linux.

yum install -y hydra

2. Run hydra command for brute-force attack.

hydra -| exampleuser -p wrong_password 192.168.56.101 ssh
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3. Check on wazuh dashboards > discover, user exampleuser will try to login and wazuh

create log for this action.

Jan 28, 2022 @ 17:25:55.944' sshd: Attempt to login using a non-existent userl

[ Expanded document

Table

JSON

@ af®

View surrounding documents View single document

_id -Rs50H4B3f1EAXPGWKEY
_index wazuh-alerts-4.x-2022.01.28
_score

-type _doc

agent.id 803

agent.ip 16.6.3.15

agent.name docker®1.localdomain
data.srcip 192.768.56.105
data.srcuser exampleuser

decoder.name sshd

decoder.parent sshd

full_log Jan 28 ©5:26:54 docker81 sshd[6348]: Failed password for invalid usefrom 192.168.56.185 port 36554 ssh2

4. In the next section, wazuh defines this action based on MITRE RULE as a brute-force

attack.
t rule.mitre.id
t rule.mitre.tactic
t rule.mitre.technique
t rule.nist_8@88_53
t rule.pci_dss
t rule.tsc
B timestamp

T1118

Credential Access

AU.14, AC.7, AU.6

18.2.4, 18.2.5, 18.6.1
CC6.1, CC6.8, CC7.2, CC7.3

Jan 28, 2022 @ 17:26:55.944

5. Next step we will try to make a reporting dashboard, See You...

NOTES

https://docs.docker.com/engine/swarm/

https://documentation.wazuh.com/current/getting-started/index.html

https://documentation.wazuh.com/current/proof-of-concept-quide/detect-brute-force-attack.html
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