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Abstract: This paper investigates how to build a controllable wireless spoofing attack launch frame-
work that is driven by fundamental channel modeling and practical wireless datasets. First, we
propose a wireless spoofing attack scheme against the defense mechanism with adversarial deep
learning. To obtain channel characteristics and facilitate offline training of the attack model, auxiliary
channel sensing is proposed with fundamental channel modeling. Based on these, a conditional
boundary equilibrium generative adversarial network (CBEGAN) is designed with adversarial au-
toencoder (AAE), which takes true labels of signals and channel characteristics as conditions and
enables the generation of controllable spoofing signals to fool the protected legitimate classifier. We
verify the performance of the proposed spoofing attack scheme with CBEGAN and channel sensing
by using wireless datasets, which contain signal data of multiple emitters and modulation types.
Results show that the proposed scheme outperforms random attack, replay attack, and the recent
attack scheme based on generative adversarial network (GAN) when a single legitimate emitter sends
a fixed modulation type. It is also shown that the average attack success probability of the proposed
CBEGAN attack model can reach more than 80% while mimicking multiple emitters and modu-
lation types. The performance of the proposed scheme on different channel conditions including
signal-to-noise ratio (SNR) and K-factor of the Rician fading channel is evaluated.

Keywords: adversarial machine learning; spoofing attack; general adversarial network (GAN);
channel sensing; wireless security

1. Introduction

Due to the open and shared nature of propagation channels, wireless communication
systems are vulnerable to being attacked by adversaries. Adversaries can launch spoofing
attacks by simulating transmissions from legitimate users at the physical layer. These at-
tacks can be used for various adversarial purposes, such as emulating the primary user in a
wireless communication system and fooling the authentication system to attack a protected
wireless network. Adversaries tried to send random signals from other transmitters as a
naive spoofing attack. In addition, the replay attack was considered a common spoofing
attack in previous studies. By recording a legitimate user’s transmission and replaying the
signal later, the replay attack can achieve reasonable results in traditional spoofing tasks.

As deep learning represents a very successful machine learning paradigm in the last
decade, it has been widely applied in the fields of computer vision and natural language
processing [1]. Deep learning can automatically build high—-dimensional data models by
processing raw data without handcrafted feature extraction. Therefore, deep learning is
integrated into wireless communication systems, and automated approaches are provided.
For example, ref. [2-4] used deep learning for spectrum sensing and radio signal classifica-
tion, which includes two main techniques: automatic modulation classification (AMC) and
specific emitter identification (SEI). The protection mechanism for wireless communication
systems is built based on these two techniques for signal authentication. In [5-9], a deep
learning-based approach, such as deep neural networks (DNN) or convolutional neural
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networks (CNN), was used as a classifier to build signal authentication systems. With the
successful applications of deep learning, the protection level of wireless communication
systems is constantly improved, which makes replay attacks perform poorly. In [10,11],
the limitations of replay attacks were analyzed and a scheme to detect replay attacks
was proposed.

Consequently, the adversaries also need to improve their own level of intelligence to
cope with the improvement of the defense capability of wireless communication systems.
Such security issues have been studied in the field of adversarial machine learning [12-15].
There are three broad attack categories based on adversarial machine learning: exploratory
attacks, poisoning attacks, and evasion attacks. For the first category, during the launching
of exploratory attacks, adversaries can learn the transmit behavior of legitimate users
to interfere with the data transmission process by training deep neural networks which
learn the underlying transmission behavior [16,17]. In addition, adversaries can interfere
with transmissions during the data collection process with poisoning attacks. In [18,19],
poisoning attacks influence the input data during the training and testing of legitimate
machine learning classifiers. Poisoning attacks are also studied for cooperative spectrum
sensing, which provides incorrect sensing results to the machine learning classifier to launch
spectrum sensing data falsification (SSDF) attacks [20,21]. Both exploratory attacks and
poisoning attacks need to implement attacks during the training process of the legitimate
classifier, which is difficult to realize in practice.

In addition, evasion attacks can fool classifiers to make incorrect classification de-
cisions by adding adversarial perturbation to real samples [22-24]. Within this kind of
method, spoofing attacks can be launched on the well-trained classifier without influencing
the training process. In [25-30], the authors generated adversarial jamming inputs to fool
machine learning and deep learning-based wireless signal classifiers by adding pertur-
bations and inserting Trojans. Nevertheless, these methods assume that perturbations
are directly added to real wireless signals, and thus they cannot be readily applied to
evasion attacks.

In [31], researchers introduced generative adversarial network (GAN) into the use of
spoofing attacks by generating synthetic signals as evasion attacks to fool classifiers. It has
been verified that the GAN-based spoofing attacks outperformed previous works such
as random attacks and replay attacks in radio signal classification tasks [31]. The attack
scheme in [31] can only mimic a single emitter with a single modulation type in the attack
launching process. However, there are multiple legitimate transmitters in actual wireless
communication application scenarios. In addition, signals from legitimate transmitters
may be sent with different modulation types. That makes the above attack scheme have
difficulty meeting the needs of complex wireless communication applications. Furthermore,
in [31], the attack scheme compensates for the effect of the transmission channel to generate
more realistic spoofing signals by transferring training data and feedback from the GAN
model during both the training and attack process. This online compensating scheme
causes high overhead. It also makes adversaries easy to detect during the attack process
because of the larger communication footprint.

To tackle the above problems, we propose a controllable wireless spoofing attack
launching scheme based on conditional adversarial deep learning. By feeding the channel
sensing data and signal labels as conditions into the designed boundary equilibrium
generative adversarial network (BEGAN) based on adversarial autoencoder (AAE), the
attack model can control the output category to launch controllable spoofing attacks.
Compared to the recent comparative work, the proposed scheme provides innovative
thinking for wireless signal spoofing. First, the proposed scheme can mimic multiple
emitters with different modulation types in the attack launching process, whereas the
existing attack scheme [31] can only mimic a single emitter with a single modulation type.
Secondly, the proposed scheme can carry out the model training and channel compensation
offline with auxiliary channel sensing. The existing attack scheme in [31] achieves the
above purpose by transferring training data and feedback from the GAN model online,
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which leads to a larger communication footprint and is easily detected. Moreover, the
introduction of AAE also solves the problem that the performance of the attack model is
affected due to the limited signal samples. The contributions of this work are summarized
as follows.

*  We propose a novel, controllable wireless spoofing attack scheme based on conditional
BEGAN (CBEGAN) and auxiliary channel sensing. The CBEGAN is designed to take
the channel characteristics and signal labels as conditions and to generate spoofing
signals by mimicking multiple emitters with different modulation types.

*  We design an AAE-based CBEGAN network to improve the quality of synthetic
signals, which supports training with few samples. Auxiliary channel sensing is intro-
duced to compensate for the effect of the transmission channel. With auxiliary channel
sensing, the attack model can be trained offline, which is more covert and prevents
interception by legitimate pairs due to long-term online training and transmission.

e Simulations are carried out to evaluate the performance of the proposed scheme. With
different channel conditions including signal-to-noise ratio (SNR) and K-factor of the
Rician fading channel, it is shown that the success probability of the proposed attack
scheme outperforms random attacks, replay attacks, and the comparative scheme
in [31]. It is also illustrated that the proposed scheme can realize controllable wireless
spoofing attacks, i.e., it can mimic different legitimate emitters and modulation types
while the comparative method can only simulate a single emitter with a fixed modula-
tion type. Moreover, the performance of the proposed scheme under different channel
conditions including SNR and K-factor of the Rician fading channel is evaluated.

The remainder of this paper is organized as follows. Section 2 introduces the system
and channel model. Section 3 presents the proposed network and scheme for controllable
spoofing attack launching based on CBEGAN with auxiliary channel sensing. Simulation
setups, results, and discussions are provided in Section 4. Conclusions are drawn in
Section 5.

2. System and Channel Model

As illustrated in Figure 1, we consider a typical wireless communication system that
consists of N legitimate transmitters and a legitimate receiver. Each legitimate transmitter
can send signals with different modulation types. The signals from legitimate transmitters
or illegitimate ones are distinguished at the legitimate receiver with a deep learning classi-
fier trained by signal data collected in advance. In addition to distinguishing whether a
transmission is legitimate or not, the receiver can also classify which legitimate transmitter
the signal comes from and the modulation type of the transmitted signal.

To realize the spoofing attack on the legitimate receiver, we introduce an adversary
transmitter—receiver pair. The adversary transmitter attempts a spoofing attack on the
legitimate receiver and mimics any legitimate transmitter with different modulation types.
The adversary receiver is used to collect legitimate signals for training the attack model
in the adversary transmitter. Therefore, the purpose of the spoofing attack is that the
adversary can fool the legitimate receiver. The spoofing signal sent by the adversary can
be classified as a legitimate signal at the legitimate receiver. The controllable spoofing
attack launched by the adversary can also mimic each legitimate transmitter with different
modulation types.

The attack and training processes of the proposed spoofing attack based on the sys-
tem model are shown in Figure 1a,b. As shown in Figure 1a, legitimate transmitters T;
(i =1,...,N)send signals to the legitimate receiver R. The transmitted signals can conform
to multiple modulation types. The adversary transmitter A7 attempts a spoofing attack
on R and mimics any legitimate transmitter with different modulation types. To achieve
the attack process above, the adversary receiver A is placed close to R which is the same
as that in [28]. Therefore, signals from different legitimate transmitters, which are similar
to those from T; (i = 1,...,N) to R, can be also collected at Ag. To achieve a controllable
spoofing attack, a training process is needed. In the training process (see Figure 1b), At
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sends a few reference signals to Ag for sensing the current adversary channel character-
istics, which are able to compensate for the adversary transmission. A complete GAN
network including the generator and discriminator is deployed in At for spoofing signal
generation. With the channel characteristics from At to Ag implementing auxiliary GAN
training, the discriminator compares the signals from T; to Ar and those from At to Ag,
and then gives the feedback to the generator. The generator improves synthetic signals to
make them closer to legitimate signals. Once the GAN in Ar is trained, only the generator
is used to generate spoofing signals in the attack process. Ar can mimic the signals sent by
any legitimate transmitter to launch controllable spoofing attacks.
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Figure 1. Network topology during the (a) attack and (b) training processes of spoofing attacks.

In the considered wireless scenario, the legitimate signal at R is

M; . .
sTR—xT “Hrr+mn, i€[l,...,N], je[l,..., L], 1)

M;
where xT is the signal sent by legitimate transmitter T; with modulation type M;, Hr,g is
the channel impulse response from T; to R, N is the number of legitimate transmitters, and
L is the number of modulation types. Moreover, an additive white Gaussian noise (AWGN)
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1;, is considered. Similarly, the synthetic signal sent by the adversary transmitter At at
receiver R with channel characteristics from At to Ar can be given as

SArAr = XAp - Hapa, +10, )

where x 4, is the synthetic signal sent by the adversary transmitter Ar and Hy, 4, is the
channel impulse response from At to Ag. We aim to achieve to make s, 4, as similar as

possible to s];{%

The channel between any transmitter-receiver pair is depicted by the frequency-
selective fading. It should be noted that the proposed spoofing attack scheme can be
used in other channels as well because the auxiliary channel sensing can acquire the
knowledge of the channel characteristics. For the fading channel model, the first discrete
path experiences Rician fading and the other discrete paths follow independent Rayleigh
fading. The Rician fading model takes into account the presence of the line of sight (LOS)
path and the non-line of sight (NLOS) multipath components. The Rician K-factor is defined
as the ratio between the power of the LOS path signal and the sum of the powers of the
remaining NLOS multipath components. In this case, channel impulse response H can be
expressed according to [32] as

1
H =4/ ———=Hnros + -Hips, 3)

TV K+1 K+1

where Hy s is the channel impulse response of the remaining NLOS multipath compo-
nents, Hypg is the channel impulse response of the LOS path, and K is the Rician K-factor.
The Rician fading model turns into the Rayleigh fading model when K equals zero.
Within the proposed spoofing attack scheme, the adversary transmitter does not
need to assume any prior knowledge about the legitimate transmission channel and the
legitimate signal parameters such as modulation rate. By generating legitimate signals for

each type (s;.), the adversary can mimic different legitimate transmitters with different
modulation types. The purpose of controllable spoofing attacks is achieved.

3. Controllable Spoofing Attack Launching

In this section, we introduce how to launch the controllable spoofing attack, and then
present the structure of the AAE-based CBEGAN network. Due to the introduction of
conditions including the auxiliary channel sensing data and signal labels, the designed
AAE-based CBEGAN can generate synthetic signals from different transmitters with
different modulation types even if the legitimate transmission channel condition is variant.
By feeding the channel characteristics into the network, the network can be trained in an
offline learning manner.

3.1. CBEGAN and Auxiliary Channel Sensing

The spoofing attack launching scheme and the functions of the component modules
are shown in Figure 2. The proposed scheme consists of CBEGAN and auxiliary channel
sensing. CBEGAN is used for the generation of synthetic signals and the launching of
spoofing attacks. Auxiliary channel sensing is deployed to acquire the channel characteris-
tics to assist the training of the attack model. BEGAN is applied as a boosting model for
generative adversarial networks in the body of the attack model for training and generation
of spoofing signals. Unlike the optimization objective of conventional generative adver-
sarial networks, BEGAN [33] makes the auto—encoding error distribution of the generated
samples match that of the real samples as much as possible. This is more conducive to the
generation of time sequence data such as modulated communication signal data.
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Figure 2. The structure of the proposed scheme based on CBEGAN and auxiliary channel sensing.

In addition, auxiliary channel sensing is used to obtain the channel characteristics
during the training and launching of spoofing attacks. The introduction of auxiliary chan-
nel sensing allows training to be performed only in the training stage while reducing
the exposure risks in the attack launching stage. Furthermore, channel characteristics ob-
tained by auxiliary channel sensing and the information about the legitimate transmission
(the true labels of signals transmitted) are fed into CBEGAN as conditions. This com-
pletes the architecture of the CBEGAN attack model, which enables controllable spoofing
attack launching.

The detailed process of launching a controllable spoofing attack based on CBEGAN
and auxiliary channel sensing is presented as follows. The controllable spoofing attack pro-
cedure is divided into two stages: the model training stage and the attack launching stage.

In the training stage, the adversary receiver Ar collects the signal samples from
transmitter T and the adversary transmitter A, and marks their transmissions with labels
so that the adversary receiver Ag can obtain the true label of the transmission. Channel
sensing characteristics are also fed into the discriminator D. The discriminator D then
starts training based on the collected data samples, with the objective of maximizing the
auto—encoding error, i.e.,

mSXL(STiR} IT.R;0p) — L(G(z:IT.R;06) - Haragi 0D), 4)

where z is the random noise input of the generator G, str is the legitimate signal of
category i, I;r is the signal label of s1,g, and Ha 4, is the channel sensing data of the
adversary transmission channel. G(z) is the generator output, which is also the synthetic
signal sent by the adversary transmitter. 8 and 6p are the current model weights. L is the
auto-encoding error.

The generator G collects the feedback of the discriminator D and updates the gen-
erator weights to improve the quality of the synthetic data. The objective is to mini-
mize the auto—encoding error of the sample generated by the generator G, which can be
expressed as

l‘nél’lL(G(Z,'lTiR,'GG) 'HATAR/'GG)‘ (5)
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The above training process continues with updated generator G and discriminator D.
The weights are continuously updated with each round of training as well until CBEGAN
reaches equilibrium. Besides, it should be noted that when the generator G is trained, the
gradient of G vanishes rapidly, which makes the training of CBEGAN very difficult. To
relax the equilibrium boundary and solve the vanishing gradient, the hyperparameter 1 is

introduced as
E[L(G(z 1R 0G) - Harag: )]
E[L(s7;r;l;r;6D)]

The whole process forms a complete generative adversarial network, which performs
a minimax game as

v = ;v €10,1]. (6)

max L(st.r;ITr;0p) — ki - L(G(z;I1,;0G) - Hapagi D),
min L(G (2 I1,r;0c) - Har 3 0G), @)
kv = ke + My - L(str; IT:R; 00) — L(G (2 I1;r;0G) - Hapag; 0G).-

At is a learning rate parameter of k;, 1, and k; controls the gradient drop degree of D where
t denotes the training step. The parameter k; is continuously updated with the above
objective function optimized.

Once the model converged, the adversary transmitter At can use the generator to
generate synthetic signals in the attack stage. After passing through the transmission
channel, the synthetic signal is received by the legitimate receiver which is similar to the
signal sent from the legitimate transmitter. The controllable spoofing attack is successfully
launched. The entire controllable spoofing attack launching procedure is organized into an
Algorithm 1 shown below.

Algorithm 1: Controllable Spoofing Attack Launching Procedure.

Input:
Random noise input of the generator G: zg
Sample of the legitimate signal i: sT,g
Label of the legitimate signal i: IT.g
Channel sensing data of the adversary transmission channel: H, 4,
Output:
Synthetic signal of generator G: G(z¢;I1,r;0G) - Hara,
Attack Model Training Stage:
1 Feed the input data into the CBEGAN network and set the training
hyperparameters of model;
2 fort = 0 tosteps-1do
3 Initialize the network parameters 0 and 6p;
4 Generate synthetic signal based on channel sensing data and signal label;
5 | Updates the discriminator D parameters 0p with maximizing the
auto-encoding error:

6 | L(striltr:00) — L(G(zG; ;R 0G) - Hapagi 0D);
7 Updates the generator G parameters 6 by minimizing the autoencoding error:
s | L(G(zcilnr:06) - Hapagi0G);
9 Calculate the hyperparameter oy and update the parameters k; by v and Ay;
10 end
11 Save the generator parameters 6;
Attack Launching Stage:

12 Load the network parameters 6 into the generator of CBEGAN;

13 Identify the transmission state of the channel;

14 Launch a controllable spoofing attack based on channel sensing data and the
signal labels.
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3.2. AAE-Based CBEGAN Model

In the above wireless application scenario, the invisibility and security of the spoofing
attack launching need to be fully considered. The adversary needs to launch wireless
spoofing attacks based on the collected legitimate signals. If the data collection process
for attack model training lasts too long, it makes adversaries easy to detect because of
the larger communication footprint. Thus, only limited training samples can be collected
and utilized, which leads to the need to solve the problem of the training of the attack
model with a limited number of samples. AAE [34] is a promising deep neural network
architecture for computer vision-related tasks, which enables learning with few samples.
In this paper, we introduce the AAE to our CBEGAN to solve the problem of not having
access to a large number of training samples.

The AAE-based CBEGAN architecture designed for spoofing signal generation task
is introduced as follows. Unlike the image generation task, within which the training
samples are two-dimensional matrices, the samples of the spoofing signal generation task
are one-dimensional vectors. In addition, the signal samples are signals sampled in the
baseband. For each signal sample, I and Q are taken as two channels. A one-dimensional
vector with two channels is formed as the final training sample. Similarly, according to the
characteristics of the signal samples, we consider one-dimensional convolution kernels as
the main operational units of the generative adversarial network.

Specifically, for the encoder in autoencoder, the network structure of multiple one-
dimensional convolution layers followed by fully connected layers is selected. In order to
accelerate the convergence of the model, a batch-normalization operation is added after
each fully connected layer. The detailed structure of the encoder is shown in Figure 3. The
generator and the decoder take the same network structure, i.e., a network structure of two
fully connected layers added several UpBlock modules and convolutional output layers.
The overall architecture of the generator/decoder is given in Figure 4. To enhance the
fineness of the generated signals, we add the output of the fully connected layer to the
output of each UpBlock module by channel splicing. Figure 4 shows the detailed structure
of each UpBlock module. There are two inputs and two outputs in the UpBlock module.
One input goes through several convolutional output layers before being concatenated
with another input.

Conv+RelLU Conv+RelLU Conv+RelLU

Input
1x512x2

1x8x16 1x8x32 1x8%64

ZeroPadding ZeroPadding ZeroPadding
Flatten

Conv+RelLU Conv+RelLU Conv+RelLU

T

1x8%256 1x8x256 1x8x128

ZeroPadding ZeroPadding ZeroPadding
)

256 64
Dense+ReLU

Figure 3. The architecture of the discriminator (encoder).
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8 [0 [

_—

Dense Dense Reshape
Random noise
e RN —
256 2048
1x8%256
UpBlockxT7
Conv+ReLU Conv+ReLU Conv+ReLU
1x3x2 1x5%32 1x7x128
ZeroPadding ZeroPadding ZeroPadding

Figure 4. The architecture of the generator (decoder).

4. Numerical Results and Analysis

In this section, simulations are carried out to verify the performance of the proposed
scheme. Its ability to mimic multiple emitters or multiple modulation types is also demon-
strated. The performance of the proposed method with auxiliary channel sensing under
different channel conditions is discussed.

4.1. Dataset and Network Setups

According to the system model in Figure 1, 8 universal software radio peripherals
(USRPs) of X310 produced by Ettus with a single antenna are taken as transmitters in
the wireless scenario. Five different USRPs are taken as legitimate transmitters (T; to T5)
and one for the legitimate receiver (R). The other two USRPs are used as the adversary
transmitter-receiver pair (A7 and Ag). Each transmitter and receiver is composed of GNU
radio and USRP. The USRP radio frequency parameters are configured with GNU radio.
During the measurements, all USRPs work at 900 MHz central frequency with 40 MHz
bandwidth. The gain value is set to 89 dB. All transmitters can send the signal data with
the same preamble, modulation rate of 120 kBaud, and receiving sampling rate of 2.4 MSps.
The received signals are upsampled by a factor of 10, and 2N real samples are collected to
form one 1 x N complex—valued input vector, which can be decomposed into two 1 x N
real-valued vectors. In the experiments, N is set to 512. There are five different modulation
types transmitted by USRPs including BPSK, 2ASK, QPSK, 16QAM, and GMSK.

For each emitter, radio signals with different modulation types are sent under fading
channels with AWGN. Specifically, frequency—selective fading [32] is considered, and
the number of discrete paths is set to three. The first discrete path experiences Rician
fading. The Rician K-factor is set to a range from 5 to 25 dB. The other two discrete paths
follow independent Rayleigh fading. The SNR of radio signals is also set to a range from
5 to 25 dB. For each emitter and each modulation type, 1000 samples are generated under
different Rician K-factors and SNRs. These data are used for the training of legitimate
classifiers as well as attack models in subsequent simulations.

The AAE-based CBEGAN is designed based on the structure and parameters in the
previous section. The training hyperparameters of the AAE-based CBEGAN include
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batchsize, the learning rate of the generator and discriminator, v, ko, and A;. The training
hyperparameters are optimized through Grid Search to achieve the highest success proba-
bilities of spoofing attacks. The final training hyperparameters of AAE-based CBEGAN
are illustrated in Table 1. The same settings of training hyperparameters are used in all
subsequent simulations.

Table 1. The training hyperparameters of CBEGAN.

Hyperparameter Value
Batchsize 8
Learning rate of G 0.0001
Learning rate of D 0.0001
y 0.9
ko 0
At 0.001

4.2. Results on Spoofing Signal Generating

A comparison between the constellation diagrams of the legitimate signal and the
spoofing signal generated by the proposed scheme collected at R is shown in Figure 5. The
constellation diagram of the spoofing signal conforms to the modulation characteristics
of the QPSK signal in Figure 5. The rotation of the spoofing signal constellation is similar
to that of the legitimate signal. It can be seen that the spoofing signal is similar to the
legitimate QPSK signal.

Scatter plot ] Scatter plot
08} e 1 08}
SOOI
06 . L 1 061
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)

o 02t . K] © 02°F
2 Ll 3
© . < ©
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® <. - @
=] E =
3 02} - . T -02F

04l . 041
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In-Phase In-Phase

(@

(b)

Figure 5. A comparison between the constellation diagrams of (a) legitimate and (b) spoofing QPSK signals.

Figure 6 shows the constellation diagrams of BPSK signals from five different legit-
imate emitters and the corresponding spoofing signals. The rotation of the constellation
reflects the phase shift resulting from the influence of the hardware device. It is a unique
property inherent to each emitter. These emitter properties can be used for multiemitter
classification tasks. In Figure 6, each emitter has its own property and the proposed scheme
mimics each emitter successfully.
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Category
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Adversary . § s g
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Figure 6. The constellation diagrams of legitimate and spoofing BPSK signals with different
legitimate emitters.

4.3. Performance on Spoofing Attack against Related Works

This simulation aims to compare the performance of the proposed spoofing attack
scheme with the related works. Random attack and replay attack [10] are considered
baselines in the simulation. In addition, a recent wireless signal spoofing method [31] is
included as a comparison in the simulation. This method in [31] is based on GAN and its
good performance on spoofing deep learning—based classifier has been verified. Because
previous works can only distinguish whether the signal is legitimate or not, only two
transmitters are selected here to send modulated signals as legitimate and illegitimate
transmitters. As for the binary classification, the legitimate classifier is designed as a DNN
network, as was [31]. The structure of the DNN network is shown in Figure 7, where
the model parameters are set to three fully connected layers with 50 neurons. ReLU is
used as the activation function of each fully connected layer and Softmax is used as that
of the output layer with two neurons. For classifying legitimate and illegitimate signals,
1000 signal samples are used for testing. The recognition accuracy rate is 96.9%, the false
detection rate is 2.6%, and the false alarm rate is 4.6%, indicating that the classifier can
achieve effective signal classification. In addition, the parameter settings of the GAN
network refer to the settings in [31]. Denote sp as the success probability of spoofing
attacks, which is calculated by sp = “T. For a given test data with n attacks, denote nt as
the number of attacks classified as legitimate.

Sampled I/Q
ut 2
Input Layer
Dense Dense Dense
RelLU RelLU RelLU
50 50 50

Figure 7. The architecture of the DNN network for classifying legitimate/illegitimate signals.

Each of the above-mentioned spoofing attacks is launched against the pretrained
legitimate DNN classifier. In order to reproduce the results of related works, the purpose
is achieved by adjusting the transmission channel conditions including SNR and Rician
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K-factor. The results show that the replay attack is better than transmitting random signals,
i.e., the success probability of the replay attack is 36.2%, which is much larger than the
success probability 7.71% if At transmits random signals. Moreover, the comparative
attack scheme can achieve a high success probability with 76.2%. With the same channel
conditions, the success probability of the proposed spoofing attack scheme increased to
85.7%. The improvement in the success probability is due to the introduction of AAE-based
CBEGAN to further improve the quality of signal generation. To further verify the advan-
tages of the proposed scheme under different channel conditions, each type of spoofing
attack is tested 1000 times under different channel conditions to ensure the reliability of
the results. In Figure 8, the proposed scheme achieved the highest success probability
of attack when SNR and Rician K-factor come to 20 dB. As the channel conditions get
worse, the success probabilities of other attack schemes drop sharply, especially wireless
signal spoofing based on GAN, which has fallen to less than 50%. In contrast, the proposed
scheme can still achieve a success probability of nearly 60% with SNR and Rician K-factor
of 10 dB. It is illustrated that the proposed scheme outperforms other related works with a
single emitter and modulation type under different channel conditions.

90

T
[ Random attack
! "_"'Replay attack e
I Comparative method
“Proposed method

©
S
T

=
S

©w N o =N
S S S S

Success probability of spoofing attack (%)

SNR=5dB K-factor=5dB SNR=10dB K-factor=10dB SNR=15dB K-factor=15dB SNR=20dB K-factor=20dB
Different SNR and Rician K-factor combinations

Figure 8. The success probability of spoofing attack versus attack schemes for different channel
conditions (different SNRs and Rician K-factors).

4.4. Performance on Controllable Spoofing Attack

This simulation aims to test the effectiveness of the controllable spoofing attack scheme
in multiple emitters and multiple emitters’ scenarios. As there are five legitimate transmit-
ters, a legitimate deep learning multiclassifier is constructed by Tensorflow for the five-class
classification. The legitimate classifier is the six-layer CNN which has been widely used
in the field of radio signal classification [3]. The main structure is the linear connection of
the convolutional layer and the fully connected layer. ReLU and SoftMax are used as the
activation function of the output layer. The detailed structure of CNN used here is shown
in Figure 9. For both multiemitter and multimodulation classification tasks, 5000 signal
samples are used for the training of the CNN models. The training dataset uniformly
contains each modulation type as well as the emitter. The recognition accuracy rate of the
multiemitter classification is 95.5%, whereas that of the multimodulation classification is
94.1%. For each type of signal, the success probability of spoofing attacks can be interpreted
as the same as above. Because related works focused on a single modulation type or a
single emitter, no comparison simulation is set up here.
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|
§ -~
Sampled I/Q Cony Cony Dense Dense
Input Layer ReLU RelLU Flatten ReLU Softmax
2x512 256x1x3 128%x2%3 128 5

Figure 9. The architecture of the CNN network for classifying multiple modulation types and
multiple emitters.

In the simulation of dealing with multimodulation and multiemitter scenarios, the
performance of the controllable spoofing attack is verified by adequate numerical results.

Figure 10a,b show the performance of the proposed scheme under different SNRs
and different Rician K-factors in scenarios with multiple modulation types. In the analysis
simulation of the effect of the SNR, we set Rician K-factor to 20 dB. It is shown that the
success probabilities of the proposed scheme with all modulation types increase with the
increase of the SNR. In addition, when the SNR reaches 15 dB, the success probabilities
of spoofing attack are over 80% for all modulations which means that a relatively good
spoofing attack effect has been achieved. Moreover, the success probabilities of 2ASK and
BPSK signals can both exceed 90% and the former even reaches 92% when SNR is 25 dB.
In order to fully verify the effect of Rician K-factor on the success probability of spoofing
attacks in multiclassification scenarios, the SNR is set to 20dB to reduce the effect of noise.
It can be seen from Figure 10b that in the lower Rician K-factor case (5dB), the success
probabilities of all modulation types drop sharply to about 30%. On the other hand, the
success probability of the proposed scheme exceeds 80% for all modulation types when
Rician K-factor reaches 20 dB.
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Figure 10. The success probability of spoofing attack versus (a) SNR and (b) Rician K-factor for
multiple modulation types.

Figure 11a,b shows the performance of the proposed scheme under different SNRs and
different Rician K-factors in scenarios with multiple emitters. In comparison, multiemitter
spoofing attacks achieve exceptional performance with SNR of 25 dB. Most multiemitter
spoofing attacks realize a high success probability of over 95%. On the contrary, with lower
SNR (10 dB), the success probabilities of most emitters are within 70-80% which is still
acceptable. Moreover, it can be observed that the success probabilities of the proposed
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scheme with all emitters increase with the increase of Rician K-factor following a similar
trend. In addition, when the Rician K-factor ratio reaches 15 dB, the success probabilities
of all emitters are over 80%. It is illustrated that our proposed scheme can be practicable
under different channel conditions.

—— Emitter 1
—©— Emitter 2
—&—Emitter 3 | |

—%— Emitter 1

—O©— Enmitter 2

50 1 —&—Emitter 3|

—4— Emitter 4 / —4— Emitter 4
Emitter 5 Emitter 5

. . . 30 . . .

5 10 15 20 25 5 10 15 20 25

SNR (dB) Rician K-fator (dB)

(a) (b)

Success probability of spoofing attack (%)
Success probability of spoofing attack (%)

40

Figure 11. The success probability of spoofing attack versus (a) SNR and (b) Rician K-factor for
multiple emitters.

5. Conclusions

In this paper, we proposed a controllable wireless spoofing attack scheme against the
deep learning-based classifier with AAE-based CBEGAN and auxiliary channel sensing.
By training a CBEGAN with the joint conditions including channel sensing characteristics
and embedding signal labels, the spoofing attack could be launched controllable. AAE
was introduced in the architecture of CBEGAN to train the networks with few samples.
Simulations were conducted by using USRPs to capture the wireless signal and propagation
data for a multiemitter wireless scenario. Numerical results verified the advantages of the
proposed scheme over the random attack, replay attack, and the comparative attack scheme
based on GAN in the scenario where a single emitter sent signals with only one modulation
type. It was also shown that the proposed scheme could mimic different emitters with
different modulation types. The performance of the proposed scheme under different
channel conditions was evaluated as well.
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