ESXi Ransomware — A case
study of Royal Ransomware

Prepared by: Vlad Pasca, Senior Malware &
Threat Analyst

SecurityScorecard.com

" °
l,' Securltyscorecard info@securityscorecard.com

Tower 49

12 E 49+ Street
Suite 15-001

New York, NY 10017
1.800.682.1707

https://t.me/learningnets



Table of contents

Table of contents 1
Executive summary 2
Analysis and findings 2
Indicators of Compromise 19

"‘ 0
o) SecurityScorecard securityscorecard.com | 1

https://t.me/learningnets



Executive summary

Royal ransomware joins other ransomware groups targeting ESXi servers. The malware powers
off all virtual machines using the esxcli tool and doesn’t encrypt a list of files that are embedded
in the code. As in the case of the Windows version, a parameter called “-id” consisting of 32
characters must be specified in the command line.

The files are encrypted using the AES algorithm, with the key and IV being encrypted using the
RSA public key that is hard-coded in the executable. The process can partially encrypt a file
depending on its size and the value of the “-ep” parameter. The extension of the encrypted files
is changed to “.royal_u".

Analysis and findings
SHA256: O6abc46d5dbd012b170c97d142c6b679183159197e9d3f6a76ba5e5abf999725

The ransomware retrieves the command line arguments and compares them with “-id”, “-ep”,

“-stopvm”, “-vmonly”, “-fork”, and “-logs™:

|l =
.text:000000000040A52C

.text:000000000040A82C loc_4@AB2C:
.text:200200000240432C mov eax, [rbp+var_24]
.text:000000000040A82F cdqe
.text:@e0000000040A531 shl
.text:000000000040A835 add
.text:000000000040A83C mov
.text:000000000040A83F mov

rax, 3

rax, [rbp+var_9@]

rax, [rax]

esi, offset ald_@ ; "-id

.text: 000200000040A844 mov rdi, rax 1 51
.text:0000000000484547 call _stremp
text:200000000040A84C test eax, eax

.text:000000000040A84E jnz short loc_4@A338

s =]

.text:000000000040A888
.text:000000000048A838 loc_40AB83:

.text:000000000048A888 mov eax, [rbp+var_24]
.text:000020000040A888 cdqge
.text:000020000048A38D shl
.text:000000000042A891 add
.text:060000000048A898 mov
.text:ooeee0e00a48A898 mov

rax, 3

rax, [rbp+var_%e]
rax, [rax]

esi, offset aEp ;

.text:000000000048A8A8 mov rdi, rax 3 51
.text:0e002000004848A3 call _strcmp
.text:000000000042A8A8 test eax, eax

.text:000000000040A8A8 jnz

]

short loc_4@ABEA

S

.text:060000000040ABEA
.text:000000000040A8EA loc_4@ABEA:

.text:000020000042ABEA mov eax, [rbp+var_24]
.text:200020000048ABED cdge

.text: 00020000004RABEF shl rax, 3

Ltext:000000000040A8F3 add rax, [rbp+var_96]

. text:200000000040ABFA mov rax, [rax]
.text:000000000040A8FD mov esi, offset aStopvm ; "-stopum”
. text:000000000040A902 mov rdi, rax ; sl
.text:200000000048A905 call _stremp

Figure 1

The “-id" parameter consisting of 32 characters is mandatory; otherwise, the following message
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is displayed:
.text :000000000040A9B6 mov edi, offset s ; "-id: id must be 32 characters”
.text:000000000040A9BB call _puts
.text:000000000040A9C02 mov eax, ©
.text:000000000040A9CS5 jmp loc_48AB72
Figure 2

The “-ep” parameter represents the encryption percentage of the files. It is converted from string
to integer using the atoi function, as shown in figure 3.

"PIE

. text : 2000RPORLR40ABAC add [rbp+var_24], 1
.text:000000000048A8B0 mov eax, [rbp+var_24]
.text:000000000040A883 cdqe

.text:020080080040A8B5 shl rax, 3
.text:0000200020040A8B9 add rax, [rbp+var_9@]
.text:000000000040A8CO mov rax, [rax]
.text:000000000040A8C3 mov rdi, rax ; nptr
.text:000000000040A8C6 call _atoi
.text:000000000040A3CE mov dword ptr [rbptvar_34], eax
.text:000000000040A8CE cmp dword ptr [rbp+var_34], @
.text:000000000040A8D2 jle short loc_4@ABDE

il i =
.text:000000000040A8D4 cmp dword ptr [rbp+var_34], 1ee
.text:000000000040A8D8 jle loc_48A98C

vy

ol s 5=
text: 000000000040A8DE
.text : 000000000040A8DE loc__4BA8DE s

.text:000000000040A8DE mov dword ptr [rbp+var_34], se
.text:000080828040ABES jmp loc_4@A98C
Figure 3

When running with the “-stopvm” parameter, the process calls a function named stop_vm. It
creates a child process via a call to fork (see figure 4).
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_ZL7stop_vmv proc near

var_S5Dé= byte ptr -5D@h
dest= byte ptr -1D@h

s= byte ptr -8Deh

size= qword ptr -@ABh
var_38= dword ptr -38h
fd= dword ptr -34h

ptr= qword ptr -3@h
haystack= qword ptr -28h

.text:000000000040A199
.text:000000000040A199
.text:000000000040A199
.text:000000000040A199
.text:000000000040A199
.text:000000000040A199
.text:000000000040A199
.text:000000000040A199
.text:000000000040A199
.text:000000000040A199

.text:000000000040A199
.text:0000000000404199
.text:000000000040A199
.text:000000000040A199

var_28= qword ptr -28h
var_14= dword ptr -14h

;3 _unwind { // ___gwx_personality_ve

.text:000000000040A199 push rbp
.text:000000000040A19A mov rbp, rsp
.text:000000000040A19D push rbx
.text:200000000040A19E sub rsp, 5C8h
.text:000000000040A1A5 call _fork

.text:000000000040A1AA mov [rbp+var_38], eax

.text:000000000040A1AD cmp [rbp+var_38], @
.text:000000000048A1B1 jnz short loc_4@Al1El
Figure 4

The child process obtains a list of running virtual machines, which are identified by World 1D
and Display Name. It saves it in a file called “list™

il s =
.text:20L0P0000040A1B3 mov réd, @
.text : 000000000040A1B9 mov ecx, offset aEsxcliVmProces ; list list
.text:000000000040A1BE mov edx, offset aC ; "-c"
.text:e0e0e0e00040A1C3 mov esi, offset arg ; "/
.text:e0e0e0e00040A1CE mov edi, offset arg ;
.text:eeeeeeeeee40A1CD mov eax, @
.text:000000000040A1D2 call _execlp
.text : 020000000040A1D7 mov edi, @ ; status
.text:000000000040A1DC call _exit

Figure 5

The parent process opens the “list” file and gets the file status using the stat method, as

displayed below.

] =
Jtext:000000000040A1E1
.text:000000000040A1E1 loc_4BALEL: ; stat_loc
.text:008220008648A1E1 mov edi, @
.text:00eeeeeeeedeAlEs call _wait
. text : 000200000G4BALEE mov esi, @ ; oflag
.text : 000202000R4BALFO mov edi, offset file ; "list"
.text: 00000020Q048ALFS mov eax, @
.text:008820000048A1FA call _open
.text:00eeeeeeeddsAlrF mov [rbp+fd], eax
.text: 000000000040A202 cmp [rbp+fd], @FF
.text:200000000040A206 jz loc_4eade4
T 1
]
rax, [rbp+s]
edx, 98h ;n
esi, @ jc
rdi, rax IS5
. text:0000000000404220 call _memset
.text:200000000840A225 lea rax, [rbp+s]
. text:000000000040422C mov rsi, rax ; stat_buf
. text:000000000040A22F mov edi, offset file ; "list"
.text:220000000040A234 call stat

Figure 6
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The above file’s content is read using a function called read_all, which is a wrapper for the read

method:
=
.text:p00000000040A27D
.text:200000000040A270 loc_48A27D:
.text:000000000040A27D mov rax, [rbp+size]
.text:002000000040A284 mov rdx, rax ; unsigned __int64
.text:002000000040A287 mov rcx, [rbp+ptr]
.text:002000000040A288 mov eax, [rbp+fd]
.text:002000000040A28E mov rsi, rex ; unsigned _ int8 *
.text:00000CPLR040A291 mov edi, eax ; int
.text:000000000040A293 call _ZBread_alliPhm ; read_all(int,uchar *,ulong)
.text:000000000040A298 xor eax, 1
.text:000000000040A298 test al, al
.text:200000000040A29D0 jz short loc_48A2BA
Figure 7
V¥
W=
. text :000000000040AD00
< text:Pee0e0e0e842AD08 10:_4GADOB:
. text: 200000000042A008 mov rax, [rbp+var_1@]
. text:000000000040AD04 mov rdx, [rbptvar_38]
.text:2098008088484088 sub rdx, rax ; nbytes
. text:000000000040ADEB mov rax, [rbp+var_18]
. text:000800000040ADOF mov rex, [rbptvar_3e]
.text:2000008080484013 add rox, rax
. text: 200000000042AD16 mov eax, [rbp+fd]
. text:000800000840AD19 mov rsi, rex 5 buf
. text:200000808042A01C mov edi, eax ; fd
.text:000000000040AD1E call  _read
. text:000000000040AD23 mov [rbp+var_8], rax
- text: 0000R000R40A027 cmp [rbptvar_8], @FFFFFFFFF
. text :000000000040AD2C 2 short loc_40AD3S
L
i Y
text 1000000000040 1E cmp [rbp+var_8], @
.text:G000B00B004BAD33 jnz short loc_48AD3C

:2R02EGR00B4BAD3C Lloc_4B8AD3C:
:B0000ORERALAADIC mov rax, [rbptvar_8]
:00000000004BADIR add [rbpevar_18], rax
: BOOREOEEBRIBADIS mov rax, [rbptvar_18)
:000000000040AD48 mov [rbp#var_18], rax
1 20000000084ADAL mov rax, [rbp+var_1@]
:BOGORORRRRLAADSE cmp rax, [rbptvar_38]
:000R00000848AD54 setnz  al
:D20000000848AD5T test al, al

- text: 90G2080008484AD59 jnz short loc_48AD8@

1
vy ¥ '

= = |
text:B2000000848AD35 Jtext:00B000080848AD5E mov A, ;I

. text :2OREOR000040AD35 loc_4@4D35:
<text :800800000840AD35 mov eax, @ [

Figure 8

All virtual machines are powered off based on the World ID by spawning a new process:

-
ol i 55

.text:000000000040A3D1
.text:000000000048A3D1 10E_49A301:

.text:000802800048A3D1 mov rax, [rbp+haystack]
.text:00e000000040A3D5 mov esi, offset aWorldId ; "world ID: '
. text : 002000000040A3DA mov rdi, rax ; haystack
.text:000000000040A3DD call _strstr

.text:002000000040A3E2 mov [rbpthaystack], rax
.text:000000000040A3E6 cmp [rbp+haystack], e

.text: 68000000004 BA3EB setnz al
.text: 000000000040A3EE test al, al
.text:000000000040A3F0 jnz loc_4@A2EB

Figure 9
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.text:000000000040A366 lea rdx, [rbp+dest]

. text:000000000040A36D lea rax, [rbp+var_sDe]

. text:220000000040A374 mov esi, offset format ; "esxcli vm process kill --type=hard --wo"...
.text:000200000040A379 mov rdi, rax HE

.text:000000000040A37C mov eax, @

.text:200000000048A381 call _sprintf

.text:200000000040A386 call _fork

. text:B00000000040A388 mov [rbp+var_38], eax

.text:2200e0000040A38E cmp [rbptvar_38], @

.text:200000000040A392 jnz short loc_4@A3CT

s =
B2200048A3CT .text:0020000008404394 lea rax, [rbptvar_5D@]
320000048A3C7 loc_40A3CT: ; stat_loc| |.text:200000020048A398 mov réd, e
300000040A3CT mov edi, @ .text:020000000840A3A1 mov rex, rax
322200048A3CC call _wait . text:202200000840A3A4 mov edx, offset aC
.text:002000200840A3A9 mov esi, offset arg ; °
.text:000000000840A3AE mov edi, offset arg ; "/l
.text:280000000840A3B83 mov eax, @
.text:002000000040A3B8 call _execlp
. text:020000000840A3BD mov edi, @ ; status
. text:002e00000040A3C2 call _exit

Figure 10

If the malware is running with the “-vmonly” parameter, then no files are encrypted, and the
execution flow isn't impacted.

Whether the “-logs” parameter is specified, multiple logs are displayed in the standard output:

ol i 5
Ltext:ee0eeeeeee40A963
text:eeeeee0e0040A963 loc_4BA963:
.text:220000220048A963 mov eax, [rbp+var_24]
.text:2e0000000040A966 cdqge
.text:2e0000000040A968 shl rax, 3
.text:220000020040A96C add rax, [rbptvar_9e]
.text:000000000040A973 mov rax, [rax]
.text:200000000040A976 mov esi, offset alogs ; logs”
.text:200000000040A978 mov rdi, rax ; this
.text:eo0000080R40A97E call _strcmp
.text:000000000040A983 test eax, eax
.text:e20000000040A985 jnz short loc_48A98C

L1

A 4

=
.text:000000000040A987 call

[rbp+var_25], 1

_ZN4logs4initEv ; logs::init(void)

B

Figure N
.text:000000000040C62E ; _ int64 _ fastcall logs::init(logs *_ hidden this)
.text:000000000040C62E public _ZN4logs4initEv
.text:000000000040C62E _IN4logs4initEv proc near
.text:000000000040C62E ; _ unwind { // ___ gxx_personality_ve
.text:000000000040C62E push  rbp
.text:000000000040C62F mov rbp, rsp
.text:020000000040C632 mov rax, cs:stdout@@GLIBC_2_2 5
.text:000000000048C639 mov cs:_ZL3log, rax ; log
.text:000000000040C648 leave
.text:000000000040C641 retn
.text:000000000040C641 ; | // starts at 4BC62E
.text:000000000040C641 _7N4logs4initEv endp
.text:000000000040C641

Figure 12

In the case of running with the “-fork” parameter, the executable creates a child process and
performs a function call to setsid:
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text:BO000800084809E5 call _fork

. text : 0OGRBOARRAIBAIEA mov [rbp+var_14], eax
text:B2088800084809E0 cmp [rbp+var_14], @
. text:00PRG000BB40AIFL jns short loc_4@ASFD

. text:BEEE0008004BA0FD
.text:B00000000848AFD loc_4@A9FD:

- text:0E0000000040A9FD cmp [rbp4var_14], @
- text:B08000000040A501 j2 short loc_48AARD
[
L J Y
Ltext : POE00eRalIRAAR3 mov edi, @ 3 status
text : BOGR00000840A408 call _exit loc_4gasaD:
call _setsid
call _fork
mov [rbptvar_14], eax
cmp [rbpivar_14], @
jns short loc_48a424

Figure 13

The first parameter should be a directory that will be encrypted. The Windows version of the
ransomware uses the “-path” parameter in order to encrypt a target directory. The malware calls
a function called search_files with the targeted path as the first parameter (figure 14).

il e =

. text:020000000040AA3A
.text :002080000040AA3A loc_4BRAA3A:
~text:200080000040AA3A mov eax, dword ptr [rbp+var_34]

.text:00ee00000840AA3D mov edi, eax ; this

.text:02eeeeeeea40AA3F call _ZNlethreadpool6createEi ; threadpool::create(int)
.text:22e00ee000404844 lea rax, [rbptvar_41]

.text:2ee000000040AA48 mov rdi, rax

.text:002000000040A448 call __INSaIcEClEv  ; std::allecator<char>::allocator(void
.text:0220000000404450 lea rdx, [rbptvar_41]

. text:020200000040AA54 mov rcx, [rbp+var_34+4]

Ltext:0000000000404A58 lea rax, [rbp+var_5e]
Jtext:000000000040AA5C mov rsi, rex

.text:eee00000840AA5F mov rdi, rax

.text:02eeeee00040A862 ;  try {

. text:00eee0ee0040A462 call __INSsC1EPKcRKSaIcE ; std::string::string(char co 1locato const&
.text:000000000040A462 ;  } // starts at 4@AA62

.text:02e0000000404467 lea rax, [rbptvar_5e]

.text:000000000048AA68 mov esi, @

Jtext:000000000040A478 mov rdi, rax
.text:000000000040AA73 ;  try {

.text:0eeeeessee404473 call _Z12search_filesSsb ;
.text:2020000000400A73 | } // starts at 4BAAT3
.text:02ee00000048AA78 jmp short loc_4@AA93

Figure 14

The process retrieves the number of processors using the sysconf method:
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.text:000000000040B8D4 ; _ int64 _ fastcall threadpool::c
.text:000000000040B8D4 public _ZNl@threadpool6createEi
.text:00000000004088D4 _ZNl1@threadpool6createEi proc near
.text:000020000040B8D4

.text:00000000004088D4 var_l14= dword ptr -14h

. text:00800000004088D4 var_10= qword ptr -10h
.text:00000000004088D4 var_8= qword ptr -8
.text:000000000040B8D4

.text:000000000040B8D4 ; _ unwind { // __ gxx_perscnality_ve
.text: 000000000040B8D4 push rbp

B fastcall threadpool::create(threadpool * hidden this, int)

.text:000000000040B8D5 mov rbp, rsp
.text:000002000040B8D3 sub rsp, 2@eh

. text:000000000040B8DC mov [rbp+var_14], edi

. text : 000000200040BBDF mov eax, [rbptvar_14]
.text:000000000040B8E2 mov cs:g_ep, eax
.text:000000000040B8ES mov edi, _SC_NPROCESSORS_ONLN ; name
.text:000000000040B8ED call _sysconf
.text:000000000040B8F2 mov cs:num_threads, rax
.text:006000800040B8F9 mov rax, cs:num_threads
.text:000000000040B8900 mov [rbp+var_1@], rax
.text:0000000000408904 cmp [rbp+var_1e], @
.text:000000000040B8909 jle loc_4@B98F

Figure 15

Royal ransomware creates 8 * number of processors threads by calling the pthread_create
function (see figure 16).

s =

-text: G000ODA00040850F mov rax, [rbpivar_12]
~text:B000000000408913 shl rax, 3

. text: 0B0820000488917 mov rdi, rax ; size

-text:BO000000004088914 call  _malloc

-text: BO00OD00BD40891F mov cs:threads, rax

. text: BRRGEOBERR4BBIZE mov rax, [rbpsvar_18]
-text:@DE0GDGB408924 lea rdx, ds:8[rax"8] ; n
-text: POROGDRGB0408932 mov rax, cs:threads

- text: BO00O0RGEA408939 mov esi, @

. text:0P0800000848893E mov rdi, rax HE
- text: 0000000488041 call _memset
. text : 0OR0OOO0C0408946 mov [rbptvar_s], @

.text:0OOCO0000040894E jep  short loc_40BO7E
i¥

. text :BOG000000048B97E

- text :BOGBOOORRAIBBITE loc_48B97E:

Ltext :200000000842B9TE mov rax, [rbptvar_g]
. text :GOGRROOOBEIOETIE2 cmp rax, [rbp+var_18]
. text:00ODOGOOOADBIBE setl al

- text :000000000040B989 test al, al

- text :000000000040B988 jnz short loc_408950

ISk
 J 4
% - text :000000000040B98F - text: 0000000000408550
text:000000000040B98F loc_40B98F:| (. text:0000000000408550 loc_408950:
. text :B00000000040B98F nop «text: 2200000000408950 mov rax, csithreads

. 7 mov rdx, [rbpsvar_8]
-text:BR00000000408958 shl rdx, 3

-text: B200OD00O040895F add rax, rdx

. text: 2200020008488962 mov ecx, @

- text:BDOORDRGRBIREIET mov edx, offset _Zllthread_funcPv ; start_routine
-text: BO2GDGBD40E96C mov esi, @ ; oattr

- text: B200O20020408971 mov rdi, rax ; newthread

. text:2000000008488974 call _pthread_create

. text:0000GB000408979 add [rbptvar_8], 1

Figure 16

The opendir function is utilized to open the target directory:
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.text:000000000040A40F ; search_files(std::string, bool)

.text:@00000000040A40F public _Z12search_filesSsb
.text:00000000004BA48F _Z12search_filesSsb proc near
.text:eeeoeoeeee40A48F

.text:000000000040A40F var_8C= byte ptr -8Ch
.text:000000000040A40F var_B88= qword ptr -88h
.text:000000000040A40F var_88= byte ptr -8eh
.text:000000000040A40F var_78= byte ptr -7@h
.text:000000000@40A48F var 60= byte ptr -66h
.text:000000000@040A40F var_S0= byte ptr -56h
.text:000000000040A40F var_40= byte ptr -48h
.text:000000000040A408F var_38= byte ptr -38h
.text:000000000040A40F dirp= qword ptr -2@h
.text:000000000040A40F var_18= qword ptr -18h
.text:0ee0eeeeee40A48F

.text:000000000040A40F ; _ unwind { // __ gxx_personality v@
.text:000000000048A40F push rbp
.text:p20000000040A410 mov rbp, rsp
.text:000000000048A413 push riz
.text:020000000040A415 push rbx
.text:200000000040A416 add rsp, @FFFFFFFFFFFFFF80h
.text:020000000040A41A mov [rbp+var_s88], rdi
.text:200000000040A421 mov eax, esi
.text:020000000040A423 mov [rbp+var_8C], al
.text:020000000040A429 mov [rbp+dirp], @
.text:020000000048A431 mov [rbp+var_18], @
.text:020000000048A439 mov rax, [rbp+var_88]
.text:p20000200040A440 mov rdi, rax ; this
.text:000000000040A443 call __ZNKSsSc_strEv ; std::string::c_str(void)
.text:200000000040A448 mov rdi, rax ; name
.text:000000000040A448 call _opendir
.text:200000020040A450 mov [rbp+dirp], rax

Figure 17

A ransom note called “readme” is created in the traversed directory. The “-id” parameter is also
included in the text:

Jext

5 drop_
_ZL15drop_r

std::string)
proc near

.text: 0000000OBBIBAES
.text:POOORRRORRIBARES var 28w quord ptr -28h
.text:00000000004BA0E4 var_28= byte ptr -28h
.text:000000POBOIBABES streanm quord ptr -13h

L Text 1 DO000R0000IDA0ES

.text:0000000OBBIBABES ; _umwind { // __gxx_personality v

text: 000000PRRRIBAREF mov
Jtext 1 00000000004040F3 lea
text: BO00000RRBIBARFT mov
- text 1 0OO000RRRALRARFE mov
Jtext: B000000000424100 mov
text: 000000000B42A183 mov

call

L Text:DP0000RBRBIDARES push rbp
. text:000000000040A0ES mov rbp, rip
. text : 00000000084BAREE push ri2
+text 1 00000000004040EA push rbx
text : 000000000040A0EE sub rsp, 28h

[rbptvar_28], rdi
rax, [rbptvar_28)

rex, [rbpivar_28)

edx, offset adeadme eadme
rei, rex

rdi, rax ; this

Jtext: 0000008404108 lea
- text: 000000000040A10F mov
Jtext: B0000000004284112 ;

L Text:D000000008404112 call
Jtext 1 0000000000484117 mov
Jtext: 200000000B4BA11C mov
- text:0O00000RRA4RA11F call
Jtext: B00000000842A124 mov
text: 000000000B4BA128 crp
- text 1 D000000008484120 jz

_Z5tpllcstiichar_traitsIcESalcEESHIT_TO_Ti_ERKSE_PHSI_ ;

Fax, [rbpivar_28]
rdi, rax ; this

__ZNKSs5c_StrEv ;
esi, offset modes ; “wi”
rdi, rax ; filename
_fopen

[rbp+stream], rax
[rbp+stream], @

short loc_48A184

T
15
L J

=

5=
- text:DORRRRRBRAIBALZF mov
L text :B0000DOBOR4BA134 call
- text:00PRDRRRRIISA139 mov
Ltext 1 000000000248413C mov
<text:0000DBBBBBIBAL43 mov

edi, offset g_id ; this
__TMKSeSe_strEv ; std:istring::

rdx, rax
rex, cs:g_ransos_note
rax, [rbptstreas]

- text:0000000000404147 mov rsi, rex ; format
L text :BOOOBBO0DBIBNILA mov rdi, rax ; stream
L text:BO0RRRERRRIAA1AD mov eax, @

. text:0000000000484152 call  _fprintf

Figure 18
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The malware reads the directory by calling the readdir method, as shown below:

bl e (55
.text :000000000840A775
.text:000000000040A775 loc_4BA775:

.text:000000000040A775 mov rax, [rbp+dirp]

.text :02000020R640A779 mov rdi, rax ; dirp
.text:000000000040A77C call _readdir
.text:000000000040A781 mov [rbp+var_18], rax
.text:000000000040A785 cmp [rbp+var_18], @

.text:000000000040A78A setnz al
.text:000000000040A78D test al, al

.text:000000000040ATEF jnz loc_4eA483
) g
A 4
() (5=
rax, [rbp+dirp] .text:000000000040A483
rdi, rax ; dirp| |.text:000000000040A4B3 loc_4BMB3:
_closedir .text:000000000040A4B3 mov rax, [rbptvar_18]
short loc_48A7A4 .text:000000000040A487 add rax, 13h
. text :000000000040A4B8 mov esi, offset s2 ; ".°
. text :000000000040A4C0 mov rdi, rax : sl
.text:000000000040A4C3 call _strcmp
.text:000000000040A4C8 test eax, eax
.text:000000000040A4CA jz loc_48A75C
l_l
.text:000000000040A4D0 mov rax, [rbp+var_18]
48AT75C: .text:000000000040A4D4 add rax, 13h
.text:0eee00e0ee40A4D8 mov esi, offset asc_SB8@E2E ;
short loc_48A775 .text:oeeeeee0ees40A4DD mov rdi, rax 3 s1
.text:000002000040A4E0 call _strcmp
.text:000000000040A4E5 test eax, eax
.text:000000000040A4E7 jz loc_4@A7SF

Figure 19

The file type is compared with Ox4 (DT_DIR) and Ox8 (DT_REG):

.text:000200000040A4ED mov rax, [rbp+var_18]
.text:000000000040A4F1 movzx  eax, byte ptr [rax+18]
.text:000000000040A4F5 cmp al, 4
.text:020000000040A4F7 jnz loc_4eAsAg
1 T
i L]
.text:eeeee00e0048A5A0
.text:000200000040A5A0 loc_4BASAG:
.text:000200000040A5A0 mov rax, [rbp+var_18]

.text:000000000040A5A4 movix  eax, byte ptr [rax+18]
.text:000200000040A5A8 cmp al, 8
.text:000200000040A5AA jnz loc_40A775

Figure 20

In the case of directories, the search_files function is called recursively. For regular files, the
ransomware avoids files containing the following strings: "royal_u", ".royal_w", "sf", "vOQO", ".b00Q",
"royal_log_", and "readme" (see figure 21).
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mov rax, [rbp+var_18]

add rax, 13h

mov esi, offset aRoyalV ; “.royal u”
mov rdi, rax ; haystack

call _strstr

test rax, rax

jnz loc_4@A762

| |

L]
- text:000200008840A5CE mov rax, [rbptvar_18] . text:0002000000404762
-text:@000000088404502 add rax, 13h Stext:08000008840AT62
- text:000000080048A506 mov esi, offset aRoyalW ; “.royal w" Stext:00000008840AT62
text:2020000000404508 mov rdi, rax ; haystack . text:200000000040AT763
.text:@@0000008840A5DE call _strstr
.text:200000000040A5E3 test rax, rax
-text:@@0000008848A5E6 jnz loc_48A765
L
L] L J
mov rax, [rbp+var_18] . text:000000000e40ATES
add rax, 13h .text:2000000008404ATES loc_4@AT6S:
mov esi, offset asf ; ".sf" .text:00000QQEEE40ATES nop
mov rdi, rax ; haystack .text:@@0800008848AT766 jmp short loc_4@A77!
call _strstr
test rax, rax
jnz loc_4@AT768
Figure 21

The malicious process imports a hard-coded RSA public key:

.text:eeeeee0eee408641 ; void read_func(void *)
.text:0000000000408641 public 211thread _funcPv
-text:eeee00000040B641 _lethread_funcPv proc near
.text:000000000040B8641

.text:000000080040B8641 var_68= qword ptr -68h

. text:000000000040B8641 var_S58= qword ptr -58h
.text:000000080040B641 var_S50= byte ptr -58h
.text:000000000040B8641 var_40= byte ptr -48h
.text:000000000040B8641 var_3@= byte ptr -3@h
.text:000000000040B641 var_28= qword ptr -28h
.text:0000000000408641 var_20= qword ptr -28h
.text:0000000000408641 fd= dword ptr -18h
.text:000000000040B8641 var_1l= byte ptr -11h
.text:00ee00000040B8641

.text:00e0000000408641 ; _ unwind { // __ gxx_personality_ve
.text:0000000000408641 push rbp
.text:2000000000408642 mov rbp, rsp

. text:0000000000408645 push ri2
.text:2000000000408647 push rbx

.text:PE00200000488648 sub rsp, 66h
. text:000000000040B864C mov [rbp+var_68], rdi
. text:000000080040B650 mov edi, offset _ZLB8keybytes ; "-----BEGIN RSA PUBLIC KEY----- \nMIICCAK"...
.text:0000000000408655 call _ZL9ImportKeyPKc ; Importkey(char const*)
Figure 22
db "----- BEGIN RSA PUBLIC KEY----- ' ,8Ah
; DATA X : thread func(void .l?:‘:
; threadpool::test ypt(veid):loc_4@BBE7tc

db 1IICCAKCAgEAp/24TNVK029r1“ﬂaH9kVGq4xlj+L/tngSncBlTQAGeTSHDtngH 2ah
db 'jv+6N3IY8P4SPSNG5QUBp9uYm3berObDuLURZ4wGW+HEKY+jNht5ID4aE+552Gj1", @AM
db '+1ht2N+SisDAjcYXJZaCePN4pHDNQGScVHnonyoSFfjKkaDlszZS/va+5gE4',BAh
db 'Tex2Fdh7pvs7ek8+cnzkSil9xCOplj4zoMZBWFQSTIiLK7KbRTKnaF1ZAHNDKaTQ" ,8Ah
db 'uCkJIkcdhpQnaDyulojb2k+gD3n+k/oN33119hf04s67gyiIBHB3qG3CYBIOXFEWU' 84N
db ‘cvvahe+nZ3D@ffV/7LN6FOS88RE1I2ZH+pMsyUWobI3TdjkdoHvMglItrqrCK7BZ",0AN
db 'TIKcZ@Rub+RQIsNowXbC+CbgDl38nESpKimPztcd6rzY32J07IcvAqPSckRuaghB',@Ah
db 'rkci/d377b6IT+vOWpNciS87dUQelUOmMtsI2LLSkwyxauG5Y1W/MDUYZEuhHY1ZM" ,8Ah
db 'cKqlSLmuBOTitL6bYOEQSY31PtCg2B0t1SulNzWapEXVE2hQyuSEbeWEGKrIrjTK ", @AM
db 'v9K7eu+eT5/arOy/onH56fFZSXstequSRBTthgCpPHks;LmNVl4rpld565?OO',BAh
db ' /HLRayEWjwabeRDr/GhEHXBRCEIUSAKsEUT 3UHbPQBFNN1A+U239qECAQH=",04h

db "----- END RSA PUBLIC KEY----- »8Ah

Figure 23
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e
The RSA public key is read by calling the PEM_read_bio_RSAPublicKey function (figure 24).

.text:200000000040AC6Q push rbp

.text:oéoeee000040AC61 mov rbp, rsp

.text:000000000048AC64 sub rsp, 38h

.text:ee0000000040AC68 mov [rbp+s], rdi

.text:eeo0e0e00040AC6C call BIO_s_mem

.text:000000000048AC71 mov rdi, rax

. text:00008000804RACT4 call BIO_new

.text:220000028040ACT9 mov [rbp+var_18], rax

.text:ee0000000040AC70 cmp [rbp+var_18], @

. text:200000000840ACE2 jnz short loc_4@ACBB

A 4 A 4
(i =5
ACB4 mov eax, @ .text:eeeeeceeees0ACEB
AC39 jmp short locret_4@ACDB| |.text:000000000040ACSE loc_48ACSB:

Jtext:200000000840ACEE mov rax, [rbp+s]
.text:e00020000040ACEF mov rdi, rax ]
.text:220000000840AC92 call _strlen
.text:000000000040AC97 mov edx, eax
.text:eeeeee0ee48AC9 mov rex, [rbp+s]
.text:220000000840AC9D mov rax, [rbp+var_18]
.text:000000000040ACA1 mov rsi, rex
.text:e00000000040ACA4 mov rdi, rax
.text:000000000040ACAT7 call BIO write
.text:200000000840ACAC mov rax, [rbp+var_18]
.text:200000000040ACEB0 mov ecx, @
.text:200000000840ACB5S mov edx, @
.text:000000000040ACEA mov esi, @
.text : 090200000040ACBF mov rdi, rax
.text:200000000840ACC2 call PEM_read_bio_RSAPublicKey

Figure 24

Each of the created threads receives a file to be encrypted as a parameter:

[ s 5

.text:eeeeeoeeee40B6C9

.text:00000000004086C9 loc_40B6C9:

.text:200000000040B6C9 lea rax, [rbp+var_5e]

.text:0e0000000040B6CD mov rdi, rax 3 this

.text:@00000000040B6D0 call _ZN1ethreadpool3popEv ; i

.text:220000000040B6D5 mov edi, offset mutex ; mutex

.text :200020008048BEDA call _pthread_mutex_unlock

.text:200000000048B6DF lea rax, [rbptvar_5e]

.text:000000000040B6E3 mov rdi, rax ; this

.text:000000000040B6EG ; try {

.text:200000000048B6E6 call __ZNKSsélengthEv ; 1g: : lengt id
Figure 25

The ransomware calls a function named prepare_file for all files to be encrypted, as highlighted
in figure 26.

"‘ 3
<$) SecurityScorecard securityscorecard.com | 12

https://t.me/learningnets



e =

.text:ee0000000040B6FF

.text:@00000000R40B6FF loc_4@BEFF:

.text:200000000040B6FF mov [rbpt+var_58], @

.text:2000000000408727 lea rdx, [rbp+var_5@]

.text:2000000000408788 lea rax, [rbp+var_4@]

.text: Q0000000040887 @F mov rsi, rdx ; std::string *

.text:000000000040B8712 mov rdi, rax 3 this

. text:@00000000040868715 call __ZNSsC1lERKSs ; std::string::st td

.text:2000000008408715 ; } // starts at 48@B6E6

.text: 2000000000408 71A lea rdx, [rbp+var_58]

.text:200000000048B71E lea rax, [rbp+var_48]

.text:eeeeee0000408722 mov rsi, rdx

.text :000000000040B725 mov rdi, rax

.text:0000000000408728 ;  try {

. text:B000000000408728 call _ZL12prepare_fileSsPl ; prepare_file(std::string,long
Figure 26

A file is opened for reading and writing via a function call to open (0x2 = O_RDWR):

.text:0000000000404E28 lea rdx, [rbp+s]
.text:000002000040AE2F mov rsi, rdx ; stat_buf
.text: 00000CRB004BAE32 mov rdi, rax ; filename
.text:000022000040AE35 call stat
.text:0000000000404E3A mov rax, [rbp+var_se]
.text:000000000040AE3E test rax, rax
. text:000022000048AE41 jnz short loc_4@AE4A
1
] v
il e =
43 mov eax, @FFFFFFFFh Ltext:000000000040AE4A
48 jmp short locret_4@4E79| |.text:000000000040AE4A loc_4@AE4A:
Ltext: 4BAESA mov rdx, [rbp+var_68]
. text: 00002200084 8AE4E mov rax, [rbp+var_ag]
. text:000222000840AESS mov [rax], rdx
.text:000000000040AE58 mov rax, [rbp+var_98]
.text:000000000040AESF mov rdi, rax ; this
. text:000022000840AE62 call _ INKSsSc_strEv ; s . t id
.text:000000000040AE6T mov esi, 2
text:000002200040AEEC mov rdi, rax
Ltext:00000200004BAEEF mov eax, @
.text:000022000840AE74 call _open
Figure 27
If the “-logs” parameter is specified, the process outputs a message containing the file to be
encrypted:
s 5
.text:000000000040B764 lea rax, [rbp+var_5e]
.text:200000000040B8768 mov rdi, rax ; this
.text:0eeee0e0ee4e676E ; try {
.text:000020000040B76B call __ZNKSs5c_strEv ; std::string::c_st id
.text:20e0eceeee40877@ mov rsi, rax ;3 char *
.text:000000000048B773 mov edi, offset aEncryptings ; 5
.text: 060000000040B778 mov eax, @
.text:000020000040B77D call _ZN4logsSprintEPKcz ; logs::print(char cons
.text :000000000048B782 mov eax, cs:g_ep
.text:000000000040B788 movsxd rcx, eax
.text:000000000040B786 mov rdx, [rbp+var_58]
.text:@02000000040B8738F mov rsi, [rbp+var_20]
Jtext:@0e0e00eee408793 mov rbx, [rbp+var_28]
.text:0000000000486797 mov eax, [rbp+fd]
.text:000000000048B79A mov rg, rsi
.text:20e0e000ee40879D0 mov rsi, rbx
.text:20eee000ee40B87A0 mov edi, eax
.text:000020000040B7A2 call _ZL7encryptiPérsa_stllPh ; encryp 1t,rsa_st

Figure 28
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The logging function implementation is shown in figure 29. It also displays the current date and
time obtained using the current_date_time method.

.text:eeeeeeeee040C7e9 lea rax, [rbp+var_De]

.text:200000000040C718 mov rdi, rax

.text:008000000040C713 call _ZL17current_date_timev ; current_date_time
.text:000000000040C718 lea rax, [rbp+var_De]

.text:200000000048C71F mov rdi, rax ; this
.text:eoeoopbbaRdal722 ; try {

.text:eeeeeeee0e40C722 call __ZNKSsSc_strEv ; s tring::c_str(void
.text:200000000040C727 mov rdx, rax

.text:000000000040C72A mov rax, cs:_ZL3log ; log

. text:0eeee0seee40C731 mov esi, offset a5 _6 ; “"[%s]

.text: 200000000048 736 mov rdi, rax ; stream
.text:200000000048C739 mov eax, @

.text:00eee0eee040C73E call _fprintf

~text:000000000040C73E ; | // starts at 480722
. text :000080000040C743 jmp short loc_48C767

[Wes = l |

text:000000000048C767 .te
.text:000000000048C767 loc_4@C767: .te
.text:000000000040C767 lea rax, [rbp+var_D@] .te
.text : 00PE02080848C76E mov rdi, rax ; void *
.text:000000000040C771 call __ZNSsD1Ev ::string::~st g
.text:oopo0oeeee4eCive mov rax, cs:_ZL3log ; E
. text:000000000048C77D lea rdx, [rbptarg] ; arg
. text:000000000240C784 mov rcx, [rbp+format]
.text : p00A000L0R48C 7868 mov rsi, rex ; format
.text : 000002080848C78E mov rdi, rax =g
.text:000000000040C791 call _vfprintf
.text:000000000040C796 mov rax, ¢s:_ZL3log ; log
. text:000000000040C79D mov rsi, rax ; stream
.text : 000B000L0048CTAR mov edi, 8ah F -
.text:006000000040C7A5 call _fputc

Figure 29

The malware generates 32 random bytes representing the AES key and 16 random bytes
representing the IV:

. text:80000000004081C0 mov [rbp+fd], edi
text: 80608000004R0B1C6 mov [rbptvar_3a8], rsi
. text:800080000840E1CD mov [rbp+var_3AB], rdx
. text:B9080080004081D4 mov qword ptr [rbp+var_3B8], rcx
. text: 00060E000040B108 mov [rbp+var_388], r8
.text:800000000040B1E2 lea rax, [rbp+src]
. text:800000000840B1E9 mov esi, 32 ; unsigned __ inté4
. text:90000000004RE1EE mov rdi, rax ; unsigned _ ints *
Jtext:98000000004081F1 call _ZL1egen_randomPhm ; gen_random(uck
-text:80000000004RB1FE xor eax, 1
.text:B20000000840B1F9 test al, al
. text:900000000040B1FE jz short loc_seB207
Jigl
 J
i e =
-text:0o22000000408287
.text:00Q000000040B8207 loc_40B207:
. text:0000000000406207 lea rax, [rbp+s]
.text:00020000004008208 mov esi, 16 ; unsigned _ intéd
-text:0222000200408218 mov rdi, rax ; unsigned _ int8 *
.text:0GOOOROOB4BB213 call  _ZLlBgen_randomPhm ; gen_random(uchar
- text:000020000040B218 xor eax, 1
. text:000000000040B210 test al, al
-text:002200020040B210 jz short loc_48B229

Figure 30

The randomly generated bytes are encrypted using the RSA public key (see figure 31).
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ull e 5
text:@00000000042B229
.text:0000000000408229 loc_48B229:
.text:000000000048B229 lea rcx, [rbp+src]
.text:000000000042B230 lea rax, [rbp+dest]
.text:000000000040B8237 mov edx, 2@h ; ;n
.text: 000000000048B23C mov rsi, rcx 3 Src
.text : 000000000048623F mov rdi, rax ; dest
.text:0000000000488242 call _memcpy
.text:0000000000408247 lea rax, [rbp+s]
.text:000000000048B248 lea rdx, [rbp+dest]
.text:000000000048B252 lea rex, [rdx+2@h]
.text:0000000000406256 mov edx, 1@h i n
.text:0000000000408256 mov rsi, rax ; src
.text:020000000040B25E mov rdi, rcx ; dest
.text:000000000048B261 call _memcpy
.text:000000000048B266 mov rcx, [rbptvar_3A8]
.text:000000000048B26D lea rdx, [rbp+dest]
.text:000000000048B274 lea rax, [rbp+dest]
.text:00000000004082768 mov réd, 4
.text:000000000040B281 mov rsi, rax
.text:0000000000408284 mov edi, 48
.text:000000000040B289 call RSA_public_encrypt
.text:000000000048B28E mov [rbp+var_34], eax
.text:0e00000000408291 cmp [rbp+var_34], 512
.text:000000000048B298 j:z short loc_4@B2FB
Figure 31
The malicious binary rounds up the file size to a multiple of 16, which is required by the AES
algorithm:

=

.text:008000000040B2FB

.text:000000000040B2FB loc_4@B2FB:

.text:000000000040B2FE mov rax, [rbp+var_3A8]

.text:0000000000406302 mov [rbp+var_58], rax

.text:0000000000408306 mov rax, [rbp+var_3A8]

.text:000000000040638D0 mov esi, 16

.text:000000000040B312 mov rdi, rax

.text:000000000040B8315 call _Z9chROUNDUPI1iET_S@_Te@_ ; chROUNDUP<long,int>(long,int)

.text: 002000000040B31A mov [rbp+var_3A8], rax

.text:000000000040B321 mov rdx, [rbp+var_58]

.text:002000000040B325 mov eax, [rbp+fd]

.text:000000000040B328 mov rsi, rdx ; __intes

.text:000000000040B32E mov edi, eax ; int

.text:000000000040B330 call _ZL1lresize_fileil ; resize_file(int,long

.text:800000000040E335 xor eax, 1

.text:000000000040B338 test al, al

.text:000000000040B33A j:z short loc_488346

Figure 32

The entire file content is encrypted if the file length is less than or equal to 5,245,000 bytes or if
the “-ep” parameter equals 100. As we've already described in our whitepaper about the
Windows version, the ransomware can modify the encryption percentage and perform
intermittent encryption:
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Ltext : 200000000040B346
text:00000000084RE346 loc_s08346:

Ltext 1 2000000000408346 mov
«text | BPEEe0000040E34D mov
~text: S99000000040B355 mov
Ltext : 200000000040B350 cmp
L text : 2000f00e0a4RE36E jle

[rbpevar_30], @
[rbpevar_ca], @
[rbpeafiset], @
[rbpsvar_3a8], 5245000
short loc_a8B377

¥

ol s =

«text : POBBBBEEEE4BB36A mov
- text:2000000000400371 cmp
Ltext :OO00OM00408375 jnz

rax, qword ptr [rbptvar_38e]
rax, lée
short loc_488396

] -

- text : BO00000000400377

. text:POGORREORRILEITT mov
.text:000000000B40BITE mov
. text:ROGORREORRIBEIES mov
+text: 0000000000400389 mov
.text:000000000040B394 rp

Jtext : B0G000000040B3TT loc_48B3T77:

[rbpvar_38], 1

rax, [rbptvar_3ag]
[rbpevar_6@], rax

gqword ptr [rbp+var_38e], 109
short loc_48838F

- text :BOGBRBRONE208396

- text : DDDDDISNN0408396 mov
Ltext :O000MI22A408390 mov
«text:POPDDISSSR4083A4 mov
-text:OORROROMBL08345 lea

. text :00DOBOBIEBIAE3AA lea

Stext mov
Ltext 0000020408385 mov
«text: P00DOSSSSR40683687 mov
- text :OPRRBROAL0038A call

. text :00DOBOBAOBLIEE306 loc_40B306:

[rbp+var_30], @ah

rax,
ebx,
rex,
rdx,
rax,
esi,

quord pte [rbpevar_388]
eax

[rbptoffset] ; _inted =
[rbptvar_g8] ; _ intéd *

int64a

rdi, rax P
_2L9calculateliPls_ ; colculate(long,int,]

Figure 33

The AES key is set for encryption by calling the AES_set_encrypt_key function:

il s =

. text:000000000040B3BF

.text:000000000048B3BF loc_4@B3BF:
.text:000000000040B3BF lea rdx, [rbp+var_190]
.text:000000000040B3C6 lea rax, [rbp+src]
.text:000000000040B3CD mov esi, 256
.text:000000000040B3D2 mov rdi, rax
.text:000000000040B3D5 call AES_set_encrypt_key
.text:0000000000408B3DA mov [rbp+var_2C], @
.text:0000000@0040B3EL jmp loc_4@B4FE

Figure 34

The file content is read by calling the read_all function (figure 35).

il s =

.text:eeeeeeee0040B41E

.text:000000000040B41E loc_40B41E: ; unsigned __int64
.text:000000000040B41E mov rdx, [rbp+var_2e]
.text:0000000000408422 mov rcx, [rbp+var_3B8]
.text:000000000040B429 mov eax, [rbp+fd]
.text:000000000040B42F mov rsi, rex 3 unsigned _ int8 *
.text:200202000040B432 mov edi, eax s int
.text:e00000000040B434 call _Z8read_alliPhm ; read_all(int,ucha
.text:eeeeeepep8408439 xor eax, 1

.text:000000000040B43C test al, al

.text:000000000040B43E jnz loc_40B4D7

Figure 35

The content is encrypted using the AES algorithm in CBC mode:
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il i =
. text:000000000040B8444 mov rax, [rbp+var_28]
.text:000000000040B448 add rax, [rbptvar_2e]
.text:200200000048B44C mov [rbp+var_28], rax
.text:0002000000428450 lea rsi, [rbp+s]
.text:0000000000408454 lea rex, [rbptvar_19@]
.text:200200000048B458 mov rdx, [rbptvar_2e]
.text:000000000048E45F mov rbx, [rbp+var_388]
.text:000000000040B466 mov rax, [rbp+var_388]
.text:800000000042B46D0 mov rad, 1
.text:000000000042B473 mov rg, rsi
.text:00eee0a000428476 mov rsi, rbx
.text:0000000000408479 mov rdi, rax
.text:000000000040B47C call AES_cbc_encrypt
.text:000000000042E481 mov rax, [rbp+var_20]
.text:0000000000486485 mov rcx, rax
.text:oeeoeoeo00486488 neg rex
.text:200200000048B488 mov eax, [rbp+fd]
.text:00eeeeaeee428491 mov edx, 1 ; whence
.text:0002000000848B496 mov rsi, rex ; offset
.text:0000000000486499 mov edi, eax ; fd
.text:080000000040B8498 call _lseek
.text:000000000040B84A0 mov rdx, [rbp+var_20] ; unsigned __inte4
.text:000200000042B4A4 mov rcx, [rbptvar_3B8]
.text:200200000048B4A8 mov eax, [rbp+fd]
.text:000ee0a00e428481 mov rsi, rcx ; unsigned __int8 *
.text:0000000000426484 mov edi, eax 3 int
.text:000000000040B486 call _Z19write_alliPhm ; write_all(int,uchar *,ulong)
.text:000000000048B466 xor eax, 1
.text:000000000040B4BE test al, al
.text:00eeeeoeee4e84Ce jnz short loc_48B4DA
Figure 36

The implementation of the AES_encrypt function fromm OpenSSL is displayed in the figure
below.

. text:0000000000400A60 public AES_encrypt
Stext:0000000000400468 AES_encrypt proc near
- text:@@88800000480460
-text:@@00000000400A60 var_T7é= dword ptr -78h
. text:00000000PR4B0A60 var 60= dword ptr -G8h
Stext: var_58= qword ptr -58h
. text:000000000040DA60 var_48= qword ptr -48h
. text:000000000040DA60 var_48= qword ptr -48h
.text:000000000040DA60 var_34= dword ptr -3sh
.text:oecoe8eese40DA68

.text:P00000000040DA60 ; _ unwind {
. text:@EEEE20000480468 push rls
. text:0002002000480A62 lea rll, Tel
. text:0002000000480A69 lea rle, Te2

.text:0@08800000840DA78 push rla
-text:@@0880000048DA72 push rl3
-text:@@0882000048DA74 push rl2

. text:0002000000480A76 lea rl2, Te@
-text:@@e8820000848DA7D push rbp
Jtext:@@e880000048DATE lea rbp, Te3

- text:002200000040DA85 mov risa, ri2
Stext:0000000000480488 push rbx

- text:0000002000480A89 mov ri3, rbp

. text:000000000048DABC mov [rsp+3eh+var_48], rdx

- text:eeeeeee000480491 mov [rsp+3@h+var_5@], rsi

- text:0000000000400A96 movIx  eax, byte ptr [rdi]
.text:0000000000400A99 movix  edx, byte ptr [rdi+3]

. text:0000002000480A9D mov rex, [rsp+3ghivar_4@]
-text:0000000000400AA2 movix  rdd, byte ptr [rdi+7]
.text:000000000040DAAT movix  r8d, byte ptr [rdi+@gh]
.text:000000000040DAAC movix  esi, byte ptr [rdi+@Fh]

. text:0000002000480AB8 shl eax, 18h

- text:B00080000840DAB3 xor rad, [rcx+d]

. text:B@0082000840DABT xor réd, [rcx+8]

. text:0002002000480AB8 xor eax, edx

- text:0@08820002840DABD mov rdx, [rsp+3ghsvar_se]
-text:0@08820000840DAC2 xor esi, [rex+@ch]
-text:0@08820000848DACS mov ebx, [rcx+@Feh]
-text:@@e8820000848DACE xor eax, [rdx]
-text:0@0880000048DACD movix  edx, byte ptr [rdi+l]
.text:eoeeeee0084804AD1 sar ebx, 1

. text:000e000000480403 shl edx, 18h
- text:0022000000480A06 xor eax, edx
. text:000000000040DAD8 movix  edx, byte ptr [rdi+2]

Figure 37
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The encrypted AES key and IV (512 bytes), followed by the file length (8 bytes) and the
encryption percentage (8 bytes), are written to the encrypted file:

~text: PO000DA000408520 lea rex, [rbprdest]
text: 0B0000000408532 mov eax, [rbpsfd]
. text:B0B08D000B488538 mov edx, 512 ; unsigned _ int6a
-text: 0000000488530 mov rsl, rex 3 unsigned _ int8 *
- text : BO00000GEA408540 mov edi, eax ; int
text:0000000000408542 call _Il9write_alliPhm ;
. text : 2200800008488547 xor eax, 1
-text:00000D000040B54A test al, al
-text: 00000DA00040854C jI short loc_ 408558
I .
A
3=
text:0090009000408558

- text:BODBOODBRBIBBSSE loc_48B558:

.text:0000000DOBIOBSSE lea rex, [rbptvar_58]

. text :BEOOOEAOOBIBBSSC mov rax, [rbptvar_388]
Jtext:0090009000408563 mov edx, 8 in
Jtext :000000000840B568 mov ref, rex 3 sre
text :000000000040B568 mov rdi, rax 3 dest
Jtext :R@O0000R0048B56E call _memcpy

. text :GOBRRGOREAIRESTI mov rex, [rbptvar_388]

Ltext :200000000848B5TA mov eax, [rbp+fd]

text :000000000040D580 mov edx, & 3 unsigned _ ints4
Jtext :RO00000848B585 mov rsi, rex ; unsigned _ int3 *
Jtext :B80E0000848B58E mov edi, eax ; int
.text:000000000040BSBA call  _ZL9write_slliPhm ; write_a

text :000000000040D58F xor eax, 1

text:0090000000408592 test al, al

- text : BOSERGRRRS4BE504 2 short loc_488548

™
fall s =

text: 2000000000408540

text: @O00000000408548 loc_40B548:
Jtext:E0B0000000408540 lea rex,
text : 20000000004885A7 mov rax,

[rbp+var_38@]
[rbp+var_388]

~text: 000000000040B5AE mov edx, B :n
~text:000000000408583 mov rsi, rex 3 src
. text:20000000004088586 mov rdi, rax 3 dest
-text:@ODOOODBOSI0B5ET call _memcpy

. text : ODOOAO0OBIEBSEE mov rex, [rbptvar_388]

text: 2O000020004085C5 mov eax, [rbp+fd]

. text: 200E00008848B5CE mov edx, B 3 unsigned _ int6a
. text : 2000000000488508 mov rsi, rex 3 unsigned __int8 =
~text: 0000000000408503 mov edi, eax 3 int

text:2000002000408505 call _ZL9write_alliPhm ; write_all

Figure 38

Finally, the extension of all encrypted files is changed to “.royal_u":

s =)

.text:000000000040B87C4 lea rax, [rbp+var_3e]

.text:000000000040B7C8 lea rcx, [rbptvar_5@]

.text:00000000004087CC mov edx, offset aRoyall @ ; u"

text: 000000000048687D1 mov rsi, rcx

.text:20000000004087D4 mov rdi, rax 3 this
.text:000000000040B707 call _Z5tplicStlichar_traitsIcESaIcEESbIT_T@ _T1_ERKS6_PKS3_ ; std::operator+
.text:000000000040B7D7 ; } // starts at 40B76B

.text:020000000040B70C lea rax, [rbp+var_3e]

.text:000000000040B7E0 mov rdi, rax ; this
.text:200000000048B7E3 ; try {

.text:000000000040B7E3 call __ZNKSs5c_strEv ; std::string::c_str(void)
.text:000000000040B7E8 mov rbx, rax

.text:020000000040B7EE lea rax, [rbp+var_5@]

.text:000000000040B7EF mov rdi, rax ; this
.text:000000000040B7F2 call __ZNKSs5c_strEv ; std::stri c_str(void
.text:0e0000000040B7F2 ; } // starts at 4@BVE3

.text:000000000040B7F7 mov rsi, rbx ; new
.text:000000000040B7FA mov rdi, rax ; old
.text:000000000040B7FD call rename

Figure 39
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Indicators of Compromise

SHA256
06abc46d5dbd012b170c97d142c6b679183159197e9d3f6a76ba5e5abf999725
Royal Ransom Note

readme

Processes spawned
esxcli vm process list > list

esxcli vm process Kill --type=hard --world-id=<World |ID>
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