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Abstract—It is known that malware can leak data from
isolated, air-gapped computers to nearby smartphones using
ultrasonic waves. However, this covert channel requires access
to the smartphone’s microphone, which is highly protected in
Android OS and iOS, and might be non-accessible, disabled, or
blocked.

In this paper we present ‘GAIROSCOPE,’ an ultrasonic covert
channel that doesn’t require a microphone on the receiving
side. Our malware generates ultrasonic tones in the resonance
frequencies of the MEMS gyroscope. These inaudible frequencies
produce tiny mechanical oscillations within the smartphone’s
gyroscope, which can be demodulated into binary information.
Notably, the gyroscope in smartphones is considered to be a
’safe’ sensor that can be used legitimately from mobile apps and
javascript. We introduce the adversarial attack model and present
related work. We provide the relevant technical background
and show the design and implementation of GAIROSCOPE.
We present the evaluation results and discuss a set of coun-
termeasures to this threat. Our experiments show that attackers
can exfiltrate sensitive information from air-gapped computers
to smartphones located a few meters away via Speakers-to-
Gyroscope covert channel.

I. INTRODUCTION

Air-gap networks are isolated from the Internet to minimize
the risk of data leakage. The air-gap isolation is enforced
by removing wireless network interfaces (e.g., Wi-Fi), dis-
abling USB devices, and controlling access to sensitive assets.
Military networks such as the Joint Worldwide Intelligence
Communications System [8] are known to be isolated due
to the classified information they hold. Other sectors such
as critical infrastructure, governmental industries, and finance
organizations are commonly storing their data within air-
gapped networks [30][16l]. In August 2021, Microsoft has
announced the air-gapped Azure cloud region that is designed
to handle top-secret data for the US intelligence community
(S0

Nevertheless, despite a lack of direct connection to the
outer world, air-gapped networks have been shown to be
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vulnerable to cyber-attacks. To breach isolated networks,
attackers may compromise the supply chain, use malicious
insiders, or employ social engineering attacks on employees.
A publicized incident in which the air-gap was breached
is the Stuxnet worm [53]] which targets supervisory control
and data acquisition (SCADA) systems and is believed to be
responsible for causing damage to the nuclear facilities in Iran.
ProjectSauron APT (Advanced Persistent Threat) discovered
in 2016 breached air-gaps via an infected USB device that
was used to leak data off the isolated network. Notably, this
malware remained undetected for five years and used hidden
partitions in the file system to hide its data. Several attacks on
air-gapped facilities such as the power utilities [[6] and nuclear
power plants [20] have been publicized in recent years.

A. Covert Communication Channels

Once the attacker breached the air-gapped network, he must
use non-standard communication methods to exfiltrate the
data outward. These methods are known as air-gap covert
channels, or out-of-band covert channels [30]. Electromagnetic
covert channels use electromagnetic emanation from various
computer components to leak information [33], [51l], [52],
[671], [32]]. Optical channels encode data over various sources
of light such as LEDs and screens [54], [45]. Thermal signals
can also be used to maintain slow communication between
systems [37]]. Acoustic waves are a fundamental medium
for data transfer, using inaudible sound. Acoustic methods
have been explored in a wide range of studies over the
years [47], [22], [55], [39]. The existing acoustic methods
suggest transmitting data through the air-gap via ultrasonic
waves generated by computer loudspeakers. The inaudible
sound encodes binary data that can be picked up by a nearby
smartphone via its microphone. Note that these covert channels
rely on the availability of a microphone in the receiving side.

B. Microphone Access in Mobile OS

The acoustic covert channels require loudspeakers for the
transmission and a microphone for the reception. However,
microphones in mobile operating systems such as Android and
i0S are considered protected sensors since they may seriously
violate user privacy (e.g., by eavesdropping). Because of its
importance, the application that uses the microphone must
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have permission to access the recording device and must
ask the user for approval at run time. Since the access to
microphones is highly restricted and monitored in the mobile
OS, its use in an attack is a challenging task for the attacker.
It mainly requires evading security mechanisms or exploiting
vulnerabilities in the OS or applications.

C. Our Contribution

In this paper, we introduce a new type of covert channel.
Our malware uses ultrasonic sound waves to transmit data
but does not require access to a microphone in the receiving
smartphone device. We show that malware can use the smart-
phone’s gyroscope to receive the data covertly. Our method
is based on the vulnerability of MEMS gyroscopes to specific
ultrasonic frequencies, known as resonance frequencies. When
this inaudible sound is played near the gyroscope, it creates
an internal disruption to the signal output. The errors in
the output can be used to encode and decode information.
Note that gyroscopes in smartphones are considered as low
permission sensors and hence can be used by applications with
minimal permissions. Sensitive data can be modulated over
the resonance frequencies and then received by a smartphone
placed on the table. We implement and evaluate the covert
channel discuss relevant countermeasures.

D. Gyroscopes in Smartphones

The speakers-to-gyroscope covert channel has several ad-
vantages for the attacker.

o Permissions. Unlike microphones, gyroscopes are per-
ceived as ‘safe’ sensors. They are used by many types
of applications to ease the graphical interfaces, and users
may approve their access without suspicion.

« Visual indication. In Android and i0OS, there may be no
visual indication, notification icons, or warning messages
to the user that an application is using the gyroscope, like
the indications in other sensitive sensors.

« Browser access. The gyroscopes may be accessed from
HTML via standard JavaScript code. This implies that the
attacker is not required to compromise the user’s device
or install a malicious application. Instead, the attacker can
implant malicious JavaScript on a legitimate website that
samples the gyroscope, receives the covert signals, and
exfiltrates the information via the Internet.

The rest of this paper is organized as follows: The attack
model is discussed in Section [[I} Related work is presented
in Section Technical background is provided in Section
Sections [V] and respectively, contain details on data
transmission and reception. Section present the evaluation.
Defense and countermeasures are discussed in Section
We conclude in Section

II. ATTACK MODEL

The attack model consists of transmitting computer(s) and
receiving smartphone(s). The transmitter is executed in the air-
gapped network, and the receiver is run on a mobile phone or
tablet belonging to workers or visitors.
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A. Air-gap Infection

In the first stage of the kill chain, the attacker must breach
the air-gapped network. Attackers may achieve it by attacking
the supply chain or by using malicious insiders or deceived
workers. Despite the high degree of separation from other
environments, secure networks can be breached. The most
famous cases are Stuxnet [53]] and Agent.BTZ [2]], although
other incidents are reported from time to time. In the case of
Agent.BTZ in 2008, networks of the U.S. military base in the
Middle East were infected via USB flash drive. The malware
was delivered when this USB thumb drive was inserted into the
laptop attached to United States Central Command. In 2018
the U.S. Department of Homeland Security (DHS) blamed
Russian hackers for penetrating networks electric utilities in
the state [6]. Other malware and attack tools like and Ramsay
[3]] and USBFerry [4], that target air-gapped networks, were
found in the wild.

B. Mobile Infection

In addition, the smartphones of employees are infected with
a rough application. Mobile devices can be infected through
phishing, by using social engineering techniques, via malicious
email attachments, compromised websites, Wi-Fi, malicious
advertisements, and other attack vectors [61], [19], [65], [59l,
[63]].

C. Collection

Having a foothold in the organization, malware in the
compromised network gathers information of interest, such as
encryption keys, key-logging information, credentials, access
codes, etc.

D. Exfiltration

In the exfiltration phase, the malware encodes the data and
broadcast it to the environment, using covert acoustic sound
waves in the resonance frequency generated from the com-
puter’s loudspeakers. A nearby infected smartphone ‘listens’
through the gyroscope, detects the transmission, demodulates
and decodes the data, and transfers it to the attacker via the
Internet (e.g., over Wi-Fi).

The chain of attack is illustrated in Figure[I] The air-gapped
workstation broadcasts data modulated on top of ultrasonic
waves in the resonance frequencies that oscillates the nearby
MEMS gyroscope. The application in the smartphone samples
the gyroscope, demodulates the signal, and transmits the
decoded data to the attacker through Wi-Fi.

III. RELATED WORK

Covert channels, in general, have been widely covered
in the professional literature for years [24]], [S8l], [70]. Air-
gap covert channels are used when no network connectivity
is available for the attacker. These communication methods
can be mainly classified into electromagnetic, magnetic, op-
tical, thermal, and acoustic. Many prior studies proposed
the use of electromagnetic radiation for data leakage. The
radio frequencies (RF) emanated from electronic components
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Fig. 1: Attack scenario. The air-gapped workstation broad-
casts binary data modulated on top of ultrasonic waves in
the resonance frequencies that oscillate the nearby MEMS
gyroscope. The application in the smartphone samples the
gyroscope, demodulates the signal, and transmits the decoded
data to the attacker through Wi-Fi. Note that microphone
access is not required.

in the computer [51], [36], [10], [34]. Guri et al. exploit
video cards in air-gapped computers to transmit covert FM
signals [36]. Later on, GSMem and AIR-FI malware could
generate electromagnetic signals from air-gapped systems in
the cellular and Wi-Fi frequency bands, respectively. These
frequencies are used to modulate and exfiltrate data. USBee
[35] introduced attack scenarios in which attackers use differ-
ent sources of electromagnetic radiation from an air-gapped
computer’s motherboard for data exfiltration. Magnetic fields
emitted from a computer CPU can be used to leak data from
Faraday caged air-gapped computers [46], [29]. PowerHammer
is another method in which malware on air-gapped computers
exfiltrates data through electromagnetic emissions encoded on
the power lines [43]]. Several studies have proposed the use of
optical emanation for air-gap communication. Loughry and
Guri demonstrated how to exploit the status indicators in
the keyboard LEDs for data exfiltration. [54][42]. The hard
disk drive (HDD) LEDs [43]], router and switch LEDs [44],
and security cameras and their IR LEDs [27]], also proposed
as methods for exfiltrating data from air-gapped networks.
Researchers also showed how to exfiltrate data from air-gapped
computers via screen brightness [28]], and hidden images
projected on the screen [31]]. BitWhisper is a unique covert
channel based on the thermal medium [37]. It enables two-way
communication between air-gapped computers by encoding
data on temperature changes.

A. Acoustic

In acoustic covert channels, data is transmitted via sound
waves in various frequencies. In most of the previous work, the
sound waves are generated from the computer loudspeakers. A
Survey of audio communication was given in [S5]]. Carrara and
Adams discussed the threat of acoustic covert channel between
air-gapped systems [17]]. Hanspach used high-frequency sound
waves to maintain communication between laptops. In 2018,
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researchers presented MOSQUITO [39]], a covert communi-
cation channel between two air-gapped computers without
microphones via speakers-only communication. The concept
of communicating over inaudible sounds has been extended
for different scenarios using smartphone devices [22]. The
acoustic methods presented above require speakers to produce
noise. Researchers also introduced a few methods which do
not require loudspeakers. Fansmitter, Diskfiltration, and CD-
LEAK are three malware that maintains the exfiltration of
data from an air-gapped computer via noise intentionally
emitted from the PC fans, HDD, and CD/DVD, respectively
[40][38]] [25]. Recently, researchers showed that the power
supply of computers and devices could be used to generate
sonic and ultrasonic waves for data exfiltration [26]. Yonezawa
[69] and Deshotels [23] showed that mobile devices with
vibrator components could produce vibrations that generate
low volume sound. They showed that the vibrations could be
sampled and decoded via an accelerometer in mobile phones.
Note that these covert channels are not relevant to real air-
gap environments that have no vibrators or accelerometers.
Vibrational covert channels are also discussed by Hasan et al.
[48] and Matyunin et al. [56]. They showed that the mobile
phone could receive low-frequencies audio generated with a
sub-woofer attached to the transmitting computer. However,
the requirement for sub-woofers in the compromised computer
limits the attack model since sub-woofers are not commonly
used in workstations. Our method uses ordinary loudspeakers
to transmit ultrasonic signals and doesn’t require a smartphone
microphone on the receiving side. Instead, it uses the low
permission gyroscope sensor to receive the information. Table
M compares the acoustic communication channels.

IV. TECHNICAL BACKGROUND

In this section, we provide the technical background on the
gyroscope sensors in smartphone devices. A Gyroscope sensor
is used to determine the reference direction of the device in
three dimensions (X, Y, and Z). It provides stability in mobile
navigation, stabilizes the user interface, rotates the screen on
handled devices, etc. A Gyroscope sensor is present in all
modern smartphones to sense angular rotational velocity and
acceleration. It helps to augment human motion interactive
games and ease the user interface applications where the
screen content is rendered due to the presence of a gyroscope
(‘autorotation’).

There are various gyroscopes sensors based on different
types of technology, such as MEMS gyroscopes, solid-state
ring lasers, fiber optic gyroscopes, and sensitive quantum
gyroscopes. The gyroscope sensors integrated into smart-
phones belong to the class of Micro-electromechanical systems
(MEMS) gyroscopes. The MEMS gyroscope output the ate
of turn (rad/s) without a fixed point of reference. Internally,
MEMS gyroscopes are constructed of a vibrating object with
multiple-axis freedom.

The gyroscope sensor in mobile devices (e.g., Android
and 10S) is accessed through the sensors API. The output
vector is given in radians/second, and it measures the rate
of rotation around the device’s local X, Y, and Z axes. The



TABLE I: Comparison with the existing acoustic covert channels

#  Method Transmitter Receiver Speakers Frequencies Ultrasonic ~ Max speed Max distance
1 MOSQUITO PC speakers Microphones Required 0-24Khz Yes <1k bit/sec 8 m

2 Ultrasonic PC speakers Microphones Required 19-24 KHz Yes <Ik bit/sec 11 m

3 Low frequency  PC speakers Microphones Required 0-50 Hz No 2 bit/sec 3m

4 Fansmitter PC fans Microphones Not required  0-300 Hz No 1 bit/sec 7-8 m

5  Diskfiltration Hard Disk Drive ~ Microphones Not required 2000 Hz No 2 bit/sec 2m

6 CD-LEAK CD/DVD drive Microphones Not required <5 KHz No 1 bit/sec 1.5m

7  Power-Supplay  Power supply Microphone Not required 0 - 24 KHz Yes 60 bit/sec 6 m

9  AiR-ViBeR PC fans Accelerometer  Not required  0-500 Hz Yes 1 bit/sec 2m

9  GAIROSCOPE PC speakers Gyroscope Required above 18 kHz  Yes 8 bit/sec 8 m

rotation is positive in the counter-clockwise direction. E.g., in
Android OS, the returned values[0], values[1], and values[2]
contain the angular speed around the X-axis, Y-axis, and Z-
axis, respectively. The applications usually integrate the output
values over time to calculate a rotation over the time step.

It is known that acoustic tones degrade MEMS sensors in
a frequency range knowns as the ‘resonance frequencies. This
ultrasonic input produces erroneously low-frequency angular
velocity readings in the X, Y, or Z direction(s) [S0]. The
vulnerability of MEMS sensors to ultrasonic corruption is
due to the mechanical structure of a MEMS gyroscope. For
example, as observed by [50] the misalignment between the
driving and sensing axes is one of the main causes of the
false output generated by the gyroscope. The phenomenon and
its physical and mechanical roots are discussed in relevant
literature [15]. It was observed in the previous works that
the typical resonance frequencies of MEMS are within a
fragmented band in the ultrasonic frequencies range mainly
above 18 kHz. The frequency of the resulting vibrations
within the sensor is determined by the structure of the MEMS
gyroscope, it’s positioning, and the distance from the sound
source [15][64]1[50].

Studies in recent years focused on using the vulnerability
of MEMS sensors to ultrasonic waves for attack purposes.
Khazaaleh et al. discuss the general vulnerability of MEMS
gyroscopes to targeted acoustic attacks [S0]. Son et al. intro-
duced attacks on drones navigation systems via sound noise
attacks on gyroscopic sensors [64]. Tu et al. discussed the
malicious control over situation systems by spoofing inertial
sensors such as MEMS gyroscopes [66].

V. TRANSMISSION

This section describes the signal generation, data modula-
tion, and transmission protocol.

A. Signal Generation

Sound waves in the range of resonance frequency generate
disruptive vibrations in the gyroscope’s internal components.
The disruptive signal is measured by the frequency of changes
in the angular velocity output of the gyroscope sensor. The
effect on the angular velocity can be measured in a single
axis, two, or all three axes. Figure [J] shows the effect of the
resonance frequency on the output of the gyroscope sensor in
the Samsung Galaxy S10 device. In this case, the transmitter
generates sound in frequencies of 19067 Hz and 19065 Hz.
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As can be seen, the affected output is mainly in the X-axis
and Y-axis.

To generate a signal, we play an acoustic wave in the
specific resonance frequency for a certain amount of time.
The following python script shows the code to build the sinus
wave in 19000 Hz for 0.5 seconds with a volume of 20%.

import pyaudio

1

2 import numpy as np

3

4 paudio = pyaudio.PyAudio()

5 vol = 0.2 # Volume

6 sr = 48000 # Sampling rate (Hz)

7 duration = 0.5 # Signal duration (sec)

8 freq = 19000 # Sine frequency (Hz)

9

10 # Generate the array

11 samples = (np.sin(2*np.pi * np.arange(fs*duration) * freq/sr)).astype.float32)
12 # Extrea processing on the samples

13 # processSamples(samples)

14

15 ostream = paudio.open(format=pyaudio.paFloat32, channels=1, rate=sr, output=True)

16 ostream.write(vol*samples)
17 ostream.stop_stream()

18 ostream.close()

19 paudio.terminate()

B. Frequency-Shift Keying

In frequency-shift keying (FSK), the data is represented by
a change in the frequency of a carrier wave. Recall that the
transmitting code can determine the frequency of the signal
generated in the gyroscope. In FSK, each frequency represents
a different symbol.

Figure 3] shows the time-frequency spectrogram of a binary
sequence (‘01010101°) modulated with two resonance fre-
quencies (B-FSK) as transmitted from a PC. The frequencies
10956 Hz and 19059 Hz in this modulation have been used
to encode the symbols ‘0’ and ‘1’, respectively.

C. Transmission Protocol

We transmit the data in small frame packets composed of a
preamble, a payload, and a parity bit for error detection.

« Synchronization. A synchronization header is transmit-
ted at the beginning of the frame. It consists of a sequence
of four bits (‘1010”) which determine the beginning of a
transmission and the properties such as amplitude and
frequency.

o Payload. The payload is the raw data of 12 bits to be
transmitted. Note that the payload size of 12 bits was
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Fig. 2: The effect of the resonance frequency on the output of
the gyroscope sensor in the Samsung Galaxy S10 device. The
affected output is mainly in the A-axis and Y-axis.
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Fig. 3: Spectrogram of the B-FSK modulation as generated by
the computer (top) and received by the smartphine (bottom).

arbitrarily chosen. A more complex frame may contain a
dynamic size of the payload.

« Parity bit. For error detection, a parity bit is added to the
end of the frame. The receiver calculates the parity for the
whole received payload (excluding the synchronization
bits), and if it differs from the received parity bit, an
error is detected.

VI. RECEPTION

We implemented a GAIROSCOPE receiver as an applica-
tion for the Android OS based on the B-FSK modulation.
The receiver app samples the gyroscope sensor and performs
signal processing. The demodulator application is described in
Algorithm [T}
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The application continuously samples and processes the
gyroscope sensor output. It handles data sampling, signal
processing, and data demodulation. In our case, we sampled
the gyroscope sensor using the Android sensors API. We used
the type TYPE_GYROSCOPE to sample the rate of rotation
in three axes. It then performs a fast Furrier transform (FFT)
to measure the FSK frequencies fy and f;. The value of the
headers bits determines the frequency and amplitude of the
payload.

Algorithm 1 demodulate(bitTime, fo, f1, sampleRate)

1: onSensorChanged(SensorSamples samples)

2: sync <+ false

3: lockSamples < true

4: index fo < fftSize x fo/sampleRate

5. index f1 < fftSize x fi/sampleRate

6: samplesPerBit < sampleRate x bitTime/(f ftSize —
noverlap)

magnitude < getVector M agnitude(samples)

8: buf fer.append(magnitude)

9: if buf fer.size() == f ftSize then

10: fftWindow «+ f ft(buf fer)

11: buf fer.removeRange(0, f ftSize — noverlap)

~

13: amplitude fo + abs(f ftWindow[index fy))
14: amplitude fi + abs(f ftWindow[index f1])

16: if amplitudefy > amplitude f, then

17: samples.append(0)

18: else

19: samples.append(1)

20: end if

21:

22: if notsync then

23: sync = detectSynch(samples|X], samples[Y], samples|Z])
24: if sync = true then

25: setAf fectedAxed(sync)

26: sync = true

27: end if

28: end if

29: if enabled then

30: state =" DEMODULATE”

31: sync = demodulate(buf fer,12, sync)

32: valid = checkParity(buf ferparityIndex))
33: state ="SYNC”

34: end if

35: end if

1) Signal Processing: The first step is to measure the signal
and transfer it to the frequency domain. This step includes
performing a fast Fourier transform (FFT) on the sampled
signal, given the parameters sampleRate and f ftSize. The
signal measured is stored in a buffer after applying a filter for
noise mitigation. This data is used later in the demodulation
routines. The noise mitigation function is applied to the current
sample by averaging it with the last w samples. Note that in
our case, the FFT is done for the samples of the three axes
(X-axis, Y-axis, and Z-axis).
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Fig. 4: Spectrogram of a full frame modulated with B-FSK
using the resonance frequencies, as received by a nearby
smartphone.

2) Synch Detection: In the SYNC state, the receiver
searches for a sequence to identify a frame header. If the syn-
chronization sequence *1010° is detected, the state is changed
to DEMODULATE to initiate the demodulation process.
Based on the preamble sequence, the receiver determines the
channel parameters, signal time (7'), and frequencies f; and
f1. Note that in this phase, we are scanning each of the axes to
determine which is/are affected by the resonance frequencies.

3) Demodulation: In the DEMODULATE state, the
payload is demodulated given the signal parameters retrieved
in the SYNC' state. The demodulated bit is added to the
current payload. When the payload of bits and the parity bit are
received, the algorithm returns back to the preamble detection
state (SYNCO).

A spectrogram of a full-frame transmitted from a com-
puter and received by a nearby smartphone is presented in
Figure El In this case, B-FSK was used for modulation. The
frame includes the synchronization bits (‘1010’), the payload
(‘110100110100’), and the parity bit (‘1°).

A. Sensor Permissions

Mobile OS such as Android and iOS protect sensitive
sensors such as microphones from illegal access via architec-
tural features and security mechanisms. To record in Android
OS, a recording permission tag must be included in the
app’s manifest file. However, the gyroscope is considered a
legitimate and safe sensor, and mobile OS Android and iOS
do not request high permissions to read the outputs of its
samples. In addition, no visual indication such as a notification
icon is shown during the application access to the gyroscope.
Furthermore, the gyroscope may be accessed from a Web
browser via standard JavaScript code. The attacker can implant
malicious JavaScript on legitimate websites that sample the
gyroscope’s data using the DeviceOrientationEvent or
other APIs. The following sample of code uses the Sensor
APIs from a web page to read the angular velocity of the
device along all three axes [7]. This API is supported by
Chrome Android, WebView Android, and Opera Android.

let gyroscope = new Gyroscope({frequency: 128});

gyroscope.addEventListener( ' reading’, e =» {

console.log("Angular velocity along the X-axis
console.log("Angular velocity along the Y-axis "
console.log("Angular velocity along the Z-axis

IR

gyroscope.start();|

+ gyroscope.x);

+ gyroscope.y);
+ gyroscope.z);

VII. EVALUATION
This section provides an evaluation of the acoustic wave-
forms generated with the GAIROSCOPE transmitter. We also

present the experimental setup and discuss the measurements
and results.
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Fig. 5: A chirp signal on the resonance frequencies as trans-
mitted acoustically (top spectrogram) and sampled by the
gyroscope output (bottom spectrogram).

A. Measurement Setup

For the transmission, we used DELL Latitude 7490 laptop
with Core i7 CPU, 16GB of RAM, and 512GB SSD with
Linux Ubuntu 18.04 LTS 64-bit. For the reception, we used
three types of mobile receivers: OnePlus 7, Samsung Galaxy
S9, and Samsung Galaxy S10.

The three mobile receivers are specified in Table III. The
devices have an integrated LSM6DSO chip, which is a system-
in-package featuring a digital accelerometer and digital gyro-
scope. In the evaluation, we used the B-FSK modulation to
transmit binary data. The two frequencies used to modulate
‘0’ and ‘1’ for each device are specified in the ‘Resonance
Frequencies’ column.

During the tests, the acoustic signals were recorded with
three smartphones running the Android OS. The gyroscope
sampling was performed using the smartphone’s internal gy-
roscope at a sampling rate of 500 Hz. We used the MathWorks
MATLAB environment for signal processing and the Praat
framework for additional spectral analysis [13]].

The experiments took place in a standard lab room (4.0 x
9.0 meters) with an active HVAC and during daily working
hours.

B. Resonance Frequencies

In order to find the resonance frequencies bands for each
device, we run a battery of measurements. We generated slow
‘up-chirp’ signals (sweeps) from a transmitter computer while
sampling the gyroscope output in the X, Y, and Z-axis for
each of the mobile devices. We then mapped the corresponding
resonance frequencies within the gyroscope sensor. Figure 5
depicts the transmitter sweep signal and the corresponding
affected output of the gyroscope for the Samsung Galaxy
SO receiver. The range of resonance frequencies and the
corresponding angular velocities are given in Table IV.

C. Measurements Room #1

We measured the signal-to-noise (SNR) ratio and the bit
error rates (BER) of the communication in an open space
lab room. We transmitted a sequence of bits modulated with
B-FSK and used the receiver app in the mobile device to
sample, record, measure, and demodulate the signal. In the
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TABLE II: Mobile receivers used for the evaluation

# Device Operating System  Gyroscope Resonance Frequencies
OnePlus 7 OnePlus 7 256GB 8GB RAM Android 9.0 LSM6DSM 20,120 Hz, 20,135 Hz
Samsung Galaxy S9 Samsung Galaxy S9 128GB 8GB RAM Android 10.0 LSM6DSL 19,580 Hz, 19,588 Hz
Samsung Galaxy S10  Samsung Galaxy S10 128GB 8GB RAM  Android 10.0 LSM6DSM 19,065 Hz, 19,077 Hz

TABLE III: Resonance frequency measurements

Device Resonance frequencies  Angular Velocity Freq.
OnePlus 7 20050-2200 Hz 0-100 Hz

Samsung Galaxy S9 19500 Hz - 19660 Hz  0-100 Hz Hz
Samsung Galaxy S10 19000 Hz - 19077 Hz 0-80 Hz Hz

TABLE IV: SNR in room #1
Device 0 cm 50cm 100 cm 150 cm 200 cm
OnePlus 7 35dB 25dB 15dB 10 dB 7 dB
Samsung Galaxy S9 43dB 33dB 33 dB 30 dB 25 dB
Samsung Galaxy SI0 37 dB 33 dB 28 dB 20 dB 10 dB

experiment, we used 700 ms per bit (1.4 bit/sec) and 125 ms
per bit (8 bit/sec) for shorter distances of up to 100 cm. The
results of the SNR and BER are given in Tables [[V] and
respectively. As can be seen, the Samsung Galaxy S9 and S10
could demodulate the transmitted data to a maximum distance
of 150 cm and 200 cm, receptively. The OnePlus receiver
reached a limited distance of 100 cm. Faster transmission
rates yield a weak and unstable signal with low SNR and
high BER that are impractical for reliable communication.
This time limit is mainly due to the mechanical nature of
the resonance frequencies and the disruption effect on the
receiving gyroscope.

D. Measurements Room #2

As can be observed in the measurements above, in open
space rooms, the effective range of resonance frequencies
transmitted from the computer was limited. This is due to the
propagation of the acoustic waves. We measured the signal-
to-noise (SNR) ratio and the bit error rates (BER) of the
communication in a narrow room (2.0 x 9.0 meters), where the
wave propagation is minimized. We transmitted a sequence of
bits modulated with B-FSK and used the receiver app in the
mobile device to sample, record, measure, and demodulate
the signal. In the experiment, we used 700 ms for each bit
(1.4 bit/sec). The results of the SNR and BER are given in
Tables and [V| respectively. As can be seen, the Samsung
Galaxy S9 and S10 could demodulate the transmitted data to a
maximum distance of 800 cm. Note that Galaxy S10 reception
was fragmented and did not work well at some distances. The
OnePlus receiver reached a limited distance of 200 cm.

TABLE V: BER in room #1

Device Ocm 50cm  100cm 150 cm 200 cm
OnePlus 7 0% 0% 0% >20% >20%
Samsung Galaxy S9 0% 0% 0% 0% 0%
Samsung Galaxy S10 0% 0% 0% 12.5% >20%

E. Measurements with multiple frequencies

We also used the FSK modulation with multiple frequencies
to test the range of the covert channel when more than two
frequencies are used. In this case, we used a maximum of
32 frequencies to encode different symbols (5 bits). In the
experiment, we used the range of 19000 Hz -19105 Hz to
generate different resonance frequencies within the receiver.
The results of BER are given in Tables As can be seen,
the Samsung Galaxy S10 and the OnePlus 7 could demodulate
the transmitted data to a maximum distance of 600 cm.

FE. Threat Radius

The above results indicate that the covert channel can be
used to transfer data with bit rates of 1-8 bit/sec at distances
of 0 - 600 cm, with B-FSK or M-FSK modulations. In certain
rooms (e.g., narrow rooms), the transmitter can reach 800 cm.
The method could be used to transfer a small amount of data,
such as short texts, encryption keys, passwords, or keystroke
logging. Note that previous work [36]] indicates that employees
used to place their mobile phones close to their workstations
on the desk.

G. Vibrational Interference

We check whether the mechanical vibrations generated by
the PSU, chassis, and CPU fans from desktop computers can
interfere with the signal and affect the output of the gyroscope.
The power supply fans are integrated into the power supply
at the back of the case, and their speed is static. The chassis
fans are installed at the back of the computer case, and their
speed is automatically changed due to the internal heat. The
CPU fans are mounted on top of the CPU socket. It cools the
CPU’s heatsink. The speed is regulated by a controller that
adjusts the fan speed according to the current CPU workload.
They are working in typical ranges of 900-4500 rotations per
minute. Our tests show that the covert channel signals are not
affected by the vibrations generated by the PSU, chassis, and
CPU fans.

H. Acoustic Interference

Several external sources of acoustic noise can interfere
with the resonance frequencies used in this covert channel
and override them. We conducted experiments and mapped
the sources of potential interference from various objects in
our lab. The list is given in Table Notably, most of the
measured environmental noise was within the audible band,
below 18 kHz. Our measurements show that non of the
sources interfere with the resonance frequencies used for the
transmission.
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TABLE VI: SNR in room #2

Device 100cm  200cm  300cm 400 cm 500 cm 600 cm 700 cm 800 cm
OnePlus 7 26 dB 20 dB 15 dB 14 dB 13 dB 10 dB 14 dB 12 dB
Samsung Galaxy S9 22 dB 27 dB 20 dB 16 dB 28 dB 16 dB 18 dB 26 dB
Samsung Galaxy S10 18 dB 15 dB 15 dB 14 dB 18 dB 10 dB 10 dB 18 dB
TABLE VII: BER in room #2

Device 100cm 200 cm  300cm 400 cm 500 cm 600 cm 700 cm 800 cm
OnePlus 7 0% 0% >20% >20% >20% >20% >20% >20%
Samsung Galaxy S9 0% 0% 0% 0% 0% 0% 0% 0%
Samsung Galaxy S10 0% 0% >20% 12.5% 0% >20% >20% 0%

TABLE VIII: BER with multiple frequencies

Device Im 2m 3m 4m Sm 6m
OnePlus 7 0% 0% 0% 0% 0% 0%
Samsung Galaxy S10 0% 0% 0% 0% 0% 0%

TABLE IX: Sources of acoustic interference

Acoustic source Max frequency

CPU fans 525 Hz

Case fans 302 Hz

PSU fans 360 Hz
Hard-disk-drives (constant, read/write) 140 Hz, 8000 Hz
CD/DVD 15000 Hz
Humans (speaks, walks) 8000 Hz

Keyboard press
Mouse (movements, clicks)
Air-conditioning (all components)

8000 Hz (depend on keyboard type)
14000 Hz - 18000 Hz
4000 Hz

VIII. COUNTERMEASURES

Separation. Policy-based countermeasures may include the
zoning approach, which is used in the telecommunication se-
curity standards (e.g., TEMPEST/2-95 [49])). In this approach,
systems are kept in restricted zones defined by a different
radius, depending on the zone classification. However, this
solution is not always feasible due to the practical limitations
of available resources. In our case, smartphones should be kept
at a range of eight meters or more from the secured area.

Speakers elimination & blocking. The transmitting com-
puter exploits the ultrasonic frequencies played through the
speakers to generate the resonance. In highly secure facilities,
it is common practice to forbid the use of loudspeakers to
create an audio-less networking environment known as ‘audio-
gapped’ [21]]. Software countermeasures include removing the
audio drivers from the OS or completely disabling the audio
hardware in the BIOS level configurations. This can prevent
malware from transmitting ultrasonic signals. However, such
a configuration eliminates the legitimate use of the audio
hardware and is not recommended.

Ultrasonic filtering. It is possible to filter out the resonance
frequencies generated by the audio hardware using an audio
filter. A software-based ultrasonic firewall like SilverDog and
SoniControl can filter the ultrasonic frequencies from websites,
media, and streams [[11]]. There are open-source projects aimed
at blocking device capabilities that are used to generate ‘ultra-
sonic beacons’ for tracking [57]. A filter could be implemented

as an audio stack driver in the operating system to prevent and
mask ultrasonic waves. The main drawback of this approach
is that it can be disabled or bypassed by sophisticated attacks
and kernel-level rootkits. For a hardware level of protection, it
was proposed to build a lowpass ultrasonic filter as a trusted
hardware component and install it on the loudspeakers [41]].
Figure [6] shows the circuit design of an external lowpass filter
with an amplifier for a 3.5 mm audio jack. Note that the cutoff
frequency in this filter is determined by the capacitor C and
the resistor R.

Q R Low frequency
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Fig. 6: Low-pass filter circuit for the loudspeakers output.

Signal jamming. Another countermeasure method is to jam
the covert channel by adding background noises to the acoustic
spectrum [12]]. For example, it is possible to mask the original
transmissions in a certain area using ultrasonic jammers. These
devices generate background noise aimed at interfering with
the covert communication signals [9]. In our case, the jammers
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Fig. 7: The effect of signal jamming (seconds 10 -



must be pre-configured with the resonance frequencies of the
potential devices. To demonstrate the jamming countermea-
sures, we built a random ultrasonic white noise generator. The
jammer was configured to work at the resonance frequency
range and emit random signals at the given frequency band
(see Algorithm [2). Figure [7] depicts the jammer operation
during six seconds. As seen in the waveform and spectrogram,
the originally transmitted signal is overridden and disrupted
by the random resonance signals from the jammer (seconds
10 - 16). Note that this type of solution is often limited
to a single room. Another limitation of this approach is the
continuous generation of resonance frequencies that disrupts
the gyroscope output.

Algorithm 2  ResonanceJammer

mazxV olume)

(fmin» f'ma;m T,

rndFreq = ra'ndom(fminv f'rrmw)

rndDuration = random(0,T)

rndVolume = random(0, mazV olume)

vec = GenerateSinWave(rndFreq, T, maxV olume)
playAudio(vec)

timelInterval = random(0,T)

sleep(timelnterval)

A o e

Signal monitoring. Some researchers [[17] suggested mon-
itoring the ultrasonic audio channels for power levels in order
to detect convert ultrasound transmissions. Such monitoring
products exist [14] but may produce many false positives due
to other interference, and environmental noises in the area [[18]].

Sensors security. There are several security frameworks
proposed in recent years to minimize the threats of sensor
attacks on smartphones. Sikder et al. proposed [62] 6thSense,
a context-aware intrusion detection system that enhances the
security of smart devices by observing changes in sensor
data. Xu et al. presented SemaDroid [68], a framework that
provides comprehensive and fine-grained access control over
various sensors. Petracca et al. introduced AuDroid [60], an
extension to the SELinux reference that monitors and enforces
the use of system audio resources such as microphones.
Note that all these protections can be bypassed by using
device vulnerabilities and OS exploits. For example, major
vulnerabilities disclosed in 2021 (e.g., CVE-2021-1905 and
CVE-2021-1906) enable the execution of malicious code on
Android with root privileges and give them full control of the
device [1].

Attack prevention. In order to eliminate the interferences
from external acoustic sources is was proposed to shield the
gyroscope circuit from acoustic noise. This is effective would
prevent acoustic attacks. However, covering the sensor with a
sound blocking case is not always feasible, such as a small
MEMS gyroscope integrated into smartphones. In systems
sensitive to spoofing and injection attacks (e.g., UAVs), it is
possible to use non-mechanical sensors, such as gas-bearing
gyroscopes and optical gyroscopes, which are not susceptible
to acoustic attacks.
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IX. CONCLUSION

This paper shows that malware running on an air-gapped
computer can transmit data to a nearby smartphone via ultra-
sonic frequencies. However, to receive the ultrasonic signals,
we are not using the microphone, a highly protected sensor in
the mobile OS (e.g., Android and iOS). Instead, we produce
inaudible tones in specific resonance frequencies that generate
tiny vibrations within the gyroscope sensor. Data is modulated
on these resonance frequencies and then decoded via the
vibrations generated in the nearby smartphone. Notably, the
gyroscope in mobile devices requires only low permissions
because it is considered a safe sensor. We presented the
attack model and provided related technical background. We
introduced the transmitter and receiver and discussed their
design and implementation. We evaluated the covert channel
and showed that data could be exfiltrated from air-gapped
computers to nearby smartphones to distances of several
meters away via Speakers-to-Gyroscope communication.
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