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Our Adventure

What you are about to hear is a true story

WEHIS ETas o) prowdlng a Ilttle history about one of
the starring —— (S
characters of.the 0

story, the Enigma 3%

WEEIE 'y \
Wellithenishare a: «»' |
tale ofiour |

adventurelin
buyingone
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About the Enigma  [F e  =Ff

 |nitially.a business machine,
later.enhanced by the German
Government for military use
" QW ER T Z VW 1 0"

Mechanically.implements a s ik .-
. . . ' P Y N M L
step-based substitution cipher fi= 4 ~.5"° -".

o Operatonsetsithe reflector,
plugboard; andithe position
andiorder ofirotors as the key

e Variants ofithe Enigma used
throughoutitheiwar

9

T_.r,._ :,,.- ,; .]
.
!
= i
— 4
- |‘I

S Copyright 2012, Counter Hack Challenges

https://t. me/learningnets



During the War

The Enigma was relied upon for secret message
delivery over. Morse Code

For.the Allied Forces, the inability to decode messages
led to significant loss of life and resources

Cracked by.Polish, British, Americans

— Each'supporting the former as more complex versions of
the Enigma were adopted

— Marian Rejewski (PL), Alan Turing (UK), Joseph Desch (US)

AccordingitoiWinston Churchill, cracking the Enigma
shortenedithe.war by.two or.three years

An earlierenditoithe war saved million of lives on both
sides
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Emgma Cryptography

e Polyalphabetic substitution cipher using rotor
scramblers
— Eliminated use of character frequency analysis
— Forced analyst shift from linguists to mathematicians

o Attempt at achieving Kerchoff's Principle
— Priortorecovery of an Enigma, a formidable obstacle

o Keyspace calculations vary, theoretically 3 x 1014
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Enigma Keying Operation
Operator. would use the Day Book to set the initial Enigma settings
— Walzenlage: choice and order of rotors
— Ringstellung: ring setting of each rotor

— Steckerverbindungen: plugboard letter pairs

Operator,would *randomly"” choose three letters for the message key
(spruchschlissel)

— Message key,was sent twice as a MIC, then the ringstellung was changed to
the message key

Receiverrwould decode message key, validate MIC, then change the
ringstellungito match and decrypt message

Thisikeyingimethod ' mitigated statistical attacks from large data set TX, but
introduced otherweaknesses from weak message key selection

Incoming Message: Decrypt Message Key:  Change rotors Decrypt Message:
ORCNCCTWPTZTRS ORCNCC - JLWILW to JLW TWPTZTRS > HELLOXED

IT FQ HY
* Y0 QB ER
HL CQ M
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Implementation and Use Flaws

e Implementation Flaws

— Limited input character space (26 keys)
— Reciprocal plugboard (A=>N, N=>A)
— Cannot encode to self (A never produces A)

o Use Flaws

— Extended day book key use duration (commonly 24
hours)

— Double-encipherment of the message key for
validation (ABCABC - BJEGSM)

— Known plaintext'and ciphertext pair recovery
— Weakikey'selection, “QWE", "BER", "LIN","HIT", Cillie's
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Use of Cribs

A crib is plaintext content believed to be present
in observed ciphertext

Allows an analyst to search for valid key
Weather station reports, test transmissions,

raised submarine retransmissions
— “KEINEXBESONDERENXEREIGNISSE"

l'ater, Alliediforces used Gardening to plant cribs
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Bombe Machine

e Developed and enhanced by Polish, then British, then
Americans (NCR/Dayton); staffed by Navy Waves

e Brute-forced rotor selection, position and plugboard
configuration using cribs

— Searching for workable circuits with no conflicting self-
encoded characters in closed circuits (voltage test)
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Historical Significance
Amazing story about
collaborative (if not always
friendly) cryptographic analysis

— Success of Enigma break ot s
remained a secret until 1974! ——

Heroicimathematicians, soldiers, and sailors
who!gaveitheirlives to the cause

Inspiringirolelofiwomen (British Wrens and
NEWVAAWENES)

Cryptographiciattacks we still use today!
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To have your. own Enigma machine?

Every.five years or.so, one comes up for sale on eBay

You can buy parts (rotors and plug board cables)
But, whatiabout a whole Enigma?

IniMarch?2011; | .toured the National Cryptologic
Museum!near,Fort Meade

— |'askedithelcurator about having someone build a
reproduction:.. He'hooked me up with Jim Oram

— Mr. @ram hasibeen working on a faithful reproduction for

overa decade; and has spent huge amounts... still not
complete
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Enter Yori

Yori Kvitchko was teaching the SANS 504 class in
June 2011, when a student mentioned he knew of a
guy.selling an Enigma... Dr. David

llcontacted Dr. David, who was acting as a broker
between buyers and an unnamed seller

We negotiated back and forth, getting close to
finalizing'aplanifor mid-July 2011

Duringithe discussions, | learned that the seller was
DraTom

— Retired college professor.

— Authorofifalbookion Enigmas... they gave me a free copy
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But Then...

My wife got sick
OnJune 29, 2011, doctors at Sloan told us her cancer
returned

She needed major. surgery, chemo, radiation, and a
lotiof,time to recover

Notiknowingithe amount of my time would be
neededito take care of her.and the kids (to say
nothing ofithe medical expenses), | called off the

deal
Dr:Davidiand!Dr:sTom were very gracious
—iThey./let:melkeep.the free book ©
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A Year Passes

e |t was atough year

— Thank you to all my friends for their well wishes,
prayers, and support

o But, by July:2012, my wife was doing much,

much;, much better.
— |'am so thankful

 |ifinally.contacted Dr. David on July 19, 2012
— = Longilime'No Speak*
— Gotiany,Enigmas for. sale?
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Choices

Four. Enigmas to choose from!
Many discussions and debates with my friends
— Machine serial numbers (lower implies an earlier system)

— Rotorn serial numbers (mismatched numbers from the
machine!itself, plus for rotors |-l and IV/V)

—Wear anditear, rust, splotches, etc.
— The colon ofithe wooden box

Oh)andihisibestiEnigma was in the final stages of negotiation
withithe Brazilians

— |I'blame Mike Poor,

And;.thenj .thereiwasithe idea of whether this was too crazy

Copyright 2012, Counter Hack Challenges

https://t. me/learningnets



1 ati e b e ]
| | |

0i0i0 DD
| | | g S -

The Seller

Throughout our negotiations, | got to know
Dr..Tom much better

Alfascinating gentlemen

Verylinterested in education, technology,
histony

Alquirky/sense ofifun and adventure

He'sent:me' his Christmas cards
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Holidays
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hristmas Card) /) />

skodoclaus@northpole:~ (on linux)

fle Edit View Jerminal Tabs Help
[skodoclaus@northpole ~]$ sudo tcpdump -nnX -s8 host 195.159.239.230
[sudo] password for skodoclaus: .
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
] g on ethe, link-type EN16MB (Ethernet), capture size 65535 bytes
:01.349128 IP 10.1.1.225.38127 > 195.159.239.230.80: S 4050980396:405098039
in 5840 <mss 1460,sarv"™ “‘mestamp 803714750 0,nop,wscale 4>
0x0000: 4500 © “%.¢2cl 0abl 0Olel ..<,.0.@
Starting Mmap 5.21 ( http://nmap.org ) at 2010-12-25 15:27 EDT 0x0010: ¢3¢ 7C 0066 0000
Nmap scan report for 10.10.10.45 HN‘[‘“O: 0462 080a
Host is up (0.0018s latency). 0
PORT STATE SERVICE 1 : 647 '5.38127: S 2956143539:295614353
79/tcp closed finger 9(0) ack 4¢° stamp 828130924 803714750,n0p,
80/tcp open|filtered http
81/tcp closed hosts2-ns
MAC Address: 00:50:56:17:CF:45 (Viware)

# nmap -PN -sX 10.10.10.45 -p 79-81

wscale
efeb

Kmap done: 1 IP address (1 host up) scanned in 14.28 seconds

# bping --fin -spush --urg =-count 3.,10.10.10.45 -p ++79

HPING 10.10.10.45 (eth0 10.10.10.45): FPU set, 40 heacders + 0 data bytes
len=d6 ip=10.10.10.45 ttl=64 DF id=0 gport=79 flags=RA segq=0 win=0

rtt=0.8 ms
len=46 ip=10.10.10.4%5 tti=6d DF 1d=0 sport=81 flags=RA seg=2 win=0
rtt=2.9 ms

=== 10.10.10.45 bhping statistic ---
3 packets tramitted, 2 packets received, 34% packet loss
round-trip /min/avg/max = 0.8/1.8/2.9 ms

y - ™" }
=, & ! |0
Welcome t0 Scapy (2.1.1) (111117 —— N
>>> orl (IP(dat="10.10.10.45") /TCP (dport=(79,81) ,flags="FPU") , timecut=1l) 11 1
Begin exission:

'li.nilhnd to mand 3 packets.

Roool.vod 5 packets, got 2 answers, remaining 1 packets
<IP version=4L ihl=5SL tos=0x0 len=40 id=0 flages=DF Trag=0L ttl=64
protostcp chksumeOxdlSe sxrce10.10.10.45 dst=10.10.75.1 options=[] |<ICP

sport=finger dport=ftp data seq=0 ack=l dataofe=5L reserved=0L flags=RA
window=0 chksum=0x462b urgptr=0 |<Padding

loads ' \x00\x00\x00\x00\x00\x00"' |>>>
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A Deal

We finalized the deal

The plan was for Josh Wright and me to drive to his
farm and inspect two of the Enigmas, choosing which
one we liked best for. purchase

— A'seven-hour drive each way for Ed
— Afour-hour.drive each way for Josh

Dr:sTom and hisiwife would serve "a delightful" lunch,
show,usithe'machines, and let us decide

—He/dlalsoithrow/in'some nice extras: telegraphy keys,
books; etc:.

The date\was'set:’August 16, 2012
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A Most Unusual Offer

Three days before the final transaction, Dr. Tom sent
an e-mail with an idea:

"...but, in thinking outside the box about other things that

might light up your secret room...

| came across the idea of your having and showing off the
earliest and most complex computer system ever designed...

One that even Alan Turing admired....

A system that the CIA and NSA and Military are constantly

trying to develop better techniques to hack into and a system
that defies complete understanding to this day...

What is it ?2..."
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A Brain for the Secret Room

 Dr. Tom taught neuroscience and brain anatomy at a
major. lvy League university

- (H( ./,y\;:'. u
* Helhad keptisome specimens for research and

education'.. and offered me one for the Secret
ROOm ! s : Copyright 2012, Counter Hack Challenges
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My Reaction?

“Ummm... thank you
so much...”

“But, ittwould kinda
creep.me outto have
a brainlinithe Secret

Roominextito. me.= { ‘ > m
s[titookime3iweeks to get used to the suit of armor."
=Thanks, butiwell/pass on this one."

=Althoughjlidollike the idea. We'll get a fake one for
theiSecretiRoomiand/put.an ‘Abbie Normal’ sign on it."

Copyright 2012, Counter Hack Challenges

https://t. me/learningnets



oYlo
What To Wear?

We briefly debated what to

‘My specific q was whether wear
my enigma shirt would be

over the top. — Ed in an Enigma T-Shirt?

Mi — Josh in an Turing T-Shirt?

| | We opted to go with more
Bt ifsaicu e conventional clothing

wearing turing... Well...

(If you want to convey any | But, we brought the Enigma

impression that you could

walk away from the sale, | and Turing shirts in our cars

think you should leave the

) Eshitathome. in.case we changed our

(e O CED
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Aug 16, 2012: Enigma Day

e Edleaves house at 5 AM
e Josh leaves at 8 AM
e \We saw. many. strange

things on.the journey
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We Arrive

A nice farm

house on the top &====
of.a mountain @&
Tom and his wife \?
are,waiting ¥
Heitakesiusion a
tour;of/his

collection; \with

hisiwifeitaking
photos
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Testing an Enigma Machine

Before we would take delivery, we insist that we test
the machine

llexplainitoiTom, *| brought my other Enigma with
me and li\want.to encode a message and make sure it
decodes properly* T e clolo
lluse theliPad Enigma app

to.encode s JOSHXWRIGHT"

It{decodes perfectly

=Before, it might:have been a box that Io'oked I|ke an
Enigma’. now, we know.it’s a real Enigmal”
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A Truly Delightful Lunch

e We enjoy a nice lunch: sandwiches and fresh
gazpacho soup made from their garden

e On nice china plates
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Decision Time

e We go for a walk to decide between A2200
and A726... We finally decide: A726

e« =So, should:we ask him to see the brain?"

 Mer 0SE Tois sran | BB
- ABNoORMAL — -

—
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We Seal the DeaI
/W 7
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"Uh Can We See the Brain, Please?"

e We ask if we can see the brain, if it’s not too
much trouble

e Tom says, | thought it would creep you out."

=Yes, itiprobably will, but we figured we had
toaski Notito have it... just to see it"

e Helputsionbigiyellow rubber gloves and

excitedly/runsiinto.the other room to grab the
brain
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The Brain
e Tom asks his wife

to grab a plate so }
he can better
show. us the brain

Ed: = Gee, that’s a
nice.china plate.:

Joshisltisithe
same plateiwe
justiatellunchion:

,‘J.”. ‘z.‘b
‘ -
’ u-? :

-~
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Tom’s Idea for a Photo

e Tom looks at Ed and says:

—-We need a picture of you, me, the brain, and...
the Enigma*

— He excitedly asks his wife to grab the camera and
we go backito.the Enigma room
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‘Can t Belleve ThIS Is Happenlng
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“Wait... What's That | See?"

. - — J 7 : -i{/ ‘
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Brain Juice!

To get a better picture of the brain, Tom starts
propping up the plate

Liquid from the brain starts dripping on... the
Enigma

Edikindaifreaks out, and starts wiping up the
brainjuice, asJosh films

Tomisays, =ltis'no big deal*

Hisiwifelsays,wilhat Enigma survived World War
2. alittlelliquidiisnit gonna hurt it."
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But Then...

The brain juice starts leaking onto the table

Tom’/s wife: “That’s my best table! This is
serious!*

She hurriedly. wipes ,
upitheitable

TThe mostisurreal
thingiweive ever,

experienced « 4@

Lf‘! ~ ma
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Conclusions

e For us, the Enigma machine is a symbol

— |t's a flawed technology that instilled a false sense
of;security

— Brilliant:people worked very hard to discover and
exploitiits security. flaws...

—.withithe goal of.defeating evil and saving lives

— In our work as infosec professionals, that goal is
what we should all aspire to

 [ifelisia'strange adventure... Enjoy it
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