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Abstract—Security and privacy-sensitive smartphone appli-
cations use trusted execution environments (TEEs) to protect
sensitive operations from malicious code. By design, TEEs have
privileged access to the entire system but expose little to no insight
into their inner workings. Moreover, real-world TEEs enforce
strict format and protocol interactions when communicating with
trusted applications (TAs), which prohibits effective automated
testing.

TEEzz is the first TEE-aware fuzzing framework capable of
effectively fuzzing TAs in situ on production smartphones, i.e.,
the TA runs in the encrypted and protected TEE and the fuzzer
may only observe interactions with the TA but has no control
over the TA’s code or data. Unlike traditional fuzzing techniques,
which monitor the execution of a program being fuzzed and view
its memory after a crash, TEEzz only requires a limited view
of the target. TEEzz overcomes key limitations of TEE fuzzing
(e.g., lack of visibility into the executed TAs, proprietary exchange
formats, and value dependencies of interactions) by automatically
attempting to infer the field types and message dependencies of
the TA API through its interactions, designing state- and type-
aware fuzzing mutators, and creating an in situ, on-device fuzzer.

Due to the limited availability of systematic fuzzing research
for TAs on commercial-off-the-shelf (COTS) Android devices, we
extensively examine existing solutions, explore their limitations,
and demonstrate how TEEzz improves the state-of-the-art. First,
we show that general-purpose kernel driver fuzzers are ineffective
for fuzzing TAs. Then, we establish a baseline for fuzzing TAs
using a ground-truth experiment. We show that TEEzz outper-
forms other blackbox fuzzers, can improve greybox approaches
(if TAs source code is available), and even outperforms greybox
approaches for stateful targets. We found 13 previously unknown
bugs in the latest versions of OPTEE TAs in total, out of which
TEEzz is the only fuzzer to trigger three. We also ran TEEzz on
popular phones and found 40 unique bugs for which one CVE
was assigned so far.

Index Terms—Fuzzing, Android, TEE, ARM TrustZone

I. INTRODUCTION

Smartphones operate on private user data and perform
sensitive functionality, e.g., financial transactions [31], user
authentication [76], or handling digital rights management
(DRM) protected media [30]. To defend against various
application- and kernel-level exploits [21]], [[70], [84] appli-
cations leverage TEEs [24] (e.g., ARM TrustZone (TZ) [7])
as an additional hardware-based defense. TEEs enforce the
integrity and confidentiality of their applications. Partially due
to recent research that demonstrated the usefulness of TEE
applications [25]], [36], [42], [56], [87], [89]], called TAs, their
number, as well as their complexity, is steadily increasing,
leading to more TA-based vulnerabilities [15[], [16], [34].
Unlike regular applications, where the vulnerability affects
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only the application, a vulnerability in a TA compromises the
security of the entire system [88]], potentially even the secure
boot process [66].

While the security of these TAs is foundational to the secu-
rity of the device, performing effective testing (e.g., fuzzing)
remains an open challenge. Smartphones ship with the trusted
OS (tOS) and numerous pre-installed TAs, prohibiting the
normal world (e.g., Android) from inspecting their code at
runtime. TA interactions are stateful and use complex propri-
etary message formats [39]. The entities in the secure world
(TEE and TAs) are often encrypted and get decrypted in secure
memory at runtime, prohibiting the use of static analysis-
based vulnerability detection techniques. Dynamic analysis,
i.e., fuzzing, is an effective alternative.

There are two principled approaches for fuzzing TAs: re-
hosting through emulation or on-device instrumentation.

Rehosting the TEE in an emulated environment overcomes
the inaccessibility of the TEE’s internal state. PartEmu [39]]
rehosts Samsung’s proprietary TEE software stacks. They
rehost the tOS and its TAs, to an emulated system-on-a-chip
(SoC), gaining unrestricted access to the TEE’s internal state.
Limitations to this approach are (1) the reverse engineering
and implementation effort for emulated software and hard-
ware components, (2) the inaccuracy of these implementa-
tions, (3) the lack of public data sheets, and (4) industry
involvement leading to non-disclosure agreements for exist-
ing solutions. Especially the last limitation deserves further
emphasis. PartEmu is the only existing rehosting solution
targeting multiple TEEs. The prototype validates the feasibility
of rehosting proprietary software stacks deployed on Samsung
devices and is not publicly available.

The second approach, on-device fuzzing, mitigates these
limitations and inaccuracies of emulation approaches. How-
ever, it lacks access to the TEE’s internal state and must fall
back to blackbox fuzzing techniques. Unlike typical fuzzing
techniques, which can analyze the binary, system memory, and
executed instructions, an on-device TEE fuzzer must infer bugs
from a far more limited view of the execution. Interactions
with TAs happen through a vendor-provided interface (e.g., a
driver [1]l, [3[l, [74]) in the rich OS (rOS), which ultimately
generates an secure monitor call (SMC) to communicate with
the secure world. The only observable execution effects are
returned data (e.g., return values) and the status of the TA.

The gateway to the TEE is usually a TEE-specific ker-
nel driver. While kernel fuzzers like Syzkaller [32] or DI-
FUZE [20] are capable of fuzzing kernel drivers, these tools



fail to capture the message semantics required to interact with
TAs, rendering them ineffective when targeting TEEs. Thus,
novel techniques are required to find and fix bugs in these
security-critical applications.

We present TEEzz, a fuzzing framework for TAs running
on commercial smartphones. TEEzz targets three popular TEE
implementations: the Qualcomm Secure Execution Environ-
ment (QSEE) [62], used on many phones including the popular
Nexus and Pixel series; TrustedCore (TC) [79], found on
Huawei devices; and the Open Portable Trusted Execution
Environment (OPTEE) [51], the de-facto reference implemen-
tation for TZ-based TEEs. The analysis first identifies the TAs
within the TEE and then manually triggers interactions with
them. During these interactions, TEEzz records the data passed
both into and out of the TEE to automatically reconstruct the
message format and complex message and value dependencies.
Lastly, this message format, along with the dependencies of
the interaction (i.e., generating a cryptographic key before it
is used for encryption), are fed into our fuzzer. The fuzzer
explores the TA while continuously checking for liveness and
monitoring for crashes.

TEEzz necessitates diverse contributions. First, the complex
and proprietary data structures of TAs require fuzzed inputs
to be well-formed, or else the parsing logic in the tOS will
reject them. Thus, we designed TEEzz as a mutation-based
fuzzer that operates on type- and state-aware seeds generated
from legitimate interactions with TAs. To infer the necessary
knowledge of the API, we design an inference mechanism
that maps high-level abstractions to low-level messages used
to communicate with the TA. TEEzz automatically generates
memory introspection logic for each parameter type of the
exposed interface and then abstracts the interaction proto-
col from the recorded traces. At runtime, we dynamically
instrument this interface, parse the values corresponding to
each type on-the-fly from memory, and save the type-aware
token sequence to disk. The observed type- and state-aware
interactions become the specification for efficient mutation.

Second, we automatically generate type-aware mutators for
the enriched seeds. We convert the type definitions used
by TA-facing interfaces into type-aware mutator plugins for
TEEzz’s mutator engine. While fuzzing, TEEzz leverages
these type-specific mutators to manipulate input tokens.

Third, many TAs are stateful, and value dependencies be-
tween invocations need to be resolved, i.e., a value returned
from one invocation must be used as an input for a future
invocation. Leveraging the previously recorded type-enriched
interaction sequences, which include ingoing and outgoing
data, TEEzz employs a novel value dependency inference
technique to add state-awareness to its seeds.

Finally, TEEzz is the first end-to-end solution capable of
continuously fuzzing TAs on COTS Android devices. Al-
though we use known techniques such as dynamic binary
instrumentation-based introspection (DBII) and semantic re-
construction, the novelty of TEEzz stems in solving tech-
nical challenges (Section [IV) to apply these techniques to
a restricted environment of a COTS device with no direct
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access to secure world entities. In addition, TEEzz features an
extensible type-aware mutation engine, a state-aware fuzzing
paradigm that considers entire interaction sequences as seeds
and resolves interaction dependencies during runtime. Further,
it supports state reset mechanisms to deterministically build up
TA state to facilitate the reproduction of crashes.

We evaluated TEEzz’s performance in terms of coverage
and bug-finding capabilities in a ground-truth experiment.
For this purpose, we extended the OPTEE platform with (1)
permanently shared memory between client applications (CAs)
and TAs, (2) TA instrumentation to populate the coverage
bitmap, (3) TA instrumentation to collect program counters
during post-processing, and (4) support for TA constructors
to initialize the instrumentation. Due to the non-availability
of related fuzzers, we truthfully replicate the state-of-the-art
based on AFL++ and compare TEEzz against three TA-aware
AFLA++ variants. Our results show that TEEzz finds bugs that
are unreachable for existing fuzzers. In fact, TEEzz was the
only fuzzer capable of finding three previously unknown bugs
in OPTEE TAs. Further, we tested TEEzz on 18 TAs covering
four popular Google and Huawei phones. TEEzz successfully
generated enriched seeds, inferred interaction dependencies,
and fuzzed each TA. Across these proprietary targets, TEEzz
successfully found 40 unique bugs that we responsibly re-
ported to the corresponding vendors. One CVE (CVE-2019-
10561) was assigned so far, and we await further replies. Some
of these crashes force the phone into a factory reset—wiping
all user data— to resume normal functionality. In contrast,
others allowed us to extract protected cryptographic keys from
the TEE, a stepping stone to launch brute-force attacks against
a device’s disk encryption.

In summary, our contributions are as follows:

e We developed TEEzz, available at https://github.com/
HexHive/teezz-tuzzer, the first end-to-end automated
fuzzing framework capable of fuzzing TAs on commer-
cially available smartphones;

o an automated, dynamic-analysis-based technique for in-
ferring field types of messages, as well as their depen-
dencies, to facilitate type-aware fuzzing of stateful TAs;

o type and state-aware fuzzing mutators that leverage the
message and dependency information inferred from ana-
lyzing the interactions with the TAs; and

o a thorough evaluation of TEEzz against other state-of-
the-art fuzzing techniques on production TAs.

II. BACKGROUND

In this section, we present the relevant background for ARM
TrustZone and its usage on the Android platform. Then, we
cover the fuzzing concepts necessary for our research. These
concepts include type-awareness and state-awareness.

a) TEEs on the Android Platform: The vast majority of
smartphones uses modern ARMv8-based SoCs that leverage
TZ to provide a hardware-supported TEE for security-critical
functionality. Figure [1| shows the privilege levels (i.e., excep-
tion levels) of ARMvS8 TrustZone and the location of the com-
plex feature-rich code (e.g., Android) in the “normal” world,
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and the sensitive code (e.g., the management of authentication
keys or DRM media) in the “secure” world. Software in each
of these worlds is referred to as either untrusted in case of
the normal world (i.e., the rOS on N-EL1 and its CAs on N-
ELO), or trusted in case of the secure world (i.e., the tOS
on S-EL1 and its TAs on S-EL0O). The secure monitor on
the highest privilege level (EL3) is responsible for switching
a central processing unit (CPU) core from one world to the
other; therefore, both OSes have to call into the secure monitor
to interact with the respective other world.

The security-critical features in TEEs are usually imple-
mented through dynamically loadable TAs. On Android, the
interaction with TAs is primarily initiated by system services
that expose their functionality to regular apps via the Android
Framework application program interface (API) (i.e., Binder-
based inter-process communication (IPC)). Figure |1 depicts a
simplified but typical communication paradigm between CAs
and TAs on the Android platform.

An Android app uses system services to access hardware
features (e.g., microphones, cameras, and sensors). Many of
these system services leverage the capabilities provided by a
TEE in the background (e.g., keystore, gatekeeperd,
and fingerprintd). Thus, a TEE is treated as a hardware
device in Android’s architecture. To have common abstractions
across vendors and their hardware-specific implementations,
Android defines hardware abstraction layers (HALs) [33|] for
all system services dealing with hardware. Regarding the TEE,
each system service uses a proprietary CA library (CAlib),
which exposes the common HAL interface and implements the
TA-specific marshaling of the request. Additionally, this CAlib
usually invokes a further proprietary TEE library that imple-
ments abstractions for interacting with the vendor-specific TEE
driver ((1) in Figure .

The TEE driver, usually invoked using an ioctl [20]]
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system call, is responsible for forwarding the request to the
tOS (we use the terms driver interface and ioctl interface
interchangeably). Since the rOS and tOS have different virtual
address spaces (i.e., they use separate page tables), the rOS
needs to provide the request in a coordinated shared memory
region before it calls the privileged SMC instruction ((2) in
Figure [1) to switch worlds. Once the message is received by
the tOS, the tOS forwards the message to the correspond-
ing TA ((3) in Figure .

b) Type-Awareness: Naive mutation primitives consist of
random modifications, appending data, and removing data.
Other mutations may depend on the type of the data. For
example, an enum type with a set of possible values could
be mutated to ensure that it will have one of the possible
values with high probability. The mutations aim to reduce the
range of interesting values for a mutation to trim the search
space for inputs overall. We refer to this principle’s extension
from primitive to complex data types as type-awareness.

Automated type-aware fuzzers such as DIFUZE [20] and
HFL [44] require source code for the generation of their
fuzzing templates. They thus cannot be effectively applied
to TAs as they are available only in binary form and often
encrypted (e.g., Huawei).

c) State-Awareness: Many applications and libraries
have internal finite state machines. For instance, a file cannot
be read from or written to without first opening it. This
dependency is enforced programmatically by requiring that
a valid file descriptor be passed to the read and write
function. This descriptor can be obtained by opening a file
through open. We say that these functions have a value
dependency and a consumer of this API needs to be state-
aware [35], i.e., use functions in an expected order and resolve
value dependencies, e.g., open before read and correctly
passing the file descriptor.

Fuzzers that have an automated approach to state-awareness
either require source code (FuzzGen [40] and HFL [44]), or
fine-grained logs (IMF [38] and MoonShine [59]), both of
which are hard or rather impossible to get on COTS devices
with a proprietary TEE.

III. INTERACTING WITH TAS

One of the fundamental requirements to fuzz TAs is the
ability to execute them by providing interesting inputs. This
section discusses different ways to interact with TAs along
with their tradeoffs, thereby providing the rationale for choices
made in TEEzz.

A. Executing TAs

TAs require the corresponding TEE, whose execution in
turn requires the specific hardware (see Section (). The two
straightforward choices are executing the TAs on-device or
rehosting the TAs [37], i.e., executing a hardware-dependent
program in an emulated environment.



a) On-device execution: Executing a TA directly on the
original (or at least compatible) hardware along with the
corresponding TEE is the most precise way to capture the
runtime behavior of TAs. In cases like Huawei, where the TEE
firmware is encrypted, on-device execution is the only way to
execute corresponding TAs.

No Introspection: For the majority of available devices,
the original equipment manufacturer (OEM) restricts modifica-
tions to the TEE. This prevents the analyst from introspecting
the TA on the device as it requires modifying or instrumenting
the TEE. TEE software exploits or hardware attacks to gain
code execution within the TEE are out of scope. These options
would enable more powerful introspection capabilities but are
challenging to carry out and not universally available.

b) Rehosting: These techniques enable the execution of
a hardware-dependent program, such as a TEE, in an emulated
environment. Samsung’s not-publicly-available PartEmu [39]
rehosts proprietary TEE software stacks, consisting of the tOS
and TAs, to an emulated environment based on QEMU [10]]
and Panda [23].

Incompleteness: Existing approaches suffer from inaccu-
racy of emulated hardware and software. Chip designs and cor-
responding data sheets are often unavailable publicly, and ac-
curately emulating hardware without this information requires
non-trivial reverse-engineering. Although PartEmu emulates
peripherals such as the TrustZone address-space controllers
(TZASC) and protection controllers (TZPC), chip manufac-
turers add custom components that are difficult to emulate.
For example, Qualcomm chips contain a proprietary eXtended
Protection Unit “XPU” enforcing dynamic memory protection
of shared buffers between the secure world and the normal
world, making it an interesting fuzzing target. Furthermore,
PartEmu does not model certain proprietary and necessary
peripherals like the fingerprint sensor, ARM CryptoCell [91]],
or face identification hardware. This lack of perfect emulation
results in a lack of fuzzing accuracy causing false positives
and negatives. For an emulator, practically feasible emulation
often involves sacrificing some hardware accuracy.

B. Input Injection

Due to restrictions placed on the secure world (i.e., the
inability to modify or debug code), inputs to TAs must nec-
essarily originate from the normal world. Within the normal
world, fuzzing inputs can be injected into the system (with
the intent of reaching TAs) at several locations, each having
accompanying tradeoffs:

Client Application (CA): Requests to TAs typically orig-
inate from a CA. Thus, directly exercising the CA generates
valid requests to the corresponding TAs. However, the input
to the CA has little or no control over the values that are
ultimately sent to the TAs. As the vendor-specific proprietary
TEE client library (see Figure[l) sanitizes the forwarded input,
this interface is ineffective for fuzzing.

INote that bootloader unlocking allows deploying custom software in N-
EL1 and N-ELO (see Figure EI) but the TEE is off limits.
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Driver Interface ((1) in Figure : There are already
techniques, specifically Syzkaller [32] and DIFUZE [20]], that
can provide fuzz inputs at the driver interface. However, they
fail to generate valid requests through the SMC interface ((2)
in Figure |1) since they are neither aware of the input format
accepted by TAs nor their internal finite state machines.

SMC Interface ((2) in Figure : While it is straightforward
to fuzz at the SMC call interface, the generated inputs are
likely to fail to reach the TA since they most probably do not
adhere to the TA-specific protocol or data format.

This multi-interface invocation of a TA presents a tension
between the high-fidelity, low-control interface of the CA and
the low-fidelity, raw interface of the SMC call.

As fuzzed input injection moves farther away from the tOS,
the amount of control over the fuzzed data decreases while
the likelihood of the data ultimately reaching the targeted TA
increases. For example, the SMC interface permits complete
control over the data but requires an accurate reconstruction
of the entire communication protocol. On the contrary, the
CA provides limited ability to modify the handled data, as
numerous checks and mutations are performed, but creates
valid packets for the TA.

C. Interaction with TAs in TEEzz

To prevent inaccuracies introduced by software and hard-
ware emulation, we interact by executing TAs on the device.
We handle the lack of introspection by using a coarse-grained
feedback mechanism, as explained in Section [ZTL to determine
the state of TAs.

We inject fuzzed inputs through the driver interface, as
it gives sufficient control over the data sent to a TA and
makes our input injection mechanism independent of the SMC
calling convention (as determined by the SoC). However, as
mentioned before, generating valid requests to a TA through
the driver interface requires us to know the input format
expected by the TA, along with the status of its internal
finite state machine. We will discuss these challenges and
how TEEzz handles them in the next section.

IV. CHALLENGES AND TEEZZ’S APPROACH

Effectively sending arbitrary but well-formatted data to a
TA through the driver interface requires (i) Type Awareness,
an understanding of the structure and type of data accepted
by the TA; and (ii) API State-Awareness, an understanding
of the interdependencies between the data sent to a TA
across multiple requests. For instance, a sign request to
the keymaster TA has to contain information about the
key to be used, which has been generated or imported by a
preceding request.

A. Challenge #1: Structure Recovery (Type-Awareness)

The data expected by TAs through the TEE driver interface
((3) in Figure [1) is proprietary and specific to the TA. But,
the structured and typed data from the upper layers (i.e., the
CALlib) enter the driver interface (@ in Figu re in a serialized
and untyped format.



To effectively send input to a TA, the format of the expected
input and the marshaling method expected by the driver
interface must be known. We cannot analyze the entities in
the secure world (right half of Figure [I) as the firmware is
mostly encrypted with device keys. Even in the normal world,
recovering the structure and type of data expected by a TA
has the following two sub-challenges:

Java Native Interface (JNI): As shown in Figure in
the normal world, the data from the app to the TA goes
through various layers before reaching the driver interface.
Each layer marshals the incoming data in a specific format
before sending it to the next layer. We need to track the
data flow to understand which parts of the data sent to the
driver interface are needed by the TA. However, transitions
between these layers are complex, such as the app calling
from a Java context into a native library using JNI [50] and
the inter-process communication with the system service using
Binder [69]]. But, precise static tracking of information flow
across the JNI layer and process boundaries is still an open
research problem [5]], [83]].

Type and structure recovery on binaries: Few of these
layers involved in the data flow from the app to the driver
interface contain potentially closed-source, stripped, and ob-
fuscated binary code, e.g., CAlib. These libraries contain
essential information about the structure and type of the data
accepted by TAs. Recovering this information requires precise
structure and type inference at the binary level, which is also
an open research problem [47], [57].

TEEzz’s Approach: TEEzz recovers formats expected by
TAs using a novel combination of dynamic binary instrumen-
tation (DBI), multi-interface message recording, and semantic
deduction [45] (i.e., automatically bridging the semantic gap
between the low-level interface and high-level API). As we
will explain in Section TEEzz exploits the availability of
types from the CAlib layer interfacing the proprietary vendor
code to reconstruct the format carried within the messages
crossing the driver interface.

B. Challenge #2: API Statefulness (State-Awareness)

As mentioned before, interactions with TAs are stateful [|39],
[52], [88]]. Existing techniques, such as PartEmu [39], reset (or
restart) the state of TAs after each request and hence do not
account for the accumulation of state and fail to explore the
state machine of TAs.

An effective fuzzer must account for the TEE
implementation-specific state machine for loading TAs
and establishing sessions as depicted in Figure |1} Moreover,
it also has to account for the TA-specific state machine. Any
fuzzing technique must adhere to the proper TA-specific
protocol to go beyond shallow bugs.

TEEzz’s Approach: As mentioned before, we use DBI to
record the messages exchanged with TAs. In addition, we
also preserve the order of these recorded messages. Using this
ordered list of messages and their corresponding data, TEEzz
attempts to infer the API model of TAs for a given message
sequence (i.e., the appropriate fields and invocation order) by
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analyzing data dependencies between messages (as explained

in Section [V-C).
V. SYSTEM DESIGN

TEEzz is designed as a pluggable framework to ensure
its portability and extensibility as existing TEEs continue
to evolve, and new TEE vendors enter the landscape. For
each platform, TEEzz must be initialized to ensure effec-
tive fuzzing. Figure |2 provides a high-level overview of the
workflow of our system. The first step is to identify the
CAlibs interacting with TAs that are installed within a given
TEE, obtain their interfaces, and create CAlib consumers,
if none exist, to trigger interactions (Section [V-A). Next,
TEEzz automatically generates DBII recorders and type-aware
mutators from these CAlib interfaces (Section [V-B). Then,
TEEzz leverages these recorders to carry out a multi-interface
interaction capturing. Having the same interaction recordings
on a semantically-rich high-level interface and a semantically-
poor low-level interface serves us to propagate types to the
lower level where we have more flexibility to inject mutated
inputs for fuzzing. Further, based on the recordings of entire
interaction sequences, TEEzz attempts to infer value depen-
dencies between interactions, resulting in type- and state-aware
TA interactions that can be used as seeds by the fuzzing engine
(Section [V-C). Finally, TEEzz employs these enriched seeds
and the previously generated CA-specific mutators to fuzz TAs
on COTS Android devices (Section [V-DJ.

A. CA Identification

CAs are built to interact with TAs, and they are part of the
normal world execution context that we fully control. TEEzz
is based on the idea of extracting the knowledge of CAs about
the protocol and message formats needed to interact with TAs.
We chose a dynamic approach to capture this knowledge by
recording interactions (Section and therefore need a way
to trigger these interactions.

From our observation, we can find four usage scenarios for
CAlibs on COTS Android devices.

¢ Android Open Source Project (AOSP) System Ser-
vice. These are services usually present on all Android
devices, and Google specifies the open source CAlib in-
terface. The well-known keystored, gatekeeperd,
fingerprintd, and mediaserver are examples for
these services.

« Vendor System Service. These are vendor-specific ser-
vices, and the CAlib interface is not publicly available.
CAs for secure storage or anti theft features
are examples for these services.

e Unused CA. Some vendors deploy CAlibs to their de-
vices that are not used by any component. In this case,
the corresponding TAs are present and fully functional.
They are just not used.

« Non-Existent CA. This scenario applies to the situation
where a TA exists without having a corresponding CA
deployed on the device. Since TEEzz’s approach requires
CAs, this scenario is out of scope.
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Fig. 2. The TEEzz approach. First, TEEzz identifies the CAlibs capable of communicating with their corresponding TAs and the consumers of this library.
Then, it automatically generates DBII recorders and type-aware mutators from the interface definitions of these CAlibs. Next, the interactions are simultaneously
recorded at two interfaces, (1) the high-level CA interface and (2) the low-level TEE driver interface. This recording approach allows TEEzz to propagate
types and inter-interaction dependencies to the high-control driver interface resulting in type- and state-aware fuzzing seeds. Finally, TEEzz employs these
enriched seeds and the type-aware mutators to fuzz TAs running on COTS Android devices.

TEEzz identifies CAs based on our observation that
all vendors use a single TEE client library that serves
as an abstraction to interact with the TEE driver (e.g.,
1ibQSEEComAPI.so on Qualcomm, libteec.so on
Huawei, libmcclient.so on Samsung). By generating
the dependency tree using a static analysis that recursively
traverses all dependent objects, we identify all CAs and, if
applicable, their corresponding services.

We obtain the CAlib interface for all CAlibs used in AOSP
system services from the AOSP repository. For CAlibs used
in vendor system services and unused CAlibs an analyst has
to manually spend the effort to obtain interface definitions and
trigger interactions with TAs.

The automatic extraction of these interface definitions and
automatic unit-test generation are open research problems.
For example, FUDGE (8] and FuzzGen [41] deal with this
problem. Both approaches rely on source code and the exis-
tence of library consumers. These prerequisites are not given
regarding the problem of fuzzing TAs on COTS devices. Thus,
we consider the automation of this step as an orthogonal
research problem and opted for a manual approach. From our
experience, the CA layer is usually designed for interaction,
meaning that the affected libraries have exported symbols.
Furthermore, we did not encounter any obfuscation techniques.
For vendor system services, we can trigger interactions and
have a dynamic component for the interface analysis.

B. CA Interface Processing

Given a CA interface definition in C or C++, TEEzz auto-
matically generates DBII recorders and type-aware mutators
from the abstract syntax tree (AST) representation of the
interface.
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Fig. 3. TEEzz’s CA interface processing. TEEzz automatically generates DBII
hooks and type-aware mutators from the AST of the CA’s interface definition.

a) DBII Recorder Generation: Memory introspection
is a well-known technique used in the context of virtual
machines. Virtual machine introspection describes the process
of a host that reads and parses raw bytes of a guest to
reconstruct the meaning of values. For TEEzz, we leverage this
technique to record each incoming and outgoing parameter of
the CAlib interface according to its type 