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PE file structure

MS-DOS Header
MS-DOS stub
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The PE DOS Header is the first 64-byte structure of a Windows executable,
e —— 1 containing the magic number MZ and a pointer to the PE header.

MS-DOS stub

calc.exe — » PE Headers

Section Headers

Sections

https://t.me/learningnets



PE file structure

» winnt.h

8 byte N
- typedef struct _IMAGE_DOS_HEADER
o el {WORD e_magic
IC,
MS-DOS Header ons i
WORD e_cp;
MS-DOS stub WORD e_crlc;
WORD e_cparhdr;
WORD e_minalloc;
WORD e_maxalloc;
WORD ;
calc.exe  » PE Headers WORD e
WORD e_csum;
WORD e_ip;
WORD e_cs;
WORD e_Ifarlc;
i WORD e_ovno;
Section Headers WORD gl
WORD e_oemid;
WORD e_oeminfo;
80/00/00(00 WORD e_res2[10];
LONG e_lIfanew;
. 64 byte
Sections y } IMAGE_DOS_HEADER
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PE file structure

MS-DOS Header

MS-DOS stub

The DOS Stub is a small program in the PE file that displays "This program
cannot be run in DOS mode" when executed in a DOS environment.
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PE file structure

< 8 byte »\
OE 1F BA OFE 00 B4 09 CD
MS-DOS Header 21 B8 01 4C CD 21 54 68
MS-DOS stub 69 73 20 70 72 6F 67 72 , “This program cannot
61 6D 20 63 61 6E 6E 6F be run in DOS mode”
calc.exe — » PE Headers 74 20 62 65 20 72 75 6F
20 69 6E 20 44 4F 53 20
6D 6F 64 65 2E 0D D OA
24 00 00 00 00 06 ©O 0O
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64 byte
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