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Abstract—Fingerprinters leverage the heterogeneity in hard-
ware and software configurations to extract a device fingerprint.
Fingerprinting countermeasures attempt to normalize these at-
tributes such that they present a uniform fingerprint across
different devices or present different fingerprints for the same
device each time. We present Centauri, a Rowhammer finger-
printing approach that can build a unique and stable fingerprints
even across devices with homogeneous or normalized/obfuscated
hardware and software configurations. To this end, Centauri
leverages the process variation in the underlying manufacturing
process that gives rise to unique distributions of Rowhammer-
induced bit flips across different DRAM modules. Centauri’s
design and implementation is able to overcome memory allocation
constrains without requiring root privileges. Our evaluation on
a test bed of about one hundred DRAM modules shows that
Centauri achieves 99.91% fingerprinting accuracy. Centauri’s
fingerprints are also stable with daily experiments over a period
of 10 days revealing no loss in fingerprinting accuracy. We show
that Centauri is efficient, taking as little as 9.92 seconds to
extract a fingerprint. Centauri is the first practical Rowhammer
fingerprinting approach that is able to extract unique and stable
fingerprints efficiently and at-scale.

I. INTRODUCTION

Stateless tracking is becoming more prevalent [20], [5] in
response to recent countermeasures against stateful tracking
using browser cookies [39] and device identifiers (e.g., IDFA
on iOS and AAID on Android) [3], [16]. Stateless tracking
involves probing for distinguishing features of a device to
construct a fingerprint without needing to store any client-
side state [28]. For a fingerprint to be useful for tracking, it
needs to possess two attributes: uniqueness and stability. First,
a fingerprint should have sufficiently high entropy to uniquely
identify a device within a given population of devices [12].
Second, it should remain sufficiently stable over an extended
duration, so it can be linked to other fingerprints from the same
device for re-identification [54].

Fingerprinting typically leverages the heterogeneity in
hardware and software configurations to extract fingerprints.
For example, Fingerprint]JS [14], a widely deployed finger-
printing library, aggregates a variety of software and hardware
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Fig. 1. Visualization of the Rowhammer bit flip distribution with a brighter
spot representing a higher bit flip probability. The top row shows the
distributions on two different but identical DRAM modules. The bottom row
shows the distribution on the same DRAM modules at a later point in time.

attributes such as browser version, screen resolution, and the
number of processors to construct device fingerprints. To attain
high entropy, such fingerprints are dependent on devices having
diverse configurations that are sufficiently distinguishable. A
common countermeasure to reduce entropy is to standardize
or normalize the attributes that capture device configuration to
present the same values across different devices [38], [6].

Fingerprinters also have to contend with how the captured
attributes change over time with the goal of producing a
consistent fingerprint. These changes can either arise from nat-
ural evolution of device configuration (e.g., software updates)
or from fingerprinting countermeasures that intentionally ran-
domize values of attributes on the same device [7], [40]. To
attain high stability, fingerprinters attempt to predict fingerprint
changes [54] or employ attribute value stemming to improve
stability while minimally impacting uniqueness [45].

In this work, we investigate a stronger threat model where
a fingerprinter aims to extract unique and stable fingerprints



for devices with identical hardware and software configura-
tions over extended periods of time. To this end, we aim to
capture fundamental differences in the physical properties of
the device’s hardware as unique fingerprints. Our key insight
is that a fingerprinter may be able to extract fingerprints from
inherent differences that arise as a result of process variation
in the hardware (CMOS) manufacturing process. As users
seldom modify their device hardware, these fingerprints remain
stable, as long as they account for differences resulting from
process variation in the same hardware. While prior research
has explored variations in internal clocks [50], GPUs [27] and
CPUs [8], we are the first to successfully leverage memory
(DRAM) for fingerprinting.

We leverage Rowhammer [26] to extract fingerprints by
capturing the side-effects of process variation in memory
modules. At a high level, “hammering” a memory row (i.e.,
repeated read or write operations in a short time interval)
results in bit flips in adjacent memory rows. In this paper, we
show that the pattern of bit flips due to Rowhammer can be
leveraged to build a fingerprint. We also show that the pattern
of Rowhammer bit flips is sufficiently unique and stable to
build a reliable fingerprint for the population of computing
devices (billions of devices). To build intuition, Figure 1
visualizes the distribution of bit flips produced by executing
Rowhammer at the same locations on two identical DRAM
modules' at two different points in time. The results look
promising—the distribution of bit flips is reasonably similar
on the same DRAM modules at different points in time while
being noticeably different across the pair of DRAM modules.

In this paper, we present Centauri, a practical Rowhammer-
based fingerprinting approach that exploits bit flip distributions
to extract highly unique and stable fingerprints even among
homogeneous devices with identical software and hardware
configurations over an extended period of time. Centauri
overcomes three main challenges that make it practical for
fingerprinting. First, as alluded to in Figure 1, the bit flips
triggered by Rowhammer are non-deterministic (i.e., hammer-
ing the same location does not flip the same set of bits). Thus, a
fingerprinter has to account for this non-determinism to extract
stable fingerprints. We identify certain practical scenarios that
exacerbate this non-determinism where comparing set simi-
larity to match fingerprints falls short (§VI-F, VI-G). With
Centauri, we hammer the same locations multiple times to
extract a probability distribution of bit flips as fingerprints.
We then compare the divergence of these distributions that
leads to better re-identification of devices even where there
is a drastic difference in the set of bits that flipped. Second,
fingerprinters are constrained by the abstractions provided by
the operating system to allocate memory. These abstractions
provide limited access to contiguous physical memory and
hide information about their allocation on the DRAM. Without
root privileges, these constraints prevent fingerprinters from
trivially tracking the location of bit flips to fingerprint devices.
We use the insight from our measurement study (§1V-B)that the
distribution of bit flips in contiguous 2 MB chunks of memory
is unique and persistent to overcome this challenge. Armed
with the insight, we sample enough 2 MB chunks to guarantee
access to the same chunk for fingerprinting. Third, memory
modules implement mitigations against Rowhammer, such as

lalso called dual in-line memory modules or DIMMs

https://t.me/learningnets

Target Row Refresh (TRR) [31]. While prior research has
demonstrated ways to craft hammering patterns [15], [22] to
bypass TRR, they provide limited insights towards operational-
izing them to trigger bit flips at scale. Centauri systematically
identifies effective patterns for at-scale fingerprinting using
Rowhammer.

We evaluate Centauri on a set of 98 DIMMs across 6 sets
of identical DRAM modules across 2 major DRAM manu-
facturers. Centauri demonstrates high entropy with a highest
fingerprint accuracy of 99.91% corresponding to a precision
of 100%, and recall of 97.06%. Centauri also demonstrates
high stability with daily experiments to extract fingerprints
from the same devices over a period of ten days without any
degradation in fingerprint accuracy. Our experiments show that
Centauri only suffers a minor loss in accuracy of 0.9% in
presence of external factors that are not under the control of
fingerprinters but affect the distribution of bit flips (such as
the CPU frequency). We also investigate the trade-off between
the accuracy of Centauri’s fingerprints against the efficiency
of Centauri’s approach in terms of the time taken to extract
fingerprints. Centauri is able to extract a fingerprint in as little
as 9.92 seconds, reducing the overhead by more than 95.01%
while degrading accuracy by just 0.64%.

Our key contributions include:

e  Practically extracting highly unique and stable finger-
prints using Rowhammer: We practically demonstrate
Centauri on the largest scale of DRAM modules in
current literature.

e Handling non-deterministic bit flips: We handle non-
deterministic bit flips by hammering the same mem-
ory chunks multiple times and using the divergence
between probability distributions of bit flips to re-
identify devices.

e  Overcoming memory allocation constraints: We over-
come memory allocation constraints by devising a
novel sampling strategy that guarantees access to the
same chunk of memory for fingerprinting.

e  Operationalizing bypass techniques for Rowhammer
mitigations: We bypass Rowhammer mitigations by
identifying effective hammering patterns that can trig-
ger bit flips at-scale.

II. BACKGROUND
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Fig. 2. This figure shows a single rank of a DRAM DIMM. Each rank

contains multiple logical structures called banks that are interspersed across
multiple physical structures called chips. Each bank is an array of cells in
the form of rows and columns.



Rowhammer Drammer, Rowhammer.js | SMASH | Blacksmith, Centauri
PUF [51] Cross-VM Rowhammer [17] [10] TRRespass | [This paper]
FFS [53], [46], [55] [22], [15]

Studies bit flip
uniqueness 4 O O O O o
Studies bit flip
stability o D D O D o
Overcomes OS
abstractions to O o O O O o
reproduce bit flips
Overcomes
Rowhammer O O O o o o
mitigations (TRR)
Scale 1 <60 10 5 ~40 98

TABLE 1. COMPARING CENTAURI AGAINST OTHER ROWHAMMER RESEARCH. @, (DaND OINDICATE FULL CONSIDERATION, PARTIAL

CONSIDERATION AND NO CONSIDERATION OF A GIVEN TOPIC, RESPECTIVELY. CENTAURI IS THE FIRST APPROACH TO DEMONSTRATE THE EXTRACTION OF
UNIQUE AND STABLE FINGERPRINTS ON THE LARGEST SCALE USING ROWHAMMER WHILE OVERCOMING PRACTICAL LIMITATIONS ENFORCED BY THE
OPERATING SYSTEM AND BY ROWHAMMER MITIGATIONS (TRR).

A. DRAM basics

All DRAM technologies follow the same basic architecture
[33], [34], [36], [23], [19], [37], [32], [35]. We concentrate on
DIMM-based DRAM packages in this paper for ease of testing,
but the findings apply to other packaging techniques as well.

Each physical DRAM Dual Inline Memory Module
(DIMM) is installed on a DRAM channel on the mother-
board. Channels enable issuing concurrent requests to multiple
DIMMs. Figure 2 represents one side of a DIMM, also called
a rank. Each individual DIMM contains multiple chips, which
are uniformly divided into logical structures called banks on
one or both of their ranks. A bank is a two-dimensional array
of cells organized into rows and columns. Each cell contains a
capacitor and an access transistor, with the capacitor’s charged
state representing a single bit. The number of cells in a column
is given by the width (x8, x16 etc) of the DIMM. Each row
in a DDR4 DIMM contains 65,536 capacitors. The number of
ranks, banks, rows etc describe a DIMM’s geometry.

The memory controller issues commands to the DRAM to
perform memory operations at the granualrity of a row. The
ACT command activates a row by loading it into the row-buffer
before reading or writing to it. The PRE command deactivates
a row and prepares the row-buffer to load another row by
restoring previously held values. The memory controller also
periodically issues REFI commands that refresh the charge
held by the capacitors since the charge naturally drains over
time. Every DRAM capacitor typically gets refreshed at least
once every 64 milliseconds.

B. Rowhammer

Modern DIMMs are susceptible to memory corruption as
a result of electrical interference among cells. Rowhammer
[4], [26] corrupts the data stored in some capacitors leading
to bit flips in memory. Specifically, Rowhammer triggers bit
flips at a particular address by repeatedly accessing neigh-
boring addresses. This leads to the repeated activation and
deactivation of rows containing the accessed addresses. The
resulting electro-magnetic interference between the accessed
rows (referred to as aggressors or aggressor rows) and their
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neighboring rows (referred to as victim rows) accelerates the
rate of charge dissipation of the the capacitors in the victim
rows. Once these capacitors have lost a sufficient amount of
charge, refreshing the DRAM cannot restore their value, result-
ing in memory corruption. Modern DDR4 DIMMs implement
Target Row Refresh or TRR to mitigate Rowhammer [31].
While different implementations of TRR exist, all of them
essentially track memory accesses to identify aggressor rows
and issue additional refreshes to the associated victim rows
[15], [18].

1) Rowhammer for fingerprinting: The rate at which a ca-
pacitor loses its charge depends on its physical properties [43],
[21]. These properties are not uniform on all chips due to
process variation induced during manufacturing [52]. As a
result, the capacitors that lose their charge (i.e., the bits that
flip) should also depend on the particular chip being subjected
to Rowhammer. Thus, when running Rowhammer with identi-
cal parameters (under comparable environmental conditions)
on different chips, differences in the bit flip behavior can
be attributed to differences in the physical properties of the
DIMMs. In this paper, we show how to exploit the distribution
of bit flips across DIMMs for fingerprinting.

C. Related work

Rowhammer PUF [51] demonstrates that different memory
regions within a PandaBoard [13] exhibit unique and consistent
sets of bits that flip as a result of Rowhammer. However, their
work does not compare the uniqueness of bit flips across de-
vices. Furthermore, ensuring fingerprint stability is easier in a
weaker threat model that allows fingerprinters to pick aggressor
rows such that they always trigger bit flips on the same victim
row. Thus, when comparing sets of bit flips from different
points in time to re-identify a given device, fingerprinters are
able to assume that the bits that flipped were on the same row.
This assumption side-steps the need to account for differences
in the bit flips across multiple rows on the same device. In
contrast, a fingerprinter under a realistic threat model would
be constrained by the abstractions provided by the OS for
memory allocation. These abstractions hide information about
the physical memory allocation, thereby making it difficult to



ensure that bit flips were only triggered from a particular row
when re-identifying a device. Rowhammer PUF also presented
results on DDR2 memory which did not incorporate any
mitigations against Rowhammer.

While Drammer [53] does not aim to exploring the finger-
printing capabilities of Rowhammer, it proposes a technique
to overcome the operating system’s abstractions to force a
victim to allocate memory in a region that is susceptible to
Rowhammer. The proposed technique, Phys Feng Shui requires
the overall memory layout to remain unchanged (no alloca-
tion/deallocation of memory by other processes). Fingerprint-
ers could seek to trigger bit flips on a device at arbitrary points
in time, across which they cannot expect the memory layout
to remain constant. Thus, Phys Feng Shui cannot be adopted
to overcome restrictions enforced by the operating system to
execute Rowhammer for fingerprinting. Research from Razavi
et al. [46] and Xiao et al. [55] leverage memory deduplication
and MMU paravirtualization respectively to overcome memory
restrictions and trigger bit flips on memory allocated to a
victim VM on cloud machines. However, these capabilities
are not enabled or available on most end-user devices.

TRRespass [15] and Blacksmith [22] introduce fuzzers
that discover many-sided and non-uniform hammering patterns
respectively to overcome TRR and trigger bit flips. While both
papers present results on reproducing bit flips, they do not
study differences in the distribution of bit flips across DIMMs
since they do not explore the fingerprinting capabilities of
Rowhammer. Fingerprinters also get limited insights on em-
ploying these patterns to trigger bit flips on a large number of
DIMMs since both TRRespass and Blacksmith do not provide
guidance on which discovered pattern to employ beyond those
that produce bit flips. In their threat models, both TRRespass
and Blacksmith also do not have to overcome the limited
memory abstractions provided by the OS.

Rowhammer.js [17] and SMASH [10] show how to trigger
bit flips when confined to running JavaScript on the browser.
However, they do not explore differences in bit flip distri-
butions or their reproducibility as they don’t intend to use
Rowhammer for fingerprinting.

With Centauri, we first make the crucial observation that
the bit flips in each contiguous 2 MB chunk of memory (the
largest contiguous chunk that can be reliably allocated without
requiring administrative privileges) are highly unique and
persistent (§1V-B). Armed with this observation, we present
a novel sampling strategy as part of Centauri’s design (§V) to
overcome the restrictions imposed by the operating system’s
memory abstractions. To operationalize hammering patterns at
scale, Centauri increases the CPU frequency to maximum to
speed up the discovery of patterns and proposes to prioritize
those patterns that can trigger a larger number of bit flips and
can generalize to multiple DIMMs. To account for the inherent
non-determinism in bit flips, we reset and hammer the same 2
MB chunk multiple times to extract a probability distribution
of bit flips. We compare the similarity of these probability dis-
tributions to fingerprint DIMMs. We summarize how Centauri
differs from prior research in Table I. In summary, Centauri is
the first technique to demonstrate the extraction of unique and
stable fingerprints on the largest scale using Rowhammer while
overcoming practical limitations enforced by the operating
system and by Rowhammer mitigations such as TRR.
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III. CENTAURI OVERVIEW

In this paper, we present Centauri, a Rowhammer-based
fingerprinting approach that extracts unique and stable finger-
prints even among devices that have identical hardware and
software configurations. In this section, we first define our
threat model in terms of our assumptions and goals and then
provide an overview of Centauri’s design.

A. Threat model

In our threat model, the fingerprinter runs code on a user’s
device. Users either run an app or visit a website that includes
the fingerprinting SDK/library. In this paper, we focus on the
former and discuss extension to the latter in §VII-A.

We assume that the fingerprinter has a wide array of devices
and DRAM modules (DIMMs) with different configurations in
their possession. Within their own set of devices, fingerprinters
have no restrictions in terms of what they can execute. We also
assume that the fingerprinter has access to powerful servers
where they can store and match fingerprints.

In this paper, we take the role of the fingerprinter and our
goal is to extract unique and stable fingerprints from devices
even among those that have identical configurations.

B. Centauri architecture

At a high level, Centauri triggers bit flips on multiple
contiguous 2 MB chunks of memory on a user’s device and
uses the distribution of the triggered bit flips as a fingerprint.
Centauri then uses a similarity metric to compare fingerprints
extracted from different sessions at different points in time to
recognize if these sessions were executed on the same device.

Centauri’s operation consists of three phases, namely, a
templating phase, a hammering phase, and a matching phase.

e In the templating phase, fingerprinters conduct exper-
iments on their own devices to discover ways to overcome
Rowhammer mitigations and trigger bit flips.

e In the hammering phase, fingerprinters execute code on
users’ devices. The fingerprinter’s code uses the knowledge
gained from the templating phase to trigger bit flips on their
devices. They then create a probability distribution out of the
triggered bit flips which serves as a fingerprint for the user’s
device.

e In the matching phase, fingerprinters compare the fin-
gerprint extracted from a user’s device against other reference
fingerprints to identify the user. They also use the extracted
fingerprints to create new or update existing references.

IV. MEASURING THE ENTROPY AND PERSISTENCE OF
ROWHAMMER BIT FLIPS

In this section, we first calculate a theoretical upper bound
on the entropy that can be obtained from the bits that flip
across multiple contiguous chunks of 2 MB of memory. While
calculating this theoretical upper bound, we assume that the
process variation during the manufacturing of DIMMS is such
that the bits that flip within each row (on the same DIMM
and across DIMMs) are independent. In this analysis, we also
assume that bit flips are deterministic, i.e., hammering the same



memory regions always results in the same set of bit flips.
Then, we relax these assumptions and validate our analysis by
measuring the actual entropy on a set of 3,611 such chunks
across 36 DIMMs. We focus on 2 MB chunks since this is
the largest contiguous chunk of memory that we can reliably
obtain from the OS without requiring root privileges (using
Transparent Huge Pages or THP [24]). From our measurement,
we observe that bit flips are unique across chunks and despite
exhibiting non-deterministic behavior, are persistent within
each chunk. We use takeaways from our measurement study
to design our fingerprinting technique.

140 Single row

—— Aligned set of 8 consecutive rows in a bank

1201 —— Aligned set of 8 consecutive rows across all banks
Target entropy for rows

——~ Target entropy for aligned sets of 8 rows on all banks /
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80

60

Number of bits of entropy

40

20

2 3
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Fig. 3. Plots showing the variation in the number of bits of entropy that
can be obtained to represent different regions of memory across a trillion
DIMMs with varying number of bit flips.

A. Theoretical entropy analysis

If we consider that there are approximately 1 trillion
DIMMs on the planet, with each DIMM having approximately
10 banks and each bank having approximately 100,000 rows,
we will have a total of 10'® possible rows. We will need
approximately log, (10'8) = 59.79 ~ 60 bits of entropy to
represent all these rows. Since rows within DRAM DIMMs
are a finer granularity than the number of DIMMs (and
correspondingly the number of devices), obtaining an entropy
of 60 bits would be sufficient to represent all devices on the
planet.

As discussed in §lII, every row of a DRAM DIMM contains
65,536 capacitors. If process variation results in Rowhammer
triggering exactly one bit flip per row (i.e., only one capacitor
losing its charge), we can use the index of the flipped bit
within each row to at most identify 65,536 rows (equivalent
of 16 bits of entropy). Thus, if exactly one bit flips per row,
using the index of the flipped bit within the row does not
have enough entropy to represent all possible rows across all
DIMMs. The solid orange line in Figure 3 shows the amount of
entropy available to represent all rows with varying number of
bit flips observed per row and the dashed orange line showing
the required entropy. From the figure, we see that if 5 bits flip
per row, we can represent all possible rows since we get 73
bits of entropy (log, (65?36)).

The analysis presented so far limits us to only observe bit
flips within a single row. However, with a contiguous chunk
of 2 MB of memory, we can access multiple rows from each
bank. For example, in case of dual rank DIMMs having a
width of 8 bits (going forward, we refer to this configuration
as 2Rx8), a contiguous 2 MB chunk of memory corresponds to
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an aligned set of 8 consecutive rows (or 524,288 capacitors)
within each bank. In this case, we will need an entropy of
57 bits to represent all 1017 chunks across all DIMMs. We
see that if 4 bits ﬂig among these rows, we get 71 bits of
entropy (log, (524;128 )) to represent them. As contiguous 2
MB chunks are interleaved across banks, we can can access
these consecutive rows across all banks. If we consider all
16,777,216 capacitors spread across all banks in a 2 MB chunk,
we see that 3 bit flips in each chunk is sufficient to obtain an
entropy of 54 bits (log, (™% ?'%)). This entropy is sufficient
to represent all 10'® such chunks across a trillion DIMMs.
The grey and blue solid lines in Figure 3 show the variation in
entropy with varying number of bit flips produced per aligned
set of 8 consecutive rows and per aligned set of consecutive of
8 consecutive rows across all banks respectively. Dashed lines
of the same colors show the required entropy in both cases.

In summary, our analysis indicates that the distribution
of bit flips triggered by Rowhammer in individual 2 MB
contiguous chunks of memory is potentially unique even if
they can produce at least 5 bit flips. We reiterate that the
theoretical analysis assumed that all chunks produce bit flips,
the distribution of bit flips is independent and that bit flips do
not exhibit any non-deterministic behavior. We now perform
experiments to measure the actual entropy across such chunks
across multiple DIMMs.

B. Empirical entropy analysis

Existing Rowhammer research has primarily focused on
developing techniques to trigger bit flips [26], [17], [53],
[15], [10], [22] in memory. To the best of our knowledge,
prior work lacks any analysis of the distribution of bit flips,
particularly in terms of their entropy. In this section, we present
the first such study on DDR4 DIMMs. Concretely, we first
validate our theoretical analysis by measuring the entropy of
the distribution of bit flips within a given bank across multiple
2 MB chunks of memory across DIMMs. As mentioned in
81, we find that bit flips are not deterministic and, as a result,
merely measuring the entropy of the distribution of bit flips
is insufficient to extract a reliable fingerprint. Thus, we also
measure the persistence of the distribution of bit flips across
repeated measurements to the same chunks across DIMMs.

1) Test Bed: Our test bed for this measurement consists of
36 identical 2Rx8 DIMMs. We fuzz one of these DIMMs to
discover a non-uniform hammering pattern that can trigger bit
flips. We observe that the discovered pattern is able to produce
bit flips on all 36 DIMMs.

2) Methodology: We conduct our experiments in a con-
trolled setting with root privileges that allow us to allocate
1 GB of contiguous memory. This setting gives us control
over where we perform our hammering since we observe
that the allocation of huge pages in physical memory rarely
changes in Linux (verified using pagemap [25]). We confine
our hammering to randomly chosen contiguous 2 MB chunks
within the allocated huge page that lie within an arbitrarily
chosen bank. While hammering, we modify the hammering
pattern determined by the fuzzer to only trigger bit flips within
the randomly chosen 2 MB chunks.

3) Results: Across all 36 DIMMs, we hammered a total
of 3,611 chunks. 99.77% of these chunks (3,603 chunks)



Set A

0x200874dc81,
0x2008694¢91, 0x2008697a59, 0x20086b3e61,
0x20086dce89, 0x20086deac9, 0x20086debel,
0x20086df951, 0x2008704e81, 0x20087054b1,
0x2008706751, 0x20087074d9,0x2008707cdl,
0x2008707dc9, 0x20086690al, 0x200864f5cf

Set B
0x2008620fa9,

0x2008622469

Fig. 4. Set A shows the addresses of bits that flipped when hammering a
particular chunk of a DIMM. Set B shows the addresses of bits that flipped
when restoring data to the chunk and hammering it again. The two sets are
disjoint demonstrating the non-deterministic behavior of bit flips.

[ Measurement [ Value |
Percentage of regions showing bit flips 99.77%
Minimum number of bit flips per region 1 flip
Maximum number of bit flips per region | 1,799 flips
Average number of bit flips per region 711 flips
Measured entropy across 3,603 regions 12 bits

Normalized entropy 1.0

TABLE II. SUMMARY OF THE MEASURED DISTRIBUTION OF BIT FLIPS

ACROSS 36 IDENTICAL DIMMS.

produced at least one bit flip. Among these chunks, the
number of bit flips ranged from 1 bit flip to 1,799 bit flips
at an average of 711 bit flips per chunk. Across the chunks
that produced bit flips, we record an entropy of 12 bits for
the triggered bit flips. We calculated entropy in terms of the
number of chunks that had the same set of bit flips as a given
chunk. Crucially, we highlight that in our test bed, 12 bits
of entropy corresponds to the highest possible normalized
entropy of 1.0 [2], which demonstrates that each chunk has
a unique set of bit flips. We summarize these findings in
Table II. We use the fact that the bit flips in every chunk in
our experiment is unique to estimate the expected entropy on
all possible chunks. Extrapolating our results, based on the
average of 711 bit flips per chunk yields over 7,700 bits of
entropy, which is significantly higher than the 60 bits needed
to represent such chunks on a trillion DIMMs.

Takeaway 1: Every contiguous 2 MB chunk of memory has
a unique set of bit flips when subjected to Rowhammer.

To use the bit flips produced by Rowhammer as a
fingerprint, ensuring that they have high entropy on different
chunks is not sufficient unless they are also persistent within
the same chunk. In our study, we notice that reinitializing
regions with the same data and hammering them again does
not guarantee that the same bit will flip. In other words, we
observe that the bits that flip within a given chunk are not
deterministic. For example, Figure 4 shows the sets of bits
that flipped when hammering the same chunk on a particular
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Set U

0x2008697a59, 0x2008694¢91, 0x2008694a91,
0x2008694¢19, 0x2008797359, 0x2008797bcl,
0x2008797bc9, 0x20086dce89, 0x20086df951,
0x2008696249, 0x2008696¢59, 0x200874dc81,
0x2008620fa9, 0x2008622469, 0x20086b3e61,
0x2008704¢81, 0x20087054b1, 0x2008706751,
0x20087074d9, 0x2008707cd1, 0x2008707dc9,
0x20086690al, 0x200864f5cf

Fig. 5. Set U shows the set of all addresses that flipped across 8 attempts
to restore the data and hammering the same chunk from Figure 4. The
boldfaced addresses are addresses that flipped more than once across the 8
attempts.

DIMM twice (while restoring the data written to the chunk
before hammering again). Set A shows the addresses that
flipped during the first attempt which is completely disjoint to
set B shows the set of addresses that flipped during the second
attempt. Thus, we cannot re-identify a particular chunk by
merely employing a set similarity metric like Jaccard index
(as proposed by existing research [51], [29]).

Takeaway 2: Bit flips exhibit non-deterministic behavior, i.e.,
hammering the same set of aggressor rows multiple times does
not result in the same set of bit flips.

When we restored the data and attempted to hammer
the same chunk 6 more times, we observed 2 attempts with
no bit flips and 4 attempts where some addresses in set A
flipped again. We visually represent the list of bits that flipped
across all 8 attempts in Figure 5. This figure indicates that
some bits (such as those in set A) have a higher probability
of flipping and other bits (such as those in set B) have a
lower probability of flipping. Leveraging this observation,
we compute a probability distribution for the bit flips in
each chunk and match similarity of distributions to measure
persistence. To extract a probability distribution from a given
chunk, we hammer it multiple times and use the count of
flips at different indices across all hammering attempts. Then,
we use Jensen-Shannon (JS) divergence [41] to compute
the similarity of distributions. In Figure 6, we compare the
distributions for 3 randomly chosen chunks from 3 different
DIMMs across 3 different hammering attempts. We see
similarities in the probability distributions computed from the
same chunk as compared to distributions across chunks.

Takeaway 3: Different bits have different probabilities of
flipping. The distribution of these probabilities is unigue across
contiguous 2 MB chunks of memory and persistent within each
2 MB chunk.




V. CENTAURI

We provide a detailed account of Centauri’s three phases:

A. Templating phase

In the templating phase, we (the fingerprinters) seek to
discover hammering patterns that can overcome Rowhammer
mitigations to trigger bit flips on our own devices, so that we
can employ the patterns to trigger bit flips on users’ devices
in the hammering phase. Concretely, in our experiments on
DDR4 DIMMs, we run Blacksmith’s [22] fuzzer to discover
non-uniform hammering patterns that can evade Target Row
Refresh (TRR). To account for all TRR implementations that
could exist in the wild, our goal is to discover a wide array of
patterns that can overcome all of them.

Once the fuzzer discovers patterns that can trigger bit
flips, we evaluate them on our own DIMMs to decide which
patterns to employ on users’ devices in the hammering phase.
We prioritize those patterns that can trigger more bit flips
as well as those that can trigger bit flips on more DIMMs.
Patterns that trigger a large number of bit flips help account
for differences in bit flip behavior when extracting fingerprints.
These differences either arise as a result of the inherent non-
deterministic behavior of bit flips (discussed in §IV-B) or as a
result of external factors that fingerprinters cannot control on
users’ devices. For example, we observe fewer bit flips with
the same pattern on the same DIMM when running at lower
CPU frequency. Since we cannot control the CPU frequency of
a user’s device, we pick patterns that can account for changes
to CPU frequency to ensure robustness of our fingerprints.
A pattern that produces very few bit flips in the controlled
setting of our own devices may not produce any bit flips on
a user’s device in presence of factors outside our control.
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Fig. 6. Visualization of the relative persistence of bit flips within given 2
MB chunks of memory across multiple DIMMs.
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Fig. 7. Visualization of a hammering sweep performed within one
bank of a contiguous 2 MB chunk. The central rectangular blocks in the
visualization represent rows within the chunk. We map primary aggressors in
the discovered patterns to rows within the chunk and secondary aggressors
to random rows within the same bank. The hammering sweep involves
sequentially hammering all pairs of double-sided aggressors as primary
aggressors within the bank of the chunk and scanning the other rows for bit
flips.

In contrast, a pattern that produces a large number of bit
flips in our controlled setting may still produce enough bit
flips to be able to fingerprint a user’s device. We evaluate
Centauri’s robustness while extracting fingerprints in context of
varying CPU frequencies in §VI-F. We prioritize patterns that
generalize to trigger bit flips on more DIMMs in our possession
since they are also likely to generalize to more DIMMs in the
wild.

B. Hammering phase

In this phase, our goal is to trigger bit flips in a user’s
device and extract the distribution of bit flips as a fingerprint.
Since we do not have knowledge of the type of DIMMs
(or their corresponding TRR implementations) on the user’s
device, we rely on the patterns discovered in the templating
phase to trigger bit flips. The hammering patterns discovered
by the fuzzer are defined by a set of aggressors, a phase, an
amplitude and a frequency [22]. The phase, amplitude and
frequency are such that some aggressors engage with TRR (we
refer to these as secondary aggressors) and the others trigger
bit flips (we refer to these as primary aggressors). Within
the execution of each pattern, we observe that the aggressors
accessed at certain points in time always served as primary
aggressors regardless of the choice of which addresses were
used as primary and secondary aggressors. We also observe
that the position of the primary aggressors within the pattern
is fixed across all DIMMs where the pattern is able to trigger
bit flips. Concretely, for a pattern ai,as,...a;,ajt1,-..Gn,
addresses places at indices ¢ and ¢+ 1 served as primary
aggressors on all DIMMs where the pattern triggered bit flips.
To reliably produce bit flips in the hammering phase, we pick
addresses such that the primary aggressors form a double-
sided aggressor pair, and the secondary aggressors are other
addresses within the same bank as the primary aggressors.

In this section, we discuss the hammering phase in context



of a single DIMM present on the user’s device. We discuss
ways to extend the hammering phase to devices having mul-
tiple DIMMs across multiple channels in §VII-B. To execute
the discovered patterns, we allocate transparent huge pages
on a user’s device to obtain contiguous chunks of 2 MB of
memory without requiring root privileges. We can access all
addresses within the huge page by modifying the lower 21
bits of the starting address of the chunk. This allows us to
pick double-sided aggressor pairs since such chunks typically
provide access to contiguous rows across multiple banks of
a DIMM. For example, in case of the user’s device having
one 1Rx8 DIMM, the chunk gives us access to 16 contiguous
rows within each of the 16 banks on the DIMM. To trigger
bit flips, we first choose a particular bank within the chunk.
We can do this since most bits in the address that determine
the bank are contained with the lower 21 bits in most CPU
architectures [44], [10]. Then, we map the primary aggressors
in the discovered patterns to double-sided aggressors within the
chosen bank of the chunk and secondary aggressors to random
addresses within the same bank (possibly outside the chunk).
While we cannot determine the exact row of a given address
from the lower 21 bits, we do know the relative position of
rows with respect to the row corresponding to the start address
of the chunk. This allows us to choose different pairs of rows
as primary aggressors within the chunk.

We sequentially consider all pairs of double-sided aggres-
sors within the bank of the 2 MB chunk as primary aggressors
and execute the discovered pattern. Upon executing the pattern
with each pair of primary aggressors, we record the addresses
that had bit flips within the allocated chunk and the corre-
sponding change in the data written at those addresses. We then
restore the original data written to the chunk, shift our primary
aggressors to the next set of double-sided aggressors within
the chunk and repeat the same procedure. We refer to this
operation of hammering all possible double-sided aggressors as
primary aggressors within the allocated chunk as a hammering
sweep. Figure 7 visualizes the hammering sweep. To account
for non-determinism in bit flips, we repeat the hammering
sweep multiple times on the chunk.

C. Matching phase

With the observation from §IV-B that the distribution of bit
flips within a bank of contiguous 2 MB chunks is highly unique
and stable, we compare the similarity of these distributions
to fingerprint them. From the information recorded in the
hammering phase, we identify the relative positions and counts
of the capacitors that flipped within the contiguous 2 MB
chunk (indexed from O to 1,048,576 in case of 1Rx8 DIMMs).
We then use these counts to create an empirical probability
distribution for each capacitor to flip within the chunk. We then
compare the similarity of this distribution against previously
extracted distributions using JS divergence to identify the
chunk.

However, we cannot guarantee access to the same 2 MB
regions on a user’s device, since memory allocation is handled
by the OS. Thus, if we obtain two different 2 MB chunks of
memory on a user’s device during two different sessions and
compared their distributions, we would incorrectly conclude
that different devices were used during these sessions. One
way to overcome this challenge would be to hammer multiple
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2 MB chunks during each session. For example, suppose the
user’s device has 1 GB of memory which corresponds to 512
different 2 MB chunks of memory. Taking inspiration from
the birthday paradox [1], if we were to to hammer 64 chunks
each in two different sessions with the user’s device, then the
probability that at least one chunk would overlap between them
is over 99.9%. We show how we derived this number from first
principles in Appendix A.

One drawback to this approach is that hammering a large
number of chunks would prolong the duration of the ham-
mering phase, thereby making it less efficient. However, we
can overcome this by building up references across sessions,
which would result in hammering fewer chunks in the long
term. For example, suppose we have reference distributions to
64 different chunks from one session. In a subsequent session
with the same device, we hammer 64 chunks such that only
one chunk happens to overlap with the reference. We can now
combine the distributions of the 63 non-matching chunks to
our reference to have an updated reference from 127 different
chunks from that device. When running a subsequent session
on the same device, we have a higher probability that an
allocated chunk would match our reference, since the reference
size has increased. Upon reaching the limiting case where we
have references for all possible chunks, merely hammering one
chunk in the hammering phase would be sufficient, thereby
resulting in higher efficiency.

VI. EVALUATION

This section seeks to answer the following questions about
Centauri and its ability to extract fingerprints.

e  How unique are the fingerprints extracted by Centauri?
e  How stable are the fingerprints extracted by Centauri?
e How long does Centauri take to extract fingerprints?

e  Can Centauri extract robust fingerprints in presence of
external factors?

e How does Centauri compare against Rowhammer
PUF?

A. Test bed

Since the likelihood of an unintended bit flip that results
in a crash is non-trivial, we decide to evaluate Centauri on
a controlled test bed. Our test bed consists of 35 single
rank DIMMs having a width of 8 bits (1Rx8), 11 single
rank DIMMs having a width of 16 bits (1Rx8) and 36 dual
rank DIMMs having a width of 8 bits (2Rx8) from one
major DRAM manufacturer. To evaluate Centauri’s fingerprints
across manufacturers, our test bed also contains 10 1Rx8
DIMMs, 2 1Rx16 DIMMs and 4 2Rx8 DIMMs from another
major DRAM manufacturer. Overall, our test bed contains
98 DIMMs that include 6 identical sets of DIMMs across
two major DRAM manufacturers. We installed these DIMMs
among 12 Intel Core i7 desktops for our experiments. Since
we have more DIMMs than desktops in our possession, we
hammer DIMMs in batches. While repeating experiments on
a particular DIMM, we make sure that we seat it on the same
slot on the same desktop.
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B. Experimental methodology

1) Templating phase: We use a set of 11 hammering
patterns, which together are able to trigger bit flips on all 98
DIMMs in our test bed. We note that patterns generalize across
DIMMs that were made by the same manufacturer. In other
words, patterns that produce bit flips on DIMMs of a particular
manufacturer, do not produce bit flips on DIMMs from other
manufacturers. Thus, the pattern that triggers bit flips also
helps identify DIMMs by revealing their manufacturer.

2) Hammering phase: For each DIMM in our test set, we
perform a hammering sweep (visualized in Figure 7) on a
particular bank of multiple 2 MB chunks of memory with
the appropriate pattern and record the resulting distribution of
bit flips in that chunk. To compute the resulting distribution,
we repeat the hammering sweep operation multiple times
on each chunk. We consider the set of bit flip probability
distributions of all hammered chunks on a particular DIMM
as its fingerprint. We vary the number of times we repeat
the hammering chunk operation and the number of times we
activate aggressors in different experiments to evaluate their
impact on Centauri’s fingerprints (§VI-E).

3) Matching phase: Given two fingerprints, we compute
the JS divergence on all pairs of bit flip probability distri-
butions between them. We consider the two fingerprints to
match (i.e., to correspond to the same DIMM) if the minimum
JS divergence value across all pairs is below an empirically
determined threshold.

C. How unique are the fingerprints extracted by Centauri?

For this evaluation, we extract 2 fingerprints from each
DIMM in our test bed using the aforementioned methodology.
We use the first fingerprint extracted from a particular DIMM
as a reference for that DIMM and compare subsequently ex-
tracted fingerprints against the reference. In these experiments,
we extracted both fingerprints within the space of few hours
on the same day. We did not re-seat the DIMMs in the interim
period. We repeated the hammering sweep operation 8 times
and activated the aggressors 10,000,000 times.

Figure 8(a) shows the recorded minimum JS divergence
when matching fingerprints from each of the 36 2Rx8 DIMMs
against reference fingerprints from each of them. From the
figure, we clearly see that the minimum JS divergence com-
puted among distributions taken from the same DIMMs is

https://t.me/learningnets

05 06 07 08 09 o 2 05 06
JS Divergence JS Divergence

[ER 07 08 09 o

(c) Distribution of JS divergence values across
all pairs of fingerprints from 11 identical 1Rx16
DIMMs

Plots showing the distribution of JS divergence values when comparing bit flip distributions obtained from the same pair of DIMMs and across

significantly lower than the minimum JS divergence computed
among distributions taken across different DIMMs. Figure 8(b)
and Figure 8(c) shows similar plots across 35 1Rx8 DIMMs
and 11 1Rx16 DIMMs respectively. We report similar plots on
DIMMs from the other manufacturer in Appendix B.

The clear separation in JS divergence computed on pairs
of fingerprints (bit flip distributions) taken from the same
DIMM against those taken from different DIMMs allows us
to pick multiple thresholds for JS divergence to uniquely
identify DIMMs. By picking appropriate thresholds?, we attain
an overall fingerprint accuracy of 99.91%, corresponding to a
precision of 100% and recall of 97.06%. Overall, these results
show that Centauri has very high discriminative power and can
uniquely identify DIMMs across multiple sets of DIMMs with
identical configurations.

D. How stable are the fingerprints extracted by Centauri?

We evaluate the stability of the fingerprints extracted by
Centauri over time. Since we have more DIMMs than desktops,
we first evaluate Centauri’s stability on a set of 10 random
DIMMs across both manufacturers (6 and 4 DIMMs respec-
tively) by extracting fingerprints from them once a day for 10
days. We highlight that we do not re-seat DIMMs at anytime
during this evaluation which is what we would expect from
users in wild. We repeated the hammering sweep operation 8
times and activated the aggressors 200,000 times.

Figure 9 shows the variation in Centauri’s accuracy, pre-
cision and recall on these DIMMs over time. From the plot
we see that all metrics roughly remain constant with some
minor fluctuations. Importantly, the plot does not show any
trend of decline in the values for any metric indicating that
the fingerprints extracted by Centauri are stable. These metrics
were computed using the same threshold for each day which
indicates that the JS divergence values (and the corresponding
bit flip probabilities) remain unchanged. We highlight that the
stability is not a result of our specific choice for the threshold
since we record similar accuracy, precision and recall even
with slightly altered thresholds.

Motivated by these results, we increased the scale of our
evaluation by evaluating on all DIMMs, first over a period
of 2 weeks and then over a period of 4 weeks. For these

2We picked thresholds by running the same experiment on a smaller subset
of DIMMs.
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Fig. 9. Plot showing the variation in the accuracy, precision and recall of the
fingerprints extracted by Centauri on a set of 10 DIMMs over a period of 10
days. We see that the metrics roughly remain constant with minor fluctuations
which provides strong evidence that the fingerprints extracted by Centauri are
stable.
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Fig. 10. Plot showing the variation in the accuracy, precision and recall of

the fingerprints extracted by Centauri on our entire test bed of 98 DIMMs
over a period of 2 weeks and again over a period of 4 weeks. Unlike what
we observed in our previous experiment, there is a significant change in
metrics with the recall declining significantly. We suspect that this decline is
a result of having to re-seat DIMMs in our experimental setup.

experiments, we had to re-seat DIMMs in the interim period to
cover all DIMMs due to the limited number of desktops at our
disposal. Figure 10 shows how Centauri’s accuracy, precision
and recall change over two weeks and over four weeks on
our entire set of DIMMs. At a common threshold of 0.6 for
JS divergence, we only see minor fluctuations in precision and
recall, but we see a significant decline in recall. When we tried
to change the threshold to improve the recall, we observed that
it came at the cost of precision. We were unable to pick a
common threshold that gave us high precision and high recall.

We suspect that this instability in Centauri’s fingerpints is
a result of our experimental setup where we re-seat DIMMs.
If this is indeed the case, Centauri’s fingerprints would be
stable in the wild since users rarely re-seat their DIMMs. The
ideal way to confirm this would be to evaluate the stability of
Centauri’s fingerprints on our entire test bed over an extended
period of time (4 weeks) without having to re-seat DIMMs.
Since this is not feasible due to the limited number of desktops
at our disposal, we run an experiment that provides strong
evidence that re-seating induces the instability in Centauri’s
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[ Experiment [ Accuracy | Precision [ Recall |

No rebooting/re-seating 96.97% 83.33% 95.83%
Only Rebooting 94.44% 83.33% 83.33%
Re-seating (and rebooting) 91.67% 100% 50%

TABLE III. EVEN WHEN COMPARING FINGERPRINTS EXTRACTED
OVER A SPAN OF A FEW MINUTES, WE SEE THAT THERE IS A SIGNIFICANT
DROP IN RECALL ONLY WHEN RE-SEATING WE RE-SEAT DIMMS.

fingerprints. Concretely, we run 3 different experiments on
6 randomly chosen DIMMs from our test bed. In the first
experiment, we hammer and extract two fingerprints within
the space of a few minutes. We also extract two fingerprints
within the space of a few minutes in the second experiment,
but we re-seat the DIMM (i.e., take out and insert back) after
extracting the first fingerprint. We do the same thing in the
last experiment but reboot the desktop after extracting the first
fingerprint. Since we cannot re-seat a DIMM without rebooting
the device, we run the third experiment to see the impact of
rebooting on the stability of our fingerprint.

We present the highest accuracy attained, with the corre-
sponding precision and recall for all 3 experiment in Table
III. From the table we see a drastically low value of 50%
recall for the experiment where we re-seated the DIMM. The
other two experiments show high precision as well as recall.
These observations support our suspicion that the instability
in Centauri’s fingerprints is a result of re-seating the DIMMs.
Thus, we can expect the fingerprints extracted by Centauri to
be stable in the wild since users rarely re-seat their DIMM:s.

E. How long does Centauri take to extract fingerprints?

Efficiency, quantified by the time required to generate
fingerprints, is another important metric to evaluate a finger-
printing technique [50]. An efficient fingerprinting technique
should be able to extract fingerprints in a relatively short
duration of time in order to remain practical.

When accessing aggressors 10,000,000 times to execute
Rowhammer, performing the hammering sweep operation on
a single 2 MB chunk takes an average of 20 seconds. Repeating
the operation to account for non-determinism in bit flips further
increases the time taken by Centauri to extract a fingerprint.
Even in the limiting case where we have enough references to
cover all 2 MB chunks in a given DIMM, Centauri takes almost
3 minutes to extract a fingerprint when accessing aggressors
10,000,000 times and repeating the hammering sweep 8 times.
One way to improve Centauri’s efficiency would be to reduce
the number of times the aggressors are accessed to trigger
bit flips. Another way would be to reduce the number of
times we repeat the hammering sweep operation. Employing
either approach is subject to making sure that they do not
significantly degrade Centauri’s fingerprinting accuracy.

In this section, we present a comprehensive analysis of
the trade-off between fingerprint accuracy and efficiency when
running Centauri. Concretely, we present the fingerprint accu-
racy and the average time taken to extract a fingerprint from
one 2 MB chunk across 15 different configurations on all
the DIMMs in our test bed. These 15 configurations differ in
terms of the number of times we access the aggressors when
executing Rowhammer and the number of times we repeat the
hammering sweep operation. We consider 5 different values
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for the number of accesses to each aggressor ranging from 10
million accesses to 200,000 accesses and 3 different values for
the number of times we repeat the hammering sweep operation
(8 times, 4 times and 2 times).

Figure 11 shows the accuracy, precision, recall and time
elapsed in all 15 configurations. These results show that while
tuning either parameter to reduce the time taken by Centauri
to extract fingerprints comes at the cost of its fingerprinting
capability. However, accessing aggressors 1,000,000 times and
repeating the hammering sweep operation twice only takes
9.92 seconds to extract fingerprints, while still maintaining
a precision of 95.96% and a recall of 84.61% (accuracy of
99.27%). Based on their use case, fingerprinters can tune these
parameters to choose between accuracy and efficiency.

F. Can Centauri extract robust fingerprints in presence of
external factors?

In this section, we evaluate the robustness of Centauri’s
fingerprints to external factors (outside the control of the
fingerprinter) that can influence the behavior of bit flips.
Concretely, we evaluate Centauri’s robustness in context of
CPU frequency since fewer bits flip at lower frequencies as
compared to higher frequencies. The operating frequency of a
user’s CPU is subject to change [11] and cannot be controlled
by the fingerprinter.

In our experiments, we first extract fingerprints (bit flip
distributions) on all DIMMSs in our test bed when running the
CPU at its highest frequency of 3600 MHz. Then, we extract
fingerprints from the same DIMMs when running the CPU at
a lower frequency of 2800 MHz. On average, we see that there
is 2 orders of magnitude difference in the number of bit flips
that trigger at the two frequencies. Comparing the fingerprints
extracted at these two different frequencies, Centauri achieves
accuracy of 99.09%, corresponding to a precision of 94.2%
and recall of 81.56%. These results indicate that Centauri
only suffers a modest drop in its ability to extract fingerprints
even when matching bit flip distributions extracted at different
frequencies. Since some CPU governors dynamically scale the
CPU frequency based on the system load (e.g., ondemand
[11]), Centauri can further improve its accuracy in such cases
by running a CPU-intensive program to exert system load and
increase the frequency.

Being robust to variations that result from external factors
such as CPU frequency also demonstrates the impact of
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Centauri’s design of picking hammering patterns that produce
the most number of bit flips. We conduct experiments by
intentionally picking a pattern discovered in the templating
phase that does not trigger the most number of bit flips. We
notice that this pattern generalizes to trigger bit flips on fewer
DIMMs when compared to the pattern that triggers the most bit
flips. We first run evaluate this pattern on a set of 10 DIMMs
where it produces bit flips without altering the frequency. In
this case, the pattern has a fingerprint accuracy of 95.92%,
precision of 100% and recall of 71.43%. On the same set
of DIMMs, this pattern has a recall of 0% when comparing
fingerprints (bit flip distributions) at different CPU frequencies,
since it was unable to trigger bit flips at the lower frequency.
Results in the next section, §VI-G show that Jaccard similarity
(proposed by Rowhammer PUF) has a lower accuracy than
Centauri when matching fingerprints across frequencies.

G. How does Centauri compare against Rowhammer PUF?

We compare Centauri’s fingerprinting accuracy against that
of an adapted version of Rowhammer PUF that uses Centauri’s
techniques to overcome the challenges enforced by the OS
for memory allocation as well as Rowhammer mitigations
(TRR). Thus, in this section we evaluate Centauri’s approach
of hammering the same multiple times to extract probability
distributions and comparing their divergence to match fin-
gerprints against Rowhammer PUF’s approach of hammering
each chunk once to extract sets of bit flips and comparing
their similarity. When accessing aggressors 1 million times
(the optimal number of times to trade-off between accuracy
and efficiency per our discussion in §VI-E), Centauri has an
accuracy of 99.27%, corresponding to a precision of 95.96%
and recall of 84.61%. With the same number of accesses on
the same set of DIMMs, Rowhammer PUF has an accuracy of
98.01%, precision of 89.59% and recall of 64.64%.

Furthermore, in presence of external factors outside the
fingerprinter’s control, such as the CPU frequency, that affect
the number of bit flips triggered, Centauri reports an accuracy
of 99.09%, precision of 94.2% and recall of 81.56%. On
the same set of DIMMs, using Rowhammer PUF to match
fingerprints yields an accuracy of 96.3%, precision of 100%
and a significantly low recall of 20.09%.



VII. DISCUSSION

A. Extension to browser and mobile fingerprinting

So far, we discussed Centauri in context of device finger-
printing, where a fingerprinter can run native code on a user’s
desktop. In this section, we discuss how to adapt Centauri to
operate in a situation where the user visits a website under
the control of the fingerprinter or installs an app developed
by the fingerprinter on their mobile phone. In both cases,
fingerprinters cannot explicitly flush the cache which they
could do with native code on desktops. Additionally, most
Android devices do not support huge pages for the fingerprinter
to allocate contiguous memory [53].

SMASH [10] describes self-evicting Rowhammer patterns
that can evade TRR and trigger bit flips from JavaScript. While
the SMASH paper presents results on CPUs that use Quad-age
LRU [48] cache replacement policy, fingerprinters targeting the
web can discover the replacement policies and correspondingly
discover self-evicting Rowhammer patterns on other CPUs by
running experiments on their own CPUs in Centauri’s templat-
ing phase. Fingerprinters still have to know their user’s CPU
microarchitecture to pick the appropriate self-evicting pattern
to trigger bit flips. With native code, fingerprinters can merely
read this from /proc/cpuinfo, but cannot do so from the
browser. Rowhammer.js [17] describes timing side channels
to infer a user’s CPU microarchitecture. Thus, fingerprinters
running a website, can first infer the microarchitecture of a
user by adopting Rowhammer.js and alter known non-uniform
patterns into self-evicting patterns for that microarchitecture
using SMASH to trigger bit flips. Once triggered, they can
use Centauri’s sampling and matching strategy to extract and
compare fingerprints.

Drammer [53] uses Android’s ION memory allocator for
uncached access to contiguous memory to trigger bit flips.
However, some devices have disabled access to contiguous
memory via ION. More generally, as long as there are tech-
niques to get uncached access to contiguous memory, they can
be combined with Centauri to extract fingerprints on mobile.

B. Extension to configurations with multiple DIMMs across
channels

If a user’s device has multiple DIMMs across channels,
contiguous addresses are interleaved in DIMMs across chan-
nels in addition to being interleaved across banks. Thus,
while manipulating the available 21 bits in the address of a
transparent huge page to set primary aggressors (and to scan
for bit flips), we have to make sure that we do not alter the bits
that correspond to the channel. For example, in case of 1Rx8
DIMMs on Kaby Lake machines, we can alter the row within a
bank by modifying bits above the 18th bit (bit at index 17 with
the least significant bit being bit 0) in the address of the huge
page. From our experiments with DRAMA [44], we suspect
that the channel bits can be derived from a combination of the
bits at indices 7, 9, 14, and 173. Thus, we do not change the
bit at index 17 to ensure that we do not change the channel.

3We suspect that the bits at indices 27 and 28 also contribute to the channel,
but they are not relevant since they fall outside the bits we can manipulate
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C. Mitigating Centauri

1) Inapplicability of common defenses:
Standard fingerprinting defenses Standard mitigations
against fingerprinting such as normalization [54] or enforcing
permissioned access [42] cannot be employed against
Centauri. Our results demonstrate that we can extract unique
and stable fingerprints even among homogeneous devices.
Normalization as a defense against Centauri would require
eliminating process variation in the manufacture of DRAM
chips, which is difficult to implement. Since all applications
including those that are benign require access to memory,
blocking access to memory or requiring user permission to
access memory would not be a viable mitigation against
Centauri. To the best of our knowledge, triggering additional
bit flips to obfuscate or spoof the distributions extracted by
Centauri are not viable since they risk hurting benign usage.

Standard Rowhammer defenses With Centauri, we ex-
tracted fingerprints on DIMMs that use in-DRAM TRR to
mitigate Rowhammer. Different hammering patterns being able
to evade TRR and trigger bit flips on different DIMMs shows
that fingerprinters can overcome most TRR implementations.
Since we assume that fingerprinters can run experiments on
their own devices to discover ways to trigger bit flips, we
anticipate that they can also overcome other defenses that
may be employed agaisnt Rowhammer. For example, DDRS
DIMMs are expected to have in-DRAM ECC [23] (Error
Correction Codes) to mitigate Rowhammer. However, existing
research [9] has already shown that bit flips can also be
triggered on ECC equipped systems. Thus, ECC does not
guarantee a defense against Centauri.

2) Potential defenses against Centauri:
At its core, Centauri relies on observing bit flips produced by
Rowhammer to extract fingerprints. Thus, any defense that
can prevent bit flips from being triggered or observed would
be able to overcome Centauri.

Restricting access to contiguous rows within a bank Any
memory configuration that prevents access to contiguous rows
within a single bank of a DIMM can be used to defend against
Centauri. For example, as a result of interleaving of contiguous
memory across channels, a CPU that has 2 channels with each
channel having 2 DIMMs would result in contiguous 2 MB
chunks not spanning more than one row per bank. First, Such
a configuration would make it impossible to execute a double-
sided Rowhammer, which is more reliable in producing bit
flips. Second, and more importantly, even if a fingerprinter is
able to trigger bit flips with such a configuration, they cannot
observe them since bit flips are typically triggered in the row
adjacent to the row being aggressed.

Preventing bit flips during the manufacturing process
In our experiments, we had difficulty triggering bit flips in
DIMMs from a particular manufacturer. Most DIMMs from the
manufacturer did not produce any bit flips. When repeatedly
sweeping though contiguous 256 MB of memory, we occa-
sionally observed a small number of bit flips (at most 200 bit
flips) on 2 DIMMs. The DIMMs from this manufacturer are
either robust to Rowhammer in that they do not trigger bit flips
or they use a complex implementation of TRR that makes it
difficult to consistently trigger bit flips. We were unable to
fingerprint these DIMMs in our experiments.
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Fig. 12. Visualization of incrementally building up reference fingerprints. In this figure, we assume that the fingerprinters first obtained bit flip distributions of
two separate sets of contiguous chunks of memory from the same device across two separate sessions. Each set contains the distribution of bit flips observed
on two such chunks. Since the distribution of bit flips on each chunk is unique, the fingerprinters treat these sets as belonging to two different devices. When
they subsequently obtain bit flip distributions from chunks that overlap across both sets, they collapse them into a single reference that pertains to the same device.

Diversifying the number of TRR implementations The
time taken for Centauri to extract a fingerprint increases as the
number of possible TRR implementations increase, thereby
decreasing Centauri’s efficiency. Fingerprinters do not have
a way to know if a given hammering pattern will trigger
bit flips on a DIMM without executing the pattern. At best,
fingerprinters can use timing side channels (see Appendix C)
to determine a DIMM’s geometry (number of ranks, width etc.)
and limit themselves to only executing patterns discovered on
DIMMs with the same geometry. Since multiple DIMMs with
the same geometry can have different TRR implementations,
fingerprinters may have to attempt multiple patterns to trigger
bit flips. Thus, even if fingerprinters have found hammering
patterns that can overcome all implementations of TRR, they
have to execute all their patterns in the worse case, thereby
increasing the time taken to extract fingerprints.

D. Incrementally building up references

In this section we discuss an alternate design of Centauri
that does not leave a distinct footprint by having to allocate
multiple transparent huge pages in the initial stages before
reaching the limiting case (§V-C).

Fingerprinters can confine their hammering to fewer chunks
(say, 2 chunks) per session to incrementally build up their
references. In this case, fingerprinters would initially have
multiple sets of references for devices without being able to
link references that come from the same device. With this
approach, fingerprinters would also not be able to fingerprint
devices during their initial sessions. Eventually, after aggre-
gating distributions from devices across multiple sessions,
fingerprinters would be able to link sets of references to the
same device and thereon fingerprint devices across all sessions.
We demonstrate this approach with an example in Figure 12.
Say, during a user’s first session when running Centauri on
a new device, the fingerprinter obtains the distribution of bit
flips in 2 distinct chunks of 2 MB of memory, chunk A and
chunk B. Since each chunk has a unique distribution of bit
flips, neither chunk would match any existing reference chunk
known to the fingerprinter. The fingerprinter would create a
fresh reference for these two chunks. In the next session on that
device, say the fingerprinter obtains the distributions of 2 other
chunks, chunk C and chunk D. Again, since the distribution
of bit flips in each chunk is unique, the fingerprinter will not
be able to identify that this session corresponds to the same
device, and would store them as a separate reference. In the
next session with the user, say the fingerprinter obtains the bit
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flip distribution to chunk B and chunk C. Now, the fingerprinter
would be able to fingerprint the device, and also combine
the references containing chunks A and B with the references
containing chunks C and D as chunks obtained from the same
device. In a subsequent session on the same device, say the
fingerprinter obtains the bit flip distributions to chunk C and
chunk E. For this session too, the fingerprinters would be able
to fingerprint the device and also extend their references for
the user to contain the distribution of chunk E.

Thus, when incrementally building up references, in the
long run, fingerprinters would be able to fingerprint users
without leaving behind a distinct memory footprint. However,
in order to do so, fingerprinters would have to give up being
able to fingerprint devices during their initial sessions.

E. Centauri for fraud detection

Centauri can significantly strengthen fraud detection by
generating fingerprints that can unique identify fraudsters’
devices even among a population of identical devices over a
long period of time. Fraudsters will also find it difficult to alter
or spoof the fingerprints extracted by Centauri, since Centauri
captures fundamental properties of hardware as fingerprints.
However, Centauri’s promise in detecting fraudsters comes
with a non-zero risk to benign users. While triggering bit
flips to extract fingerprints, Centauri could accidentally crash
a user’s device by flipping a sensitive bit reserved for the OS.
In our experience, however, we see that such occurrences are
extremely rate. OS vendors can also help mitigate this concern
by ensuring that memory allocated to the OS does not phys-
ically border around memory allocated to other applications.
Another risk presented by Centauri is that it could wear out
memory modules if it is used to constantly trigger bit flips
for fingerprinting. Centauri’s approach of triggering bit flips
with fewer accesses to aggressors helps mitigate this concern.
Such concerns can also be mitigated by only employing other
fingerprinting techniques for the common cases and sparingly
employing Centauri to only handle the critical cases.

VIII. CONCLUSION

We presented Centauri to extract unique and stable finger-
prints even for devices with identical hardware and software
configurations. To this end, Centauri leverages Rowhammer to
capture the side-effects of process variation in the underlying
manufacturing process of memory modules. Centauri’s design



involves a novel sampling strategy to overcome memory al-
location constraints, identification of effective hammering pat-
terns to bypass Rowhammer mitigations and trigger bit flips at
scale, and handling non-deterministic bit flips through multiple
hammering iterations and divergence analysis of probability
distributions. Our evaluation of Centauri on 98 DIMMs across
6 sets of identical DRAM modules from two manufacturers
showed that it can extract high entropy and stable fingerprints
with an overall accuracy of 99.91% while being robust and
efficient. Centauri cannot be trivially mitigated without funda-
mentally fixing the underlying the Rowhammer vulnerability,
which — despite existing countermeasures — is expected to
escalate as the density of DRAM chips increases in the future.
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APPENDIX A
DERIVING THE NUMBER OF 2 MB CHUNKS TO ACCESS IN
EACH SESSION TO GUARANTEE ACCESS TO AT LEAST ONE
OVERLAPPING CHUNK ACROSS SESSIONS

Suppose a user’s device has N distinct 2 MB chunks of
memory. As fingerprinters, we want to find d, the minimum
number of distinct chunks to access in each session to guaran-
tee that at least one chunk overlaps between sessions. Once we
have an overlapping chunk, we can use the unique distribution
of bit flips on the chunk to identify the user’s device.

To solve for d, we set up equations that describe the
probability that at least one 2 MB chunk would overlap across
2 sessions. Let A be the event that at least one chunk overlaps
between 2 sessions. For a given N, we want to find the
minimum d such that P(A | N,d) ~ 1
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P(A|N,d)=1—P(A| N,d)

Here, P(A | N,d) is the probability that no chunk
overlapped in the two sessions. Calculating P(A | N,d) is
easy since it is the probability of choosing d chunks among
N chunks in one session multiplied by the probability of
choosing d chunks among (/N — d) chunks in the next session.

Mathematically,
P(A|N,d) = (/) < (N70(F)
— P(A|N,d) = (";)(%)
— P(A|N,d) = (";0)(7)
— P(A| N,d) = A oun-a
= P(A| N,d) = O e
= P(4| N,d) = 1 - S o

Plugging in N = 512 which represents 1 GB of memory
and d = 64 yields a probability of 0.9998 ~ 1.

APPENDIX B
DISTIRBUTION OF JS DIVERGENCE VALUES ACROSS PAIRS
OF FINGERPRINTS ON IDENTICAL DIMMS FROM
ALTERNATE MANUFACTURER

Figures 13(a), 13(b) and 13(c) show the distribution of JS
divergence values across pairs of fingerprints from identical
2Rx8, 1Rx8 and 1Rx16 DIMMs, respectively from a different
DRAM manufacturer to the one mentioned in §VI-C.

APPENDIX C
DRAM MAPPING AND TIMING SIDE-CHANNEL TO
DETERMINE DIMM GEOMETRY

We can figure out the geometry of a DIMM from a given
address. For this example, let us assume that our machine
is an Intel Core i7-7700 (Kaby Lake) equipped with a 16
GB DIMM, where the highest possible address is confined
within 34 bits. Let’s say that our given physical address is
Ox2abcdl1234. Previous research has shown that Intel uses
XOR functions to decode physical addresses to map it to the
device [44]. We used DRAMA to reverse engineer the mapping
functions for our machine [44], [15]. Figure 14 shows the
mapping functions look like after decoding the address.

Now, the same information can be obtained from timing
side-channels. This is partly how DRAMA works as well.
This is particularly important for us as we need to figure
out the number of ranks, banks and width of a given DIMM
without administrative privileges. Code Listing 1 shows the
mapping functions on an Intel Kaby Lake with 2 ranks (2Rx1)
and 1 rank (1Rx1). Keeping our search space limited in this
example, let us assume that the user’s machine is equipped
with either of these aforementioned CPUs. In order to start the
process of finding the number of banks, we first need to read
the rowbuffer hit time (#;;). We allocate a 2 MB transparent
huge page, which gives us access to the lower 21 bits in
the physical address. These bits can be manipulated from the
userspace [10]. Assume that the starting address is 0x0 and
the ending address is Oxff£££ff for the 2 MB chunk.
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Fig. 13. Plots showing the distribution of JS divergence values when comparing bit flip distributions obtained from the same pair of DIMMs and across
different DIMMs.

lower 21 bits (0x0 and 0x44000). This will imply that we have a DIMM

c - ) with 2 ranks.
[L OOEL & O3S0 i ] For the case of x16, the starting row index is either 16
l row bits I I or 17 depending upon the numbe.r of ranks. We repeat the
PSP - \ » bank0 aforementioned experiment for this case as well. The only
igherormer bits . r+\\+’ > bank2 point of contention is when we have a 2Rx16 and a 1Rx8
_.@_)V » bank3 DIMMs. The starting row index is same, i.e. 17. In this case
- @ » bank4 we simply run all the known Rowhammer patterns for both

the cases in the hopes of finding the correct pattern which
Fig. 14. Highlighting the XOR bank functions used on an Intel Kaby Lake produces bit flips.

processor.
I bank0 = [0x2040, 0x2040]; // 2R or 1R DIMM
> bankl = [0x44000, 0x24000]; // 2R or 1R DIMM
3 bank2 = [0x88000, 0x48000]; // 2R or 1R DIMM
+ bank3 = [0x110000, 0x90000]; // 2R or 1R DIMM
5 bank4 = [0x220000]; // only for 2R DIMM

Listing 1. Bank functions for a Kaby Lake machine with 1 rank and 2 ranks.

Suppose we access 0x0 and Ox1, we should have a
rowbuffer hit. Let this time be #;;;. Allocated data is interleaved
in the DRAM [21], [43]. In order to cause a rowbuffer miss,
we need another row from the same bank. This leaves us with
the fact that we need to find pairs of bits that are XORed
to determine the bank bits. Column bits take 10 or 11 bits
to be represented [47], [30], [36], [49]. The lowest 3 bits
are used to align addresses with byte-sized data. Therefore,
it is down to the 13th or the 14th bit to represent the first
bit for a bank function pair (bank0). This is historically seen
as true, as it holds from 6th generation Intel Core processors
to 11th generation Intel Core processors. It’s corresponding
bit is usually at 6th or 7th bit. The important bit pair here
is bl, which starts at either 14th or the 15th bit, depending
upon bank0. It’s corresponding bit will be at the beginning of
the row bits. If the DRAM DIMM has 1 rank, then the row
bits will start at (bank1[0] + 3)th bit. So, we will guess that
the row bit start at either bit index 17 or 18 and increment
by 1. This also implies that we need to set its corresponding
XOR bit to 1. This address will be 0x24000. If accessing
addresses 0x0 and 0x24000 results in a time say fy, such
that tg > tp;¢ by a large margin, then we conclude that the
DIMM is a single ranked DIMM. If not, then we repeat the
process by assuming that the starting row bit is at bit index 18
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