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Details

• This document was prepared to assist those who wish to obtain the
certifications described in the title, I hope it will be useful!

• And count on me if you need help, my LinkedIn is
this: https://www.linkedin.com/in/joas-antonio-dos-santos
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CEH - Details

• In 2003, CEH introduced the five phases of ethical hacking, the
blueprint for approaching your target and succeeding at breaking in. 
We have continued to hone these 5 phases, updating and refining
them to match the skillset ethical hackers need today:

• Reconnaissance

• Gaining Access

• Enumeration

• Maintaining Access

• Covering Your Tracks
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CEH – Preparation Tips and Tricks

1. You can choose to buy the course material or even take the course at an accredited ATC, this helps a lot;

2. You can study alone, searching for content on the internet and using ebooks and discussion centers like 
Reddit;

3. The simulations are very fundamental to assist in your study, I recommend going after some VCE Exam
Simulator, to assist in your journey;

4. Consult professionals who have already taken the certification and ask what usually falls the most;

5. Take a look at the Blueprint of the test and see what has more weight in the answers;

6. Study attack vector concepts, for example: If you are studying SQL Injection, memorize the types of SQL 
Injection that exist as well;
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CEH – Materials

https://www.eccouncil.org/wp-content/uploads/2021/01/CEH-Exam-
Blueprint-v4.0.pdf

https://github.com/Samsar4/CEH-v10-Study-Guide

https://www.amazon.com.br/Certified-Ethical-Hacker-Study-
Guide/dp/1119800285

https://www.reddit.com/r/CEH/

https://github.com/priyankgada/The-Complete-Practical-Certified-Ethical-
Hacking-Course-in-Hindi

https://www.youtube.com/watch?v=27i_husVE1I&ab_channel=AllAboutTec
h

https://www.youtube.com/watch?v=PhVTVXqrW2s&ab_channel=NetworkC
huck
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CEH – Simulations

http://www.gocertify.com/quizzes/ceh/ceh1.html

https://exam.proveyourself.net/

http://www.mindcert.com/resources/

https://ceh.cagy.org/?fbclid=IwAR3x6Ox88PfQS9PEnQeXfMyz7peSUht
Tl56ehJ2zRfDqqu30lhRgam-bGVY
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CEH Practical – Preparation

1. CEH Practical complements CEH Ansi, if you can afford it, do it one
after the other;

2. You can also buy iLabs which is great for you to study, as CEH 
Practical comes down to almost 90% of iLabs

3. Look for test discussion groups like Reddit

4. Practice a lot over the content that the proof delivers as key details
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CEH Practical – Materials

https://github.com/CyberSecurityUP/Guide-CEH-Practical-Master

https://www.reddit.com/r/CEH/comments/b1wgbs/ceh_v10_practical/

https://www.linkedin.com/pulse/my-jouney-ceh-practical-joas-antonio-dos-santos/?trk=read_related_article-
card_title

https://www.linkedin.com/pulse/ceh-practical-exam-review-ali-alenezi/

https://forums.itpro.tv/topic/2604/ceh-practical/2

https://www.linkedin.com/pulse/considera%C3%A7%C3%B5es-sobre-o-exame-ceh-practical-leandro-cortiz/

https://infayer.com/archivos/65

https://medium.com/@jonaldallan/passed-ec-councils-certified-ethical-hacker-practical-20634b6f0f2

https://www.reddit.com/r/CEH/comments/c69fou/passed_ceh_practicalpost_exam_writeup/

https://www.reddit.com/r/CEH/comments/eeu3cx/ceh_practical_handson_exam_passed_with_2020_score
/

https://www.reddit.com/r/CEH/comments/8wk2ve/ceh_vs_ceh_practical/

https://www.reddit.com/r/CEH/comments/dfa1y8/passed_ceh_practical/
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CEH Practical – Materials

https://sysaptechnologies.com/certified-ethical-hacker-ceh-v10-practical/

https://jensoroger.wordpress.com/2019/02/09/oscp-ceh-practical/

https://khroot.com/2020/06/20/certified-ethical-hacker-practical-review/

https://github.com/Samsar4/Ethical-Hacking-Labs

https://www.reddit.com/r/CEH/comments/jg0y6u/ceh_practical/

https://www.reddit.com/r/CEH/comments/dfa1y8/passed_ceh_practical/

https://www.reddit.com/r/CEH/comments/cgualo/ceh_practical_tell_me_
about_it/

https://www.reddit.com/r/CEH/comments/c69fou/passed_ceh_practicalp
ost_exam_writeup/
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CEH Practical – Materials

https://www.reddit.com/r/CEH/comments/b1wgbs/ceh_v10_practical/

https://www.youtube.com/watch?v=ZYEo2AQdgcg

https://www.youtube.com/watch?v=MEYjyr65bJE

https://www.reddit.com/r/CEH/comments/ek0gzp/ceh_practical_passed_2020/

https://www.reddit.com/r/CEH/comments/evuztj/ceh_practical/

https://www.reddit.com/r/CEH/comments/f6t80r/can_ceh_practical_be_regarded_as_a/

https://www.reddit.com/r/CEH/comments/g6z6vn/just_passed_ceh_practical_1920/

https://medium.com/@jonathanchelmus/c-eh-practical-exam-review-42755546c82e

https://www.reddit.com/r/CEH/comments/hk6880/passing_ceh_practical/

https://www.reddit.com/r/CEH/comments/f629zk/ceh_practical_vs_ejpt_vs_ecppt/

https://www.youtube.com/watch?v=o1u69KvSFmQ&list=PLmQBbrHGk7jQbsvF3_xJp720yaUgeYC
kj

https://www.youtube.com/watch?v=oYgtePf0z44
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CEH Practical – Materials

https://www.youtube.com/watch?v=9g5gdhoDotg&list=PLWGnVet-
gN_kGHSHbWbeI0gtfYx3PnDZO

https://www.youtube.com/watch?v=LHU0OFcWSBk

https://medium.com/@mruur/ceh-practical-exam-review-918e76f831ff

https://www.youtube.com/c/XanderBilla/videos

https://www.youtube.com/watch?v=YZf5xmeaU58

https://newhorizons.com.sg/ceh-master/

https://www.iitlearning.com/certified-ethical-hacker-practical.php

https://medium.com/@anontuttuvenus/ceh-practical-exam-review-185ea4cef82a

https://www.cyberprotex.com/ceh.html

https://www.infosec4tc.com/product/ceh-master-exam1-exam2-practical/

https://www.mindmeister.com/pt/1758854211/ejpt-and-ceh-practical-guide-by-joas
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Security+ – Simulations

https://www.examcompass.com/

http://examsforall.com/exams/comptia/

https://www.examcollection.com/

https://www.udemy.com/course/comptia-security-cert-sy0-501-
practice-tests/

https://www.udemy.com/course/comptia-security-practice-exams/

https://www.udemy.com/course/security_plus_practice_exams/

https://play.google.com/store/apps/details?id=com.anandsoft.secplus
&hl=en_US&gl=UShttps://passcomptia.com/comptia-security/
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Security+ – Materials

https://www.amazon.com/CompTIA-Security-Get-Certified-Ahead-
ebook/dp/B09237T9ZB/ref=sr_1_11?dchild=1&keywords=comptia+security%2B+
601&qid=1618858578&sr=8-11

https://www.amazon.com/CompTIA-Security-Get-Certified-
Ahead/dp/1939136059/ref=sr_1_1?dchild=1&keywords=sec%2B+get+ahead&qid
=1596499105&sr=8-1

https://www.amazon.com.br/CompTIA-Security-Study-Guide-SY0-
601/dp/1119736250/ref=sr_1_1?__mk_pt_BR=%C3%85M%C3%85%C5%BD%C3
%95%C3%91&dchild=1&keywords=security%2B&qid=1619627370&sr=8-1

https://www.amazon.com.br/Simulados-Certifica%C3%A7%C3%A3o-CompTIA-
Security-SY0-501-
ebook/dp/B07FKS8HKY/ref=sr_1_4?__mk_pt_BR=%C3%85M%C3%85%C5%BD%C
3%95%C3%91&dchild=1&keywords=security%2B&qid=1619627370&sr=8-4
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Security+ – Materials

https://www.amazon.com/CompTIA-Security-Get-Certified-Ahead-
ebook/dp/B09237T9ZB/ref=sr_1_11?dchild=1&keywords=comptia+security%2B+
601&qid=1618858578&sr=8-11

https://www.amazon.com/CompTIA-Security-Get-Certified-
Ahead/dp/1939136059/ref=sr_1_1?dchild=1&keywords=sec%2B+get+ahead&qid
=1596499105&sr=8-1

https://www.amazon.com.br/CompTIA-Security-Study-Guide-SY0-
601/dp/1119736250/ref=sr_1_1?__mk_pt_BR=%C3%85M%C3%85%C5%BD%C3
%95%C3%91&dchild=1&keywords=security%2B&qid=1619627370&sr=8-1

https://www.amazon.com.br/Simulados-Certifica%C3%A7%C3%A3o-CompTIA-
Security-SY0-501-
ebook/dp/B07FKS8HKY/ref=sr_1_4?__mk_pt_BR=%C3%85M%C3%85%C5%BD%C
3%95%C3%91&dchild=1&keywords=security%2B&qid=1619627370&sr=8-4
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Security+ – Materials

https://github.com/PacktPublishing/CompTIA-Security-SY0-501-
Complete-Course-and-Practice-Exam

https://github.com/aaronshaf/security-plus

https://github.com/Samsar4/CompTIA-Security-SY0-501-Study-Guide

https://github.com/PacktPublishing/CompTIA-Security-SY0-501-
Complete-Course-and-Practice-
Exam/blob/master/CompTIA%20Security%2B%20(Study%20Notes).p
df

https://github.com/krovs/security-plus-notes

https://github.com/xChockax/CompTIA-Security-SY0-501-Certification
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PenTest+ – Details

Firstly, it is necessary to acquire a focus to study for certification, 
especially if you want to do well and take full advantage of the content. 
So techniques like pomodoro and learning pyramid are very good, I 
recommend on your journey to do this, it is valid for any certification. 
●Leave the phone aside to study; 

●Focus on only one module at a time;

●Make manual notes or even drawings and sketches;

●Look for practical issues that help you develop further;

●And when in doubt, review the material or look for other sources of
knowledge to have a full understanding of what you are studying;
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PenTest+ – Materials

In addition to the books, you can use the Exam Guide to consult what falls on the test and
study through materials also available on the internet Search for pentest + exam guide
filetype: pdf

https://github.com/dustypioneer/pentest_plus

https://github.com/pentestplus

https://github.com/PacktPublishing/CompTIA-Pentest-Ethical-Hacking-Course-and-
Practice-Exam

https://github.com/xChockax/CompTIA-Pentest-PT0-001

https://github.com/PacktPublishing/CompTIA-PenTest-Exam-Guide-PT0-001

https://github.com/PacktPublishing/-Ethical-Hacking-and-CompTIA-PenTest-Exam-Prep-
PT0-001-

https://pentestplus.github.io/

https://github.com/artiommocrenco/comptia-pentest-notes
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PenTest+ – Tips
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PenTest+ – Simulated
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PenTest+ – Laboratories
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PenTest+ – Laboratories
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OSWP – Details

• Wireless Attacks (PEN-210) introduces students to the skills needed to 
audit and secure wireless devices. It’s a foundational course 
alongside PEN-200 and would benefit those who would like to gain 
more skill in network security.

• In PEN-210, students will learn to identify vulnerabilities in 802.11 
networks and execute organized attacks. Each student will set up a 
home lab to practice the techniques learned in this online, self-paced 
course.

• Successful completion of the course and exam confers the Offensive 
Security Wireless Professional (OSWP) certification.
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OSWP – Details Concepts

• IEEE 802.11

• Wireless Networks

• Packets and Network Interaction

• Linux Wireless Stack and Drivers

• Aircrack-ng Essentials

• Cracking WEP with Connected Clients

• Cracking WEP via a Client

• Cracking Clientless WEP Networks

• Bypassing WEP Shared Key Authentication

• Cracking WPA/WPA2 PSK with Aircrack-ng

• Cracking WPA with JTR and Aircrack-ng

• Cracking WPA with coWPAtty

• Cracking WPA with Pyrit

• Additional Aircrack-ng Tools

• Wireless Reconnaissance

• Rogue Access Points
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OSWP – Reviews

• https://www.offensive-security.com/offsec/oscp-osce-oswp-review/

• https://www.linkedin.com/pulse/my-journey-oswp-joas-antonio-dos-
santos/?trackingId=%2BszI2BPfT465vft5fY%2FsNA%3D%3D

• https://nethemba.com/offensive-security-wireless-professional-oswp-review/

• https://medium.com/@obikag/my-wifu-journey-oswp-certification-review-
a1784730449c

• https://www.triaxiomsecurity.com/oswp-course-review/

• https://charonv.com/OSCP-OSWP-review/

• https://tulpa-security.com/2016/12/10/review-oswp-offensive-security-wireless-
professional/

• https://ryandinho.me/2019/05/26/wifu-and-oswp-certification-review.html
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OSWP – Network Device

• Recommended Wireless Network Routers
• D-Link DIR-601
• Netgear WNR1000v2

• Recommended Wireless Cards
• Netgear WN111v2 USB
• ALFA Networks AWUS036H USB 500mW
• Tplink wn722n
https://www.kabum.com.br/produto/12114/adaptador-wireless-tp-link-usb-150mbps-tl-
wn722n?gclid=CjwKCAjwkN6EBhBNEiwADVfya-BnFi4QPDDNcnBTqpL7DWBXs85kvFf-
QHpbTrogXGWk3dtCrFEDJRoCg6QQAvD_BwE
https://www.alfa.com.tw/
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OSWP – Tips and Tricks

• I recommend attending classes and reading the wireless attack material, all 
without exception.

• The test is random, it may drop 2 WPA and 1 WEP, be it with or without a client 
and so on.

• Another detail, try and do not give up, you can use other techniques within the 
scope, but do not think about using wifite, as you will be disqualified, but try 
other syntaxes of the Aircrack tools.

• And finally, be patient, I recommend you to take a print of the screens and after 
the end of the first challenge, write the report. But it is up to each person, this is 
my recommendation.
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OSWP – Materials

• https://drive.google.com/file/d/1oFFlw9d1l9PJ6BVUnMn1ZWnB5e3mNefg/view?
usp=sharing

• https://github.com/vdb-sander/OSWP

• https://github.com/gh0x0st/OSWP-Expanding-Your-Reach

• https://github.com/ckt29175/OSWP

• https://github.com/wwong99/oswp/blob/master/summaryattacks

• https://github.com/wwong99/oswp/blob/master/aircrack-ng%20Commands
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OSCP – Materials

• https://www.offensive-security.com/offsec/my-philosophical-
approach-to-oscp/

• https://sock-raw.org/blog/oscp-review/

• https://royaljay.com/security/how-i-became-an-offensive-security-
certified-professional/

• https://github.com/0x4D31/awesome-oscp

• https://github.com/six2dez/OSCP-Human-Guide

• https://github.com/cpardue/OSCP-PWK-Notes-Public

• https://github.com/wwong99/pentest-
notes/blob/master/oscp_resources/OSCP-Survival-Guide.md
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OSCP – Materials

• https://github.com/noraj/OSCP-Exam-Report-Template-Markdown

• https://github.com/strongcourage/oscp

• https://gist.github.com/natesubra/5117959c660296e12d3ac5df491da395

• https://github.com/so87/OSCP-PwK

• https://github.com/fr-ez/oscp-reference

• https://github.com/strongcourage/oscp

• https://gist.github.com/natesubra/5117959c660296e12d3ac5df491da395

• https://github.com/whoisflynn/OSCP-Exam-Report-Template
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OSCP – Materials

• https://github.com/areyou1or0/OSCP

• https://github.com/security-prince/PWK-OSCP-Preparation-Roadmap

• https://github.com/so87/OSCP-PwK

• https://github.com/xapax/oscp

• https://github.com/JoaoPauloF/OSCP

• https://drive.google.com/file/d/1A6-
mOeX_JvLONgU0D_H6bnp9noE0VR_c/view?usp=sharing (OSCP 
SURVIVAL BOOK)
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OSCP – Reviews

• https://medium.com/cybersecpadawan/the-long-awaited-oscp-review-
5a377f103a39

• https://ranakhalil101.medium.com/my-oscp-journey-a-review-
fa779b4339d9

• https://bad-jubies.github.io/OSCP-Review/

• https://www.reddit.com/r/oscp/comments/cwht67/another_oscp_exam_r
eview/

• https://hakin9.org/try-harder-my-penetration-testing-with-kali-linux-oscp-
review-and-courselab-experience-my-oscp-review-by-jason-bernier/

• https://steflan-security.com/my-oscp-journey/

• https://buffered4ever.com/tag/oscp-review/
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OSCP – Reviews

• https://rana-khalil.gitbook.io/hack-the-box-oscp-preparation/

• https://infosecwriteups.com/how-i-passed-oscp-with-100-points-in-
12-hours-without-metasploit-in-my-first-attempt-dc8d03366f33

• https://emaragkos.gr/oscp/tryhackme-oscp-preparation-path-review/

• https://forum.hackthebox.eu/discussion/1655/oscp-exam-review-
2019-notes-gift-inside
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OSCP – Laboratories

• https://www.mindmeister.com/pt/1781013629/the-best-labs-and-
ctf-red-team-and-pentest

• https://www.offensive-security.com/labs/

• https://www.hackthebox.eu/

• OSCP LABS COURSE

• https://tryhackme.com/
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eJPT – Details
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eJPT – Materials

• https://github.com/d3m0n4l3x/eJPT

• https://github.com/cocomelonc/ejpt

• https://github.com/fdicarlo/eJPT

• https://github.com/anontuttuvenus/eJPT

• https://github.com/umkhan23/eJPT-Prep

• https://github.com/hunterluker/eJPT-notes

• https://github.com/tr0nucf/My-Tools/blob/master/eJPT%20Notes.txt

• https://infosecwriteups.com/ultimate-guide-to-pass-ejpt-in-the-first-
attempt-by-mayur-parmar-75effc877394

• https://refabr1k.gitbook.io/oscp/elearnsecurity-ejpt/untitled
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eJPT – Materials

• https://kentosec.com/2019/08/04/how-to-pass-the-ejpt/

• https://www.rehanbari.com/cyber-security/week-4-ejpt-review/

• https://infosecwriteups.com/ultimate-guide-to-pass-ejpt-in-the-first-
attempt-by-mayur-parmar-75effc877394

• https://joasantonio108.medium.com/my-journey-to-pass-ejpt-
elearnsecurity-7de5cd532dd9

• https://www.mindmeister.com/pt/1758854211/ejpt-and-ceh-
practical-guide-by-joas
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eJPT – Reviews

• https://forum.hackthebox.eu/discussion/4196/ejpt-review
• https://www.youtube.com/watch?v=sXdPtEo8hk0&ab_channel=ITProTV
• https://www.youtube.com/watch?v=vP5VaxrM_O0&ab_channel=JonGood
• https://www.youtube.com/watch?v=E_xbHTPwhIQ&ab_channel=Network

Chuck
• https://www.reddit.com/r/netsecstudents/comments/eux4fh/elearnsecuri

ty_junior_penetration_tester_ejpt/
• https://community.elearnsecurity.com/topic/7948-ejpt-earnedreviewtips/
• https://kentosec.com/2019/08/04/elearnsecurity-junior-penetration-

tester-ejpt-course-review/
• https://jorenjacob.com/2019/05/27/ejpt-certificate-review/
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eJPT – Laboratories

• Practice a lot in laboratories like Hack The Box and Try Hack Me, 
which will be very easy for you to pass the test.

• Mainly because she has questions that you answer by doing a 
pentest, which is actually more enumeration than intrusion
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eMAPT – Details

https://t.me/learningnets



eMAPT – Details

https://t.me/learningnets



eMAPT – Details

https://t.me/learningnets



eMAPT – Details
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eMAPT – Materials

• https://rzepsky.medium.com/mobile-application-security-and-
penetration-testing-maspt-course-elearnsecurity-mobile-
ee61a7fe28d0

• https://brcyrr.medium.com/recommendations-review-of-emapt-
819e72a27f06

• https://www.youtube.com/watch?v=e7PcuZOD8bs

• https://community.elearnsecurity.com/topic/3885-emapt-passed/

• https://medium.com/swlh/android-mobile-penetration-testing-lab-
dfb8ceb4efbd
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https://pentestlab.blog/category/mobile-pentesting/
https://infosecwriteups.com/android-pentesting-lab-4a6fe1a1d2e0
https://github.com/tanprathan/MobileApp-Pentest-Cheatsheet
https://appsec-labs.com/mobile_pentesting/
https://www.hackingarticles.in/android-pentest-lab-setup-adb-command-
cheatsheet/
https://github.com/OWASP/owasp-mstg/blob/master/Document/0x04b-
Mobile-App-Security-Testing.md
https://www.youtube.com/watch?v=dslIFMeIq4k&ab_channel=Hacoder
https://owasp.org/www-project-mobile-security-testing-guide/
https://github.com/OWASP/owasp-mstg

eMAPT – Materials and Labs
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I recommend getting to know a little about Mobile development, 
mainly in Java;

I recommend acquiring fundamental knowledge in architecture of 
Mobile Android and IOS applications;

And finally, mobile attack vectors;

eMAPT – Tips and Tricks
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