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Introduction

I often say that you earn the real payoff from a well-designed certification exam by carefully
working through its objectives. Sure, having a pretty certificate to hang on your wall is nice.
But the skills and understanding you'll gain from hitting all the key points of a program like

this Security Essentials cert will take you a whole lot further.

The moment we connect our phones, laptops, and servers to the Internet, we're all living in a
very dangerous neighborhood. And there's no single “set-it-and-forget-it” solution that'll
reliably keep all the looming threats away. The only way you can even hope to protect
yourself and your digital resources is to understand the kinds of vulnerabilities that could
affect your infrastructure and the ways smart administration can maximize both harm
prevention and mitigation. But there's more. Since the IT threat landscape changes so often,
you'll also need to learn how to continuously monitor your infrastructure and keep up with
developments in the technology world.

Whether you're a team manager, an IT professional, a developer, a data engineer, or even just
a regular technology consumer, you'll be both safer and more effective at everything you do
if you can understand and apply security best practices. So I encourage you to plan to take
and pass the Linux Professional Institute's Security Essentials exam. But whatever your
certification goals, you should definitely plan to master the content represented by the
objectives. And this book was written to get you there.

Like the certification itself, the content in this LPI Security Essentials Study Guide is
platform neutral. That means you can ignore the Linux in the title. Sure, the institute's initial
mandate was to enable the broader adoption of the Linux operating system—and they've
done a great job at it. But the same smart and highly experienced people who drive the
institute's Linux curriculum development are also outstanding security professionals. And
their expertise extends to all operating systems and all platform categories. If your equipment
speaks binary, it's covered here.

Each of the book's chapters includes review questions to thoroughly test your understanding
of the services you've seen. The questions were designed to help you realistically gauge your
understanding and readiness for the exam. Although the difficulty level will vary between
questions, it's all on target and relevant to both the exam and the real digital world. Once you
complete a chapter's assessment, refer to Appendix A for the correct answers and detailed
explanations.
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What Does This Book Cover?

This book covers topics you need to know to prepare for the Security Essentials certification
exam:

Chapter 1: Using Digital Resources Responsibly In this chapter you'll learn about
protecting the digital rights and privacy of people with whom you interact,—including
your own employees and the users of your services.

Chapter 2: What Are Vulnerabilities and Threats? Here you'll discover the scope
of the many classes of threats against your infrastructure, including digital espionage,
stolen credentials, and malware.

Chapter 3: Controlling Access to Your Assets Your first line of defense against the
bad guys is the outer edge of your property. So learning to manage physical and network
access to your resources is a big deal.

Chapter 4: Controlling Network Connections Before you can effectively audit and
secure your networks, you'll need to understand how IP/TCP networking actually works.
This chapter will introduce you to both general networking administration and the basics
of network security.

Chapter 5: Encrypting Your Data at Rest What can I say? Obscuring your
important data stores from prying eyes is a critical component of security. Learn why,
how, and where it should be done.

Chapter 6: Encrypting Your Moving Data In this chapter you'll learn about website
and email encryption, along with the care and feeding of virtual private networks
(VPNs).

Chapter 7: Risk Assessment You'll never know how secure your infrastructure is
until it comes under attack. Now who would you prefer launches this first attack? This is
something you'd rather want to do yourself through the services of vulnerability
scanners and penetration testers.

Chapter 8: Configuring System Backups and Monitoring Despite all your best
efforts, you’re going to lose important data at some point. If you're properly backed up,
then you're singing. And the sooner you find out there's bad stuff happening, the happier
your song will be.

Chapter 9: Resource Isolation Design Patterns The final chapter will discuss some
important security design tools, like firewalls, sandboxes, and OS access control
software.

About the Exam

Here's the Linux Professional Institute's description of the certification's “minimally qualified
candidate”:
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“The candidate has a basic understanding of common security threats of using computers,
networks, connected devices, and IT services on premises and in the cloud. The candidate
understands common ways to prevent and mitigate attacks against their personal devices
and data. Furthermore, the candidate is able to use encryption to secure data transferred
through a network and stored on storage devices and in the cloud. The candidate is able to
apply common security best practices, protect private information, and secure their
identity. The candidate is able to securely use IT services and to take responsibility for
securing their personal computing devices, applications, accounts, and online profiles.”

Exam Objectives

1 021 Security Concepts
1.1 021.1 Goals, Roles and Actors (weight: 1)
1.2 021.2 Risk Assessment and Management (weight: 2)
1.3 021.3 Ethical Behavior (weight: 2)
2 022 Encryption
2.1 022.1 Cryptography and Public Key Infrastructure (weight: 3)
2.2 022.2 Web Encryption (weight: 2)
2.3 022.3 Email Encryption (weight: 2)
2.4 022.4 Data Storage Encryption (weight: 2)
3 023 Node, Device and Storage Security
3.1 023.1 Hardware Security (weight: 2)
3.2 023.2 Application Security (weight: 2)
3.3 023.3 Malware (weight: 3)
3.4 023.4 Data Availability (weight: 2)
4 024 Network and Service Security
4.1 024.1 Networks, Network Services and the Internet (weight: 4)
4.2 024.2 Network and Internet Security (weight: 3)
4.3 024.3 Network Encryption and Anonymity (weight: 3)
5 025 Identity and Privacy
5.1 025.1 Identity and Authentication (weight: 3)
5.2 025.2 Information Confidentiality and Secure Communication (weight: 2)

5.3 025.3 Privacy Protection (weight: 2)
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Objective Map

The exam covers five larger domains, with each domain broken down into objectives. The
following table lists each domain and its weighting in the exam, along with the chapters in
the book where that domain's objectives are primarily covered.

Objective Weight Chapter(s)

1. Security Concepts

1.1 Goals, Roles and Actors

1.2 Risk Assessment and Management

1.3 Ethical Behavior

2. Encryption

-
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2.1 Cryptography and Public Key Infrastructure
2.2 Web Encryption
2.3 Email Encryption

NN N W
U1 1 1Y o

2.4 Data Storage Encryption
3. Node, Device and Storage Security
3.1 Hardware Security
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3.2 Application Security
3.3 Malware
3.4 Data Availability

4. Network and Service Security
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4.1 Networks, Network Services and the Internet

-

4.2 Network and Internet Security

I

-
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4.3 Network Encryption and Anonymity 3
5. Identity and Privacy
5.1 Identity and Authentication 3

N 1Y

5.2 Information Confidentiality and Secure Communication 2

= IJ—\ (@8]

5.3 Privacy Protection 2

How to Contact the Publisher

If you believe you have found a mistake in this book, please bring it to our attention. At John
Wiley & Sons, we understand how important it is to provide our customers with accurate
content, but even with our best efforts an error may occur.

To submit your possible errata, please email it to our Customer Service Team at
wileysupport@wiley.com with the subject line “Possible Book Errata Submission.”
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Assessment Test

1. Which of the following digital tools is the most likely to collect—and possibly share—
your private information without your knowledge?

A. A programming integrated development environment (IDE)
B. A USB device
C. A web browser
D. A command-line interface (CLI) environment
2. What is a backdoor?
A. A network port opened to permit remote SSH access
B. An undocumented access route to a computer system
C. A software package management system that runs in the background
D. The rear plate on a rack-mounted server

3. Which of these device types share information wirelessly without the need for
authentication?

A. RFID

B. Wi-Fi

C. Cellular networks
D. Ethernet

4. Which of the following are components that are often protected by passwords? (Choose
three.)

A. Connecting to the Internet
B. UEFI firmware
C. Screen saver
D. OS logon
5. Which of the following software tools can analyze network packets?
A. Nmap
B. SSH
C. Wireshark
D. TCP/IP

6. Which of the following is a common drawback associated with the use of asymmetric
encryption?
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It's a new and relatively untested technology.
It takes a relatively long time to process transactions.

It requires the potentially risky transfer of a decryption key.

o0 w2

It requires significant compute resources to manage.
7. What makes strong website encryption so important?
It's the best way to protect the data on your storage drives.

It's a critical tool for reducing system memory usage.

0w >

It's the best way to ensure that your website data reaches your clients intact and
without being intercepted.

D. It's the primary defense against DNS poisoning.
8. What best describes the purpose of vulnerability scanning?
A. To test your infrastructure's defenses
B. To search for system or network misconfigurations
C. To discover and implement mitigation operations
D. To simulate an actual attack against your infrastructure

9. What process provides ongoing monitoring of your system that can alert admins when
dangerous events occur?

A. Intrusion detection
B. Penetration testing
C. Efficiency audits
D. Unit testing

10. What type of service can most effectively filter packets coming into and out of a
network?

A. Block device managers

B. Network firewalls

C. Application load balancers
D.

Auto scalers

Answers to Assessment Test

1. C. IDEs and CLIs are not, by default, configured to connect to remote services—much
less share data with them. The vast majority of USB devices don't contain self-launching
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scripts that are capable of manipulating data.

2. B. A backdoor is an unauthorized and undocumented way to access a computer
operating system—usually left open with the goal of illegally gaining control of local
data and system activities.

3. A. Wi-Fi has built-in authentication methods, and cell networks require validation
(through a SIM card, for instance). Ethernet connections are not wireless.

4. B, C, D. It's not common—or even necessarily easy—to prevent passwordless access to
application software (like a web browser). Screen savers, BIOS and UEFT interfaces,
and OS logins all have built-in password protection (if enabled).

5. C. Nmap can identify vulnerable or hostile network devices, but it doesn't analyze
packets. SSH is a tool for launching a secure remote session. TCP/IP is a set of network
communication protocols.

6. D. Asymmetric encryption is not a new technology. It's unlikely that you would notice
any delays in processing. There's no need to transfer private keys for asymmetric
encryption.

7. C. Website encryption won't protect your local data and won't reduce memory usage.
While it can help prevent DNS poisoning, it's not the primary defense.

8. B. Testing defenses or simulating attacks is closer to “penetration testing.” I have no
idea what “discovering and implementing mitigation operations” might mean.

9. A. Penetration testing and efficiency audits don't provide ongoing monitoring, and unit
tests are for DevOps teams, not sysadmins.

10. B. Load balancers are primarily concerned with directing traffic rather than filtering it.
Auto scalers are built to adjust resource availability. Block device managers deal with
storage volumes, not network traffic.
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Chapter 1
Using Digital Resources Responsibly
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Vs

THE LPI SECURITY ESSENTIALS EXAM TOPICS COVERED IN THIS
CHAPTER INCLUDE THE FOLLOWING:

v 021.1 Goals, roles and actors
Understanding of the importance of IT security
v 021.3 Ethical behavior
Understanding the implications for others of actions taken related to security
Handling information about security vulnerabilities responsibly
Handling confidential information responsibly

Awareness of personal, financial, ecological, and social implication of errors
and outages in information technology services

v 024.3 Network encryption and anonymity
Understanding of the concepts of TOR
Awareness of the Darknet
v 025.2 Information confidentiality and secure communication (weight: 2)

Understanding the implications and risks of data leaks and intercepted
communication

Understanding of phishing and social engineering and scamming
Understanding the concepts of email spam filters

v 025.3 Privacy protection
Understanding of the importance of personal information

Understanding of how personal information can be used for a malicious
purpose

Understanding of the concepts of information gathering, profiling, and user
tracking

Managing profile privacy settings on social media platforms and online
services

Understanding of the risk of publishing personal information

Understanding of the rights regarding personal information (e.g., GDPR)

.

“With great power comes great responsibility.”

Words of wisdom. That's the message displayed for administrators when they log in for the
first time to many Linux distributions. Who said those words first? Aristotle? Kant? Nope.
Spiderman's uncle. But hey, accept the truth from any source.
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While we'll discuss protecting yourself from attack at length later in the book, this chapter is
all about responsibilities. It's about your responsibilities both as a consumer of computer
technologies and as an administrator of computer technologies. It's your job to make sure
nothing you do online or with your devices causes harm to anyone's assets.

How is all this relevant to the world of information technology (IT) and, specifically, to IT
security? Computers amplify your strengths. No matter how much you can remember, how
fast you can calculate, or how many people's lives you can touch, it'll never come close to the
scope of what you can do with a computing device and a network. So, given the power
inherent in digital technologies and the depth of chaos such power can unleash, you need to
understand how it can all go wrong before you set off to use it for good.

The rest of this chapter will explore the importance of considering how your actions can
impact people's personal and property rights and privacy and how you can both ensure and
assess the authenticity of online information.

I'm not a lawyer, and this book doesn't pretend to offer legal advice, so we're not going to
discuss some of the more esoteric places where individual rights can come into conflict with
events driven by technology. Instead, we'll keep it simple. People should be able to go about
their business and enjoy their interactions with each other without having to worry about
having physical, financial, or emotional injury imposed on them. And you should be ready to
do whatever is necessary to avoid or prevent such injuries.

Protecting Personal Rights

These days, the greatest technology-based threats to an individual's personal well-being will
probably exist on one or another social media platform. Facebook, Twitter, LinkedIn, and
other online sites present opportunities for anyone to reach out to and communicate with
millions or even billions of other users. This can make it possible to build entire businesses
or social advocacy movements in ways that would have been unthinkable just a few years
back. But, as we all now know, it also makes it possible to spread dangerous scams, political
mischief, and social conflict.

As the man said, “With great power comes great responsibility.” Therefore, you need to be
conscious of the possible impact of any interaction you undertake. This will be true not only
for your use of your own social media or email/messaging accounts but also for any
interactions taking place on sites or platforms you administrate. You could, for instance, be
held legally responsible for anonymous comments left on your blog or for the use of email
accounts belonging to your organization. It can be a hard balance to achieve. Are your
policies unnecessarily allowing damaging content to be published or, alternatively, unfairly
restricting innocuous content?

A helpful tool for maintaining perspective in these areas is to apply the grandmother test.
What's that? Before posting a message or comment on any online forum, take a minute to
read it over one or two more times and then ask yourself, “Would both my grandmothers

approve of what I've written? Is there anything that would make them uncomfortable?” In
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other words, ask yourself whether anyone could reasonably feel threatened or bullied by what
you're about to publish. The bottom line is to make generous use of common sense and
goodwill.

With typical attention to such details, the social media community has come up with new
names to describe each of the nastiest online threats. You should, unfortunately, be familiar
with each of them.

Cyberstalking Stalking isn't specific to online activities, but that doesn't make it any
less frightening. In general terms, a stalker persistently follows and observes a target,
often with the goal of forcing an unwanted reaction. In the online world, cyberstalking
can include electronic monitoring of a target's online accounts and activities. Harassing
cyberstalking can escalate beyond mere monitoring to include threats, slander, and
identity theft.

Cybermobbing Mobbing involves large groups of people banding together to engage
in bullying behavior. The nature of many social networking platforms—in particular the
prevalence of anonymous accounts and the ease by which users can connect to each
other—Ilends itself to mob formation. Often, all it can take is a single public post
expressing an unpopular position, and the power of tens of thousands of users can be
brought to bear with the goal of making life miserable for the post's author.

Doxxing Whether you present yourself to the online world using your real name or
through an anonymous identity, you certainly don't want your complete personal profile
to become public. Considering all the data that's already available on the Internet, it's
often not hard for people with time on their hands to track down your physical address
and private phone numbers. But making such information easily available on popular
social media sites with the intention of causing the target harm is wrong—and, in some
jurisdictions, also a crime. Victims of public doxxing have experienced relatively mild
annoyances like middle-of-the-night pizza deliveries. But the practice has also proven
deadly: it's been used as part of “swatting” attacks, where people call a victim's local
police department claiming there's a violent crime in progress at the victim's address.
More than one doxxer has been imprisoned for what, at the time, must have seemed like
a clever prank.

Protecting Digital Privacy

Your primary concern must always be to secure the data under your control. But have you
ever wondered why that is? What's the worst that could happen if copies of your data are
stolen—after all, you'll still have the originals, right? Well, if your organization is in the
business of profiting from innovations and complex, hard-to-reproduce technology stacks,
then the consequences of data theft are obvious. But even if your data contains nothing more
than private and personal information, there's a lot that can go wrong.

Let's explore all that by way of posing a few questions.
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What Is Personal Data?

Your personal data is any information that relates to your health, employment, banking
activities, close relationships, and interactions with government agencies. In most cases, you
should have the legal right to expect that such information remains inaccessible to anyone
without your permission.

But “personal data” could also be anything that you contributed with the reasonable
expectation that it would remain private. That could include exchanges of emails and
messages or recordings and transcripts of phone conversations. It should also include data—
like your browser search history—saved to the storage devices used by your compute
devices.

Businesses and government departments that handle many kinds of data must apply
information classification systems to ensure that their data isn't mishandled. They might,
therefore, label all data objects using designations like confidential, classified, and restricted.
Clear policies based on those classifications should be enforced for the management of all
that data.

Among other measures, organizations can seek to control the way their data is shared by
imposing nondisclosure agreements (NDAs). Outside consultants doing work with such an
organization might be required to sign an NDA that precisely defines limits for how the
information they'll be shown should be handled.

You have the right to expect that social media platforms and other third-party organizations
respect the privacy settings you choose for your accounts. However, it's your responsibility to
ensure that your settings properly reflect your needs and preferences. You should make it a
practice, from time to time, to revisit your account settings and, if necessary, update them.

Governments, citing national interest concerns, will reserve the right for their security and
enforcement agencies to forcibly access your personal data where legally required. Of course,
different governments will set the circumstances defining “legally required” according to
their own standards. When you disagree, some jurisdictions permit legal appeal.

Where Might My Personal Data Be Hanging Out?

The short answer to that question is “probably lots of places you wouldn't approve.” The long
answer will begin with something like “I can tell you, but expect to become and remain
deeply stressed and anxious.” In other words, it won't be pretty. But since you asked, the
following are some things to consider.

Browsing Histories

The digital history of the sites you've visited on your browser can take more than one form.
Your browser can maintain its own log of the URLs of all the pages you've opened. Your
browser's cache will hold some of the actual page elements (like graphic images) and state
information from those websites. Online services like Google will have their own records of
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your history, both as part of the way they integrate your various online activities and through
the functionality of website usage analyzers that might be installed in the code of the sites
you Visit.

Some of that data will be anonymized, making it impossible to associate with any one user,
and some is, by design, traceable. A third category is meant to be anonymized but can, in
practice, be decoded by third parties and traced back to you. Given the right (or wrong)
circumstances, any of that data can be acquired by criminals and used against your interests.

E-commerce and Social Media Account Data

Everything you've ever done on an online platform—every comment you've posted, every
password you've entered, every transaction you've made—is written to databases and, at
some point, used for purposes you didn't anticipate. Even if there was room for doubt in the
past, we now know with absolute certainty that companies in possession of massive data
stores will always seek ways to use them to make money. In many cases, there's absolutely
nothing negative or illegal about that. As an example, it can't be denied that Google has
leveraged much of their data to provide us with mostly free services that greatly improve our
lives and productivity.

But there are also concerning aspects to the ways our data is used. Besides the possibility that
your social media or online service provider might one day go to the “dark side” and abuse
their access to your data, many of them—perhaps most infamously, Facebook—have sold
identifiable user data to external companies. An even more common scenario has been the
outright theft of private user data from insufficiently protected servers. This is something
that's already happened to countless companies over the past few years. Either way, there's
very little you can do to even track, much less control, the exciting adventures your private
data may be enjoying—and what other exotic destinations it might reach 1, 5, or 10 years
down the road.

Government Databases

National and regional government agencies also control vast stores of data covering many
levels of their citizens' behavior. We would certainly hope that such agencies would respect
their own laws governing the use of personal data, but you can never be sure that
government-held data will never be stolen—or shared with foreign agencies that aren't bound
by the same standards. It also isn't rare for rogue government agencies or individual
employees to abuse their obligations to you and your data.

Public Archives

The Internet never forgets. Consider that website you quickly threw together a decade ago as
an expression of your undying loyalty to your favorite movie called...wait, what was its
name again? A year later, when you realized how silly it all looked, you deleted the whole
thing. Nothing to be embarrassed about now, right? Except that there's a good chance your
site content is currently being stored and publicly displayed by the Internet Archive on their
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Wayback Machine (https://archive.org/web/web.php). It's also not uncommon for online
profiles you've created on social networking sites like Facebook or LinkedIn to survive in
one form or another long after deletion.

The Dark Web

As we'll learn in Chapter 6, “Encrypting Your Moving Data,” information can be transferred
securely and anonymously through the use of a particular class of encrypted connections
known as a virtual private network (VPN). VPNs are tools for communicating across public,
insecure networks without disclosing your identifying information. That's a powerful security
tool. But the very same features that make VPNs secure also give them so much value inside
the foggy world of the Internet's criminal underground.

A popular way to describe places where you can engage in untraceable activities is using the
phrase “dark web.” The dark web is made up of content that, as a rule, can't be found using
mainstream Internet search engines and can be accessed only through tools using specially
configured network settings. The private or hidden networks where all this happens are
collectively known as Darknet. The tools used to access this content include the Tor
anonymity network that uses connections that are provided and maintained by thousands of
participants. Tor users can often obscure their movement across the Internet, making their
operations effectively anonymous.

Tor is actually an acronym that stands for “The Onion Router.” The many layers that make up
an onion are an effective way to visualize the Tor protocol. Tor-based data can be transmitted
across a network in the form of browser requests, for instance. A request can be encrypted in
a way that permits each network node it visits to “peel back” only a single layer of
encryption, exposing just enough information to direct the data to the next step along its path.
The request is only fully decrypted once it reaches its final destination.

Tor is best known for allowing for anonymous browsing sessions—something designed to
protect the identity of server clients. However, server identities can be similarly protected
using what's known as hidden services (or, more often, onion services). When both clients
and servers are using Tor, you can achieve true end-to-end encryption. Onion servers are
identified by a string of 56 characters followed by .onion.

Like VPNs, the dark web is often used to hide criminal activity, but it's also popular among
groups of political dissidents seeking to avoid detection and journalists who communicate
with whistleblowers.

A great deal of the data that's stolen from servers and private devices eventually finds its way
to the dark web.
What Are My Responsibilities as a Site Administrator?

Besides the moral obligation to protect your users and organization from harm, you will
probably also need to ensure that your infrastructure configurations meet legal and regulatory
requirements. One particularly prominent set of laws is the European Union's General Data
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Protection Regulation (GDPR). The GDPR affects any organization that processes data that's
either sent to or from the European Union (EU). Failure to appropriately protect the privacy
and safety of protected data moving through EU territory can result in significant—even
crippling—fines.

Other regulatory systems that might, depending on where and how your organization
operates, require your compliance include the Payment Card Industry Data Security
Standards (PCI-DSS) administered by major international credit card companies and the U.S.
government's Health Insurance Portability and Accountability Act (HIPAA).

Besides addressing your regulatory requirements, it's worthwhile thinking about the real-
world consequences of failing to effectively protect your users' data. The impact of breaches,
outages, and data loss events can go far beyond financial damage. It's not at all uncommon
for clients and users to suffer permanent personal, social, health, or even ecological damage
from IT disasters.

Can Escaped Genies Be Forced Back into Their Bottles?

Well, let me ask you this: have you ever successfully returned a genie to its bottle? I thought
so. Unfortunately, it would probably be just as impractical to even try to find and delete all
copies of stolen data that's been spread across an unknown number of sites—including some
on the dark web.

Even getting private references removed from search engine results can involve a long, uphill
struggle with no guarantee of success. Thanks to the GDPR, European residents can request
help from Google using the Personal Information Removal Request Form. But you can never
be sure how that will turn out, and sometimes submitting your request can make things
worse. Considering taking down an offending website. Are you sure you even know how to
find all the copies? Are you aware, for instance, that the Internet Archive project
(https://archive.org/web), as of this writing, hosts historical versions of more than 772
billion web pages? I've actually used the project to recover lost data from 15-year-old
iterations of my own sites.

What Can | Do as a User?

Here's a good place to start: think carefully before posting anything on an online platform.
Are you revealing too much about yourself? Will you be comfortable having your future
employers and grandchildren read this 10 or 20 years from now? Try to anticipate the places
your content might end up and what value it might have for people you've never met—people
unconstrained by ethical concerns who care only about making money.

Be realistic about your data. Don't assume that the contacts with whom you share files and
information will be the only ones to see them. Even if your own accounts will remain secure,
theirs might not. And who says those friends or colleagues will respect your privacy
preferences indefinitely?

Never assume the file storage or sharing platform you're relying on won't change their
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privacy rules at some point in the future. Or, even better, that they'll never decide to sell your
data to someone else.

Finally, here's one that makes a ton of sense and is absolutely obvious. But not only am I sure
you've never done it, I'm confident that you probably never will. Remember those check
boxes you're required to click before you can open a new online account? You know, the ones
that say something like this:

“I have read and accept the terms of the privacy policy.”

Well, have you ever actually read through one of those documents before clicking? Me
neither. I mean, Google's Privacy and Terms document
(https://policies.google.com/privacy?hl=en) is around the same length as this chapter
(and not nearly as much fun). Who's got the time? On the other hand, reading it from start to
finish would probably give you important insights into the real-world consequences of using
Google services. It might even convince you to change the way you use the product. And
reading the privacy documents for all the platforms you use would undoubtedly make you a
better and safer consumer.

But we all know that's not happening, right?

Establishing Authenticity

You've got a strong and active interest in distinguishing between what's real and what's fake
in your digital life. Considering how much unreliable content is out there, making such
distinctions might not be so simple. Many of the choices you make about your money,
property, and attitudes will at least partly rely on information you encounter online, and you
certainly don't want to choose badly. So, here's where we'll talk about ways you can test and
validate content to avoid being a victim.

Think About the Source

Always carefully consider the source of the information you want to use. Be aware that
businesses—both legitimate and not—will often populate web pages with content designed
to channel readers toward a transaction of some kind. The kind of page content that'll inspire
the most transactions is not necessarily the same as content that will provide honest and
accurate information. That's not to say that private business websites are always inaccurate—
or that nonprofit organizations always produce reliable content—but that you should take the
source into account.

With that in mind, I suggest you're more likely (although by no means guarantied) to get
accurate and helpful health information, for example, from the website of a well-known
government agency like the UK's Department of Health and Social Care or an academic
health provider like the Mayo Clinic (www.mayoclinic.org) than from a site called
CheapCurezone.conm (a fictitious name, but representative of hundreds of real sites).

Similarly, you should consider the context of information you're consuming. Did it come in
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an email message from someone you know? Were you expecting the email? Did you get to a
particular web page based on a link in a different site? Do you trust that site?

By the way, I personally consider Wikipedia to be a largely accurate and reliable information
site that generally includes useful links to source material. Biased or flat-out wrong
information will sometimes turn up on pages but, besides for pages covering politically
controversial topics, it's rare. More often than not, problematic pages will contain warnings
indicating that the content in its current state is being contested. And if you do find errors?
Fix 'em yourself.

Be Aware of Common Threat Categories

Spam—unsolicited messages sent to your email address or phone—is a major problem.
Besides the fact that the billions of spam messages transmitted daily consume a fortune in
network bandwidth, they also carry thousands of varieties of dangerous malware and just
plain waste our time.

Your first line of defense against spam is to make sure your email service's spam filter is
active. A spam filter will scan all incoming emails for content and language that suggests it's
not something you would normally want to read. Good filters will pay particular attention to
dangerous file attachments and links to dangerous Internet sites. When a message is
categorized as spam, most filters will move the message to a special spam folder, where you
could examine it for yourself or just delete it. Occasionally, a false positive will inadvertently
send an important email to the spam folder. So, you should take a look every now and then.

Your next step: educate yourself about the ways spammers use social engineering as part of
their strategy.

Spoofing involves email messages that misrepresent the sender's address and identity. You
probably wouldn't respond to an email from suspiciousguy@darkw3b.com, but if he
presented himself as e.musk@tesla.com, you might reconsider. At the very least, recognize
that email and web addresses can be faked. Organizations using DomainKeys Identified Mail
(DKIM) to confirm the actual source of each email message can be effective in the fight
against spoofing.

Phishing attacks—which are often packaged with spoofed emails—involve criminals
claiming to represent legitimate organizations like banks. A phishing email might contain a
link to a website that looks like it belongs to, perhaps, your bank but doesn't. When you enter
your credentials to log in, those credentials are captured by the website backend and then
used to authenticate to the actual banking or service site using your identity. I don't have to
tell you how that can end.

Always carefully read the actual web address you're following before clicking—or at the
very least, before providing authentication details. Spelling counts: gmall.com is not the
same as gmail.com. Consider using multifactor authentication (MFA) for all your account
logins. That way, besides protecting you from the unauthorized use of your passwords, you
should ideally notice when you're not prompted for the secondary authentication method and
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back away.

In general, be deeply suspicious of desperate requests for help and unsolicited job offers.
Scammers often pretend to be relatives or close friends who have gotten into trouble while
traveling and require a quick wire transfer. Job offers can sometimes mask attempts to access
your bank account or launder fake checks written against legitimate businesses.

It's a nasty and dangerous world out there. Think carefully. Ask questions. Seek a second
opinion. Always remember the wise rule: “If it's too good to be true, it probably isn't.” And
remember, the widow of Nigeria's former defense minister does not want you to keep $34
million safe for her in your bank account. Really.

Summary

You are responsible for digital interactions and operations taking place using your accounts
or on accounts administrated by you. You should work to prevent harm from resulting from
any of that activity.

Understanding how criminals—and careless administrators—can put your data at risk is
critical to learning how to protect yourself and the users you're responsible for.

Before engaging in online activity, always try to think through the possible short- and long-
term consequences. Is what you're about to do likely to cause you or others harm?

Reading the privacy policy documents associated with the platforms and services you use can
help you understand the threat environment you'll be using.

Always examine the context of online information: is it part of a reliable website or
associated with a well-known institution?

Be aware of the kinds of threats you're likely to face as you go about your life on the Internet.
Only by understanding what can go wrong can you hope to protect yourself and the people
who rely on you.

Exam Essentials

Understand common online attack behaviors, including cyberstalking, cybermobbing,
and doxxing. Cyberstalking involves persistently pursuing an individual's online and
private identity in a threatening way. Cybermobbing is the cooperation of the owners of large
numbers of online social media accounts to harass an individual with whom they don't agree.
Doxxers research and then publicize private information about an individual they want to
harm.

Understand the kinds of personal data that are the most sensitive and vulnerable to
abuse. Your browser history, social media account activities, online e-commerce
transaction information, and health records are all categories of personal data that require
special attention and protection.
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Understand the regulatory requirements for which you and your infrastructure are
responsible. Businesses operating in the European Union must conform to the policies of
the General Data Protection Regulation (GDPR). The Payment Card Industry Data Security
Standards (PCI-DSS) and the U.S. government's Health Insurance Portability and
Accountability Act (HIPAA) are also important standards.

Be familiar with common kinds of digital “social engineering” attacks. Spam describes
unsolicited email messages sent with the goal of getting you to respond, usually by
purchasing a product of doubtful value. Spoofing misrepresents the origin and sender of the
email. Phishing attacks try to get you to interact with a web resource that's made to look like
an actual legitimate site.

Review Questions

1. What best describes doxxing?

A. Falsely and illegally directing law enforcement authorities toward a nonexistent
crime

B. Publicizing a target's personal contact and location information without
authorization

C. Persistent and unwanted monitoring and harassing of a target

D. A coordinated social media—based attack against an individual involving large
numbers of attackers

2. What best describes cybermobbing?

A. Publicizing a target's personal contact and location information without
authorization

B. Falsely and illegally directing law enforcement authorities toward a nonexistent
crime

C. A coordinated social media—based attack against an individual involving large
numbers of attackers

D. Persistent and unwanted monitoring and harassing of a target

3. As an employer, which of the following are most likely to present legal liabilities for
you and your organization? (Choose two.)

A. Threatening comments posted by your employees on your organization's website

B. Threatening comments posted by your employees on their own social media
accounts

C. Criminal activity (like cyberstalking) launched by an employee using public
resources
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D.

Criminal activity (like cyberstalking) launched using your organization's website
resources (like a technical support forum)

4. Which of the following types of data should generally be considered personal and
private? (Choose two.)

A.
B.
C.
D.

The browser history on a user's personal computer
Old social media posts
A consumer's purchasing history with an online store

Official records of criminal trial proceedings

5. What elements are likely to be included in your “browser history”? (Choose two.)

A.
B.
C.
D.

Transcripts of recent text message conversations
Passwords you've used for online application authentication
Information about your computer and software profile

Information about the state of a past website session

6. Why should you be conscious and concerned about any of your personal data that the
owners of online services and applications might control? (Choose two.)

A.
B.

D.

Because you could be prevented from accessing such information on your own

Because it might be stolen by third parties and mined for information that might
prove damaging to you

Because it might be sold to third parties or used by the services themselves in ways
that infringe on your rights

Because your information might change and updating remote databases can be time
consuming and inconvenient

7. What best describes the General Data Protection Regulation (GDPR)?

A.

B.

D.

It mandates the destruction of financial and health data as soon as an organization
is no longer required to retain it.

It mandates the retention of financial and civil records related to European Union
government activities.

It mandates the protection, privacy, and safety of healthcare-related data in the
United States.

It mandates the protection, privacy, and safety of personal data moving through EU
territories.

8. Which of these is an industry (rather than government-mandated) regulatory
framework?
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HIPAA

PCI-DSS

GDPR

D. Sarbanes-Oxley (SOX)

0w >

9. Why is it important to read an organization's privacy policy if you intend to interact with
their service? (Choose two.)

A. To better understand the security and privacy safeguards built into the application

B. To be better able to predict the chances the organization might misuse or
unnecessarily expose your data

C. To better understand the true potential costs of using the service in question
D. To understand how the organization might use your data
10. What best describes spoofing?

A. Using an Internet address (URL) that closely resembles a well-known, legitimate
site

B. Misrepresenting the origin address within an email message
C. Attempting to trick individuals into revealing private information
D. Sending unsolicited and often dishonest email messages

11. What best describes phishing?

A. Using an Internet address (URL) that closely resembles a well-known, legitimate
site

B. Sending unsolicited and often dishonest email messages
C. Attempting to trick individuals into revealing private information
D. Misrepresenting the origin address within an email message

12. What should you consider when assessing the value of online information you
encounter? (Choose two.)

A. The reputation of the source

B. Whether the information can be verified by third-party sources
C. The number of outbound links associated with the source
D.

The presence of proper website encryption
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Chapter 2
What Are Vulnerabilities and Threats?
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THE LPI SECURITY ESSENTIALS EXAM TOPICS COVERED IN THIS
CHAPTER INCLUDE THE FOLLOWING:
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Understanding of common security goals
Understanding of common roles in security
Understanding of common goals of attacks against IT systems and devices
Understanding of the concept of attribution and related issues
v 023.1 Hardware security
Understanding of the major components of a computer
Understanding of the smart devices and the Internet of Things (IoT)
Understanding of the security implications of physical access to a computer

Understanding of USB devices, device types, connections, and security
aspects

Understanding of Bluetooth devices, types, connections, and security aspects
Understanding of RFID devices types, connections, and security aspects
v 023.3 Malware
Understanding of the concepts of rootkit and remote access
v 024.1 Networks, network services and the Internet
Understanding of the concepts of cloud computing
v 024.2 Network and Internet security
Understanding of the concepts of traffic interception

Understanding of common security threats in the Internet along with
approaches of mitigation

v 024.3 Network encryption and anonymity
Awareness of cryptocurrencies and their anonymity aspects
v 025.2 Information confidentiality and secure communication
Securely handling of received email attachments

Sharing information securely and responsibly using email cloud shares and
messaging services

Using encrypted instant messaging
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The Basics: What Are We Trying to Accomplish Here?

Sometimes it's worth asking the dumb questions. And the dumber, the better. So, within the
context of information technology, just what is security? I suggest that your infrastructure is
secure when there are no people or processes with access to resources you don't want them
accessing; no software services or data collections that are vulnerable to unplanned outages;
no members of your technology community whose personal or professional privacy is
threatened; and nothing that will be permanently lost should—through failure, theft, or
malicious interference—your hardware suddenly go offline.

You could also say that a good set of security protocols ensures these four outcomes:

» Confidentiality: The privacy of any sensitive data and user information under your care
is protected.

» Integrity: The intended state of your data and services is uninterruptedly maintained
free of corruption and loss.

= Availability: The services you provide remain reliably available for on-demand
requests.

= Nonrepudiation: Any actions executed within your IT infrastructure can be definitively
traced to a recognizable author or account. This can be achieved by ensuring reliable
and complete records of all system events—including associated account identities—are
maintained. This is known as attribution.

With that out of the way, let's address some more dumb questions.

What Are Vulnerabilities and Threats?

Before we can move on to properly discuss how to secure your IT resources, we'll need to
understand exactly what we're up against. Let's begin by defining two more important
expressions: vulnerability and threat. A vulnerability is any misconfiguration, oversight, or
hole in your defenses that could allow a security breach. On their own, vulnerabilities aren't
necessarily a big deal. After all, even if you leave your front door open next to a busy street,
as long as no one actually comes in, you're in the clear. It's a problem only if the wrong
people notice.

But when it comes to digital resources, you should assume that any “open doors” will be
noticed—and noticed very quickly. I myself have seen log files on new servers report
intrusion attempts taking place already less than a minute after the initial launch. That makes
a good case for building a solid understanding of that other expression: the threat.

A technology threat is any action that aims to exploit a vulnerability, whether to cause harm
to your hardware or software infrastructure or to gain unauthorized access to protected data.
For our purposes, this includes damage or loss resulting from user error or buggy software.
From your organization's perspective, the perpetrator's good or bad intentions don't really
matter.
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As important as it is to understand the threats you face and how you can improve your digital
defenses, it's also critical to plan your incident response protocols. For a business or
organization, it's recommended to create some kind of response team with preset
responsibilities and special training and resources.

The term computer emergency response team (CERT) is actually registered as a trade and
service mark by Carnegie Mellon University. But they encourage variations of computer
security incident response team (CSIRT) to describe such a response team.

What Can Be Exploited?

Consider this: it's quite possible that your robot vacuum cleaner has an archive of the images
it used to map the inside of your home. It's equally possible that the vacuum—through its Wi-
Fi connection—is in regular communication with its manufacturer. How confident are you
that all that information isn't being intercepted along the way or stolen from the
manufacturer's servers—or even misused by the manufacturer itself?

And consider this: by default, your smart refrigerator probably advertises itself as a network
host, inviting anyone within range to come and join in with the coolness. Don't believe me?
Use a mobile device to scan for available Wi-Fi networks in any residential neighborhood,
and I'll bet you'll eventually see at least one network ID using the name of an appliance
manufacturer. Any device with a network connection is a possible candidate for attack and
exploit, and once an attacker gets inside the network, it's only a matter of time before the
attack expands to other—more valuable—connected devices.

Is your smart TV set watching you more than you're watching it? Do you have any idea how
much data your mobile devices are streaming outward—and who's receiving it all? Are your
laptop camera and microphone being accessed by processes running without your
knowledge, and do you know what's being recorded and where those recordings go? What
can your smart light bulbs and connected home door locks and alarms tell the world about
your home and personal behavior? Does a nasty stranger have as much—or more—control
over your thermostat than you? (Could that explain why your basement is always so cold in
the winter?)

With the growth of the Internet of Things (IoT), where cheap compute functionality is
embedded into the design of mass-produced commercial and industrial products, a single
configuration error at design time can have catastrophic repercussions down the line. Now
that the sheer numbers of connected devices running worldwide has already reached the
billions, there's almost no limit to the potential damage. Threat actors, for instance, have
already commandeered swarms of many thousands of compromised devices and deployed
their combined network and compute resources (known as botnets) against helpless third-
party targets.

None of which is to say that more traditional PCs and enterprise servers aren't just as
vulnerable to exploits. In fact, their added power and network connections make them juicier
targets, and the greater complexity of their operating system environment means that they're
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more likely to contain vulnerabilities you've missed. The bottom line is that, if they contain
silicon, they're probably open for attack. And if they're connected to the Internet, they're
probably vulnerable to one kind or another of remote execution attack (meaning, a remote
attacker who gains unauthorized access to your device and then executes unauthorized—and
malicious—processes).

Who's Doing the Exploiting?

Just who are the people who most threaten your IT infrastructure? Well, you and your
organization's team members probably present the greatest danger. That is, if you forget to
back up the valuable data on an old hard drive that subsequently fails, you're the one who's
responsible, right? Ditto for the USB drive that you left in your pants' pocket during its
journey through the laundry.

If you'd like a frightening illustration of just how many badly configured devices there are
out there, take a look at https://shodan.io. Shodan is a search engine that can help you
find Internet-connected servers and media devices. Searching Shodan for, say, webcam will
return information and links to thousands of connected webcams around the world. Many of
those results will include links allowing you to instantly view a live feed. That's not the end
of the world if the camera is aimed at the street in front of the owner's home, but if it's being
used as a baby monitor, well, let's just say that people shouldn't allow passwordless access to
such intimate views of their private lives.

But besides that, who are the most dangerous digital creatures out there?

= Governments: Law enforcement agencies can—Ilegally or otherwise—run intrusive
surveillance operations against individuals or organizations suspected of breaking the
law or that oppose an agency's agenda.

m Military Organizations: Infiltration and attack operations—like the USB-carried
Stuxnet worm first discovered in 2010—are often launched by state agencies to gather
intelligence or disable functionality within computer systems run by hostile entities.

m Corporations: Infiltrating the IT infrastructure of an industry competitor can provide a
commercial player with useful information and unfair early access to technology
advances.

= Political Parties: Anyone who doesn't yet know that political campaigns often access
sensitive information relating to their opponents simply hasn't been paying attention.
That access will, more often than not, involve illegal entry to private and protected data
storage systems.

m Scammers: Telephone and email scam operations will often try to get you to
unintentionally give up banking passwords or login access to your computer system.

= Hackers (Black Hat): These are individuals who discover and execute illegal entry into
private and protected digital infrastructure (alternatively referred to as crackers). A
script kiddie is someone who uses existing scripts and hacking tools to engage in
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cybercrimes.

= Hackers (White Hat): These are individuals who, for the benefit of infrastructure
owners, discover and (sometimes) execute illegal entry into private and protected digital
infrastructure. White hat hackers will normally alert owners and stakeholders to the
existence of vulnerabilities so they can avoid loss.

Why Do They Attack?

Having at least a general picture of what attackers stand to gain from their activities can
make it easier to organize your defense. “Know your enemy” and all that. Here are some
common motivations.

Identity Theft

In a world where you can do most of your banking and shopping from the privacy of your
own home, the credentials you use to identify yourself come to represent you at the most
personal level. To a large degree, the usernames and passwords you choose become “you,”
and their value rises to equal everything you own.

Why would people want to steal your identity? Sometimes it's because they can use that
identity to empty your bank accounts or lay claim to your property. In other cases, holding
your identity can be used as leverage to force—or extort—you to behave in ways that benefit
others. And it's not uncommon for a theft to serve the simple—and destructive—interest of
revenge. Destroying a victim's life is, for some people, enough of a motivation.

Data Exfiltration

Whether it's a commercial competitor eager to see your secret business plans, a foreign
nation's military interested in assessing your ability to defend yourself, or someone looking to
steal the unfinished manuscript of the newest Sybex book (or any other copyright-protected
content), if they want in, they'll have to break in. But breaking in won't be quite enough.
They'll also have to find a way to get the information they found back out again so the
attacker can read it.

That process is known as exfiltration. And you can be reasonably sure that, if you've got data
worth protecting, that someone, sometime is going to give exfiltration a try on you.

Resource Destruction

You can do a lot of damage by erasing the data on someone's website server. Even if they've
got backup copies of their application code and backend data, it'll still take time to put all the
pieces together and relaunch the service.

For some production models, a total outage lasting only a few hours can permanently destroy
the business. Imagine if a bank's website were to go offline for a few hours and then reappear
with the message that customers won't be able to access their accounts for at least a week
longer. Do you doubt that many customers would decide to take their banking business
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elsewhere?

Common Vulnerabilities

We're not going to talk about solutions here. That'll be the subject of the rest of the book. But
for the rest of this chapter, we are going to try to better understand some of the more common
vulnerabilities out there and the kinds of threats that can be used to exploit them.

Software Vulnerabilities

Whether you're a sysadmin responsible for hundreds of active devices or an end user with a
laptop and smartphone, it doesn't have to take much work to keep the software you're running
secure. But that doesn't mean enough people actually do it. Recovering from the chaos of an
attack will often reveal that the blame lies with a remarkably predictable list of root
problems.

The first—and perhaps most critical—is the presence of unpatched operating systems and
software packages. Linux distributions, for instance, include repository management tools—
such as ATP (Advanced Package Tool) and YUM (Yellowdog Updater, Modified)—that can
be set to automatically install security updates for all active packages. While it's true that the
Microsoft Windows upgrade process can sometimes be tiresome and even risky, nevertheless
it would be foolish not to update your software to the latest versions whenever they become
available. Such updates will, ideally, fix any recently discovered security holes. The costs of
not patching can be catastrophic.

It should be noted that patching won't prevent all malware damage. After all, software
vendors and anti-malware packages only protect you from threats they're already aware of.
But some vulnerabilities show up without any kind of warning. Such threats are known as
zero-day vulnerabilities.

Similarly, nation-state attackers with extraordinary access to resources and expertise will
sometimes deploy what are known as advanced persistent threats (APTs) against very
specific political, military, or commercial targets. These attacks are “persistent” in the sense
that they remain quiet and undetected within large networks for long periods of time while
closely monitoring ongoing activity. Once they've learned enough about their target's
operations, they'll launch their malicious payloads.

Perhaps, from a security perspective, the most important individual piece of software running
on a consumer PC is your web browser. Because it's the tool you use most to connect to the
Internet, it's also going to be the target of the most attacks. It's therefore important to make
sure you've incorporated the latest patches in the release version you've got installed and to
make sure you're using the most recent release version.

Besides not using unpatched browsers, you should also consider the possibility that, by
design, your browser itself might be spying on you. Remember, your browser knows
everywhere on the Internet you've been and everything you've done. And, through the use of
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objects like cookies (software files containing session metadata that web hosts store on your
computer so they'll be able to restore a previous session state), complete records of your
activities can be maintained.

Bear in mind that you “pay” for the right to use most browsers—along with many “free”
mobile apps—Dby being shown ads. Consider also that ad publishers like Google make most
of their money by targeting you with ads for the kinds of products you're likely to buy and, in
some cases, by selling your private data to third parties. So, when thinking about how you
really want your private data used, it might not be too farfetched to talk about a commercial
browser itself as a possible vulnerability.

You should be aware that many of your online activities can be tracked through your
browsers. Allowing websites to save cookies to your computers and extract even more
invasive browser fingerprinting information can make your website interactions more
convenient. But the trade-off is the streams of data that's invisibly sent from your computer to
remote services.

Privacy-focused browsers (like the Brave browser) are the most likely to block fingerprinting
attempts against your computer. Unless you're willing to avoid the Internet altogether, it's
unrealistic to expect perfect privacy in this context.

We couldn't leave our “greatest hits of dumb software vulnerabilities” list without mentioning
those people who fail to protect their devices—especially mobile devices that are left logged
into sensitive online accounts—with passwords and screen locks. Or, just as bad, those
people who insist on using weak and easy-to-guess passwords. Don't try to hide. You know
exactly who you are.

Hardware Vulnerabilities

What can go wrong with your hardware? Well, for one thing, all hardware will, sooner or
later, inevitably fail. But that's not specifically a security issue. There are, however, a couple
of things that should concern us here.

You should, for instance, protect your compute devices from physical attack. That could
mean making sure the door to a server room is locked or a boot-time Basic Input/Output
System (BIOS) or Unified Extensible Firmware Interface (UEFI) password is set. It could
also involve establishing policies for the use of USB data sticks (which can unknowingly be
used to introduce malware into a system) or installing security cameras and a protocol for
viewing and archiving the video feed.

You should also regularly monitor all your server and workstation hardware components.
Whether it's the computer processing unit (CPU), storage volumes, system and video
memory, or network adapters: unexpected usage patterns can indicate something suspicious
is going on.

For example, cryptocurrency miners (also known as cryptominers) enjoy illegally accessing
other people's computers and running resource-intensive mining operations so they can
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“earn” money verifying blockchain transactions. Even if such miners aren't directly interested
in damaging your property, they're certainly preventing you from taking full advantage of
your resources and quite possibly running up significant usage costs.

Bioware Vulnerabilities

The elephant in the room when it comes to IT security is the people in the room. Everything
would probably go far more smoothly if we didn't have to allow for human interference. But
given that we won't be eliminating humans any time soon, you should prepare by properly
educating your users (and yourself) to act responsibly around your digital infrastructure.

This includes remaining up-to-date on the latest phone and email scams that are being
launched against your part of the world or your particular industry. It will also mean
increasing awareness of the way you talk about your technology use in public, especially via
social media posts: you never know who's paying attention. An informed technology user is a
much safer technology user.

In particular, you should make sure your users understand how oversharing information
through social media posts, emails, messaging platforms, and file sharing tools can result in
harm to themselves or your organization. As we'll soon see, data and information transfers
should, wherever possible, be protected by encryption and access controls. We'll talk much
more about encryption in Chapters 5 and 6.

Next, I'll introduce you to some particularly serious threat categories.

Digital Espionage

As you read earlier, all kinds of people and organizations may be watching you carefully for
the opportunity to get a piece of what you have. Whether it's a foreign government or some
guy with a laptop parked out in front of your house, it's good to be aware of the items on the
digital dinner menu they're working from.

USB Devices

Have you ever passed one of those USB flash drives lying abandoned on the sidewalk? It
could be someone's wedding pictures, and you'd be doing them a big favor by plugging it in
and looking for some contact information. But it could also be a booby trap loaded with
malware that just can't wait to be activated and let loose on your computer.

Remember Stuxnet? That was the software worm created using the resources and ingenuity
of a couple of national security agencies and used to physically destroy centrifuges being
used for an Iranian nuclear program. How did the worm get so deep into the system? It was
apparently carried in on a simple USB drive. So, treat stuff you find on the street with
suspicion.

Backdoors
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A backdoor is an undocumented (and, often, unauthorized) method of accessing a compute
device. Device and software manufacturers might include backdoors for perfectly legitimate
reasons: to give support teams a way to access and administrate a malfunctioning server, for
instance. But they can also be used to let criminals in to work against the interests of the
device owners.

Law enforcement organizations of a number of governments have, in recent years, sparked
controversy by demanding that application developers and device makers include ways for
official agencies to bypass encryption and other security protections. The idea is that
criminals and terrorists have used encryption to evade detection, creating a legitimate public
interest in giving governments greater power to watch them. On the other hand, since it's
only a matter of time before the wrong people learn about them, the very existence of
backdoors makes all computers and all software less secure for everyone—including
upstanding, law-abiding citizens like you.

This isn't a debate that any one of us can resolve on our own, but you should definitely
consider the possibility that the technology you're planning to use comes with one or more
security compromises.

Wireless Entry Points

Times change. We live in a wireless (and virtualized) world now. Many young sysadmins
will never experience the joys of pulling network cable through drop ceilings and between
walls. I personally can't honestly say I miss it. But all this wireless connectivity comes with a
price: anything that's more convenient for you is going to be just as convenient for someone
trying to attack you. Sometimes the attack will involve an unauthorized login to one of your
devices, and sometimes it'll be someone pulling data from your device. But either way, you
don't want to leave any room for wireless misuse. Here are some technologies that will need
monitoring:

Wi-Fi Networks of local compute devices are often connected using variations of the
IEEE 802.11 wireless standard. The problem is that data communicated across Wi-Fi
networks that aren't secured through the use of a modern and secure encryption method
is visible to any other network users. This has, over time, been the cause of significant
data loss. You should be especially careful before connecting to public Wi-Fi networks.

Radio-Frequency Identification (RFID) A small amount of data can be embedded in
special tags that can then be attached to documents (like passports), retail products,
tools, animals, or even people. The technology (part of the near-field communication
[NFC] protocols) permits easy and inexpensive tracking of inventory and document
movement, but it can also permit leakage of important and sensitive information. While
progress is being made to tighten the privacy of RFID-carried data, you should remain
aware of all issues related to their use.

Bluetooth You may never have used them yourself, but I'm sure you've seen people
with strange devices growing from one ear walking around and talking to themselves.
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They are, of course, communicating with the mobile phones in their pockets or pouches
through a Bluetooth wireless connection. While at this point the technology is mature,
there have historically been security concerns where outsiders have managed to include
themselves in a Bluetooth connection.

Cellular Networks Vast amounts of all kinds of data are now transmitted across the
wireless networks used by cell phones. There are currently three standards of cell
technology in use: third generation (3G), fourth generation (4G), and, in the process of
implementation, fifth generation (5G). You should probably never consider a cellular
connection completely secure and confidential. There have, in particular, been concerns
about the possibility of hostile government-sponsored backdoors secretly embedded in
5G networking equipment designed for use in mass surveillance programs.

Stolen Credentials

As you've already seen, everything you are and have is often represented by the credentials
you use to log into online healthcare, financial, and data services. So, you'll definitely want to
protect those credentials from exposure and misuse. An important first step is to be aware of
the biggest (and most frightening) threats out there.

Data Breaches

Was your credit card and account information among the millions of Target retail accounts
that were exposed in an infamous 2013 data breach? How about the login credentials to your
LinkedIn account; were they among the 164 million involved in LinkedIn's 2016 exposure?
Or perhaps your account was one of the three billion (yes: billion) Yahoo accounts that were
compromised in 2013 or one of the half a billion Marriott/Starwood hotel accounts hit in
2018. Worried about your credit rating? You should definitely be concerned if yours was
among the 145 million accounts caught up in Equifax's 2017 breach.

Companies of all sizes have struggled to protect their users' private data, but it's an uphill
journey. As an end user of one sort or another, it's your job to protect yourself as best you
can. One important step, as you'll learn later in the book, is to never reuse a single password
across multiple accounts.

Your next best defense is to regularly check to see if any of your accounts have been included
in real-world breaches. The most efficient way to do that is by signing up with Troy Hunt's
free https://haveibeenpwned.conm site to track the presence of your email address or
passwords in known breaches. Why not head over to that site right now and check the status
of your addresses and passwords?

Legal, business, and moral obligations require victims of data breaches to quickly disclose
news of any attack to both regulatory authorities and impacted customers. This is critical so
that effective responses can be immediately initiated to protect everyone's privacy and
financial integrity as much as possible. Failure to properly disclose a breach will often lead to
much greater losses of professional integrity and business stability down the line.
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Identity Theft (Besides Breaches)

To a large degree, the big data breaches are out of your control: it's not your fault that some
Equifax admin didn't bother patching a package on the server. But there's certainly a lot you
can do to protect your identity from exposure. The trick is to make it harder for the bad guys
to get your credentials. We're going to talk about these in much greater detail later in the
book, but you should understand how to avoid the following:

Using Weak Passwords Good passwords are long and complicated and don't reflect
any knowable details about your personal life (like your birthday). Ideally, passwords
should be supplemented by a form of multifactor authentication (MFA).

Phishing/Social Engineering Attacks Scammers often use email messages, online
advertisements (adware), or phone calls to trick people into disclosing authentication
credentials. Learn how to recognize and avoid such attempts.

Open-Source Intelligence (OSINT) Breaches Social media posts, company
websites, and even job ads can reveal more than you realize about yourself and your
organization. Audit what can be learned about you from publicly available information
and learn how to avoid generating the kinds of information that can expose too much.

Malware

Malware (short for “malicious software”) is any software that includes functionality designed
to harm the target device or network. Malware packages can be introduced to a system
through email attachments, by loading scripts in a browser as part of a web page (often
referred to as a trojan horse, since, like the wooden horse sent by the Greeks besieging Troy,
the dangerous script is delivered as part of what otherwise looks like a useful website), or
through physical insertion via something like a USB flash drive.

( 2\

9TE
Persistent rumors that malware can be transmitted by angry thoughts and

insensitivity toward overworked and underpaid sysadmins are simply unfounded (but
you can never be too careful).

A J

Malware is often designed to open secondary access routes to the system that the creators can
use to extract important data. A malware package might, for example, install a keylogging
program that will record all of a user's keystrokes, permitting the discovery of sensitive
information such as user logins and passwords. Microphones and webcams could also be
hijacked, allowing full recording of events occurring in the room with the device.

Malware packages often include rootkits, which work automatically at the system level to
protect the illegal operations from detection and removal. Rootkits can also create new
backdoors, through which full remote administration sessions can be launched. These
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sessions can be used to fully control the host machine in order to change local software
configurations and remove private data.

One particularly nasty class of malware is known as ransomware, where a script is used to
encrypt all or much of the data on the system. When victims next try to log into the OS,
they're shown a pop-up demanding a large ransom payment in cryptocurrency before the
encryption will be removed. Many large business and government organizations have been
hit by such ransomware in recent years, and some have been forced to pay hundreds of
thousands of dollars to recover critical systems. You should, however, be aware of these
important facts:

m Since we're talking about criminals, there's no guarantee that paying the ransom will
actually result in regaining access.

m Some ransomware attacks can be successfully decrypted at no charge using services
providing by security companies like Kasperksy (https://noransom.kaspersky.com).

® You can avoid the devastation and costs of most ransomware attacks by simply ensuring
that your important data is properly backed up in multiple off-site archives. If you're hit
with an attack, you can simply rebuild your system using your backed up data.

m Even better, you should be careful to only load online resources that you know are safe.

Cryptocurrencies are a kind of distributed, secure, and encrypted digital currency that can be
used to engage in commerce without exposing your identity and important personal
information. Generating cryptocurrencies requires an increased need to validate transactions
by generating tokens known as hashes. Since generating hashes requires so much expensive
and power-consuming compute time, some “cryptominers” will, as briefly mentioned earlier,
hijack remote computers to use as servers, “earning” payments for the hashes they produce.

Besides that you really don't want unauthorized operations running on your equipment, the
mining can consume all of your system resources and generate enormous electricity bills.
You'll want to monitor your systems (and utility bills) for this kind of activity.

Network-Based Attacks

It's sometimes possible for outsiders to gain illegal access to your data without technically
launching an “attack” at all. All they need is a presence on a network being used to transmit
the files or packets without encryption. Since unencrypted data is sent across a network in
plain text, an “attacker” could use a packet analyzer (like Wireshark) to “sniff” what's
moving back and forth and rebuild it into its original format.

You certainly don't want anything to do with that kind of trouble. But there's more darkness
lurking out there in your network.

Man-in-the-Middle Attacks
It's possible that individuals on a network could intercept a transmission sequence and alter
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some or all of the packets moving back and forth before allowing them to reach their
destination. They might, for example, use this technique to misdirect a browser to a fake
bank website rather than the real one and then record the login details the user enters. This
kind of attack is known as a man-in-the-middle attack.

Denial-of-Service and Distributed Denial-of-Service Attacks

A determined attacker can bring down your website even without gaining access to the
server. Denial-of-service (DoS) attacks direct a flood of resource requests at a web service,
taking up so much of the server's resources, that it's got nothing left to serve legitimate
clients. In 2019, for instance, such an attack was launched against the server behind the free
image archive openclipart.org. The attack took the entire operation offline for months,
leaving their chances of ever recovering in doubt.

Because generating enough spurious requests to successfully take down a large site can be
beyond the capabilities of a single attacker, some attacks will harness third-party compute
devices through which still more requests can be sent. By “third-party” I mean servers, PCs,
and IoT devices that have been hijacked and turned into “zombies” that effectively become
slaves to the attacker's direction. Groups of such zombies are sometimes referred to as
botnets. When attacks incorporate such grouped resources, they're known as DDoS attacks.

Denial-of-service attacks can be blocked using clever firewalling techniques. Large cloud
providers have the means and expertise to offer enterprise-strength DDoS protection.
Amazon Web Service's AWS Shield is one good example.

Network Routing Attacks

Computer networks are run on a complex set of routing rules. How, when, and where a
particular packet will be sent is determined by established protocols like the Transmission
Control Protocol/Internet Protocol (TCP/IP), the Address Resolution Protocol (ARP), and the
Dynamic Host Configuration Protocol (DHCP). But a protocol is just a protocol, and there's
always someone trying to work out new ways to fool the software that's using it.

So, be on the lookout for a whole toy box full of charming data theft terrors like ARP
spoofing (where false IP address/host relationships are inserted into a network's ARP table),
MAC flooding (where data can be “flushed” out of a managed network switch, exposing
sensitive routing data), and switch spoofing (where an attacking device can pretend to be a
trunking switch within a network and thereby gain the trust of legitimate network switches).

Cloud Computing and Digital Security

At its core, cloud computing is really nothing more than using the compute, networking, and
storage resources of a remote platform rather than your own for your applications and data.
The key structural difference is that cloud platforms normally bill on a pay-as-you-go basis,
while you're on the hook for significant up-front costs for your local deployments.
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My AWS Certified Cloud Practitioner Study Guide book (co-authored with Ben Piper and
published by Wiley/Sybex) includes a more complete introduction to how cloud computing
works. Within the context of this book, I would point out that the big cloud providers like
Amazon Web Services (AWS) and Microsoft's Azure have the money and experience to
handle security and reliability just as well as you—and likely a lot better.

You should be aware of a number of cloud service paradigms.

» Infrastructure-as-a-service (1aaS) tools like AWS Elastic Compute Cloud and Azure
compute services provide virtual versions of traditional bare-metal servers. IaaS services
allow you to rent the use of compute units at any scale necessary. You are responsible
for maintaining the operating system and any software packages running on your server
instances.

m Platform-as-a-service (PaaS) offerings provide a carefully defined and curated base
resource stack that can simplify your own application deployments. Examples of PaaS
platforms include the AWS Elastic Beanstalk service, where you upload the code for a
new application and the OS and other software requirements are provided and managed
by the platform.

m Software-as-a-service (SaaS) utilities typically deliver services to end users. Google's
Workspace, for instance, provides organizations with a full managed suite of email,
document sharing, and business communication tools.

Summary

Technology security ensures that your IT resources are protected from unauthorized access
and your users' privacy is maintained.

Secure IT practices include being informed about existing and emerging threats as they relate
to software, hardware, and various methods used by email or telephone scammers.

Badly configured networks and Internet connections are responsible for many—if not most—
serious attacks causing data loss.

Even a basic understanding of the kinds of malware threats you're likely to face can help you
adjust your online behavior to more effectively protect yourself.

Exam Essentials

Define vulnerability and threat. An IT vulnerability is a software or hardware state that,
if exploited, would allow dangerous and unauthorized access to your infrastructure. A threat
is any possible exploit of a vulnerability.

Understand the “big picture” of the security landscape. It's important to know what
kinds of devices can face threats, who has an interest in attacking you, and what they would
like to accomplish.
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Be familiar with the major threat categories. Threat actors are likely to be after one of
these three goals: identify theft (probably leading to some kind of property theft), data
exfiltration, and resource destruction.

Be familiar with common software vulnerabilities. Never run devices with unpatched
and out-of-date software installed. This is especially true for any web browsers you're using.

Understand the tools and vulnerabilities used by digital spies. Hostile spying attacks

can utilize cheap mobile storage devices (USB flash drives), existing hardware or software
backdoors, and badly configured wireless networks to penetrate your networks and access

your resources.

Understand how vulnerable users' identities are in a connected world. Many of the
credentials you use to access online and even local services are likely to be compromised
either by data breaches of service providers or through careless exposure of private
information.

Understand various categories of malware. You should understand how malware threats
such as trojan horses, keyloggers, rootkits, and ransomware work (and, of course, how you
can protect yourself).

Understand the basic principles of cloud computing. Many, if not most, software
applications are currently hosted on platforms owned by public cloud providers like AWS
and Azure. laaS, SaaS, and PaaS are three of the most common deployment models in use
within cloud environments.

Understand various categories of network-based attacks. Network transmissions can be
disrupted by man-in-the-middle attacks, public-facing services can be effectively shut down
by denial-of-service attacks, and the data sent through network routing tools can often be
exposed to unauthorized eyes.

Review Questions

1. Which of the following are among the primary goals of well-designed information
security protocols? (Choose two.)

A. Cost savings

B. Nonrepudiation

C. Application efficiency
D. Confidentiality

2. Which of the following goals is focused on tracking the origins and authors of all
processes run within an IT environment?

A. Network firewalling
B. Application availability
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C. Nonrepudiation
D. Malware detection
3. Within the context of IT security, what best describes a “vulnerability”?
A. A hole in your software or physical defences that could allow a security breach
B. An action that aims to cause harm to your hardware or software infrastructure
C. A data store containing sensitive and hard-to-replace information
D. An external entity with an incentive to disable your IT infrastructure
4. Which of the following best describes the Internet of Things (IoT)?
A. Compute devices issued private network IP addresses.
B. Mass-produced networked compute devices that regularly exchange data.

C. Multiple simple systems combined as part of the operation of complex
environments (like cars or buildings).

D. It's just a fancy way of describing the Internet.
5. Which of the following are common motivations behind DDoS attacks? (Select two.)
A. Data exfiltration
B. Network connection disruption
C. Resource destruction
D. Identity theft

6. What is the most significant and common potential vulnerability that could be
associated with an unpatched web browser? (Choose two.)

A. The use of untrusted websites
B. The use of weak and overused passwords
C. Unauthorized access to your system resources
D. The unexpected visibility of your browsing history and data
7. What measures can you take to control physical access to your servers? (Select two.)
A. Set appropriate firewall rules on your network.
B. Set a BIOS/UEFI password.
C. Install secure locks to the rooms where computers are running.
D. Ensure the hardware you're using is recent and up-to-date.

8. For which of the following software packages are you responsible for applying regular
patches? (Select three.)
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Web browsers

PC operating systems

0w >

Online software services
D. Mobile device operating systems

9. What can be done to reduce your organization's exposure to external attack? (Select
two.)

A. Train your team about the latest phishing scams.

B. Train your team to watch for strange behavior among their colleagues.
C. Train your team on the effective use of your business applications.

D. Train your team about responsible use of social media.

10. Which of the following technologies could be vulnerable to exposure of your private
and sensitive data through rogue wireless sniffers? (Select two.)

A. RFID tags
B. USB storage devices
C. 4G mobile network devices
D. Ethernet
11. Which of the following best describes a “backdoor” vulnerability?
A. An undocumented method of accessing a compute device
B. An unadvertised Wi-Fi host network
C. A server without a password protecting its BIOS/UEFI boot process
D. A server protected by an unconfigured firewall

12. Which of the following is a justification used by public security agencies for
maintaining access “backdoors” in all mass market computing devices?

A. To ensure that all legitimate server activities are properly secured

B. To prevent organized criminals from blocking government surveillance of their
illegal activities

C. To properly secure both ends of all connections between consumer devices and
government servers

D. To monitor bugs and vulnerabilities in mass market devices

13. Which of the following are important and practical steps in protecting you from the
impact of large public credentials leaks? (Choose three.)

A. Use a password vault to generate and safely store strong passwords.

https://t.me/learningnets



B. Avoid using online e-commerce and banking sites.

C. Never reuse passwords across multiple accounts.

D. Regularly monitor online collections of leaked password/email combinations.
14. How are “phishing attacks” used as part of credential theft?

A. Phishing attacks use Al-generated data snippets to penetrate a network's outer
defenses.

B. Phishing attacks flood target accounts with possible login/passwords until they
chance on the right combination.

C. Phishing attacks can fool targeted users into revealing personal information to
dangerous people.

D. Phishing attacks sniff network packets and attempt to rebuild credential sets from
the captured data.

15. In what ways are OSINT breaches different from phishing attacks? (Select two.)

A. OSINT efforts involve physical access to your compute environment while
phishing can be executed remotely.

B. OSINT breaches occur among publicly available sources, while phishing attacks
target information from private sources.

C. OSINT is a counter-crime process and is not an attack at all.

D. Technically, OSINT gathering doesn't require the breaking of any privacy laws,
while the act of phishing is, generally, criminal.

16. Which of the following best describes “ransomware”?

A. Malicious software quietly disables local anti-malware software running on the
victim's computer.

B. Malicious software is surreptitiously installed on a computer where it proceeds to
delete the local data.

C. The victim's computer is breached, and all or much of its data is encrypted, denying
the owner access.

D. Cryptocurrency mining operations are surreptitiously run on the victim's computer,
using local power and compute resources.

17. Which of the following are effective in combating ransomware attacks? (Select two.)
A. Maintaining complete and up-to-date backups of your critical data
B. Signing up for online ransomware prevention services

C. Carefully following the on-screen instructions sent by the ransomware authors
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D. Working with online and law enforcement organizations to decrypt your impacted
data

18. Which of the following can be used by criminals in direct support of their distributed
denial-of-service (DDoS) attacks? (Select two.)

A. Artificial intelligence software designed to explore infected systems looking for
valuable data

B. Badly designed Internet of Things networks
C. Scripts built to destroy remote file systems

D. Network-connected compute devices with poorly configured access and
authentication settings

19. Which of the following are attack methods aimed specifically at network protocols?
(Select two.)

A. ARP spoofing
B. MAC flooding
C. Phishing
D. Social engineering
20. In IT security terms, what is a zombie?
A. A firewall that's configured to misdirect network traffic for illegal purposes

B. A compute device whose resources have been hijacked as part of an attack against
a third party

C. A compute device whose operating system has failed, leaving it in a permanent
state of sleep

D. A human administrator who logs out of a server console without authorization

https://t.me/learningnets



Chapter 3
Controlling Access to Your Assets

Vs

THE LPI SECURITY ESSENTIALS EXAM TOPICS COVERED IN THIS
CHAPTER INCLUDE THE FOLLOWING:

v 023.1 Hardware security
Awareness of Trusted Computing

Understanding of USB devices devices types, connections, and security
aspects

v 023.2 Application security
Understanding of common types of software

Understanding of various sources for applications and ways to securely
procure and install software

Understanding of updates for firmware, operating systems, and applications
Understanding of sources for mobile applications
Understanding of common security vulnerabilities in software
Understanding of the concepts of local protective software

v 023.3 Malware
Understanding of common types of malware
Understanding of virus and malware scanners

Awareness of the risk of malware used for spying, data exfiltration, and
address books copies

v 025.1 Identity and authentication
Understanding of the concepts of digital identities
Understanding of the concepts of authentication, authorization, and accounting

Understanding of the characteristics of secure passwords (e.g., length, special
characters, change frequencies, complexity)

Using a password manager

Understanding of the concepts of security questions and account recovery
tools

Understanding of the concepts of multifactor authentication (MFA), including
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common factors

Understanding of the concepts of single sign-on (SSO) and social media logins
Understanding of the role of email accounts for I'T security

Understanding of how passwords are stored in online services

Understanding of common attacks against passwords

Monitoring personal accounts for password leaks (e.g., search engine alerts for
usernames and password leak checkers)
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After working through the first couple of chapters, you should be pretty clear about the kinds
of threats that you and your digital infrastructure face. Now it's time to get down to the
serious business of protecting yourself. There are, in the big picture, two parts to this
protection. Prevention involves hardening your defenses to keep the lurking monsters out.
Mitigation is the fine art of limiting the scope of a successful attack and reducing the actual
harm that's done.

The remaining chapters of the book will cover those two themes. Prevention, you'll learn, is
designed to make it harder for the wrong people to do the following:

m Get their hands—or eyes—on your equipment.
m Acquire and read the contents of your private data.
m Insert themselves into your private network connections.

Mitigation, on the other hand, ensures that you won't lose everything even if the enemy does
get past the gate. For this, you'll do the following:

m Configure full, regular, and reliable data backups.
» Install internal monitoring systems that will alert you to intrusions.

m Design your system with the highest possible resource isolation.

Controlling Physical Access

We'll begin with the most obvious protection of all: making sure your hardware remains
secure and under your complete control. To get you there, this chapter will cover the things
you should do to protect your compute activities, the ways passwords should (and should
not) be used for effective authentication, how you can fine-tune who gets access to which
individual resources on your systems, how you can control the way your resources are
accessed through network connections, and how to fix problems introduced by using third-
party software packages.

Understanding Your Devices

Before learning to protect your physical compute infrastructure, it's probably worthwhile to
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spend a few moments making sure you clearly understand the basics. By “basics,” I mean the
core components that make up an actual computer. After all, you can't properly protect what
you don't understand, right?

How Compute Works

The “compute” part of a computer is the central processing unit (CPU). This is the device
that actually executes most of the arithmetic, input/output, logic, and control operations
needed to make stuff happen. For most of us, the only thing we have to know about CPUs is
how quickly and efficiently they can execute on behalf of the applications we want to run. So
before making a purchase decision, we'll read up on processor speed (measured in gigahertz
[GHz]), number of cores (eight is nice to have these days), and architecture (32- or 64-bit—
although 32-bit hasn't been all that useful for a very long time).

What do CPUs have to do with security? As it turns out, much more than most of us would
have guessed even a few years ago. Recently discovered vulnerabilities (like Spectre and
Meltdown) in some high-end Intel chips, for instance, have been shown to potentially expose
private data on a server to unauthorized access. Depending on your workload, cautious and
responsible admins may adapt the way they use their CPUs in production environments.

How Memory Works

The primary resource used for storing application data as it's being used by your system is
random-access memory (RAM). By and large, the faster and more reliable your RAM
modules are—and the more of it you have installed—the better performance you'll enjoy
from your computer. Are there any RAM-based security threats? Unfortunately, there are. It
can, for instance, be possible to retrieve session data from a RAM module by booting it to a
second OS. This is known as a cold boot attack. It's also sometimes possible to access
sensitive data through the contents of a system's swap file.

Data that's meant to be persistent isn't stored on RAM modules or even in virtual memory
SWAP files, but in permanent partitions on physical storage drives. Such drives might use
magnetic media to store your data or, more recently on faster and denser solid-state media.
Considering that pretty much all the digital data created and consumed throughout the world
is stored on a drive of one kind or another, maintaining physical security for your devices is a
significant responsibility.

How Storage Works

What may not always be obvious is the need to worry about your storage drives even once
you're done with them. Just because they're too slow or haven't got the capacity to meet your
current needs doesn't mean that someone, somewhere won't be motivated to plug it in to see
if there's anything of value. Studies have shown that an alarming number of discarded and
after-market drives contain undeleted data.

How Peripherals (Might Not) Work
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If all that hasn't raised your blood pressure, just consider the fact that even your keyboard and
mouse might be spilling your secrets for the world to see. Proof-of-concept attacks have
managed to record the activities of wireless peripherals. And I'm not even going to mention
the problem of network printers. Except that I just did mention it. So sorry.

Understanding Trusted Computing

Many hardware manufacturers now ship computer motherboards with a microcontroller
known as a Trusted Platform Module (TPM). These modules can be used to prevent
nontrusted software from running or even booting on the system. The goal was to protect
users from dangerous software using a platform that, because it's immutable, cannot itself be
corrupted by malware.

However, the technology hasn't always been well received. There are concerns that a TPM
platform could itself be designed to undermine the privacy and reliability of legitimate
systems. TPM has also prevented important software—Ilike some Linux releases—from
being installed in the first place. And TPM is sometimes seen as limiting the control users
have over their own hardware.

The way you interact with TPM should reflect your specific needs and risk assessments.

Protecting Your Devices

Everything that happens on the devices you own should happen because you want it to.
Processes should execute only because you stand to gain from the results. Data should be
written and read only when it furthers your goals. Accounts should exist only for the users
you want to be there.

But is there any way to ensure that yours are really the goals being served on your machines?
Besides the obvious stuff like not leaving your phone or laptop in unprotected spaces (like an
unlocked car) and restricting entry to buildings and rooms containing expensive servers, here
are some other important considerations.

Who Else Is Watching?

Have you spent some happy time productively clicking away on your keyboard over the past
few hours? Did you type in passwords or other sensitive information during that session?
Was anyone watching? No? Are you absolutely sure about that? You might be surprised how
often “shoulder surfers” quietly wander around behind computer users in an office or other
public setting, subtly watching and noting your login and password information.

But you should be even more concerned about the possible presence of surveillance cameras.
There has been no shortage of frightening reports involving the use of cheap and easy-to-hide
wireless cameras over the past years. They've been found installed within sight of point-of-
sale (POS) terminals (perfectly positioned to capture your fingers as you enter a credit card
PIN) and in hotel rooms (perfectly positioned to capture everything you do).

Unfortunately, you need to be worried about all those possibilities, remaining constantly
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aware of your environment, who might be traveling through it, and what devices might be
illegally watching you. Periodic glances around the room won't hurt, and visually scanning a
new room for suspicious-looking devices at ceiling level is also a good idea.

But even if you're all alone in your own home and you know there are no rogue cameras
installed, you're not off the hook yet. If there's keystroke logging software installed on your
OS, everything you type—including banking passwords—may be recorded and transferred to
just about any place on the planet. Such software could, in theory at least, come installed on
new factory-provided systems. But it may also be installed later by any hacker who has
enjoyed even the briefest access to your unprotected system.

There are, in general, three steps to protecting yourself from keystroke loggers (or from
keyboard tracking, as it's sometimes known):

m Carefully guard access routes to your computer. If they can't get to it, they won't be able
to install anything.

» Install and properly configure anti-malware software and make sure it's set to scan for
keyboard loggers.

m Whenever possible, use only an OS that was built by installing a clean copy onto a
properly sanitized, empty storage volume. This will obviously be much easier if your
OS is one version or another of Linux.

Finally, protect your devices whenever you step away by locking your screen and requiring a
password to unlock it. Once you get in the habit, it'll be painless.

The Problem with USB Devices

Portable storage devices (also known as flash drives and data sticks) using the Universal
Serial Bus (USB) standard are great for inexpensively and conveniently moving relatively
large amounts of data from place to place. Unfortunately, they're also great for inexpensively
and conveniently moving relatively large amounts of data from place to place. The
“unfortunate” bit is due to how easy it is for someone to use such a device to do some serious
damage when it's plugged into someone else's computer.

Perhaps the easiest USB attack to execute makes use of a Live Linux session. Many Linux
distributions allow you to write the OS image to a USB drive in a way that, when you boot a
computer with the drive plugged in, you're given the option to “try Linux without installing.”
Such a live session gives you a fully functional Linux experience without needing to touch
the software installed on th