2. Network Traffic & Flow
Analysis

Data Link Layer

Ethernet 802.3

ARP Attacks & Detection

¢ The so-called gratuitous ARP requests and responses are also possible, and
they are usually abused by attackers.

+ Gratuitous ARP request: It is a request packet where the source and
destination IP are set with the IP of the machine that is issuing the packet
and the destination MAC is the broadcast address.

¢ Gratuitous ARP may be useful to detect IP conflict or simply inform other
hosts/switches of a MAC address in the network, but attackers can also use
these packets to mount ARP poisoning attacks.

Normal Gratuitous ARP

‘ Make sure the MAC address is legit / belongs to your organization

v Address Resolution Protocol (request/gratuitous ARP)
Hardware type: Ethernet (1)

Protocol type: IP (0x0800)

Hardware size: 6

Protocol size: 4

Opcode: request (1)

[Is gratuitous: True]

Sender MAC address: 00:50:56:c0:00:01 (00:50:56:c0:00:01)
Sender IP address: 192.168.11.200 (192.168.11.208)
[Target MAC address: 00:50:56:c0:00:01 (08:50:56:c0:00:01)
Target IP address: 192.168.11.200 (192,168.11.200)
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Attacker-crafted Gratuitous ARP

| Locks like a crafted/illegitimate MAC address
|

v Address Resolution Protocol (request/gratuitous ARP)

Hardware type: Ethernet (1)

Protocol type: IP (0x0800)

Hardware size: 6

Protocol size: 4

Opcode: request (1)

[Is gratuitous: Truel

Sender MAC address: aa:bb:cc:dd:ee:ff (3a:bb:cc:dd:ee:ff

Sender IP address: 192.168,11.200 (192,168.11,200)
: aa:bb:cc:dd:ee: :dd:

¢ Gratuitous ARP reply: It is an ARP reply that has been sent without being
requested. (usually malicious)

Tips regarding normal and suspicious ARP traffic.

+ Normal: ARP broadcasts are normal from both clients and servers, including
network devices at a reasonable flow.

¢ Suspicious: Tens, hundreds, or even thousands of ARP broadcast messages
within a small time window

MNo. Time Source Destination Protocol Length Info
162580056 i e T oT ol Broadcast Al alfs] l
16 61.164533730 b2:fe:ed:db:02:32 Broadcast ARP 42 Who has 172.16.5.27 Tell 172.16.5.67
17 61.166589500 b2:fe:ed:db:02:32 Broadcast ARP 42 who has 172.16.5.37 Tell 172.16.5.67
18 61.171696684 b2:fe:ed:db:02:32 Broadcast ARP 42 who has 172.16.5.47 Tell 172.16.5.67
19 61,173595193 b2:fe:ed:db:02:32 Broadcast ARP 42 Who has 172.16.5.57 Tell 172.16.5.67
20 61.175482595 b2:fe:ed:db:02:32 Broadcast ARP 42 Who has 172.16.5.67 Tell 172.16.5.67
21 61.177434405 b2:fe:ed:db:02:32 Broadcast ARP 42 Who has 172.16.5.7? Tell 172.16.5.67
22 61.179428423 b2:fe:ed:db:02:32 Broadcast ARP 42 who has 172.16.5.87 Tell 172.16.5.67
23 61.181401311 b2:fe:ed:db:02:32 Broadcast ARP 42 Who has 172.16.5.97 Tell 172.16.5.67
24 61 183387692 b2:fe:ed:db:02:32 Broadcast ARP 42 who has 172.16,5.107 Tell 172,16,5.67
25 61.185470650 b2:fe:ed:db:02:32 Broadcast ARP 42 Who has 172.16.5.117 Tell 172.16.5.67
26 61.187379238 b2:fe:ed:db:02:32 Broadcast ARP 42 who has 172.16.5.127 Tell 172.16.5.57
27 61.189625522 b2:fe:ed:db:02:32 Broadcast ARP 42 Who has 172.16.5.13?7 Tell 172.16.5.67
28 61 191455482 b2:fe:ed:db:02:32 Broadcast ARP 42 who has 172.16.5.147 Tell 172.16.5.67
20 61,193387656 b2:fe:ed:db;02;32 Broadcast ARP 42 Who has 172.16.5.157 Tell 172 ,16,5.67
30 61.195423342 b2:fe:ed:db:02:32 Broadcast ARP 42 who has 172.16.5.167 Tell 172.16.5.67
31 61.197387752 b2:fe:ed:db:02:32 Broadcast ARP 42 Wwho has 172.16.5.177 Tell 172.16.5.67
32 61.199389322 b2:fe:ed:db:02:32 Broadcast ARP 42 who has 172.16.5.187 Tell 172.16.5.67
33 61,201395568 b2:fe:ed:db:02:32 Broadcast ARP 42 Who has 172.16.5.197 Tell 172.16.5.67
34 61.203388474 b2:fe:ed:db:02:32 Broadcast ARP 42 Who has 172.16.5.207 Tell 172.16.5.67

ARP poisoning (between two communication peers into a local
network)

¢ ARP poisoning can be exploited to add fake information between
+ The following are the steps for a successful attack (ARP Poisoning):

1. M would pretend to be B to A: it will send a gratuitous ARP reply with the pair:
IP_B->MAC_M
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2. M would pretend to be A to B: it will send a gratuitous ARP reply with the pair:
IP_A->MAC_M

Fake IP/MAC Fake IP/MAC
= pairs pairs
Server (A) Attacker (M) Victim (B)

o Because of the TTL in hosts ARP caches, an attacker would need to send these
packets at intervals lower than the timeout (usually every 30 seconds is a good
choice).

+ Once the gratuitous ARP packet is sent, B's ARP cache gets poisoned with the
entry: 1p_a-=nac_m . Next time B wants to send a packet to A, it will be
forwarded to M. (The same thing happens against A.)

ARP Cache Victim (B) @

T
FEEAL| — TR v

MAC_G

Server (A) Victim (B)

Gratuitous ARP Packet

MAC:  MAC_M

IP: IP_A

Attacker (M)

¢ Another gratuitous ARP with correct values would restore the correct values
after the sniffing is completed

ARP poisoning (between local host and remote host)

+ When a host in a LAN wants to send packets to hosts outside the LAN, it uses
the default gateway.

e The default gateway MAC address must be used to forward the packet along
with the correct IP address configured by the administrator or given by DHCP.

e The use of ARP poisoning in this scenario leads to a MITM attack from local to
remote.
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IP_ G MAC_M

P.M | MAC_M

Victim (A)

MAC_M Gateway

Attacker (M)

The following describes the steps that take place in the previous scenario:

1. Host A wants to send packets to the Internet. It already has the IP of the
gateway (IP_G), and it needs the associated MAC address.

2. M can use a gratuitous ARP reply to advertise itself as the default gateway:
binds IP_G with his own (MAC_M).

3. All the traffic meant to leave the LAN will pass through M(the attacker), which
will then redirect it to the real gateway.

ARP Spoofing Prevention
1. Using Static ARP
e not a feasible approach into large and always-changing networks
2. Tools like arpwatch can detect but not stop such attacks

3. Switches usually feature protections against ARP spoofing (Port Security)
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2.4.6.1 Checking the ARP Cache

You can check the ARP cache of your host by typing:

* arp -a [on Windows
* arp on*nix pperating systems
* 1ip neighbour on Linux

<[> —_— %} S

| s ip neighbour

192.168.17.202 dev eth0 lladdr d0:d4:12:el:ef:5a STALE
192.168.17.1 dev ethO lladdr 00:50:7f:78:fc:4

192.168.17.99 dev eth0 1laddr 00:d0:4b:92:2d:

192.168.17.14 dev eth0 1lladdr 6
192.168.17.18 dev eth0 1lladdr 20:
192.168.17.30 dev eth0 1lladdr 20:
192.168.17.66 dev eth0 1lladdr ad:ee:57:e8:2e:0b
192.168.17.254 dev eth0 lladdr c8:4c:75:a4 ABLE
192.168.17.12 dev eth0 1lladdr 6
192.168.17.19 dev eth0 1lladdr 54:

192.168.17.24 dev eth0 1lladdr bc:5
(

MAC Flooding

» switches store the MAC address to physical switch port pairing in their Content
Addressable Memory (CAM) table.

o <MAC address - port number - TTL>.
* MAC flooding is meant to fill the CAM table of the switch.

¢ When the space in the CAM is filled with fake MAC addresses, the switch
cannot learn new MAC addresses so it to forces switches to behave like a hub
and then forward frames on all the ports.

MAC Flooding Prevention

¢ port security (restrict the association of a port with a single source MAC
address)

« Additionally, there are switches that can be configured in such a way so that
acting like a hub is prohibited.

802.11 Wireless (layer 2) header
The types of 802.11 packets are:

+ Management: Connectivity between hosts at layer 2 is based upon those
packets.

o Authentication packets
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o Association packets

o Beacon packets

Control: Delivery of packets is enabled by those packets. Congestion is also
“regulated” by them.

o Request-to-send packets

o Clear-to-send packets

Data: Those packets are the actual data containers. They are the only packet
kind that can be passed from the wireless to the wired network.

Beacon packets are broadcasted from a wireless access point to inform other

listening wireless clients of its existence and its connection requirements.

Beacon frame capture

The 802.11 management
frame header contains
infarmation such as:

« Timestamp: Packet
transmission time
Beacon Interval:
Beacon packet
retransmission time
Capabilities
Information: Hardware
capabilities of the AP
SSID parameter set:
Network name
broadcasted by the AP
Supported Rates: Data
transfer rates
supported by the AP
DS Parameter set:
Channel on which the
AP operates

N

» Frame 1: 132 bytes on wire (1056 bits), 132 bytes captured (1056 bits)

~ IEEE 802.11 Beacon frame, Flags:

Type/Subtype: Beacon frame (©x2008)

» Frame Control Field: @x8800
.000 OO OOEEe eEee = Duration: @ microseconds
Receiver address: Broadcast (ff:ff:ff:ff:ff:ff)
Destination address: Broadcast (ff:ff:ff:ff:ff:ff)
Transmitter address: D-Link_©b:22:ba (00:13:46:0b:22:ba)
Source address: D-Link_Gb:22:ba (00:13:46:0b:22:ba)
BSS Id: D-Link_©b:22:ba (00:13:46:0b:22:ba)

....... 0000 = Fragment number: @
91601 @160 1860 ....

= Sequence number: 1352

~ IEEE 802.11 wireless LAN management frame
~ Fixed parameters (12 bytes)
Timestamp: Ox000000001685a181
Beacon Interval: ©.102400 [Seconds]
» Capabilities Information: Ox8431

» Tag
Tag

Trv v wvwrwwrw

- Tagged parameters (96 byte
: SSID parameter set:
: Supported Rates 1(B), 2(B), 5.5(B), 11(B), 6, 12, 24, 36, [Mbit/sec]

Tag:
Tag:
Tag:
Tag:
Tag:
Tag:
Tag:
Tag:

DS Parameter set: Current Channel: 11

Traffic Indication Map (TIM): DTIM @ of @ bitmap
ERP Information

Extended Supported Rates 9, 18, 48, 54, [Mbit/sec]
Vendor Specific: AtherosC: Advanced Capability
Vendor Specific: AtherosC: Unknown

Vendor Specific: AtherosC: eXtended Range

Vendor Specific: GlobalSu

IP Layer Attacks with each header

IDS/Firewall Evasion (invalid IP version)

+ Oftentimes, attackers check the reactions of firewalls and IDS by crafting and
sending datagrams with an invalid IP version
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No. Time Source: srcpart dstpe Destir Protocol Length Info ~

10.000000 VMware_d5:f7.. V.. IPv4| 1257 Bogus IPv4 version (7, must be 4)
20.003648 VMware_d5:f7.. V.. IPv4| 1859 Bogus IPv4 version (14, must be 4) ]
36©.007229  VMware_d5:f7.. V.. IPv4| 1869 Bogus IPv4 version (16, must be 4)
4©.832550  VMware_d5:f7.. V.. IPv4| 254 Bogus IPv4 version (16, must be 4) ::
56.315966 VMware_d5:f7.. V.. IPv4| 1271 Bogus IPv4 version (13, must be 4) [
60.320837 VMware_d5:f7.. V.. IPv4| 1269 Bogus IPv4 version (9, must be 4)

7 ©.441523  VMware_d5:f7.. V.. IPv4| 136 Bogus IPv4 version (@, must be 4)

8 0.449408 VMware_d5:f7.. V.. IPv4| 120 Bogus IPv4 version (2, must be 4)
90.511513  VMware_d5:f7.. V.. IPv4| 1237 Bogus IPv4 version (5, must be 4)

10 ©.520343  VMware_d5:f7.. V.. IPv4| 177 Bogus IPv4 version (13, must be 4)

11 ©.606816 VMware d5:f7.. V.. IPv4| 1147 Bogus IPv4 version (@, must be 4) v

< >

Frame 6: 1269 bytes on wire (18152 bits), 1269 bytes captured (10152 bits)
Ethernet II, Src: VMware d5:f7:aa (©0:0c:29:d5:f7:aa), Dst: VMware_a3:eb:77 (©0:8c:29:a3:eb:77)

[Expert Info (Error/Protocol): Bogus IPv4 version]

@ 7 version (ip.version), 1 byte || Packets: 898 - Displayed: 999 (100.0%) || Profie: Default

Stealthy Nmap Scan (changing the IPv4 Protocol Number.)

https://www.iana.org/assignments/protocol-numbers/protocol-numbers.xhtml

e The venerable Nmap network scanner leverages this to perform IP protocol
scanning against a given target.

¢ This type of scanning is also a stealthier way to identify a live host.

Mo Time source srepe dstpe Destination Protocol Length  Info =~
16 ©.600712 192.168.1.6 192.168.1.4 IPv4 60 ;
17 ©.605358 192.168.1.6 192.168.1.4 IPv4 60 —
18 ©.805368 192.168.1.6 192.168.1.4 IPv4 60 —
19 0.805371 192.168.1.6 192.168.1.4 IPv4 60 =
20 0.005373 192.168.1.6 192.168.1.4 IPv4 60 ]
21 0.005423 192.168.1.6 192.168.1.4 Ipva | 6@ ]
22 08.005442 192.168.1.6 192.168.1.4 IPv4 60 L
. 23 8.065560 192.168.1.6 192.168.1.4 IPva [<1=] R @
Frame 21: 6@ bytes on wire (480 bits), 60 bytes captured (480 bits) ~

Ethernet II, Src: VMware_d5:f7:aa (©0:8c:29:d5:f7:aa), Dst: VMware_a3:eb:77 (©0:0c:29:a3:eb:77)

v Internet Protocol Version 4, Src: 192.168.1.6, Dst: 192.168.1.4

@1e@ .... = Version: 4

.... 0101 = Header Length: 20 bytes (5)

Differentiated Services Field: ©xee (DSCP: CS@, ECN: Not-ECT)

Total Length: 20

Identification: ex71bd (29117)

Flags: ©xee

Fragment Offset: ©

Time to Live: 54

IProtocol: Unassigned (269”

o~ Foo-a - a ar ETE |

@ 7 Protocol (p.proto), 1byte || Packets: 307 - Displayed: 307 {100.0%) || Profile: Defauit

v

1 4 L
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+

M. Time Source srcpe dstpe Destination Protocol Length  Info

16 ©.600712 192.168.1.6 192.168.1.4 IPv4 60 ]

17 ©.005358 192.168.1.6 192.168.1.4 IPv4 60 =

18 ©.005368 192.168.1.6 192.168.1.4 IPv4 60 —

19 6.805371 192.168.1.6 192.168.1.4 IPv4 60 —

20 0.005373 192.168.1.6 192.168.1.4 IPv4 60 ]

21 9.005423 192.168.1.6 192.168.1.4 IPv4 60 I

22 ©.6085442 192.168.1.6 192.168.1.4 IPv4 60 ||
. 23 ©6.665560 192.168.1.6 192.168.1.4 IPv4 [<1=] ) <
Frame 22: 68 bytes on wire (48@ bits), 6@ bytes captured (480 bits) ~

Ethernet II, Src: VMware_d5:f7:aa (©0:8c:29:d5:f7:aa), Dst: VMware_a3:eb:77 (©0:8c:29:a3:eb:77)

v Internet Protocol Version 4, Src: 192.168.1.6, Dst: 192.168.1.4

0100 .... = Version: 4

. 8101 = Header Length: 20 bytes (5)

Differentiated Services Field: ©xee (DSCP: CSe@, ECN: Not-ECT)

Total Length: 20

Identification: exe68ef (26639)

Flags: ©x086

Fragment Offset: @

Time to Live: 49

Protocol: Unknown (245)|

v

@ 7 Protocd (ip.prota), 1byte Packets: 307 - Displayed: 307 (100.0%) Profile: Default

Source & Destination IP Addresses

e There are three golden detection rules that are related to this set of IPv4 header
fields.

1. Incoming traffic to your network should obviously have a Source IP Address
that doesn’t belong to your network address space. If it does, it is most
probably crafted.

2. Outgoing traffic from your network should obviously have a Source IP
Address that belongs to your network address space. If it doesn't, there is
most probably a misconfiguration or the address is spoofed.

3. Private network addresses or the loopback mode address also require your
attention

Fragmentation (abused for IDS/IPS evasion purposes)

+ Fragmentation is the action of dividing a packet whose size is greater than the
Maximum Transmission Unit (MTU)

¢ it can be performed by a router or the sending host itself.

o Each fragment’s IP header contains fields and values that facilitate
reassembling the original packet at the destination.

* When it comes to fragmented packets, IDS/IPS must act just if they were the
destination host, in terms of packet reassembling. This is for obvious
reasons, IDS/IPS need the whole packet in order to inspect it
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« attackers can introduce difficulties in the reassembling procedure by the
IDS/IPS, such as:

o Crafted fragmented packets with identical offsets but different payloads
o Crafted packets arriving with a great time difference

o For the IDS/IPS to safely perform such packet reassembling and inspection, it
should act just like the destination host does. (wait as long as the destination
does for a fragment to arrive)

* IP packet exceeding the 65535 bytes limit of data via a ping command (ping-of-
death)

IPv6

IPv6 Tunneling

¢ Itis a known fact that attackers have been using tunnelbased IPv6 transition
mechanisms for hide communication and stealthy exfiltration over an IPv4-only
or dual-stack network.
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( “_‘_‘.ECE.‘E-(CE' <Cirl-f> -]+

Mo. Time Source src port dst port Destination Protocol Length o

6 9.829544 fe8@: : ffff:ffff:f. 55519 teredo ff62::2 ICMP.. 1@3

7 9.9568580 fe80:0:7274:696e:.. teredo 55519 fe80: :ffff:ff.. ICMP.. 159

< ST T Tt Tt oo T ) STttt ot T s
Frame 7: 159 bytes on wire (1272 bits), 159 bytes captured (1272 bits) ~

Ethernet II, Src: VMware el:aS9:f8 (©0:50:56:el:29:f8), Dst: VMware_60:22:18 (00:0c:29:60:2..
v|Internet Protocol Version 4,|Src: 83.170.6.76, Dst: 192.168.73.148|
eiee .... = Version: 4
. 9181 = Header Length: 20 bytes (5)
Differentiated Services Field: ©x©0 (DSCP: CS@, ECN: Not-ECT)
Total Length: 145
Identification: ©x7a28 (31264)
Flags: ©xee
Fragment Offset: @
Time to Live: 128
Protocol: UDP (17)
Header Checksum: ©x5c@9 [validation disabled]
| [Header checksum status: Unverified]
Source Address: 83.178.6.76
Destination Address: 192.168.73.148
User Datagram Protocol, Src Port: teredo (3544), Dst Port: 55519 (55519)
v Teredo IPv6 over UDP tunneling
v Teredo Authentication header
Client identifier length: ©
Authentication value length: ©
Nonce value: 58blb73fc3de859b
Confirmation byte: @@
Teredo Origin Indication header
v|Internet Protocol Version 6, Src: fe80:0:7274:696e:8000:dd8:ac55:f9b3, Dst: fes80::ffff:fff.)
8110 .... = Version: 6
. 9000 BP0 .... .... ...t aeas e = Traffic Class: ©x@e (DSCP: CS@, ECN: Not-ECT)
............ 0060 00PO 0DOD 00BO BEBO = Flow Label: ©x00000
Payload Length: 56
Next Header: ICMPvé (58)
Hop Limit: 255
Snurce Addrece: falRfA-A:7274-A0RaRAAA AdR-arE5 - fah3 ot

@ 7 Teredo Authentication header (teredo.auth), 13 bytes Packets: 159 - Displayed: 163 (100.0%) Profile: Default

Network Discovery Attacks

o Attackers ultimately want to introduce incorrect IPv6 host address/link
layer pairings; this can be achieved via two (2) distinct ways:

1. An attacker on the same local network can tamper with a returned Neighbor
Advertisement (NA) spoofing an address, after a Neighbor Solicitation
(NS) request is sent; this is the equivalent of ARP poisoning in IPv4.

2. An attacker can also craft an NS request containing the fake IPv6 host
address/link layer pairing. Listening neighbors will introduce this not
requested pairing in their neighbor cache; this is the equivalent of abused
Gratuitous ARP in IPv4.

o Other Network Discovery attacks include:

¢ Causing a DoS, by spoofing an NA response, informing the NS request sender
that the target host resides at a non-existing link address. The same can be
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achieved by abusing the Neighbor Unreachable Protocol to sent a spoofed NA
response informing that communication with the target is not possible.

¢ Causing a DoS, by spoofing an NS response, informing that the address is
taken. Recall the Duplicate Address Detection procedure. DAD could be abused
multiple times to prevent a host from being assigned an address.

o Executing a man-in-the-middle attack, by spoofing an RA, informing the host
that sent the RS message that the attacker’s host is the router.

e Those, are only a subset of the attacks that can be executed against an IPv6
implementation. For more, please refer to the following resources:

1. https://www.ripe.net/support/training/material/ipv6-
security/ipvésecurity-slides.pdf

2. https://lwww.blackhat.com/docs/sp-14/materials/arsenal/sp-14-
Schaefer-Workshop-Slides.pdf

3. https://www.tno.nl/media/3274/testing_the_security_of_ipv6_imple
mentations.pdf

Transport Layer Attacks
v TCP - UDP Theoretical

Transport layer (segments/datagrams)

the transport layer is the link between the application layer and the lower layers
that are responsible for network transmission.

Transport Layer Responsibilities:
1. Tracking Individual Conversations
2. Segmenting Data and Reassembling Segments
Add Header Information

Identifying the Applications

o ~ w

Conversation Multiplexing

a. the transport layer uses segmentation and multiplexing to enable
different communication conversations to be interleaved on the same
network.
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the benefits of dividing the data into segments :

* Increases speed - Because a large data stream is segmented into packets,
large amounts of data can be sent over the network without tying up a
communications link. This allows many different conversations to be
interleaved on the network called multiplexing.

* Increases efficiency - If a single segment fails to reach its destination due to
a failure in the network or network congestion, only that segment needs to be
retransmitted instead of resending the entire data stream.

o TCP is responsible for sequencing the individual segments.

T1CP & UDP

TCP

- Transmission Control Protocol. Enables reliable communication between
processes running on separate hosts and provides reliable, acknowledged
transmissions that confirm successful delivery. (segments) (Connection-
Oriented=must first establish a connection between the sender and the receiver)

TCP provides reliability and flow control using these basic operations:

* Number and track data segments transmitted to a specific host from a
specific application

+ Acknowledge received data
+ Retransmit any unacknowledged data after a certain amount of time
¢ Seguence data that might arrive in wrong order

¢ Send data at an efficient rate that is acceptable by the receiver

2. Network Traffic & Flow Analysis 12
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TCP Header Fields Q)

The table identifies and describes the ten fields in a TCP header.

TCP Header Field Description

Source Port A 16-bit field used to identify the source application by port number.
Destination Port A 16-bit field used to identify the destination application by port number.
Sequence Number A 32-bit field used for data reassembly purposes.

A 32-bit field used to indicate that data has been received and the next

Acknowledgment Number
byte expected from the source.

A 4-bit field known as "data offset” that indicates the length of the TCP

Header Length
g segment header.

Reserved A 6-bit field that is reserved for future use.

A 6-bit field that includes bit codes, or flags, which indicate the purpose

Control bit
ontrol bits and function of the TCP segment.

§ ) A 16-bit field used to indicate the number of bytes that can be accepted
Window size

at one time.
Checksum A 16-bit field used for error checking of the segment header and data.
Urgent A 16-bit field used to indicate if the contained data is urgent.

The six control bits flags are as follows:
¢ URG - Urgent pointer field significant

¢ ACK - Acknowledgment flag used in connection establishment and session
termination

¢ PSH - Push function
¢ RST - Reset the connection when an error or timeout occurs
¢ SYN - Synchronize sequence numbers used in connection establishment

¢ FIN - No more data from sender and used in session termination

TCP Server Processes

« Each application process running on a server is configured to use a port
number.

e The port number is either automatically assigned or configured manually by a
system administrator.

* An individual server cannot have two services assigned to the same port
number within the same transport layer services.
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e There can be many ports open simultaneously on a server, one for each

active server application.

TCP Connection Establishment (3-way Handshake)

It establishes that the destination device is present on the network.

It verifies that the destination device has an active service and is accepting
requests on the destination port number that the initiating client intends to
use.

It informs the destination device that the source client intends to establish a
communication session on that port number.

=) =}

Send SYN @ —

(SEQ=100 CTL=SYN) 9 SYN received
——| (@) send sYN, AcK
SYN, ACK received - (SEQ=300 ACK=101
CTL=SYN, ACK)
Established @ == )

(SEQ=101 ACK=301 CTL=ACK)

A sends ACK response to B

Session Termination ( 4-way Handshake)

g&f g&v’

Send FIN @ —

FIN received

— @ Send ACK

—| @) send FIN

ACK received

-
FIN received e

send Ack (4)
ACK received

A sends ACK response to B
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TCP Reliability — Sequence Numbers and Acknowledgements

] TCP: Sequencing / Acknowledgment
Seq: 10 (this is the 3-way handshake’s SYN)
< (this is the 3-way handshake’s SYN-ACK) Seq: 50, Ack 11
Seq: 11, Ack 51 (this is the 3-way handshake's ACK) -

Seq: 51, Ack 12
-

Seq: 12, Ack 52

>

Seq: 52, Ack 13
-

* Hosts set a random initial sequence number.
* Forward acknowledgement is used to indicate the sequence number of
the next segment the host expects to receive.

E @ g

TCP Retransmission

TCP Retransmission

Seq: 20
3 >
Ack 21
-5
Seq: 21 } 6
Seq: 21
d >
Ack 22
-4

pc1| ] @ E SRV1
TCP Flow Control - Window Size (Watch)

2. Network Traffic & Flow Analysis
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B TCP Flow Control: Window: Size

* Acknowledging every single segment, no matter what size, is inefficient.

* The TCP header’s Window Size field allows more data to be sent before an acknowledgment is
required.

* A‘sliding window’ can be used to dynamically adjust how large the window size is.

Seq: 20
) >
Seq: 21
d >
Seq: 22
eq -
Ack 23
-

In all of these exambles, | used very simple sequence numbers. In real situations, the
sequence numbers get much larger and do not increase by 1 with each message.
For the CCNA, just understand the concepts and don’t worry about the exact numbers.

MSS= Maximum Segment Size

& PowerPoint Browse Window $ Help CORB OO & O 3 WF I 0VKEH Sun2:55PM rigrazia Q =
=" 9-TransportLayer-video.pptx ]

" - 1-1000 | 1001-2000 2001-3000 3001-4000 | 4001-5000 . .

- MSS of 1,000 bytes
crrtrass  clont [ ciiu, R Web "SI
5,000 bytes Si2025,000,, ‘[?,? Server  window=5,000

0

W SEQ=1 (to 1,000)
® Send Window Byte: /// SEQ=1,001 (to 2,000
This is the last byte that // SEQ=2,001 (to 3,000
can be sent before //" SEQ=3,001 (to 4,000
(

receiving an ACK SEQ=4,001 (to 5,000

® Thisis known as a c;;e t Wi
Stop-and-Wait ACK=5,001 izes | dow Send Window:
windowing protocol. ot Windo Byte 10,000

® Server must wait for .W SEQ=5,001 (to 6,000)
acknowledgment before /" SEQ=6,001 (to 7,000)
continuing to send data. SEQ=7,001 (to 8,000)

® A better method? / SEQ=8,001 (to 9,000)

(

® Sliding Windows SEQ=9,001 (to 10,000)

E Cli .
E ACK=10,001 2o Indow Send Window:
= Byte 15,000
Nerwi“ s
W SEQ=10,001 (to 11,000) |
" : W

TCP Congestion Control
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I’'m not getting the acknowledgments | expect from PC B so | will reduce the
number of bytes | send before getting an acknowledgement.

TCP segment 1

TCP segment 2 _ X

TCP segment 3

-

TCP segment 4

Y

lAcknowIedgement segment 2

«

TCP segment 2

TCP segment 3

A
=

Acknowledgment numbers are for the next expected byte and not for a segment. The segment numbers used are simplified for illustration purposes.

UDP

- User Datagram Protocol. Enables a process running on one host to send
packets to a process running on another host. However, UDP does not confirm
successful datagram transmission. (datagram) (Connectionless)

+ UDP does not provide reliability or flow control
¢ it does not require an established connection

o UDP is also known as a best-effort delivery protocol because there is no
acknowledgment

» Live video and voice applications can tolerate some data loss with minimal or
no noticeable effect, and are perfectly suited to UDP.

2. Network Traffic & Flow Analysis 17
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UDP Header Fields O

The table identifies and describes the four fields in a UDP header.

UDP Header Field Description

Source Port A 16-bit field used to identify the source application by port number.

Destination Port A 16-bit field used to identify the destination application by port number.

Length A 16-bit field that indicates the length of the UDP datagram header.

Checksum A 16-bit field used for error checking of the datagram header and data.
Socket:

¢ The combination of the source IP address and source port number, or the
destination IP address and destination port number is known as a socket.

e The socket is used to identify the server and service being requested by the
client

e The socket on a web server might be 192.168.1.7:80

¢ these two sockets combine to form a socket pair: 192.168.1.5:1099,
192.168.1.7:80

o Sockets enable multiple processes, running on a client, to distinguish
themselves from each other, and multiple connections to a server
process to be distinguished from each other.

Suspicious TCP Traffic
1. Excessive SYN packets (scanning)
2. Usage of different flags
3. Single host to multiple ports or single host to multiple nodes (scanning)
4. Source Port Abnormalities :

» Privileged (server) ports [1-1023] — Should remain unchanged during the
entire connection

o Unprivileged (client)/ephemeral ports [1023-65535] -~ Chosen only for
one connection. Can be chosen again after the connection closes.

2. Network Traffic & Flow Analysis
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File Edit View Go Capture Anslyze Statistics Telephony Wireless Tools  Help
AmzZ® Re=EFREEaaan
[ [ip.src == 192.168.1.6 <] -+

Mo. Time Source Destination srcport det port Protocol Length L]

L 4 0.000432 192.168.1.2 ms-wbt-server

12 ©.002144 192.168.
13 0.062149 2 192.168.

epmap
netbios-ssn

1.2
1.2

< >

> Frame 1: 58 bytes on wire (464 bits), 58 bytes captured (464 bits)

> Ethernet II, Src: VMware_d5:f7:aa (©0:0c:29:d5:f7:aa), Dst: HewlettP_c4:7b:f4 (d4:85:64:
> Internet Protocol Version 4, Src: 192.168.1.6, Dst: 192.168.1.2

- Transmission Control Protocol, Src Port: 36901 (36901), Dst Port: ms-wbt-server (3389),

< >

O it nmap_sequence_number_prediction.pcap ” Packets: 2103 - Displayed: 2080 (98.9%) H Profile: Default

 If you carefully look at packets , you will notice that the host 192.168.1.6
uses the same source port (36901) for multiple connection attempts to
different ports of the remote host. This is abnormal.

5. Sequence Number Prediction & SYN Scanning

* One of the ways using which the venerable Nmap tool tries to perform OS
fingerprinting, is by examining the Initial Sequence Numbers (ISNs)
generated by the target host (after connections are being attempted to a
listening port).

o Each TCP/IP stack (and subsequently each OS) features its own way of
generating Initial Sequence Numbers.

* Nmap repeatedly used the ISN from the scanning host, while scanning the
different ports of the remote host.

o Unique ISNs should be used, when attempting to connect to different
ports of a remote host.

2. Network Traffic & Flow Analysis 19
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Am @ [IBRE Qes=F 35 |EaQqH

[ ip.src == 192.168. 1.6 <]

Protocol Length Info [l

54 36901 -+ ms-wbt-server(3389) [RST] Seq=3917476876 Win=8 Len=0

TCP 54 36981 -+ epmap(135) [RST] Seq=3917476876 Win=8 Len=8

TCP 54 36901 » netbios-ssn(139) [RST] Seq=3917476876 Win=@ Len=@

< I
> Frame 1: 58 bytes on wire (464 bits), 58 bytes captured (464 bits)

> Ethernet II, Src: VMware_d5:f7:aa (©0:8c:29:d5:f7:aa), Dst: HewlettP_c4:7b:f4 (d4:85:64:
> Internet Protocol Version 4, Src: 192.168.1.6, Dst: 192.168.1.2

>

<

>

O it nmap_sequence_number_prediction.pcap || Packets: 2103 * Displayed: 2080 (98.5%) || Profile: Default

5. Destination Port Abnormalities

* when sending a SYN request to Port 0 if the host responds with RST, ACK then
it's alive

o if not it will not respond

6. TCP RST Attack

¢ an existing TCP connection can be cut apart through a crafted TCP RST packet
sent either to the client or the server.

o For a successful RST attack to be executed, an attacker should have prior
knowledge of the below.

o Source & Destination Ports

2. Network Traffic & Flow Analysis 20
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o Source & Destination IP

o “correct” Sequence Number

Fle Bt View Go Coptue Anlyie Stotitics Telephony Wirdess Tools Help Fie Edt View Go Copture Anchze Satitics Teephony Wircess Tools Help

ami@ XE ] ==@aan Aam @ RE ]« QQ e
[ 2 )+ CIE a fr_<c:

e e Source Destraton cport  dstport o Length o o Sorce Destnaten eport dstoort Protocs
~ 10.000000 192.168.1.4 192.168.1.5 34326 krb524 74 343, 10.000008 192.168.1.4 192.168.1.5 34326 krb524. TCP
20.000474 192.168.1.5 192.168.1.4 krb524. 34326 74 krb| ( 20.000474  192.168.1.5 192.168.1.4 krbs24 34326 TCP
30.000503 192.168.1.4 192.168.1.5 34326 krb524 66 343 360.000503 192.168.1.4 192.168.1.5 34326 krb524. TCP
49.046034  192.168.1.4 192.168.1.5 34326 krb524 85 343 49.046034  192.168.1.4 192.168.1.5 34326 krb524. TCP
59.046411  192.168.1.5 192.168.1.4 krb524. 34326 66 krb| 59.046411 192.168.1.5 192.168.1.4 krb524. 34326 TCP
626.230271 192.168.1.5 192.168.1.4 krb524. 34326 96 krb)| 626.230271 192.168.1.5 192.168.1.4 krb524. 34326 TCP
726.230302 192.168.1.4 192.168.1.5 34326 krb524 66 343 726.230302 192.168.1.4 192.168.1.5 34326 krbs524. TCP
826.721820 192.168.1.2 78.108.120.24 49799 https 60 497 826.721820 192.168.1.2 78.108.120.24 49799 https TCP
926.786548 78.108.120.24  192.168.1.2 https 49799 60 htt 926.786548 78.108.120.24  192.168.1.2 https 49799 TCP
10122.561191 192.168.1.4 192.168.1.5 34326 krb524. 99 343 16122.561191 192.168.1.4 192.168.1.5 34326 krb524 TCP
11122.561690 192.168.1.5 192.168.1.4 krb524 34326 11122.561690 192.168.1.5 192.168.1.4 krb524 34326 TCP

Frame 12: 60 bytes on wire (486 bits), 60 bytes captured (480 bits) a Frame 11: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) e
~ Ethernet II, Src: VMware_d ( d5:f7:aa), Dst: VMware_a3:eb:77 (00:0c:29:: ~ Ethernet II, Src: VMware_46:d5:8d (00 46:d5:8d), Dst: VMware_a3:eb:77 (00:0c:29:¢
Destination: VMware_a3: : : Destination: VMware_a3:eb:77 (0:0c:
Source: VMware_d5:f7:aa[(@@:0c:29:d5:f7:aa) | Source: VMware_46:d5:8d [(@@:6c:29:
Type: IPv4 (@x0808) Type: IPv4 (@x@800)
Padding: 000000000000 Internet Protocol Version 4, Src: 192.168.1.5, Dst: 192.168.1.4
Internet Protocol Version 4, Src: 192.168.1.5, Dst: 192.168.1.4 N ~ Transmission Control Protocol, Src Port: krb524 (4444), Dst Port: 34326 (34326), Seq: .
© 7 Source Hardware Address (eth.src), 6 bytes Packets: 13 - Displayed: 13 (100.0%) Profile: Default © 7 source Hardware Address (eth.src), 6 bytes packets: 13 - Displayed: 13 (100.0%) Profile: Default

+ the attacker spoofed the src ip and sent a TCP RST packet to the server ti
cut the connection.

7. TCP Session Hijacking
o TCP is defenseless against “packet injection” attacks.

¢ An attacker could choose to hijack a whole TCP session, instead of executing
a simple TCP RST attack. (requires the same prior knowledge as the TCP RST
attack.)

16.000000 192.168.1.4 192.168.1.5 LEE 67 Telnet Data ...
20.601212 192.168.1.5 192.168.1.4 TELNET 67 Telnet Data ...
3 0.001829 192.168.1.4 192.168.1.5 TCP 66 36212 - 23 [ACK] Seq=3123452945 Ack=1235858240 Win=237 Len=0 TSval=4214429..
4 6.136173 192.168.1.4 .166.1.5 TELNET 67 Telnet Data ...
50.136718 192.168.1.5 .168.1.4 TELNET 67 Telnet Data ...
6 ©.136958 192.168.1.4 1.5 TCP 66 36212 —~ 23 [ACK] S5eq=3123452946 Ack=1235858241 Win=237 Len=0 TSval=4214429..
70.487909 192.168.1.4 1.5 TELNET 68 Telnet Data ...
8 0.488647 192.168.1.5 1.4 TELNET 68 Telnet Data ...
9 0.488846 192.168.1.4 1.5 TCP 66 36212 —~ 23 [ACK] 5eq=3123452948 Ack=1235858243 Win=237 Len=0 TSval=4214429..
10 0.498814 192.168.1.5 1.4 TELNET 148 Telnet Data ...
11 6.490969 192.168.1.4 1.5 TCP 66 36212 ~ 23 [ACK] ISEq:3123452948 Ack:1235858317lwin:23? Len=8 TSval=4214429..
12 6.264193 1.4 1.5 TELNET 67 Telnet Data ...
13 6.265435 TELNET 67 Telnet Data
14 6.265727 66 36212 -~ 23 [ACK] Seq=3123452948
17 14.488028 192 TELNET 63 Telnet Data ...
18 14.491266 182. 1. . 1. TCP 66 23 ~ 36212 [ACK] Seq=1235858318 Ack=3123453981 Win=243 Len=0 TSval=2774555..
19 14.491272 192.168.1.5 192.168.1.4 TELNET 76 Telnet Data ...
20 14.696517 192.168.1.5 192.168.1.4 TELNET 230 Telnet Data ...

+ Telnet offers no encryption and thus, we can see every command the client
issued and every result returned by the server in clear text.

o Let's analyze packet #15.

o TCP Retransmission is displayed because the sequence number and the
acknowledgement number of this packet are the same as the ones in packet
#11.

2. Network Traffic & Flow Analysis
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o The MAC address of the client (192.168.1.4) in packet #15 (attacker) is
different than the MAC address that is included in all previous packets
related to this host.

o It looks like an attacker has taken over (hijacked) the whole Telnet session.

o This is also apparent in packet #17, that includes the MAC address of the
attacker and the
command the attacker issued (uname —a)

o The server has no defense mechanism to detect that the Telnet session is
hijacked and sends the output of the uname —a command back to the
192.168.1.4 client.

..............................................................................................
uname -a

Linux kali 4.13.@-kalil-amd64 #1 SMP Debian 4.13.18-1kali2 (2817-11-88) xB6_64 GNU/Linux
.]@;administratorflkali: ~..[081;31madministrator{kali.[@6m:.[61;34m~. [66mS

8. TCP Timestamps Option

the TCP Timestamps options can be abused in
order to:

1. Determine the patch level of a system, through uptime analysis
2. Perform host identification using clock skew
3. ldentify how a target DMZ is structured

https://www.scip.ch/en/?labs.20150305

9. Leveraging TCP Option Support & Ordering

o TCP/IP stacks, support a subset of the available TCP options and also, perform
TCP option storing in their own unique order. Nmap leverages the above (and
other things), in order to perform OS fingerprinting.

https://nmap.org/nmap-fingerprinting-article.txt

UDP-based attacks

DNS Command & Control, DNS exfiltration (to be disscused)

ICMP Abuse
1. ICMP Echo Request (8)

2. Network Traffic & Flow Analysis
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e To map live hosts

¢ most sites nowadays disallow inbound and/or outbound ICMP echo
requests.

N

. ICMP Address Mask Request(17)/Reply(18)

e can be used to identify a target host’s subnet mask.

w

. ICMP Timestamp Request(13)/Reply (14)
e can be used to obtain timestamps from remote systems.
e used in zero days attack to see if the system got patched
4. Smurf Attack(DDoS)

is executed as follows:

1. the attacker sends fake echo requests to an intermediate ip broadcast
network with a spoofed src ip of the target

2. the requests is transmitted to all of the network hosts on the network

3. all hosts on the network will send an ICMP echo reply to the target server
causing it to get down

IP broadcast network

fil\

5. ICMP Tunneling

¢ ICMP can be misused to create a covert channel of communication. This can
be achieved through ill-intended ICMP tunneling

¢ Numerous ICMP tunneling solutions exists, but attackers seem to prefer the
ptunnel one.

2. Network Traffic & Flow Analysis
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M ptunnel.pcap — [m] X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AW a® RERcez=FeEEaaaxn
(W 2pply = display fiter __<ctr /> ]+
No. Tme Source Destination sreport dstpe Protocol Length  Info ~
~  10.000000 192.168.1.100 192.168.1.4 IcMP 7@ Echo (ping) request id=ex9a32, seq=8/@, tt..
20.000046 192.168.1.4 192.168.1.100 ICMP 70 Echo (ping) reply id=8x9a32, seq=0/0, tt..
30.014983 192.168.1.4 192.168.1.100 IcMP 82 Echo (ping) reply id=ex9a32, seq=0/@, tt..
40.015246 192.168.1.100  192.168.1.4 ICMP 82 Echo (ping) request id=0x9a32, seq=1/256, ..
50.015262 192.168.1.4 192.168.1.100 ICMP 82 Echo (ping) reply id=ex9a32, seq=1/256, ..
60.015319 192.168.1.4 192.168.1.100 ICMP 70 Echo (ping) reply id=ex9a32, seq=1/256, ..
7©.015439  192.168.1.4 192.168.1.100 ICMP 94 Echo (ping) reply id=ex9a32, seq=2/512, ..
£0.015612 192.168.1.100 192.168.1.4 ICMP 170 Echo (ping) request id=ex9a32, seq=2/512, ..
90.015622 192.168.1.4 192.168.1.100 IcMp [170 Echo|(ping) reply  id=ex9a32, seq=2/512, .
108.017822 192.168.1.4 192.168.1.100 IcMP 86 Echo (ping) reply id=ex9a32, seq=3/768, ..
11 8.017958 192.168.1.180  192.168.1.4 ICMP 94 Echo (ping) request id=0x9a32, seq=3/768, ..
12 9.017977 192.168.1.4 192.168.1.100 ICMP (ping) reply id=ex9a32, seq=3/768, ..
13 9.018171  192.168.1.4 192.168.1.100 IcMP 74 Eche (ping) reply id=8x9a32, seq=4/1024,..
14 8.018282 192.168.1.180 192.168.1.4 IcMP 74 Echo (ping) request id=6x9a32, seq=4/1024,..
158.018295 192.168.1.4 192.168.1.100 IcMP 74 Eche (ping) reply id=8x9a32, seq=4/1024,..
16 0.018446  192.168.1.4 192.168.1.100 ICMP |690 Echo |(ping) reply id=ex9a32, seq=5/1280,..
17 1.007995  192.168.1.180 192.168.1.4 ICMP 7@ Echo (ping) request id=ex9a32, seq=5/1288,..
181.008030 192.168.1.4 192.168.1.100 ICMP 70 Echo (ping) reply id=8x9a32, seq=5/1289,..
191.018125 192.168.1.4 192.168.1.100 ICMP 70 Echo (ping) reply id=ex9a32, seq=6/1536,..
201.729712 192.168.1.100  192.168.1.4 IcMP 72 Echo (ping) request id=ex9a32, seq=6/1536,.
Checksum: ©x62e7 [correct] .
[Checksum Status: Good]
Identifier (BE): 39474 (©@x9a32)
Identifier (LE): 12954 (©x329a)
Sequence Number (BE): 5 (o6x0085)
Sequence Number (LE): 1280 (©x8508)
[Pt (688 byees)|
Data: d52808 4 26c808592322028202020202020..
[Length: 648] v
O £ Data (data.data), 643 bytes Packets: 333 - Displayed: 333 (100.0%) Profile: Default

Detection

¢ You can see two or more replies for each request

¢ An Echo request and the associated Echo reply should have the same length.
This isn’t the case in this capture file

¢ The payload size in some ICMP packets is a lot bigger than normal. see

packet #16.

« all ICMP packets of this capture file include the previously mentioned ptunnel
magic value (0xD5200880), inside the ICMP payload.

Sequence Number (LE):
~|Data (648 bytes) |

Data:

[Length: 48]

1288 (Bx8588)

e We can use strings ptunnel.pcap to identified the strings in the pcap

6. Abusing ICMP Redirect

d5208882000000000000000080000082000000040008026c80855a3220202020208202020...

« When two machines want to communicate with each other the router has to find

the shortest path between them.

« If there is an alternate shorter path between the two machines then, the router
will send an ICMP redirect packet to the sender machine to change its routing

2. Network Traffic & Flow Analysis
https://t.me/learningnets




table so that it uses the shortest path.

+ such ICMP redirect packets can be forged by an attacker and make the sender
host redirect its packet to an attacker-controlled or non-existing destination.

.opgeee v2:9b:2f:ap:90:.. Broadcast ARP 68 Who has 19.100.13.1267 Tell 10.180.13.20

.0P0022 Vmware_al:cb:34 72:9b:2f:a0:908:91 42 10.100.13.126 is at 00:50:56:al1:cbh:34

.251832 16.100.13.1 Redirect for host)
338 g 03 3 1 3t

2]
2]
e

1

i
1ir
13

e

Frame 3: 82 bytes on wire (656 bits), 82 bytes captured (656 bits)
Ethernet II, Src: 72:9b:2f:a0:90:91 (72:9b:2f:a0:90:91), Dst: Vmware_al:cb:34 (P0:50:56:a1:cb:34)
Internet Protocol Version 4, Src: 10.100.13.1, Dst: 10.180.13.126
Internet Control Message Protocol

Type: 5 (Redirect)

Code: 1 (Redirect for host)

Checksum: ©x3dfe [correct]
[Checksum Status: Good]
Gateway address: 10.100.13.28
Internet Protocol Version 4, Src: 10.188.13.126, Dst: 10.23.56.100
Transmission Control Protocol, Src Port: 55555, Dst Port: 8@

{vvww

- w

¢ A large number of ICMP Redirect packets exist.

¢ Inthose packets the router instructs the client 10.100.13.126 to make a change
in its routing table to use

o the gateway 10.100.13.20 for all subsequent packets. At this moment, you
should check if the gateway 10.100.13.20 is a legitimate gateway.

« If you filter the whole capture file, based on the MAC address of the router
(10.100.13.1) [eth.src==72:9b:2f:a0:90:91], you will notice that this MAC address
is associated with the 10.100.13.20 machine.

* Even though it is not clearly visible in the capture file, every HTTP request can
now be sniffed by the 10.100.13.20 host, as a result of the ICMP Redirect attack.

Application Layer

Network Basic Input/Output System NetBIOS

¢ a set of protocols developed in for Windows only in order to provide services for
the session layer

NetBIOS provides three services :

1. (NBNS) Name service (works over UDP port ) for name registration and
name to IP address resolution.
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a. it was later replaced by DNS

2. (NBDS) Datagram distribution service (works over UDP port 138) for service
announcements by clients and servers.

3. (NBSS) Session service (works over TCP port 139) for session negotiation
between hosts. This is used for accessing files, opening directories, and so
on.

e There are additional protocols such as Server Message Block (SMB)

SMB

¢ a protocol that is used for browsing directories, copying files, accessing services
such as printers, and several other operations over the network

+ SMB runs on top of the session layer protocols such as NetBIOS as originally
designed

o can also run directly over TCP port 445

¢ Common Internet File System (CIFS) is a form, or flavor, of SMB.

Detection
« SMB works in a client-server model

¢ Code 0 means STATUS_OK, which implies that everything works fine and there
is no problem. Any other code should be examined.

203.12,106.10 S8 93 NT Trans Response, FID: OxOOOL, NT NOTIFY, Error: |STATUS_CANCELLED
203.12.106.10 SMB 478 Session Setup AndX Response, NTLMSSP CHALLENGE, Error: STRTR'S_WRE_PEDEESSIHG_REQUIRE
203.12,106.10 S 93 Tree Connect AndX Response, Errﬂr:!STATUS_ACEESSJ}E]".IIED

203.12,106.10 S8 478 Session Setup And Responmse, NTLMSSF_CHALLENGE, Error: STATUS_MDRE_PROCESSING_REQUIRE
203.12,106.10 S 53 Tree Connect AndX Response, Error: STATUS_ACCESS_DENIED

203.12,106.10 SMB 478 Session Setup AndX Response, NTLMSSP_CHALLENGE, Error: [STATUS_MORE_PROCESSING_REQUIRH
203.12.106.10 M8 93 Tree Connect AndX Response, Error: STATUS_ACCESS DENIE

203.12.106.14 S8 83 Transl Response, GET_DFS_REFERRAL, Error:|STATUS_NO_SUCH_DEVICE
203.12.106.14 SMB 93  NT Create AndX Response, FID: Ox0000, Error: STATUS_ACCESS_DENIED

* NULL session : anonymous and passwordless authentication, if allowed it
could be used to execute various RPC calls and subsequently perform
information gathering or user enumeration.
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57500 — 445 [ACK] Seq=1 Ack=1 Win=29312 Len=0 TSval=969964135 TSecr=1641308
Negotiate Protocol Request

Negotiate Protocol Response
57500 —~ 445 [ACK] S -
Session Setup AndX Request, User: anonymous

H ree connect AndX Request, Path: 97.168.57.10
Tree Connect AndX Response
N reate AndX Request, D: ©x4000, Path: \samr J|

en=0 TSval=969964135 TSecr=1641308

NT Create AndX Response, FID: @x4000
Bind: call_id: 1094795585, Fragment: Single, 1 context items: SAMR V1.0 (32bit ND
Write AndX Response, FID: 0x4000, 72 bytes

Read AndX Request, FID: 8x4000, 2048 bytes at offset ©

ERPC Bind_ack: call_id: 1094795585, Fragment: Single, max_xmit: 2048 max_recv: 2048, 1

54 D s s EQuest
SMB Write AndX Response, FID: ©x4000, 84 bytes

SMB Read AndX Request, FID: ©x4000, 4097 bytes at offset @
SAMR Connect4 response

SAMR EnumDomains request

ISMB Write AndX Response, FID: ©x4000, 52 bytes

ISMB Read AndX Request, FID: ©x4000, 4097 bytes at offset ©
SAMR EnumDomains response

[SAFR CookupDomain request, User-PCLLong frame (2 Dytes)]
SMB Write AndX Response, FID: 0x4000, 80 bytes

SMB Read AndX Request, FID: ©x4000, 4097 bytes at offset @
ISAHR LookupDomain response

SAMR OpenDomain request

SMB Write AndX Response, FID: ©x4000, 76 bytes

SMB Read AndX Request, FID: ©x4000, 4097 bytes at offset ©

SAMR OpenDomain response

yuisplay q
Write AndX Response, FID: ©x4000, 60 bytes
Read AndX Request, FID: ©x4000, 4097 bytes at offset @
ueryDisplayInfo response

Write AndX Response, FID: 0x4000, 44 bytes
Read AndX Request, FID: ©x4000, 4097 bytes at offset @
MR Close response

MR Close request

B Write AndX Response, FID: ©x4000, 44 bytes

B Read AndX Request, FID: ©x4000, 4097 bytes at offset ©
MR Close response

B Tree Disconnect Request
B Tree Disconnect Response
B Logoff AndX Request
B Logoff AndX Response

MSRPC

« RPC (Remote Procedure Call) mechanism allows an application to seamlessly
invoke remote procedures, as if these procedures were executed locally

¢ MSRPC is the Microsoft implementation of the DCE RPC mechanism.

» File operations utilize SMBICIFS, whereas administrative operations,
resource management operations etc. utilize MSRPC.

There are multiple MSRPC implementations:

e RPC over SMB

« DCOM (RPC directly over TCP/IUDP) [TCP/UDP port 135]

2. Network Traffic & Flow Analysis
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File Edit View Go Copture Analyze Statistics Telephony Wireless Tools Help

dmse IDRB Rss=FoEEaaamn

CEr—rT o 'CPHand Shake = B
No. Time. Source Destination Info
13113.16323@ 192.168.52.61 192.168.52.10 | 49168 135 TCP 54 49168 » 135 [ACK] Seq=1276918438 Ack=5824
167 13.369138 192.168.52.61 192.168.52.18 |49168 135 TCP 54 49168 » 135 [ACK] Seq=1270918754 Ack=5824
230 16.333563 192.168.52.61 192.168.52.18 |49168 135 TCP 54 49168 » 135 [ACK] Seq=1270918910 Ack=5824

<

> Frame 13@: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)

> Ethernet II, Src: RealtekU_@a:7@:f7 (52:54:00:0a:70:f7), Dst: RealtekU_c6:63:ca (52:54:00:¢6:63:ca)
> Internet Protocol Version 4, Src: 192.168.52.10, Dst: 192.168.52.61

>

O 7 schannel_win?-member_to_win2k3-dc.pcap. || Packets: 611 Displayed: 11 (1.8%) || Profie: Defaute

e RPC over HTTP or HTTPS [TCP/UDP port 593]

HTTP

e HTTP uses methods to perform various operations.

o Not all methods will be permitted by web server.

SoftUni
Global

HTTP Request Methods

update(replace update a
. add data to an P (rep ) P retrieve the
retrieve data e an existing file or delete data resource ‘
existining file or . ) resource’s
from server resource in from server partially
resource headers
server (modify)

CONNECT is used to open a two-way socket connection to the remote server;
OPTIONS is used to describe the communication options for specified resource;
TRACE is designed for diagnostic purposes during the development.

HEAD retrieves the resource's headers, without the resource itself.

Normal vs Suspicious HTTP Trafic

2. Network Traffic & Flow Analysis 28
https://t.me/learningnets



Normal HTTP Traffic Suspicious HTTP Traffic

Port 80, TCP
Port 8080, TCP (used as alternate)
Port 8088, TCP (used as alternate)

Plaintext traffic

Web server typically in FQDN format.

Malicious binaries (backdoors), scripts,
web shells, etc. will use this port
because typically in all corporate
environments the port is open.

If the traffic is encrypted then most
likely it's being used for malicious
traffic. Malicious traffic can be in
plaintext as well.

Server will point to an|IP address

instead of FQDN format.

Normal HTTP Traffic example:

Time Source Destination  Protocol Length

3 0.0508829.. 10,

5 0.0965761.. 10.54.15...
6 0.0966111.. 19.54.15...
7 0.0968141.. 19.54.15...
B 0.1469518.. 19.54.15...
9 0.1809893. 10.54.15..

18.54.15... TCP
18.54.15... TCP
18.54.15... HTTP
18.54.15... TCP
18.54.15... HTTP

Info

74 50582 — BO [S5Y Seg=0 Win=29200 Len=0 M55=1460 SACK

74 B0 — 50982 [SYN, ACK] Seg=0 Ack=1 Win=144B0 Len=0 MS!
66 SO08Z — BO [ACK] Seg=1 Ack=1 Win=28931Z Len=0 TSwval=2f
347 GET # HTTPA1.1

66 B0 — G08B2 [ACK] Seg=1 Ack=28Z Win=15552 Len=0 TSval:
694 HTTP/1.1 200 DK (textshtml)

* We are seeing 6 packets (4 relating to TCP and 2 relating to HTTP).

o Packets 3-6 is the TCP Handshake. HTTP relies on TCP for reliability.

o Packet 7 we notice a HTTP method (GET).

o Packet 9 we notice a HTTP response code (200 OK).

o port 80 is used

¢ we can see the content of the HTTP Stream with Follow -> Follow TCP Stream

2. Network Traffic & Flow Analysis
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apees

Wireshark - Follow TCP Stream (tcp.stream eq Z) - basic-http-traffic e & 8

POST Alogin.php HTTP/1.1 =
Haost: 10.54.15. 68

Usar-Agent: Mozillas5.0 (¥11; Linux =xBE_&64; rv:-45.0) Gecko/20100101 Firefox/45.8

Accept: text/himl,applicationsxhtml+xml,application/=ml;q=8.9,%/";q0=08.8

Accept-Language: en-US,.en;qe=0.5

Accept-Encoding: gzip, deflate

Referer: http://18.54.15.68/

Connectlon: keep- alive

Content-Type: application/x-www-form-urlencoded

Content-Length: 45

user=elsstudent@&pass=testpassworddlogin=1oginHTTR/1.1 200 OK
Date: Tue, 23 May 2017 17:23.56 GMT

Server: Apachesz.2.22 (Deblan})

X-Powered-By: PHP/S.4.4-14+deb7uld

vary: Accept-Encoding

Content-Encoding: gzip

Content-Length: 265

Keep-alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: text/html

.......... my=o. ..._gawP.._... . ".C.. # k@ & kU.._;.pm...{wz...# ......=83.2...£.(j;C. "iBN..
... 8K P w...,.Hg.T.. ...2...C%....dag=..rc..... La. .P.F.. 7. . 4.G...D.m.....
L A Il = 'h Inz LI -1 Qzlalllu B L Aol = phd - ! Fi x

3 client pkts, 3 server phts, 3 tums.

Entire conversation (973 bytes) - Show and save data as | ASCI - Stream |2 |2
Finct: Find Next
Help Filter Out This Stream Print Save as... Back Close

e or Select Statistics -> Conversations Under the TCP tab in Conversations we
can see there are 3 TCP Streams. From here we can select a stream and
choose Follow Stream from bottom right corner.

Ethermet-4  IPv4-1  IPv6-1 | TCP-3 | UDP

|Address A~ PortA  Address B PortB  Packets  Bytes  PacketsA>B  BytesA>B  PacketsBsA  BytesB>A  RelStat  Duraion  Bits/sA>B  Bits/sBsA

10.54.15.100 50982 10.54.15.68 6 2168  0.050883 5.2850
10.54.15.100 51008 10.54.15.68 80 10 1470 5 630 5 840 20.862049 5.1468 979
10.54.15.100 51012 10.54.15.68 80 10 1649 5 773 5 876 42917399 5.1707 1195

Conversation Types ~

copy | [Eoowsman] | coen. |[_cose |

Malicious HTTP Traffic Example

o The attacker is attempting sql injection manually

2. Network Traffic & Flow Analysis
https://t.me/learningnets

30



Source Destination Protocol Length Info

10.124.211.200 10.124.211.96 HTTP 373 GET Loewsdefalls php2id=28% SLloll. 1
10.124.211.96 10.124.211.200 TCP 1391 [TCP segment of a reassembled PDU]
10.124.211,200 10.124.211.96 TCP 66 33020 ~ 80 [ACK] Seq=1258 Ack=6640 Win=44800 Len=0 TSval=127992 TSecr=224575
10.124.211.96 10.124.211.200 HTTP 68 HTTP/1.1 200 OK (text/html)
10.124.211.200 10.124.211.96 TCP 66 33020 — 80 [ACK] Seq=1258 Ack=6642 Win=44800 Len=0 TSval=127992 TSecr=224575
10.124.211.96 10.124.211.200 TCP 66 B0 — 33020 [FIN, ACK] Seq=6642 Ack=1258 Win=18768 Len=0 TSval=225826 TSecr=12799:
10.124.211.200 10.124.211.96 TCP 66 33020 — 80 [FIN, ACK] Seq=1258 Ack=6643 Win=44800 Len=0 TSval=129243 TSecr=22582¢
10.124.211.96 10.124.211.2600 TCP 66 80 —~ 33020 [ACK] Seq=6643 Ack=1259 Win=18768 Len=0 TSval=225842 TSecr=129243
10.124.211.200 10.124.211.96 TCP 74 33022 — 80 [SYN] Seq=0 Win=29200 Len=0 MSS5=1460 SACK_PERM=1 TSval=129973 TSecr=0
10.124.211.96 10.124.211.200 TCP 74 80 - 33022 [SYN, ACK] Seq=0 Ack=1 Win=14480 Len=0 MSS=1337 SACK_PERM=1 TSval=226t
10.124.211.200 10.124.211.96 TCP 66 33022 —+ 80 [ACK] Seq=1 Ack=1 Win=29312 Len=0 TSval=129989 TSecr=226572
10.124.211.200 10.124.211.96 HTTP 389 GET /newsdetails.php?id=26%20and%201=1,--%20- HTTP/1.1

TCP mm TSval=226590 TSecr=129989

"66 33022 — B0

10.124.211.200 10.124.211.96 TCP 66 33022 — 80 [FIN, ACK] Seq 324 Ack= 1344 Win= 33250 Len=0 TSval=131258 TSecr 226591
10.124.211.96 10.124.211.200 TCP 66 B0 — 33022 [FIN, ACK] Seq=1344 Ack=324 Win=15552 Len=0 TSval=227842 TSecr=130008
10.124.211.200 10.124.211.96 TCP 66 33022 — B0 [ACK] Seq=325 Ack=1345 Win=33280 Len=0 TSval=131259 TSecr=227842
10.124.211.96 10.124.211.200 TCP 66 B0 — 33022 [ACK] Seq=1345 Ack=325 Win=15552 Len=0 TSval=227852 TSecr=131258
10.124.211.200 10.124.211.96 TCP 74 33024 - 80 [SYN] Seq=0 Win=29200 Len=0 MSS=1460 SACK_PERM=1 TSval=131888 TSecr=0
10.124.211.96 10.124.211.260 TCP 74 B0 -~ 33024 [SYN, ACK] Seq=0 Ack=1 Win=14480 Len=0 MSS=1337 SACK_PERM=1 TSval=228¢
10.124.211.200 10.124.211.96 TCP 66 33024 — 80 [ACK] Seq=1 Ack=1 Win=29312 Len=0 TSval=131898 TSecr=228481
10.124.211.200 10.124.211.96 HTTP 389 GET /newsdetails.php71d=25%203nd%201=2;——%2@— HTTP/1.1

10.124.211.96 10.124.211.200 TCP 66 80 — e i i e TSval=228492 TSecr=131899
10.124.211.96 10.124.211.200 HTTP 1285 HTTP/1.1 200 OK (text/html)

10.124.211.200 10.124.211.96 TCP 66 33024 — 80 [ACK] Seq=324 Ack=1220 Win=32128 Len=0 TSval=131910 TSecr=228493
10,124 211,200 10.124.211 .96 Ice 66 33024 —~ 80 [FIN, ACK] Seq=324 Ack=1220 Win=32128 Len=0 TSval=133160 TSecr=228493

e By further inspection in packet #20, we see that the User-Agent is Firefox and
the OS is Linux

[¥ Frame 20: 373 bytes on wire (2984 bits), 373 bytes captured (2984 bits)

» Ethernet IT, Src: 1a:3a:46:bf:43:91 (1a:3a:46:bf:43:91), Dst: Vmware_al:de:fo (00:50:56:a1:4e:f0)

¥ Internet Protocol Version 4, Src: 10.124,211,200, Dst: 10.124.211.96

» Transmission Control Protocol, Src Port: 33020, Dst Port: 80, Seq: 951, Ack: 5315, Len: 307

~ Hypertext Transfer Protocol
» [GET /newsdetails. php°1d 26%27 HTTR/1.1\r\n

Host: 18.124.2

Accept-Llanguage: en-US,en;g=0.5\r\n

Accept-Encoding: gzip, deflatedrin

Connection: keep-alive\r\n

i

[Full request URI: http://10.124,211,96/newsdetalls.php?id=26%27]

[HTTP request 4/4]
Prev request in frame: 15]
Response 1n frame: 23]

o Strangely, packet #56, and the packet after that, packet #73, don’t seem to
contain any SQL injection queries. Maybe he quit?

Source

Protocol Length Info

66 33028 —~ 80 [ACK] Se

59 34. by . " » .211.96 TCP 74 33030 —~ 80 [SYN] Se S Vi

60 34.202983 10.124.211.96 10.124.211.200 TCP 66 80 — 33026 [ACK] Seq=1 Ack 201 Win=: 15552 Len=0 TSval=230747 TSecr=134154

61 34.206414 10.124.211.96 10.124.211.200 TCP 1391 [TCP segment of a reassembled PDU]

62 34.206432 10,124,211, 200 10,124,211,96 TCcP 66 33026 ~ 80 [ACK] Seq=201 Ack=1326 Win=32128 Len=0 TSval=134165 TSecr=230748

63 34.206495 10.124.211.96 10.124.211.200 HTTP 82 HTTP/1.1 200 OK (text/html)

64 34.206501 10.124.211.200 10.124.211.96 TCP 66 33026 —~ 80 [ACK] Seq=201 Ack=1342 Win=32128 Len=0 TSval=134165 TSecr=230748

65 34.206508 10.124.211.96 10.124.211.200 TCP 66 80 — 33026 [FIN, ACK] Seq=1342 Ack=201 Win=15552 Len=0 TSval=230748 TSecr=134154

66 34.207131 10.124.211.200 10.124.211.96 TCP 66 33026 —~ 80 [FIN, ACK] Se TSval=134165 TSecr=230748

67 34.218945 10.124,211.96 10.124,211.200 TCP 74 80 — 33030 [SYN, ACK] Seq=0 Ack=1 Win=14480 Len=0 MSS=1337 SACK_PERM=1 TSval=230751 TSecr=134158 WS=4
68 34.218972 10.124.211.200 10.124.211.96 TCP 66 33030 —~ 80 [ACK] Seq=1 Ack=1 Win=29312 Len=0 TSval=134168 TSecr=230751

69 34.230022 10.124.211.200 10.124.211.96 TCP 74 33032 -~ 80 [SYN] Seq=0 Win=29200 Len=0 MSS=1460 SACK_PERM=1 TSval=134171 TSecr=0 WS=128

70 34.248217 10.124.211.96 10.124.211.200 TCP 66 80 —~ 33026 ACK] Seq=1343 Ack 202 Win=15552 Len=0 TSval=230758 TSecr=134165

71 34.269905 10.124.211.96 10.124.211.200 TCP 74 80 — 33032 = Win=14480 Len=0 MSS=1337 SACK_PERM=1 TSval=230764 TSecr=134171 WS=4
72 34.269934 10.124.211.200 10.124,211.96 TCP 66 330 = 80 312 Len=0 TSval=134181 TSecr=230764

73 35.126264 10.124.211.200 10.124.211.96 HTTP 266 [GET_/newsde

74 35.126569 10.124.211.200 10.124.211.96 TCP 74 33034 — B0 0 en=0 MSS=1460 SACK_PERM=1 TSval=134395 TSecr=0 WS=128

75 35.166226 10.124.211.96 10.124.211.200 TCP 66 80 —~ 33028 Ack=201 Win=15552 Len=0 TSval=230988 TSecr=134395

76 35.166267 10.124.211.96 10.124.211.200 TCP 74 80 — 33034 [SYN, ACK] Seq=0 Ack=1 Win=14480 Len=0 MSS=1337 SACK_PERM=1 TSval=230988 TSecr=134395 WS=4
77 35.166341 10.124.211.200 10.124.211.96 TCP 66 33034 —~ 80 [ACK] Seq=1 Ack=1 Win=29312 Len=0 TSval=134405 TSecr=230988

78 35.168806 10.124.211.96 10.124.211.200 TCP 1391 [TCP segment of a reassembled PDU]

79 35.168835 10.124.211.200 10.124.211.96 TCP 66 33028 — 80 [ACK] Seq=201 Ack=1326 Win=32128 Len=0 TSval=134405 TSecr=230988

80 35.168926 10.124.211.96 10.124.211.200 HTTP 82 HTTP/1.1 200 OK (text/html)

81 35.168943 10.124.211.200 10.124.211.96 TCP 66 33028 — 80 [ACK] Seq=201 Ack=1342 Win=32128 Len=0 TSval=134405 TSecr=230988

82 35.168962 10.124.211.96 10.124.211.200 TCP 66 80 — 33028 [FIN, ACK] Seq=1342 Ack=201 Win=15552 Len=0 TSval=230988 TSecr=134395

AR 35 170154 1A 124 211 200 10 124 211 QA TCP AR 3328 — RO [FTN _ACK] Sen=2@1 Ack=1343 Win=3212R |en=0 TSval=134406 TSerr=2300RR"

« taking a closer look we found out that The User-Agent for this HTTP GET
Request is Sqlmap. So the attacker didn’t quit, he escalated.

2. Network Traffic & Flow Analysis
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» Frame 56: 266 bytes on wire (2128 bits), 266 bytes captured (2128 bits)
» Ethernet II, Src: 1a:3a:46:bf:43:91 (la:3a:46:bf:43:91), Dst: Vmware_al:4e:f0 (00:50:56:al:4e:f0)
» Internet Protocol Version 4, Src: 10.124.211.200, Dst: 10.124.211.96

» Transmission Control Protocol, Src Port: 3304, Dst Port: 80, Seq: 1, Ack: 1, Len: 200

Host: 10.124.211,96\r\n
Accept: */*\r\n
User-Agent: sqlmap/1.1 4#stable (http://sqlmap.org)irin
Connection: close\r\n

Cache-Control: no-cache\r\n
\ri\n
Full request URI: http://10.124.211.96/newsdetails.php?id=1]

HTTP request 1/1]
Response in frame: 63]

HTTPS

e HTTPS also establishes a handshake similar to TCP but more complicated.
Below is a brief summary:

o Both the client and the server need to agree on the protocol version.
o Both the client and the server need to select cryptographic algorithms.
o Optionally authenticate to each other.

o Use public key encryption techniques to establish secure
communications.

Client
Server

b
S e 33
ClientHello v
ServerHello
--------------------------- - - Certificate
ServerHelloDone
ClientKeyExchange =
ChangeCipherSpec - {-- - - - - - - - - - -~ - - - - -~ - - - -~ - - - —- of
Finished § (7

. ChangeCipherSpec
Finished

Normal vs Suspicious HTTPS Trafic

2. Network Traffic & Flow Analysis
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Normal HTTPS Traffic Suspicious HTTPS Traffic

Port 443, TCP Malicious binaries (backdoors), scripts,

Port 8443, TCP (used as alternate) web shells, etc. will use this port because
typically in all corporate environments
the port is open.

|Encrypted traffic| If the traffic is not encrypted and Secure
Sockets Layer packet details are empty
within packet details then that will fall
under suspicious.

Web server typically in FQDN format. Server will point to an IP address instead
of FQDN format.
Normal HTTPS Trafic
» the Secure Sockets Layer portion of the packet details should not be empty
+ in Client Hello packet. We see the following:
o Content Type = Handshak
o Handshake Protocol: Client Hello
o Version: TLS 1.2
o Cipher Suites (11 suites)

o Compression Method (1 method)

2. Network Traffic & Flow Analysis
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» Frame 25: 233 bytes on wire (1864 bits), 233 bytes captured (1864 bits)

»

» Internet Protocol Version 4, Src: 10.54.15.100, Dst: 10.54.15.15

» Transmission Control Protocol, Src Port: 45114, Dst Port: 443, Seq: 1, Ack: 1, Len: 167
v [Secure Sockets Laver]

v TLSv1l.2 Record Layer: Handshake Pgotocol: Client Hello
Content Type: Handshake (22) _
Version: TLS 1.0 (0x0301)

Length: 162
« Handshake Protocol: Client Hello _

Handshake Type: Client Hello (1)

Length: 158
Version: TLS 1.2 (0x0303) _
» Random

Session ID Length: ©

Cipher Suites Length: 22

v Cipher Suites (11 suites) F
Cipher Sulte: TLS_ECDHE_ECUSA_WITH_AES_128_GCM_SHA256 (GXCGZD)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (0xc02f)
Cipher Sulte: TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (OXCOOa}
Cipher Suilte: TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc009)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA (0xc013)
Cipher Sulte: TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014)
Cipher Suite: TLS_DHE_RSA_WITH_AES_128_CBC_SHA (0x0033)
Cipher Sulte: TLS_DHE_RSA_WITH_AES_256_CBC_SHA (0x0039)
Cipher Suite: TLS_RSA_WITH_AES_128_CBC_SHA (0x002f)
Cipher Suite: TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)

Cipher Suite: TLS_RSA_WITH_3DES EDE_CBC_SHA (0x000a)
Compression Methods Length: 1
~ Compression Methods (1 method)

Compression Method: null (0)
Extensions Length: 95
Extension: renegotiation_info
Extension: elliptic_curves
Extension: ec_point_formats
Extension: SessionTicket TLS
Extension: next_protocol_negotiation
Extension: Application Layer Protocol Negotiation
Extension: status_request
Extension: signature_algorithms

vy vy v vywvwvywwy

* inthe server’s response, Server Hello packet

2. Network Traffic & Flow Analysis
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Frame 27: 1391 bytes on wire (11128 bits), 1391 bytes captured (11128 bits)

Ethernet II, Src: Vmware_al:f4:d0 (00:50:56:a1:f4:d0), Dst: 26:11:59:88:53:02 (26:11:59:88:53:02)
Internet Protocol Version 4, Src: 10.54.15.15, Dst: 10.54.15.100

Transmission Control Protocol, Src Port: 443, Dst Port: 45114, Seq: 1, Ack: 168, Len: 1325

Secure Sockets Layer

vy vww

* TLSv1l.2 Record Layer: Handshake Protocol: Server Hello

Content Type: Handshake (22)

version: TLS 1.2 (0x0303)

Length: 61

v Handshake Protocol: Server Hello

Handshake Type: Server Hello (2)
Length: 57
Version: TLS 1.2 (0x0303)

~ Random
GMT Unix Time: May 23, 2017 13:27:38.000000000 EDT _
Random Bytes: 2000d7125adef022e9441d5121c77b5e3ch88e605Td2242e. ..

Session ID Length: 0
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (Oxc02f)
Compression Method: null (0)
Extensions Length: 17

» Extension: renegotiation_info

» Extension: ec_point_formats

» Extension: SessionTicket TLS

~ TLSv1l.2 Record Layer: Handshake Protocol: Certificate

Content Type: Handshake (22)

version: TLS 1.2 (0x0303)

Length: 1011

v Handshake Protocol: Certificate

Handshake Type: Certificate (11)
Length: 1007

Certificates Length: 1004
~ Certificates (1004 bytes) _
Certificate Length: 1001
v: 308203e5308202cda003020102020900d98303¢ f87501375. . . (pkcs-9-at-emailAddress=e
« signedCertificate
version: v3 (2)
serialNumber: -2773368755666807947
signature (shalWithRSAEncryption)
issuer: rdnSequence (0)
validity
subject: rdnSequence (0)
subjectPublicKeyInfo
» extensions: 3 items
» algorithmIdentifier (shalWithRSAEncryption)
Padding: ©
encrypted: 2326cB138a9cPaf9ff804eeBe6909cac6f34ae00cf343ae9. ..

v wvww

+ Here we see the Server Key Exchange which will be followed by the Client
Key Exchange packet. (step #3 in the establishment of an SSL/TLS session)
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Frame 29: 170 bytes on wire (1360 bits), 170 bytes captured (1360 bits)

Ethernet II, Src: Vmware_al:f4:d0 (00:50:56:a1:f4:d0), Dst: 26:11:59:88:53:02 (26:11:59:88,53:02)
Internet Protocol Version 4, Src: 10.54.15.15, Dst: 10.54.15.100

Transmission Control Protocol, Src Port: 443, Dst Port: 45114, Seq: 1326, Ack: 168, Len: 104

[2 Reassembled TCP Segments (338 bytes): #27(243), #29(95)]

Secure Sockets Layer
~ TLSv1.2 Record Layer: Hendshake Protocol. _
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)
Length: 333
~ Handshake Protocol: Server Key Exchange
Handshake Type: Server Key Exchange (12)
Length: 329
v EC Diffie-Hellman Server Params
Curve Type: named_curve (0x03)

Named Curve: secp256rl (0x0017)
Pubkey Length: 65
Pubkey: 04401daa41bf0a036acffe3ceB6C112c109af374b2e f1326. . .

v Signature Hash Algorithm: 0x0401
8. t Hash : :
Sig::tﬂ:: H::h » Frame 31: 192 bytes on wire (1536 bits), 192 bytes captured (1536 bits)
Signature Length:||» Ethernet II, Src: 26:11:59:88:53:02 (26:11:59:88:53:02), Dst: Vmware al:61:66 (00:50:56:al:61:66)
Signature: 8f3e6s{|» Internet Protocol Version 4, Src: 10.54.15 100, Dst: 10.54.15,15
v Secure Sockets Layer » Transmission Control Protocol, Src Port: 45114, Dst Port: 443, Seq: 168, Ack: 1430, Len: 126

v TLSv1.2 Record Layer: Hel | EEEESIICEEIS R,
client Key Exchange |4

dvvwwwrw

Content Type: Handshad| ~ TLSvl.2 Record Layer: Handshake Protocol:

version: TLS 1.2 (0x0] Content Type: Handshake (22)
Length: 4 version: TLS 1.2 (0x0303)
~ Handshake Protocol: S Length: 70
Handshake Type: Ser v Handshake Protocol: Client Key Exchange
Length: © Handshake Type: Client Key Exchange (16)
Length: 66

v EC Diffie-Hellman Client Params
Pubkey Length: 65
Pubkey: 04496c4e42312aa0f1b9B55834438ee5d7T97745533bfc5e. . .
v TLSv1.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
Content Type: Change Cipher Spec (20)
Version: TLS 1.2 (0x0303)
Length: 1
Change Cipher Spec Message
v TLSv1.2 Record Layer: Handshake Protocol: Multiple Handshake Messages
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)
Length: 40
~ Handshake Protocol: Hello Request
Handshake Type: Hello Request (0)
Length: ©
~ Handshake Protocol: Hello Request
Handshake Type: Hello Request (0)
Length: ©

e This is the last packet and the handshake between the server and client is now
complete.
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[» Frame 34: 324 bytes on wire (2592 bits), 324 bytes captured (2592 bits)
» Ethernet II, Src: Vmware_al:f4:d0 (00:50:56:a1;f4:d0), Dst: 26:11:59:88:53:02 (26:11:59:88:53:02)
» Internet Protocol Version 4, Src: 10.54.15.15, Dst: 10.54.15.100

» Transmission Control Protocol, Src Port: 443, Dst Port: 45114, Seq: 1430, Ack: 604, Len: 258
v Secure Sockets Layer

¥ TLSv1.2 Record Layer: Handshake Protocol: New Session Ticket _
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)
Length: 202
v Handshake Protocol: New Session Ticket
Handshake Type: New Session Ticket (4)
Length: 198
v TLS Session Ticket
Session Ticket Lifetime Hint: 300
Session Ticket Length: 192
Session Ticket: cB87ecB42ela7e7c2fd503729435f618d5010e59487ae8647. | .
v TLSv1.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
Content Type: Change Cipher Spec (20)
Version: TLS 1.2 (0x0303)
Length: 1
Change Cipher Spec Message

v TLSv1.2 Record Layer: Handshake Protocol: Encrypted Handshake Message _
Content Type: Handshake (22)
Version: TLS 1.2 (Ox0303)
Length: 40
Handshake Protocol: Encrypted Handshake Message

¢ The rest of the packets between these two devices will now be encrypted.

» The traffic is unreadable, but if this is internal traffic within our corporate

environment, then, it is feasible to decrypt this traffic using the private key from
the internal server.

Frame 35: 770 bytes on wire (6160 bits), 770 bytes captured (6160 bits)
Ethernet II, Src: Vmware_al:f4:d0 (00:50:56:al:f4:d0), Dst: 26:11:59:88:53:02 (26:11:59:88:53:02)
Internet Protocol Version 4, Src: 10.54.15.15, Dst: 10.54.15.100
Transmission Control Protocol, Src Port: 443, Dst Port: 45114, Seq: 1688, Ack: 604, Len: 704
Secure Sockets Layer
» TLSv1.2 Record Layer: Application Data Protocol: http-over-tls
» TLSv1.2 Record Layer: Application Data Protocol: http-over-tls
» TLSv1.2 Record Layer: Application Data Protocol: http-over-tls
v TLSv1.2 Record Layer: Application Data Protocol: http-over-tls
Content Type: Application Data (23)
version: TLS 1.2 (Ox0303)
Length: 32

Encrypted Application Data: bb0O6752cBe53ae fébb13c15ff590c829883685daBbo6e44. . .

|

(vvvvl

Malicious HTTPS Traffic Example

o we can use this filter ssi.record.content type == 22 in order to get the SSLITLS
handshakes
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am 2 ® REBRer=E=fF oS =Eaaad
[ sslrecord.content_type==22 BHEd -]+
No. Time Source Destination srcport dst port Protocol length  Info
= 1 9.000000 215.255.186.158 251.217.119.1.. 55726 https TLSv1 364|Client Hello
2 9.0840015 215.255.186.158 251.217.119.1.. 55731 https TLSv1 364|Client Hello
14 ©.543463 215.255.186.158 251.217.119.1.. 55733 https TLSvl.2 364|Client Hello
17 ©.545287 215.255.186.158 251.217.119.1.. 55734 https TLSv1l.2 364/Client Hello
22 9.764012 215.255.186.158 251.217.119.1.. 55369 https TLSv1 364|Client Hello
23 0.850374 251.217.119.17@ 215.255.186.1.. https 55734 TLSv1.2 1514 Server Hello
26 8.850399 251.217.119.17@ 215.255.186.1.. https 55734 TLSv1.2 645 Certificate, Server Key E
319.851933 215.255.186.158 251.217.119.1.. 55734 https TLSv1l.2 192 Client Key Exchange, Chan
33 ©.90880804 215.255.186.158 251.217.119.1.. 55681 https TLSv1 364 Client Hello
34 @.952042 215.255.186.158 251.217.119.1.. 55723 https TLSv1 364 Client Hello
36 1.016351 251.217.119.17@ 215.255.186.1.. https 55734 TLSv1.2 292 New Session Ticket, Chang
42 1.222375 251.217.119.17@ 215.255.186.1.. https 55733 TLSv1.2 1514 Server Hello
45 1.222428 251.217.119.17@ 215.255.186.1.. https 55733 TLSv1.2 645 Certificate, Server Key E
56 1.223959 215.255.186.158 251.217.119.1.. 55733 https TLSvl.2 192 Client Key Exchange, Chan
53 1.387800 251.217.119.170@ 215.255.186.1.. https 55733 TLSv1.2 292 New Session Ticket, Chang
59 1.534411 215.255.186.158 251.217.119.1.. 55736 https TLSv1l.2 364 Client Hello
62 1.541889 215.255.186.158 251.217.119.1.. 55737 https TLSv1 364 Client Hello
< >

Frame 1: 364 bytes on wire (2912 bits), 364 bytes captured (2912 bits)

Ethernet II, Src: ©6:94:a7:35:af:33 (@6:94:a7:35:af:33), Dst: ©6:7e:64:b6:bc:3f (B6:7e:64:b6:bc:3f)

Internet Protocol Version 4, Src: 215.255.186.158, Dst: 251.217.119.17@

Transmission Control Protocol, Src Port: 55726 (55726), Dst Port: https (443), Seq: 1215393884, Ack: 3100448357,
Transport Layer Security

¢ When it comes to SSL/TLS handshakes, you should remember two things:

o Each SSL/TLS handshake is effectively a new connection (consuming
resources)

o SSL/TLS handshakes are quite CPU intensive operations (server-side)
¢ The number of new Client Hello messages is abnormal.

o itlooks like we are dealing with a TLS Renegotiation Attack (DoS attack
against the TLS layer)

SMTP (Simple Mail Transfer Protocol)
How SMTP works ?

¢ It's the protocol responsible for sending emails

e SMTP is a text-based protocol, meaning that it relies on exchanging ASCII
based strings as commands between the server and the client.
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HELO Sent by a client to identify itself, usually with a domain
name.

MAIL FROM Identifies the sender of the message; used in the form
MAIL FROM:.

RCPTTO Identifies the message recipients; used in the form
RCPT TO..

VRFY Verifies that a mailbox is available for message
delivery;.

e The SMTP server starts the conversation, once the TCP three-way handshake
is completed, by sending its banner, containing the server’s name and version.

30. 60 1077 =2
40, 158 5: 220
50. SMTP 67 C: EHL 1ent
6 0.190274 TCP 54 25-1077 [ACK] Seq=105 Ack=14 win=17507
7 0.420605 SMTP 290 5: 250 Server Hello [HNN] | 25
8 0.430619 SMTP bb C: AUTH LOGIN
9 0.430619 SMTP 72 5: 334 vxNlcmShbwub
10 0.430619 SMTP 64 C: |user: NN
11 0.430619 SMTP 72 5: 334 UGFzcidvemQb
12 0.430619 SMTP 64 C:
13 0.440634 SMTP 91 s: 235 2.7.0 authentication successful

Malicious SMTP Traffic Example

e The lack of proper security configuration may also allow the attacker to connect
to the SMTP
server and manually enumerate the users on that server using the VRFY,
EXPN or RCPT TO commands.

+ User enumeration may be used as part of a social engineering attack or as a

first step of a brute force attack against account passwords on that server.

DNS (Domain Name System)
e resolves names to IP addresses.
+ DNS is a query-response protocol.
¢ DNS traffic normally uses UDP on port 53.

¢ DNS traffic should go to DNS servers only.

Normal vs Malicious DNS Traffic
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Normal DNS Traffic Suspicious DNS Traffic

Port 53,

Should only go to DNS Servers.

Should see DNS Responses to DNS
Queries.

Traffic on port 53 but using TCP

instead of UDP.

DNS traffic not going to DNS Servers.

A lot of DNS Queries with no DNS
responses or vice versa.

Normal DNS Traffic

(A ]dns

Mo Destination

172.16.5.10

Source
172.16.5.108
172.16.5.18
172.16.5.100
172.16.5.18

Time
16 26, 206151136
16 26 272080431
A1 56 605405613
42 56 630661726

Protocol  Length Info

B3 Standard query Gxdedd PTR 5.5.16.172.in-addr.arpa

127 Standard query response Oxded8 PTR 5.5.16.172.1n-addr.arpa PTR wkst-techsupport.sportsfoo.com

94 Standard query Oxa620 FTR 5.5 16.172 in-addr.arpa OFT

138 Standard qUEry response Oxac2e PTR 5.5.16.172.1n-addr.arpa PTR WKSE-CechSUpport.sportsfos. com OPT

172.16.5.100
172.16.5.10
172.16.5.100

¢ 4 packets: 2 packets for DNS Queries and 2 for DNS Responses.

Frame 15: B3 bytes on wire (664 bits), 83 bytes captured (664 bits) on interface ©
Ethernet II Src: b2 fe:ed:db:02:32 (b2:fe:ed:db:02: 32), Dst: Vmware_al:a4:5f (00:50:56:a1:a4:5f)
gn 4, Src:

& & e = 172.18 R 72.16.5.10
User Datagram Prntacol Src Port: 42653] Dst Port: 53

¥)
Res onse In: 19
Transaction ID: Oxde40
» Flags: 0x0100 Standard query
Questions: 1
Answer RRs: ©
Authority RRs: O
Additional RRs: O
= Queries

4drvrvrwvrwr

* 5.5.16.172.in-addr .arpa: type PTR, class IN

Name: 5.5.16.172.1in-addr.arpa

[Name Length: 23]
DEEE OO 50 56 al ad 5f b2 fe ed db 02 32 08 OO 45 0O Pv.._ .. 2. .E
0el0 @0 45 ae 11 00 00 40 11 6a 08 ac 10 05 64 ac 10 E...@ o 3....d..
0OZ0 05 Pa a6 9d 00 35 00 31 2d 00 de 40 01 0O 0O BL .. ... 51 -..@. ..
OBE0 00 00 OO 00 OO 0O @1 35 @1 35 02 31 36 @3 31 37 .5 .5.16. 1?
0040 32 07 69 6e 2d 61 64 64 72 04 61 72 70 61 00 00 2 in- add r.arpa.
0OS0 @c 0 Q1 -

 this is a UDP packet and it's using an expected port, 53.
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Frame 19: 127 bytes on wire (1016 bits), 127 bytes captured (1016 bits) on interface @
Ethernet II, Src: Vmware_al:a4:5f (09:50:56:a1:a4:5f), Dst: b2:fe:ed:db:02:32 (b2:fe:ed:db:02:32)
Internet Protocol Version 4, Src: 172.16.5.10, Dst: 172.16.5.100
User Datagram Protocol, Src Port: 53, Dst Port: 42653
Domain Mame System (response)
Request In: 16
}TLNEI ©.072829293 seconds])
Transaction ID: Oxdedd
» Flags: OxE580 Standard query response, No error
Questions; 1
Answer RRs: 1
Authority RRs: 0
Additional RRs: ©
¥ Queries
» 5.5.16.172.1n-addr.arpa: type PTR, class IN
Name: 5.5.16.172.1n-addr.arpa
[Name Length: 23]
[Label Count: 6]
Type: PTR (domain name PoinTeR) (12)
class: IN (0x0001)
v ANSwers
v 5.5.16.172_in-addr.arpa: type PTR, class IN, wkst-techsupport.sportsfoo.com
Name: 5.5.16.172.in-addr.arpa
Type: PTR (domain name FolnTeR) (12)
class: IN (0x0001)
Time to live: 3600
Data length: 32
Domain Name: wkst-techsuppoart.sportsfoo.com

d = v w w

¢ This is the DNS Response to the DNS Query in packet looks normal

Malicious DNS Traffic

+ DNS Zone Transfers : a way to replicate DNS databases across a group of
DNS servers.

e DNS tunnels
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