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Preface

Recently, Python has started to gain a lot of traction,

with the latest updates of Python adding numerous
packages that can be used to perform critical missions.
Our main goal with this book is to help you leverage
Python packages to detect vulnerabilities and take care of
networking challenges.

This book will start by walking you through the scripts
and libraries of Python that are related to networking
and security. You will then dive deep into core
networking tasks and learn how to take care of
networking challenges. Later, this book will teach you
how to write security scripts to detect vulnerabilities in
your network or website. By the end of this book, you will
have learned how to achieve endpoint protection by
leveraging Python packages, along with how to extract
metadata from documents and how to write forensics
and cryptography scripts.
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Who this book is for

This book is intended for network engineers, system
administrators, or any security professionals who are
looking to tackle networking and security challenges.
Security researchers and developers with some prior
experience of Python would get the most from this book.
A basic understanding of general programming
structures and Python is required.
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What this book covers

Chapter 1, Working with Python Scripting, introduces
you to the Python language, object-oriented
programming, data structures, exceptions, managing
dependencies for developing with Python, and
development environments.

Chapter 2, System Programming Packages, teaches you
about the main Python modules for system
programming, looking at topics including reading and
writing files, threads, sockets, multithreading, and
concurrency.

Chapter 3, Socket Programming, provides you with
some basics of Python networking using the socket
module. This module exposes all of the necessary pieces
to quickly write TCP and UDP clients, as well as servers
for writing low-level network applications.

Chapter 4, HTTP Programming, covers the HTTP
protocol and the main Python modules, such as the

urllib standard library, and the requests and

httpx modules to retrieve and manipulate web
content. We also cover HTTP authentication
mechanisms and how we can manage them with the

requests module.

Chapter 5, Connecting to the Tor Network and
Discovering Hidden Services, explains how Tor can
assist us in the research and development of tools from
an anonymity and privacy point of view. In addition, we
will review how to extract information from hidden
services using Python modules.

Chapter 6, Gathering Information from Servers,
explores the modules that allow the extraction of
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information that servers are exposing publicly, such as
Shodan and Binary Edge. We will also look at getting
server banners and information on DNS servers and
introduce you to fuzzy processing using the
pywebfuzz module.

Chapter 7, Interacting with FTP, SFTP, and SSH
Servers, details the Python modules that allow us to
interact with FTP, SFTP, and SSH servers, checking the
security in SSH servers with the ssh—audai t tool.
Also, we will learn how to implement SSH clients and
servers with the asyncSSH and asyncio
modules.

Chapter 8, Working with Nmap Scanner, introduces
Nmap as a port scanner and covers how to implement
network scanning with Python and Nmap to gather
information on a network, a specific host, and the
services that are running on that host. Also, we cover
how to find possible vulnerabilities in a given network
with Nmap scripts.

Chapter 9, Interacting with Vulnerability Scanner, gets
into Nessus and OpenVAS as vulnerability scanners and
gives you reporting tools for the main vulnerabilities that
can be found in servers and web applications with them.
Also, we cover how to use them programmatically from
Python, with the nessrest and Python-gmv
modules.

Chapter 10, Identifying Server Vulnerabilities in Web
Applications, covers the main vulnerabilities in web
applications with OWASP methodology and the tools we
can find in the Python ecosystem for vulnerability
scanning in CMS and web applications, such as
sglmap. We will also cover testing openSSL/TLS

vulnerabilities in servers with the SS1yze module.
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Chapter 11, Security and Vulnerabilities in Python
Modules, covers security and vulnerabilities in Python
modules. Also, we cover the review of Python tools such
as Bandit as a static code analyzer for detecting
vulnerabilities and Python best practices from a security
perspective.

Chapter 12, Python Tools for Forensics Analysis, covers
the main tools we have in Python for extracting
information from memory, Sql i te databases,
research about network forensics with PcapXray, getting
information from the Windows registry, and using the
logging module to register errors and debug
Python scripts.

Chapter 13, Extracting Geolocation and Metadata from
Documents, Images, and Browsers, explores the main
modules we have in Python for extracting information
about geolocation and metadata from images and
documents, identifying web technologies, and extracting
metadata from Chrome and Firefox browsers.

Chapter 14, Cryptography and Steganography, covers
the main modules we have in Python for encrypting and

decrypting information, such as pycryptodome
and cryptography. Also, we cover

steganography techniques and how to hide information
in images with S t@p i ¢ modules. Finally, we will
cover Python modules for generating keys securely with
the secrets and hashlib modules.

To get the most out of
this book

You will need to install a Python distribution on your
local machine, which should have at least 4 GB of
memory. You will need Python 3.7 version or higher to
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be installed in your system globally or use a virtual
environment for testing the scripts with this version:

Software/hardware covered in the book OS requirements

Python 3.7+ Windows, macOS X, and Linux (any)

The recommended version is 3.7 and most of the
examples are also compatible with the 3.9 version. At
this moment, most developers are still using the 3.7
version and the migration to the new version will be
completed gradually as third-party libraries are updated.

The scripts have been tested with version 3.7 or higher.
You may encounter problems when installing a specific
package with the latest version 3.9. To overcome these
problems, it is recommended to check the official
documentation and the GitHub repositories of the third-
party modules to check for updates.

If you are using the digital version of this book,
we advise you to type the code yourself or access
the code via the GitHub repository (link available
in the next section). Doing so will help you avoid
any potential errors related to the copying and
pasting of code.

Download the example
code files

You can download the example code files for this book
from GitHub at
https://github.com/PacktPublishing/Mastering-Python-
for-Networking-and-Security-Second-Edition. In case
there's an update to the code, it will be updated on the
existing GitHub repository.

We also have other code bundles from our rich catalog of
books and videos available at
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https://github.com/PacktPublishing/. Check them out!

Code in Action

Code in Action videos for this book can be viewed at
https://bit.ly/2I9tE5v.

Download the color
images

We also provide a PDF file that has color images of the
screenshots/diagrams used in this book. You can
download it here:
http://www.packtpub.com/sites/default/files/download
s/9781839217166_ ColorImages.pdf.

Conventions used

There are a number of text conventions used throughout
this book.

Code in text:Indicates code words in text,
database table names, folder names, filenames, file
extensions, pathnames, dummy URLs, user input, and
Twitter handles. Here is an example: "In this way, the

module can be installed either with the pip3
install pipreds command orthrough the
GitHub code repository using the py thon3
setup.py install command."

A block of code is set as follows:

import my module
def main () :
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my module.test ()
1f name == ' main ':

main ()

When we wish to draw your attention to a particular part
of a code block, the relevant lines or items are set in bold:

$ sudo python3 fuzzdb xss.py

<input name="searchFor"
size="10" type="text"/>

<input name="goButton"
type="submit"
value="go" />

Any command-line input or output is written as follows:

$ pip3 -r requirements.txt

Bold: Indicates a new term, an important word, or
words that you see on screen. For example, words in
menus or dialog boxes appear in the text like this. Here is
an example: "With the option View Breakpoint, we
can see the breakpoint established in the script."

TIPS OR IMPORTANT
NOTES

Appear like this.

Get in touch

Feedback from our readers is always welcome.

General feedback: If you have questions about any
aspect of this book, mention the book title in the subject
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of your message and email us at
customercare@packtpub.com

Errata: Although we have taken every care to ensure the
accuracy of our content, mistakes do happen. If you have
found a mistake in this book, we would be grateful if you
would report this to us. Please visit
www.packtpub.com/support/errata, selecting your book,
clicking on the Errata Submission Form link, and
entering the details.

Piracy: If you come across any illegal copies of our
works in any form on the internet, we would be grateful
if you would provide us with the location address or
website name. Please contact us at
copyright@packt. comwith alink to the

material.

If you are interested in becoming an author: If
there is a topic that you have expertise in, and you are
interested in either writing or contributing to a book,
please visit authors.packtpub.com.

Reviews

Please leave a review. Once you have read and used this
book, why not leave a review on the site that you
purchased it from? Potential readers can then see and
use your unbiased opinion to make purchase decisions,
we at Packt can understand what you think about our
products, and our authors can see your feedback on their
book. Thank you!

For more information about Packt, please visit
packt.com.
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Section 1: The Python
Environment and
System Programming
Tools

In this section, the reader will learn the basics of Python
programming, including the development environment
and the methodology we can follow to write our scripts.
Also, it is important to know the main modules and
packages for security and system programming tasks
such as reading and writing files, and using threads,
sockets, multithreading, and concurrency.

This part of the book comprises the following chapters:

o Chapter 1, Working with Python
Scripting

o Chapter 2, System Programming
Packages
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Chapter 1: Working with
Python Scripting

Python is a simple-to-read-and-write, byte-compiled,
object-oriented programming language. The language is
perfect for security professionals because it allows for
fast test development as well as reusable objects to be
used in the future.

Throughout this chapter, we will explain data structures
and collections such as lists, dictionaries, tuples, and
iterators. We will review functions, exceptions
management, and other modules, such as regular
expressions, that we can use in our scripts. We will also
learn how to manage dependencies and development
environments to introduce into programming with
Python. We will also review the principal development
environments for script development in Python,
including Python IDLE and PyCharm.

The following topics will be covered in this chapter:

Introduction to Python scripting
o Exploring Python data structures

» Python functions, classes, and

managing exceptions
e Python modules and packages

» Managing dependencies and virtual

environments
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» Development environments for

Python scripting

Technical requirements

Before you start reading this book, you should know the
basics of Python programming, including its basic
syntax, variable types, data type tuples, list dictionaries,
functions, strings, and methods. We will work with
Python version 3.7, available at
www.python.org/downloads.

The examples and source code for this chapter are
available in the GitHub repository at
https://github.com/PacktPublishing/Mastering-Python-
for-Networking-and-Security-Second-Edition.

Check out the following video to see the Code in Action:

https://bit.ly/3mXDJ1d

Introduction to Python
scripting

Python has many advantages when it comes to picking it
for scripting. Before we dig deep into the Python
scripting landscape, let’s take a look at these advantages
and new features available in Python 3.

Why choose Python?

There are many reasons to choose Python as your main
programming language. Importantly, many security tools
are written in Python. This language offers many
opportunities for extending and adding features to tools
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that are already written. Let’s look at what else Python
has to offer us:

e It is a multi-platform and open

source language.

[t is a simple, fast, robust, and
powerful language.

e Many libraries, modules, and
projects focused on computer

security are written in Python.

e A lot of documentation is available,
along with a very large user

community.

» [tis a language designed to make
robust programs with a few lines of
code, something that is only
possible in other languages after
including many characteristics of

each language.

It is ideal for prototypes and rapid-
concept tests (Proof of Concept).

Multi-platform
capabilities and versions
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The Python interpreter is available on many platforms
(Linux, DOS, Windows, and macOS X). The code that we
create in Python is translated into bytecode when it is
executed for the first time. For that reason, in systems in
which we are going to execute our programs or scripts
developed in Python, we need the interpreter to be
installed.

In this book, we will work with Python version 3.7. If
you’re starting to write some new Python code today, you
should use Python 3. It’'s important to be aware that
Python 2 is end of life and will no longer receive security
patches, so users should upgrade their code to Python 3.

If you have Python 2 code that you can upgrade to
Python 3, you should do that as well. But if you're like
most companies with an existing Python 2 code base,
your best option might well be to upgrade incrementally,
which means having code that works under 2 and 3
simultaneously. Once you’ve converted all of your code,
and it passes tests under both Python 2 and 3, you can
flip the switch, joining the world of Python 3 and all of its
goodness.

TIP

PEPs (Python Enhancement Proposals) are the main forums
in the Python community for proposing new features or
improvements to the Python core language. They enable the
community to review, discuss, and improve proposals. Popular
tools such as pep8 and flake8 enforce these rules when run on
a Python file. The main PEP index can be found at
http://python.org/dev/peps.

Python 3 features
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Much has been written about the changes in Python 2
and 3. An extensive collection of such information is
available at https://python-future.org. This site offers
the futurize and pasteurize packages, as well as a great
deal of documentation describing the changes between
versions, techniques for upgrading, and other things to
watch out for.

Some of the most important new features that Python 3
offers are as follows:

Unicode is supported throughout the
standard library and is the default
type for any strings defined.

The input function has been

renewed.

The modules have been

restructured.

The new asyncio library, which is
part of the standard library, gives a
defined way to execute
asynchronous programming in
Python. This makes it easy to write
concurrent programs enabling you
to make the most of your new-

generation hardware.

e Better exception handling: in
Python 2.X, there were lots of ways
to throw and catch exceptions; with
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Python 3, error handling is cleaner

and improved.

» Virtualenv is now part of the
standard Python distribution.

TIP

If you are new to Python, you
should start with Python 3 since
many things have been improved
and more thoughtfully designed. If
you want to use old code or specific
packages and libraries that are still
based on Python 2, you should, of
course, use this version, especially
in those cases where porting would
be complex. Exploring old Python 2
code with tools such as 2to3 and
porting, if necessary, is a good

place to start.

Now that you know the reason for choosing Python as a
scripting language and the main features of Python 3,
let’s move on to learning about the main data structures
available in Python.

Exploring Python data
structures
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In this section, we will review different types of data
structures, including lists, tuples, and dictionaries. We
will see methods and operations for managing these data
structures and practical examples where we review the
main use cases.

Lists

Lists in Python are equivalent to structures as dynamic
vectors in programming languages such as C. We can
express literals by enclosing their elements between a
pair of brackets and separating them with commas. The

first element of a list has index 0.

Consider the following example: a programmer can
create a list using the append () method by adding
objects, printing the objects, and then sorting them
before printing again. We describe a list of protocols in
the following example, and use the key methods of a
Python list as add, index, and remove:

>>> protocolList = []

>>>
protocolList.append (M ftp

II)

>>>
protocolList.append (Yssh
")

>>>
protocolList.append (Ysmt
")

>>>

protocolList.append (“htt
p// )
>>> print (protocollList)
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[V ftp’ ,’ ssh’ ,’ smtp’ ,’ http’ ]
>>> protocollist.sort ()

>>> print (protocollList)

[V ftp’ ," http' ,’ smtp’ ,’ ssh’ ]
>>> type (protocollList)
<type ' list’ >

>>> len (protocollList)

4

To access specific positions, we can use the index ()
method, and to delete an element, we can use the
remove () method:

>>> position =
protocolList.index (Vssh”
)

>>> print (“ssh
position” +str (position))

ssh position 3

>>>
protocolList.remove (Vssh

//)
>>> print (protocolList)
[ ftp’ ,’ http' ,” smtp’ ]
>>> count = len(protocollList)

>>> print ("Protocol elements
“+str (count))

Protocol elements 3

To print out the whole protocol list, use the following
instructions. This will loop through all the elements and
print them:
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>>> for protocol in
protocolList:

>>> print (protocol)
ftp
http
smtp

Lists also have methods that help manipulate the values
within them and allow us to store more than one variable
within them and provide a better way to sort object
arrays in Python. These are the techniques commonly
used to control lists:

e .append (value): Appends an

element at the end of the list

e .count (‘x’): Gets the number

of ‘X’ 1n the list

e .index ( ‘x’): Returns the index

of ‘X’ in the list

e .insert(‘y’,’x’): Inserts‘x

at location ‘y’

e .pop (): Returns the last element

and also removes it from the list

e .remove (‘x’): Removes the

first ‘X’ from the list

e .reverse (): Reverses the

elements in the list
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e .sort(): Sorts the list in

ascending order

The indexing operator allows access to an element and is
expressed syntactically by adding its index in brackets to
thelist, 1list [index]. You can change the
value of a chosen element in the list using the index

between brackets:
protocols[4] = " ssh’
print ("New list content: V%,

protocols)
Also, you can copy the value of a specific position to

another position in the list:

protocols[l] = protocols[4]

print ("New list content:”,
protocols)

The value inside the brackets that selects one element of
the list is called an index, while the operation of selecting
an element from the list is known as indexing.

ADDING ELEMENTS TO A LIST

We can add elements to a list by means of the following
methods:

e list.append(value): This
method allows an element to be
inserted at the end of the list. It

takes its argument’s value and puts
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1t at the end of the list that owns the
method. The list’s length then

increases by one.

e list.insert (location,
value): The insert () method
1s a bit smarter since it can add a
new element at any place in the list,
and not just at the end. It takes as
arguments first the required location
of the element to be inserted and

then the element to be inserted.

REVERSING A LIST

Another interesting operation that we perform in lists is
the one that offers the possibility of getting elements in a
reverse way in the list through the reverse ()
method:

>>> protocollist.reverse ()
>>> print (protocolList)

[ smtp” ," http’ ,’ £tp’ ]

Another way to do the same operation is to use the -1

index. This quick and easy technique shows how you can
access all the elements of a list in reverse order:

>>> protocolList[::-1]
>>> print (protocolList)
[ smtp’ ,” http' ,’ ftp’ ]
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SEARCHING ELEMENTS IN A
LIST

In this example, we can see the code for finding the
location of a given element inside a list. We use the

range function to get elements inside

protocolList and we compare each element
with the element to find. When both elements are equal,
we break the loop and return the element.

You can find the following code in the
search element list.py file:

protocollList = [“FTP”,
A\Y HTTPII , A\Y SNMPII , A\Y SSH// ]

toFind = “SSH”
found = False
for 1 in
range (len (protocolList))

found =
protocollList[1i] ==
toFind
1f found:
break
if found:
print ("Element found
at index”, 1)
else:
print ("Element not
found”)

Now that you know how to add, reverse, and search for
elements in a list, let's move on to learning about tuples
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in Python.

Tuples

A tuple is like a list, except its size cannot change and
cannot add more elements than originally specified. The
parentheses delimit a tuple. If we try to modify a tuple
element, we get an error that indicates that the tuple
object does not support element assignment:

>>>tuple=
(“ftp” ,”ssh” ,”http”,” snm
")

>>>tuple[0]

\ftp!

>>>tuple [0]="FTP”

Traceback (most recent call
last) :

File “<stdin>”, line 1,

in <module>

TypeError: ' tuple’ object

does not support item
assignment

Now that you know the basic data structures for working
with Python, let’s move on to learning about Python
dictionaries in order to organize information in the key-
value format.

Python dictionaries

The Python dictionary data structure is probably the
most important in the entire language and allows us to
associate values with keys. A key is any immutable
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object. The value associated with a key can be accessed
with the indexing operator. In Python, dictionaries are
implemented using hash tables.

A Python dictionary is a way of storing information in
the format of key: wvalue pairs. Python

dictionaries have curly brackets, { } . Let’s look at a
protocols dictionary, with names and numbers, for
example:

>>> services = {“ftp”:21,
“ssh” :22, “smtp” :25,
“http” :80}

The limitation with dictionaries is that we cannot use the
same key to create multiple values. This will overwrite
the duplicate key preceding value.

Using the upda te method, we can combine two
distinct dictionaries into one. In addition, the

upda te method will merge existing elements if they
conflict:

>>> services = {“ftp”:21,
“ssh” :22, “smtp”:25,
“http” : 80}

>>> services2 = {“ftp”:21,
“ssh” :22, “snmp”:161,
“1ldap” : 389}

>>>
services.update (services
2)

>>> print (services)

{(“ftp”:21, “ssh”:22,
“smtp” :25,
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“http” :80,” snmp” :161,
“1ldap” :389}

The first value is the key, and the second the key value.
We can use any unchangeable value as a key. We can use
numbers, sequences, Booleans, or tuples, but not lists or
dictionaries, since they are mutable.

The main difference between dictionaries and lists or
tuples is that values contained in a dictionary are
accessed by their name and not by their index. You may
also use this operator to reassign values, as in the lists
and tuples:

>>> services [“http”]= 8080

This means that a dictionary is a set of key-value pairs
with the following conditions:

e Each key must be unique: That
means it is not possible to have
more than one key of the same

value.

e A key may be data of any type: It

may be a number or a string.

» A dictionary is not a list: A list
contains a set of numbered values,
while a dictionary holds pairs of

values.

e The len() function: This works for

dictionaries and returns the number
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of key-value elements in the
dictionary.

IMPORTANT NOTE

In Python 3.7, dictionaries have
become ordered collections by

default.

When building a dictionary, each key is separated from
its value by a colon, and we separate items by commas.
The . keys () method will return a list of all keys of a

dictionary and the . 1tems () method will return a
complete list of elements in the dictionary. The following
are examples involving these methods:

» services.keys () i1s a method
that will return all the keys in the
dictionary.

e services.items () 1s a method
that will return the entire list of

items 1in a dictionary:

>>> keys = services.keys()

>>> print (keys)

[N ftp', Ysmtp', ‘ssh’',
‘http' , " snmp’ ]

Another way is based on using a dictionary’s method

called 1 tems () . The method returns a list of tuples
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(this is the first example where tuples are something
more than just an example of themselves) where each
tuple is a key-value pair:

1. Enter the following command:

>>> items =
services.items ()
>>> print (items)
[(‘£tp’, 21),
(‘smtp’ ,25),
(‘ssh’, 22),
(‘http’, 80),
(‘snmp’, 161)]

From the performance point of
view, when it is stored, the key
inside a dictionary is converted to a
hash value to save space and boost
efficiency when searching or
indexing the dictionary. The
dictionary may also be printed, and
the keys browsed in a particular
order.

2. The following code sorts the
dictionary elements in ascending
order by key using the sort ()
method:

>>> items.sort()
>>> print (items)
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[(‘£tp’, 21), (‘http’,
80), (‘'smtp’, 25),
(‘snmp’, 161),
(‘ssh’, 22)]

3. Finally, you might want to iterate
over a dictionary and extract and
display all the key-value pairs with
a classical for loop:
>>> for key,value in

services.items():
>>> print (key,value)

ftp 21

smtp 25

ssh 22

http 80

snmp 16

Assigning a new value to an existing key is simple due to
dictionaries being fully mutable. There are no obstacles
to modify them:

1. In this example, we’re going to

replace the value of the http key:

>>> services]|[ ‘http’'] =
8080

>>> print (services)

{ “ftp”: 21, “ssh”: 22,
“smtp”: 25,
“http”: 8080, ”snmp”
: 161}
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2. Adding a new key-value pair to a
dictionary is as easy as modifying a
value. Only a new, previously non-
existent key needs to be assigned to
one:

>>> services|[‘'ldap’] =
389

>>> print (services)

{ “ftp”: 21, “ssh”: 22,
“smtp”: 25,
“http”: 8080, ”snmp”
:161, “1ldap”: 389}

Note that this is very different behavior compared to
lists, which don’t allow you to assign values to non-
existing indices.

Now that you know the main data structures for working
with Python, let’'s move on to learning how to structure
our Python code with functions and classes.

Python functions,

classes, and managing
exceptions

In this section, we will review Python functions, classes,
and how to manage exceptions in Python scripts. We will
review some examples for declaring and using both in
our script code. We'll also review the main exceptions we
can find in Python for inclusion in our scripts.
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Python functions

A function is a block of code that performs a specific
task when the function is called (invoked). You can use
functions to make your code reusable, better organized,
and more readable. Functions can have parameters and
return values.

There are at least four basic types of functions in Python:

e Built-in functions: These are an
integral part of Python. You can see
a complete list of Python’s built-in
functions at
https://docs.python.org/3/library/fun
ctions.html.

e Functions that come from pre-

installed modules.

e User-defined functions: These are
written by developers in their own
code and they use them freely in
Python.

e The lambda function: This allow
us to create anonymous functions
that are built using expressions such
as product = lambda x,y : x * y,
where lambda is a Python keyword
and x and y are the function

parameters.
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With the buil tins module, we can see all classes
and methods available by default in Python:

>>> import builtins
>>> dir(builtins)

[V ArithmeticError’,
‘ AssertionError’,
‘AttributeError’,
‘ BaseException’,
‘*BlockingIOError’ ,
‘ BrokenPipeError’,
‘BufferError’,
‘BytesWarning’ ,
‘ChildProcessErroxr’,
‘ ConnectionAbortedError’
, ‘ConnectionErroxr’,
‘ ConnectionRefusedError’

‘ ConnectionResetError’,
‘ DeprecationWarning ,
‘EOFError’ , ‘Ellipsis’,
‘EnvironmentError’ ,
‘Exception’ , ‘False',
‘' FileExistsError’,
‘'FileNotFoundErroxr’ ,
‘FloatingPointError’,

‘ FutureWarning’ ,

‘ GeneratorExit’,
‘VIOError',

‘' ImportError’ ,

‘ ImportWarning ,

‘' IndentationError’,

‘' IndexError’ ,

‘' InterruptedError’ ,
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‘IsADirectoryError’ ,

‘' KeyError’ ,

‘ KeyboardInterrupt’,

‘ LookupError’ ,

‘ MemoryError’ ,

‘ ModuleNotFoundError’ ,
‘ NameError’ , ‘None',
‘NotADirectoryError’,
‘NotImplemented ,
‘NotImplementedError’ ,
‘' OSError’,

‘' OverflowError’,

‘ PendingDeprecationWarni
ng’ , ‘' PermissionError’,
‘ ProcessLookupError’,
‘RecursionError’,

‘ Referencekrror’,

‘ ResourceWarning’ ,
‘RuntimeError’ ,
‘RuntimeWarning’ ,

‘' StopAsynclteration’,
‘' Stoplteration’,

‘' SyntaxError’ ,

‘' SyntaxWarning' ,

‘' SystemError’ ,

‘' SystemExit’ ,

‘' TabError’,

‘' TimeoutError’ , ‘True',
‘' TypeError’,

‘' UnboundLocalError’ ,

‘' UnicodeDecodeError’ ,
‘UnicodeEncodeError’ ,

‘' UnicodeErroxr’,
‘UnicodeTranslateError’,
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‘UnicodeWarning’ ,
‘UserWarning’ ,
‘ValueError’ , YWarning’ ,
‘' ZeroDivisionError’ ,

‘' build class ',

‘' debug ", ' doc ',
‘' import ',

\ loader 7,

\ name '/,

‘' package ',

‘' spec ", Yabs',
‘all”, Yany’, ‘Yascii’,
‘bin’ , ‘Ybool’,
‘breakpoint’,

‘' bytearray’ , ‘bytes’,
‘'callable’ , Ychr',
‘'classmethod’ ,
‘compile’ , ‘complex',
‘copyright’ , ‘credits’,
‘delattr’, Ydict’,
‘dir’ , Ydivmod ,
‘'enumerate’ , ‘eval’,
‘exec , ‘Yexit’,
Vfilter”, Y float’,

‘' format’ , ' frozenset’,
‘'getattr’, ‘Yglobals’,
‘' hasattr’ , Y hash’,
‘help’, Yhex’, ‘Yid,
‘'input’ , ‘Yint’,
‘'isinstance’ ,
‘'issubclass’, ‘iter’,
‘len’, Ylicense',
‘list’, Ylocals’, Ymap’,
‘max’ , ‘memoryview ,
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‘min’ , ‘next’, ‘object’,
‘oct/', Yopen , ‘Yord,
‘pow , ‘print’,
‘property , ‘quit’,
‘'range’ , Y repr’,
‘'reversed’ , ‘round ,
‘'set! , Ysetattr’,
‘'slice’ , Ysorted ,
‘'staticmethod’ , ‘str’',
Vsum , Y super’ , " tuple’,
‘type' , Yvars', Yzip’' ]
In Python, functions include reusable code-ordered
blocks. This allows a programmer usually to write a block
of code to perform a single, connected action. Although

Python offers several built-in features, a programmer
may build user-defined functionality.

In addition to helping us program and debug by dividing
the program into small parts, the functions also allow us
to manage code in a more reusable manner.

Python functions are defined using the de £ keyword
with the function name, followed by the function
parameters. The function’s body is composed of Python
statements to be executed. You have the option to return
a value to the function caller at the end of the function,
or if you do not assign a return value, it will return the

None object by default.

For instance, we can define a function that returns
True if the element is within the sequence given a
sequence of numbers and an item passed by a parameter,
and FFal se otherwise:

>>> def
contains (sequence, item) :
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>>>
>>>
>>>
>>>
>>>

True

>>>

True

>>>

for element in sequence:
if element == item:
return True
return False
print
contains ([100,200,300,40
0],200)

print
contains ([100,200,300,40
01,300)

print
contains ([100,200,300,40
0],350)

False

Two important factors make parameters different and

special:

e Parameters only exist within the

functions in which they were
described, and the only place where
the parameter can be specified is a
space between a pair of parentheses
in the def state.

Assigning a value to the parameter
is done at the time of the function’s
invocation by specifying the

corresponding argument.
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Python classes

Python is an object-oriented language that allows you to
create classes from such descriptions and instantiate
them. The functions specified inside the class are
instance methods, also known as member functions.

Python’s way of constructing objects is via the class
keyword. A Python object is an assembly of methods,
variables, and properties. Lots of objects can be
generated with the same class description.

Here is a simple example of a protocol object definition.
You can find the following code in the

protocol . py file:

class protocol (object) :
def init (self, name,
number, description) :
self.name =
name
self.number = number
self.description =
description
def getProtocolInfo(self):

return self.name+
“t+str(self.number)+ ™
“t+self.description

A\Y

In the previous code, we can see a method with the name
init | which represents the class constructor.

If a class has a constructor, it is invoked automatically
and implicitly when the object of the class is instantiated.

The 1n1i t method is a special method that acts as a
constructor method to perform the necessary
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initialization operation. The method’s first parameter is a
special keyword, and we use the self-identifier for the
current object reference. Basically, the s@1 £ keyword
is a reference to the object itself and provides a way for
its attributes and methods to access it.

The cons tructor method has to have the self
parameter and may have more parameters than just
self; if this happens, the way in which the class name
is used to create the object must reflect the

__init  definition. This method is used to set up
the object, in other words, properly initialize its internal
state, create instance variables, instantiate any other
objects if their existence is needed, and so on.

IMPORTANT NOTE

In Python, S@€ L £ is a reserved language word and is
mandatory. It is the first parameter of traditional methods and
through it you can access the class attributes and methods.
This parameter is equivalent to the pointer that can be found

in languages such as C ++ or Java.

An object is a set of the requirements and qualities
assigned to a specific class. Classes form a hierarchy,
which means that an object belonging to a specific class
belongs to all the superclasses at the same time.

To build an object, write the class name followed by any
parameter needed in parentheses. These are the
parameters that will be transferred to the 1nit

method, which is the process that is called when the class
is instantiated:

>>> protocol http=
protocol ("HTTP”, 80,

https://t.me/learningnets



“Hypertext transfer
protocol”)

Now that we have created our object, we can access its
attributes and methods through the

object.attributeand
object.method () syntax:

>>> protocol http.name
>>> protocol http.number
>>> protocol http.description

>>>

protocol http.getProtoco
1Info()

In summary, object programming is the art of defining
and expanding classes. A class is a model of a very
specific part of reality, reflecting properties and methods
found in the real world. The new class may add new
properties and new methods, and therefore may be more
useful in specific applications.

Python inheritance

Let’s define one of the fundamental concepts of object
programming, named inheritance. Any object bound to a
specific level of a class hierarchy inherits all the traits (as
well as the requirements and qualities) defined inside
any of the superclasses.

The core principles of the languages of object-oriented
programming are encapsulation, inheritance, and
polymorphism. In an object-oriented language, by
creating hierarchies, objects are related to others, and it
is conceivable that some objects inherit the properties
and methods of other objects, expanding their actions
and/or specializing.
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Inheritance allows us to create a new class from
another, inherit its attributes and methods, and adapt or
extend them as required. This facilitates the reuse of the
code since you can implement the basic behaviors and
data in a base class and specialize them in the derived
classes.

To implement inheritance in Python, we need to add the
name of the class that is inherited within parentheses to
show that a class inherits from another class, as we can
see in the following code:

>>>class MyList (list):
>>> def max min(self) :
>>> return
max (self),min(self)
>>>myList= MyList ()
>>>myList.extend ([100,200,300
»5007)
>>>print (myList)
[100, 200, 300, 500]
>>>print (myList.max min())
(500, 100)
As we can see in the previous example, inheritance is a
common practice of passing attributes and methods from
the superclass to a newly created class. The new class

inherits all the already existing methods and attributes,
but is able to add some new ones if needed.

Managing exceptions

Each time your code tries to do something wrong, Python
stops your program, and it creates a special kind of data,
called an exception. Both of these activities are known
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as raising an exception. We can say that Python always
raises an exception (or that an exception has been raised)
when it has no idea what to do with your code.

Exceptions are errors that Python detects during
execution of the program. If the interpreter experiences
an unusual circumstance, such as attempting to divide a
number by 0 or attempting to access a file that does not
exist, an exception is created or thrown, telling the user
that there is a problem.

When the exception is not detected, the execution flow is
interrupted, and the console shows the information
associated with the exception so that the developer can
solve the problem with the information returned by the
exception.

Let’s see a Python code throwing an exception while
attempting to divide 1 by 0. We'll get the following error
message if we execute it:

>>>def division(a,b) :
>>> return a/b
>>>def calculate():
>>>division (1,0)
>>>calculate ()

Traceback (most recent call
last) :
File “<stdin>”, 1line 1,
in <module>
File “<stdin>”, line 2,
in calculate
File “<stdin>”, line 2,
in division
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ZeroDivisionError: division
by zero

In the previous example, we can see traceback,
which consists of a list of the calls that caused the
exception. As we see in the stack trace, the error was

caused by the call to the calculate () method,
which, in turn, callsdivision (1, 0),and
ultimately the execution of the @ /b sentence of division
in line 2.

IMPORTANT NOTE

Python provides effective tools that allow you to observe
exceptions, identify them, and handle them efficiently. This is
possible due to the fact that all potential exceptions have their
unambiguous names, so you can categorize them and react

appropriately.

In Python, we can use a try/except block to
resolve situations related to exception handling. Now,
the program tries to run the division by zero. When the
error happens, the exceptions manager captures the
error and prints a message that is relevant to the
exception:

>>>Try:
>>> print (V10/0 =
“,str(10/0))

>>>except Exception as
exception:

>>> print (“Error
=" ,str (exception))

Error = division by zero
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The £y keyword begins a block of the code that may
or may not be performing correctly. Next, Python tries to
perform some operations; if it fails, an exception is
raised and Python starts to look for a solution.

At this point, the @xcept keyword starts a piece of
code that will be executed if anything inside the try
block goes wrong — if an exception is raised inside a
previous €X'y block, it will fail here, so the code located
after the @xcept keyword should provide an
adequate reaction to the raised exception.

In the following example, we try to create a file-type
object. If the file is not found in the filesystem, an

exception of the IOEXXroOXr type is thrown, which we
can capture thanks to our try except block:

>>>Try:
>>> £ = open(* file.txt’ ,” ")

>>>except Exception as
exception:

>>> print ("“File not
found:”, str (exception))

File not found: [Errno 2] No
such file or directory:
Vfile.txt’

In the first block, Python tries to perform all instructions
placed between the £ry: and except:

statements; if nothing is wrong with the execution and
all instructions are performed successfully, the execution

jumps to the point after the last line of the @except:
block, and the block’s execution is considered complete.

The following code raises an exception related to
accessing an element that does not exist in the list:
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>>> list = []
>>> x = 1ist[0]

Traceback (most recent call
last) :

IndexError: list index out of
range

Python 3 defines 63 built-in exceptions, and all of them
form a tree-shaped hierarchy. Some of the built-in
exceptions are more general (they include other
exceptions), while others are completely concrete. We
can say that the closer to the root an exception is located,
the more general (abstract) it is.

Some of the exceptions available by default are listed
here (the class from which they are derived is in
parentheses):

» BaseException: The class from

which all exceptions inherit.

e Exception (BaseException):
An exception is a special case of a
more general class named

BaseException.

e ZeroDivisionError
(ArithmeticError): An
exception raised when the second
argument of a division is 0. This is
a special case of a more general
exception class named
ArithmeticError.
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e EnvironmentError
(StandardError): Thisis a
parent class of errors related to

input/output.

e IOError
(EnvironmentError): This is
an error in an input/output

operation.

e OSError
(EnvironmentError): This is

an error in a system call.

e ImportError
(StandardError): The module
or the module element that you

wanted to import was not found.

All the built-in Python exceptions form a hierarchy of
classes. The following script dumps all predefined
exception classes in the form of a tree-like printout.

You can find the following code in the
get exceptions_ tree.pyfile:

def
printExceptionsTree (Exce
ptionClass, level = 0):

if level > 1:
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print (%
|77 * (level - 1),
end=""")
if level > O:
print (%
+-=-=", end="")

print (ExceptionClass.
__name_ )

for subclass in
ExceptionClass. subclas
ses  ():

printExceptio
nsTree (subclass, level +
1)
printExceptionsTree (BaseExcep
tion)

As a tree is a perfect example of a recursive data
structure, a recursion seems to be the best tool to
traverse through it. The

printExceptionsTree () function takes
two arguments:

e A point inside the tree from which
we start traversing the tree

e A level to build a simplified
drawing of the tree’s branches

This could be a partial output of the previous script:

BaseException

+-—--Exception
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| +-—--TypeError

| -
StopAsynclteration

| +-—--Stoplteration
| +-—-—-ImportError

| | e
ModuleNotFoundError

| | o
ZipImportError

| +-—--0OSError

| | o
ConnectionError

| | | Fomm
BrokenPipeError

| | | Fom
ConnectionAbortedError
| | | o
ConnectionRefusedError
| | | o
ConnectionResetError

| | o
BlockingIOError

| | o
ChildProcessError

| | e
FileExistsError

| | o
FileNotFoundError

| | o

IsADirectoryError

https://t.me/learningnets



_|____

NotADirectoryError

_|____

InterruptedError

_|____

PermissionError

_|____

ProcessLookupError

_|____

TimeoutError

_|____

UnsupportedOperation

+-—-herror
+--—-gailerror
+-——timeout

| | +-—-Error
| | | o=
SameFileError

| | tom-
SpecialFileError

| | s
ExeckError

| | toms
ReadError

In the output of the previous script, we can see that the

root of Python’s exception classes is the
BaseException class (this is a superclass of all
the other exceptions). For each of the encountered

classes, performs the following set of operations:
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e Print its name, taken from the

name __ property.

o [terate through the list of subclasses
delivered by the
__subclasses__ () method,

and recursively invoke the

printExceptionsTree ()
function, incrementing the nesting

level, respectively.

Now that you know the functions, classes, and exceptions
for working with Python, let's move on to learning how
to manage modules and packages. Also, we will review
the use of some modules for managing parameters,
including argparse and OptionParse.

Python modules and
packages

In this section, you will learn how Python provides
modules that are built in a modular way and offers the
possibility to developers to create their own modules.

What is a module in
Python?

A module is a collection of functions, classes, and
variables that we can use from a program. There is a
large collection of modules available with the standard
Python distribution.
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A module can be specified as a file containing definitions
and declarations from Python. The filename is the

module name attached with the . Py suffix. We can
start by defining a simple module in a . PY file. We'll
define a simple te@st () function inside this my
module. py file that will print “"This is my
first module”:

You can find the following code in the
my module. py file:

def test():
print ("This 1s my first
module”)

Within ourmain . py file, we can then import this file

as a module and use our newly-defined test ()
method, like so:

You can find the following code in themain . py file:

import my module
def main() :
my module.test ()

if name ==\ main ' :

main ()

When a module is imported, its content is implicitly
executed by Python. It gives the module the chance to
initialize some of its internal aspects. The initialization
takes place only once, when the first import occurs, so
the assignments done by the module aren’t repeated
unnecessarily. That’s all we need in order to define a very
simple Python module within our Python scripts.
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Getting information from
standard modules

We continue through some standard Python modules.
We could get more information about methods and other
entities from a specific module using the dix ()
method. The module has to have been previously
imported as a whole (for example, using the import

module instruction):

>>>import <module name>
>>>dir (module name)
The dir () method returns an alphabetically sorted
list containing all entities’ names available in the module
identified by a name passed to the function as an
argument. For example, you can run the following code
to print the names of all entities within themath
module. You can find the following code in the
get entities _module.py file:

import math
for name in dir (math) :

print (name, end="\t")

In the previous script, we are using the d1x () method
to get all name entities from the ma th module.

Difference between a
Python module and a
Python package

Writing your own modules doesn’t differ much from
writing ordinary scripts. There are some specific aspects
you must be aware of, but it definitely isn’t rocket
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science. When we are working with Python, it is
important to understand the difference between a
Python module and a Python package. It is important to
differentiate between them; a package is a module that
includes one or more modules.

Let’s summarize some important concepts:

e A module is a kind of container
filled with functions — you can pack
as many functions as you want into
one module and distribute it across
the world.

o Of course, it’s generally a good idea
not to mix functions with different
application areas within one
module, so group your functions
carefully and name the module
containing them in a clear and

intuitive way.

Python Module Index

Python comes with a robust standard library that
includes everything from built-in modules for easy I/O
access to platform-specific API calls. Python’s modules
make up their own universe, in which Python itself is
only a galaxy, and we would venture to say that exploring
the depths of these modules can take significantly more
time than getting acquainted with “pure” Python. You
can read about all standard Python modules here:
https://docs.python.org/3/py-modindex.html.
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Managing parameters in
Python

Often in Python, scripts that are used on the command
line as arguments are used to give users options when
they run a certain command. Each argument that is
provided to a Python script is exposed through the
SYS .axrgv array, which can be accessed by

importing the Sy S module.

However, to develop this task, the best option is to use
theargparse module, which comes installed
by default when you install Python. For more
information, you can check out the official website:
https://docs.python.org/3/library/argparse.html.

You can find the following code in the
testing parameters.py file:

import argparse

parser =
argparse.ArgumentParser (
description=" Testing
parameters’ )

parser.add argument (“-pl”,
dest="paraml”,
help="parameterl”)

parser.add argument (“-p2”,
dest="param2?2”,
help="parameter2”)

params = parser.parse args()

print (“Parameter
1”7 ,params.paraml)

print (“Parameter
2" ,params.param?)
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One of the interesting choices is that the type of
parameter can be indicated using the type attribute. For
example, if we want to treat a certain parameter as if it
were an integer, then we might do so as follows:

parser.add argument (Y -param”,
dest="param”,
type="1int"”)
Another thing that could help us to have a more readable
code is to declare a class that acts as a global object for
the parameters. For example, if we want to pass several
parameters at the same time to a function, we could use

this global object, which is the one that contains the
global execution parameters.

You can find the following code in the
params_global argparse.py file:

import argparse
class Parameters:

nirrr

W Global parameters
def  1init (self, **kwargs):
self.paraml =
kwargs.get (“paraml”)
self.param2 =
kwargs.get ("param2”)

def
view parameters (input pa
rameters) :

print (input parameters.paraml
)

print (input parameters.param?2

)
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parser =
argparse.ArgumentParser (
description=’' Passing
parameters 1in an
object’ )

parser.add argument (“-pl”,
dest="paraml”,
help="parameterl”)

parser.add argument (“-p2”,
dest="param2”,
help="parameter2”)

params = parser.parse args()

input parameters =
Parameters (paraml=params
.paraml, param2=params.pa
ramz2)

view parameters (input paramet
ers)

In the previous script, we can see that with the
argparse module, we obtain parameters and we
encapsulate these parameters in an object with the
Parameters class.

Python provides another class called
OptionParser for managing command-line
arguments. OptionParser is part of the
optparse module that is provided by the standard
library. OptionParser allows you to do a range

of very useful things with command-line arguments:

» Specify a default if a certain

argument is not provided.
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e [t supports both argument flags
(either present or not) and

arguments with values.

e [t supports different formats of
passing arguments.

Let's use OptionParser to manage parameters
in the same way we have seen before with the
argparse module. In the code provided here,
command-line arguments are used to pass in these
variables:

You can find the following code in the
params_global OptionsParser.p
y file:

from optparse import
OptionParser
class Parameters:
W Global
parameters”””
def init (self,
**kwargs) :
self.paraml =
kwargs.get (“paraml”)
self.param?2 =
kwargs.get (“param2”)
def
view parameters (input pa
rameters) :
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print (input parameter
s.paraml)

print (input parameter
S.param2)

parser = OptionParser ()

parser.add option (“--pl”,
dest="paraml”,
help="parameterl”)

parser.add option (“--p2”,
dest="param2”,
help="parameter2”)

(options, args) =
parser.parse args ()
input parameters =
Parameters (paraml=option
s.paraml, param2=options.
param?2)

view parameters (input paramet
ers)

The previous script demonstrates the use of the
OptionParser class. It provides a simple
interface for command-line arguments, allowing you to
define certain properties for each command-line option.
It also allows you to specify default values. If certain
arguments are not provided, it allows you to throw
specific errors.

Now that you know how Python manages modules and
packages, let's move on to learning how to manage
dependencies and create a virtual environment with the
virtualenv utility.
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Managing dependencies

and virtual
environments

In this section, you will be able to identify how to manage
dependencies and the execution environment with pip

andvirtualenv.

Managing dependencies
in a Python project

If our project has dependencies with other libraries, the
goal will be to have a file where we have such
dependencies, so that our module is built and distributed
as quickly as possible. For this function, we will build a
file called requirements . txt, which will
have all the dependencies that the module in question

requires if we invoke it with the P1p utility.
To install all the dependencies, use the p1p command:

S pip -r requirements.txt

Here, Pip is the Python package and dependency
manager where requirements . txt is thefile

where all the dependencies of the project are saved.

TIP

Within the Python ecosystem, we can find new projects to
manage the dependencies and packages of a Python project.
For example, poetry (https://python-poetry.org) is a tool to
handle dependency installation as well as build and package
Python packages.
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Generating the
requirements.txt file

We also have the possibility to create the
requirements. txt file from the project
source code. For this task, we can use the pipreqs
module, whose code can be downloaded from the GitHub
repository at https://github.com/bndr/pipregs.

In this way, the module can be installed either with the
pip install pipredqs commandor
through the GitHub code repository using the
python setup.py install command.

For more information about the module, you can refer to
the official PyPI page:

https://pypi.python.org/pypi/pipreqs

To generate the requirements . txt file, you

have to execute the following command:

$ pipregs <path project>

Working with virtual
environments

When operating with Python, it’s strongly recommended
that you use virtual environments. A virtual
environment provides a separate environment for
installing Python modules and an isolated copy of the
Python executable file and associated files.

You can have as many virtual environments as you need,
which means that you can have multiple module
configurations configured, and you can easily switch
between them.
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From version 3, Python includes a Ve€nwv module,
which provides this functionality. The documentation
and examples are available at
https://docs.python.org/3.8/using/.

There is also a standalone tool available for earlier
versions, which can be found at
https://virtualenv.pypa.io/en/latest.

Configuring virtualenv

When you install a Python module on your local
computer without having to use a virtual environment,
you install it on the operating system globally. Typically,
this installation requires a user root administrator and
the Python module is configured for each user and
project.

The best approach at this point is to create a Python
virtual environment if you need to work on many Python
projects, or if you are working with several projects that
are sharing some modules.

virtualenv isa Python module that enables you
to build isolated, virtual environments. Essentially, you
must create a folder that contains all the executable files
and modules needed for a project. You can install

virtualenvwv asfollows:

1. Type in the following command:

$ sudo pip install
virtualenv

2. To create a new virtual

environment, create a new folder
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and enter the folder from the
command line:

$ cd your new folder

$ virtualenv name-of-
virtual-
environment

$ source bin/activate

3. Once we have it active, we will
have a clean environment of
modules and libraries and we will
have to download the dependencies
of our project so that they are
copied in this directory using the
following command:

(venv) > pip install -r
requirements. txt

Executing this command will
initiate a folder with the name
indicated in your current working
directory with all the executable
files of Python and the pip module
that allows you to install different
packages in your virtual

environment.

IMPORTANT NOTE
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If you are working with Python
3.3+, virtualenv is included in
stdlib. You can get an
installation update for
virtualenv in the Python
documentation:
https://docs.python.org/3/library/ve

nv.html.

virtualenv islike a sandbox where all the
dependencies of the project will be installed when you
are working, and all modules and dependencies are kept
separate. If users have the same version of Python
installed on their machine, the same code will work from
the virtual environment without requiring any change.

Now that you know how you can install your own virtual
environment, let’s move on to review development
environments for Python scripting, including Python
IDLE and PyCharm.

Development
environments for
Python scripting

In this section, we will review PyCharm and Python
IDLE as development environments for Python scripting.

Setting up a development
environment
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In order to rapidly develop and debug Python
applications, it is absolutely necessary to use an
Integrated Development Environment (IDE). If
you want to try different options, we recommend you
check out the list that is on the official site of Python,
where you can see the tools according to your operating
systems and needs:

https://wiki.python.org/moin/IntegratedDevelopmentE
nvironments

Between all the environments, the following two are
what we will look at:

e PyCharm:

http://www.jetbrains.com/pycharm

e Python IDLE:
https://docs.python.org/3/library/idl
e.html

PyCharm

PyCharm is an IDE developed by Jetbrains, based on the
company’s IntelliJ IDEA, the same company’s IDE, but
focused on Java, and is the Android Studio base.

PyCharm is multi-platform and we can find binaries for
operating systems running Windows, Linux, and macOS
X. There are two versions of PyCharm — community and
technical, with variations in functionality relating to web
framework integration and support for databases. In the
following URL, we can see a comparison between both
editions:

http://www.jetbrains.com/pycharm
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The main advantages of this development environment
are as follows:

e Autocomplete, syntax highlighter,

analysis tool, and refactoring

» Integration with web frameworks

such as Django and Flask
e An advanced debugger

e Connection with version-control
systems, such as Git, CVS, and
SVN

In the following screenshot, we can see how to configure
virtualenvin PyCharm:

New Project

Figure 1.1 — Configuring virtualenv in PyCharm
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In the preceding screenshot, we are setting the
configuration related to establishing a new environment
for the project using virtualenv.

Debugging with PyCharm

In this example, we are debugging a Python script that
accepts two input parameters. An interesting topic is the
possibility of adding a breakpoint to our script.

In the following screenshot, we are setting a breakpoint
inthe view parameters method:

params_global_argparse =

@ params_globa

Figure 1.2 — Setting a breakpoint in PyCharm

With the View Breakpoint option, we can see
the breakpoint established in the script:
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al_argparse.py:13

* Thread

Figure 1.3 — Viewing breakpoints in PyCharm

In the following screenshot, we can visualize the values
of the parameters that contain the values we are
debugging:

Figure 1.4 — Debugging variables in PyCharm

In this way, we can know the state of each of the
variables at runtime, as well as modify their values to
change the logic of our script.

Debugging with Python
IDLE

Python IDLE is the default IDE that comes installed by
default when you install Python in your operating
system. When executing Python IDLE, it offers the
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possibility to debug your script and see errors and
exceptions in the Python shell console:

File Edit Format Run Options Window Help

5 o f = open('file.txt',"r")
3| except Exception as exception:
4 print("File not found:",exception)

Python 3.8.2 Shell

File Edit Shell Debug Options Window Help

Python 3.8.2 (default, Apr 8 2020, 14:31:25) =
[GCC 9.3.8] on linux

Type "help", "copyright", "credits" or "license()" for more information.

o

=========————————o—— RESTART: /home/linux/Desktop/demo.py

Fj_leI not found: [Errne 2] Mo such file or directory: 'file.txt'

o

Figure 1.5 — Running a script in the Python shell

In the preceding screenshot, we can see the output in the
Python shell and the exception is related to File not
found.

Summary

In this chapter, we learned how to install Python on the
Windows and Linux operating systems. We reviewed the
main data structures and collections, such as lists, tuples,
and dictionaries. We also reviewed functions, managing
exceptions, and how to create classes and objects, as well
as the use of attributes and special methods. Then we
looked at development environments and a methodology
to introduce into programming with Python. Finally, we
reviewed the main development environments, PyCharm
and PythonIDLE, for script development in Python.

In the next chapter, we will explore programming system
packages for working with operating systems and
filesystems, threads, and concurrency.

Questions
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As we conclude, here is a list of questions for you to test
your knowledge regarding this chapter’s material. You
will find the answers in the Assessments section of the
Appendix:

1. What data structure in Python
allows us to associate values with

keys?

2. How can we debug variables in

Python development environments?

3. What is the Python class from
which all exceptions inherit?

4. Which method returns an
alphabetically sorted list containing
all entities’ names that are available

in a specific module?

5. Which class does Python provide
from the optparse module for
managing command-line

arguments?

Further reading

In these links, you will find more information about
theafore mentioned tools and the official Python
documentation for some of the modules we have
analyzed:
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e Python 3.7 version library:
https://docs.python.org/3.7/library/

e Virtualenv documentation:

https://virtualenv.pypa.io/en/latest/

e Python Integrated Development
Environments:
https://wiki.python.org/moin/Integra

tedDevelopmentEnvironments
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Chapter 2: System
Programming Packages

In this chapter, we continue to move forward with
learning about the different ways we have to interact
with the operating system and the filesystem. The
knowledge you gain from this chapter about the different
programming packages will prove to be very useful in
automating certain tasks that can increase the efficiency
of our scripts.

Throughout this chapter, we will look at the main
modules we can find in Python for working with the
Python interpreter, the operating system, and executing
commands. We will review how to work with the
filesystem when reading and creating files. Also, we’ll
review thread management and other modules for
multithreading and concurrency. We'll end this chapter
with a review of the socket.io module for implementing
asynchronous servers.

The following topics will be covered in this chapter:

 Introducing system modules in
Python

o Working with the filesystem in
Python

» Managing threads in Python

e Multithreading and concurrency in
Python
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o Working with Python's socket.io
module

Technical requirements

You will need some basic knowledge about command
execution in operating systems to get the most out of this
chapter. Also, before you begin, install the Python
distribution on your local machine. We will work with
Python version 3.7 available at
www.python.org/downloads.

The examples and source code for this chapter are
available in the GitHub repository at
https://github.com/PacktPublishing/Mastering-Python-
for-Networking-and-Security-Second-Edition.

Check out the following video to see the Code in Action:

https://bit.ly/32fgAmj

Introducing system
modules in Python

Python provides in its standard library some system
modules, of which we will highlight three:

e The os module
e The sys module

e The subprocess module
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These modules allow us to access functionalities such as
knowing the Python environment we are executing,
managing directories, finding information about the
interpreter, and the possibility to execute commands in
the operating system.

In this first section of the chapter, we'll review the main
modules you can find for working with the Python
interpreter, the operating system, and for executing
commands with the Subprocess module.

The system (sys) module

The Sy S module allows us to interact with the
interpreter and it contains most of the information
related to the execution in progress, updated by the
interpreter, as well as a series of functions and low-level
objects.

Let’s take a look at an example. SYS . X gV contains
the list of parameters for executing a script. You can find
the following code in the Sys arguments.py
file in the Sy'S module subfolder:

import sys

print ("This i1s the name of
the
script:”,sys.argv[0])

print ("The number of
arguments is:
“,len(sys.argv))

print ("The arguments
are:” ,str(sys.argv))

print ("The first argument is
“,sys.argv[1l])
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print ("The second argument is
“,sys.argv[2])

The first item in the list is the name of the script followed
by the list of parameters.

The Sy S . argv is an array containing all arguments
in the command line. The first index to
sys.argv[0] includes the name of the script.
The remaining items in the aX gV list include the
arguments about the next command line. If we pass
three more arguments, then Sy S . aXxrgv will contain
four objects.

The previous script can be executed with some
parameters, such as the following;:

$ python3 Sys arguments.py
one two three

In the following example, we obtain some system
variables that can be accessed through properties from

the Sy S module.

You can find the following code in the
sys_variables.py filein the Sy S module
subfolder:

>>> import sys
>>> sys.platform
‘' 1linux’

>>> sys.version

V3.8.2 (default, Feb 26 2020,
02:56:10) \n[GCC 7.4.0]'

>>>
sys.getfilesystemencodin

g ()
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‘utf-8’

>>> sys.getdefaultencoding ()
‘utf-8’

>>> sys.path

[ /Jopt/virtualenvs/python3/11
b/python3.8/site-
packages’ ,

‘' /usr/lib/python38.zip’ ,
‘' /usr/lib/python3.8’,

‘' /usr/lib/python3.8/1lib-
dynload’ ]

These are the main attributes and methods to get the
preceding information:

e sys.platformreturns the

current operating system.

e sys.version returns the

interpreter version.

e sys.getfilesystemencodin
g () returns the encoding used by
the filesystem.

e sys.getdefaultencoding()

returns the default encoding.

» sys.path returns a list of all the
directories in which the interpreter
searches for the modules when the

import directive is used.
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IMPORTANT NOTE

You can find more information on
the Python online module
documentation at

https://docs.python.org/library/sys.

Now we move on to our next Python module — the OS
module.

The operating system (os)
module

The operating system (0s) module is the best
mechanism to access the different functions in our
operating system. Using this module will depend on
which operating system is being used. For example, the
same command is not run to create a file on Windows
and Linux because the filesystems are different.

This module enables us to interact with the operating
environment, filesystem, and permissions. You can find
the following code in the

check filename.py fileinthe OS module
subfolder:

import sys

import os

if len(sys.argv) == 2:
filename = sys.argv[1l]

print (filename)

if os.path.isfile(filename) :
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print (" [+] ' + filename + !
does exist.”)

exit (0)

if not
os.path.isfile(filename)

print (" [+] ' + filename + !
does not exist.”)

exit (0)

if not os.access(filename,
os.R OK):

print (" [+] ' 4+ filename + !
access denied.”)

exit (0)

In the previous code, we check whether in the current
execution path, the name of a text file passed as a
command-line argument exists as a file, and the current
user has read permissions to that file.

The execution of the previous script requires passing as a
parameter the file we want to check whether it exists or
not. To do this, we use the instruction that checks if we
are passing two arguments.

The following is an example of an execution with a file
that doesn’t exist:

$ python3 check filename.py
file not exits.py

file not exits.py
[+] file not exits.py does
not exist.

Besides this, we can also use the OS module to list the
contents of the current working directory with the
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os.getcwd () method.

You can find the following code in the
show _content directory.pyfilein
the OS module subfolder:

import os

pwd = os.getcwd()

list directory =
os.listdir (pwd)

for directory in
list directory:
print (" [+] ' ,directory)

These are the main steps for the previous code:

1. Call the os.getcwd () method to
retrieve the current working
directory path and store that value
on the pwd variable.

2. Call the os.1listdir () method
to obtain the filenames and
directories in the current working

directory.

3. Iterate over the list directory to get
the files and directories.

The following are the main methods for recovering

information from the O S module:
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e os.system() allows us to

execute a shell command.

e 0os.listdir (path) returns a
list with the contents of the

directory passed as an argument.

 os.walk (path) navigates all the
directories in the provided path
directory, and returns three values:
the path directory, the names for the
subdirectories, and a list of
filenames in the current directory

path.

Let's understand how the 0s . 1istdir (path)

and 0s .walk (path) methods work. In the
following example, we check the files and directories
inside the current path. You can find the following code

inthecheck files directory.pyfile
in the OS module subfolder:

import os

for root, directories, files
in
os.walk (“.”, topdown=Fals
e) :

# Iterate over the files in
the current “root”

for file entry in

files:
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# create the
relative path to the
file
print (M [+]
‘',os.path.join(root, file
_entry))

for name in
directories:

print (* [++] ' ,name)

Python comes with two different functions that can
return a list of files. The first option is to use the
os.listdir () method. This method offers the
possibility to pass a specific path as a parameter. If you
don’t do that, you’ll get the names of the files in the
current directory.

The other alternative is to use the 0s . walk ()
method that acts as a generator function, that is, a
function that, when executed, returns a generator
object that implements the iteration protocol. In each
iteration, this method returns a tuple containing three
elements:

o The current path as a directory
name
o A list of subdirectory names
» A list of non-directory filenames
So, it’s typical to invoke ©OS . walk such that each of

these three elements is assigned to a separate variable in
the £0x loop:
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>>> for currentdir, dirnames,
filenames in
os.walk (M .”):

>>> print (currentdir)

The previous £0x loop will continue while
subdirectories are processing in the current directory.
For example, the previous code will print all of the
subdirectories under the current directory.

In the following example, we are using the
os .walk () method for counting the number of
files under the current directory:

>>> file_count = 0

>>> for currentdir, dirnames,
filenames in
os.walk(* .”):

>>> file count +=
len(filenames)

>>> print (file count)

In the preceding code, we are initializing the
file count variable that we are increasing each
time we find a filename inside the current directory.

In the following example, we are counting how many
files there are of each type. For this task, we are using the
os.path.splitext (filename)
method that returns the filename and the extension
itself. You can count the items using the Counter
class from the collections module.

You can find the following code in the
count files extension_directo
ry .pPyY filein OS module subfolder:
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import os

from collections import
Counter

counts = Counter ()

for currentdir, dirnames,
filenames 1in
os.walk (M ."):

for filename in

filenames:

first part,
extension =
os.path.splitext (filenam
e)

counts[extens
ion] += 1
for extension, count in
counts.items () :

print (f” {extension:8}
{count}”)

The previous code goes through each directory under the
current directory and gets the extension for each
filename. We use this extension in the counts
dictionary for storing the number of files for each
extension. Finally, you can use the 1 tems () method
to print keys and values from that dictionary.

The platform module

The platform module helps you determine
whether the script is running on the Windows operating
system or on the Linux platform. The

platform. system() method informs us of
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the running operating system. Let’s try it out. You can
find the following code in the

platform system.py fileinthe ©S module
subfolder:

import platform

operating system =
platform.system()

print ("Your operating system
is: “,operating system)

1f (operating system ==
“Windows”) :

ping command = “ping -n 1
127.0.0.1"

elif (operating system ==
“Linux”) :

ping command = “ping -c 1
127.0.0.1"

else

ping command = “ping -c 1
127.0.0.1"
print (ping command)

Depending on the return value, we can see the ping
command is different in both operating systems.
Windows uses ping —n 1, whereas Linux uses
ping —c 1 tosend packets related to ICMP ECHO
requests.

You can also use this module to find out what version of
Python is running your code. You can check this using
the following methods:
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e python implementation/()
returns a string with the Python

implementation.

e python version tuple()
returns a three-element tuple filled
with information related to minor
and major versions, and patch level

numbers.

You can find the following code in the
platform version.py file:

from platform import
python implementation,
python version tuple

print (python implementation ()
)

for attribute in
python version tuple():

print (attribute)

Now let’s move on to our next module — the
subprocess module.

The subprocess module

The subprocess module enables you to invoke and
communicate with Python processes, send data to the
input, and receive the output information. Usage of this
module is the preferred way to execute and communicate
with operating system commands or start programs.

https://t.me/learningnets



Wwith the help (subprocess) command, we

can see more information about this module:

Help on module subprocess:
NAME,

subprocess -
Subprocesses with
accessible I/0 streams

DESCRIPTION

This module allows
you to spawn processes,
connect to their
input/output/error
pipes, and obtain their
return codes.

For a complete
description of this
module see the Python

documentation.
Main APT
run(...): Runs a

command, waits for it to
complete, then returns a

CompletedProcess
instance.
Popen(...): A class

for flexibly executing a
command 1n a New pProcess

Constants
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DEVNULL: Special
value that indicates
that os.devnull should
be used

PIPE: Special
value that indicates a
pipe should be created

STDOUT : Special
value that indicates
that stderr should go to
stdout

In the previous output, we can see documentation
related to the main method and constants from the
subprocess module.

The simplest way to execute a command or invoke a
process with the Subprocess module is via the
call () method. For example, the following code

executes a command that lists the files in the current
directory. You can find this code in the

system calls.pyfileinthe
subprocess subfolder:

#!/usr/bin/python3
import os
from subprocess import call

print ("Current
path” ,os.getcwd () )

print ("PATH Environment
variable:” ,os.getenv (“PA
TH"))

print ("List files using the
0s module:”)
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os.system(V1ls -1a”)

print ("List files using the
subprocess module:”)

Call([\\lS,,, \\_la//])

In the preceding code, we use the OS and
subprocess modules to list files in the current
directory. We use the Sy s tem method from the OS
module and the cal 1 method from

subprocess. We can see that the methods are
equivalent for executing a command.

Running a child process with your subprocess is simple.
We can use the POpen method to start a new process
that runs a specific command.

In the following example, we are using the Popen
method to obtain the Python version. We can use the
terminate () method to kill the process that is

running the command:

>>> process =
subprocess.Popen ([“pytho

144

n”, “—-version”])

>>> process.terminate ()

The Popen function has the advantage of giving more

flexibility if we compare it with the cal 1l function,
since it executes the command as a child program in a
new process.

IMPORTANT NOTE

You can get more information about the Popen constructor

and the methods that provide the Popen class in the
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official documentation at
https://docs.python.org/3/library/subprocess. html#popen-

constructor.

In the following example, we use the Subprocess

module to call the p1ing command and obtain the
output of this command to evaluate whether a specific

domain responds with ECHO _REPLY.

You can find the following code in the
PingCommand. py file in the subprocess
subfolder:

import subprocess
import sys
command ping = ' /bin/pind’

ping parameter = -c 1’
domain = “www.google.com”
p:

subprocess.Popen ( [comman
d ping,ping parameter, do
main], shell=False,
stderr=subprocess.PIPE)
out = p.stderr.read(1l)
sys.stdout.write (str (out.deco
de Y utf-8")))
sys.stdout.flush ()

The following is an example of the execution of the
previous script:

PING www.google.com
(216.58.209.68) 56(84)
bytes of data.
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64 bytes from waw02s06-in-
£f68.1e100.net
(216.58.209.68) :
icmp seg=1 ttl=56
time=9.64 ms

-—— www.google.com ping
statistics —---

1 packets transmitted, 1
received, 0% packet
loss, time Oms

rtt min/avg/max/mdev =
9.635/9.635/9.635/0.000
ms

The next script is similar to the previous one. The
difference is that we are using argparse for

argument management and we are also using the Sy S
module to check the operating system where we are
running the script. Depending on the platform and the
operating system, the command will be different.

You can find the following code in the
PingScanNetWork. py file in the
subprocess subfolder:

#!/usr/bin/env python
import subprocess
import sys

import argparse

parser =
argparse.ArgumentParser (
description=" Ping Scan
Network’ )
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parser.add argument (-
network”,
dest="network”,
help="NetWork
segment [For example
192.168.56]1",
required=True)

parser.add argument (V-
machines”,
dest="machines”,
help="Machines
number” , type=int,
required=True)

parsed args =
parser.parse args ()

for ip 1in
range (1, parsed args.mach
ines+1) :
ipAddress =
parsed args.network + ./
+ str (ip)
print ("Scanning %s “
% (1ipAddress))

1if
sys.platform.startswith (
V1linux' ) :
# Linux
output =

subprocess.Popen ([* /bin/
ping’ ,’ —-c
1" ,ipAddress], stdout =
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subprocess.PIPE) .communi
cate () [0]

elif
sys.platform.startswith (
‘'win’ ) :
# Windows
output =
subprocess.Popen ([ ping’
, 1pAddress],
stdin=PIPE, stdout=PIPE,
stderr=PIPE) .communicate
() [0]
output =
output.decode (* utf-8")
print ("Output”, output

1f “Lost = 0” in
output or “bytes from
in output:

A\

print ("The Ip
Address %s has responded
with a ECHO REPLY!” %
1pAddress)

To run the previous script, we need to pass as parameters
the network we are analyzing and the numbers of
machines we want to check inside this network:

$ python3 PingScanNetWork.py
-network 192.168.56 -
machines 5

The execution of the previous script will result in
scanning five machines on the network at

192.168 .56.
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The main advantage of using these modules is that they
allow us to abstract ourselves from the operating system
and we can perform different operations regardless of
the operating system we are using.

Now that you know the main system modules for
working with the operating system, let's move on to
learning how we can work with the filesystem and
perform tasks such as getting directory paths and
reading files.

Working with the
filesystem in Python

When working with files it is important to be able to
move through the filesystem, determine the type of file,
and open a file in the different modes offered by the
operating system.

Throughout this section, we explain the main modules
you can find in Python for working with the filesystem,
accessing files and directories, reading and creating files,
and carrying out operations with the context manager.

Working with files and
directories

As we have seen in the previous section, it can be
interesting to find new folders iterating recursively
through the main directory. In this example, we see how
we can recursively search inside a directory and get the
names of all files inside that directory:

>>> 1mport os
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>>> file in
os.walk (“/directory”) :

>>> print (file)

We can check whether a certain string is a file or
directory. For this task we can use the

os.path.isfile () method, which returns
True if the parameter is a file and False ifitis a
directory:

>>> import os
>>>
os.path.isfile (“/directo
ry”)
False
>>> os.path.isfile(Mfile.py”)
True

If you need to check whether a file exists in the current
working path directory, you can use the

os.path.exists () method, passing as a
parameter the file or directory you want to check:

>>> 1mport os

>>> os.path.exists (“"file.py”)
False

>>>

os.path.exists (" file not
_exists.py”)

False

If you need to create a new directory folder you can use
the 0s .makedirs (‘my directory’)
method. In the following example we are testing the
existence of a directory and creating a new directory if
this directory is not found in the filesystem:
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>>> if not
os.path.exists (*my direc
tory’ ) :

>>> try:

>>>
os.makedirs (‘my director

vy )
>>> except OSError as error:
>>> print (error)

From the developer’s point of view, it is a good practice
to check first whether the directory exists or not with the

os.path.exists('my directory’
) method. If you want extra security and to catch any
potential exceptions, you can wrap your call to
os.makedirs (‘'‘my directory’) ina
try. . .excepthblock.

Reading and writing files
in Python

Now we are going to review the methods for reading and
writing files. These are the methods we can use on a file
object for different operations:

e file.write(string) writes a

string 1n a file.

e file.read ([bufsize]) reads
up to bufsize, the number of

bytes from the file. If run without
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the buffer size option, it will read
the entire file.

e file.readline ([bufsize])

reads one line from the file.

e file.close () closes the file and

destroys the file object.

The classic way of working with files is to use the
open () method. This method allows you to open a
file, returning an object of the file type with the following
syntax:

open (name [, mode/[,
buffering]])

The opening modes can be ¥ (read), W (write), and &
(append). We can combine the previous modes with
others depending on the file type. We can also use the b
(binary), € (text), and + (open reading and writing)
modes. For example, you can add a “+” to your option,
which allows read/write operations with the same object:

>>>
my file=open (“file.txt”,
144 r// )
For reading a file, we have two possibilities — the first
one is using the readlines () method that reads
all the lines of the file and joins them in sequence. This

method is very useful if you want to read the entire file at
once:

>>> glllLines =
file.readlines ()
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The readlines () method, when invoked without
arguments, tries to read all the file contents and returns
a list of strings, one element per file line.

The second alternative is to read the file line by line, for
which we can use the readline () method. In this

way, we can use the file object as an iterator if we want to
read all the lines of a file one by one:

>>> for line 1in file:
>>> print (line)

In the following example, we are using
readlines () method to process the file and get
counts of the lines and characters of this file.

You can find the following code in the
count lines chars.pyfileinthe

files subfolder:
try:
countlines =
countchars = 0
file =

open (* newfile.txt’, Yr")
lines =
file.readlines()
for line in lines:

countlines +=

for char in
line:

count
chars += 1

file.close ()
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print (“Characters 1in
file:”, countchars)
print (“Lines in
file:”, countlines)
except IOError as error:

print ("I/0 error
occurred:”, str(error))

If the file we are reading is not available in the same
directory, then it will throw an I/O exception with the
following error message:

I/0 error occurred: [Errno 2]
No such file or
directory: ‘newfile.txt’

Writing text files is possible using the write ()
method and it expects just one argument that represents
a string that will be transferred to an open file.

You can find the following code in the
write lines.pyfileinthe files

subfolder:

try:

myfile = open (' newfile.txt’,
v wt/ )

for 1 in range (10):
myfile.write(Mline
# 4+ str(i+l) + “\n”)
myfile.close()

except IOError as error:

\

print ("I/0 error occurred: v,
str (error.errno))
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In the previous code, we can see how a new file called
newfile. txtiscreated. The open mode Wt
means that the file is created in write mode and text
format. The code creates a file filled with the following

text: 1ine #lline #2line #3line
#4line #51line #6line #71ine
#8line #9line #10.

So far in this section, we’ve seen multiple ways of reading
a file in Python. Next, we’ll look at different ways of
opening and creating files.

Opening a file with a
context manager

There are multiple ways to open and create files in
Python, but the safest way is by using the with
keyword, in which case we are using the Context
Manager approach.

In the official documentation, you can get more
information about the Wi th statement at

https://docs.python.org/3/reference/compound_ stmts.
html# the-with-statement.

When we are using the Ope@n statement, Python
delegates to the developer the responsibility to close the
file, and this practice can provoke errors since developers
sometimes forget to close it.

At this point, developers can use the Wi th statement
to handle this situation in a secure way. The with

statement automatically closes the file even if an
exception is raised.
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>>> with open (“somefile.txt”,
“r”) as file:

>>> for line in file:
>>> print (line)

Using this approach, we have the advantage that the file
is closed automatically and we don’t need to call the

close () method.

You can find the following code in the
create file.pyfieinthe files
subfolder:

def main () :
with open (Y test.txt’,
‘w') as file:
file.write (™t
his is a test file”)

if name ==\ main ' :

main ()

The previous code uses the context manager to open a
file and returns the file as an object. We then call

file.write(“this is a test
file” ), which writes it into the created file. The
w1 th statement then handles closing the file for us in
this case, so we don’t have to think about it.

IMPORTANT NOTE

For more information about the with statement, you can
check out the official documentation at
https://docs.python.org/3/reference/compound_stmts. html#the-

with-statement.
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In the following example, we join all these functionalities
with exception management for when we are working
with the files.

You can find the following code in the
create file exceptions.pyfilein
the £11es subfolder:

def main() :

try:
with open (Y test.txt’,
‘w') as file:
file.write(“this is a
test file”)

except IOError as e:
print ("Exception caught:
Unable to write to file
N o)

except Exception as
e:
print ("Another error
occurred %, e)

else:

print ("File written to

successfully”)
if name == \ main ' :

main ()

In the preceding code, we manage an exception when

opening a file in Wr 1 te mode.
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Reading a ZIP file using
Python

You may want to retrieve a ZIP file and extract its
contents. In Python 3, you can use the zipfile

module to read it in memory. The following example lists
all the filenames contained in a ZIP file using Python’s

built-in zipfile library.

You can find the following code in the

read zip file.pyfileinthe files
subfolder:

#!/usr/bin/env python3
import zipfile
def
list files in zip(filena
me) :
with
zipfile.ZipFile (filename
) as myzip:
for zipinfo
in myzip.infolist() :
yield
zipinfo.filename
for filename in
list files 1in zip(“files
.z1p"”) :
print (filename)
The previous code lists all the files inside a ZIP archive
and the
list files in zip((filename)
method returns the filenames using the yield
instruction.
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IMPORTANT NOTE

For more information about the Z lp module, you can check
out the official documentation at

https://docs.python.org/3/library/zipfile. html.

With this, we have come to the end of the section on
working with files in Python. The main advantage of
using these methods is that they provide an easy way by
which you can automate the process of managing files in
the operating system.

Now that you know how to work with files, let's move on
to learning how we can work with threads in Python.

Managing threads in
Python

Threads are streams that can be scheduled by the
operating system and can be executed across a single
core concurrently, or in parallel across multiple cores.
Threads are a similar concept to processes: they are also
code in execution. The main difference between the two
is that threads are executed within a process, and
processes share resources among themselves, such as
memory.

We can differentiate two types of threads:

o Kernel-level threads: Low-level
threads; the user cannot interact
with them directly.
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o User-level threads: High-level
threads; we can interact with them

in our Python code.

Creating a simple thread

For working with threads in Python, we need working
with the threading module that provides a more
convenient interface and allows developers to work with
multiple threads. In the following example, we create
four threads, and each one prints a different message
that is passed as a parameter in the

thread message (message) method.

You can find the following code in the
threads init.pyfileinthe threads
subfolder:

import threading

import time

num threads = 4

def thread message (message) :
global num threads

num threads -= 1

print (* Message from thread
$s\n’ Smessage)

while num threads > O:

print ("I am the %$s thread”
snum_threads)

threading.Thread (target=threa
d message ("I am the %s
thread”
snum_threads) ) .start ()
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time.sleep(0.1)

We can see more information about the start ()
method for starting a thread if we invoke the

help (threading.Thread) command:

start (self)

| Start the
thread’ s activity.

| It must be

called at most once per
thread object. It
arranges for the

object’ s run|()
method to be i1nvoked 1in
a separate thread of
control.

This method will
raise a RuntimeError if
called more than once on
the

same thread
object.

IMPORTANT NOTE

Documentation about the threading module is
available at https://docs.python.org/3/library/threading. html.

Working with the
threading module
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The threading module contains a Thread class
that we need to extend to create our own execution
threads. The Xun method will contain the code we want
to execute on the thread.

Before we build a new thread in Python, let’s review the
init method constructor for the Python Thread
class to see which parameters we need to pass in:

# Python Thread class
Constructor

def 1init (self,
group=None, target=None,
name=None, args=(),
kwargs=None,
verbose=None) :

The Thread class constructor accepts five arguments
as parameters:

group: A special parameter that is

reserved for future extensions

e target: The callable object to be
invoked by the run () method

e name: The thread’s name

* args: An argument tuple for target

mvocation

e kwargs: A dictionary keyword
argument to invoke the base class

constructor
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We can get more information about the init ()
method if we invoke the help (threading)

command in a Python interpreter console:

Figure 2.1 — The help(threading) command's output

Let’s create a simple script that we’ll then use to create
our first thread. You can find the following code in the

threading init.pyfileinthe threads
subfolder:

import threading
def myTask() :

print ("Hello World:
{}” .format (threading.cur
rent thread()))

myFirstThread =
threading.Thread (target=
myTask)

myFirstThread.start ()

In the preceding code, we are calling the start ()
method of the Thead class to execute the code defined
inthemyTask () method.

Now, let’s create our thread. In the following example,
we are creating a class called MyThread that
inherits from threading. Thread. The

run () method contains the code that executes inside
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each of our threads, so we can use the start ()
method to launch a new thread.

You can find the following code in the
threading run.py fileinthe threads
subfolder:

import threading

class
MyThread (threading.Threa
d) :
def init (self,

message) :
threading.Thr
ead. 1nit (self)
self.message
= message
def run (self):
print (self.me
ssage)
def test():
for num in range (0,
10) :

thread =
MyThread ("I am the
“+str (num)+” thread”)

thread.name =
num

thread.start (
)

if name ==\ main ' :

import timeit
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print (timeit.timeit (M
test ()", setup="from
__main_  import
test” , number=5))

In the previous code, we use the xun () method from

the Thread class to include the code that we want to
execute for each thread in a concurrent way.

Additionally, we can use the thread.join ()
method to wait for the thread to finish. The join
method is used to block the thread until the thread
finishes its execution.

You can find the following code in the
threading join.pyfileinthe threads
subfolder:

import threading

class
thread message (threading
.Thread) :
def 1init  (self,
message) :

threading.Thr
ead. 1init (self)
self.message
= message
def run(self):
print (self.me
ssage)
threads = []
def test():
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for num in range (0,
10) :

thread =
thread message ("I am the
“+str (num)+” thread”)

thread.start (

threads.appen
d(thread)

# wait for all
threads to complete by
entering them

for thread in
threads:

thread.join ()

if name ==\ main ' :

import timeit

print (timeit.timeit (M
test ()”, setup="from

main import

Egst”,number=5))

The main thread in the previous code does not finish
its execution before the child process, which could result
in some platforms terminating the child process before
the execution is finished. The J ©1n method may take
as a parameter a floating-point number that indicates the
maximum number of seconds to wait.

In the previous scripts, we used the timei t module
to get the times of the threads executions. In this way,
you can compare time execution between them.
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Now that you know how to work with threads, let's move
on to learning how we can work with multithreading and
concurrency in Python.

Multithreading and concurrency in Python

The concept behind multithreading applications is that it
allows us to provide copies of our code on additional
threads and execute them. This allows the execution of
multiple operations at the same time. Additionally, when
a process is blocked, such as waiting for input/output
operations, the operating system can allocate computing
time to other processes.

When we mention multithreading, we are referring to a
processor that can simultaneously execute multiple
threads. These typically have two or more threads that
actively compete within a kernel for execution time, and
when one thread is stopped, the processing kernel will
start running another thread.

The context between these subprocesses changes very
quickly and gives the impression that the computer is
running the processes in parallel, which gives us the
ability to multitask.

Multithreading in Python

Python has an API that allows developers to write
applications with multiple threads. To get started with
multithreading, we are going to create a new thread
inside a Python class. This class extends from
threading. Thread and contains the code to
manage one thread.

With multithreading, we could have several processes
generated from a main process and could use each
thread to execute different tasks in an independent way:
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Figure 2.2 — Multithreading diagram

You can find the following code in the

ThreadWorker. py filein the threads
subfolder:

import threading

class
ThreadWorker (threading.T
hread) :

# Our workers
constructor

def 1nit (self):
super (ThreadW
orker, self). 1init ()
def run(self):
for 1 1in
range (10) :
print (1)
Now that we have our ThreadWorker class, we
can start to work on our main class. You can find the

following code in themain . py file in the
threads subfolder:
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import threading

from ThreadWorker import
ThreadWorker

def main() :
thread = ThreadWorker ()
thread.start ()

if name ==

main

main ()

AN ” o,

In the previous code, we initialized the thread
variable as an instance of our ThreadWorker
class. We then invoke the sStart () method from the
thread to call the run method of ThreadWorker.

Limitations of classic
Python threads

One of the main issues with classic Python thread
implementation is that their execution is not entirely
asynchronous. It is understood that Python thread
execution is not necessarily parallel and adding several
threads also multiplies the execution times. Hence the
performance of these tasks reduces the execution time.

The execution of the threads in Python is controlled by
the Global Interpreter Lock (GIL) so that only one
thread can be executed at a time, independently of the
number of processors with which the machine counts.

IMPORTANT NOTE
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More about the GIL can be found at
https://wiki.python.org/moin/GloballnterpreterLock.

To minimize the effect of the GIL on the performance of
our application, it is convenient to call the interpreter
with the —O flag, which will generate an optimized
bytecode with fewer instructions, and therefore, fewer
context changes. We can also consider using
multiprocessing. Python’s response to multi-processor
architectures is the multiprocessing module in Python 3.
Find out more here:

http://docs.python.org/3.0/library/multiprocessing.htm
1# module-multiprocessing

The multiprocessing module provides similar
functionalities as the threading module, but instead of
creating a thread, it creates a process. The use of this
module is recommended due to the fact that CPython,
the standard implementation of Python, is only able to
run in one thread due to GIL restrictions. Find out more
here:

http://docs.python.org/c-api/init.html# thread-state-
and-the-global-interpreter-lock

Concurrency in Python
with ThreadPoolExecutor

Now we will review the
ThreadPoolExecutor class, which provides
an interface to execute tasks asynchronously. We can
define our ThreadPoolExecutor object with
the 1ni t constructor:

executor =
ThreadPoolExecutor (max w
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orkers=Dh)

We can use the previous method constructor to create a
ThreadPoolExecutor object, using the
maximum number of workers as the parameter. In the
previous example, we set the maximum number of
threads to five, which means that this subprocess group
will only have five threads running at the same time.

In order to use our ThreadPoolExecutor,
we can use the submit () method, which takes as a

parameter a function for executing that code in an
asynchronous way:

executor.submit (myFunction())

In the following example, we analyze the creation of this
class object. We define a view thread ()

function that allows us to use the
threading.get ident () method to show
the current thread identifier.

You can find the following code in the
threadPoolConcurrency . py filein the
concurrency subfolder:

#python 3

from concurrent.futures
import
ThreadPoolExecutor

import threading

import random

def view thread():

print ("Executing Thread”)

print (YAccessing thread
{}” .format (threading.get
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_ldent ()))

print ("Thread Executed
{}” .format (threading.cur
rent thread()))

def main () :

executor =
ThreadPoolExecutor (max w
orkers=3)

threadl =
executor.submit (view thr
ead)

threadl =
executor.submit (view thr
ead)

thread3 =
executor.submit (view thr
ead)

if name ==' main ':

main ()

In the preceding code, we define our ma in function
where the executor object is initialized as an instance of
the ThreadPoolExecutor class and a new
set of threads is executed over this object. Then we get
the thread that was executed with the

threading.current thread()
method.

In the following output of the previous script, we can see
three different threads that have been created with these

identifiers:

Executing Thread
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Accesing thread
140291041961728

Thread Executed
<Thread (ThreadPoolExecut
or-0 0, started daemon
140291041961728) >

Executing Thread
Executing Thread

Accesing thread
140291033569024

Accesing thread
140291041961728

Thread Executed
<Thread (ThreadPoolExecut
or-0 1, started daemon
140291033569024) >

Thread Executed
<Thread (ThreadPoolExecut
or-0 0, started daemon
140291041961728) >

IMPORTANT NOTE

More about ThreadPoolExecutor can be
found at
https://docs.python.org/3/library/concurrent.futures. htmlthre

adpoolexecutor.

Executing
ThreadPoolExecutor with
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a context manager

Another way to instantiate
ThreadPoolExecutor to useit as a context
manager using the Wi th statement:

with
ThreadPoolExecutor (max w
orkers=2) as executor:

In the following example, we use our
ThreadPoolExecutor asa context manager
within our main function, and then call future

= executor.submit (message,

(mes sage ) ) to process every message in the
thread pool.

You can find the following code in the
threadPoolConcurrency?2. py filein
the concurrency subfolder:

from concurrent.futures
import
ThreadPoolExecutor

def message (message) :

print (“Processing
{}” .format (message) )

def main () :

print ("Starting
ThreadPoolExecutor”)

with
ThreadPoolExecutor (max w
orkers=2) as executor:
future =

executor.submit (message,
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(* message 1" ))
future =
executor.submit (message,
(* message 2" ))
print ("All tasks complete”)

if name == main ' :

main ()

Among the main advantages provided by these modules,
we can highlight that they facilitate the use of shared
memory by allowing access to the state from another
context, and are the best option when our application
needs to carry out several I/O operations simultaneously.

Now that you know how to work with multithreading and
concurrency, let's move on to learning how we can work

with the socket . 10 module in Python.

Working with socket.io

WebSockets is a technology that provides real-time
communication between a client and a server via a TCP
connection, eliminating the need for customers to
continuously check whether API endpoints have updates
or new content. Clients create a single connection to a
WebSocket server, and wait to listen to new server events
or messages.

The main advantage of WebSockets is that they are more
efficient because they reduce the network load and send
information in the form of messages to a large number of
clients.

Among the main features of WebSockets, we can
highlight the following:
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e They provide bidirectional (full
duplex) communication over a

single TCP connection.

e They provide real-time
communication between a server
and its connecting clients. This
enables the emergence of new
applications oriented toward

managing events asynchronously.

e They provide concurrency and
improve performance, optimizing
response times and resulting in

more reliable web applications.

Implementing a server
with socket.io

To implement our server based on socket.io, we need to
introduce other modules like asyncio and
aiohttp:

e asyncio is a Python module that
helps us to do concurrent
programming of a single thread in
Python. It’s available in Python 3.7
— the documentation can be found at

https://t.me/learningnets



https://docs.python.org/3/library/asy

ncio.html.

e aiohttp is a library for building
server and client applications built
in asyncio. The module uses the
advantages of WebSockets natively
to communicate between different
parts of the application
asynchronously. The documentation
is available at
http://aiohttp.readthedocs.io/en/stabl

c.

The socket.io server is available in the official Python

repository and can be installed via pip:

$ pip3 install python-
socketio

The full documentation is available at https://python-
socketio.readthedocs.io/en/latest.

The following is an example of WebSockets that works
from Python 3.5+, where we implement a socket.io

server using the aioht tp framework, which, at a
low level, uses @SYNC10. You can install this module
withthepip3 install aiohttp

command.

You can find the following code in the
web socket server.pyfileinthe
socketio subfolder:
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from aiohttp import web

import socketio

socket 1o =
socketio.AsyncServer ()

app = web.Application ()

socket io.attach (app)

async def index (request):

return
web.Response (text=" Hello
world from
socketio’ ,conten
t type=' text/html’ )

@socket lo.on(*message’)
def print message (socket id,

data) :
print (“*Socket ID: % ,
socket id)
print (“Data: “ ,
data)
app.router.add get (* /',
index)
1if name == ' main ' :

web.run app (app)

In the preceding code, we’ve implemented a server based
on socket.io that uses the aiohttp module. As you
can see in the code, we've defined two methods: the
index () method, which will return a response
message based on the “/” root endpoint request, and the
printmessage () method, which prints the
socket identifier and the data emitted by the event. This
method is annotated with@ socketio.on
(‘message’).
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This annotation causes the function to listen for
message-type events, and when these events occur, it will

act on those events. In our example, the message is
the event type that will cause the
print message () function to be called.

Next, we are going to implement the client that connects
to the server and emits the message event.

Implementing a client
that connects to the
server

To implement the client, you can find the following code
intheweb socket client.py file:

import socketio

sio = socketio.Client ()
@sio.event

def connect():

print (Y connection
established )

@sio.event
def disconnect () :

print (* disconnected from
server’ )

sio.connect (* http://localhost
:8080" )

sio.emit (Y message’ , {‘data’ :
‘my data’ })

sio.wait ()
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In the preceding code, we are using the connect ()
method from the socketio.Client () class

to connect to the server that is listening on port 8 08 0.
We define two methods, one for connecting and another
for disconnecting.

For calling the print message () functionin
the server, we need to emit the message event and pass
the data as an object dictionary.

To execute the previous two scripts, we need to run two
terminals separately — one for the client and another for
the server. First, you need to execute the server, and then
execute the client to check for the information sent as a
message.

Summary

In this chapter, we learned about the main system
modules for Python programming, including OS for
working with the operating system, Sy S for working

with the filesystem, and subprocess for executing
commands. We also reviewed how to work with the
filesystem, along with reading and creating files,
managing threads, and concurrency. Finally, we
reviewed how to create a WebSocket server and client
using the asyncio,aiohttp, and

socket. 10 modules.

After practicing with the examples provided in this
chapter, you now have sufficient knowledge to automate
tasks related to the operating system, access to the
filesystem, and the concurrent execution of tasks.

In the next chapter, we will explore the socket package
for resolving IP addresses and domains, and implement
clients and servers with the TCP and UDP protocols.
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Questions

As we conclude, here is a list of questions for you to test
your knowledge regarding this chapter’s material. You
will find the answers in the Assessments section of the
Appendix:

1. What is the main module that
allows us to interact with the Python

interpreter?

2. Which module is used to execute a
command or invoke a process via
the popen () or call ()
methods?

3. What is the approach that we can
follow in Python to handle files and

manage exceptions in an easy and

secure way?

4. What is the difference between
processes and threads?

5. What is the limitation that Python
has when working with threads?

Further reading

In the following links, you will find more information
about the tools we’ve discussed, and links to the official
Python documentation for some of the modules we've
analyzed:
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e Managing input/output:
https://docs.python.org/3.7/tutorial/i
nputoutput.html

e Documentation threading module:
https://docs.python.org/3.7/library/t
hreading.html

o Python Global Interpreter Lock
(GIL):
https://realpython.com/python-gil

e Documentation on the
concurrent. futures module:
https://docs.python.org/3/library/con

current.futures.html

» Readers interested in asynchronous
web server programming with
technologies such as aiohttp
(https://docs.aiohttp.org/en/stable)
and asyncio
(https://docs.python.org/3.7/library/
asyncio.html) should look at
frameworks such as Flask
(https://flask.palletsprojects.com/en/
1.1.x) and Django
(https://www.djangoproject.com).
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Section 2: Network
Scripting and Extracting
Information from the
Tor Network with
Python

In this section, the reader will learn how to use Python
libraries for network scripting and developing scripts for
connecting to the Tor network.

This part of the book comprises the following chapters:

o Chapter 3, Socket Programming
o Chapter 4, HITP Programming

o Chapter 5, Connecting to the Tor
Network and Discovering Hidden

Services
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Chapter 3: Socket
Programming

In this chapter, you will learn some of the basics of
Python networking using the socket module. The socket
module exposes all of the necessary methods to quickly
write TCP and UDP clients and servers for writing low-
level network applications.

Socket programming refers to an abstract principle by
which two programs can share any data stream by using
an Application Programming Interface (API) for
different protocols available in the internet TCP/IP stack,
typically supported by the operating systems.

We will also cover implementing HTTP server and socket
methods for resolving IPS domains and addresses.

The following topics will be covered in this chapter:

e Introducing sockets in Python

e Implementing an HTTP server in
Python

e Implementing a reverse shell with

sockets

e Resolving IPS domains, addresses,

and managing exceptions

e Port scanning with sockets
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e Implementing a simple TCP client
and TCP server

e Implementing a simple UDP client
and UDP server

Technical requirements

To get the most out of this chapter, you will need some
basic knowledge of command execution in operating
systems. Also, you will need to install the Python
distribution on your local machine. We will work with
Python version 3.7, available at
www.python.org/downloads.

The examples and source code for this chapter are
available in the GitHub repository at
https://github.com/PacktPublishing/Mastering-Python-
for-Networking-and-Security-Second-Edition.

Check out the following video to see the Code in Action :
https://bit.ly/213fFii

Introducing sockets in
Python

Sockets are the main components that allow us to
exploit the capabilities of the operating system to
interact with the network. You may regard sockets as a
point-to-point channel of communication between a
client and a server.

Network sockets are a simple way of establishing contact
between processes on the same machines or on different
ones. The socket concept is very similar to the use of file
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descriptors for UNIX operating systems. Commands
such as read () andwrite () for working with
files have similar behavior to dealing with sockets.

A socket address for a network consists of an IP address
and port number. A socket's aim is to communicate
processes over the network.

Network sockets in
Python

Communication between different entities in a network
is based on the classic socket concept developed by
Python. A socket is specified by the machine's IP address,
the port it is listening to, and the protocol it uses.

Creating a socket in Python is done through the
socket. socket () method. The general syntax
of the socket method is as follows:

s = socket.socket
(socket family,
socket type, protocol=0)

The preceding syntax represents the address families and
the protocol of the transport layer.

Based on the communication type, sockets are classified
as follows:

e TCP sockets (socket. SOCK
STREAM)

o UDP sockets (socket. SOCK
DGRAM).
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The main difference between TCP and UDP is that TCP is
connection-oriented, while UDP is non-connection-
oriented.

Sockets can also be categorized by family. The following
options are available:

o UNIX sockets (socket. AF
UNIX), which were created before
the network definition and are based

on data

e The socket. AF INET socket
for working with the IPv4 protocol

e The socket.AF INET6 socket
for working with the I[Pv6 protocol

There is another socket type—socket raw. These sockets
allow us to access the communication protocols, with the
possibility of using, or not, layer 3 (network level) and
layer 4 (transport level) protocols, and therefore giving
us access to the protocols directly and the information
you receive in them. The use of sockets of this type will
allow us to implement new protocols and modify existing
ones.

As regards the manipulation of network packets, we have
specific tools available such as Scapy
(https://scapy.net). It is a module written in Python to
manipulate packets with support for multiple network
protocols. This tool allows the creation and modification
of network packets of various types, implementing
functions for capturing and sniffing packets.
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The main difference vis-a-vis the previous types that are
linked to a communication protocol (TCP or UDP) is that
this type of socket works without being linked to a
specific communication protocol.

There are two basic types of raw socket, and the decision
of which to use depends entirely on the objective and
requirements of the desired application:

e AF_PACKET family: The raw
sockets of the AFPACKET family
are the lowest level and allow
reading and write protocol headers

of any layer.

o AF_INET family: The AF_INET
raw sockets delegate the
construction of the link headers to
the operating system and allow
shared manipulation of the network

headers.

You can get more information and find some examples
using this socket type in the socket module
documentation:
https://docs.python.org/3/library/socket.html#socket.S
OCK_RAW.

Now that we have analyzed what a socket is and its types,

we will now move on to introducing the socket module
and the functionalities it offers.
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The socket module

Types and functions required to work with sockets can be
found in Python in the socket module. The socket
module provides all of the required functionalities to
quickly write TCP and UDP clients and servers.

The socket module provides every function you need in
order to create a socket server or client.

When we are working with sockets, most applications
use the concept of client/server where there are two
applications, one acting as a server and the other as a
client, and where both communicate through message-
passing using protocols such as TCP or UDP:

o Server: This represents an
application that is waiting for

connection by a client.

e Client: This represents an
application that connects to the

SCTVer.

In the case of Python, the socket constructor returns an
object for working with the socket methods.

This module comes installed by default when you install
the Python distribution. To check it, we can do so from
the Python interpreter:

>>> 1mport socket
>>> dir (socket)
[' Dbuiltins ',

' cached ', ' doc ',
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' file ',
' loader ',

' name ‘',

' package ',

' spec ',

' blocking errnos',

' intenum converter',
' realsocket',

' socket', 'close',
'create connection',
'create server', 'dup',
'errno', 'error',
'fromfd', 'gaierror',
'getaddrinfo',
'getdefaulttimeout’,
'getfqgdn',
'gethostbyaddr',
'gethostbyname',
'gethostbyname ex',
'gethostname',
'getnameinfo’,
'getprotobyname',
'getservbyname',
'getservbyport',

'has dualstack ipve',
'has ipvo', 'herror',
'htonl', 'htons',

'if indextoname',

'l1f nameindex',

'if nametoindex',
'lnet aton',

'lnet ntoa',

'inet ntop',

'inet pton', 'io',
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'ntohl', 'ntohs', 'os',
'selectors’',
'setdefaulttimeout’',
'sethostname', 'socket',
'socketpair', 'sys',
'"timeout']

In the preceding output, we can see all methods that we
have available in this module. Among the most-used
constants, we can highlight the following:

socket .AF INET
socket .SOCK STREAM

To open a socket on a certain machine, we use the socket
class constructor that accepts the family, socket type, and
protocol as parameters. A typical call to build a socket
that works at the TCP level is passing the socket family
and type as parameters:

socket.socket (socket.AF INET,
socket.SOCK STREAM)

These are the general socket methods we can use in both
clients and servers:

e socket.recv(buflen): This
method receives data from the
socket. The method argument
indicates the maximum amount of

data it can receive.

e socket.recvfrom(buflen):
This method receives data and the
sender's address.
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e socket.recv_into(buffer)

: This method receives data into a
buffer.

e socket.recvfrom into (buf
fer) : This method receives data

into a buffer.

» socket.send (bytes): This
method sends bytes of data to the
specified target.

e socket.sendto(data,
address) : This method sends

data to a given address.

e socket.sendall (data): This
method sends all the data in the
buffer to the socket.

e socket.close (): This method
releases the memory and finishes

the connection.

We have analyzed the methods available in the socket
module and now we are moving to learn about specific
methods we can use for the server and client sides.

SERVER SOCKET METHODS
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In a client-server architecture, there is a central server
that provides services to a set of machines that connect
to it. These are the main methods we can use from the
point of view of the server:

e socket.bind (address): This
method allows us to connect the
address with the socket, with the
requirement that the socket must be
open before establishing the

connection with the address.

e socket.listen (count): This
method accepts as a parameter the
maximum number of connections
from clients and starts the TCP

listener for incoming connections.

e socket.accept (): This method
enables us to accept client
connections and returns a tuple with
two values that represent
client socket and
client address. You need to
call the socket.bind () and
socket.listen () methods

before using this method.

We can get more information about server methods with
thehelp (socket) command:
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SocketType = class
socket (builtins.object)

| socket (family=AF INET
, Lype=SOCK STREAM,
proto=0) -> socket
object

| soc