Module 9: Performing Cloning and Staging

Upon completion of this module, you should be able to:
* Describe the cloning process
* Configure automatic save set cloning
* Perform manual save set and volume cloning
* Perform scheduled clone operations
* Describe save set staging
* Perform manual staging of a save set
* Configure a NetWorker stage resource
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This module focuses on how to configure NetWorker resources to perform automatic cloning
and staging. You also learn how to perform manual cloning and staging.
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Module 9: Performing Cloning and Staging

Lesson 1 : Performing Cloning

During this lesson the following topics are covered:
Difference between cloning and staging
Configuring automatic cloning
Performing manual clone operations
Perform scheduled clone operations
Clone-controlled replication
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This lesson covers the procedures for performing cloning in the NetWorker environment
including configuring automatic, manual, and scheduled clone operations. Additionally, the
process for configuring clone-controlled replication is discussed.
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Cloning and Staging Save Sets

Task Description Method

Copies save sets or a volume of nsrclone

Cloning | save sets to another volume NetWorker
belonging to a clone pool Administration

nsrstage

Stagin Moves save sets to another

ging volume NetWorker

Administration

Detailed information about NetWorker cloning can be found
in the NetWorker Cloning Integration Guide.
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NetWorker provides the ability to further manage and protect save sets and volumes through
the use of cloning and staging.

The basic description of these features and methods of performing the tasks are shown in

the slide.

https://t.mel/learningnets
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Cloning Overview

Cloning creates copies of save sets,
to enhance data protection.

Cloning can be done either (DLT 7000)
Source Device

manually or automatically.

Two devices are required to clone a
save set.

A save set can be cloned to a
different type of media.

Cloning of a save set may require
multiple source or destination
volumes.

No volume may contain more than
one instance of a save set. Destination Device
The destination volume(s) must (LTO-2)
belong to a clone pool.

Default Clone
Pool
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Cloning allows you to create identical copies of save sets to be used in case of damage to the
original media or for offsite storage.

You can clone save sets either manually or automatically. To clone save sets manually, use
the nsrclone CLI or NetWorker Administration. To clone save sets automatically, set the
Clones attribute in a group resource to Yes. If cloning is enabled, all save sets in the group are
cloned. Additionally, a clone job can be created to automatically clone savesets after they
have been backed up using specified criteria.

Cloning involves simultaneously reading from a source volume and writing to a destination
volume. Therefore two devices are required. These devices need not be of the same type.
For example, you can clone from a DLT 7000 to an LTO-2 or from a file type device to an
AIT-3.

Save sets are always completely cloned. Thus, if a save set begins on one volume and
continues (spans) onto one or more additional volumes, each of the source volumes will be
mounted and read during the clone operation. Conversely, if the destination volume
becomes full during a clone operation, another volume from the same pool must be made
available for the cloning to continue.

Concurrent clone, backup, and recovery operations can be performed on the same device at
the same time when using advanced file type or Data Domain devices.

No volume may contain more than one instance (copy) of a save set. This eliminates the
possibility of losing multiple instances of a save set if a single volume becomes damaged.

Since backup data cannot be mixed with clone data on a volume, it is required that the
destination volume belong to a clone pool.
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Enabling Automatic Cloning Group Resource

Identity Clones
Name: Defautt Clones: =]
Comment: Clone mode [Start on group completion -
Clonepook |Default Clone -
Setup
Start time: 21:00 Output
Autostert: | Disabled - Printer: [
Status Snapshots
Status: ‘lﬁb | Snapshot: O
Loststat | \ Snapshot Poicy: [1-1-Day-Al ~|
Last end: \ \ Snepshot Poot Default ‘\ ‘\ -
Nedstat: [disabled \ L W W—
Check the box

and select the |
clone pool
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Automatic cloning is performed during backup operations by enabling the Clones attribute of
a NetWorker group resource. The Clone pool attribute is used to select a destination pool

other than Default Clone.

The Clone Mode option is discussed on the next slide.

When savegrp is executed and cloning is enabled, save sets are backed up and cloned in

the following order:

1. All save sets, with the exception of the bootstrap, are backed up.

2. All save sets that were backed up are cloned to a volume from the specified clone pool.

3. The bootstrap save set is backed up.

4. The bootstrap save set is cloned.

Note: Although client data may be sent to several pools during the backup, all cloned save

sets are directed to a single clone pool.

https://t.mel/learningnets
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Automatic Group Cloning Mode

Cloning Mode in NetWorker 8.1 and higher — 2 Options:

Start on Save Set completion
Allows for faster time to DR readiness by beginning cloning as soon as save set is
complete

Start on Save group completion
Traditional automatic cloning mode
Starts cloning when group is completed

Clones
Clones:
Clone mode:  [Start on group completion ~|

Clone pook Start on each save set completion
Start on group completion
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Immediate cloning was introduced in NetWorker 8.1. It enables cloning to begin as soon as a
save set as part of a group has finished being backed up. This means that the cloning process
can begin almost concurrently with the backup process, speeding up the time to DR
readiness by up to 90%.

Previous versions of NetWorker required that the entire group finish its backup before a
clone operation could be initiated These groups can often be very large, therefore,
immediate cloning helps support Recovery Point Objectives. This enables a faster time to
Disaster Recovery readiness.

The default option with NetWorker 8.1 and higher is Start on each save set completion.

https://t.mel/learningnets
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Cloning a Save Set:nsrclone

|nsrclone [-options] -S ssid ...

a X
=\3mminfo —q "naqi= NWUTemp . leve l=incr" —» "wo uge.sség.n?me(‘ >.cloneid.client™ -
11PM.001 \WUTemp 1385820885 legl-win2
11PH.881 = 1385821819 legl-win2
11PH.001 1989889493 C:\WUTemp A9717 legl-win2
11PM.00A1 .RO 24962082421 C:“\WUTemp 13 —win2 Save set to clone
11PH.881.RO 1976189659 C:N\WUTemp 1385821018 legl—w
11PHM.081 .RO 1989889493 C:~\WUTemp 1385109716 legl-win2
DFEBG2400 13851944601 C:“\WUTemp 1385194481 legl—win2 =
DFE@3MO1 751621286 C:\WUTemp 1385269414 legl-win2
) Clone the
:\>nsrclone —v —-S 2496202421
aining media database information on server legl—-win2 save Set
B47@8:nsrclone: Following volumes are needed for cloning
@471 :nsrclone: 11PM.@681 .RO <Regular>

874:nsrclone: Automatically copying save setsd{s> to other volumeds>

9634:nsrclone:

tarting Regular cloning operation...

17:nsrclone: ...from storage node: legl-win2

1542 :nsrclone: Successfully cloned all reguested Regular save sets <Cwith new cloneid>
2496202421.-1305444610

?62?=nsﬁgéggﬁéaclones were written to the following volume(s> for Regular save sets:

:\>mminfo —q '"name=C:\WUTemp.level=incr" —r "volume.ssid.name<(28>.cloneid.client"|
Ssid ER!_

To I ™ clone 1d client
1PH. 801 C:\WUTemp 13850200885 legl-win2
N Tt Feny egl-win
1PM.881 .RO 2496282421 C:\WUTemp 95020884 legl-win2 Save set now
1PM.@01 _RO 1976189659 C:\WUTemp PSOP4+@i8_legl—win N
1PM. @01 RO 1909889493 C:\UUTemp 1385189716 led exists on two
FEB2 400 1385194401 C:\WUTemp 13851944 ]
PR Zaagaiass. Aoy TiBRaaseia bosivins | Vo aOs
2620 = 5 v egl-win
and DFEO3MO03
N>
=
<] | 3Pz
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The nsrclone command is the CLI used to clone save sets and volumes.

When the —S option is used, a list of save set IDs must be specified. If the —S option is not
used, arguments following any options must be NetWorker volume names.

nsrclone(lm) syntax:
nsrclone [options] -S ssid ... | volume ...

where ssid is a save set to clone; volume is a volume containing save sets to clone. Note that
ssid/cloneid may also be used to specify which save set with multiple copies to use as a
source. Additional information including a full list of the command options can be found in
the NetWorker Command Reference Guide, or the NetWorker Cloning Integration Guide.

Option Description

-b pool Write clone data to poo1, which must be a backup clone pool.

Read file, which contains the list of SSIDs (-S) or volumes to clone. If file

-f file is ‘-7, the list is read from standard input (STDIN).
Generate verbose output. By default, only the completion of the operation is
v reported.

Table 9-1: nsrclone Options

https://t.mel/learningnets
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CloningaVolume : nsrclone

nsrclone [-options] volume

<+ Command Prompt

List save
sets on the
volume

:\>nminfo -av DFE@3MB3

vo Tume o] ient date tine size|ssid 1 1vl name
DFE@3MA3 LI0 Ultrium legl-sun2 5/18,20811 5:38:51 AM 84 MB|2512979365|ch full rvar
DFE@3MB3 LTO Ultrium Tegi=winZ 4/26/2011 9:40:25 AM 5185 MB|4286284334|ca manual C:\
:\>nsrclone -v DFE@3HB3 e Clone the

aining media database information on server legl-winz el

@478:nsrclone: Following volumes are needed for cloning

@471 :nsrclone: DFE@3M@3 (Regular)

874:nsrclone: Automatically copying save sets(s) to other volume(s)

9634:nsrclone:

tarting Regular cloning operation...

217:nsrclone: ...from storage node: Legl-sun2

1542:nsrclone: Successfully cloned all requested Regular save sets {(with new cloneid)

2512979365,13085441372
79629:ns;;§agaé Clones were written to the following volume(s) for Regular save sets: Verify all
Ma4

save sets

C:iN>o

Jl

:\>nninfo —av DFE@3MB4 were cloned
nt date time size|ssid F1  lvl name | to a clone
FE@3MO4 LTO Ultrium leqi-sun2 5,/10,2811 5:30:51 AM 84 MB| 2512979365/ cb full rvar

volume

M4
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When cloning a volume, it is not a byte-by-byte copy. Only save sets that begin on the
volume are cloned. If a save set begins on the volume and spans to one or more additional
volumes, each of those volumes will be mounted and read. Thus, to clone a volume really
means to clone, in their entirety, all save sets beginning on the volume.

Multiple volumes can be specified on the command-line. The - f option of the nsrclone
command can be used to specify a file (or standard input) containing a list of volumes to
clone. When using an input file, each volume must be on a line by itself.

Note: The first flag associated with a save set indicates which part of the save set is stored
on a volume. This flag can be displayed with the mminfo -v command and is also
displayed when viewing the save sets for a volume in the Volume Save Sets window in
NetWorker Administration Media. Values for the first flag are:

® c:save set is completely contained on this volume.

* h: save set spans volumes and the head is contained on this volume.

®* m: save set spans volumes and a middle section is contained on this volume.

* t:the tail section of a spanning save set is contained on this volume.

+s Volume Save Sets

Volume: nwwindows.emc.edu.002

Client | Save Set = | S50 |Flags
]! nwwindows.... index:winclient.emc.edu 3815460117 cr
]! nwwindows.... index:nwwindows.emc.edu 3798682985 cr
1¥ winclientem.. CMWWUTemplava IBESTHITI0 ch
1¥ winclientem.. CMWWUTemplinf 3882568543 ch

https://t.me/learningnets
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Manually Cloning a Save Set : NetWorker Admin

File Edit View Media Stat ‘Window Help
ol

& Save Sets 1. Specify selection
Querysweg'\msaw\ criteria.
8 Tape Volumes Query Parameters /
(1=l Indexes Client Name: J Status:
o seic | Om
Save Set: CWUTemp J
2. Perform query o () Select from
by changing tabs. | |
PEE o.gore [
Source savesets to clone:
s s ]
Cet ¥ SmeSd SO OmeD  [Leve S Cone Reterton Tme: | Checkpcnt D — 7 L L
kgl & CWUTemp 1909030403 1305100M7  iner  browsable SHIN2115850PH
s I SH1N2 15859 PH
S 9P
5. Select pool
if desired.
—
(X]
Wiould you like to clone saveset(s) to the media pool: Automatic Selection ? Target Clone Media P Automatic Selection
4. Right-click
! OK |Cancel
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When using NetWorker Administration to perform save set cloning, click Save Sets in the left
pane of the Media window. In the right pane, specify the save set characteristics of those
save sets you want to clone. Change to the Save Set List tab to perform the query and report

matching save sets.

After specifying save set characteristics and performing the query, select any or all of the
matching save sets, right-click any selected save set to display a drop-down menu, and select
Clone. A pop-up window is displayed from which you can specify the destination pool. Upon
clicking OK, a final verification window is displayed before cloning begins.

https://t.mel/learningnets
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Manually Cloning a Volume : NetWorker Admin

e 8

= Q Legl-win2 )
I emplates
|
i €. Media Pools
{ Tape Volumes
] Indexes

‘ Tape Volumes (10)
Volume Name v |Barcode | Used| 9% Used | Mode | Expiration |Pool |Location 2. Right-click

& DFE0OLOD DFEOOLOD 8113MB (] 8% [ appendable manual  Default Moved to 2nd SHelf ofo
# DFEOOLOT  DFEOOLO1  7808KB 01% appendable 51312 11PM STK@20.0
STH@253

& DFE02400  DFE02400 4930MB (] 5% ) appendable 51372  11PM r=L

C z
SO Se sa=legl-sun2 STK@2.53
DFE02¢y  Show Save Sets... appendable 51212  Defaut rd=Legl-sun2 STK@253
DFEO?Q{ Change Mode.... appendable SM1112 Default rd=Leg1-sun2 STK@253
DFEO3M Mark Scan Needed... appendable Cloud Clone  rd=Leg1-sun2STK@21.0
FEOSM o tion. appendable SA312  11PM
1. Select volume freoa s appendable Sf1212  Defaut Clond
to clone e Recycle. appendable 5/12/12  Defautt Clone  Source volumes to clone:
: Delete Delete
e |
_ & 4 "
Show Manual Clone History... \
3. Select pool
Refresh [
if desired.
« Question | X|

Would you like to clone selected volume(s) to the media pool: Automatic Selection ?

T oo
v

s [
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Cloning of a volume is done in the Media >Volumes window. Selecting one or more source
volumes and right-clicking any of them produces a drop-down menu from which you select
Clone. A pop-up window is displayed that allows you to choose the backup clone pool that
the destination volume(s) must belong to.

As previously mentioned, cloning a volume clones all save sets beginning on the volume and
may require mounting additional source volumes to read save sets which continue on other
volumes.

https://t.mel/learningnets
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Scheduling Clone Operations

=l Legl-win2
il Archive Requests

»
B
Li5d Directives
M8 Groups
&I Local Hosts
Wl Lockboxes
™ potifications:
78 Poiicies

& Probes

=4 Registrations

|\_;" Clones (@)

|Name ~ | Commert Enable |Period | Calendar

&~ 12PM_ Clone all at 12 PM ' week  Mon, Tue, Wed, Thu, Fri_12:00

| Start Time | Interval
24 Hours

porers Stor o ol Gption
e [aam | Stomage o 10 WRTE s sets Logt.sun2. - -
Commert | T 3 %) Clone save sets that maich seiections (al selectons are sppled)
‘Save Set Filter Options
Tt
oromem e ] @ By efus L L [
aternposc: (Gt 7S] - et — =1 —
3¢ O rops = [ cuents jpoots =
s ]t -
D st Bt [ Baciup [ Legt-wiz [] rchive.
ot v [+ [2]_0[2]Am[T] st n [ Detst [ begl-sun2 [] archive Cone
e = s [ ] cone
) 5k om ot o e B chre G chne
Soheduie Poried s | Mo Tom et L m e 7
oo
(P anmmsie. Sundey, Fikdar, o & o - o i
Mok by o
[ enarpi 13 day, A G, ) ] eces Archive
] eces Archive Cone.
[ bevett
[] Mol
[] oftste
[ P Arctive =
1 PC Archive Clone b
= e Filer s sets by vt (4 na 100200301400 501 60 70 60 o incremental
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Cloning operations can be scheduled to run automaticall

y, independent of backup

operations. Setting up a scheduled clone operation is done from the Configuration window
by creating a clone resource. The clone operation can be scheduled to occur at a specified
time either on one or more days of the week or on one or more days of the month. Select

the storage node and pool to be used to write the clone

save sets.

The data to be cloned is specified using the options on the Save Set Filters tab including
filtering by group, client, pool, level and/or save set name. Clicking Preview Save Set
Selection brings up a box listing the save sets to be cloned. You can view the status of
scheduled clone jobs from the Monitoring window. A scheduled clone job can also be
manually started at any time without affecting the regularly scheduled start time.

https://t.mel/learningnets
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Aborting a Manual Clone Operation

- EMC NetWorker Administration 8.1 - nwwindows.em|

N % 5
TP " configurstion ~pevices Procedure for terminating
Fie Eonview [UCTETRN] window Help clone operation started
X0\ using NetWorker

Groups and Policie o .
Administration.
Status | Type |
& Growp
«-« Show Manual Clone History
| = " =
SMEM1 2.43:22 AM ACTIVE
Show Manual Clone History. TR T e
3 R }5116111 21526 AM S5/16/11 211532 AM  succeeded COMPLETEC
SM6M11 21320 AM 5/16/11 21322 AM  succeeded COMPLETEC
SM6/11 20357 AM 5/16/11 20957 AM  succeeded COMPLETEC
SMA6M11 201:08 AM SA6/M11 201:12 AM  succeeded COMPLETEC
SM6M11 1:35:05 AM S5A16M1 1:35:112 AM  succeeded COMPLETEC
SM6M11 1:33:43 AM SA16M1 1:33:44 AM  failed COMPLETEC
SA6M1 1:32:31 AM SABM1 1:32:32 AM  failed COMPLETEC
SMABM1 1:21:07 AM SA6M11 1:21:08 AM  failed COMPLETEC
SHene 2ERoR AM_EHER1 AR AM onn 1o
7 S — 4 Messages:
«-» Question B3
Are you sure you want to stop selected clone operations?
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The slide shows the procedure to follow to abort a manual cloning of either save sets or
volumes using NetWorker Administration.

In the slide, the Clone Sessions screen in the Monitoring window shows a clone operation is
in progress. If you want to stop the clone operation, you could abort the clone operation by
using the Monitoring menu, selecting Show Manual Clone History, selecting the active
clone operation in the pop-up window, and clicking the Stop Selected Operation button.

You can also right-click a clone operation from the Clone Sessions screen in the Monitoring
window and select Stop Manual Clone Operation to abort the operation.

https://t.mel/learningnets
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Cloning Save Sets Across Storage Nodes

+0X0« )
=l Legl-win2
F_u accrive Requests ' Clients (8)
’ Name | Comment Scheduled backup | Save set ¥
[[€ Clones 1 legt-sun2  Client resource 1 v AJ01, 02, 003, 04, i
[ l:i. ConnectEuc 1’ legl-sun2  Client resource 2 v var
[ Directives rY;
-1 Groups - -
- [ Local Hosts 7 Ieg1—wut|2 Backup of C drive v
L8 Locks 1 Legl-win2 v
.." ockboxes 1 oot win? v W (Temn
[~ " Notificationd . N |
|- #iroicies | In this example, when Leg1-win2 supports the  pas
—@rooes | read side of a clone operation, the clone copy is  ["™
written to a volume on storage node Leg1-sun2.
— —
Leg1- win2 Leg1- sun
"
Server Storage Node

-« Client Properties - legl-win2
General | Apps & Modules ' Globals (1 of 2) Info & Licensing|

nsrserverhost

Clone storage nodes: Legl-Sun2

Recover storage nodes:
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When doing cloning, the storage nodes to be used for the clone read operation (of the
source volume) and the write operation (to the destination volume) are based on the
following prioritized criteria. For reading the clone data:

1. If the volume to be read is mounted, the storage node of that device is used.

2. Storage nodes in the Recover storage nodes attribute of the NetWorker server’s client
resource having access to the volume.

3. Storage nodes in the Storage nodes attribute of the NetWorker server having access to

the volume.

4. Storage node in the Read hostname attribute of the jukebox resource, or if this is empty,
storage nodes on which a device in the library is configured.

For writing the clone data, the Clone storage nodes attribute of the client resource of the
storage node performing the read operation is used. Next in priority is the Clone storage
nodes attribute of the client resource of the NetWorker server. Otherwise, the Storage
nodes attribute of the NetWorker server is used.

Each of the above attributes may contain multiple storage node host names, which are also
listed by priority. If a storage node is not available, the next storage node on the list is
contacted. For more information on cloning and storage node selection, see the EMC

NetWorker Admin

istration Guide.

https://t.mel/learningnets
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nsrclone : Using the -t and —e options

nsrclone -S -t start_time -e end_time

.

Save sets backed up within specified
time range are cloned.

Must be used with —S option

Either or both of -t and -e options
may be used

-c, -C,-g, -l options extend save set nsrclone -S -t today
selection capabilities

Clone all save
sets backed up
since midnight

I 1 1 Il ] 1 1 1 Il ] ] 1

I T T
12:.00 1:00 2:00 3:.00 400 500 6:00 7:.00 800 9:00 10:00 11:00

L Group 1 starts
P Group 3 starts
L Group 2 starts
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The -t start time option causes nsrclone to automatically determine which save
sets have been backed up since start time (based upon the savetime value) and clone
them. start time can be specified usingany nsr getdate(3) format. By default, all
save sets backed up since start time are cloned. To specify a time range, the —e

end time option can be used to specify the end time of therange. If -e end timeis
used, the default value of start timeis “end time—24 hours”.

Options -c client name, -C less than copies in pool, -g
group name, -1 level can be used with the —t or —e option to extend save set
selection capabilities. Also, -N saveset name allows for selection on save set name.

Examples
¢ Clone all save sets backed up since 1:00 a.m. this morning:
nsrclone -S -t “01:00”
¢ Clone all save sets backed up in the last 24 hours with backup level full and group Default:

nsrclone -S —e now -1 full -g Default (“now”isavalidnsr getdate
format)

¢ Clone all save sets backed up between 9:00 p.m. yesterday and 8:00 a.m. this morning:
nsrclone -S -t “yesterday 21:00” -e “08:00"

Note: See the NetWorker Command Reference Guide for more information on command
options as well as additional valid time formats.

https://t.mel/learningnets
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Clone Browse and Retention

Browse and retention policy for clone data can be specified
independently:

Clone data can be browsed and recovered after the browse and retention policies of
the original save set have expired.

Backup (non-clone) volumes can be recycled more frequently than the clone
volumes.

To specify the clone retention time:
Run nsreclone with the —y option
Run nsrmm with the —e option
Configure a retention policy for a clone pool

Set in a clone resource

To specify the clone browse time:

Run nsreclone with the —w option

Set in a clone resource

Copyright © 2013 EMC Corporation. All Rights Reserved Module 9: Performing Cloning and Staging 15

Each instance of a save set has its own clone browse and retention time which is tracked in
the save set record of the media database. Browse and retention times for clone data can be
extended beyond that of the original save set, enabling browsing and recovery of clone data
after the original save sets have expired.

If the clone instance is written to a pool having a retention policy, the retention time of that
save set instance is determined by the pool’s retention policy instead of the client’s retention
policy. A different clone retention time can also be set usingthe -y retent time option
with nsrclone and with the nsrmm -e command. Setting the clone’s retention to a
longer period than the client’s retention allows the clone to remain recoverable even after
the original backup is no longer retained. Note that retention specified from the command
line overrides the retention policy for the clone pool.

The browse period for a clone can be extended with the —w option of nsrclone when
creating a clone save set. Note that the browse period is left unchanged if the save set’s
browse date is later or if the new time has already passed. This option requires the -y
retention option and must not be greater than the retention time.

Important: The date on which a volume becomes recyclable is determined by the clone
retention times of save set instances on the volume, not by the save set retention times. For
example, if 10/17/13 was the longest save set retention time on a volume and the longest
clone retention time on the volume was 1/1/014, the volume would not become recyclable
until 1/1/14.

https://t.mel/learningnets

Copyright © 2013 EMC Corporation. All rights reserved. Module 9: Performing Cloning and Staging

15



Clone Retention Policy Attribute — Pool Resource

File

+

=Ml Legl-win2

Edit View

b B

Media  Start  Window  Help
> '
Criteria | Configuration | System |
Identity
Name: B |
€L < Comment: L
| Detous Select pool type |
', Default Clone
L Fun Configuration
Indexed Arch...
Indexed Arch. .. Enabled: [¥]
Pooltype:  |Backup Clone | ~|
S Label template: |11PM ~| -
; Deselect Store index

entries if configuring a

Data Management
Max parallelism:

Auto media verify:

«-« Create Media Pool

Basic | Selection Criteria

Backup Clone pool

Configuration

Configuration

Store index entries:

O

IReterMpo“cy:

[pecade 1

P J

/

Select pool retention policy
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The slide shows how to set the Retention policy attribute in the pool resource. When
creating a backup clone pool, it is necessary to deselect the Store index entries attribute.
This is because duplicate CFl entries cannot be created during a clone operation.

Copyright © 2013 EMC Corporation. All rights reserved.
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Clone Controlled Replication

NetWorker managed cloning
leveraging Data Domain
replication

Cloning between Data Domain
devices

e Managed and tracked in
NetWorker indexes

= Transfers only deduplicated and
compressed data

s memsraes W0 F 0 401 G 0 G O B G Transparent during NetWorker
cloning

e [ e NetWorker storage node is not
e in the replication path
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When cloning is taking place from one Data Domain system to another Data Domain system
with NetWorker 7.6 SP1 and higher, NetWorker is able to detect that both the clone source
and destination are Data Domain systems and automatically initiate Data Domain file copy
replication using the DD Boost interface. Data Domain managed file replication is performed
transparently during network cloning, this is known as clone controlled replication.

A benefit of Data Domain managed file replication is that only unique, compressed data is
replicated between the two Data Domain systems, which can reduce the replication
workload by 90% — 99%.

Even though data transmitted via clone controlled replication uses Data Domain replication
to transmit the data, it is still tracked within the NetWorker databases as if it were a
traditional clone job.

https://t.mel/learningnets
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Cloning to a Cloud

NALARET]

Atmos Online Storage Service
& @t
LY, ’

Clone to Cloud i

Backup to Disk

Clients

Placing backup data on a cloud provides offsite backup storage

without the complexity of managing tapes.
Use NetWorker cloning to clone backup data to a cloud device.

Module 9: Performing Cloning and Staging 18

Copyright © 2013 EMC Corporation. All Rights Reserved

With the NetWorker Cloud Backup Option, copies of backup data can be stored on internet-
based storage as an alternative to sending tapes offsite. This provides a tape-less offsite
storage solution, eliminating the complex requirements of managing tapes.

Cloning backup data to a cloud complements backing up to disk. In the example shown on
the slide, backups are first written to disk. Then, the backup data is cloned to a volume on an
Atmos cloud device. The original backup data is retained on disk only as long as required for
short term recovery operations; data on cloud storage is retained for a longer period of time

according to business requirements for long term/offsite storage.

https://t.mel/learningnets
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Clone Reporting within the NMC

Reporting on clone processes can be performed within the NetWorker
Management Console Reports task pane.
Four different types of clone reports can be generated:
Server Summary
Clone Details
Save Set Details
Clone Summary over Time
Clone records are gathered by the Console server every 12 hours.

Reports include basic and drill down reports.

= NetWorker Cione
* ﬂ Server Summary
() E Cione Details
3+l Save SetDetais
& E Cione Summary over Time
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Reporting on clone jobs can be achieved through the clone reports available in the
NetWorker Management Console Reports task pane. These reports allow you to view the
history of automatic and scheduled clone operations performed by the NetWorker servers
for any server version 7.6 SP2 and later.

Four different types of clone reports can be generated: server summary, clone details, save
set details, and clone summary over time.

Be aware that clone reports may not be up-to-date because clone records are gathered by
the Console server every 12 hours.

The NetWorker server report category includes basic and drill down reports for each selected
NetWorker server within the enterprise. The configuration tab allows you to limit the scope
of the report that was selected.

For further information on the clone reports available within NetWorker Management
Console, refer to the EMC NetWorker Administration Guide.

https://t.mel/learningnets
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Lab Exercise 9-1: Configure a Scheduled Clone Operation

This lab covers procedures for creating
scheduled clone jobs within EMC NetWorker.
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In this lab, you will:
* Configure a clone resource

* Run the scheduled clone

https://t.mel/learningnets
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Module 9: Performing Cloning and Staging

Lesson 1: Summary

During this lesson the following topics were covered:
Difference between cloning and staging
Configuring automatic cloning
Performing manual clone operations
Perform scheduled clone operations
Clone-controlled replication
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This lesson covered the procedures for performing cloning in the NetWorker environment
including configuring automatic, manual, and scheduled clone operations. Additionally, the
process for configuring clone-controlled replication is discussed.

https://t.mel/learningnets
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Module 9: Performing Cloning and Staging

Lesson 2 : Performing NetWorker Staging

During this lesson the following topics are covered:
* Configuring automatic staging
* Configuring manual staging
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This lesson covers the procedures for configuring automatic and manual staging of data in
NetWorker.

https://t.mel/learningnets
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Staging Save Sets — Overview

Staging moves a save set from one

volume to another.

. : Source Device
Two devices are required to

perform staging.
A save set can be staged to a
different type of media.

Multiple source or destination
volumes may be required to stage a
save set.

After a save set is moved, its
original media database record is

updated. Destination Device
The destination volume can belong (LTO-3) Default Pool
to any pool.

Target Device
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Staging a save set moves it from one storage volume to another.

Like cloning, staging requires two devices, one or more source volumes, and one or more
destination volumes.

When a save set is staged, it is actually cloned, resulting in an additional instance (copy) of
the save set being tracked in the media database save set record. Upon successful
completion of the clone operation, the information pertaining to the original instance (copy)
of the save set is removed from the save set record.

If the save set being staged is on tape, it remains on the tape until the tape is relabeled. If
the save set being staged is on a file or adv_file type device, it is immediately deleted from
the device/volume (directory).

Unlike cloning, destination volumes do not have to belong to a clone pool.

Staging is often used to move save sets from file and adv_file devices to long term media
such as tape. This allows the most recent backups to be written to and recovered from disk,
then moved to tape to free space for subsequent backups. Staging is also used to remove
non-recyclable save sets from an otherwise recyclable volume.

https://t.mel/learningnets
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Staging Save Sets: nsrstage

nsrstage —m [ -options ] -S ssid[/cloneid ]

<+ Command Prompt

J:“Jnsrstage -n -b DeFault -5 196768T4Y

& For cloning

BB471 :nswstage: nmﬂzqm (Regular) : -
Successfully deleted original clone 1385526690 of save set 1909889493 fron media datahase. Use ssid/cloneid to stage only copy
Recovering space from volume 6BBA8A2858 failed with the error 'Space can only he recovered f

Refer to the NetWorker log For details. from volume 11PM.001

8A855 :nsrstage: Space can only be recovered from Data Domain, adv_file and file t

:\Omminfo -q “ssid=1976109659" -r “copies.nane{1@),ssid,cloneid,volune” |
M CIOne It UoImme

2 C:\NUTemp 1976109659 1305021619 11PH.681
2 C:\WUTenp +976489659—1365621818 11PH.861.R0

8470 nsrstage: Following valunes are needed for cloning
11

e leted orivirnl cloo S305621019 of save set 1976109659 from media database. Specifying only ssid causes all
wccessfully deleted AFTH's companion clone 1305021013 of save set 1976167653 fron nedia database vif coniec(clones) to be deleted

u;pletud ;vcmeﬁusgacelwpe;'atiun fgrﬁulun: 3866625111
efer to the NetWorker log for any failures. excepl the Staged copy.

C: omminfo -q “ssid=197618965%" -r "l:npies,nane(lﬂ).::inl.nlnneid..ulum‘l
1 C:\WUTemp 1976109659 13085526698 DFER2402

\>nsrstage -n —h Default -8 1976189659

B8470:nsrstage: Pol.louinﬂ volumes are needed for cloning

B471 :nsrstage: EA2402 (Regular)

|Buccessfully deleted original clone 1385526698 of save set 1976189659 from media database.

ecovering space from volume 6BB8@2858 failed with the error 'Space can only be recovered from Data Domain, adv_file and file type devices.
efer to the NetWorker log for details.

@855 :nsrstage: Space can only be recovered from Data Domain, adv_file and file type devices.

C:\>mminfo -q ssid-19?6109659 -r cwpies nano(w) ssid.cloneid,volume"
copies name e id v
1 C:\WUTenp 1976189559 13%526592 DFEEZQBR

r:\>-
Lt | Mo
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nsrstage is the command line utility used to stage save sets.
nsrstage syntax:

nsrstage [ -options ] -m -S ssid[/cloneid ] ...
—-m is a required option to stage (move) save sets and -S ssid specifies which save set(s)
to stage. The optional /cloneid is for save sets with more than one instance (copy), to
identify the instance of the save set to stage. If an instance is not specified, all instances

except for the staged copy are deleted from the media database. Table 9-2 lists several other
nsrstage options.

Note: See the NetWorker Command Reference Guide for more information and specific
command options..

Description

-b pool Stage save set to a volume in pool, which can be any pool.
£ fFil Read rile, which contains the list of SSIDs to stage. If file is‘-’, the list
- 1-e is read from standard input (STDIN).
Clean. Check the file type device supporting the specified volume and
-C -V volume delete any aborted save sets or save sets not tracked in the media

database.

Table 9-2: nsrstage Options

https://t.mel/learningnets
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Staging Save Sets Automatically

A NetWorker stage resource monitors selected file and adv_file type devices to
automatically move (stage) save sets based on configured criteria.

Allows you to specify the maximum number of days or hours a save set may reside
on disk before it must be staged.

Uses a high water mark to specify at what percentage of file system fullness staging
should start, regardless of save set age.

Continues staging save sets until a low water mark is reached.

File or adv_file type device

High Water Mark

—NO

Staging moves save sets to tape.

Low Water Mark —*
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A NetWorker stage resource is used to monitor selected file and adv_file type devices and
automatically stage save sets from the device’s volume to other media when the volume
becomes too full.

Automatic save set staging is designed to move data from file/adv_file type devices to tape
Staging allows you to perform backups to disk, potentially maximizing backup performance,
and later move the save sets to tape.

Staging prevents the file/adv_file type device from becoming full by periodically checking the
following:

* How long each save set has been on the file type device. Save sets are staged after a
specified number of days or hours, regardless of how full the volume (file system) is.

* The percentage fullness of the file system on which the file/adv_file type device
directory resides. Save sets are staged when the file system reaches a certain
percentage of utilization (the high water mark), regardless of a save set’s age. Once
staging begins, it continues until the file system utilization has decreased to the
specified low water mark.

https://t.mel/learningnets
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NetWorker Stage Resource

Water Marks:
High=% full when staging starts
Low=% full when staging stops

Configuration -> Staging -> New

s Create Staging [x]
)
Ident Configuratis
" guretion Save set movement
Name: Astrostage High water mark (%) I Qﬁ_: order once the hlgh
Resource must Low water mark (%)~ | 5[] water mark is reached.
be enabled to Save set selection: [oidest save set - -
use Max storage period 35!
- - B | - -
Enalied: No(®) Yes Max storage period unt. () Hours () Days Maximum amount of time
Devices: Recoverspaceinterval | 8|2 save sets reside on disk
vImwwindows_aftd1 " it N S Hour TN
. Trdd=t \ ecover space unit: () Minutes %) s
Disk type | Jrd=rwiinuex eme edu fa - | s—j
. system cl TV =
devices to L 3 Hov{ often to check
monitor Fil system checkunt. O inutes ) Hours \ devices for save sets
el [T not in media database
Destination pook Defaut Clone: - \
a ~ Z ok_| [ Reset | [cancel How often to check for Max storage

period and High Water Mark

| Select destination pool |
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A NetWorker stage resource is used to monitor and manage selected disk type devices.
There is one preconfigured stage resource, default stage, having the default attribute values
shown in the slide.

Attribute Description

Devices

File type device(s) to monitor.

Destination pool

Pool to which destination volumes must belong.

High Water Mark (%)
Low Water Mark (%)

Percentage fullness of the file system containing the file device at
which staging will begin and end.

Save set selection

Type of save set (oldest, newest, largest, smallest) that will be
staged first.

Max storage period

Maximum number of hours or days that a save set can reside on a
file device before it is staged.

Recover space interval

Length of time (hours or minutes) between checks to determine if
save sets exist that are not tracked in the media database. These
save sets are removed. Aborted save sets are also removed.

File system check
interval

Length of time (hours or minutes) between checks to determine if
the high water mark or max storage period has been reached.

Copyright © 2013 EMC Corporation. All rights reserved.

Table 9-3: Stage Resource Attributes
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Manual Staging Using the Administration Window

«-« Staging Properties - default stage

General System \.‘

Operations

Start now: | -

Recover space

check file system
stage all save sets \

Select any of these operations and click OK to
perform the staging operation immediately.
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The Operations tab of the stage resource allows you to perform manual staging. After

selecting and performing any of the operations, the Start now attribute is returned to a null
value.

Choose Recover space to immediately perform a recover space operation.

Select check file system to perform an immediate check of the fullness of the file system(s)
to determine whether the high-water mark has been reached, thereby requiring automatic
staging.

After selecting stage all save sets and clicking OK, all save sets residing on all devices
managed by the stage resource will be staged.

https://t.mel/learningnets
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Lab Exercise 9-2: Configure Automatic Staging

In this lab, you will configure automatic staging.
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In this lab, you will configure a stage resource to stage the data backed up to the advanced
file type devices.
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Module 9: Performing Cloning and Staging

Lesson 2 : Summary

During this lesson the following topics were covered:
* Configuring automatic staging
* Configuring manual staging
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This lesson covered the procedures for configuring automatic and manual staging of data in
NetWorker.

https://t.mel/learningnets
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Module 9: Summary

Key points covered in this module include:
The description of the cloning process
Automatic save set cloning
Manual save set and volume cloning
Scheduled cloning
Save set staging
Manual staging of a save set

Configuring a NetWorker stage resource
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This module covered how to configure NetWorker resources to perform automatic cloning
and staging. We also looked at how to perform manual cloning and staging.
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