Installing Security Management Server
Introduction

we will cover installation and initial configuration of a new Security Management

Server.

Deployment Options

Security Management Server (SMS) can be deployed in two different options: Smart-1

Appliance or Open Server.

Let talk about both options in more detail.

1. Smart-1 Appliance

Check Point provides a wide range of Smart-1 appliances that are divided into two

groups:

o Enterprise (Smart-1 405, 410, 225, 525)
e High End Enterprise (Smart-1 3050, 5050, 3150, 5150)
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The main difference between two categories is about amount of Security Gateways such
appliance can manage. The more firewalls to manage, the bigger the performance

requirements for the management server appliance in CPU, RAM, and hard disk size.

2. Open Server

In case of the Open Server deployment, you install SMS on a dedicated physical server
or as a virtual machine, with Gaia OS. If the physical server is your choice, check

the Hardware Compatibility List.

Deploying SMS as a virtual machine is also a popular option. SMS VM production
deployment is supported on several ESX versions, Hyper-V and KVM. See Hardware

Compatibility List, tab "Virtual Machines" for more details.

We are deploying SMS as a VM in our lab.

Installation Procedure

Smart-1 and Open Servers installation procedures lightly differ in details. Let’s talk

about appliance deployment in brief before covering the Open Server option.

Smart-1 Deployment

By default, Smart-1 appliance comes preinstalled with at least one version of Check
Point Gaia software. In most cases, all you need is to initialize it. However, if you want to
re-image the appliance or install a software version different from the available factory

defaults, look into sk65205 for tools and details.

Deployng SMS as a VM
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Our first lab starts here. To install a Security Management Server, we will be using a

Windows based WMware Workstation.

By default, with Vmware Workstation installed on your PC, you have two additional

network adapters related to VMware Workstation networks: VMnet1 (Host-only) u
VMnet8 (NAT).

{ Vivware Metwork Adapter — { Vivlware Metwork Adapter
Viinet1 Viinets
&F Enabled &F Enabled

We need one more virtual network adapter: - VMnet2.To create in, in the VMware

Workstation menu choose Edit -> Virtual Network Editor -> Add Network

After creating a new network, uncheck - “Use local DHCP service...” setting to disable
DHCP on it.
© Virtual Network Editor X

(Nane Type External Connection Host Connection  DHCP Subnet Address
Winetd  Bndged  Autodridong

WWnetd  NAT NAT Connected Erabled  192.168.61.0

VWnet Information
(O Bridged {connect YMs drectly o the external network)

Brdged to: Automatc < NADRSNC T4180G8.
(ONAT (shaved host's 1P address with VMs) NAT Seftrgs...

(®) Host-orty (conmect VMs ntermally 1 8 private network)

(7] Connect a host virtual adapter to this netwark
Host vrtual adapter rame: VMware Network Adapter VWinet!
[CJuse local DHCP service to dstrbute 1P address to WMs DHCP Sattngs. .,

Subret ;[ 192.368. 32 . 0 | Subretmask: [ 265265 255 0 |
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Now we can create a new Virtual Machine with the following parameters:

e Virtual Machine Name - SMS

e Guest operating system - Other 64-bit

« RAM - 8GBJ[i]

e Processors - 2

e HDD-50

e CD/DVD - Check_Point_R80.10_T462_Gaia.iso
e Network Adapter - VMnet2
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Once you start the machine, it boots from the DVD ISO image file, and the following

screen appears:
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Helcome to Check Point Gaia RBH. 18

Install Gaia on this systen
Do not install Gaia, Boot from local drive

Install Gala on a systen listed In sk77668

Press [Tab) to edit options

&1 Check Point

Choose “Install Gaia on this system” to start the installation process. It includes six

steps:

Proceed with the installation by pressing OK

4 RE8.18

Bo you wizh to proceed with the inztallation?

Choose the keyboard locale from the menu (we are using US) and press OK again
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Check Point Gaia REA.18

Eeyboard %Helection

Partition the hard drive. In the real world when deploying an Open Server, it is usually
safe to rely default Gaia partitioning. Yet, if require, you can change sizes for System-

root and Logs partitions.

In production SMS deployment, always set up Logs as the biggest partition. For lab
purposes only, we will set up System-root for 17GB, leaving only 10GB for the Logs.

Check Foint Gaia KBA. I8
Conf iguration |
Your dizk zize iz 49 GB,
Disk space will be assigned as Fol lows:
auap (GH) ¥ 13
:rnnl iGH) 17 Ja

GHEY 18 28
and upgrade (GE) 19 L
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Set up the initial admin password. You can chose your own, but we are setting “vpn123”
password at this step.

Check Foint Gaia RHE, 18

| Account Comf iguration

awrd Tar the "admin" account.

Hedium

Set up IP address, network mask, and the default gateway.

Check Folint Gala RBB. 18

Managesent Interface [ethH)

IF addrezs:
Hetss
Befamlt gateway: 19

L 1 DHCF zerver om thiz interface

Confirm the setup parameters and start installation by pressing OK.
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Chick Paint Gaia ROB. 18

Confl irmsation

will fermat all your Bard drives

fire you sure you want to continee?

At the end of installation procedure, you will see the note about first time configuration

accessible via https://192.168.1.100. Press reboot and wait until the VM is fully up.

Installation complete
Ingtallation iz mplele,

To complete the [lirst tlse confliguratlion of the systes, login Fros
console or connect wsing & browser to "hitps:--192.16G8.1.188".

At this point, we have finished the installation. Let’s run a First Time Wizard to

complete configuration of our SMS.
[nitializing

Although, as mentioned above, installation / re-imaging of Smart-1 appliance and Open

Server differ, First Time Wizard flow is identical in both cases.
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https://192.168.1.100/

To continue, we need to set up an IP address on virtualization host (your PC) VMnet2

adapter as 192.168.20 and network mask for class C (255.255.255.0).

k Connections vilh
' Rename this connection View statys of this connection Change settings of this connection e @
etwork Adapter " VMuware Network Adapter .- VMware Network Adaptes
& UMnet2 SRRV
&7 Enabled .
1P sepcum 4 (TCP/IW) Propertses X ]
|
Gereral

]

et Adapter for ViNnet2

You can get IP settngs assigned automatcally If your network supports |

this capablity. Otherwise, you need 10 ask your network adminstrator | Corfigure
for the appropriate [P settngs.,

‘ﬂcmng tems
O Obtan an 1P address automatcaly ‘ Meroscht A
@) Use the folowng 1P address: procl
c DaAnas v NpverTepaM Lns oeTed M
1P address: 192.368, 1 .20 WPve)
|
Subnet mask: 255 .255.255 . df IRencops CaTesdro ananteps (Ma
na LLOP (Madwpocoot)
Defaudt gateway: . . . NPv6) v
>
o Lrirnt ol Propeves
(@) Use the followng DS server addresses:
Preferred DNS server: ‘“n-.w FPOTONON rA0BaTIex
Alternate DINS server: ::::: e L
|
[[] valcate settrgs upon ext venceds '
i =l

Once the IP address is set, you can connect with a browser to https://192.168.1.100.

Most probably, you will see “Invalid Certificate” security warning. Default Gaia
installation uses self-signed certificates, so you can ignore the message and connect. You

will see an authentication prompt.

i This system is for authorized use ondy.

mEicheckPoint [

Passwornd

LOGIN =
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https://192.168.1.100/

Type in username admin and the password you chose previously (vpn123). You will see

the First Time Wizard Welcome screen. Press Next button:

RB0.10 First Time Configuration =] Check Point

Welcome to the

Check Point First Time Configuration Wizard

You're just a few steps away from using your system!
Click Mext to configure your system

vimware

Flatform: VMware

Choose “Continue with R80.10 configuration” and press Next:
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Deployment Options I Check Point

Setup
B Cortinug with R30L10 corfiguration
wtal

nstall 3 version from Chids Poink Chogd

mstall from USE cevice

Frport EdEtng Faohol 7]

Do not change Management Connection settings and continue by pressing Next:

Management Connection J&] Check Paint

It L

Configure IPvs: Wity >
1P podnere 2, 1S, 1 M0
Selonet masic o¥5, 255, 255, 9

Dt Gatewary . e, 1 LI

Configure [Pvi: on »

Set up a Host Name - SMS, Domain Name - testlab.local, and DNS server - 8.8.8.8, then

press Next:
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Device Information J5] Check Point

Hagl Mae=a: SIS
Domain Hame: Bestiabiocl
PBrimacy DG Server: azzy -4

Siooranpy DS Sanven
Tertiary DNG Senver
Proxy Settings

Use 3 Promy server

You can leave default time and date settings:

Date and Time Settings §&] Check Point

@ Set time macaly:

Dete Weonescey, October 17, 2018
Time 12 |:100
Time Zooe: Moscow, Burope (GMT « 3001 v

Use Network Time Protocol (NTPY

T X

On Installation Type screen chose the first option - Security Gateways and/or Security
Management, then press Next:
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Installation Type rﬂ Check Point

B Sevunity Gatewary 8550 Seturty Msnagement
Aot Daormginy Sarver

I B

On the Products screen chose only Security Management option and press Next:

Products [BJ Check Point

Defire Taourity Mashopser i Prirm sy i

o | AR aticaTy Sowriond Blce Comntl 000 ONer IRO0rtans CHTE [Mighly nedarmended

B For more information dicc e

We will be using Gaia administrator settings for Security Management default

Administrator account:
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Security Management Administrator J=1 Check Point

W Lise Gais soerinssiraton sdmin

Define # new sdminisirtior

We will also leave the default “Any IP Address” settings for GUI clients list:

ecurity Management GUI Clients I Check Point

GUI clients can log into the Security Management from:
B Ay P Aaness

This maxhing

Rarge of 1PvS addreses

Finally, confirm all the settings and press Finish to start configuration process.
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First Time Configuration Wizard Summary I5] Check Point

Vo Sinids will B SAginpd wilh e Riliralng SRodudli:
Seoainy Manapement: Primary Seoority Mansgiment

o] Improve product eperience by pending cata to Chec Point
D Fer mece rfarmabion Cick Petg

= 2 E33

The process takes 10 to 15 minutes:

First Time Configuration Wizard Summary J&| Check Point

AVertpng Configurstion I 0% ]

Security Management

Lompatibiity Faccages

Firalizing Condiguration (This may taie seversl minutes)

Once it is finished, we get access to Gaia OS WebUTI:
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