1.0 Lab Setup & Access

This document contains the list of resources to set up a local environment to access the
labs taught in the course.

The instructor makes use of a Kali Linux VM installed using VMWare. In the Kali Linux
VM, the following four tools are used throughout the course.

Burp Suite Community Edition (Pre-installed in Kali)

Burp Suite Professional Edition (Requires installation and purchase)
Visual Studio (requires free installation)

FoxyProxy Firefox extension (requires free installation)

Once the setup of the local environment is completed, the labs are accessible from a free
online platform called the Web Security Academy. This platform is created and
maintained by PortSwigger.

Students are free to use any local environment they wish to use. It is not required to
follow the steps outlined in this document to set up a local environment.
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1.1 Local Environment Setup

This section provides you with the setup instructions for the local environment used by
the instructor.

1.1.1 VMware / VirtualBox Setup

The instructor makes use of VMware Fusion Player to install the Kali Linux virtual
machine. Depending on the operating system used by the student, either one of the
following two recommended options can be used to install and host virtual machines.

e VirtualBox: https://www.virtualbox.org/wiki/Downloads
e VMware Fusion: https://www.vmware.com/ca/products/fusion/fusion-
evaluation.html

Follow the instructions on the above listed links to download and install VirtualBox /
VMware.

1.1.2 Kali Linux Installation

The instructor makes use of a Kali Linux virtual machine to access and attack the
intentionally vulnerable labs. Kali Linux is an open-source operating system that was
designed for penetration testing. It comes pre-installed with many offensive security tools,
including the Burp Suite tool which will be used in the course.

To download the latest version of the Kali Linux VM, select one of the options provided in
the following link depending on whether you have VirtualBox, or VMware installed.

e https://www.kali.org/get-kali/#kali-virtual-machines

Refer to online resources (blogs, videos, etc.) for step-by-step instructions on how to
install Kali Linux on the operating system and hypervisor software you’re using.

© Rana Khalil @rana__khalil 2

https://t. me/learningnets


https://twitter.com/rana__khalil
https://www.virtualbox.org/wiki/Downloads
https://www.vmware.com/ca/products/fusion/fusion-evaluation.html
https://www.vmware.com/ca/products/fusion/fusion-evaluation.html
https://www.kali.org/get-kali/#kali-virtual-machines

1.1.3 Kali Linux Setup

Once the Kali Linux virtual machine is up and running, the following tools will be used in
the lab videos of the course.

Burp Suite Community Edition (Pre-installed in Kali)

Burp Suite Professional Edition (Requires installation and purchase)
Visual Studio (requires free installation)

FoxyProxy Firefox extension (requires free installation)

Access to Burp Suite Community Edition

Burp Suite Community Edition comes pre-installed in Kali Linux and can be accessed by
selecting the search icon at the top left of the VM and searching for “Burp Suite
Community Edition”.

Qo m P HF| 2 4 |

Q Burp Suite Community Editionl

$ Burp Suite Community Edition

Click on Burp Suite Community Edition to start up Burp, then select Next > Start Burp.
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Installation and Access to Burp Suite Professional

Burp Suite Professional does not come pre-installed in Kali Linux and requires purchase.
Most of the lab videos in the course do not make use of the Professional version. The
Professional version is only used when access to the Intruder and Collaborator
functionality is required.

Students are not required to purchase Burp Suite Professional. Students that don’t have
the Professional version and do not wish to buy it, can simply watch the related videos to
understand how to use the functionality included in the professional version.

If you wish to buy and install Burp Suite Professional, use the following link:

e https://portswigger.net/burp/pro

Installation and Access to Visual Studio

Visual Studio is a code editor that is used by the instructor to develop and run Python
scripts. It does not come pre-installed in Kali Linux; however, it can be downloaded for
free for personal use.

To download and install Visual Studio on the Kali Linux VM, apply the steps outlined in
the following link:

e https://www.ceos3c.com/security/install-vscode-on-kali-linux-easiest-
way/?expand article=1

FoxyProxy Extension (NOT REQUIRED)

FoxyProxy is a Firefox extension that simplifies configuring the browser to access proxy
servers. At the time of recording, Burp Suite did not have a built-in browser, therefore,
the instructor used the FoxyProxy extension to easily configure the browser to send
requests to Burp.

Since the new version of Burp contains a built-in browser (refer to section 1.3
“Intercept Requests Using Burp Proxy”), it is highly recommended that students
use the built-in browser.

However, if you wish to install the extension, it can be downloaded and installed using the
following link:

e htips://addons.mozilla.org/en-US/firefox/addon/foxyproxy-standard/
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1.2 Web Security Academy Access

The Web Security Academy is a free online web security training platform that is created
and maintained by PortSwigger. The academy is an excellent resource to learn about
web application security. Each topic covered in the Academy contains interactive labs
that allow you to gain hands-on experience exploiting real world vulnerabilities in a safe
and legal manner.

This course uses several modules in the Web Security Academy platform; therefore,
attendees are required to create an account on the platform.

1.2.1 Register an Account

To register an account on the Web Security Academy, enter your email address on the
following link: https://portswigger.net/users/reqgister.

Once the email address is submitted, an email will be sent with instructions on how to
complete your registration.

1.2.2 Log Into the Academy

To log into the Web Security Academy, enter your email address and associated
password on the Login page: https://portswigger.net/users.

Next, click on the Academy tab to access the Web Security Academy.

&1 PortSwigger oa v (D)

Products Vv | Solutions Vv Research Academy Daily Swig | Support VvV =

Academy Home Learning Path Latest Topics v All Labs Hall of Fame v Getting Started Guide Get certified v

Welcome back! Get Burp Suite certified

Learn to secure the web one step at a time, Burp Suite Prove your ability to detect and exploit common web
with our practical, interactive learning Certified vulnerabilities, with the security testing software used by more

materials. Covering the latest research, and than 60,000 security professionals worldwide

completely free.
Find out more >
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1.3 Intercept Requests Using Burp Proxy

Burp Proxy is a component of Burp Suite that is used for intercepting, viewing, and
modifying requests and responses passing between the browser and the application that
requires testing.

The latest version of Burp Suite contains a built-in browser that does not require

configuration. In this section, we’'ll discuss how to access the built-in browser in the latest
version and how to configure previous versions of Burp.

1.3.1 Latest Version of Burp (Preferred)

Students are strongly recommended to use the latest version of Burp Suite that contains
a built-in browser. To access the built-in browser, open Burp and visit the Proxy tab.
Then click on Open browser.

Burp Suite Community Edition v2023.2.3 - Temporary Project

Burp Project Intruder Repeater Window Help
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder  {G} Settings
Comparer Logger Extensions Learn

Intercept HTTP history WebSockets history {3 Proxy settings

Intercept is off Open browser

SO

Intercept is off

When enabled, requests sent by Burp's browser are held here
so that you can analyze and modify them before forwarding
them to the target server.

Learn more

The built-in browser will automatically send requests to Burp and does not require any
further configuration.
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1.3.2 Previous Versions of Burp (Not Preferred)

Students are strongly recommended to use the latest version of Burp Suite that contains
a built-in browser. However, if you're using a previous version of Burp that does not
contain a built-in browser, then apply the following steps to configure the browser using

the FoxyProxy extension.

After the FoxyProxy extension is installed (refer to section 1.1.3 “Kali Linux Setup”), click

on the FoxyProxy icon on the top right of the browser and select Options.

Then add the following Burp proxy configuration and save it.

4
1:\9 Add Proxy

Title or Description (optional)

Pattern Shoricuts

Enabled
Add whitelist pattern to match all URLs €
Do not use for localhost and intranet/private IP addresses

Proxy Type

Proxy IP address or DNS name

Username (optional)

Password (optional)
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To send requests to Burp, click on the FoxyProxy icon in the browser and select the newly
added option “Burp”.

vy © &
“:;3/ FoxyProxy

Turn Off (Use Firefox Settings)

Next, the Burp Suite certificate needs to be added to the browser. First, visit the URL
http://burp and click on CA Certificate.

# Burp Suite Community Ec X +

< C @ C‘cjburp

KaliLinux #8 KaliTools @« KaliDocs N Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB OffSec

Burp Suite Community Edition

Welcome to Burp Suite Community Edition.

ogle Hacking DB gync and save data Sign In
]

Mew tab Ctri+T

New window Ctrl+N
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Select Settings, then search for “certificates” in the Find in Preferences search bar.
Next, click on View Certificates.

@ Your browser is being by you cel‘tificates\ x

@ General

@ Home Certificates M
Q Search o Query OCSP responder servers to confirm the current validity off ~ View Certificates...

certificates } .
& Privacy & Security Security Devices...

Q Sync

Click on Import, then select the options Trust this CA to identify websites and select
OK.

Certificate Manager

Your Certificates Authentication Decisions People Servers Authorities

3] Downloading Certificate

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust “PortSwigger CA" for the following purposes?

8 | Trust this CA to identify websites.

[] Trust this CA to identify email users.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available).

View Examine CA certificate

Now the browser is configured to send all requests to Burp.
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