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Servers Configuration Lab: 

 
 

Management Subnet 192.168.100.0/24 

FortiGate Management IP 192.168.100.200 

Internal Servers Subnet 192.168.1.0/24 

FortiGate Firewall External 100.0.1.0/24 

FortiGate Firewall Internal IP 192.168.1.254 

FortiGate Firewall External IP 100.0.1.254 

SRV1 IP Address 192.168.1.1 

SRV2 IP Address 192.168.1.2 

SRV3 IP Address 192.168.1.3 

External Win11 IP Address 100.0.1.1 

External Ubuntu IP Address 100.0.1.2 

External Kali IP Address 100.0.1.3 

 

Devices Username Password 

Linux Metasploitable 2.0 msfadmin msfadmin 

Linux-OWASP Top 10 root owaspbwa 

Windows Server 2019 Administrator Test123 
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Server 1 OWSAP: 

SRV1 IP Address Configuration 

vi /etc/network/interfaces 
# iface eth0 inet dhcp 
iface eth0 inet static 
 
address 192.168.1.1 
netmask 255.255.255.0 
gateway 192.168.1.254 
 
esc 
:wq 

 

 
 

Reboot to apply the configuration after restart login with username/password root/ owaspbwa 

Type below command to verify the IP Address: 

ifconfig 
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Server 2 Windows Server 2019: 
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Server 3 Metasploitable 2: 
Login to the system username/password msfadmin/msfadmin 

Sudo su 

Type password msfadmin 

 
 

SRV3 IP Address Configuration 

vi /etc/network/interfaces 
# iface eth0 inet dhcp 
Press o (Next Line) 
iface eth0 inet static 
 
address 192.168.1.3 
netmask 255.255.255.0 
gateway 192.168.1.254 
 
esc 
:wq 
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