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Server 1 OWSAP:

SRV1 IP Address Configuration
vi /etc/network/interfaces

# iface ethO inet dhcp

iface ethO inet static

address 192.168.1.1
netmask 255.255.255.0
gateway 192.168.1.254

esc

el

& cEmu SRV — O X
S EBSELOOF 192.168.1.30

This file describes the network interfaces available on your system
t and how to activate them. For more information, see interfaces(5).

The loopback wnetwork interface
uto lo
iface lo inet loopback

The primary network interface
uto etho
ftiface eth0 inet dhcp
iface eth® inet static
ddress 192.168.1.1
netmask 255.255.255.0
ateway 192.168.1.254

Reboot to apply the configuration after restart login with username/password root/ owaspbwa
Type below command to verify the IP Address:
ifconfig

& 0S8 0 0 192.168.1.30

Link encap:Ethernet HWaddr 50:00:00:01:00:00

inet addr:192.168.1.1 Becast:192.168.1.255 Mask:255.255.255.0
inett addr: fed0::5200:ff :fedl:0-64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:155 errors:0 dropped:0 overruns:0 frame:0
TX packets:18 errors:0 dropped:0 overruns:0 carrier:0Q
collizsions:0 txgqueuelen:1000

RX bytes:17700 (17.7 KB) TX bytes:1376 (1.3 KB)
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Server 2 Windows Server 2019:
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* Metwork and Sharing Center

= + :‘: < All Control Panel ltems » Metwork and Sharing Center v O Search Control Panel »p
View your basic network information and set up connections
Control Panel Control Panel Home
View your active networks
Change adapter settings
Change advanced sharing Network 5 Access type: Internet
settings Public network Connections: [ Ethernet
cle Bin

Change your networking settings
a4 Setup a new connection or network
= et up a broadband, dial-up, or VPN connection; or set up a router or access point.
[ =¥ Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.

(=)
SEBSHLLOOF

192.168.1.30
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A iEI <« Metwork and Internet » Metwork Connections arJ) Search Metwork Connections 0O
Control Panel [l Cibormet Cease | -
Organize v Disablethisng ' = on_ » I
w

X
Metwork 5 Networking

- ; P, General
Intel(R) PRO/1000 M1 Connect using
e Bin

o e
L Ethernet { Internet Protocol Version 4 (TCP/IPv4) Properties

. ‘fou can get IP settings assigned automatically if your network supports
lj Intel{R) PRO/1000 MT N this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

This connection uses the followi () Obtain an 1P address automatically
B3 Client for Microsoft Net (®) Use the following IP address:
3 File and Prirter Sharing

IF address: 192,168, 1 ., 2
Q05 Packet Scheduler
4 Intemet Protocal Versio Subnet mask: 255 .255.255. 0

[ 4 Microsoft Network Aday

A Default gateway: 192 168 . 1 . 254
2 Microsoft LLDP Protoc:
(D 1. Intemet Protocol Versio Obtain DMS server address automatically

(@) Use the following DNS server addresses:

Preferred DNS server:
Description
Transmission Contral Protocal Alternate DNS server:
wide area network protocal th
across diverse interconnecte " . .

[validate settings upon exit e

Cancel
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Server 3 Metasploitable 2:

Login to the system username/password msfadmin/msfadmin
Sudo su

Type password msfadmin

To access official Ubuntu documentation, please visit:
http: - help.ubuntu.com.
o mail.

sfadmin@netasploitable:™5

[sudo] password for msfadmin:
root@metasploitable:  homesmsfadminft _

SRV3 IP Address Configuration

vi /etc/network/interfaces
# iface ethO inet dhcp
Press o (Next Line)

iface ethO inet static

address 192.168.1.3
netmask 255.255.255.0
gateway 192.168.1.254

esc
'wq

S ARO[ 192.168.1.30
t This file describes the network interfaces available on your system
and how to activate them. For more information, see interfaces(5).

The loopback wnetwork interface
iface lo inet loopback

The primary network interface
uto etho

ateway 192.168.1.254
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