Prerequisite for Windows Credentialed Scan:

To perform a credentialed scan on Windows systems using Nessus, you need to meet several
prerequisites on the target Windows machine. These allow Nessus to log in remotely, retrieve

detailed information, and detect more vulnerabilities.

Enable Remote Registry:

Click on the start icon and then type “services.msc” and hit “enter.”

Go to “remote registry,”

double-click on it, and then click on “startup type.” Select “automatic” and then “apply” and hit
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Enable File and Printer Sharing:

Control Panel > Network and Sharing Center > Advanced Sharing Settings. Enable file & printer

sharing through “Advanced sharing settings”.
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Change sharing options for different network profiles
Windows creates a separate network profile for each network you use, You can choose specific options for
each profile.
Private
rg
Metwork discovery
When netwerk discovery is on, this computer can see other network computers and devices and is
visible to other network computers.
(® Turn on network discovery
Turn on automatic setup of network connected devices,
() Turn off network discovery
Hide
File and printer sharing

be accessed by people on the network.

(@) Turn on file and printer sharing
() Turn off file and printer sharing

Guest or Public (current profile)
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All Networks

When file and printer sharing is on, files and printers that you have shared from this computer can
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Disable UAC for Remote Admins:
Go to “user account control” and set it to “never notify,” hit “okay.”
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Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer,
Tell me more about User Account Control settings

Always notify
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*  Apps try to install software or make changes to my
computer
- - ® | make changes to Windows settings
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Registry Service:

Go to the “registry editor” and add a remote key by navigating to:
Local Machine > Software >Microsoft > Windows > CurrentVersion > Policies > System
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B Registry Editar - O
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Right-click anywhere on the screen, select “new” and create a “Dword” called

“LocalAccountTokenFilterPolicy.”
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Then double-1click on the one you just created and set its value to “1.”
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Start the Remote Registry service during the scan

Enable administrative shares during the scan

Start the Server service during the scan
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