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Vulnerability Assessment

Searchsploit

Simple command line utility (Kali) to search through exploit DB
Nessus

Nessus is a remote security scanning tool, which scans a computer
and raises an alert if it discovers any vulnerabilities that malicious

hackers could use. It is available for both Windows as well as Kali
(Paid tool)
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Run the scan and check for vulnerabilities

>searchsploit vsftpd 2.3.4

— = | o~

L$ searchsploit vsftpd 2.3.4

Exploit Title
- Backdoor Command Execution
- Backdoor Command Execution (Metasploit)

| unix/remote/49757.py
| unix/remote/17491.rb
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Visit the official Nessus Website, download it and install it

https://www.tenable.com/downloads/nessus

— & @ tenable.com/downloads/nessus?loginAttempted=true

W Bookmarks Yahoo! @@ Live Cricket Scores . @ Speedtest.net - The.., ﬁ Welcome to Facebo... Google News

Nessus

Messus

Nessus Agents © Download and Install Nessus

Messus Network
Moni N Choose Download
onitor
Version Platform

Messus - 10.4.1 Windows - xB6_64

ntegrations

Sensor Proxy @ Download Checksum




s1aubulures|awy/:sduy

Select to conduct a basic Network scan

= [ A Not secur Bites/127.0.0.1:8834 /4 /scans/reports/new

# Bookmarks [ Yshoo! @ Live Cricket Scor ! @ Speedtest.net - The... ﬁ Welcome to Facebo...

A nessus

Essentials

lll—_

all Scans

Trash

Policies

Plugin Rules
Host Discovery

Terrascan

Tenable News Basic Network Scan Advanced Scan

Cybersecuri

BB Google News BB YouTube

("

Advanced Dynamic Scan
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Step- 3

**» Give a target and start the scan

Settings Credentials Plugins <%
BASIC w
Mame Metasploitable 2
General
Schedule o
Description

Matifications

DISCOVERY
ASSESSMENT Folder My Scans
REPORT

Targets 192.168.18.110
ADVANCED

Upload Targets Add File
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Nessus will scan the target and provide a complete report

Configure Audit Tra

Vulnerabilities &9 Remediations 3 VPR Top Threats (§)

Mame . Count -

MFS Exported Share Inf.,

rexecd Service Det@ljjc-n Service detection

Unix Operatin

System ..

UnreallRCd Backdoor D... Backdoors

VMC Server 'password’ .. Zzin 2 shell remotely

Bind shell Backdoor De... Backdoors
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