Cisco Switch Vulnerability Scan Lab:
OWASP
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Before Start the scan Cisco Switch Configuation:

Assign IP Address

Switch(config)#interface vlan 1
Switch(config-if)#ip address 100.0.1.100 255.255.255.0
Switch(config-if)#no shutdown

Enable HTTP

Switch(config)#ip http server

Enable Telnet

Switch(config)#username admin privilege 15 password cisco
Switch(config)#line vty 0 4

Switch(config-line)#transport input telnet
Switch(config-line)#login local

Enable SNMP v1/v2

Switch(config)#snmp-server community public RO
Switch(config)#snmp-server community private RW

Enable Mode Password

Switch(config)#enable password cisco

Configure Consol

Switch(config)#line console 0
Switch(config-line)#password cisco
Switch(config-line)#login

Enable FTP or TFTP

Switch(config)#ip ftp username ftpuser
Switch(config)#ip ftp password ftppass
Switch(config)#ip tftp source-interface vlan 1

Expose Unused Services

Switch(config)#service tcp-small-servers
Switch(config)#service udp-small-servers
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Go to Scans > New Scan. Choose Advanced Scan to open.
Scan Templates

< Back to Scans

Scanner

o (1)

Host Discovery Ping-Only Discovery

" : e

Basic Network Scan Credential Validation Advanced Scan

Name: Cisco-Switch-Scan. Targets: IP address of target 100.0.1.100 the IP Address of VLAN
Interface of Cisco Switch.

Credentials Plugins

BASIC ~
Cisco-Switch-Scan
General Llame
Schedule o
Description Cisco Switch Scar|
Notifications
DISCOVERY
ASSESSMENT Folder My Scans -
REPORT
Targets 100.0.1.100
ADVANCED
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Settings>Basic>Schedule keep default disable.
< Back to Scan Report

settings Credentials Plugins
BASIC -
General BT =)
Schedule

Motifications
DISCOVERY
ASSESSMENT
REPORT

ADVANCED

Save Cancel

Settings>Basic>Notification keep default disable.

< Back to Scan Report

Settings Credentials Plugins
BASIC v
General @ nNotifications will not be sent until your SMTP Server is configured.
Schedule
Motifications Email Recipient(s)
DISCOVERY
ASSESSMENT
REPORT
ADVANCED
Result Filters Add Filter
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Settings>Discovery>Host Discovery keep default enable.

Settings Credentials Compliance Plugins

BASIC
Remote Host Ping

| DISCOVERY V|

Ping the remote host .

I Host Discovery I

Port Scanning

Service Discovery
General Settings

Identity
¥ Testthe local Nessus host
ASSESSMENT
REPORT
ADVANCED Use fast network discovery

Settings>Discovery>Port Scanning keep default.

Credentials Compliance Plugins

BASIC
Ports
DISCOVERY -
Consider unscanned ports as closed
Host Discovery

Port Scanning

Port Scan Range
Service Discovery g default
Identity
ASSESSMENT
REPORT
Local Port Enumerators
ADVAMCED

¥ 55H (netstat)
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Settings>Discovery>Service Discovery keep default.

Settings Credentials Compliance Plugins
BASIC
General Settings
DISCOVERY v
¥ Probe all ports to find services
Host Discovery
Port Scanning
Service Discovery Search for SSL/TLS/DTLS @
Identity services
ASSESSMENT
REPORT
Search for SSL/TLS on AlITCP ports v
ADVANCED
search for DTLS on None v
Identify certificates expiring within x days 60

Settings>Assessment keep default.

Settings Credentials Compliance Plugins
BASIC
Oracle Database
DISCOVERY
Use detected SIDs
ASSESSMENT -
General

Brute Force

SCADA

Web Applications

Windows

Malware

Databases
REPORT

ADVANCED
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Settings>Reports keep default no changes.

Credentials Plugins

BASIC
Processing
DISCOVERY
Override normal verbosity
ASSESSMENT
[ ave limite space. Report as little 3 3 e
REPORT v
ADVANCED Report as much information a e

# | Show missing patches that have been superseded

Settings>Advanced keep default no changes.

Settings Credentials Compliance Plugins
BASIC
General Settings
DISCOVERY
¥| Enable safe checks
ASSESSMENT
REPORT
ADVANCED . stop scanning hosts that become unresponsive during the scan

Scan IP addresses in a random order

Under Credentials Tab. Choose SSH and SNMPv1/v2c authentication methods. In SNMP enter
Community string: public

Settings Credentials Compliance Plugins
CATEGORIES Host v SNMPv1/v2c  Community string: public
Community string public
SNMPv3
55H 0
Global Credential Settings
windows 0

UDP port 161
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In telnet choose the Authentication method: Password enter username and password of Cisco
Switch admin/cisco

Settings Credentials Plugins

CATEGORIES Host - telnet/rsh/rexec  User: admin

Add credentials (unlimited available) [S¥S | admin
A
SNMPV3 o
Password (unsafe!) | ST
SSH
Windows

Global Credential Settings

« Perform patch audits over telnet
v Perform patch audits over rsh

+  Perform patch audits over rexec

Plugins Tab disable all Plugins only enable Cisco plugin.

Cisco-SW-Scan / Configuration
< Back to Scan Report

settings Credentials Compliance Plugins
Brute force attacks 25
CentOS Local Security Checks 5165
CGl abuses 6421
CGl abuses : X55 71
CIsCo 2536
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|:> Disable All | Enable Al

Show Enabled | Show All

& sTATUS PLUGIN NAME PLUGINID &

3Proxy HTTP Proxy Crafted Transparent Request Remote Overflow 31094 |

Click Save Then Launch. Wait for the scan to complete.
Cisco-SW-Scan / Configuration

< Back to Scan Report

Credentials Compliance Plugins

BASIC v
General Settings
General
Name Cisco-5W-5can
Schedule
Motifications Description Cieco Switch
DISCOVERY
ASSESSMENT
REPORT Folder My Scans -
ADVANCED
Targets 100.0.1.100
Upload Targets Add File

Post-Processing

Live Results

{

Save Cancel
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After complete the scan, in Hosts

Cisco-Switch-Scan
< Back to My Scans

Vulnerabilities 13 History 1

Filter = 1 Host
Host Vulnerabilities

Under Vulnerabilities Tab it shows almost 13

Cisco-Switch-Scan
< Back to My 5cans

Hosts 1 Vulnerabilities 13 History 1

Filter = 13 Vulnerabilities
Sev v CQVsS + VPR » EPSS » Name . Family
7.5% 6.0 09233  SNMP Agent Default Community Name (public) SNMP
Ex oS 4.9 0.0596  IP Forwarding Enabled Firewalls
=) o 3.6 0.0787  SNMP 'GETBULK' Reflection DDoS SNMP

Low SNMP Request Cisco Router Information Disclosure SNMP

- Nessus SNMP Scanner Port scanners

Scan Details

Policy: Advanced Scan Vulnerabilities
Status: Completed
Severity Base: CVSS v3.0 . ® Critical
Scanner: Local Scanner ‘ ® High

® Medium
Start: May 10 at 4:49 PM Low
End: May 10 at 4:53 PM ® Info
Elapsed: 3 minutes
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