Standard AClLs:

o Standard ACLs filter the packet based on its source IP address.

o Standard ACLs should be placed as close to destination devices as possible.
o Number of Standard Access Control List (ACL) is start from 1 and end 99.
o Standard Access Control List (ACL) is Old type of Access Control List (ACL).
o Standard Access Control List (ACLs) are mainly used for normal filtering.
192.168.12.0/24
+ -
PC1 PC2 = =
192.168.1.10 192.168.1.20 WEB-SERVER FIP-SERVER
192.168.2.10 192.168.2.20
R1 Configuration
R1(config)#interface f0/0 R1(config)#int fO/1
R1(config-if)#ip add 192.168.12.1 R1(config-if)#ip add 192.168.1.1
255.255.255.0 255.255.255.0
R1(config-if)#no shutdown R1(config-if)#no shutdown
R1(config)#ip route 0.0.0.0 0.0.0.0 192.168.12.2
R2 Configuration
R2(config)#interface f0/0 R2(config)#tinter f0/1
R2(config-if)#ip add 192.168.12.2 R2(config-if)#ip add 192.168.2.1
255.255.255.0 255.255.255.0
R2(config-if)#no shutdown R2(config-if)#no shutdown

R2(config)#ip route 0.0.0.0 0.0.0.0 192.168.12.1
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Standard ACL on R2 to deny PC1

R2(config)#access-list 1 deny host 192.168.1.10
R2(config)#access-list 1 permit any

R2(config-if)#ip access-group 1 out

R2#show access-1lists|

Standard IP access list 1
10 deny 192.168.1.10 ({18 matches)
20 permit any
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Welcome to nginx!

If vou see this page, the nginx web server is successfully
working. Further configuration is required.
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Index of ftp://192.168.2.20/

Up to higher level directory

Standard ACL on R2 to deny Whole Network

R2(config)#access-list 11 deny 192.168.1.0 0.0.0.255
R2(config)#access-list 11 permit any

R2(config-if)#ip access-group 11 out

Standard IPIaCCESS list lll
10 deny . 1.0, wildcard bits 0.0.0.255 |(34 matches)
20 permit any
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