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Wifi
Hacking

GUI Based Automated Wifi cracking
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Prepare the dictionary file for FERN. Locate the dictionary

file

Locate rockyou
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Now Un compress the file

gunzip /usr/share/wordlists/rockyou.txt.gz

Is /usr/share/wordlists/

fusr/share/wordlists/

rockyou.txt
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Alternate Dictionaries

Best Alternate Word lists Collections.
v" https://weakpass.com/

v" https://github.com/danielmiessler/SecLists/tree/master/Pass
words/WiFi-WPA

v https://labs.nettitude.com/blog/rocktastic/
v https://github.com/kennyn510/wpa2-wordlists
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Open FERN from Programs> Wireless Attacks> FERN

Flight mode on

302.11 Wireless Tools
() Recenuy usea

H Al Applications

» @ = Bluetooth Tools

AR aircrack-ng
¥ Settings o : .
- @ fern ‘-.I‘-.-'Iflr_E_:r'rEl cker (root)
B Usual Applications b
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CE] 02 - Vulnerability Analysis % PO
03 - Web Application Analysis = i
@ 04 - Database Assessment g Wwifite

'ﬁ' 05 - Password Attacks

&P 06 - Wireless Attacks
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Select your Interface, FERN will automatically put it in
monitor mode
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Now Start Scanning, FERN will show the number of WEP and
WPA networks that it finds
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Now Select WPA Networks and Here a new Window
will appear listing all WPA/ WPA-2 networks

Attack Panel
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Now you need to select the dictionary. Open the dictionary
tab and select the Rockyou.txt from the following location

Jusr/share/wordlists/

¢ Regular Attack WPS Attack

rockyou.txt Browse
{C19:09:08:48:73

Current Phrase
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Now Select the target network, select option to
automate and click attack

Attack Panel
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ORIENT-AACF12F9876E wifi
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FERN will automatically disassociate the clients, capture the
handshake and then crack the handshake. Once cracked,
the password will be displayed

Probing Access Point
Dieauthenticating 2E-B4:81:FB:35%60 rDCWBUim Frowse

2E-B4:81:FB:3%:60

Handshake Captured

Bruteforcing WIPA Encryption cancerl2

Finished

1 keys cracked






:w




