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Chapter 1. Introduction to Packet-Switching Architectures
This chapter covers the following topics:

e Routing and switching

e  Understanding router pieces and parts

e (Cisco IOS Software: the brains

e Processes and scheduling

e Putting the pieces together: switching a packet

e  Hardware and software show commands
What, exactly, does a router do? What's the difference between a switch and a router? If you were building a
router, what would the parts of the router be? How would they fit together? These are the sorts of questions that
router designers within Cisco face every day, both from the hardware and software points of view.
This chapter begins with a discussion of the terms routing and switching and provides you with the background
needed to understand the differences between the two. The chapter then covers the physical pieces and parts of a
router and discusses the brains, Cisco IOS Software. You then learn how the pieces work together to switch a
packet.
Routing and Switching
The networking industry uses many terms and concepts to describe switching and routing; because a good
number of them have overlapping meanings, deciphering the terminology can be confusing. Does a router route
or switch? What's the difference between Layer 3 switching and routing? What's Layer 7 switching, and who
cares? Let's examine what happens to a packet as it passes through a network to try and discover some of the

answers to these questions.

Understanding Broadcast and Collision Domains

The two primary concepts you need to understand when discussing the various concepts of switching are
broadcast domain and collision domain. The simple network in Figure 1-1 illustrates these two concepts.
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Figure 1-1. Broadcast and Collision Domains
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The collision domain is defined as the set of hosts that are attached to the network which might not transmit at
the same time without their transmissions colliding. For example, if Host A and Host B are connected through a
straight wire, they cannot transmit at the same time. If, however, some physical device between them allows
them to transmit at the same time, they are in separate collision domains.

The broadcast domain is the set of hosts that can communicate simply by sending Layer 2 (or link-layer)
broadcasts. If Host A transmits a broadcast packet to all the hosts that are locally attached, and Host B receives
it, these two hosts are in the same broadcast domain.

Broadcast and Collision Domains

Bridging breaks up the collision domain, but not the broadcast domain. In fact, traditional switching and bridging
are the same thing technically. The primary difference is that in most switched environments, each device
connected to the network is in a separate collision domain.

Looking at the format of a typical data packet, what is changed when the packet crosses a switch? Not a single
thing, as Figure 1-2 illustrates.

Figure 1-2. Packets Passing Through a Switch
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In effect, devices on either side of a switch cannot tell that there is a switch between them, nor do they know the
destination of their packets; switches are transparent to devices connected to the network.

If Host A wants to send a packet to 192.168.1.2 (Host B), it can send a broadcast to all the hosts connected to the
same segment asking for the MAC address of the host with the IP address 192.168.1.2 (this is called an Address
Resolution Protocol (ARP) request). Because Host B is in the same broadcast domain as Host A, Host A can be
certain that Host B will receive this broadcast and answer with the correct MAC address to send packets to.

Broadcast and Collision Domains in Routing

Routers not only break the collision domain, but they also break the broadcast domain, as Figure 1-3 illustrates.
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Figure 1-3. Routing
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Now, if Host A wants to reach 192.168.2.1, how will it do this? It cannot broadcast an address resolution packet
to discover Host B's address, so it has to use some other method to figure out how to reach this destination. How
does Host A know this? Note that after each IP address in Figure 1-3, there is also a /24; this number indicates
the prefix length, or the number of bits that are set in the subnet mask. Host A can use this information to
determine that Host B is not in the same broadcast domain (not on the same segment), and Host A must use an
intervening router to reach the destination, as Figure 1-4 shows.

Figure 1-4. Determining That a Destination Is Not in the Same Broadcast Domain
[View full size image]
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Now that Host A knows Host B isn't in the same broadcast domain, it also knows it can't send a broadcast out to
resolve Host B's address. How, then, can Host A reach Host B? By directing its packets toward the intervening
router. Host A places Host B's IP address in the packet header, but it places the intervening router's MAC
address in the packet, as Figure 1-5 shows.
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Figure 1-5. Packet Flow Through a Router
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Host A puts the router's MAC address on the packet, so the router accepts the packet off the network. The router
examines the destination IP address and determines what the next closer hop should be by consulting a routing
table (in this case, it is Host B itself), and replaces the MAC address with the correct MAC address for the next
hop. The router then transmits the packet back onto a different segment, which is in a different broadcast
domain.

Layer 3 Switching

Layer 3 switching looks a lot like routing, as Figure 1-6 illustrates (note that it is the same as Figure 1-5). That's
because Layer 3 switching is routing, as far as hosts connected to the network are concerned; there is no
functional difference between Layer 3 switching and routing.
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Figure 1-6. Layer 3 Switching
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The rest of this book refers to the process of forwarding a packet based on Layer 3 information from a cache or
table switching, without referencing Layer 3. The rest of the book provides little or no discussion of Layer 2, or
traditional, switching; in those places where Layer 2 switching is involved, it will be explicitly stated.

Understanding Router Pieces and Parts

Consider the following components required to switch a packet:

e Some device detects packets that the router needs to receive (pick up off the wire) and process.

e  The packet needs to be stored (copied someplace in the router's memory).

e  The packet's header must be examined (by the local packet psychologist to see whether the packet is
crazy), various options and fields within the packet (such as the Time to Live field) must be processed,
and the Layer 2 header needs to be replaced with the correct Layer 2 header for the next hop of the

packet's journey.

o  The packet must then be given to some device on the outbound interface that will transmit it onto the

correct network segment.

Each of these four steps must be performed by some piece of hardware or software within the router.

Most routers use the following fundamental pieces of hardware while switching packets:

e Interface processors
e  Central processing unit (CPU)
e  Memory

e Backplane and switching fabric
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The following sections discuss each of these pieces.

Interface Processors

Interface processors are responsible for the following actions:
e Decoding the electrical or optical signals as they arrive from the physical media
e Translating these signals into 1s and Os
e  Transferring the 1s and Os into a memory location

e Deciding where the end of a packet is and signaling other devices in the router that there is a new
packet to process

Typically, interface processors are commercially available chips designed specifically to decode a particular type
of signal and translate it into packets. For example, the older Lance Ethernet chipset is a well-known decoder for
Ethernet networks that translates the Ethernet electrical encoding into packets.

Interface processors transfer packets into memory using direct memory access; they will directly copy the packet
into a memory location specified by the controlling device (in this case, a Cisco IOS Software device driver,
which we cover in the section "Cisco IOS Software: The Brains," later in this chapter). The set of addresses they
copy the packets into is stored as a ring buffer, which is illustrated in Figure 1-7.

Figure 1-7. Interface Processor Ring Buffers
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Each entry in the buffer points to a different memory location; the first packet copied in off the wire will be
placed in the memory location indicated by (pointed to by) A, while the second will be placed in the memory
location pointed to by B, the third will be placed in the memory location pointed to by C, and so on.

When the interface processor copies a packet into location H, it will loop around the ring and start copying the
next packet into location A again. This looping effect is why the transmit and receive buffers are generally called
transmit and receive rings.

Central Processing Unit

The central processing unit (CPU) provides horsepower for any general task the software needs to perform. On
some platforms, the CPU does the work required to switch packets, whereas on others, the CPU primarily
focuses on control-plane management while hardware specifically tailored to switching packets does the packet
switching.
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Memory
Cisco routers use memory to store the following:

e  Packets while they are being switched

e Packets while they are being processed

e Routing and switching tables

e  General data structures, executing code, and so on
Some Cisco platforms have only one type of memory, dynamic random-access memory (DRAM) or
synchronous dynamic random-access memory (SDRAM), whereas others have a wide variety of memory
available for different purposes. You learn how memory is divided up and used in the section "Memory
Management," later in this chapter.
Backplanes and Switching Fabrics
When a packet is switched by a router, it has to be copied from the inbound port to the outbound port in some
way; the ports in the router are generally interconnected using some sort of a switching fabric to allow this
inbound-to-outbound copying. Cisco routers use three types of interconnections:

e  Shared memory

e  Crossbar switching fabric

e  Bus backplanes
The following sections describe each type.
Shared Memory
In shared memory architectures, packets are copied into a memory location that is accessible by both the input
and output interface processors. Figure 1-8 illustrates that as a packet is copied into memory on the inbound side,
it is copied into a packet buffer that all interfaces can access. To transmit a packet, the outbound interface copies
the packet out of the shared memory location onto the physical wire (encoding the Os and 1s as needed).

Figure 1-8. Copying Packets Through Shared Memory
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The primary speed bottleneck on shared memory architectures tends to be the speed of the memory in which the
packets are stored. If the memory cannot be accessed for some amount of time after a packet is written to it, or if
the access speed is slow, the interface processors won't be able to copy packets to and from the wire quickly.
Most routers that use this architecture use very-high-speed memory systems to accommodate high-speed packet
switching.

In some routers, the interface processor is physically separated from the shared memory used to switch packets;
for example, in the Cisco 7200 series of routers, the interface processors are physically located on the Port
Adapters (PAs), while the shared memory is physically located on the Network Processing Engine (NPE). In
these cases, a bus separates the shared memory from the interface processor, as Figure 1-9 illustrates.

Figure 1-9. Copying Packets Through Shared Memory over a Bus
[View full size image]
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If there is a bus between the interface processor and the shared memory, packets are copied into local memory
on the line card and then transferred across the bus to the shared memory, where other line cards can access the
packet to copy it back for transmitting.

Because each packet must be copied across the bus between the interface processor and the shared memory
twice, the bus's bandwidth has a major impact on the performance of the router, as well as on the speed at which
packets can be written into and read from the shared memory.

In virtually all shared memory systems, whether there is a bus between the interface processor and the shared
memory or not, the work of switching the packet is done by the CPU or some other centralized processor that has
access to the shared memory.

Crossbar Switching Fabric

If a switching decision can be made on individual line cards—such as when the line cards have specialized
hardware or a separate processor—copying the packet into shared memory of any type between interfaces isn't
necessary. Instead, the packet can be transferred directly from the local memory on one line card to the local
memory on another line card. Figure 1-10 illustrates an example of a crossbar switching fabric.
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Figure 1-10. Crossbar Switching Fabric
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In a crossbar switching fabric, each line card has two connections to a fabric. At each cycle (or point in time),
any given line card's output can be connected to any other line card's input. So, if Line Card 2 receives a packet
that it determines needs to be transmitted out a port on Line Card 3, it can ask the switch fabric controller to
connect its output to the input of Line Card 3 and transfer the packet directly.

For multicast, the inbound line card can request a connection to multiple line card inputs. For example, in Figure
1-10, Line Card 5's output is connected to both Line Card 6's and Line Card 4's input, so any packets Line Card 5
transmits will be received by both of these line cards at the same time.

The primary advantage of a crossbar switching fabric is that it can be scaled along with the number of line cards
installed in a system; each new line card installed represents a new set of input and output connections that can
be used in parallel with the other existing connections. As long as each individual connection has enough
bandwidth to carry line-rate traffic between any pair of line cards, the entire router can carry line-rate traffic
between multiple pairs of line cards.

The bandwidth of the individual lines in the crossbar switching mesh will not help in one instance: if two line
cards want to transmit packets to a third line card at the same time. For example, in Figure 1-10, if both Line

Cards 1 and 2 want to transmit a packet to Line Card 3, they can't; Line Card 3 has only one input.

This problem has several solutions, any and all of which are used in Cisco routers. The first is to schedule the
connections in a way that no line card is expected to receive from two other line cards at once. Cisco routers
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provide various scheduling algorithms and systems to ensure that no line card is starved for transmission, so
packets don't bottleneck on the inbound line card.

Another possibility, used on some high-speed line cards on some platforms, is to provide two connections into a
given line card so that it can receive packets from two different line cards at the same time. This doesn't
completely resolve the problem—scheduling is still required—but it does relieve some of the pressure on line
cards that are often used as uplinks to higher-speed networks.

Bus Backplanes

The last type of connection used between line cards is a bus backplane. This is different in a few ways from a
shared memory architecture with a bus. Figure 1-11 illustrates such a backplane.

Figure 1-11. Bus Backplane
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Packets that are received by a line card are transmitted onto the backplane as they are received. When the
switching engine has received and processed enough of the packet to decide which interface the packet needs to
be transmitted out of, the line card with that interface connected is instructed to continue copying the packet off
the backplane and is given information about which port the packet should be transmitted out.
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The remainder of the line cards is instructed to flush this packet from their buffers and prepare to receive the
next packet, or do other work as needed. Figure 1-12 illustrates how this works.

Figure 1-12. Packet Receipt and Transmission Across a Bus Backplane
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The following list explains the process illustrated in Figure 1-12:

1. Line Card 1 begins receiving the packet and copies it onto the backplane; all the other line cards begin
to store the packet in local buffers.

2. When Line Card 1 has put the packet headers up the IP header onto the backplane, the switching engine
consults its local tables to determine the correct output port.

3. The switching engine now signals Line Card 4 that it should continue accepting and storing this packet,
and it informs the remaining line cards that there is no reason for them to continue receiving or storing

this packet.

4. After Line Card | has finished transmitting the packet onto the backplane, Line Card 4 transmits the
packet onto the locally connected physical media.
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Switching multicast packets over a backplane bus is relatively simple; the switching engine signals several line
cards to accept and transmit the packet, rather than just one. Scheduling algorithms and local buffers are used to
prevent several line cards from sending packets onto the backplane at the same time.

Cisco I10S Software: The Brains

Routers aren't just brawn without brains—software is required to provide general control-plane functionality,
build tables, and (sometimes) switch packets. Cisco routers run a specialized operating system called Cisco 10S,
generally referred to as Cisco 10S Software.

Cisco IOS was originally designed as a small operating system that could be embedded on a single ROM chip,
and it has progressed to a full-fledged operating system with memory management, hardware abstraction,
process scheduling, and other such services. In the following sections, you look at several aspects of Cisco I0S
Software, including how it manages memory, interacts with interface processors, and schedules processes.

Memory Management

In the section "Understanding Router Pieces and Parts," earlier in this chapter, you learned that several types of
memory are used—some fast and some slower, depending on what the memory is used for. How does Cisco I0S
Software manage this memory? If a process wants to allocate memory in a fast (or shared) area of memory for
processing a packet, how does it do so?

When the router boots up, Cisco IOS Software divides memory into pools and regions based on the type of
memory used.

Memory Pools

A large variety of memory is available in Cisco routers, depending on the platform; some have just DRAM,
others have SDRAM, others have both DRAM and SDRAM, and some have other combinations of memory.
Figure 1-13 illustrates some of these memory configurations and shows how they relate to what memory is used

for in the router.

Figure 1-13. Memory Types and Their Uses
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With all of these different types of memory available, how does IOS divide it up so that processes can simply
indicate what they will use the memory for, and get a piece of memory out of the right memory type? Through
hardware abstraction.

Hardware abstraction is the process of creating a layer on top of the hardware that looks the same no matter what
hardware it's running on. In this case, you want the same types of logical memory—storage, running software,
data structures, and packet memory—to be available to processes running under Cisco IOS Software no matter
what physical memory is available. The hardware abstraction used here is memory pools. Figure 1-14 illustrates
memory pools.
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Figure 1-14. Abstracting Memory Types Using Pools
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When IOS boots on a given router, it determines what sorts of memory are available and builds memory pools as
needed. You can examine the layout of the pools on a router by executing the show memory command, as shown
in Example 1-1.

Example 1-1. Output of the show memory Command

7206-router#show memory

Head Total (b) Used (b) Free (b)
Processor 61E2EEEQ 94179616 12054120 82125496
I/0 20000000 33554432 224984 33329448
I/0-2 7800000 8388616 3077528 5311088

--more--

The column on the left lists the memory pools available on this router. This particular router is a Cisco 7206,
which has two I/O memory pools, because there are two physical sets of fast memory used for storing and
processing packets as they are switched through the router.

Note

Detailed information about the show commands referenced throughout this chapter are included in the section
"Hardware and Software Show Commands," later in this chapter.

Memory Regions

Within memory pools, the memory is subdivided into regions. Each region represents a type of memory within
the pool. For example, within the processor pool, some memory is used for general data storage (the heap) and
other memory is used for executing code (text). Figure 1-15 illustrates these regions within the context of
memory pools.

Figure 1-15. Memory Regions
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You can see what region each memory pool has been divided into by using the show region command, as shown
in Example 1-2.
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Example 1-2. Output of the show region Command

7206-router#show region
Region Manager:
Start End Size(b) Class Media Name

0x07800000 OxO7FFFFFF 8388608 Iomem R/W iomem?2
0x20000000 Ox21FFFFFF 33554432 Iomem R/W iomem
0x57800000 OxS57FFFFFF 8388608 Iomem R/W iomem2: (iomem2 cwt)
0x60000000 Ox677FFFFF 125829120 Local R/W main
0x60008960 0x611682CB 18217324 1IText R/O main:text
0x6116A000 Ox61B4E17F 10371456 IData R/W main:data
0x61B4E180 Ox61E2EEDF 3018080 1IBss R/W main:bss
Ox61E2EEEO0 Ox677FFFFF 94179616 Local R/W main:heap
0x70000000 Ox71FFFFFF 33554432 TIomem R/W iomem: (iomem cwt)
0x80000000 O0Ox877FFFFF 125829120 Local R/W main: (main_kO)
0xA0000000 OxA77FFFFF 125829120 Local R/W main: (main_ k1)

Each region can also have subregions, which are indicated by a colon followed by the subregion name. For
example, main has four subregions: main:text, main:data, main:bss, and main:heap. Each of these subregions is
used for different types of data. Main:text is marked as read only (R/O in the Media column), because that is
where the executing code is stored, and the executing code should not be overwritten. Main:data, however, has
been marked as read/write (R/W in the Media column), because this is where general initialized data is kept.

Each region can also have several aliases, which are used to access the memory in different ways. Aliases are
indicated by a region name followed by a colon, and then the alias name in parentheses, such as main:(main k0).
This can represent a cached versus an uncached view of the same memory, different access methods, and so on.

Packet Buffers

Packet buffers are where packets are stored while they are being switched (on some platforms) or processed in
some way. Packet buffers are created out of the iomem memory region and are managed by a buffer
management process.

Types of Buffer Pools
Packet buffers are kept in pools of buffers; there are three ways in which a packet buffer pool can be classified:

e  Private or public— Public packet buffer pools contain buffers that can be taken by any process on the
router, while only certain processes (generally an interface device driver) can take buffers from a
private buffer pool.

e Dynamic or static— Dynamic buffer pools can change size as they are used; frequently used dynamic
pools can increase in size, whereas infrequently used pools can shrink. Static buffer pools are created at
a fixed size and remain that size throughout their life.

e  Size— Buffers available from the pool occur in six sizes: small (up to 104 bytes), middle (up to 600
bytes), big (up to 1524 bytes), very big (up to 4520 bytes), large (up to 5024 bytes), and huge (up to
18,024 bytes).

Packet Buffer Sizes: You might be wondering why packet buffers are such odd sizes. Each packet buffer size is designed
to handle packets of a common size. For example, small buffers have enough space in them for 64-byte packets plus the
overhead of any Layer 2 (MAC) headers. Others are set up for the maximum transmission unit size of a given link type.
Big buffers fit Ethernet packets plus any Layer 2 data. The huge buffers are so much larger than the largest maximum
transmission unit (16,384 bytes) for terminating tunnels and other sorts of virtual interfaces, where the packet must be
reassembled in the packet buffer before it can be switched.
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Private buffer pools are normally attached to an interface; in the Cisco IOS Software command show buffers,
they are normally called interface buffers. Example 1-3 shows output from the show buffers command.

Example 1-3. Interface Buffer Pools in the Output of the show buffers Command

2651-router#show buffers

Interface buffer pools:

CD2430 I/0O buffers, 1524 bytes (total 0, permanent 0):
0 in free list (0 min, 0 max allowed)
0 hits, 0 fallbacks

Example 1-4 shows public buffers in the show buffers command.

Example 1-4. Public Buffer Pools in the Output of the show buffers Command

2651-router#show buffers

Public buffer pools:

Small buffers, 104 bytes (total 5, permanent 5):
2 in free list (2 min, 5 max allowed)
3 hits, 0 misses, 0 trims, 0O created
0 failures (0 no memory)

Managing Buffer Pools

To explain buffer pool management, this section examines a series of operations on a buffer pool as an example.
You'll examine the output of the show buffers command for the small public buffer pool through a series of
buffers being consumed for packets received, packet buffer creation, and so on. Figure 1-16 shows the beginning
state of a packet buffer.

Figure 1-16. Buffer Pool Management, Step 1
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Example 1-5 shows that the buffer pool starts with five buffers in the pool, which is the number of permanent
buffers. All the other counters start at 0.

Example 1-5. Public Buffer Pool from the show buffers Command in Initial State

routerf#show buffers

Public buffer pools:

Small buffers, 104 bytes (total 5, permanent 5):
5 in free list (2 min, 5 max allowed)
0 hits, 0 misses, 0 trims, 0 created
0 failures (0 no memory)

A process pulls three buffers from the pool, as illustrated in Figure 1-17.

Figure 1-17. Buffer Pool Management, Step 2
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Example 1-6 shows that the number of buffers now in the free list is two, and there are three hits, because three
buffers were used from this pool.

Example 1-6. Public Buffer Pool After Three Hits

router#show buffers

Public buffer pools:

Small buffers, 104 bytes (total 5, permanent 5):
2 in free list (2 min, 5 max allowed)
3 hits, 0 misses, 0 trims, 0 created
0 failures (0 no memory)

The same process now uses two more buffers from the same pool; the result is illustrated in Figure 1-18.
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Figure 1-18. Buffer Pool Management, Step 3
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Example 1-7 now shows five hits, because five buffers have been pulled from this pool successfully, and none
are in the free list. Each buffer pulled from the pool in this step has dropped the number of free buffers in the
pool below the minimum free allowed, so each one is counted as a miss (even though the buffer was supplied to

the other process successfully).

Example 1-7. Public Buffer Pool After Five Hits

router#show buffers

Public buffer pools:

Small buffers, 104 bytes
0 in free list (2 min,
5 hits, 2 misses,
0 failures

(total 5,

0 trims,
(0 no memory)

permanent 5):
5 max allowed)
0 created

The pool manager now runs and notes that this buffer pool has fewer free buffers than it is allowed. So it creates
two more buffers so that the pool has at least the minimum number of free buffers allowed. This is illustrated in

Figure 1-19.
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Figure 1-19. Buffer Pool Management, Step 4
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Example 1-8 now shows two buffers in the free list and two created buffers, because the pool manager had to
create two buffers to reach the minimum free allowed.

Example 1-8. Public Buffer Pool After Two Are Created

Public buffer pools:

Small buffers, 104 bytes (total 7, permanent 5):
2 in free list (2 min, 5 max allowed)
5 hits, 2 misses, 0 trims, 2 created
0 failures (0 no memory)

The other process now requests three more buffers; the results are shown in Figure 1-20.
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Figure 1-20. Buffer Pool Management, Step 5
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Example 1-9 shows that the pool is now back down to 0 in the free list. Because two more buffers were
successfully pulled from the pool, the output shows seven hits. Because the two buffers used from the pool each
dropped the number of buffers in the free list below the allowed minimum number of free buffers, the output
shows five misses. The third miss added is because of the buffer that the pool failed to supply; this is also

counted as a miss.

Example 1-9. Public Buffer Pool After Five Misses

router#show buffers

Public buffer pools:
Small buffers,
0 in free list
7 hits,
1 failures

104 bytes

5 misses,
(0 no memory)

(total 7, permanent 5):
(2 min, 5 max allowed)
0 trims, 2 created

The process that is using these seven small buffers returns all but one of them to the pool. The result is illustrated

in Figure 1-21.
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Figure 1-21. Buffer Pool Management, Step 6
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Example 1-10 shows six buffers in the free list, but only five are allowed to be in the free list. The next time the
pool manager runs, it will trim one of these buffers, which essentially means that it will release the memory
associated with it. The result is shown in Figure 1-22.

Example 1-10. Public Buffer Pool After a Trim

router#show buffers

Public buffer pools:

Small buffers, 104 bytes (total 7, permanent 5):
6 in free list (2 min, 5 max allowed)
7 hits, 5 misses, 0 trims, 2 created
1 failures (0 no memory)
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Figure 1-22. Buffer Pool Management, Step 7

W r
BMr
L4 *
Buffer
Buffer
« | Buffer Buffer
]
= & | Buffer | | Buffer
o O
@ 5 | Buffer Buffer
S 2 | Buffer | | Buffer
=
= 2 | Buffer | | Buffer | | Buffer | | Buffer
S | Buffer Buffer | | Buffer
E Buffer Buffer Buffer
c Buffer | | Buffer
E Buffer Buffer
E Buffer Buffer
Buffer
Step 4 Step 5 Step 6 Step 7

Example 1-11 shows that because the pool manager has now trimmed one buffer from this pool, the free list is
down to five and one trim is recorded.

Example 1-11. Public Buffer Pool After Final Trim

routerf#show buffers

Public buffer pools:

Small buffers, 104 bytes
5 in free list
7 hits, 5 misses,
1 failures

(2 min,

(0 no memory)

(total 7, permanent 5):
5 max allowed)
1 trims, 2 created

Finally, the other process returns the last buffer, which will again bring the free list up to six buffers. The pool
manager will again trim this to five buffers, because the maximum free is five buffers, and the number of
permanent buffers in the pool should be five. The result is illustrated in Figure 1-23.
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Figure 1-23. Buffer Pool Management, Step 8
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The output of the show buffers command in Example 1-12 shows this public buffer pool in its final state.

Example 1-12. Public Buffer Pool in Final State

routerf#show buffers

Public buffer pools:
Small buffers, 104 bytes (total 7,

1 failures (0 no memory)

permanent 5):

4 in free list (2 min, 5 max allowed)
7 hits, 5 misses, 2 trims, 2 created

Interaction with Interface Processors

In this chapter, you've learned how interface processors copy incoming packets from the network media to
locations in the router's memory (either shared memory or memory that is local to a line card). You learn how
the packet is switched after it is copied into the router's memory in Chapter 2, "Cisco Express Forwarding."

But after the packet is in memory, device drivers notify the switching engine that there is a packet to be
switched. Device drivers are the critical pieces of code that connect the interface processors to the switching path

in the router. Device drivers generally do several things:
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e C(lassify packets as they are received so that the right switching code is called to process the packet (IP,
IPX, AppleTalk, and so on)

e  Make certain that the receive and transmit rings used by the interface processors to copy packets don't
run out of space (if possible)

e  Program the interface controller with any needed information, such as which Layer 2 (MAC) multicast
addresses the interface processor should be listening to

Processes and Scheduling

Cisco I0S Software, like all operating systems, uses processes—individual "applications" that perform certain
operations within the context of the operating system. Some of the processes that run within Cisco IOS Software
include:

e The pool manager, which manages the memory pools described in the section "Memory Management,"
earlier in this chapter.

e [P input, which processes Internet Protocol (IP) packets that are not switched in some other way. More
information on this is contained in the section "Putting the Pieces Together: Switching a Packet," later
in this chapter.

e Each of the routing protocols, such as Open Shortest Path First (OSPF), Border Gateway Protocol
(BGP), Enhanced Interior Gateway Routing Protocol (EIGRP), and Intermediate System to
Intermediate System (IS-IS), has one or more processes each.

You'll learn about some of the specific processes that run within Cisco IOS Software in later sections.
Process Memory

In some operating systems, each process is given a block of memory that other processes in the system cannot
access. Each process is protected from every other process, because no process can write in another process's
memory space. Cisco IOS Software, however, uses one flat memory space for all processes, although it does
protect some memory space from being written into (by marking it read only through the pool manager, as noted
in the section "Memory Management," earlier in this chapter).

Both models have advantages and disadvantages. For example, in operating systems where processes are
protected from writing into each other's space, one process cannot corrupt another process's memory, so the
system might not experience as many failures because of memory corruption. On the other hand, operating
systems that use a flat memory model allow processes to share information easily and quickly.

Because almost all Cisco IOS Software was originally written with simplicity and speed as the top priorities, a
flat memory model was chosen. The show processes memory command, which is explained in the section
"Hardware and Software Show Commands," later in this chapter, provides information about the memory being
used by each process.

Process Scheduling

If there are multiple processes running, and only one can run on the processor at any time, the scheduler
determines which process runs at any given time. The following sections look at how the scheduler works by
examining the scheduler itself, the life cycle of a process, process priorities, and how the scheduler decides
which process should be run at any given time. These sections also examine the process watchdog.

Understanding the Scheduler
To understand the scheduler, you need to begin by noting that Cisco I0S Software is a nonpreemptive

multitasking system, which means that when a process begins running, the process itself decides when to release
the processor (within limits, as discussed in the section "Process Watchdog," later in this chapter).
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The scheduler itself, then, should be lightweight, primarily responsible for ordering process priorities,
determining which processes should be moved into which states periodically, and determining the next process
to be run after a process releases the processor.

Although Cisco IOS includes a scheduler, it does not include a scheduler process; in other words, the scheduler
doesn't exist as a stand-alone process that gains access to the CPU from time to time. Instead, the scheduler
simply runs each time a process releases the processor. It first checks to see whether any processes should
change state and then determines which process should run next.

Process Life Cycle
Figure 1-24 illustrates the life cycle of a process within Cisco I0S Software.

Figure 1-24. Life Cycle of a Process in Cisco 10S Software
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A process within Cisco IOS Software can be in one of five states:
e New— The process has just been created and has no resources. It has never been scheduled to run.

e Ready— The process is ready to run and should be scheduled on the processor the next time it is
eligible.

e  Run— The process is currently running.
e Idle— The process is waiting for some event to become ready to run.
e Dead— The process is dead; it is being cleaned up.

The details of the life cycle processes within Cisco 10S Software are as follows:
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1. Processes are created in the new state; at this point, the process doesn't have any resources, nor is there
any way for the process to be scheduled to run. When you first enter a routing protocol
subconfiguration mode, for example, the protocol's routing process is created in the new state.

2. After a process is created, it is modified and placed in the ready state. Modification primarily entails
assigning resources to the process, such as initialized and uninitialized data segments, access to the
console, and so on. Processes in the ready state are eligible to be scheduled for execution on the
processor.

3. From the ready state, the process is scheduled and moved to the run state. There is no way for a process
that is in the ready state to move directly to the idle state; it must run to become idle.

4. A process that is running can complete, which means that it reaches the end of its task and finishes. The
next time this process needs to be run, it will need to be re-created, modified, placed in the ready state,
scheduled, and finally run. This occurs when a routing protocol is removed from the router, for
example. Some show commands issued from the enable prompt create processes that only run until the
show output is generated; they then complete and move into the dead state.

5. A process that is running can suspend, which means that it has more work to do, but is at a point at
which it can quit processing for some time and allow other processes that might be waiting to be
scheduled and placed in the run state. Processes that suspend are placed in the ready state, which means
that they are eligible to be scheduled and run the next time the scheduler runs.

6. A process that is running can also wait, which means it finds that it cannot process any more
information until some piece of information is available, or some other process runs and does some
work on which it is dependent. One example of this is when a routing protocol process finishes
processing all the packets that the lower-layer protocols have passed to it, and the routing protocol
process has no further work to do. The routing protocol process would then wait and enter the idle state.

7. A process in the idle state can be killed, for example, when the user removes the protocol or
prematurely ends the process by interrupting some output. Processes in the idle state that are killed are
moved into the dead state.

8. [Ifaprocess in the idle state is waiting on data that becomes available, or if an event occurs that
indicates the process has new work to do, the process will be moved to the ready state, where it is

eligible to be scheduled and then run.

The current state of a process is indicated in the output of the show processes enable command, as shown in
Example 1-13.

Example 1-13. Sample Output from the show processes Command

Code View: / Show All

7206#show processes

CPU utilization for five seconds: 0%/0%; one minute: 0%; five minutes: 0%
PID QTy PC Runtime (ms) Invoked uSecs Stacks TTY Process
2 M* 0 8 86 93 9888/12000 0 Exec
3 Lst 60655C58 345736 129733 2664 5740/6000 0 Check

heaps

The Ty columns in this output, highlighted in Example 1-13, indicate the process state, as follows:

e *—Process is running on the CPU (you'll almost always see exec as the current process on the
processor, because it is almost always the place you run this command from).
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e E— Process is waiting on an event.

e S —Process is suspended.

e rd— Process is ready to run.

e we— Process is idle and waiting on an event.

e sa— Process is idle until a specific (absolute) time occurs.
e si— Process is idle until a specific amount of time passes.

e sp— Process is idle until a specific amount of time passes; this state is used for processes that run
periodically.

e st— Process is idle until a timer expires.
e hg— Process is hung.
e xx— Process is dead.

Process Priorities

Some processes are more important than other processes; some processes, such as those that allocate and
manage buffers in which packets are stored, should be given a higher priority than others. In fact, every
process within Cisco 10S Software has a process priority, and the scheduler uses the priorities when
scheduling processes.

There are four priorities that can be assigned to a Cisco IOS Software process:

e  Critical— Processes that allocate resources for other processes and must be run periodically for the
router to operate properly. For example, the pool manager process is critical.

e High— Processes that require very quick response times; Net Input, which accepts packets off of
interfaces, is high priority.

o  Medium— The default process priority; almost all processes run at this priority.

e  Low— Periodic background processes that aren't required for router operation; Logger, which records
Syslog messages, is a low-priority process.

Scheduling Processes: The scheduler moves processes from one of the five possible states to another state
based on events occuring between the scheduler runs and the priority of each process in the system.
Figure 1-25 illustrates the scheduling of a process, beginning and ending with the process in the idle state.
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As Figure 1-25 illustrates, there are actually four queues of ready-to-run processes (or four ready queues), rather
than one—one for each process priority.

The way in which processes are scheduled and run, as well as moved between the various queues, is explained in
the following list.

1. Process A begins in the idle state, waiting on some system event before it needs to run again. When the
scheduler runs, it finds that the event that Process A was waiting on has occurred, so it moves the
process from the idle queue to the high-priority ready queue.

2. Now that Process A has been moved from the idle queue to the high-priority ready queue, the scheduler
needs to decide what process should be run. It begins with the critical ready queue and finds that

Process B is ready to run, so it schedules Process B.

3. While Process B is running, it finds that it needs to wait until some system event occurs to complete
further processing, and Process B is placed on the idle queue.

4. The scheduler now examines the critical queue again and finds that Process D is ready to run. Process D
is scheduled.

5. Process D uses the processor for some time and finds that it needs to wait for a system event as well
before continuing to process, so the scheduler places Process D in the idle queue.

6. The scheduler now examines the critical queue and finds it is empty, so it examines the high-priority
ready queue to see whether any high-priority processes are ready to run. It finds Process A ready to run

in the high-priority ready queue, so it schedules it.

7. Process A runs for some time and finds it needs to wait on some other event or piece of information, so
the scheduler moves it back to the idle queue.

8. The scheduler now examines the high-priority ready queue and finds no processes ready to run, but it
does find Process C on the medium-priority ready queue; it schedules this process to run next.

Using this example, the following rules summarize the scheduler's operation:
e  The scheduler runs as each process releases the processor.

e  Each process in the idle and waiting state is examined; if an event has occurred that a process was
waiting on, the process will be moved to the appropriate ready queue (based on its priority).

e Ifthere are any processes in the critical-priority ready queue, one of them is scheduled and the
scheduler releases the processor.

e If no critical processes are ready to run, the high-priority ready queue is examined. If high-priority
processes are ready to run, one is scheduled and the scheduler releases the processor.

e Ifno critical- or high-priority processes are ready to run, the medium-priority ready queue is checked. If
medium-priority processes are ready to run, one of them is scheduled to run, and the scheduler releases

the processor.

e Ifno critical-, high-, or medium-priority processes are ready to run, the low-priority ready queue is
checked.

Process Watchdog

If a process runs until it is ready to release the processor, can't it run forever, keeping any other processes from
running? No, because each process is carefully watched by the watchdog timer to make certain that it doesn't run
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for too long. Every 4 milliseconds, the watchdog timer interrupts the processor, adjusts the system clock, and
does other background tasks.

While doing these things, the watchdog also checks to see what process is running on the processor. If it finds a
single process running on the processor for more than 2 seconds, it flags the process as a processor hog (also
called a CPU hog). The next time the scheduler runs, it notes that the process releasing the processor has been
flagged as a CPU hog, and prints a diagnostic message that the Cisco Technical Assistance Center (TAC) can
use to determine which process ran too long.

If a process runs for 4 seconds, it will be terminated.

Special Processes

There are three special processes shown in the show processes memory command, but not in the show processes
command. Example 1-14 shows these processes.

Example 1-14. Special Processes in the Output of the show processes memory Command

router#show processes memory
Total: 35629228, Used: 5710380, Free: 29918848

PID TTY Allocated Freed Holding Getbufs Retbufs Process
0 0 74032 1808 3358588 0 0 *Init*
0 0 1116 275416 1116 0 0 *Sched*
0 0 1290760868 1283157048 1223504 164928 0 *Dead*

What do the Init, Sched, and Dead processes do, and why don't they show up in show processes? They don't
show up in show processes because they aren't processes in the proper sense. They are simply markers to
indicate where certain pieces of memory are being used, as follows:

e Init— Accounts for the memory allocated before the scheduler, memory pool manager, and other such
processes come up.

e  Sched— Accounts for the memory used in the process scheduler; the scheduler isn't a separate process.
e  Dead— Accounts for memory that is allocated to processes that have entered the dead state.
Putting the Pieces Together: Switching a Packet

Now that you've examined all the individual pieces used in a Cisco router to switch packets, the following
sections put them all together so that you can see how they interact.

Getting the Packet off the Network Media
Beginning with the packet being handled by the interface processor, there are a bewildering number of ways in
which a packet is copied off the network media. The method used depends on the hardware platform involved.
Three different general types of platforms are discussed in the following sections:

e  Shared memory

e Line cards with a centralized processor

e Line cards with distributed switching

Inbound Packets on Shared Media Platforms

The inbound packet path on a shared memory platform, such as the Cisco 2600, is illustrated in Figure 1-26.
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Figure 1-26. Inbound Packet Handling on Shared Media Platforms
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The following list explains the process of handling inbound packets on shared media platforms:

1. The interface process detects the optical or electrical signals that indicate a new packet is arriving on the
interface. The Layer 2 address is read and checked to make certain that the router should receive and
process this packet, and the packet is copied into the packet buffer pointed to by the next receive (RX)
ring entry in the interface processor.

2. After the packet has been copied into the memory location pointed at by the RX ring, the interface
processor interrupts the processor in the router to indicate a packet has been received. This is called the
receive interrupt.

3. The device driver now runs and immediately reprograms the RX ring so that it points at a packet buffer
from some other memory pool. The packet buffer, now used by the RX ring, is removed from the pool
of packet buffers. The device driver also classifies the packet and determines which process should
switch it.

Inbound Packets on Centralized Switching Routers with Line Cards
Routers with line cards and that perform switching on a centralized processor, such as the Cisco 7200 series of
routers, need to pass packets received on their interfaces through one more step before being able to switch them.

Packets must be moved across the bus that connects the line cards to the centralized processor, as illustrated in
Figure 1-27.
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Figure 1-27. Inbound Packets on Centralized Switching Routers with Line Cards
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The following list explains the process:

1. The interface process detects the optical or electrical signals that indicate a new packet is arriving on the
interface. The Layer 2 address is read and checked to make certain that the router should receive and
process this packet, and the packet is copied into the packet buffer pointed to by the next receive (RX)
ring entry in the interface processor.

2. After the packet has been copied into the memory location pointed at by the RX ring, the interface
processor interrupts the processor in the router to indicate a packet has been received. This is called the
receive interrupt.

3. The device driver now runs and immediately reprograms the RX ring so that it points at a packet buffer
from some other memory pool. The packet buffer, now used by the RX ring, is removed from the pool

of packet buffers.

4. The device driver copies the packet across the bus so that it is in memory on the route processor. The
device driver also classifies the packet and determines how it should be switched.

Inbound Packet Handling on Distributed Switching Platforms

The inbound packet handling path on platforms that switch packets on the line cards themselves, such as the
Cisco 12000 and 7500 series of routers, is illustrated in Figure 1-28.
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Figure 1-28. Inbound Packet Handling on Distributed Switching Platforms
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The following list explains the process of handling packets on distributed switching platforms:
1. The interface processor detects the electrical or optical signals that indicate a packet is being received.
The interface processor checks the Layer 2 address (MAC address) of this packet to see whether the
router needs to receive or process it. As the packet is received, it is copied into a packet buffer on the

line card based on the pointer contained in the receive ring.

2. The interface processor now interrupts the processor on the line card to notify it that a packet has been
received. This is the receive interrupt.

3. The device driver runs during this interrupt; it immediately replaces the packet buffer on the receive
ring (by reprogramming the interface processor) and then classifies the packet to determine how it
should be switched.

As you can see from the illustration, the process on all three types of platforms is similar; the primary difference
is which processor is interrupted to notify the router of a new packet that needs to be processed, and where the
packet sits in memory when the actual switching of the packet begins.

Switching the Packet

Now that the packet has been copied off the network media into a packet buffer on the router, it can be switched.
A Cisco router can use two basic methods to switch packets:

e  Hardware-based switching

e  Software-based switching
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Hardware-based switching exists in many different forms on Cisco routers, from the Cisco 12000 series and
Cisco 6500 series, which use custom-designed ASICs, to the Cisco 10000, which uses a programmable ASIC
called the Toaster to perform Parallel Express Forwarding (PXF). The following sections focus on software
packet switching.

Switching the Packet Quickly During the Receive Interrupt

Recall from the preceding section that when a packet is received and copied into memory, the processor is
interrupted and the device driver code runs. After the device driver has run, the switching code runs while the
processor is still in the context of this receive interrupt.

Figure 1-29 illustrates the steps taken to software-switch the packet while it is still within the receive interrupt.

Figure 1-29. Software-Switching a Packet in the Receive Interrupt
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The following list explains the process:

1. The switching code consults the switching table to determine whether the packet's destination is known,
the next hop's MAC header is known, and the outbound interface is known.

2. Ifthe information needed to switch the packet is available in the switching table, and the packet is not
destined for the router itself, the packet header is modified. If the information needed to switch the
packet is not available in the switching table, or if the packet is destined to the router itself, the buffer
the packet is in is placed on the input queue of the appropriate process to be dealt with later. Note that
the packet itself is not moved; instead, a pointer to the packet buffer that the packet was originally
copied into is placed on the input queue of the appropriate process. The next section in this chapter
explains what happens to the packet after it is placed on the input queue of a process.

3. After the MAC header is rewritten, the output queue of the outbound interface is checked. If any

packets are in the output queue of the outbound interface, a pointer to the buffer that the packet is in is
copied into this output queue.
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4. If no other packets are on the output queue of the outbound interface, the transmit ring of the outbound
interface is then checked. If there is space on the transmit ring of the outbound interface, a pointer to the
buffer containing the packet is placed on the transmit ring.

5. [If'the transmit ring is full, a pointer to the buffer containing the packet is placed on the output queue of
the outbound interface.

After the packet has been moved into the appropriate place for further processing—the input queue of some
process, the output queue of the outbound interface, or the transmit ring of the outbound interface—the receive
interrupt is released, and the processor continues running the process interrupted by the received packet.

Out-of-Order Packets and Fancy Queuing

These last three steps might seem odd when you first read them—Why would the router check the output queue
for packets before deciding whether to transfer the packet to the transmit ring? To prevent out-of-order packets
and to make fancy queuing mechanisms, such as weighted fair queuing (WFQ), do their job.

Let's start with out-of-order packet prevention. Assume that a single packet is received and is placed in the
input queue of some process for later processing. As this packet is processed, it builds the information needed
to switch future packets of this type and adds it to the switching table. The packet is finally placed on the output
queue for the outbound interface.

Another packet now arrives of this same type, and during the receive interrupt, switching information for this
packet is found in the switching table. If the router now uses this information to switch the packet, and places it
directly on the transmit ring of the outbound interface, the second packet will be transmitted before the first. To
prevent this sort of error, the output queue of the outbound interface is checked before placing packets directly
on the transmit ring of the outbound interface.

Fancy queuing of any type would also be ineffective if all the packets being switched during the receive
interrupt were placed directly on the transmit ring of the outbound interface—there wouldn't be any way to
make certain that packets which should be transmitted first really will be, because all fancy queuing takes place
between the output queue and the transmit ring of the interface.

Process-Switching the Packet

Figure 1-30 illustrates what happens when a packet is placed on the input queue of some process to be switched
or otherwise processed.

Figure 1-30. Process-Switching a Packet
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The following list explains process-switching a packet:
1. The processor finishes the currently running process and turns control over to the scheduler. The
scheduler notes that there is a packet on the input queue of one of the switching processes and moves

the process into the ready queue. The process is scheduled and runs.

2. The process examines the packet header and looks in the routing table to determine the outbound
interface and next hop.

3. The switching process looks up the next hop in the Layer 2 tables to determine what Layer 2 (MAC)
header to use when forwarding the packet.

4. The switching process rewrites the Layer 2 (MAC) header.

5. The packet is removed from the input queue of the switching process and placed on the output queue of
the interface. (The packet isn't actually moved; the pointer to the buffer the packet is in is moved.)

Input and Output Queues
Two queues are mentioned here that aren't explained elsewhere: the input queue and the output
queue. There are multiple input and output queues within Cisco IOS Software. Figure 1-31 illustrates

these queues.

Figure 1-31. Input and Output Queues
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Each process that either switches or otherwise handles packets has an independent input queue, and
each interface that can transmit packets has an independent output queue. As packets are received
that either must be switched by one of the switching processes or must be processed by the router,
they are placed in the input queue for the appropriate process, as shown with the line marked 1 in
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Figure 1-31. After they have been switched by the correct process, they are placed in the output
queue of the output interface, as shown by line 2.

Packets that are destined to the router, such as routing protocol control packets and echo requests, are
passed into a socket queue by the switching processes. Packets that are generated by processes on the

router are queued directly to the correct interface's output queue.

The output of the show interface command in Cisco IOS Software shows both queues, which is
confusing until you understand what the output is indicating.
router#show interface fastethernet 0/0

line protocol is up
(bia

FastEthernet0/0 is up,
address is 0030.7b1d.2c00

Hardware is DEC21140A,
0030.7b1d.2c00)

Queueing strategy: fifo
Output queue 0/40, 0 drops; input queue 0/75, 0 drops
Figure 1-32 illustrates the input and output queues in a different way that will help explain the output

of the show interface command.

Figure 1-32. Input and Output Queues in Relation to the show interface Command
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Each process that switches or creates packets feeds the single output queue for each interface; this
much is straightforward. If each process in Figure 1-32 has queued one packet on the interface

shown, show interface would report four packets in output queue.

Each interface, however, feeds several input queues. The input queue count shown in the output of
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show interface indicates the number of packets the interface has queued to processes that haven't
been processed. Thus, the interface in Figure 1-32 has queued one packet toward process 1, three
packets toward process 2, two packets toward process 3, and five packets toward process 4. Eleven
packets have been queued by the interface and are waiting to be processed. The output of show
interface would show the input queue for this interface with 11 packets.

Transmitting the Packet

The Layer 2 header, or MAC header, has now been rewritten, and the packet is shifted to the outbound interface.
Figure 1-33 illustrates the transmission of the packet.

Figure 1-33. Transmitting the Packet
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The following list describes the process of transmitting a packet:
1. Ifthe packet is currently in the interface's output queue, it is moved to the transmit ring.
2. The packet is now transmitted by the interface processor from memory onto the network media.

3. The interface processor interrupts the processor to notify it of a completed packet transmission. This is
the transmit interrupt. The code that runs during the transmit interrupt updates the interface counters.

4. During the transmit interrupt, the packet buffer is returned to the pool from which it was drawn when
the packet was created (if it was locally generated) or the pool from which the packet buffer was drawn
when it was placed on the inbound interface's receive ring. This completes the entire cycle, returning
the resources to their original location.

After the packet buffer has been returned to the pool from which it was drawn and the interface counters have

been updated, the transmit interrupt is released, and the processor continues running the process that was
interrupted.
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Hardware and Software show Commands

Figures 1-34 through 1-38 provide detailed information on the various show commands used to examine the
hardware and software state of a Cisco router. Figure 1-34 explains the show memory command.

Figure 1-34. show memory Command
Lol amaard of dras
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Figure 1-35 explains the show processes memory command.

Figure 1-35. show processes memory Command

routerdshow processes memory

Total: 35829238, Used: 5710380, Free: 29918848

PID TTY Allocated Freed Holding Getbufs Retbufs Process
0 0 74032 1808 33585838 o 0 *Initw
0 0 1116 275416 1114 o 0 *Schad*
0 0 1250760868 1283157048 12233504 164928 0 *Dead*
1 0 280 2B0 LE-L T o 0 Load Meter
2 0 483768 455956 14644 L Q0 Exec
3 o 0 3938 6EE4 o 0 Check hesaps
4 4] 20248 o 27112 o 0 Chunk Manager
5 o 17108 H €980 23le 0 Pool Manager
& o 280 2B0 6864 o 0 Timers
f +] 2840 TBD 6854 TD 0 Serial Background
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Figure 1-36 explains the show region command output.
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Figure 1-36. show region Command
routerdshow region
Region Manager:

Start End Size(b] Class Media MName
Ox07800000 OxO7FFFFFF 8388608 Iomem R/W iomemz
0x20000000 OxXZ21FFFFFF 33554432 Iomam BE/W iomeam
0x57800000 Ox57FFFFFF B3RBE08 Iomem R/W iomemz: (iomem2_cwt)
0x60000000 OXe77FFFFF 125829120 Local E/W main
Ox60008960 Ox6116B2CE 18217324 IText R/O main:text
OxE6116A000 OXELIB4ELTF 10371456 IData R/W main:data
0x6lB4EL8} OxelE2EEDF 3018080 IBss B/W main:bss
O0x61E2EEEC OxXE77FFFFF 54179616 Local R/W main: heap
0x70000000 Ox71FFFFFF 33554432 Iomem R/W iomem: {iomem_cwt)
OxBOODDOO0 OxBE7VFFFFF 125829120 Local R,.f'H main: tmain_kﬂ-:l
0xAQ000000 OxA7T7FFFFF 125828120 Local R/W oAt : tmain_kl}l

T I ‘

Start ol mglon Region size Fesguon, subragion,
and alias name
End of region Region class
Type of Acoess processes
have io the regeon

While it might appear that the number of bytes of memory allocated by a process minus the number of bytes of
memory currently being held by a process should equal the number of bytes of memory the process is holding,
this isn't true. For example, processes in Cisco IOS Software can allocate memory that is then given to another
process, and processes can free memory that they did not allocate—and there are many other ways in which a
process can end up owning memory that it's not using.

Figure 1-37 explains the show buffers command output.

Figure 1-37. show buffers Command
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Figure 1-38 explains the show processes command.
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Figure 1-38. show processes Command
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Chapter 2. Understanding Cisco Express Forwarding
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This chapter includes the following topics:

e  Evolving packet-switching methods

e CEF tables

o CEF table entries

e Special adjacencies

e Switching a packet with CEF

e The CEF Epoch

e Configuring CEF/dCEF
This chapter provides details about the architecture and methods of Cisco Express Forwarding, commonly
referred to as CEF. The details contained in this chapter are an overview of CEF as it is applied to low-end Cisco
platforms, such as the Cisco 1700, 2800, 3800, and 7200 series routers.
CEF and Multiprotocol Label Switching (MPLS) were recently rewritten in Cisco IOS Release 12.2S to provide
an enhanced, more scalable, fully integrated switching path solution for Cisco routers and switches. The new
pervasive switching path infrastructure is referred to as CEF/MFI (CEF/MPLS Forwarding Infrastructure).
This chapter focuses on the CEF implementation, prior to the CEF/MFI 10S Release 12.2S enhancement, while
Chapter 3, "CEF Enhanced Scalability," discusses CEF/MFI in detail. Network engineers must have an
understanding of general packet switching and CEF to troubleshoot and maintain vastly growing and ever-

changing networks.

Evolving Packet-Switching Methods

Packet switching is the method of moving a packet from a router's input interface to an output interface. When
Cisco routers were first developed and deployed, only one way existed to switch packets; this was called process
switching. As networks evolved, Cisco developed more scalable, cache-based packet-switching methods, known
as fast switching and Cisco Express Forwarding.

Process Switching

Process switching refers to the method by which the router's CPU is directly involved in the forwarding decision.
As a packet is process-switched through a router, its CPU is in charge of choosing the appropriate process to
handle the packet and scheduling the running of the process.

The following list briefly outlines the order of operation of a packet as it is being process-switched through a
router:

1. The router reads the packet off the wire connected to the inbound interface.
2. The router stores the packet in memory.
3. The router performs a lookup in the global routing table for the packet's destination IP address.

4. The router finds the next-hop IP address toward the destination by resolving any recursion within the
routing table.

5. The router finds the physical Layer 2 header and outbound interface for the next-hop device. This
information is written onto the packet to forward it to the next hop toward the destination; generally this
involves looking in the Address Resolution Protocol (ARP) cache or some other table that maps a next-
hop device to a Layer 2 address.

6. The router rewrites the physical Layer 2 header address onto the packet.
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7. The router writes the packet from memory onto the wire connected to the outbound interface.

Early in the development of Cisco routers, it became apparent to the Cisco engineers that process switching was
not going to be able to handle packets fast enough to attain the speeds needed; traffic flows were increasing at a
rapid pace across networks, and the routers had to be designed to keep up.

A classic idea from computer science was applied to the problem: Why not cache the results of the IP next-hop
and Layer 2 lookups and use them to switch the next packet toward a given destination? This concept resulted in
fast switching.

Fast Switching

Fast switching relies on a demand-based cache to forward packets. The first packet is copied to packet memory,
and the destination network or host is found in the fast-switching cache. The frame is then rewritten and sent to
the outgoing interface that services the destination. If the destination address is not present in the fast-switching
cache, the packet is returned to the process-switched path, where the processor attempts to build a cache entry
which can be used to forward packets to the destination.

In late 1995, it became apparent that this demand-based caching system would not be able to keep up, especially
on platforms such as the Cisco 12000 series routers, which rely heavily on distributed packet switching. The
pace of change on the Internet backbone was increasing; this rapid change rate showed up as rapid increases in
the size of routing tables on backbone routers.

Demand-based switching caches and rapid routing table changes do not work well together. Each time the cache
becomes settled, a new change takes place in the routing table, necessitating clearing a portion of the cache. Each
time a section of the cache is removed, a number of packets are handed off to the process-switched path to be
processed and then forwarded. If the rate of change becomes great enough, the percentage of packets switched
through the demand-based cache becomes so low that little or no efficiency is gained by the caching mechanism.
This, in fact, is what the Cisco engineers were experiencing.

You can find more information on process switching and fast switching in Inside Cisco IOS Software
Architecture (Cisco Press, 2000).

By March 1996, a new mechanism was designed that would overcome these problems with the fast cache—
Cisco Express Forwarding (CEF).

What Is CEF?

CEF switching is a proprietary, advanced Layer 3 IP switching mechanism that was designed to tackle the
deficiencies associated with fast-switching demand-caching mechanisms. CEF optimizes performance,
scalability, and resiliency for large-scale, complex networks with dynamic traffic patterns. CEF's retrieval and
forwarding technique is less CPU intensive than process or fast switching. This results in higher throughput
when CEF is enabled. CEF also provides a common forwarding code base that facilitates the development and
maintainability of features performed in the forwarding path.

Since 1999, CEF has been the default switching path on most Cisco router platforms that implement software-
based switching, and it is the mechanism used by virtually every Cisco router that implements hardware-based
switching. This chapter focuses on the understanding and operation of CEF software-based switching.

Distributed CEF (dCEF) switching is a mechanism that offloads the packet-forwarding process from the router's
CPU to the CPU on a Versatile Interface Processor (VIP) or line card installed in a distributed platform, such as
the Cisco 7500 and Cisco 12000 series routers. In a distributed platform, each VIP or line card maintains a copy
of the CEF forwarding data structures, so the switching is performed at the distributed level. Because the packet
switching is performed at the distributed layer, the router's CPU can have significantly more resources to
perform routing, network management, and other services.

A table that can be used to switch packets needs to store the following information:

e The output interface
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e The Layer 2 header rewrite string

The output interface is required for the router to know the specific interface on which a packet will be
transmitted outbound, toward a destination. The Layer 2 header rewrite string contains the entire header needed
to encapsulate the packet and forward it to the directly connected next-hop device. If the next-hop device is
reachable over an Ethernet interface, the MAC header rewrite string would consist of the entire Ethernet header,
including the destination MAC address and all the fields required in the Ethernet header. CEF's implementation
maintains this information in two tables, which are described in the next sections.

CEF Tables

The two main components of CEF are as follows:
e  The Forwarding Information Base (FIB)
e The adjacency table

Forwarding Information Base (FIB)

The FIB is a dynamically built database of information used by the router to make prefix-based packet-
forwarding decisions. The information stored in the FIB is a collection of necessary details copied from the
router's global routing table, as well as host route entries. The FIB also precomputes recursive path lookups. The
FIB is organized in a way to optimize fast retrieval and longest-match lookups. The FIB is a multiway trie, or
simply an mtrie, that stores reachability information about destinations and their respective next hops, which the
router uses to reach each destination.

Note

An mtrie is a searchable data structure, made up of nodes and leaves, that focuses on fast retrieval of data, rather
than the primary concern of sorting and storing information.

In the FIB, each node has 256 children that are pointers to lower levels in the data structure. The FIB starts with
a default root node, representing the starting point to search for a node representing a given prefix. The stride
length of an mtrie is the number of bits represented by each level of the mtrie. CEF's mtrie implementation
supports variable mtrie stride patterns, allowing increased lookup speed and optimized memory utilization. The
mtrie stride pattern varies by platform.

For the 8-8-8-8 mtrie stride pattern, the maximum number of levels is 4, but the trie will prune the sublevels if all
the child pointers of a node refer to the same object. For example, an empty mtrie consists only of the root trie
node, and all the pointers in that node point to "NULL." With an 8-8-8-8 stride pattern and a destination of
192.168.1.47, the first lookup would find 192, the second would find 168, the third would find 1, and the fourth
would find 47.

Each trie node pointer can point to either another node or a leaf. A leaf is a terminating trie data structure that is
embedded in the data object that the trie's application stores. Each data object can only be stored once in the trie.
Multiple mtrie nodes can point to the same trie leaf multiple times. Figure 2-1 illustrates an 8-8-8-8 stride
pattern.
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Figure 2-1. Two Different FIB Structures
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The FIB is often thought of as a pure software structure with three levels of nodes, with each level having
children. While this is how the FIB is built in software on the main processor of every router running Cisco 10S
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Software, the FIB can be built differently on the various line cards and distributed platforms. Figure 2-1
illustrates the concept.

FIB structures are often built differently because the performance of a given mtrie structure can vary depending
on the way in which the prefixes are distributed in the routing table. Figure 2-2 illustrates this point.

Figure 2-2. FIB Performance
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Figure 2-2 shows the percentage of line rate on a high-speed interface that two formations of tries are capable of
switching. This illustration clearly shows that some mtrie structures can perform better than others for different
average lengths of prefixes.

Why do some mtries perform better or worse with different average prefix lengths? Primarily because of the
number of lookups required to find out if the destination is reachable and to find the correct MAC header rewrite

string.
In choosing the right layout of the FIB, you should consider in what type of network the router will be used.

Specifically, what is the average length of the prefixes in the network, and are any obvious modal points along
the prefix distribution line? Figure 2-3 illustrates a snapshot of the prefix distribution in the Internet backbone.

Figure 2-3. Prefix Distribution in the Internet Backbone
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Two modal points exist within the prefix distribution graph. About 50 percent of the prefixes have mask lengths
of less than 16 bits, while the remaining 50 percent have mask lengths of 24 bits. This implies that the FIB used
on an Internet backbone needs to perform well at those two prefix lengths.

The Cisco 12000 series router uses a 16-8-8 stride pattern for this reason. About 25 percent of the lookups can
take place with one lookup in the FIB, while most of the remaining 75 percent require only two lookups. In
reality, the traffic spread makes this split about 50 percent to 50 percent, because a large amount of the traffic
switched on the Internet backbone is destined to one of the 16-bit or shorter destinations in the routing table.

To summarize, there are an infinite number of ways to build an FIB, but the bottom line is that they scale
differently for different applications. The stride pattern is a trade-off between memory usage and lookup
performance. The best lookup performance could be achieved with a stride pattern of 32, but this approach is not
scalable, because it would consume too much memory.

In Figure 2-4, the path taken through the table to find the prefix 172.16.1.1/32 is highlighted. From the root, the
172nd node is chosen. This node points to the 16th node, which in turn, points to the first node. Finally, the first
node points to the FIB mtrie leaf structure, 172.16.1.1. The same path along the nodes is used when looking up
the FIB mtrie leaf entry for 17.16.1.100/32.

Figure 2-4. Structure of the FIB

172.16.1.1 172.16.1.100

If the final node exists, you know that the network in question is reachable. The behavior in this example is
called a longest-match lookup, which the router performs on the destination IP address of packets being
forwarded through the router. The output of the command show ip cef [[network][mask]] displays longest-match
lookups for entries in the FIB. On the contrary, exact-match lookups are performed by the router for packets
destined to the router's control plane. Example 2-1 shows a longest-match lookup for a prefix in the FIB.

Example 2-1. show ip cef Command

Routerf#show ip cef 192.168.1.0 255.255.255.0
192.168.1.0/24, version 59, epoch 0, cached adjacency 10.0.1.2
0 packets, 0 bytes
via 10.0.1.2, GigabitEthernet0/1, 0 dependencies
next hop 10.0.1.2, GigabitEthernet0/1
valid cached adjacency
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You still don't know what the next hop of the prefix is or which Layer 2 header rewrite string should be used to

forward the packet to the next hop.

The FIB corresponds directly with the information stored in the routing table, as Example 2-2 and Figure 2-5

illustrate.

Figure 2-5. The FIB's Relationship to the Routing Table

Example 2-2. show ip route Command

0000 |—3 1.0.0.0
"N e

10000 3| 10.1.00
T 0200

10.143.0.0 |f—3» | 10.143.1.0

B 10.143.2.0

10.143.64.0
172000 |—3»| 172100

1721600 |3 [ 1721610

\L 172.16.3.0

Router#show ip route

EX 10.143.64.0/18

Q Qoo

10.0.0.0/8 is variably subnetted, 3 subnets, 2 masks
EX 10.143.0.0/18 [170/2170112]
[170/2170112] wvia 208.0.11.11,
172.16.1.0/24 is directly connected, FastEthernet0/0
172.16.3.0/24 is directly connected, Serial0/1

via 208.0.11.11, 2wld, Serial0/2

2w2d, Serial0/2

Each entry in the routing table relates to zero or one FIB entry. The FIB is built and maintained in the same
manner as the routing table. Any update to an entry in the routing table triggers an update to the respective prefix
or prefixes in the FIB. For example, if the next-hop IP address changes for a route in the routing table, the FIB
entry's next-hop IP address and, if necessary, the respective output interface are updated.

Updates can occur whether or not packets are being switched to each destination in the routing table. In fact, this
update can occur before any packets are switched to a destination within the routing table.
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One question that arises when considering the design of switching tables is how the data structures handle
overlapping prefixes. How would the FIB install two prefixes, or destinations—say 192.168.1.0/24 and
192.168.1.0/26—that overlap? CEF would build two FIB entries for these prefixes, as illustrated in Figure 2-6.

Figure 2-6. Overlapping Prefixes or Destinations
[View full size image]
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The FIB would be built with two entries at the last level to represent 192.168.1.0/24 and 192.168.1.0/26. One
entry for 192.168.1.0/26 is built to represent the 192.168.1.0/26 prefix, pointing to 0—63 children. Another entry
is built for 192.168.1.0/24, pointing to the rest of the 64255 children within this address space. CEF manages
overlapping prefixes by pointing the correct blocks of node pointers to the FIB entries.

This allows the FIB to continue to be directly related to the routing table and, at the same time, provides a simple
way of handling overlapping prefixes without any other special information that would need to be consulted
during the switching of a packet.

The Adjacency Table

After the router has determined a destination's reachability and its next hop, the next step is to discover the
outbound interface, the Layer 2 header rewrite string, and any other information that might be needed to transmit
a packet toward the next hop. This information is stored in the adjacency table.

Nodes in a network are adjacent if they can reach each other within a single hop across a link. The adjacency
table contains information about each directly connected host, router, or other device.

Adjacencies are discovered and added to the adjacency table through manual configuration, or they are
dynamically learned through the ARP mechanism. Adjacencies can also be learned from point-to-point or
multipoint interface configuration. A point-to-point interface uses a single adjacency for the interface, because
point-to-point implies only one attached destination is through the interface. A multipoint interface can have
multiple attached destinations, so it uses a unique Layer 2 rewrite string for each host IP address learned on that
interface and completes the adjacency using the information from ATM or Frame Relay static mappings or
inverse ARP. Adjacencies are selected as a result of a lookup on the combination of the next-hop IP address,
output interface, and connection ID, if necessary. Connection IDs are used to decipher between nondistinct next-
hop IP address and output interface pairs that can exist on ATM or multipoint interfaces.

The ARP cache and other mapping tables of this type are directly related to the adjacency table. Figure 2-7
illustrates this relationship.

Figure 2-7. Adjacency Table's Relationship to Other Address-Mapping Tables
[View full size image]
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In Figure 2-7, the destination MAC address is embedded in a complete Layer 2 rewrite header for the media
associated with the outbound interface and mapped to the next-hop IP address in the adjacency table. To rewrite
the Layer 2 rewrite header for any given next hop reachable from this router, simply locate the correct next hop
in the adjacency table, replace the current Layer 2 header on the packet with the precomputed Layer 2 header
rewrite string, and transmit the packet on the correct interface.

Relating the CEF Tables

Now that you have a better understanding of the FIB and adjacency tables, this section describes how they are
related. Figure 2-8 illustrates the relationship.

Figure 2-8. Relating the FIB and Adjacency Table

Adjacency Table
172.30.21.0 —— | 192,168,110 | TASFO090CSF4 | FastEthernet0/0
172.20.30.1 18E10800 Serial1/0.1

The final node in the FIB points to the correct entry in the adjacency table. If the routing table changes so that
the next hop of a prefix is different, this pointer is simply moved to the new adjacency table entry.

CEF Table Entries

A FIB entry is a leaf data structure in the mtrie that contains the following items:
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e  Mtrie leaf data structure— This data structure includes the prefix IP address, subnet mask length, and
refcount. The refcount is the number of leaves referenced by other nodes in the mtrie.

o Attributes— Attributes associated with FIB entries include the type flags (that is, RECEIVE,
ATTACHED), which are described in detail in the next section. The quality of service (QoS) group
information for a specific prefix is included in the attributes, as well as the traffic index. The traffic
index is an accounting bucket used to count the number of packets that reference the prefix.

e One or more FIB paths— The FIB paths provide specific directions to a prefix and pointers to the
associated adjacency.

e Load balance structures— If multiple paths exist to a prefix, the FIB entry will include pointers to
loadinfo structures.

FIB Entries
The FIB includes the following entries, referred to by the FIB as flags:
e  Attached
o Connected
e Receive
e Recursive
e  Default Route Handler
e ADJFIB
e Learned from IGPs

The following sections discuss each of these entries, detailing how CEF uses them. FIB entries can be viewed on
a router using the show ip cef command, as shown in the examples provided in the following sections.

Attached FIB Entry

An attached FIB entry is created when the destination is directly attached to the router. In Example 2-3, the
attached FIB entry represents a statically configured route with the next hop pointing to an interface attached to
the router.

Example 2-3. Attached FIB Entry

Router#show ip route 10.1.1.0 255.255.255.0
Routing entry for 10.1.1.0/24
Known via "static", distance 1, metric 0 (connected)
Routing Descriptor Blocks:
* directly connected, via Serial0/1
Route metric is 0, traffic share count is 1

Router#show ip cef 10.1.1.0 255.255.255.0
10.1.1.0/24, version 56, attached, cached adjacency to SerialO/1
0 packets, 0 bytes
via Serial0/1, 0 dependencies
valid cached adjacency
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Connected FIB Entry
A connected FIB entry is an attached FIB entry that is created as a result of an IP address being configured on a
router's interface. In Example 2-4, note that the entry shows as being attached as well as connected, while static

routes configured with an interface as their next hop are only flagged as attached.

Example 2-4. Connected FIB Entry

Code View: / Show All

Router#show ip route 192.168.30.0 255.255.255.0
Routing entry for 192.168.30.0/24
Known via "connected", distance 0, metric 0 (connected, via interface)
Routing Descriptor Blocks:
* directly connected, via Serial0/1
Route metric is 0, traffic share count is 1

Routerf#show ip cef 192.168.30.0 255.255.255.0
192.168.30.0/24, version 50, attached, connected, cached adjacency to
Serial0/1
0 packets, 0 bytes
via Serial0/1, 0 dependencies
valid cached adjacency

Receive FIB Entry

CEF uses a receive FIB entry when the IP address is configured on one of the router's interfaces. The router must
accept and process packets destined to receive entry, 172.17.1.12, rather than switch the packets through the
router out another interface. In Example 2-5, note that the FIB entry is flagged as receive because it is the IP
address assigned to the interface.

Example 2-5. Receive FIB Entry

Router#show running-configuration interface SerialQ/3
interface Serial0/3
ip address 172.17.1.12 255.255.255.0

Router#show ip cef 172.17.1.12 255.255.255.255
172.17.1.12/32, version 17, epoch 0, receive

The following list describes two special receive entries:

e 172.17.1.0/32— A receive FIB entry is built for the all-Os host address of a network. This entry allows
the router to receive broadcasts sent to the all-Os host address on the network segment.

e 172.17.1.255/32— A receive FIB entry is built for the all-1s host address of a network. This entry
allows the router to receive broadcasts sent to the all-1s host address on the network segment.

Recursive FIB Entry
The concept of performing a lookup for the next-hop IP address toward a destination is called a recursive lookup.
Recursive routes are routes that require the forwarding and adjacency information of another route. A recursive

FIB entry is used when the router must look up the next-hop IP address of a prefix referenced to find the
corresponding Layer 2 header rewrite string and output interface for the destination prefix. Border Gateway
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Protocol (BGP) is the most common source of recursive entries, because the IP addresses used as the next hop
for advertised prefixes are almost never directly connected to the router. In Example 2-6, note the FIB entry
shows as recursive.

Example 2-6. Recursive FIB Entry

Router#show ip route 172.31.12.0 255.255.255.0
Routing entry for 172.31.12.0/24
Known via "static", distance 1, metric O
Routing Descriptor Blocks:
* 192.170.1.10
Route metric is 0, traffic share count is 1

Routerf#show ip cef 172.31.12.0 255.255.255.0
172.31.12.0/24, version 55, cached adjacency 192.170.1.10
0 packets, 0 bytes
tag information set
local tag: 4
via 192.170.1.10, 0 dependencies, recursive
next hop 192.170.1.10, FastEthernet0/1 via 192.170.1.10/32
valid cached adjacency

Figure 2-9 illustrates recursive routing.

Figure 2-9. Recursive Routing
[View full size image]
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In Figure 2-9, Router A's only knowledge of the 172.31.12.0/24 network is through the static route configured.
The router installs this static route with a next-hop IP address of 192.170.1.10. When switching a packet toward
a destination on the 172.31.12.0/24 network, Router A must perform another lookup on 192.170.1.10 to
determine the respective outbound interface, Layer 2 header rewrite string, and other next-hop information
installed for that destination.

Internet backbone routers carry large routing tables that are mostly comprised of BGP routes. The majority of
BGP routes are recursive routes. For example, most BGP peering is performed between loopback interfaces. The
next-hop IP address of received prefixes is generally the peer's loopback address, which is not connected to the
local router. Therefore, the router must perform multiple route lookups on a prefix's next-hop IP address for a
single destination, so performance becomes a factor. To reduce performance impact, CEF performs recursive
resolution.

CEF performs recursive resolution by following the recursive chain of lookups down to the leaf level. The FIB
entry is flagged as recursive and is populated with the forwarding details from the path of the next hop, also
referred to as the parent. Recursive routes are resolved when a recursive path is created. If a valid next hop is not
found upon initial creation, the recursive path is queued in a list for periodic reresolution by the CEF background
resolution process. CEF maintains a dependency list to keep track of changes. All the children paths depending

https://t.me/learningnets



on a parent's path are installed in the parent's dependents list. If a parent's path information changes, any
dependents will also be reresolved.

CEF does not limit the amount of levels required for recursion. However, multilevel recursion used for load
balancing was not supported until the CEF/MFI rewrite in Cisco IOS Software Release 12.2S, which is covered
in Chapter 3. On a router running pre-MFI 10S, multilevel recursion with load balancing results in CEF using all
the paths at the first level and then choosing only one of the paths at the subsequent levels. The results do not
guarantee that load balancing will occur because of lack of code support.

Default Route Handler FIB Entry

The FIB installs the default route handler entry as a default entry placeholder. Packets destined to nonspecific
destinations installed in the FIB use this entry and are discarded. Any default routes that are statically configured
or learned from dynamic routing protocols are installed in place of this entry. However, if the default route is
removed from the routing table, the FIB default route handler entry is reinstalled as a placeholder. Example 2-7
provides an example of the default route handler FIB entry.

Example 2-7. Default Route Handler FIB Entry

Router#show ip cef 0.0.0.0 0.0.0.0
0.0.0.0/0, version 2, epoch 0, attached, default route handler
0 packets, 0 bytes
via 0.0.0.0, O dependencies
valid no route adjacency

AD]JFIB FIB Entry

The ADJFIB entry is a special FIB entry that reflects an entry in the adjacency table. The best way to describe
this entry is by providing an example. For a broadcast network, the FIB table will represent the connected
network entry as 1.1.1.0/24. This entry will point to a glean adjacency, indicating that packets matching host
prefixes within the connected network entry, such as 1.1.1.1, will need to glean more information to forward the
packet. On an Ethernet interface, the router uses ARP to learn the necessary details used to forward packets
destined to these host entries. Upon receiving an ARP response, the router installs the Layer 2 rewrite string and
output interface details in the ARP table and the adjacency table. The router then installs an ADJFIB entry in the
FIB table to reflect this adjacency. Example 2-8 shows a representation of an ADJFIB FIB entry.

Example 2-8. ADJFIB FIB Entry

interface Ethernet0/0
ip address 1.1.1.2 255.255.255.0

Router#show ip cef 1.1.1.0 255.255.255.0
1.1.1.0/24, version 4, epoch 0, attached, connected
0 packets, 0 bytes
via Ethernet0/0, 0 dependencies
valid glean adjacency

Router#show ip cef 1.1.1.1
1.1.1.1/32, version 10, epoch 0, connected, cached adjacency 1.1.1.1
0 packets, 0 bytes
via 1.1.1.1, Ethernet0/0, 0 dependencies
next hop 1.1.1.1, Ethernet0/0
valid cached adjacency
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Learned from IGPs

Entries learned from IGPs are the most common source of prefixes installed in the FIB. Example 2-9 illustrates a
route learned through Open Shortest Path First (OSPF), which is programmed in the FIB table as a valid cached
adjacency.

Example 2-9. FIB Entry Learned Through an IGP

Code View: / Show All

Router#show ip route 100.1.1.0
Routing entry for 100.1.1.0/24

Known via "ospf 1", distance 110, metric 10, type extern 2, forward
metric 10

Last update from 38.0.0.2 on Ethernetl/0, 00:03:11 ago

Routing Descriptor Blocks:

* 38.0.0.2, from 46.0.0.2, 00:03:11 ago, via Ethernetl/0

Route metric is 10, traffic share count is 1

Router#show ip cef 100.1.1.0
100.1.1.0/24, version 17, epoch 0, cached adjacency 38.0.0.2
0 packets, 0 bytes
via 38.0.0.2, Ethernetl/0, 0 dependencies
next hop 38.0.0.2, Ethernetl/0
valid cached adjacency

A set of generic FIB entries are also created on every router; these entries are covered in the next section.

Generic FIB Entries

Any router can have, at the minimum, the FIB entries listed in Example 2-10, which are not tied to any particular
interface. Note that the Interface column for these entries is empty.

Example 2-10. Generic FIB Entries

Router#show ip cef

Prefix Next Hop Interface
0.0.0.0/32 receive

224.0.0.0/4 drop

224.0.0.0/24 receive

255.255.255.255/32 receive

The following list describes each of the entries shown in Example 2-10:

e 0.0.0.0/32 receive— This entry allows the router to receive packets transmitted to the 0.0.0.0 broadcast
address. Because Routing Information Protocol (RIP) and other protocols, such as DHCP/BOOTP, use
broadcast packets to transmit information, the router must receive packets transmitted to the broadcast
address.

e 224.0.0.0/4 drop— This entry drops packets destined to this reserved IP multicast address space when
IP Multicast Routing is disabled. If IP Multicast Routing is enabled, the FIB entry will be reported as a
punt adjacency. Note that CEF does not support the switching of multicast packets. By default,
multicast packets are fast-switched through a router.
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e 224.0.0.0/24 receive— The range of multicast IP addresses, 224.0.0.0 through 224.0.0.255, is reserved
for the use of routing and discovery protocols. For example, Enhanced Interior Gateway Routing
Protocol (EIGRP) transmits hello packets to multicast address 224.0.0.10 to maintain neighbor
relationships. This FIB entry allows the router to receive and process packets destined to this IP address
range.

e 255.255.255.255/32 receive— This entry allows the router to receive packets transmitted to the link
local broadcast address.

Interface-Specific FIB Entries
The three types of interfaces of primary concern when looking at a normal FIB table are as follows:
e  Multiaccess interfaces (including broadcast, such as Ethernet)

e  Point-to-point interfaces (including most WAN interfaces, such as Packet over SONET [PoS], Frame
Relay, and High-Level Data Link Control [HDLC] links)

e Links that are configured to use 31-bit subnet masks
The next sections describe each of these FIB entries.

FIB Entries Built for a Multiaccess Network Interface

A set of FIB entries is built for a multiaccess (or broadcast) interface by default. Example 2-11 shows the set of
FIB entries built for an Ethernet interface.

Example 2-11. FIB Entries Built for a Multiaccess Network Interface

Router#show ip cef

Prefix Next Hop Interface
172.16.12.0/24 attached Ethernet3/0
172.16.12.0/32 receive

172.16.12.3/32 receive

172.16.12.255/32 receive

The following list describes the FIB entries associated with a multiaccess network interface:
e 172.16.12.0/24— This connected FIB entry is built for the network. The subnet prefix points to a glean
adjacency. A glean adjacency exists when a specific next hop is directly connected, but no Layer 2
header rewrite string is associated with the entry. Glean adjacencies are covered in the next section.

e 172.16.12.0/32— This receive FIB entry is built for the all-Os host address on the network segment.

e 172.16.12.3/32— This receive FIB entry is built for the local interface address so that the router can
receive and process packets sent to this IP address.

e 172.16.12.255/32— This receive FIB entry is built for the all-1s host address on the network segment.
FIB Entries Built on a Point-to-Point Network Interface
A set of FIB table entries are built for point-to-point interfaces. The primary difference between these entries and
FIB entries built for a multiaccess interface is that the 192.168.6.0/24 attached FIB entry points to a point-to-

point adjacency for the interface, as shown in Example 2-12.

Example 2-12. FIB Entries Built on a Point-to-Point Network Interface

Router#show ip cef
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Prefix Next Hop Interface

192.168.6.0/24 attached Serial5/3
192.168.6.0/32 receive
192.168.6.3/32 receive

192.168.6.255/32 receive

FIB Entries Built on a 31-Bit Prefix Network Interface

RFC 3021 permits the use of a 31-bit prefix length on point-to-point links to conserve IP address space. Some
FIB entries are not built on these links because no broadcast addresses are on a link with only two hosts. As
shown in Example 2-13, an interface configured with a 31-bit mask can only have the connected FIB entry for
the network and the receive FIB entry for the locally assigned IP address.

Example 2-13. FIB Entries Built on a 31-Bit Prefix Network Interface

Router#show ip cef

Prefix Next Hop Interface
10.0.6.2/31 attached Serial5/3
10.0.6.3/32 receive

’

Special Adjacencies

In addition to entries in the FIB, the adjacency table contains special types of adjacencies, including the

following:
e Auto
e Punt
e Glean
e Drop

e Discard

e Null

e No route

e (Cached and uncached

e  Unresolved
The following sections describe each type of adjacency in detail.
Auto Adjacencies

Auto adjacencies are the most common type of adjacencies. Example 2-14 illustrates an auto adjacency installed
for interface Serial2/0.
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Example 2-14. Auto Adjacencies

interface Serial2/0
ip address 10.1.1.1 255.255.255.252

Router#show adjacency internal

Protocol Interface Address

IP Serial2/0 point2point (5)
0 packets, 0 bytes
OF000800

CEF expires: 00:02:39
refresh: 00:00:39
Epoch: 0
Fast adjacency disabled
IP redirect enabled
IP mtu 1500 (0x0)
Fixup disabled
Adjacency pointer 0x1BC6D48, refCount 5
Connection Id 0x000000
Bucket 10

The protocol type (in this case IP), the Layer 2 header rewrite string, the source of the adjacency entry, and the
outbound interface are all included in an adjacency entry. The next hop can be an actual address or it can be
marked as point-to-point, which indicates that the next hop is reachable over a point-to-point interface.

Punt Adjacency

Punt adjacencies are used when packets to a destination cannot be CEF switched. When a feature is not
supported in the CEF switching path, the punt adjacency allows a packet to be switched using the next slower
switching mechanism configured on the router. Packets that are punted from the CEF path are sent up to the fast-
switching or process-switching path to be handled. All FIB entries that point to a punt adjacency can be viewed
using the Cisco IOS command show ip cef adjacency punt. Example 2-15 shows a punt adjacency installed for a
multicast address on a router enabled for IP Multicast Routing. IP multicast packets are not supported in the CEF
switched path; they are fast- or hardware-switched through a router, depending on the platform type.

Example 2-15. Punt Adjacency

Router#show ip cef 239.1.1.1
224.0.0.0/4, version 17, epoch O
0 packets, 0 bytes
via 0.0.0.0, 0 dependencies
next hop 0.0.0.0
valid punt adjacency

Glean Adjacency

When a router is directly connected to a segment shared by multiple hosts, the FIB table on the router maintains
a prefix for the subnet, rather than an individual prefix for each host. The subnet prefix points to a glean
adjacency. When packets need to be forwarded to a specific host, the adjacency database is gleaned for the
specific prefix. The FIB entry pointing to a glean adjacency indicates that any addresses within this range should
be directly connected to the router, but no Layer 2 header rewrite string is associated with the specific host.

All FIB entries that point to a glean adjacency can be seen using the Cisco IOS command show ip cef adjacency
glean. The following list and Figure 2-10 explain a simple glean operation:
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The first packet arrives at Router B from 192.168.1.1 through Router A. Router B performs a FIB
lookup for the destination IP address, follows the FIB table down to the longest match, and finds the
172.30.21.0/24 entry. This entry points to a glean adjacency. A glean adjacency causes CEF to punt the
packet up to the process level, which in turn hands the packet off to ARP to resolve the Layer 2 header
rewrite information for the destination IP address.

Router B sends an ARP request for this host destination. The host, 172.30.21.8, responds to the ARP
request with its MAC address embedded.

Router B receives the ARP reply and builds a new ARP entry.

Upon creation of the adjacency, a new FIB ADJFIB entry is created for this host, 172.30.21.8/32, on
Router B. Now packets switched through Router B destined for this host IP address can follow the FIB
to this new host entry and then to the adjacency table entry, which contains the MAC layer header
rewrite string for 172.30.21.8.

Figure 2-10. Glean Adjacency
[View full size image]
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