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Module 4

Route Selection Using
Attributes

Overview

Routes learned via Border Gateway Protocol (BGP) have properties that are associated with
them that aid arouter in determining the best route to a destination when multiple paths to that
particular destination exist. These properties are referred to as BGP attributes. This module
introduces the role of BGP attributes, and explains how their presence influences route
selection in BGP. Understanding how BGP attributes influence route selection is required for
the design of robust networks.

This module provides advanced information on how to connect Internet customers to multiple
service providers. It includes an in-depth description of BGP attributes that are used in route
selection, including weight, local preference, autonomous system (AS)-path prepending, multi-
exit discriminator (MED), and BGP communities.

Module Objectives

Upon completing this module, you will be able to compl ete the correct BGP configuration to
successfully connect the customer network to the Internet in a network scenario in which
multiple connections must be implemented This ability includes being able to meet these
objectives:

m  Successfully configure BGP to influence route selection by using the weight attribute in a
customer scenario in which you must support multiple | SP connections

m  Usethelocal preference attribute to influence route selection in a customer scenario in
which you must support multiple ISP connections

m  Use AS-path prepending to influence the return path that is selected by the neighboring
autonomous systems in a customer scenario in which you must support multiple ISP
connections

m  Usethe MED attribute to influence route selection in a customer scenario in which you
must support multiple ISP connections

m  Use BGP community attributes to influence route selection in a customer scenario in which
you must support multiple | SP connections
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Lesson 1

Influencing BGP Route
Selection with Weights

Overview

When connections to multiple providers are required, it isimportant that Border Gateway
Protocol (BGP) select the optimum route for traffic to use. The optimum, or best, route may not
be what the network designer intended based on design criteria, administrative policies, or
corporate mandate. Fortunately, BGP provides many tools for administrators to influence route
selection. One of these toolsis the weight attribute.

This lesson discusses how to influence BGP route selection by setting the weight attribute of
incoming BGP routes. Two methods that are used to set the weight attribute, default weight and
route-maps, are discussed in this lesson. This lesson also explains how to monitor the BGP
table to verify correct weight configuration and properly influence path selection.

Objectives

Upon completing this lesson, you will be able to successfully configure BGP to influence route
selection by using the weight attribute in a customer scenario in which you must support
multiple ISP connections. This ability includes being able to meet these objectives:

m List BGProute selection criteriafor best-path route selection
Describe the use of BGP weights to influence the BGP route selection process

m Influence the BGP route selection process by configuring per-neighbor weights
m Influence the BGP route selection process by configuring BGP weights with route-maps

m |dentify the Cisco |OS commands that are required to monitor BGP route selection
and weights

m  Summarize BGP route selection and filtering tools
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BGP Route Selection Criteria

Thistopic lists the criteria that are used by BGP for best-path route selection.

BGP Route Selection Criteria

e Prefer highest weight (local to router)

» Prefer highest local preference (global within AS)

* Prefer routes that the router originated

« Prefer shorter AS paths (only length is compared)

* Prefer lowest origin code (IGP < EGP < Incomplete)

* Prefer lowest MED

e Prefer external (EBGP) paths over internal (IBGP)

« For IBGP paths, prefer path through closest IGP neighbor
e For EBGP paths, prefer oldest (most stable) path

e Prefer paths from router with the lower BGP router-ID

sco Systems, Inc. All rights reserved BGPV32—43

BGP route selection criteria take the weight parameter into consideration first. If arouter has
two alternative paths to the same destination, and their weight values are different, BGP selects
the route with the highest weight value as the best. Only when the two alternatives have equal
weight is the next criterion, local preference, checked.

A high local preference value is preferred over alow value. Only when the two alternatives
have an equal local preferenceis the next criterion checked.
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Influencing BGP Route Selection

This topic describes how network administrators can use BGP weights to influence the BGP
route selection process.

Influencing BGP Route Selection

* BGP routing policy can be specified by using:
— Weight: provides local routing policy (within a router)
— Local preference: provides AS-wide routing policy
* BGP weights are specified per neighbor.
— Default weight
— AS-path-based weight
— Complex criteria with route-maps

©2005 Cisco Systems, Inc. All rights reserved. BGPV32—4-4

The weight attribute is local to asingle router only. The weight value is never propagated by
the BGP protocol, and this value constitutes a routing policy local to the router.

Local preferenceis assigned to aroute as an attribute. This attribute is carried with the route on
all internal BGP sessions. In this situation all other BGP-speaking routers within the
autonomous system (AS) receive the same information. Normally, arouter assigns alocal
preference to aroute that is received on an external BGP session before it is accepted and
entered in the BGP table of the border router. Routers propagate the local preference attribute
on internal BGP sessions only. This policy constitutes arouting policy for the entire AS.

The router can assign the weight attribute to a route in two ways.

m  All routes that are received from a specific neighbor can be assigned a default weight value.
Thisweight value indicates that the neighbor is preferred over the other neighbors.

m A route-map that is applied on incoming routes from a neighbor can be used to select some
routes and assign them weight values. Remember that a route-map also acts as afilter and
will silently drop the routes that are not permitted by any statement in the route-map.

If configured, the default weight assignment on routes that are received from a neighbor is
applied first. All routesthat are received from the neighbor are assigned aweight value as
defined by the default weight.

© 2005, Cisco Systems, Inc. Route Selection Using Attributes 4-5
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When aroute-map is applied, it is configured on the router. The route-map can be arbitrarily
complex and select routes based on various selection criteria, such as a network number or AS
path. The selected routes can have some attributes altered. The route-map can set the weight
values of permitted routes. Selection can be done in several route-map statements, giving the

opportunity to assign a certain weight value to some routes and another weight value to others.
A route-map can al'so completely filter out routes.
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Configuring Per-Neighbor Weights

This topic describes how to influence the BGP route selection process by configuring per-
neighbor weights.

Configuring Per-Neighbor Weights

router (config-router) #

|neighbor ip-address weight weight

All routes from the BGP neighbor get the specified weight.
* BGP routes with higher weight are preferred.
* Weight is applied only to new incoming updates.

* To enforce new weights, reestablish BGP sessions with your
neighbors by using the clear ip bgp command.

©2005 Cisco Systems, Inc. All rights reserved. BGPV32—45

neighbor weight

To assign aweight to a neighbor connection, use the neighbor weight router configuration
command.

m neighbor {ip-address | peer-group-name} weight weight

To remove aweight assignment, use the no form of this command.

m  noneighbor {ip-address | peer-group-name} weight weight

Syntax Description

Parameter Description

ip-address IP address of neighbor.

peer-group-name Name of a BGP peer group.

weight Weight to assign. Acceptable values are 0 to 65535.

All routes that are received from the neighbor after the configuration lineisin place are
assigned the weight value. To make sure that all routes from the neighbor receive the new
weight value, you can restart the BGP session, forcing the neighbor to resend all routes.

If no weight value is specified, the default value of O is applied.
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Restarting BGP sessions might be necessary after making a configuration change in the routing
policy. The configuration change itself will not alter the already-received routes. The clear ip
bgp EXEC command tears down the BGP session, and the session automatically restarts.
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Example: Configuring Per-Neighbor Weights

In this example, the multihomed customer would like to use the primary link to the primary
Internet service provider (1SP) for all destinations.

Configuring Per-Neighbor Weights (Cont.)

Another “
Customer \ Backup ISP Upstream AS
o>
Multihomed o>
Customer

_é/ Primary

Primary ISP

router bgp Customer-AS
neighbor Primary-ISP weight 150
neighbor Backup-ISP weight 100

0026_042

Routes received from primary ISP should be preferred over routes
received from backup ISP.

The weight is configured by the customer on both BGP sessions, giving a higher weight to the
routes that are received from the primary | SP compared to those that are received from the
backup ISP.

Any time that the multihomed customer receives routing information about the same IP
network number from both the 1SPs, the customer compares the weights assigned to the routes.
Those received from the primary 1SP will always win this comparison. The multihomed
customer sends the outgoing I P packets to the destination network viathe primary 1SP
regardless of the other BGP attributes that are assigned to both alternatives.

Consequently, the other customer that is directly connected to the backup ISP will also be
reached viathe primary |SP.

© 2005, Cisco Systems, Inc. Route Selection Using Attributes 4-9
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Configuring Per-Neighbor Weights (Cont.)

Customer# show ip bgp

BGP table version is 16, local router ID is 1.2.3.4

Status codes: s suppressed, h history, * wvalid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*¥>1.0.0.0 0.0.0.0 0 32768 i
*>21.0.0.0 3.4.5.6 150 37 21 i
* 2.3.4.5 0 100 21 i
*> 37.0.0.0 3.4.5.6 0 150 37 i
* 2.3.4.5 100 21 37 i
*> 40.0.0.0 3.4.5.6 0 150 37 40 i N
* 2.3.4.5 100 21 40 i o

I
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In this example, the multihomed customer has received routes to three different class A
networks outside of its own AS (network 21.0.0.0/8, network 37.0.0.0/8, and network
40.0.0.0/8). The customer has received all three routes from both the primary 1SP and the
backup I SP.

When the routes were received from the primary ISP, the weight value 150 was assigned to
each of the routes. When the routes were received from the backup ISP, the weight value 100
was assigned to each of the routes.

The customer router now makes the route selection. It has two alternative paths for each
destination network. For each of them, the router selects the path viathe primary ISP as the
best. It makes this selection regardless of other BGP attributes, such as AS-path length.

The network 21.0.0.0/8 is reached via the primary ISP although it is actually a network in the
AS of the backup ISP (AS 21).

The class A network 1.0.0.0/8 in this example isinjected into the BGP table by this router. By
default, locally sourced routes are assigned a weight of 32768.
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Changing Weights with Route-Maps

This topic describes how to influence the BGP route selection process by configuring BGP
weights with route-maps.

Changing Weights with Route-Maps

* Weights can be set with route-maps in complex scenarios.

* Routes can be matched on any combination of prefix-lists,
AS-path filters, or other BGP attributes.

* Routes not matched by the route-map are discarded.

router bgp as-number

neighbor ip-address route-map route-map-name in
1
route-map route-map-name permit sequence

match condition

set weight weight

002G 046
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The route-map is a powerful tool to select and alter routing information. When aroute-map is
applied to incoming information from a BGP neighbor, each received update is examined as it
passes through the route-map. Statements in the route-map are executed in the order that is
specified by their sequence numbers.

Thefirst statement in the route-map for which all the match clauses indicate a match is the one
that is used. If the route-map says “permit,” the set clauses are applied to the route, therouteis
accepted, and the weight is changed.

Match clauses can be arbitrarily complex. One of them can refer to an AS-path access-list that
does matching on AS paths. Another can refer to a prefix-list that does matching on the
announced network number. Only when all configured match clauses are evaluated is the route-
map statement used and its result, permit or deny, applied.

If areceived route is not matched by any of the route-map statements, and the end of the route-
map is reached, the route-map logic has an “implicit deny” rule. Thisrule means that if no
statement selects aroute, the route is discarded.

If the“implicit deny” ruleis not desired, an “explicit permit al” at the end of the route-map can
overruleit. To ensure that such aroute-map statement is the last statement, you should assign it
avery high sequence number. It should not have any match clause at all. The lack of a match
clause means “match all.” By not configuring any set clause, you can ensure that no attributes
are altered by the statement.
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Example: Changing Weights with Route-Maps

This example shows a route-map that sets the weight value to each route that it receives from a
neighbor.

Changing Weights with Route-Maps (Cont.)

Set weight 200 to networks coming from 2.3.4.5
originated in AS 21.

router bgp 123

neighbor 2.3.4.5 route-map w200 in
!

route-map w200 permit 10

match as-path 47

set weight 200

1

route-map w200 permit 20
set weight 100
'

ip as-path access-list 47 permit _21%

002G_047
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All received routes have their AS paths checked against the AS-path access-list 47. Those
routes with an AS path that indicates that they originated in AS 21 are permitted by the AS-path
access-list 47 as referenced by route-map statement number 10. Routes that are permitted and
selected by route-map statement number 10 in the w200 route-map will have their weight set to
200 as indicated by the set clause in the route-map.

The routes that are not originated in AS 21 (routes that are not permitted by AS-path access-list
47) are then tested by route-map statement number 20. This statement does not include a match
clause, indicating that all routes are matched. Therefore, all routes that are not matched by
route-map statement 10 are matched by route-map statement 20. The route-map has been
configured with an “explicit permit all” statement at the end of the route-map.

Routes that are matched by route-map statement 20 have their weight set to 100. Theresult is
that the routes that originated in AS 21 are accepted by the router and assigned the weight 200.
All others are accepted and assigned the weight 100. No route is discarded by this route-map.

Note Specifying weights with filter-lists is no longer supported in Cisco 10S Software Release
12.1, and the command has already been removed from Cisco |IOS Software Release
12.1T. These releases use an incoming route-map, where you match an AS path with the
match as-path command and set the weight with the set weight command. When you are
using a route-map as a replacement for the filter-list with the weight option, make sure that
specifying a “permit” entry in the route-map without an associated match condition does not
filter all other routes. Using route-maps as a weight-setting mechanism is explained later in
this lesson.
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Monitoring BGP Route Selection and Weights

Thistopic lists the Cisco |OS commands that are required to monitor BGP route selection and

weights.

router>

Monitoring BGP Route

Selection and Weights

show ip bgp

router>

« Displays all BGP routes
* Best routes marked with “>"
* Weight associated with every route displayed

show ip bgp ip-prefix [mask subnet-mask]

©2005 Cisco Systems, Inc. All rights reserved. BGPv3.2—4-10

e Displays detailed information about all paths for a single prefix

To display entriesin the BGP routing table, use the show ip bgp EXEC command.

m  show ip bgp [network] [network-mask] [longer -pr efixes]

Syntax Description

Parameter

Description

network

(Optional) Network number that is entered to display a particular
network in the BGP routing table

network-mask

(Optional) Displays all BGP routes that match the address-mask
pair

longer-prefixes

(Optional) Displays a route and its more specific routes

Without any argument, the show ip bgp command displays the entire BGP table. The routes
that are selected as the best are indicated by the greater-than (“>") character.

To get more detailed information about routes to a specific destination network, you can use the
network number, and optionally the subnet mask, as an argument on the command line. These
additions display more detailed information about that specific network.

© 2005, Cisco Systems, Inc.
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Example: Monitoring BGP Route Selection and Weights
The figure shows all routesin the BGP table.

Monitoring BGP Route

Selection and Weights (Cont.)

router> show ip bgp
BGP table versiocon is 11, local router ID is 12.1.2.3
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*> 10.0.0.0 1.2.0.1 500 100 37 213 i
* 1.1.0.1 1000 0 213 i
*> 11.0.0.0 1.2.0.1 500 100 37 48 i
* 1.1.0.1 1000 0 213 48 i
*> 12.0.0.0 0.0.0.0 0 32768 i g
*> 14.0.0.0 1.1.0.3 0 0 387 i g

©2005 Cisco Systems, Inc. All rights reserved. BGPV3.2—4-11

The show ip bgp command provides a printout of all routes in the BGP table. Each route is
displayed on one line. This one-line limitation means that more detailed information about the
route cannot be displayed because of lack of space.

The network number is displayed, and if the subnet mask differs from the natural mask, the
prefix length isindicated. The BGP next-hop attribute, multi-exit discriminator (MED), local
preference, weight, AS-path, and origin code are displayed on the line. Local preferenceis
displayed only if it is not the default value.

The printout is sorted in network number order. If there is more than one route to the same
network, the network number is printed on the first line only. The other routes to the same
network have their network field left blank on the output.

Routes that are selected as the best to reach a certain destination network are indicated by the
greater than (“>") character.

In this example, weight has been used to prefer routes received from the neighbor in AS 37.
Therefore, although the AS path is shorter via AS 213, the class A network 10.0.0.0/8 is
reached via AS 37 (because the weight is higher).

Network 12.0.0.0 islocal with the self-originated path selected as best resulting in the next-hop
address of 0.0.0.0 and aweight of 32768.

Information about network 14.0.0.0/8 is received only from the neighbor in AS 387. Because
thereis no alternative, the route is selected as best.
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Monitoring BGP Route

Selection and Weights (Cont.)

router> show ip bgp 11.0.0.0
BGP routing table entry for 11.0.0.0/8, version 5
Paths: (2 available, best #1, advertised over EBGP)
213
1.2.0.1 from 1.2.0.1 (10.1.1.1)
Origin IGP, metric 500, localpref 100, valid, external, best
213
1.1.0.1 from 1.1.0.1 (11.0.0.1)
Origin IGP, metric 1000, localpref 100, valid, external

002G_049
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The show ip bgp command with a network number as an argument displays more detailed
information about that network only. First, a short summary that indicates the network number
and prefix length is displayed, along with the table version number for this route. The next line
indicates how many alternative routes have been received and which one of them has been
selected by the router as the best.

Next, there are a couple of lines for each of the received routes to reach the network. For each
of theroutes, all attributes are displayed. The one selected as the best also has the word “ best”

displayed.

In this example, there are two alternatives to reach network 11.0.0.0/8. Each of them isreceived
from different neighborsin AS 213. The network 11.0.0.0 is created in AS 213.

The route selection mechanism has selected the first route that is listed as the best. It was
chosen because the MED (metric) value is lower.
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BGP Route Selection and Filtering Tools

Summary

This topic presents asummary of al BGP filtering tools in the order in which they are applied.

BGP Route Selection and

Filtering Tools Summary

Incoming Neighbor

prefix-list in

filter-list in

default weight

e

>
»

Outgoing Neighbor

prefix-list out

filter-list out

route-map out

k-
»
£y

filter-list weight

I

route-map in

(filters, ...)

Distribute list o

(filters, weights)

route-map in
(filters, weights)

My Router |2

-

4]

g
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The figure shows all the possible applications of prefix-lists, filter-lists, weights, and route-
maps. They are applied in the order indicated.

Prefix-lists and filter-lists, both in and out, filter out routes and discard those that are not
permitted. Weight setting is applicable only on incoming routes because a router never
propagates the weight attribute to its neighbors. Route-maps can be filters that discard routes
but can also be used to modify and set various attributes on both incoming and outgoing routes.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary

* A number of criteria are used by BGP for best-path route
selection.

* BGP weights can be used to influence the BGP route
selection process; all routes that are received from a
specific neighbor can be assigned a default weight value, or
a route-map that is applied on incoming routes from a
neighbor can be used to select some routes and assign
them weight values.

* You can use the neighbor weight command to assign a weight
value to all routes that are received from a neighbor.

ems, Inc. All rights

Summary (Cont.)

* Route-maps can be applied to neighbors to set the weight
attribute of received routes.

e You can use the show ip bgp command to display all bgp
routes, the routes that are selected by BGP as best, and the
weight attribute setting for each route.

* BGP route selection and filtering tools (prefix-lists, filter-lists,
weights, and route-maps) are applied in a specific order.

©2005 Cisco Systems, Inc. All rights reserved.
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Lesson 2

Setting BGP Local Preference

Overview

When connections to multiple providers are required, it isimportant that Border Gateway
Protocol (BGP) select the optimum route for traffic to use. The optimum, or best, route may not
be what the network designer intended based on design criteria, administrative policies, or
corporate mandate. Fortunately, BGP provides many tools for administrators to influence route
selection. One of these toolsisthe local preference attribute.

This lesson discusses how to influence BGP route selection by setting the BGP local preference
attribute of incoming BGP routes. Local preference is similar to the weight attribute but differs
from the BGP weight attribute in that weight islocal to a specific router on whichiitis
configured. Two methods that are used to set the local preference attribute, default local
preference and route-maps, are discussed in this lesson. This lesson aso explains how to
monitor the BGP table to verify correct local preference configuration and to properly influence
path selection.

Objectives

Upon completing this lesson, you will be able to use the local preference attribute to influence
route selection in a customer scenario in which you must support multiple | SP connections.
This ability includes being able to meet these objectives:

m  Explain why using BGP weights might not provide consistent BGP route selection in an AS
m  Describe how the BGP local preference attribute influences BGP route selection

m Identify the Cisco IOScommand that is required to configure default BGP local preference
on arouter

m |dentify the Cisco |IOS commands that are required to configure BGP local preference
using route-maps

m |dentify the Cisco |IOS commands that are required to monitor BGP local preference
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Consistent Route Selection Within the AS

This topic explains why using BGP weights might not provide consistent BGP route selection
inside an autonomous system (AS).

Consistent Route Selection

Within the AS
AS 213 Desired Traffic Flow > AS 462
2 Mbps
| N

]

~~—gece_—]
IBGP
| |_—EBGP AS 387

'd

Default Traffic Flow

2 Mbps

¥

N
102G_061

Q1: Which routing protocol must be run in AS 213?
Al: You mustrun IBGP in AS 213.

©2005 Cisco Systems, Inc. All rights reserved BGP v32—43

Using BGP in autonomous systems with a single neighbor relationship usually does not require
any advanced features. In situations like the one shown in the figure, however, it isimportant to
ensure that customer routers choose the correct link. Obviously, the router should choose the
2-Mbps link and use the 64-kbps link only for backup purposes.

To make sure that the router selects the upper link (2-Mbpslink) asits primary link and has the
ability to switch over to the backup if afailure occurs, you must configure an Internal Border
Gateway Protocol (IBGP) session between the two border routersin AS 213.
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Consistent Route Selection

Within the AS (Cont.)

AS 213 Desired Traffic Flow AS 462
2 Mbps

Bl =~ |
W

AE@\L‘ AS 387
B

Default Traffic Flow

602G_052

Q2: How will you influence the route selection on routers
in AS 213 so that they select the fastest route?

A2: Use weights on EBGP and IBGP sessions.

© 2005 Cisco Systems, Inc. All rights reserved. BGPV3.2—4-4

One way of changing the default route selection isto use weights. Weight is an attribute that is
locally significant to arouter. Weight is a property, or parameter, and is, therefore, not seen on
any neighboring routers. When designing BGP networks using weights, network administrators
should set the weights on every router. If there is more than one path for the same network, a
router will choose the one with the highest weight. The default value for weight is 0.

In this example, the upper router in AS 213 sets aweight of 100 for routes that are received
over the 2-Mbps link from AS 462 (primary link) and prefers them to possible internal updates
from the bottom router, where the default weight is 0. The bottom router sets aweight of 100
for internal routes that are received from the upper router and prefers them to routes that are
received from AS 387. Asaresult, all packetswill leave the AS through the primary 2-Mbps
link.
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Consistent Route Selection

Within the AS (Cont.)

router bgp 213
neighbor 1.2.3.4 remote-as 462
neighbor 1.2.3.4 weight 100
neighbor 5.6.7.8 remote-as 213
Desired Traffic Flow
AS 213 E AS 462
2 Mbps

]

~~Esce_—]
| EBGP T~ AS 387

- | -

Default Traffic Flow

router bgp 213

neighbor 5.6.7.9 remote-as 213
neighbor 5.6.7.9 weight 100
neighbor 7.8.9.10 remote-as 387

¥

002G_053
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The configurations that are shown in the figure demonstrate how to change the default weight
on aper-neighbor basis. If you use the neighbor weight command, all newly arrived updates
will have aweight of 100. Updates coming from the other neighbor will still have the default

weight of 0.

After you have applied the neighbor weight command, arefresh is needed from the neighbor.
There are three ways of doing this, depending on the Cisco 10S version:

m  Usetheclear ip bgp neighbor address command to clear the neighbor relationship and
re-establish it to refresh the BGP entries and apply the weight.

m  Configure soft reconfiguration for the neighbor and use the clear command. Y ou can
perform all subsequent clearing by using the clear ip bgp neighbor address soft in
command, which does not reset the neighbor relationship. The soft reconfiguration feature
is supported by Cisco starting with Cisco 10S Software Release 11.2.

m  Usetheclear ip bgp neighbor addressin command if both neighboring routers support
the route refresh. The route refresh feature is available from Cisco starting with Cisco 10S

Software Release 12.1.
See the module “Route Selection Using Policy Controls’ for a detailed description of the
commands here.
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Example: Consistent Route Selection Within the AS

The figure shows two of the routersin AS 213 with two route-maps.

Consistent Route Selection

Within the AS (Cont.)

AS 213 Desired Traffic Flow AS 462

Internet

s, | -
512 kbps

> AS 387

"]
o
e}
=
o~

026_ 054

Default Traffic Flow

Have the traffic run over the fastest line available.

©2005 Cisco Systems, Inc. All rights reserved.

This example is more complex. When you are trying to implement this example with weights, it
requires two route-maps on each router within AS 213. Luckily, BGP has a similar mechanism
that you can use for consistent AS-wide route selection: local preference.
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BGP Local Preference

This topic describes how the BGP local preference attribute influences BGP route selection.

BGP Local Preference

* You can use local preference to ensure AS-wide route
selection policy.

* Any BGP router can set local preference when
processing incoming route updates, when doing
redistribution, or when sending outgoing route
updates.

» Local preference is used to select routes with equal
weight.

* Local preference is stripped in outgoing EBGP updates
except in EBGP updates with confederation peers.

©2005 Cisco Systems, Inc. All rights reserved. BGPV32—4-7

Local preferenceis similar to weight; becauseit is an attribute, you can set it once and then
view it on neighboring routers without having to reset it. This attribute has a default value of
100, which the router will apply to locally originated routes and updates that come in from
external neighbors. Updates that come from internal neighbors already have the local
preference attribute.

Local preference is the second-strongest criterion in the route selection process. If there are two
or more paths available for the same network, arouter will first compare weight, and if the
weights are equal for all paths, the router will then compare the local preference attributes. The
path with the highest local preference value will be preferred.

Thelocal preference attribute is automatically stripped out of outgoing updates to External
Border Gateway Protocol (EBGP) sessions. This practice means that you can use this attribute
only within asingle AS to influence the route selection process.
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BGP Local Preference (Cont.)

* Local preference is the second strongest BGP route selection
parameter.

* Remember the BGP route selection rules:
— Highest weight preferred (local to router)
— Highest local preference preferred (global within AS)
— Other BGP route selection rules

» Weights configured on a router override local preference
settings.

* To ensure consistent AS-wide route selection:
— Do not change local preference within the AS.
— Do not use BGP weights.

© 2005 Cisco Systems, Inc. All rights reserved. BGPV32—4-8

Local preference is the second-strongest BGP route selection parameter. Remember the route
selection rules:

1. Prefer the highest weight (local to router).
2. Prefer the highest local preference (global within AS).

3. Processall remaining BGP route selection rules.

Because network administrators can use both weight and local preference to manipulate the
route selection process, they must decide which oneto use. If local preferenceis used, the
weight should be the same for all paths.

Network administrators can use weight on an individual router to override local preference
settings that are used in the rest of the AS.

In most cases, it is enough to change the default local preference on updates coming from
external neighbors. Network administrators should avoid changing the local preference attribute
on internal sessions to prevent unnecessary complexity and unpredictable behavior.
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BGP Local Preference (Cont.)

be modified witha [
route-map.

Per-router Local preference can Local-
default local - be modified with a preference
preference is set. route-map. is removed.
o — G
External External
BGP Peer BGP Peer
/ /
Intra-confed. Intra-confed.
EBGP Peer EBGP Peer
% Local preference can

Internal
BGP Peer

Internal

My Router

BGP Peer

Network administrators can apply local preference in the following ways:

m  Use aroute-map with the set local-pr efer ence command. Y ou can use the route-map on
incoming updates from all neighbors or on outgoing updates to internal neighbors (not
recommended).

m  Usethe bgp default local-prefer ence command to change the default local preference
value that is applied to all updates that come from external neighbors or that originate
locally.
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Configuring Default Local Preference

This topic describes the Cisco |OS command that is required to configure default BGP local
preference on a Cisco router.

Configuring Default Local Preference

router (config-router) #

|bgp default local-preference preference

* This command changes the default local preference value.

* The specified value is applied to all routes that do not have
local preference set (EBGP routes).

e The default value of this parameter is 100, allowing you to
specify more desirable or less desirable routers.

©2005 Cisco Systems, Inc. All rights reserved. BGPv3.2—4-10

Y ou can use the bgp default local-pr efer ence command in BGP configuration mode to change
the default value of local preference. The new default value applies only to locally originated
routes and those that are received from external neighbors.

Setting a value lower than the default of 100 will result in the router preferring internal pathsto
external (normally arouter would prefer external routes).

Setting a value higher than 100 will result in external paths being preferred to all internal paths
(also those with a shorter AS path).

© 2005, Cisco Systems, Inc. Route Selection Using Attributes 4-27

ht gjﬁ ﬂ% gﬁ gﬁation for this material are the property of Cisco Systems, Inc.,
r personal study. The files or printed representations may not be

used in commercial training, and may not be distributed for purposes other than individual self-study.



Example: Configuring Default Local Preference
In the figure, the local preference attribute is used instead of weights.

Configuring Default Local

Preference (Cont.)

RTR-A#
router bgp 213
bgp default local-preference 120

AS 213 Desired Traffic Flow > AS 462
2 Mbps

| N

~~_Esce ]
_ | EBGP AS 387

V'd
-

Default Traffic Flow

y’i

m
@
)

2 Mbps

¥

RTR-B#
router bgp 213
bgp default local-preference 50

002G_056
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Thetwo indicated routersin AS 213 have different default local preference values that are
applied to external updates. The bottom router receives updates from the external neighbor and
applieslocal preference to them. The same router then receives updates from the upper router,
which set alocal preference of 120 to all external updates. The bottom router then compares all
paths and, where two paths exist, chooses the one with the higher local preference (120).
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Configuring Local Preference with Route-Maps

Thistopic lists the Cisco |OS commands that are required to configure BGP local preference
with route-map statements.

Configuring Local Preference

with Route-Maps

router (config) #

route-map name permit seguence
match condition
set local-preference value

* Changes BGP local preference only for routes matched by the
route-map entry

router (config-router) #

neighbor address route-map name in | out

* Applies route-map to incoming updates from specified neighbor
or outgoing updates to specified neighbor

e Per-neighbor local preference configured by using a route-map
with no match condition

©2005 Cisco Systems, Inc. All rights reserved. BGPV32—4-12

To have more control over setting local preference, you may be forced to use a route-map. A
route-map can have more sequenced statements, each with a different set local-pr eference
command and a different match condition. If there is no match command, the route-map
statement will apply local preference to all routes. The route-map can then be applied to BGP
route updates in either the incoming or outgoing direction.

Note Applying a route-map to outgoing updates on external sessions will have no effect on local
preference in the neighboring AS.

When routers use aroute-map to set local preference, the route-map istypicaly applied to
incoming BGP routes that are advertised by an EBGP neighbor. The local router uses the local
preference attribute in BGP route selection. In addition, the router also propagates the attribute
to all IBGP sessionsin thelocal AS. Normally, no modifications of local preference are made
on IBGP sessions. This restriction ensures that al routersin the local AS use the same local
preference value and make the same decision in the route selection process.

Note If a network is not matched in any of the route-map statements, the network will be filtered.
To permit unmatched networks without setting the local preference attribute, you should add
another route-map statement without match or set commands to the end of the route-map.
This statement should simply permit the remaining networks.

© 2005, Cisco Systems, Inc. Route Selection Using Attributes 4-29

ht %I?&m ﬁfﬁ g“ltation for this material are the property of Cisco Systems, Inc.,
r personal study. The files or printed representations may not be

used in commercial training, and may not be distributed for purposes other than individual self-study.



Example: Configuring Local Preference with Route-Maps

In this example, both routersin AS 213 have two external sessions.

Configuring Local Preference

with Route-Maps (Cont.)

router bgp 213

neighbor 1.2.3.4 remote-as 462

neighbor 1.2.3.4 route-map L2M in

neighbor 3.4.5.6 remote-as 387
5.6 route-map L64 in

neighbor 3.4.
1

foute-map L2M permit 10
set local-preference 2000
!

route-map L64 in permit 10
set local-preference 64

AS 213 Desired Traffic Flow > AS 462

2 Mbps

%)
M
512 kbps

> AS 387

002G_057

Default Traffic Flow
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Using the bgp default local-prefer ence command is no longer possible because the second-
fastest link is on another router.

The configuration here sets local preference according to the bandwidth of the link. A similar
configuration exists on the bottom router. If the primary (2-Mbps) link fails, the paths that are
learned through the bottom router in AS 213 (routes with alocal preference of 512) will be
used.
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Monitoring Local Preference

Thistopic lists the Cisco |OS commands that are necessary to monitor BGP local preference.

Monitoring Local Preference

* Nondefault local preference is displayed in the show ip bgp
printout.

e Local preference is displayed in the show ip bgp prefix
printout.

e Local preference is displayed in BGP update debugging

(only for inbound updates, starting with Cisco 10S Software
Release 12.0).

© 2005 Cisco Systems, Inc. All rights reserved.
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Although local preference is not a mandatory attribute, it is applied to every route. When you
are using the show ip bgp command, alocally applied default value is not shown. All other

values are displayed. Y ou should use the show ip bgp prefix command to also display the
locally applied value.

The output that is displayed from show and debug commands will vary depending on the Cisco
|OS version. Newer versions typically display moreinformation. In Cisco 10S Software
Release 12.0 and in later versions, enabling debugging of incoming routing updates will also
display the local preference attribute.

© 2005, Cisco Systems, Inc.
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Example: Monitoring Local Preference

In the figure, the network shown was used to collect output from the show and debug
commands in the next few examples.

Monitoring Local Preference (Cont.)

RTR-B RTR-C

1.1.04 1.1.04

1.2.02
AS 462 12.0.0.0

RTR-A
1.0.0.2 1.2.0.1

RTR-D

1.3.0.2 1.3.0.3 1.1.0.3
AS 2137 10.0.0.0 AS 387 14.0.0.0

router bgp 213

no synchronization

bgp default local-preference 60
network 10.0.0.0

neighbor 1.0.0.1 remote-as 213
neighbor 1.2.0.2 remote-as 462
neighbor 1.3.0.3 remote-as 387
neighbor 1.3.0.3 route-map LocPref in
]

koute—map LocPref
set local-preference 90

© 2005 Cisco Systems, Inc. All rights reserved. BGPv3.2—4-15
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Every physical connection also includes a BGP session. All monitoring and troubleshooting
commands were used on router RTR-A.

RTR-A hasoneinternal and two external neighbors. RTR-B is setting local preference 100 for
al updates, and RTR-A is setting a default local preference (value 60) for al external updates
except for those coming from router RTR-D, where aroute-map is used to set alocal

preference of 90. The following pages show the output of show and debug commands on
router RTR-A.
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Monitoring Local Preference (Cont.)

Nondefault local preference is displayed in the show ip bgp

printout.
RTR-A# show ip bgp
BGP table version is 5, local router ID is 10.1.1.1
Status codes: s suppressed, d damped, h history, * wvalid, > best, i - internal
Origin codes: i - IGP, e - EGP, ? - incomplete
Network Next Hop Metric LocPrf Weight Path
*> 10.0.0.0 0.0.0.0 o 32768 i
*>i11.0.0.0 1.0.0.1 o™ 100 0 i
* 12.0.0.0 1.2.0.2 o 0 462 i
* 1.3.0.3 90 40 387 462 i
*>i 1.1.0.4 o] 100 0 462 i
* 14.0.0.0 1.2.0.2 0 462 387 i
* 1.3.0.3 o] 90 0 387 i 2
*>i 1.1.0.3 100 0 462 387 i o
8

LocPref Coming
with Internal Route

LocPref Set with a Route-Map

© 2005 Cisco Systems, Inc. All rights reserved. BGPv3.2—4-16

The output in the figure contains routes with three different local preference values:

m  Network 10.0.0.0/8 originates locally on RTR-A, and the applied default local preference

60 is not displayed.

m  The second path for network 12.0.0.0/8 was received from RTR-D and received alocal
preference value of 90 by the route-map.

m  All routesthat are received from router RTR-B are marked as internal and have alocal
preference value of 100 set on RTR-B.

Note The output of the show ip bgp command will not display the local preference value if the
value is the same as the bgp default local-preference value in the local router. In the
example, RTR-B uses its default local preference value (100). When these routes are
propagated to RTR-A, RTR-A displays the local preference value of 100 because it is
different from the default local preference value that is configured on RTR-A.
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Monitoring Local Preference (Cont.)

All values for local preference are displayed in the show ip bgp
prefix printout.

Default local
preference is displayed.

RTR-A# show ip bgp 12.0.0.0
BGP routing table entry for 12.0.0.0/8, version 4
Paths: (3 available, best #3)

462 '*
1.2.0.2 from 1.2.0.2 (12.1.2.3)
Origin IGP, metric 0, localpref 60, wvalid, external, ref 2
387 462

1.3.0.3 from 1.3.0.3 (14.1.2.3)

Origin IGP, localpref 90, wvalid, external, ref 2

1.1.0.4 (metric 41024000) from 1.0.0.1 (11.0.0.1)
Origin IGP, metric 0, leccalpref 100, wvalid, internal, best, ref 2

002G_080
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Use the show ip bgp prefix command to see more detailed information about a specific
network, including the locally applied default local preference.
In this example, there are three paths to reach the same network:

m  Thefirst path is external and was received from router RTR-C. The new default local
preference value 60 was applied to the update.

m  The second path is external and was received from router RTR-D. The route-map was used
to set alocal preference of 90.

m  Thethird path isinternal and was received from RTR-B. The update already contained a
local preference attribute with avalue of 100.

Router RTR-A chose the last path as best because it has the highest local preference.
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Monitoring Local Preference (Cont.)

Local preference received in a BGP update is displayed in
debugging outputs in Cisco I0S Software Release 12.0 and later.

Received local
preference is displayed.

RTR-A# debug ip bgp 1.0.0.1 updates 12
BGP updates debugging is on for access list 12 for neighbor 1.0.0.1

RTR-A# clear ip bgp 1.0.0.1

03:48:17: BGP: 1.0.0.1 NEXT HOP part 1 net 12.0.0.0/8, next 1.3.0.3

03:48:17: BGP: 1.0.0.1 send UPDATE 12.0.0.0/8, next 1.3.0.3, metric O,
path 387 462

03:48:17: BGP: 1.0.0.1 rcv UPDATE w/ attr: nexthop 1.1.0.4, origin i,

P localpref 100, metric 0, path 462

03:48:17: BGP: 1.0.0.1 rev UPDATE about 12.0.0.0/8

03:48:44: BGP: 1.0.0.1 send UPDATE 12.0.0.0/8 -- unreachable

002G_061

© 2005 Cisco Systems, Inc. All rights reserved.

This figure shows the debugging output of incoming BGP updates. Because a router propagates
the local preference attribute to other routersin the same AS only, local preference will be
associated with routes sent from internal neighbors.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary

* Local preference is similar to the weight attribute in that you
can use both to influence BGP path selection, but it differs
from the BGP weight attribute in that weight is local to the
specific router on which it is configured.

* You can use local preference to ensure AS-wide route
selection policy because it can be seen on neighboring
routers without the need to reset it.

* You should avoid mixing weight and local preference
because weight has priority when you are selecting the best
path.

» Local preference can be configured using either the bgp
default local-preference preference command or with route-map
statements.

* You can display local preference with the show ip bgp or show
ip bgp prefix commands. The former displays only nondefault
local preference settings.

©2005 Cisco Systems, Inc. All rights reserved. BGP v3.2—4-19
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Lesson 3

Using AS-Path Prepending

Overview

When connections to multiple providers are required it isimportant that Border Gateway
Protocol (BGP) select the optimum route for traffic to use. The optimum, or best, route may not
be what the network designer intended based on design criteria, administrative policies, or
corporate mandate. Fortunately, BGP provides many tools for administrators to influence route
selection. One of these tools is autonomous system (A S)-path prepending.

Problems can arise when administrative policies mandate a specific return path be used for
traffic returning to the AS, but AS-path prepending potentially allows the customer to influence
the route selection of its service providers. This lesson describes AS-path prepending and the
Cisco 10S commands required to properly configure and monitor AS-path configurations and
filtering requirements for influencing route selection using AS-path prepending.

Objectives

Upon completing this lesson, you will be able to use AS-path prepending to influence the return
path that is selected by the neighboring autonomous systems in a customer scenario where you
must support multiple ISP connections. This ability includes being able to meet these
objectives:

m  Explain the need to influence BGP return path selection in a service provider environment

m  Describe the function of AS-path prepending and how you can use it to facilitate proper
return path selection

m Identify design considerations when you are implementing AS-path prepending to
influence return path selection

m |dentify the Cisco IOS commands that are required to configure AS-path prepending in a
multihomed network

m |dentify the Cisco |IOS commands that are required to monitor the operation of AS-path
prepending

m  Describe the concerns with using AS-path filters when neighboring autonomous systems
require AS-path prepending

m  Describe the function of the BGP Hide Local-Autonomous System feature in combining
separate BGP networks under asingle AS
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Return Path Selection in a Multihomed AS

This topic describes the need to influence BGP return path selection in a service provider
environment.

Return Path Selection in a

Multihomed AS

AS 21 3 < Desired Traffic Flow AS 462
10.0.0.0/8 2 Mbps

B =S

AS 387

- .- @ -

* Requirement: The return traffic to the customer must arrive over the
highest-speed access link.

002G_227
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Itisfairly easy for an ASto select the appropriate path for outgoing traffic. It is much more
complicated to influence other autonomous systems to select the appropriate path for traffic that
isreturning to a specific AS.

To configure the preferred path only for outgoing traffic and not for incoming (return) traffic is
likely to result in asymmetrical traffic flow as well as suboptimal performance of the return
traffic. In the figure, outgoing traffic is directed to the high-speed line (2 Mbps) as aresult of
configuring local preference or weight. However, the return traffic from AS 387 would take the
default path over the low-speed line (64 kbps). The low-speed line would be a limiting factor in
the overall performance that the network could achieve.

In this example, AS 213 requests AS 387 to send packets toward network 10.0.0.0/8 viaAS
462. The reason for this request is to improve network performance and minimize delay
(assuming, of course, that the connectivity between AS 387 and AS 462 is better than the direct
64-kbps link between AS 387 and AS 213).
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Default Return Path

AS 21 3 < Desired Traffic Flow AS 462
10.0.0.0/8 2 Mbps »Z
I N na
o3
Network = 10.0.0.0/8 29
AS-Path = 213 il
N 53|
Network = 10.0.0.0/8 ~o
AS-Path = 213 =)
:—@ 8
64 kbps vy \/ o
< Default Traffic Flow AS 387 §

|Path with shorter AS-path length is preferred. |

* Result: The return traffic flows over the path with the shortest AS-path
length.
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If no BGP path selection tools are configured on the route to influence the traffic flow, AS 387
will use the shortest AS path. This action will result in unwanted behavior because the return
traffic to AS 213 will be sent over the low-speed WAN link.

AS 213 announces network 10.0.0.0/8 over EBGP sessions to both AS 462 and AS 387. When
AS 213 sends EBGP updates, it changes the A S-path attribute according to BGP specifications.
Both AS 462 and AS 387 receive a BGP update for network 10.0.0.0/8 with the AS path set to
213.

Because AS 462 selects the route for network 10.0.0.0/8 that it received from AS 213 asiits best
route, AS 462 uses that route and forwardsit to AS 387. According to BGP specifications, AS
462 a so changes the AS-path attribute. AS 387 receives the route to network 10.0.0.0/8 from
AS 462 with an AS path set to 462 213.

AS 387 has now received two alternative routes to network 10.0.0.0/8 (the direct route from AS
213 and the route through AS 462). Because nothing is configured in AS 387 to influence the
flow of traffic, the router will use the BGP route selection rule of shortest AS path to select the
best return path to network 10.0.0.0/8.

© 2005, Cisco Systems, Inc. Route Selection Using Attributes 4-39

ht %I?&m ﬁfﬁ g“ltation for this material are the property of Cisco Systems, Inc.,
r personal study. The files or printed representations may not be

used in commercial training, and may not be distributed for purposes other than individual self-study.



Proper Return Path Selection

1A030201 gls < Desiret; ;:':fﬂc Flow AS 462
.0.0. ps
N ==

fﬁjﬁ —

Default Traffic Flow AS 387

002G_229

Q: How do you select the proper return path from AS 387?
A: Use local preference in AS 387.

Q: Will the administrator of AS 387 configure it?
A: Unlikely.

© 2005 Cisco Systems, Inc. All rights reserved. BGP V3245

Remember that the incoming traffic flow (from the perspective of AS 213) will be aresult of
the route selection for outgoing traffic in AS 387. The traffic that is going out from AS 387 will
end up asincoming trafficin AS 213.

If AS 387 configures some changes that cause the route selection process for outgoing traffic to
prefer to reach network 10.0.0.0/8 via AS 462, the changes would result in behavior matching
the desired administrative policy for AS 213, which specifies that incoming traffic to the AS
should be received over the high-speed link.

One way to accomplish the desired administrative policy in AS 213 is to configure the router in
AS 387, which is receiving EBGP updates directly from AS 213, to assign alocal preference
value less than the default value (100) to all routes that are received from AS 213. The router in
AS 387 isaso configured specifically not to set local preference on External Border Gateway
Protocol (EBGP) routes that are received from AS 462. This configuration resultsin
assignment of the default value of 100 to all routes received from AS 462. When the route
selection processin AS 387 selects the best route to reach network 10.0.0.0/8, the differencein
local preference values causes AS 387 routers to select the path via AS 462 as the best.

However, all the configuration work to complete this process must be performed in AS 387.
The network administrators of AS 387 would be required to modify the router configurationsin
AS 387 to satisfy the administrative policy requirements of AS 213. All changes must be
documented and maintained according to the rules and procedures that have been adopted by
AS 387.

If AS 387 isamagjor Internet service provider (ISP), the network administrators most likely are
too busy doing other things to tailor router configurations that are based on the demand of a
single leaf (nontransit) AS that lacks bandwidth on a redundant connection.

4-40 Configuring BGP on Cisco Routers (BGP) v3.2 © 2005, Cisco Systems, Inc.

ht %I?&m ﬁfﬁ g“ltation for this material are the property of Cisco Systems, Inc.,
r personal study. The files or printed representations may not be

used in commercial training, and may not be distributed for purposes other than individual self-study.



BGP Route Selection Rules

* BGP route selection uses the following criteria:
— Prefer largest weight.
— Prefer largest local preference.
— Prefer routes that the router originated.
— Prefer shorter AS paths.
— Use other route selection rules.

* Manipulating the outgoing AS-path length could result in proper
return path selection.

©2005 Cisco Systems, Inc. All rights reserved. BGPv32—4-6

Recall that BGP route selection uses the following criteria:
m  Prefer the largest weight.

m  Prefer thelargest local preference.

m Prefer routes that the router originated.

m  Prefer shorter AS paths.

m  Then, prefer all other route selection criteria

Itisunlikely that the operator of an AS can request changes in router configurations in another
AS. Thislimitation makes it virtually impossible to influence another AS to select the desired
path based on the weight and local preference attributes, because both options would require
configuration changes in the neighboring AS.

But if both the weight and the local preference parameters are left at their default settings, they
will not indicate a difference. This configuration causes the route selection process to continue
down the list of selection criteria. The third criterion for selection will not influence route
selection in this scenario, because none of the routes originated at the router that is performing
the route selection. The fourth criterion will apply, however, because the AS paths have
different lengths.

If the AS path is not manually manipulated by some administrative means, the path going over
the fewest number of autonomous systemsis selected by the router regardless of available
bandwidth. However, if the AS that is attempting to influence the incoming traffic flow is
sending out EBGP updates with a manipulated AS-path attribute over that undesired path, the
receiver of this updateislesslikely to select it as the best because the AS path now appears to
be longer.

The benefit of manipulating AS paths to influence the route selection is that the configuration
that is needed isdone in the AS that is requesting a desired return path.
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AS-Path Prepending

This topic describes the function of AS-path prepending and how you can use it to facilitate
proper return path selection.

AS-Path Prepending

* Manual manipulation of AS-path length is called AS-path
prepending.

e The AS path should be extended with multiple copies of the
AS number of the sender.
e AS-path prepending is used to:
— Ensure proper return path selection
— Distribute the return traffic load for multihomed customers

©2005 Cisco Systems, Inc. All rights reserved. BGPV32 47

Y ou can manipulate AS paths by prepending AS numbersto existing AS paths. Normally, you
perform AS-path prepending on outgoing EBGP updates over the nondesired return path.
Because the AS paths sent out over the nondesired link become longer than the AS path sent
out over the preferred path, the nondesired link is now lesslikely to be used as the return path.

The length of the AS path is extended because additional copies of the AS number of the sender
are prepended to (added to the beginning of) the AS-path attribute. To avoid clashes with BGP
loop prevention mechanisms, no other AS number, except that of the sending AS, should be
prepended to the AS-path attribute.

If another AS number is prepended in the AS path, the routersin the AS that has been
prepended will reject the update because of BGP loop prevention mechanisms.

Y ou can configure prepending on arouter for all routing updates that you send to a neighbor or
only on a subset of them.
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Example: AS-Path Prepending

In this example, administrative policy in AS 213 prefers that the low-speed link be used for
backup purposes only.

AS-Path Prepending (Cont.)

AS 213 < Resulting Traffic Flow AS 462 |
10.0.0.0/8 2 Mbps =
Network = 10.0.0.0/8 S0
AS-Path = 213 py =I:' ’“?
. 53
Network = 10.0.0.0/8 NS
AS-Path =213 213 213 Ne
wo

64 kbps A
AS|387

The AS path is extended with the AS number of the sender. |

The path with the shortest AS-path length is selected.lg'

* Result: The return traffic flows over the desired return path.
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Aslong as the high-speed link between AS 213 and AS 462 is available, all traffic should flow
toward AS 213 using the high-speed link.

To accomplish this goal, you can configure the router in AS 213 that sends EBGP updates to
AS 387 by prepending the AS path with two copies of the AS number 213. AS 387 receives
two aternative routes to reach network 10.0.0.0/8: the update that it has received directly from
AS 213 (that has amanipulated AS path with alength of three) and the update that it has
received via AS 462 (that was not manually manipulated and therefore contains an AS-path
length of two).

When AS 387 starts the route selection process to determine which route to use to reach
network 10.0.0.0/8, it checks the AS-path length after the weight and local preference
parameters. In this case, neither weight nor local preference has been configured, so the length
of the AS path will be the deciding factor in the route selection process. Consequently, AS 387
prefers the shortest AS path and thus forwards packets toward network 10.0.0.0/8 via AS 462.
The desired administrative policy has been met, and AS 213 will receive incoming traffic over
the high-speed link.

If the forwarding path from AS 387 viaAS 462 to AS 213 and network 10.0.0.0/8 is later
broken, the BGP update to reach network 10.0.0.0/8 is revoked. In case of such a network
failure, AS 387 will have only one remaining path to reach network 10.0.0.0/8. The route
selection process now has only one choice, the route directly to AS 213 over the low-speed
WAN link. The low-speed link will therefore serve as backup to the high-speed WAN link.
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AS-Path Prepending (Cont.)

AS 213 AS 462

10.0.0.0/8
1

Network = 10.0.0.0/8
AS-Path = 213

Network = 10.0.0.0/8
AS-Path = 213 387

==

The AS path is extended with
the AS number of the receiver.

2G_231

AS 387

The update is rejected
because of loop prevention.

* Prepend the AS path with the AS number of the sender, not the AS
number of the receiver.

© 2005 Cisco Systems, Inc. All rights reserved. BGP V3249

When you are manually manipulating AS paths, the only valid AS number that you can
prepend is the AS number of the sender. Prepending any other AS number will cause problems.

In the example, AS 213 is prepending AS number 387. The egress router performs AS-path
prepending when the route is on its way to be transmitted to AS 387. After the manual
manipulation, BGP automatically changes the AS path according to the BGP specifications.
Thelocal AS number should always be added first when updates are sent over an EBGP
session. Therefore, when AS 387 receives the BGP update, the AS path contains the value 213
387. The AS number 387 was set by the manual manipulation, and the AS number 213 was
prepended automatically by BGP because the update was sent over an EBGP session.

When the edge router in AS 387 receives the BGP update, it checksthe AS path to verify that
the BGP updates were not propagated accidentally by a routing loop. Because the edge router
findsits own AS number in the AS path, it assumes that the BGP update has already been in
AS 387. According to the BGP specification, the update will be silently ignored.

Now assumethat AS 213 had, for the manual manipulation, used a different AS number, not its
own and not AS number 387. Would AS 387 now have accepted the update? The answer is yes.
However, in this scenario, a problem would have appeared at alater stage when the route
finaly reached the actual AS belonging to the manually prepended AS number. This AS would
have rejected the route because it would have found its own AS number somewherein the AS
path.
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AS-Path Prepending Design Considerations

This topic identifies design considerations when you are implementing A S-path prepending to
influence return path selection.

AS-Path Prepending

Design Considerations

* There is no exact mechanism to calculate the required
prepended AS-path length.

 If a primary and backup scenario is desired:

Use along prepended AS path over the backup link to ensure that the
primary AS path will always be shorter.

— Along backup AS path consumes memory on every Internet router.
Experiment with various AS-path lengths until the backup link
is idle.
— Add a few more AS numbers for additional security (unexpected changes in
the Internet).
« If traffic load distribution is desired:

— Start with a short prepended AS path, monitor link use, and extend the
prepended path length as needed.

— Continuously monitor the link use and change the prepended
AS-path length if required.

©2005 Cisco Systems, Inc. All rights reserved. BGP v3.2—4-10

How many copies of the AS number of the sender should you prepend to the AS path? The
answer depends on the goal's of the administrative policy. In the general case, it is not easy to
determine the exact number of required AS numbersto prepend. The sending AS does not
know what alternative paths are available to other autonomous systems.

The following are two typical casesin which you can use AS-path prepending for return path
selection:

m  Establishing a primary/backup link: As an announced backup (prepended) route
propagates through the Internet, al the routers along the way that receive the route need to
store it together with its AS-path attribute. If thisinformation islong, it will consume extra
memory in these routers. However, because routers forward only routes that are selected as
best, an AS that receives multiple alternatives to a destination will select the route with the
shortest AS path and forward only that route.

In the case where both the primary and the secondary link are up, the neighboring AS will
receive two routes to the same destination that differ only in the AS-path length. The route
with the shorter AS path will be subsequently advertised through the Internet.

In the case where the primary link fails, the route with the longer AS path is the only
remaining route. As aresult, the primary route is withdrawn, and the prepended route is
advertised through the Internet. In this case, extra memory will be consumed in each
Internet router because of the storage of the prepended (longer) AS path.
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The longer the AS path that is announced to the EBGP neighbor on the other side of the
backup link, the less likely it is that incoming traffic will be received from that neighbor.
The network administrator can make a clever guess about how many copies of the AS
number to prepend. After the prepending is implemented, the network administrator hasto
examine the result. If the expected result is not achieved, the configuration can be changed
and afew more copies of the AS number can be prepended.

After AS-path prepending has generated the desired results, the network administrator may
take the precaution of prepending afew more copies of the AS number to the AS path. This
action protects the customer from packets being routed over the backup link at a possible
later stage when the topology between remote autonomous systems has unexpectedly
changed, yielding alonger AS path to reach the primary link.

m  Distributing theload of return traffic: In amultihomed scenario, there is no way to
exactly predetermine the volume of traffic that will be received over aparticular link. The
traffic load on different links will change depending on where the senders are located
(which autonomous systems they belong to). The network topology and the way that
different remote autonomous systems are interconnected may aso change with time,
changing the load distribution. Only constant monitoring and fine-tuning will ensure that
the desired results are achieved.

In afirst attempt at load distribution, the network administrator can configure a router that
is connected to an overused link to prepend only afew extra copies of the local AS number.
After the network has been given time to converge, the network administrator must check
the change in load distribution. Monitoring of the load must be done for a period long
enough to be statistically significant (several days or more). If enough volume of traffic has
not moved from the overused link to the underused link, the administrator must prepend
more copies of the local AS number, and the process of resending local routes and
monitoring the results starts al over again.
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Configuring AS-Path Prepending

This topic identifies the Cisco |OS commands that are required to configure AS-path
prepending in a multihomed network.

Configuring AS-Path Prepending

router (config) #

route-map name permit sequence
match condition
set as-path prepend as-number [ as-number .. ]

e Prepends the specified AS number sequence to the routes
matched by the route-map entry

* AS numbers prepended to the AS path from the BGP table; the
AS number of the sender always prepended to the end result

router (config-router) #

|neighbor address route-map name out |

« Applies the route-map to outgoing updates sent to the specified
BGP neighbor

©2005 Cisco Systems, Inc. All rights reserved. BGPV3.2—4-11

Y ou can configure manual manipulation of the AS-path attribute (prepending) using a route-
map with the set as-path prepend command. The route-map is used to prepend the specified
AS numbers to outgoing EBGP route updates that are matched with the match condition, as
specified in the route-map. AS-path prepending is completed first, and then the route is subject
to the normal AS-path modification procedures when it is sent over an EBGP session.

Y ou can aso use the route-map to select only a subset of routes that should have their AS path
manually manipulated. Use the set as-path prepend command with the appropriate r oute-map
per mit statement.

Note Changing an outgoing route-map affects only the BGP updates that are sent after the
change. To propagate the new and longer AS path with all announced routes, the routes
must all be resent by the router. To do this, use the privileged EXEC command clear ip bgp
with the soft out qualifier.

set as-path

To modify an AS path for BGP routes, use the set as-path route-map configuration command.

m  set as-path {tag | prepend as-path-string}

To not modify the AS path, use the no form of this command.

m  noset as-path {tag | prepend as-path-string}
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Syntax Description

Parameter Description

tag Converts the tag of a route into an AS path

Applies only when redistributing routes into BGP

prepend as-path-string Appends the string that follows the keyword prepend to the AS
path of the route that is matched by the route-map

Applies to inbound and outbound BGP route-maps
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Example: Configuring AS-Path Prepending

In this example, the lower router in AS 213 is configured to prepend its own AS number five
timesfor al updates that are sent to the EBGP neighbor 1.0.0.2in AS 387.

Configuring AS-Path Prepending (Cont.)

AS 213 AS 462
10.0.0.0/8

AS 387

= T &
é_ 64 kbps

1.0.0.2

route-map prepend permit 10
set as-path prepend 213 213 213 213 213
!

router bgp 213
neighbor 1.0.0.2 remote-as 387
neighbor 1.0.0.2 route-map prepend out

002G _232

©2005 Cisco Systems, Inc. All rights reserved.

BGPv3.2—4-12

This configuration will result in AS 387 receiving aroute to network 10.0.0.0/8 with an AS
path containing the AS number 213 six times (213 213 213 213 213 213). In accordance with

BGP specifications, Cisco 10S software automatically adds the sixth copy of the AS number as
the route leaves AS 213.

The configuration of the AS 213 router is completed in two steps:

Step 1 First, aroute-map named “ prepend” is created. The route-map selects all BGP routes
and prepends five copies of 213 to the existing AS-path attribute that is already

attached to each route. The lack of match conditions in the route-map indicates that
all routes are matched.

Step 2 The route-map is applied to al outgoing updates to the EBGP neighbor 1.0.0.2.
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Monitoring AS-Path Prepending

This topic identifies the Cisco |OS commands that are required to monitor the operation of AS-
path prepending.

Monitoring AS-Path Prepending

» AS-path prepending cannot be monitored or debugged
on the sending router.

— debug ip bgp updates displays the BGP entry prior to route-
map processing.

— show route-map does not display how many routes have
matched a route-map entry.

* Results of AS-path prepending can be observed on the
receiving router.

©2005 Cisco Systems, Inc. All rights reserved. BGPV3.2—4-13

When you are monitoring AS-path prepending, the router doing the prepending is not the
proper point to observe the results of the AS-path prepend operation. For instance, output from
the debug ip bgp updates command does not display the prepended paths, because the route-
map doing the prepending is applied afterward.

The show route-map command displays the configuration details of aroute-map. The
matching criteria and A S-path manipulation are displayed as output of the command. However,
thereis no indication of how many routes have been matched by a route-map statement and
thus had their AS paths manipul ated.

A better place for observing AS-path prepending is on the router receiving the BGP update that
contains the prepended AS path. At that point, you can use the pattern of AS number sequences
in the received AS-path attribute of received routes to find the routes that have a prepended AS
path.
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Monitoring AS-Path Prepending (Cont.)

router>

|show ip bgp regexp regular-expression |

» Displays all BGP routes with AS paths matching a regular
expression

AS387# show ip bgp regexp ~213 213
BGP table version is 2, local router ID is 1.0.0.2

Status codes: s suppressed, d damped, h history, * wvalid, > best,
i - internal

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*#> 10.0.0.0 1.0.0.1 0 0 213 213 213 i

002G6_233

© 2005 Cisco Systems, Inc. All rights reserved.

In the figure, the show ip bgp regexp command is used to find all the routesin the BGP table
of the receiving router in AS 387 that are directly received from AS 213 and have at |east one
extra copy of AS number 213 in their AS path. Network 10.0.0.0/8 is displayed as the only
route meeting this selection criterion. The AS path has been prepended with two extra copies of

AS 213. The egressrouter in AS 213 automatically added the third copy of AS 213 because the
route was sent across an EBGP session.
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AS-Path Filtering Concerns with AS-Path
Prepending

This topic describes the concerns of using AS-path filters when neighboring autonomous
systems require AS-path prepending.

AS-Path Filtering Concerns? AS-Path

Prepending

AS 213 AS 462

10.0.0.0/8
T

Network = 10.0.0.0/8
AS-Path = 213 213

3

1.0.01 AS 387

These AS-path filters do not work if the
customers are using AS-path prepending.

ip as-path access-list 10 permit “[0-9]+$
t

router bgp 387
neighbor 1.0.0.1 remote-as 213
neighbor 1.0.0.1 filter-list 10 in

00ZG_234

« Service providers usually use AS-path filters to control
incoming BGP updates from their customers.

©2005 Cisco Systems, Inc. All rights reserved. BGPV32—4-15

Service providers normally expect their customersto send routes that originate only inthe AS
of the customer. However, because customers might not do so, proactive thinking and care for
the rest of the Internet cause the service provider to implement AS-path filters on incoming
updates that are received from their customers.

The network administrator of the service provider in the figure could configure individual
filtersfor each neighbor. However, a single AS-path access-list permitting only AS paths with a
length of exactly one AS number would be a better solution because the service provider can
uniformly apply it to all incoming routes from all customers (possibly using a peer group).

In the figure, the service provider (AS 387) has configured afilter-list, which alowsonly AS
paths that have alength of one AS number. When the customer changes its router configuration
and starts to announce network 10.0.0.0/8 with a prepended AS path, the filter-list for incoming
routes to AS 387 in the service provider router will filter those routes out. Thisfiltering results
in asituation where the network 10.0.0.0/8 is not reachable over the link between AS 213 and
AS 387. Therefore, the backup function is not available.

Network 10.0.0.0/8 is, however, still reachable viathe path going through AS 462. This
situation meansthat AS 387 can send packets to network 10.0.0.0/8 but not over the direct link
to AS 213. Thisfailure may be hard to detect because, during normal conditions, al
autonomous systems in the figure can exchange traffic.

After AS 387 loses the route to network 10.0.0.0/8 viaAS 462, possibly because the primary
link between AS 213 and AS 462 is gone, the problem will be obvious. AS 387 can now no
longer reach network 10.0.0.0/8 at all, athough the physical link between AS 213 and AS 387
isavailable.

4-52 Configuring BGP on Cisco Routers (BGP) v3.2 © 2005, Cisco Systems, Inc.

ht %I?&m ggﬁ? g“ltation for this material are the property of Cisco Systems, Inc.,
r personal study. The files or printed representations may not be

used in commercial training, and may not be distributed for purposes other than individual self-study.



AS-Path Filtering Concerns? AS-Path

Prepending (Cont.)

* The incoming AS-path filters of the service provider
need to be modified to support AS-path
prepending.

» To support AS-path prepending, service providers
should implement regular expression variables to
create a uniform AS-path filter for all customers.

— Example: ~([0-9]+)(_\1)*$

© 2005 Cisco Systems, Inc. All rights reserved.
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Because the AS of the service provider will receive customer routes with prepended AS-paths
that have a length greater than one AS number, the provider must modify itsincoming filters.

The service provider needs to create a new inbound regular expression filter, using regular
expression variables and parentheses for recall.

What is needed is afilter that will allow any AS path containing one or multiple copies of the
same AS number. An example of such afilter is asfollows:

= A[0-9H)(\D)*3

Thisfilter matches any AS path beginning with any AS number and continues with no or
multiple repetitions of that same AS number (the variable “\1” repeats the value in the
brackets). The regular expression would therefore match AS paths 99 99 99, 2 2 2, or 100, but
it would not match AS path 100 99.
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AS-Path Filtering Concerns? AS-Path

Prepending (Cont.)

AS 213 AS 462

10.0.0.0/8
|
2 Mbps

Network = 10.0.0.0/8
AS-Path = 213 213 AS 387

1.0.0.1

The modified AS-path filter accepts all paths J
that contain only the customer’s AS number.

ip as-path access-list 10 permit *213( 213)*$
A -

router bgp 387
neighbor 1.0.0.1 remote-as 213
neighbor 1.0.0.1 filter-list 10 in

02G_226

© 2005 Cisco Systems, Inc. All rights reserved. BGPv3.2—4-18

In the figure, the service provider (AS 387) has configured an individua filter for all routes that
arereceived directly from AS 213. The AS path is required to start with 213. Then multiple
copies of 213 may follow it. The asterisk alows for zero occurrences, permitting the AS path
with asingle copy of 213 aswell.

If the same service provider router has more customers that are attached to it, they will all
require an individual filter-list because the AS number of the customer is explicitly indicated in
the regular expression.

An alternative would be to implement the AS-path filter by using regular expression variables.

4-54 Configuring BGP on Cisco Routers (BGP) v3.2 © 2005, Cisco Systems, Inc.

ht gjﬁ ﬂ% gﬁ gﬁation for this material are the property of Cisco Systems, Inc.,
r personal study. The files or printed representations may not be

used in commercial training, and may not be distributed for purposes other than individual self-study.



BGP Hide Local-Autonomous System

This topic describes how the BGP Hide L ocal-Autonomous System feature simplifies the task
of changing the AS number in a BGP network.

BGP Hide Local-Autonomous System

Feature

* Allows you to transparently change the AS number
for the entire BGP network

» Ensures that routes can be propagated throughout
the AS

* neighbor local-as command in address family or
router configuration mode allows customization of
the AS number for EBGP peer groupings

©2005 Cisco Systems, Inc. All rights reserved. BGPv3.2—4-19

Changing the AS number may be necessary when two separate BGP networks are combined
under asingle AS, a situation that typically occurs when one | SP purchases another | SP.
Changing the AS number in a BGP network can be difficult because, during the transition,
Internal Border Gateway Protocol (IBGP) peerswill rgject externa routes from peers with a
local AS number in the AS number path to prevent routing loops. The BGP Hide Local-
Autonomous System feature allows you to transparently change the AS number for the entire
BGP network and ensure that routes can be propagated throughout the AS, while the AS
number transition isincomplete.

neighbor local-as

To alow customization of the AS number for EBGP peer groupings, use the neighbor local-as
command in address family or router configuration mode.

m neighbor {ip-address| peer-group-name} local-as as-number [no-prepend]

To disable this function, use the no form of this command.

® noneighbor {ip-address| peer-group-name} local-as as-number
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Syntax Description

Parameter Description

ip-address IP address of the local BGP-speaking neighbor.
peer-group-name Name of a BGP peer group.

as-number Valid AS number from 1 to 65535.

Do not specify the AS number to which the neighbor belongs.

no-prepend Configures the router to not prepend the local AS number to any
routes received from an external peer.

The neighbor local-as command is used initially to configure BGP peers to support two local
AS numbers to maintain peering between two separate BGP networks. This configuration
allows the ISP to immediately make the transition without any impact on existing customer
configurations. When the customer configurations have been updated, the next step isto
complete the transition from the old AS number to the new AS number.

When the neighbor local-as command is configured on a BGP peer, the local AS number is
automatically prepended to all routes that are learned from EBGP peers by default. This
behavior, however, makes changing the AS number for a service provider or large BGP
network difficult because routes with the prepended AS number will be rejected by IBGP peers
that are configured with the same AS number. For example, if you configure an IBGP peer with
the neighbor 10.0.0.2 local-as 20 statement, all routes that are learned from the 10.0.0.2
external peer will automatically have the AS number 20 prepended. Internal routers that are
configured with the AS number 20 will detect these routes as routing loops and reject them.
This behavior requires you to change the AS number for all IBGP peers at the same time.
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Summary

This topic summarizes the key points discussed in this lesson.

Summary

« If the preferred path for incoming (return) traffic is not
configured, the likely result is an asymmetrical traffic flow as
well as suboptimal performance of the return traffic.

e AS-path prepending is performed on outgoing EBGP
updates over the nondesired return path or the path where
the traffic load should be reduced.

* You should use along prepended AS path over the backup
link to ensure that the primary AS path will always be
shorter. However, care should be taken because a long
backup AS path consumes memory.

* Manual manipulation of the AS-path attribute (prepending) is
configured using a route-map with the set as-path prepend
command.

* Monitoring AS-path prepending is best accomplished on the
router that is receiving the prepended routes because the
prepended path will not be visible on the prepending router.

© 2005 Cisco Systems, Inc. All rights reserved.

Summary (Cont.)

* You can use the show ip bgp regexp command to find all the
routes on the receiving router with prepended AS paths.

e Service providers with customers that use AS-path
prepending must create new AS-path filters using specific
AS-path entries or with regular expression variables to
accommodate AS-path lengths greater than one AS number.

e The BGP Hide Local-Autonomous System feature allows you
to transparently change the AS number for the entire BGP
network and ensure that routes can be propagated
throughout the AS, while the AS number transition is
incomplete.

©2005 Cisco Systems, Inc. All rights reserved.
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Lesson 4

Understanding BGP Multi-Exit
Discriminators

Overview

When connections to multiple providers are required, it isimportant that Border Gateway
Protocol (BGP) select the optimum route for traffic to use. It is equally important that the return
path that is selected be the optimum return path into the autonomous system (AS). The
optimum, or best, route may not be what the network designer intended based on design
criteria, administrative policies, or corporate mandate. Fortunately, BGP provides atool for
administrators to influence route selection, the multi-exit discriminator (MED) attribute.

This lesson discusses how to influence BGP route selection by setting the BGP MED attribute
of outgoing BGP routes. Two methods that are used to set the MED attribute, the default MED
and route-maps, are discussed in this lesson. In addition to basic MED attribute configuration,
advanced commands to manipulate MED properties are discussed, as well as how to monitor
and troubleshoot the BGP table to verify correct MED configuration and to properly influence
path selection.

Objectives

Upon completing this lesson, you will be able to use the MED attribute to influence route
selection in a customer scenario in which you must support multiple ISP connections. This
ability includes being able to meet these objectives:

m  Describe how the MED can be used to facilitate proper return path selection

m  Explain how the value of the MED attribute changes inside a BGP AS and between
different BGP autonomous systems

m |dentify the Cisco IOS command that is required to configure changes to the default BGP
MED on a Cisco |10S router

m |dentify the Cisco IOS commands that are required to configure the BGP MED using route-
maps

m |dentify the Cisco IOS commands that are required to configure advanced MED features on
Cisco routers

m  |dentify the Cisco IOS commands that are required to monitor the BGP MED

m Identify the Cisco |OS commands that are required to troubleshoot the BGP MED
configurations
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Selecting the Proper Return Path

This topic describes how you can use the MED attribute to facilitate proper return path
selection.

Selecting the Proper Return Path

AS 213 Desired Traffic Flow

- 2 Mbps
% wJ

N
[~~—E8cP_—
IBGP IBGP
m L

X A
L N
a 64 Kbps

Default Traffic Flow

AS 462

002G_062

Q: How can you make sure that the return traffic takes the right
path?

©2005 Cisco Systems, Inc. All rights reserved.

When multiple connections between providers are required, BGP attributes such as weight and
local preference solve only half the problem: how to choose the right path out of the AS. This
topic focuses on the second, more complex half of the problem: how to influence neighboring
autonomous systems to choose the correct return path back into the AS.
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Multi-Exit Discriminator

* You can use the MED to influence path selection in neighbor
autonomous systems.

* An AS can specify its preferred entry point using the MED in
outgoing EBGP updates.

e The MED is not propagated outside of areceiving AS.
* The default value of the MED attribute is 0.

e The MED is called the “metric” in Cisco I0S software.
e The MED is a “weak” metric.

A lower MED value means more preferred.

© 2005 Cisco Systems, Inc. All rights reserved. BGPV3.2—4-4

The MED attribute is a hint to external neighbors about the preferred path into an AS when
multiple entry points exist. Y ou can apply the MED attribute on outgoing updatesto a
neighboring AS to influence the route selection processin that AS. The MED attribute is useful
only when there are multiple entry pointsinto an AS.

The MED attribute, which is sent to an external neighbor, will be seen only within that AS. An
AS that receives aroute that contains the MED attribute will not advertise that MED beyond its
local AS.

The default value of the MED attribute is 0. A lower value of the MED attribute indicates a
more preferred path.

The MED attribute is considered a“weak” metric. In contrast with weight and local preference,
arouter will prefer a path with the smallest MED value but only if the weight, local preference,
AS-path, and origin code attributes are equal. Using the MED may not yield the expected result
if the neighboring AS modifies any of the stronger BGP route selection mechanisms.

Note The term that is used in Cisco 10S software for MED is “metric.” The term “metric” also
applies to the set command that is used in route-maps as well as all show and debug
commands.
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MED Propagation in a BGP Network

This topic explains how the value of the MED attribute changes inside aBGP AS and between
different BGP autonomous systems.

MED Propagation in a BGP Network
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ri can be modified removed for routes not
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—MULTI_EXIT_DISC is cop
from main routing table for
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MULTI_EXIT_DISC
can be modified H
with a route-map.
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The figure shows how the value of the MED attribute is assigned, depending upon the routing
information source. A route-map must be configured on arouter to manually assign avalueto
the MED attribute. For the networks that are also present in the BGP table, the router assigns a
default value from the metric in the routing table and copiesit into the MED attribute. The

MED attribute is automatically removed on external sessionsif the attribute did not originate in
thelocal AS.
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Changing the Default MED

This topic describes the Cisco |OS command that is required to configure changes to the default
BGP MED on a Cisco |0S router.

Changing the Default MED

router (config-router) #

| default-metric number

e The MED is copied from the IGP cost in the router that sources
the route (through the network command or through route
redistribution).

* You can change the MED value for redistributed routes with the
default-metric command.

©2005 Cisco Systems, Inc. All rights reserved. BGPV32—4-6

The MED is not a mandatory attribute, and thereis no MED attribute that is attached to a route
by default. The only exception isif the router is originating networks that have an exact match

in the routing table (through the networ k command or through redistribution). In that case, the
router uses the metric in the routing table as the MED attribute value.

Using the default-metric command in BGP configuration mode causes all redistributed
networks to have the specified MED value.

default-metric (BGP)

To set the default metric (MED) value for BGP routes, use the default-metric command in
router configuration mode.

m  default-metric number

To return to the default state, use the no form of this command.

m no default-metric number

Syntax Description

Parameter Description
number Default metric value that is appropriate for the specified routing
protocol
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Changing the MED with Route-Maps

Thistopic lists the Cisco |OS commands that are required to configure changes to the BGP
MED attribute with route-map statements.

Changing the MED with Route-Maps

router (config) #

route-map name permit sequence
match condition
set metric value

* Changes MED for routes matched by the route-map entry

router (config-router) #

neighbor address route-map name in | out

e Applies a route-map to incoming updates from a specified
neighbor or to outgoing updates to a specified neighbor

* Per-neighbor MED configured by using a route-map with no
match condition

©2005 Cisco Systems, Inc. All rights reserved.

Y ou can use aroute-map to set the MED on incoming or outgoing updates. Use the set metric
command within route-map configuration mode to set the MED attribute.
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Example: Changing the MED with Route-Maps

The example shows how to set a per-neighbor MED on an outgoing update.

Changing the MED with Route-Maps (Cont.)

router bgp 213

route-map MED
set metric 100

neighbor 1.2.3.4 remote-as 462
neighbor 1.2.3.4 route-map MED out
'

AS 213 v <

Desired Traffic Flow

AS 462

IBGP

2 Mbps
N

EBGP

EBGP

I N
64 kbps

Default Traffic Flow

router bgp 213
neighbor 3.4.5.6
neighbor 3.4.5.6 r
1
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route-map MED
set metric 5000

emote-as 462
oute-map MED out

002G_084

BGP v3.2—4-8

The result of this action is that the neighboring AS will prefer the upper link to AS 213. The
solution, of course, relies on the neighboring AS not changing the weight, local preference,

AS-path, or origin code attributes in updates that it receives from AS 213.

© 2005, Cisco Systems, Inc.
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Advanced MED Configuration

Thistopic lists the Cisco |OS commands that are required to configure advanced MED features
on Cisco routers.

Advanced MED Configuration

router (config-router) #

| bgp always-compare-med

* By default, the MED is considered only during selection of
routes from the same AS.

* With always-compare-med, the MED is also considered for routes
coming from a different AS.

router (config-router) #

bgp bestpath med missing-med-worst

 If the MED is not attached to a BGP route, it is interpreted as
value 0, and thus as the best metric.

e With this command, a missing MED is interpreted as infinity
(worst).

©2005 Cisco Systems, Inc. All rights reserved. BGPV32 49

Several rules exist on when and how you should use the MED attribute:

m You should use the MED in the route selection process only if both (all) paths come from
the same AS. Use the bgp always-compar e-med command to force the router to compare
the MED even if the paths come from different autonomous systems. Y ou need to enable
this option in the entire AS; otherwise, routing loops can occur.

m  According to a BGP standard describing MED, you should regard a missing MED attribute
as an infinite value. Cisco |OS software, on the other hand, regards a missing MED
attribute as having avalue of 0. Use the bgp bestpath med missing-med-wor st command
when combining equipment from different vendors. An even better solution isto make sure
that every update carries a MED attribute.
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Advanced MED Configuration (Cont.)

router (config-router) #

|bgp bestpath med confed

» By default, the MED is considered only during selection of
routes from the same AS, which does not include intra-
confederation autonomous systems.

» Use this command to allow routers to compare paths learned
from confederation peers.

router (config-router) #

bgp deterministic-med

* This command changes the BGP route selection procedure to a
deterministic but slower one.

© 2005 Cisco Systems, Inc. All rights reserved. BGPv3.2—4-10

Y ou must use the bgp bestpath med confed command when you use the MED within a
confederation to influence the route selection process. A router will compare MED values for
the routes that originate in the confederation.

When you enable a deterministic MED comparison, you allow arouter to compare MED values
before it considers BGP route type (external or internal) and Interior Gateway Protocol (IGP)
metric to the next-hop address. The router will compare MED values immediately after the
AS-path length.

Note Cisco recommends enabling the bgp deterministic-med command in all new network
rollouts. For existing networks, you must deploy the command either on all routers at the
same time or incrementally, with care to avoid possible IBGP routing loops.
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Example: Advanced MED Configuration

The following example demonstrates how the bgp deter ministic-med and bgp always-
compar e-med commands can influence MED-based path selection. Consider the following
BGP routes for network 172.16.0.0/16 in the order that they are received:

entry 1: AS(PATH) 65500, med 150, external, rid 192.168.13.1
entry 2: AS(PATH) 65100, med 200, external, rid 1.1.1.1
entry 3: AS(PATH) 65500, med 100, internal, rid 192.168.8.4

Note BGP compares multiple routes to a single destination in pairs, starting with the newest entry
and moving toward the oldest entry (starting at the top of the list and moving down). For
example, entry 1 and entry 2 are compared. The better of these two is then compared to
entry 3, and so on.

In the case where both commands are disabled, BGP compares entry 1 and entry 2. Entry 2 is
chosen as the better of these two because it has alower router-ID. The MED is not checked
because the paths are from a different neighbor AS. Next, entry 2 is compared to entry 3. BGP
chooses entry 2 as the best path because it is external.

In the case where the bgp deter ministic-med command is disabled and the bgp always-
compar e-med command has been enabled, BGP compares entry 1 to entry 2. These entries are
from different autonomous systems, but because the bgp always-compare-med command is
enabled, the MED is used in the comparison. Entry 1 is the better of these two entries because it
has alower MED value. Next, BGP compares entry 1 to entry 3. The MED is checked again
because the entries are now from the same AS. BGP chooses entry 3 as the best path.

In the case where the bgp deter ministic-med command has been enabled and the bgp always-
compar e-med command has been disabled, BGP groups routes from the same AS together and
compares the best entries of each group. The BGP table looks like the following:

entry 1: AS(PATH) 65100, med 200, external, rid 1.1.1.1
entry 2: AS(PATH) 65500, med 100, internal, rid 192.168.8.4
entry 3: AS(PATH) 65500, med 150, external, rid 192.168.13.1

Thereisagroup for AS 65100 and a group for AS 65500. BGP compares the best entries for
each group. Entry 1 isthe best of its group because it is the only route from AS 100. BGP
compares entry 1 to the best of group AS 65500, entry 2 (because it has the lowest MED).
Because the two entries are not from the same neighbor AS, the MED is not considered in the
comparison. The EBGP route wins over the IBGP route, making entry 1 the best route.

If the bgp always-compare-med command were also enabled, BGP would have taken the
MED into account for the last comparison and have selected entry 2 as the best path.
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Monitoring the MED

Thistopic lists the Cisco |OS commands that are required to monitor the BGP MED attribute
on a Cisco router.

Monitoring the MED

* The MED is displayed in show ip bgp [prefix] printout as the
“metric” field.

e The MED after route-map processing is displayed in BGP
update debugging.

e The MED received from a neighbor is displayed in show ip bgp
neighbor received-routes printouts.

©2005 Cisco Systems,  Inc. Al rights reservet d

All BGP-related show and debug commands display the value of the MED attribute. If the
inbound soft reconfiguration feature is enabled on the router, the original MED attribute that is

received by the router is also displayed. The following examples demonstrate command output
for Cisco show ip bgp commands.
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