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What is Cuckoo ? 

Cuckoo is open source sandbox used for dynamic analysis of a malware file. 

Minimum requirements for Cuckoo Installation 

 2 cores 

 6 GB of RAM 

 250 HD 

 KVM as a hypervisor or virtualbox 

 Ubuntu OS (recommend for host os*) 

 Windows 7 to analyze windows malware or if you want to analyze Linux and 

Android malware, you can install Linux OS like Ubuntu and for android you 

can install Android OS (for guest os). 

Noted: in this case I use virtualbox as guest os analyst. 

Installation Cuckoo Packages 

1. First, you must update and upgrade os ubuntu. 

 
sudo apt update -y && sudo apt upgrade -y 

 

2. Please follow this command to install package. 

 
sudo apt install python python3-pip python-dev libffi-dev libssl-dev && 
sudo apt install python-setuptools && pip3 install virtualenv && sudo 
apt install python3-virtualenv && sudo apt install libjpeg-dev zlib1g-
dev swig && sudo apt install mongodb && sudo apt install postgresql 
libpq-dev && sudo apt install virtualbox && sudo apt install tcpdump 
apparmor-utils && sudo apt-get install curl && curl https://boot-
strap.pypa.io/pip/2.7/get-pip.py --outpu get-pip.py && sudo python2 get-
pip.py && sudo apt-get install -y libmagic-dev 

 

3. If you want to have your own cuckoo user, you can follow the useradd 

command or you will just use your default user account, you can skip the 

useradd command and follow the second command. 

 
 sudo useradd cuckoo 
 sudo usermod -a -G vboxusers cuckoo 

 sudo usermod -aG sudo cuckoo 

noted: “cuckoo name is your user account name which will be used for 
group vboxusers”. 
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4. Install additional packages. 

 
sudo apt-get install -y libffi-dev libssl-dev libfuzzy-dev libtool flex 
autoconf libjansson-dev git 

 

5. You need install psycopg2, distorm3==3.4.4, psycopg, pycrypto, openpyxl and 

please follow this command. 

 
sudo -H pip install distorm3==3.4.4 
sudo -H pip install psycopg2 pycrypto openpyxl 

 

6. Next, install pydeep and volatitily. 
 
sudo -H pip install git+https://github.com/kbandla/pydeep.git 
sudo -H pip install git+https://github.com/volatilityfoundation/volatil-
ity.git 

 

7. Install pyopenssl. 

 
sudo -H pip install pyopenssl -U 

 

8. Install yara. 

git clone https://github.com/VirusTotal/yara.git && cd yara* && sudo 
./bootstrap.sh && sudo ./configure --enable-cuckoo --enable-magic --en-
able-dotnet && sudo make && sudo make install 

note: “if you yara error like this "yara: error while loading shared 
libraries: libyara.so.8: cannot open shared object file: No such file or 
directory", you can use command in bellow”: 

 sudo echo "/usr/local/lib" >> /etc/ld.so.conf (if this command 
doesn't work or doesn't solve the problem, you can skip to second 
command) 

 sudo ldconfig 
 

9. Install ssdeep. 

 
sudo apt-get install -y ssdeep 

 

10. Now we will install tcpdump to enable packet capture analysis. 

 
sudo groupadd pcap && sudo usermod -a -G pcap cuckoo && sudo chgrp pcap 
/usr/sbin/tcpdump && sudo setcap cap_net_raw,cap_net_admin=eip 
/usr/sbin/tcpdump && sudo aa-disable /usr/sbin/tcpdump 
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11. Check if every one is correct. 

 
getcap /usr/sbin/tcpdump 

 

12. Make environment python2. 

 python3 -m virtualenv -p /usr/bin/python2.7 sandbox 

 

13. Now, we can install cuckoo sanbox. 

 
pip install setuptools 
pip install -U cuckoo 
cuckoo init 
cuckoo community 

 

14. Basically in Ubuntu OS, there is no net-tools to use ifconfig. We need to install 

net-tools to setup the virtualbox. 

 
 sudo apt install -y net-tools 

 ifconfig 

 

15. Add host-only network adapter and IP address on virtualbox. 

 
 vboxmanage hostonlyif create 

 vboxmanage hostonlyif ipconfig vboxnet0 --ip 192.168.56.1 
 ifconfig 

 

16. We will create a script so that these changes persist on reboot and auto-

matically run system startup. Follow the commands bellow: 

 

Create a folder in systemd with the name vboxhostonly. 
 sudo mkdir /opt/systemd/ 

 sudo nano /opt/systemd/vboxhostonly 

Put this script bash in vboxhostonly. 

 

 

 

 

#!/bin/bash 

 

vboxmanage hostonlyif create 

vboxmanage hostonlyif ipconfig vboxnet0 --ip 192.168.56.1 
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If you have finished entering the script above. please save with command 

ctrl+x then y. 

 

17. Change permission vboxhostonly. 

 
 cd /opt/systemd/ 
 sudo chmod a+x vboxhostonly 

 

18. We need to create a service. 

 
 sudo touch /etc/systemd/system/vboxhostonlynic.service 

 sudo nano /etc/systemd/system/vboxhostonlynic.service 

Then, you have to put below script to vboxhostonlynic.service. 

 

 

 

 

 

 

 

 

 

 

 

19. Now, after configuring the service, we can load the deamon-reload. 

 
 systemctl daemon-reload 

 systemctl enable vboxhostonlynic.service 

 

 

 

 

 

 

 

Description=Setup VirtualBox Hostonly Adapter 

After=vboxdrv.service 

 

[Service] 

Type=oneshot 

ExecStart=/opt/systemd/vboxhostonly 

 

[Install] 

WantedBy=multi-user.target 
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Setup Guest OS for Analysis Malware 

 

1. For windows 7 iso, you can download it below. 

 

Url download google drive: https://bit.ly/2WotcYJ 

 

2. After the download is complete you can install the windows os. then if the 

windows 7 installation is complete, please install the windows dependen-

cies needed to run malware programs and other general needs. In this 

case I use ninite. 

 
 Ninite (https://ninite.com/) 
 Chocolatey (https://chocolatey.org/install)  

Noted: “don't forget to change internet explorer settings so you can 

download files or make them vulnerable”. 

 

 

 

You can choose what you need and if have done download, next install 
ninite on your windows 7 guest. Example when installing: 
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3. Now we need to install Python 2.7 for windows. You can download it from 

https://www.python.org/ftp/python/2.7.8/python-2.7.8.amd64.msi. 

 

4. Next download Python Pillow from https://pypi.python.org/pack-

ages/2.7/P/Pillow/Pillow-2.5.3.win-amd64-

py2.7.exe#md5=33c3a581ff1538b4f79b4651084090c8. 

 

 

5. For the get result analysis in windows to cuckoo, we need place file  

agent.py to windows 7 start program folder. 

 

You can find agent.py in ~/.cuckoo/agent or $USER/.cuckoo/agent folder on 

directory Ubuntu host. 
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Copy the agent.py file and place it in C:\Users\*USERNAME*\AppData\Roam-

ing\Microsoft\Windows\Start Menu\Programs\Startup this will then start the 

agent.py on boot up of the Virtual Machine.  

 

 
 
Noted: “You will need to Show hidden files and folders for the AppData 

folder to be seen”. 

 

 
 

6. In Windows 7, we will change the protection settings to make analysis eas-

ier. 

 

Go to start and type in Group. You should see the Edit Group Policy option. 
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Expand Computer Configuration > Windows Settings > Security Settings > 

Local Policies > Security Options. Scroll down to the User Account Control 

options. Please follow this setup. 

 

 
 

7. Disable the automatic install of Windows Updates. Go to Computer Config-

uration > Administrative Templates > Windows Components > Windows Update 

and right click Configure Automatic Updates and edit to Enabled and 2- No-

tify for download and notify for install, then click ok. 
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8. Remove the Windows protection from the network. Go to Computer Config-

uration > Administrative Templates > Network > Network connections > Win-

dows Firewall > Domain Profile > Windows Firewall and change “Protect 

all network connections” to Disabled. 

 

 
 

9. Next, disable Windows Defender. you can do with Computer Configuration > 

Administrative Templates > Windows Components > Windows Defender Antivirus 

then set “Turn off Windows Defender Antivirus” to Enabled. 
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10. Then make sure, if UAC (User Account Control, Windows Firewall, and Win-

dows Defender have been disabled. 

 

11. Turn off guest windows 7 and change network adapter to hostonly and 

vboxnet0. 

 

 
 

12. Configuration to static ipv4 on windows 7. 
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13. We need to make a snapshot of the windows 7 machine, so that every 

malware infection to windows 7, we can return to the initial settings. 

 

 
 

Configuration Firewall Ubuntu to NAT 

 

This step so that host-only adapter has connection to internet.  

1. Install iptables-persistent. 

 
sudo apt-get install -y iptables-persistent 

 

2. Check your rules by running. 

 
sudo iptables -L 

 

3. Follow this command for forward ipv4. 

 
 echo 1 | sudo tee -a /proc/sys/net/ipv4/ip_forward 

 sudo sysctl -w net.ipv4.ip_forward=1 
 

4. Make sure that the IP forwarding starts up after a reboot. 

 
sudo nano /etc/sysctl.conf 
 
 
 
 
 
 

 

remove the # from net.ipv4.ip_forward=1  

then add net.ipv4.conf.all.proxy_arp = 1 below it 
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5. Configure iptables to open NAT share connections. 

 
 sudo iptables -t nat -A POSTROUTING -o eth0 -s 192.168.56.0/24 -j 

MASQUERADE 

 sudo iptables -P FORWARD DROP 

 sudo iptables -A FORWARD -m state --state RELATED,ESTABLISHED -j 
ACCEPT 

 sudo iptables -A FORWARD -s 192.168.56.0/24 -j ACCEPT 

 sudo iptables -L 

 

6. Get access root. 

 
sudo su 

 

7. We will save iptables configuration to iptables rules.v4. 

 
 iptables-save > /etc/sysconfig/iptables 
 iptables-save > /etc/iptables/rules.v4 

 service iptables restart 

 

Configuration Cuckoo 

 

1. Create database in postgresql. 

 
sudo -u postgres psql 
 
CREATE DATABASE cuckoo; 
CREATE USER cuckoo WITH ENCRYPTED PASSWORD 'password'; 
GRANT ALL PRIVILEGES ON DATABASE cuckoo TO cuckoo; 
\q 
 

2. Change directory to cuckoo folder. 

 
cd .cuckoo/conf 
 
 

3. Edit file cuckoo.conf. 

 

following are set:  
machinery = virtualbox  
memory_dump = yes  
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resultserver ip = 192.168.56.1 
 

 
 

Change the connection = line to: 
connection = postgresql://cuckoo:password@localhost/cuckoo 
 

 
 

4. Edit file auxiliary.conf. 
 
sudo nano auxiliary.conf 
ensure that the sniffer and mitm is enabled = yes 
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5. Edit file virtualbox.conf. 
 
sudo nano virtualbox.conf 

ensure that virtualbox mode = gui and machines = cuckoo1 (make sure 

the created windows virtual machine name matches yours) 
 

 
 

Make sure label = cuckoo1 and platform = windows and ip = 192.168.56.101 

then Ctrl + X to exit , Y to save and enter to write file. 
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6. Edit file processing.conf. 

 

sudo nano processing.conf  

ensure that memory enabled = yes 
 

 
 

7. Edit file memory.conf. 
 
sudo nano memory.conf 

ensure that basic guest_profile = Win7SP1x64 

 

 
 

8. Edit file reporting.conf. 
 
sudo nano reporting.conf  

ensure that singlefile Enable creation of report.html enabled = yes, re-

port.html/report.pdf enabled = yes, report.pdf enabled = yes and mon-

godb enabled = yes 
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Configuration Cuckoo 

 

If everything is done, you can run cuckoo with the command below. 

source sandbox/bin/activate 

cuckoo web 

 

Then run debug to check if there is any error in cuckoo during analysis. 

cuckoo –d 
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Cuckoo web view 
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