
 

1. As shown in the following figure, the router uses a sub-interface as the gateway of the host and the IP address of the gateway 
is 10.0.12.2. Which of the following commands can be used to meet this requirement? 
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2. Which of the following statements about VLAN design and planning on campus networks are true? 

 
a. Allocate consecutive VLAN 1Ds to ensure proper use of VLAN resources. 
b. Reserve a specific number of VLANs for future use. 

 C. Preferentially assign VLANs based on MAC addresses. This is the most commonly used method for VLAN assignment. 
D. Preferentially assign VLANs based on ports. This is the most commonly used method for VLAN assignment. 

3.  On the network shown in the figure, when planning traffic, the network administrator requires that the data packets sent from 
host A to host B pass through G0/0/3 on the router, and the packets sent from host B to host A pass through G0/0/4 on the 
router. Which of the following commands can be used to meet this requirement? 

 

 
 

A. Router A : ip route—static 10.0.12.5 255.255.255.252 11.0.12.2 
Router B : ip route—static 10.0.12.1 255.255.255.252 11.0.12.5 

 
 B. Router A : ip route—static 10.0.12.5 255.255.255.252 11.0.12.6 

Router B : ip route—static 10.0.12.1 255.255.255.252 11.0.12.1 

 
C. Router A : ip route-static 0.0.0.0 0.0.0.0 11.0.12.2 

Router B : ip route—static 0.0.0.0 0.0.0.0 11.0.12.5 
 

 D. Router A : ip route—static 0.0.0.0 0.0.0.0 11.0.12.6 
Router B : ip route—static 0.0.0.0 0.0.0.0 11.0.12.1 
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4.  Which of the following parameters must be considered during root port selection in STP 
 
 A. Cost to the root switch. 

B. Port priority. 
C. Slot ID of the port, such as G0/0/1. 

 D. Port MAC address. 
 E. Port duplex mode. 

 
 
 

5. Virtualization is the foundation of Network Functions Virtualization (NFV). Which of the following statements correctly describe 
virtualization? 

 
A. Multiple VMs can concurrently run on a single physical server. 

 
B. VMs on the same physical  Server  are isolated from each other. 

 
C. VMs are decoupled from hardware and can be migrated between servers. 

 
 D. VMs run on the same operating system and are separated by namespaces. 

 

6. Refer to the following display i p routing-table command output on the router R1. Which of the following statements are true? 
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7. Which of the following VRP commands can be used to enter area 0 view? 
 

 
 

 
 

8.  Which of the following frequency bands are supported by IEEE 802.11 n? 
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9. Refer to the following figure showing the RADIUS configuration of a router. Which of the following statements about the 

configuration are true? 
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10. If the IPv4 address of a host on a LAN is 192.168.1.1/30, the host will process IP packets with specific destination IP addresses. 

Which of the following IP addresses may be the destination IP addresses? 

 

  
 
  

11. Which of the following statements are true about the default route? 
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12. In STP, which of the following items may affect the selection of the root switch? 
 

   

13. In which of the following scenarios does the Forward Delay timer exist? 
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14. Which of the following MAC addresses cannot be used as the MAC addresses of host network adapters? 

  

15. Which of the following statements about IPv6 anycast addresses are true? 

 
A. Packets destined for an anycast address are sent to the nearest interface identified based on the routing distance. 

 
B. Anycast and unicast addresses use the same address space. 

 
C. IPv6 anycast addresses provide redundancy functions for services. 

 
D. IPv6 anycast addresses implement load balancing for services. 
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16. Which of the following  statements  about the "S field in the MPLS packet header are true? 

 
 

17. Which of the following statements about the process of establishing a PPP link are false? 
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18. Which of the following statements about SNMP versions are true? 

 

19. Typical network forwarding is based on routing tables. OpenFlow-capable switches forward packets based on flow tables. Which 
of the following statements correctly describe these two forwarding modes? 

 

 
 

20. Refer to the display startup command output shown in the figure. Which of the following statements are true? 
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21. Typical network forwarding is based on routing tables. OpenFlow-capable switches forward packets based on flow tables. Which 
of the following statements correctly describe these two forwarding nodes? 

 

 
 
 

22. What are the ACL categories based on ACL rules? 
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23. Which of the following statements about the " ip route-static 10.0.2.2 2S 5.255.255.255 10.0.12.2 preference 20" command is true? 

 

24. Which of the following network types are supported by OSPF? 
 

 

25. Which of the following statements are true about the TTL field in an IPv4 header? 
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26. Which of the following methods can be used to add APs on an AC? 

 

27. The network administrator has decided to configure link aggregation in the enterprise network. Which of the following represent 
advantages of link aggregation ? 

 

28. Which of the following application-layer protocols are based on TCP? 
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29.  Which of the following modes are supported by link aggre9ation? 

  
 

 

30.  If the value of Length/Type in an Ethernet data frame is 0x8100, which of the following can be the payload of the data frame? 

 
 

31. Refer to the following figure showi ng the configuration of a router. Which of the following statements about the configuration 

are true? 
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32. Refer to the following display ip routing-table command output on the router R1. Which of the following statements are true? 
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32.  Which of the following are not main functions of routers ? 

 
 
 
 

33. Link aggregation is a common technique in enterprise network. Which of the following description is the advantages of link 

aggregation? 

. 

34. According to the command output shown in the figure, which of the following statements are true? 
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35. Refer to the following configurations of SWA and SWB. Which of the following mappings between MAC addresses, VLANs, and 

interfaces are true in MAC address tables of SWA and SWB? 
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36. As shown in the figure, STP has been enabled on the two switches. Which of the following statements are truer 
 
 

 
 
 

37. Which of the following planes does a network device have? 
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38. Which of the following parts compose SNMP? 
 

 
 

39. On the network shown in the figure, which of the following commands can be used to enable host A to successfully ping host B? 
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40. A DHCP server i n the enterprise network is being used to allocated IP addresses to hosts. An administrator discovers however 

that some hosts are obtaining IP addresses outside of the scope of the DHCP server’s address pool. What are the possible 

reasons for this? 

 

 
 
 

41. Which of the following are true about the Ethernet data frame with the " Length/Type" field being 0x0806? 

 

 
 
 

 

42. In STP, which of the following items may affect the selection of the root switch? 
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43. In the following figure, after OSPF is enabled on the two routers, the silent-interface s0/0/0 command is run on RTA. Given this, 

which of the following statements are true? 
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44. Which of the following are not main functions of routers? 

 

 
45. Refer to the following display interface command output on a device. Which of the following statements are true? 
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46. Which of the following statements regarding single area OSPF are correct? 

 
 

46. Refer to the following figure  showing   the configuration of a router. Which of the following statements about the configuration 
are true 

 
 

47. On Sx7 series switches, which of the following VLANs can be removed by using command undo"? 
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48. Which of the following statements about IPv6 address configuration are true? 

 
 
 

50. On the network shown in the figure, which of the following configurations can enable host A to access the Internet but prevent 
host B from accessing the Internet? 
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51. Which of the following types of packets are used for IPv6 stateless address autoconfiguration? 

 
 A. RA 

 
B. RS 

 
C. NA 

 
D. NS 

 

52. On Huawei devices, which of the following methods can be used in OSPF router ID selection? 
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53. Which of the following statements are true about the OSPF neighbor status? 

 

 
 

54. Which of the following statements about the "S" field in the MPLS packet header are true? 

 

55. Which of the following MAC addresses cannot be used as the MAC addresses of host network adapters? 
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56. To enable the FTP server function on a router, set the user name and password to "huawei", and set the FTP root directory to 
"flash./dhcp/", which of the following commands must be configured? 

 
 

57. Which of the following parts compose SNMP? 

 

58. Which of the following network parameters can be allocated using DHCP? 
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59.  Which of the following statements about SNMP versions are true? 

 

 

 

60. Assuming that all hosts in the following figure can communicate with each other, which of the following statements are true? 
 

SWA SVVB 

 
HostA 

1  10.1.1.1/24 
MDC: MAC-A 

HostB 

IP.10.1.1.2/24 
MAC: MAC-B 

HostC 
IP:10 1.1.3/24 
MAC: MAC-C 

 
 

 
 
 
 

G0/0/3 

G0/0/2 G0/0/\ 
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61. After receiving a Join Request packet from an AP during CAPWAP tunnel setup, an AC checks the validity of the AP. Which of the following authentication modes are 

supported by the AC? 

 

 
 

62. Which of the following parameter settings must be consistent on two devices for an OSPF adjacency to be established? 

 
 
 

63. Which of the following parameters must be considered during root port selection in $TP? 
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64. On the network shown in the figure, SWA and Router A are connected through two links. The two links are aggregated in manual load balancing mode, and the 

number of the aggregated interface is 1. If the aggregated link needs to tag outgoing packets with VLAN 100 and the trunk link needs to be configured on SWA, 

which of the following configurations need to be performed on SWA? 
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65. Which of the following statements about OSPF DD packets and LSAs are true? 

 
 

66. Which of the following routing protocols are dynamic routing protocols? 

 
 

67. An ACL rule is as follows. Which of the following |P addresses can be matched by the permit rule* 
rule S permit ip source 10.0.1.0 0.0.254.255 
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68.  What are the functions of OSPF hello packets ? 

 
 

69. Which of the following route entries can be aggregated into 10.0.0.24 /29 ? 

 
 
 

70. An ACL rule is as follows. Which of the following IP addresses can be matched by the permit rule* 
rule 5 permit ip source 10.1.1.0 255.0.254.255 
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71. Which of the following statements are used to correctly describe the Network Functions Virtualization (NFV) architecture? 

 
 

72.  Refer to the following figure showing the configuration of a router. Which of the following statements about the configuration are true? 
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73. Which of the following statements about the routing table shown in the figure are true? 

 
 

 
 

74.  What are the advantages of using DHCP to allocate IP addresses* 

 

 

75. Which of the following parameters are used for STP calculation on a switching network running STP? 
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76. Which of the following types of packets are used for IPv6 stateless address autoconfiguration? 

 

 
 

77. Which of the following statements are true about the TTL field in an IPv4 header? 
 

 

78. Which of the following are features of the OSPF protocol? 

 
 
 
 
 
 
 
 

https://t.me/learningnets



79.  What packet types are included in DHCP? 

 
 

80.  Which of the following descriptions regarding the STP forwarding state is incorrect? 

 

 
 
 

81. Which of the following statements are used to correctly describe the Network Functions Virtualization (NFV) architecture? 
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82. Which of the following application- layer protocols are based on TCP 

 
 
 

83. Which of the following elements are included in a routing table? 

 

84. An administrator currently manages AR2200 devices in the network through a single password, however the company wishes to introduce another two administrators 
and provide unique user credentials and privilege levels for telnet access to the network devices. What action can be taken? 
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85.  Which of the following commands can be used to query OSPF configurations of a device? 

 

86.  Which of the following are Layer 2 ACLs? 

 
 

87.  Which of the following parameter settings must be consistent on two devices for an OSPF adjacency to be established? 

 

https://t.me/learningnets



88. On the network shown in the figure, which of the following configurations can enable host A to access the Internet but prevent host B from accessing the Internet? 
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89.  Which of the following statements about configurations of SWA anal SWB are truer 
 

 

 
 
 
 
 

 
90.  On the network shown in the figure, the ports connecting switch A and switch B to hosts belong to VLAN 10 and VLAN 20 respectively. The ports through which the two 

switches are interconnected are trunk ports, and the PVIDs of the ports are 10 and 20, respectively. Which of the following statements are true? 
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91. Which of the following MAC addresses can be used as the MAC addresses of host network adapters? 

 

92. Which of the following port states are included in Rapid Spanning Tree Protocol (RSTP)? 
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93. The PPPoE session establishment process can be divided into which stages? 
 

  
 

94. On Huawei devices, which of the following methods can be used in OSPF router ID selection* 

 
 

95.  Refer to the output of the display current-configuration configuration ospf and display ospf peer cammands on the router R1. Which of the following staternents are false? 
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96. Which of the following statements are incorrect 

 

 
97.  Which of the following modes are supported by link aggregation? 

 

 
 

98.  The network administrator has decided to configure link aggregation in the enterprise network Which of the following represent advantages of link aggregation* 

 

 
 
 
 
 
 
 

99. What are the advantages of OSPF? 
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100. Which of the following fields exist in both IPv6 and IPv4 packet headers? 

 
 

101. On the network shown in the figure, when planning traffic, the network administrator requires that the data packets sent 
from host A to host B pass through G0/0/3 on the router, and the packets sent from host B to host A pass through G0/0/4 
on the router. Which of the following commands can be used to meet this requirement? 
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102. Which of the following are basic parameters for configuring a static roL te ? 

 
103.  Refer to the following output of the display ospf interface verbose command on the router R1. Which of the following statements are true? 
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104. Which of the following operations are mandatory to restore the factory default settings of an AR2200 router ? 

 
105. As shown in the following figure the router Loses a sub-interface as the gateway of the host and the I P address of the gateway is 

10.0.12.2. Which of the following commands can be used to meet this requirement?  
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106. Which of the following statements about the "S" field !n the MPLS packet header are true* 

 
 

107. Which of the following statements about IPv6 anycast addresses are true? 

 
 
  

108. Which of the following statements about I Pv6 address configuration are true ? 
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109.  Typical network forwarding is based on routing tables. OpenFlow-capable switches forward packets based on flow 
tables. 
Which of the following statements correctly describe these two forwarding modes? 

https://t.me/learningnets



 

50. I n the network shown in the figure, which of the following configurations can forbid host A to access the HTTP service of host 

B and forbid host B to access the FTP service of host A? 
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111. On Huawei AR G3 Series routers, Which authentication modes does AAA support? 

 

 
 
 
 
 

112. Refer to the following display interface command output on a device. Which of the following statements are true? 
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!1 A. The Ip address of the interface is 10.0.12.2/24. 

 

 
113. On the network shown in the following figure, it is required that Router A reject OSPF and i MP packets received on G0/0/ 1. Which of 
the following configurations meet this requirement? 
 
 
 
 
 
 
 
 
 

Router A 

SW A HOST A 
IP 100.0.13.1/24 

G 0 0/1 
4 
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114. By referring to the routing table of the router R1 shown in the figure, which of the following statements are truer 

https://t.me/learningnets



 
 

 
115. On the network shown in the figure, which of the following configurations can enable host A to access the Internet but 

prevent host B from accessing the internet? 
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116. Which of the following user authentication modes are supported on a WLAN* 

 

 
 

116. Virtualization is the foundation of Network Function Virtualization (N FV). Which of the following statements correctly describe 

virtualization ? 

. 
 
 

117. Which of the following are Layer 2 ACLs? 
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118. Which of the following information is relevant to the data transmission rate of an Eth-Trunk in manual mode? 

 

 

119. Which of the following are not main functions of routers ? 
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120. Which of the following methods can be used to add APs on an AC? 

 
 

121. Which of the following network parameters can be allow ated using DHCP? 

 

 
 
 
 

122. If the IPv4 address of a host on a LAN is 192.168.1.1/30, the host will process IP packets with 
specific destination IP addresses. Which of the following IP addresses may be the destination IP 
addresses? 
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123. Which of the following frequency bands are supported by IEEE 802.11 n? 

 

 
 
 

 

124. Which of the following statements about collision domains anal broadcast domains are correct? 
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. 
 

125.  After receiving a Join Request packet from an AP during CAPWAP tunnel setup, an AC checks the validity of 

the AP. Which of the following authentication modes are supported by the AC? 
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126. Which of the following IEEE 802.11 standards support the 5 GHz frequency banal? 

 
 
 
 
 
 
 
 
 
 

 

127. Which of the following port status may exist on an STP-enabled SWitCh ? 
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128. SWA and SWB run RSTP. Which of the following statements are true? 
 

Bridge ID 
4096:0001-0203-04AA 

Bridge 1 D 
32768:0001 -0202-04BB 

 

 
 
 
 
 

SWA 
G0/0 G0/0 

SWB 

G0/0/2 G0/0/2 
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130.  On the switching network shown in the figure, all switches run STP and other configurations of the switches 

retain factory settings. When the network topology is stable, which of the following statements are true? 
 
 

Bridge iD 
4056!0001 -0203-04AA 

SWA 

 
Bridge I D 

32768:0001-0203-046B 

SWB 
 

 
Bridge ID 

32768!0001 -0203-04CC 
 
 

 

GO/0/3 
G0/0/2 GO/0/1 

SWC 

GO/0,*2 
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131. The PPPoE session establishment process can be divined into which stages? 

 
 

132.   An administrator wants to update the VRP software version on a Huawei router. Which of the 

following methods are available? 
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133. Which of the following fields in an IPv4 header are related to fragmentation ? 
 

 

134. Which of the following statements are used to correctly describe the Network Functions Virtualization (NFV) 
architecture? 

 

 
 
 
 

135. Refer to the following display ip routing-table command output on the router R1. Which of the following 
statements are true? 
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(Rl}display ip routing-table 
Route flags: R - relay, D - download to fib 

 
Routing Tables: Public 

Destinations : 10 Routes : 10 
 

Destination/Wask Proto Pre Cost flags NextHop Interface 
 

10.0.0.0/8 Static 60 0 RD 10.0.12.2 Ethernet0/0/0 
10.0.2.2/32 Static 70 0 RD 10.0.21.2 Ethernet0/0/1 
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136. Which of the following statements are true about the TTL fielcl in an I Pv4 healer? 

 
 
 

 

137. To implement network- layer functions on a VLANIF interface, which of the following need to be Configured 

on the interface? 
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138. Which of the following port states are included in Rapid Spanning Tree Protocol (RSTP)? 
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