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devices, 5G can be considered a catalyst to transform the current power grid infras-

cyber securityinloT-based smart grids isimportant for design decisions and future risk
analysis efforts. In this article, we explore a smart grid use case on automatic voltage
control—a use case utilizing 5G as a wireless communication infrastructure with edge
support. We identify the benefits 5G brings to several security aspects, and show how
5G security techniques are applicable to the smart grid, thus providing a foundation
for future security analysis of 5G enabled smart grid systems. Future research should

extend this work to additional smart grid use cases.
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1 | INTRODUCTION

Theelectric power grid is acritical part of any national critical infrastructure, as it plays a vital role in the functioning of modern societies. Researchers
and energy companies worldwide are exploring concepts to turn the current power grid into a smart grid infrastructure, with the overall goal of
reducing greenhouse gas emissions.

The use of loT devices in the future electricity smart grid infrastructure has several benefits, such as improved reliability of the power system,
enhanced Supervisory Control and Data Acquisition (SCADA) functions, improved monitoring and management of operational power grid assets,
and advanced metering infrastructure. The smart grid concept relies on the integration of high-speed and reliable communication networking tech-
nologies to provide twofold benefits—one for the interconnection between the existing power grid and intelligent information systems, and another
for enabling real-time grid monitoring via loT devices. The smart grid is more than smart meters,! and the true potential is not realized before inde-
pendently controlled sensors and actuators (in the grid primarily breakers) are linked up to the SCADA paradigm in a true Internet of Things (loT).
However, loT systems also bring new challenges to the smart grid domain—an immature ecosystem with a diverse set of standards in terms of using
proprietary cloud services, communication protocols, authentication modules, and operating systems;? and security concerns due to the trade-off
between device cost and performance. Besides, current electricity grids require robust and secure wireless communication infrastructure to real-
ize transformation to smart grids.® In fact, according to Islam et al.,* the 10T devices of a smart grid are identified as the weakest link in the network,
since they can be compromised by the adversary in order to gain system access and to carry out further attacks.

This is an open access article under the terms of the Creative Commons Attribution-NonCommercial-NoDerivs License, which permits use and distribution in any
medium, provided the original work is properly cited, the use is non-commercial and no modifications or adaptations are made.
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The 5th Generation (5G) cellular networks are considered an enabler for digitalization of power grids; facilitating loT connectivity for future
smart grids with several benefits, such as low latency, ultra high speed, and improved reliability. According to a recent EU report,®> wireless
technologies—in particular 5G—may potentially solve some of the smart grid related challenges faced by utility companies, such as connecting a
vast number of sensors and delivering ubiquitous coverage with high security and reliability. Furthermore, 5G networks are widely considered as
the main component of future smart grids, as several 5GPP pilot projects funded by EU demonstrate 5G based smart grid use cases.®® In addition,
the 3GPP investigates 5G smart grid projects for the next release of cellular network standards.?

The 5G networks marry a new service-based architecture with advanced wireless technologies to deliver an environment for deploying
Multi-Access Edge Computing (MEC) based applications.® The general assessment is that, with its evolution of machine-type communications and
the concept of mobile edge computing, the emerging 5G mobile cellular network provides an adequate environment for distributed monitoring and
control tasks in smart grids.!* Nevertheless, there are few studies in the reviewed literature investigating the reliability of the 5G communication
system for smart grid applications. For example, Zerihun et al.'? have analysed how power system state estimators for Wide Area Monitoring Sys-
tems depend on 5G based communication infrastructure by using external effects such as rain and probabilities of component failure. However, from
a cyber security aspect the number of investigations is still limited.

The objective of this article is to contribute to a better understanding of how 5G network technology can benefit security of loT devices and
communication within the smart grid. In order to investigate the role of 5G, we analyse a smart grid use case that has need for a massive amount
of loT devices and communication, and where 5G connectivity will likely be important to realize the use case. The smart grid use case concerns
voltage regulation, a main enabling technology in electric power grids,'* and it involves coordination between two key roles: the Transmission Sys-
tem Operator (TSO), and Distribution System Operators (DSOs). Inclusion of more Distributed Energy Resources (DER) such as wind farms and
solar photovoltaic farms, battery storage, electric vehicles, and so forth, puts new demands on voltage regulation. This smart grid use case is thus
important to solve in order to be able to integrate DERs into the electric power grid at a larger scale.

In this article, we use the voltage regulation use case as a basis for characterizing loT devices and identify key security requirements. Through
using this realistic case for our analysis, we ensure identification of realistic challenges, and we consider to what extent they can be mitigated with 5G
technology. We present a threat model related to the use cases, show how 5G connectivity can support the use case, and present how 5G network
security features, according to the released 3GPP standard, can support the needs of this smart grid use case.

Our contributions in this article are summarized as follows:

o We present a smart grid use case that highlights the benefits of using 5G for communication with connected loT devices
o We present a threat model of the use case that highlights important security challenges

o Wediscuss potential new threats that are introduced from the 5G infrastructure itself

The remainder of this article is organized as follows: In section 2, we present relevant background information about loT device deployments
in smart grid and 5G network evolution, together with related work considering 5G and security in smart grids.

We present a smart grid reactive power management use case and relevant loT deployments in Section 3. The security requirements for loT
devices in smart grid are presented in Section 4, and a threat model is outlined. The 5G architectural security benefits in the smart grid use case are
presented in Section 5, and this is contrasted with some potential 5G-specific security risks to the loT based smart grid infrastructure in Section 6.

We discuss our findings in Section 7, and offer concluding remarks in Section 8.

2 | BACKGROUND

The technology behind the Smart Grid is tightly interwoven with the Internet of Things concept and (increasingly) wireless communication tech-
nologies. In this section, we present necessary background information and related work on the Smart Grid, loT devices, and 5G technology
concepts.

21 | Smartgrid
The modernization of the electric power grid, commonly termed smart grid, impacts the whole value chain from generation to transmission and

distribution, and even into the homes."® Itis characterized by increased observability and controllability throughout the power grid,'> made possible
withincreased communication capabilities and intelligence, for example, in form of sensors.1¢'” The key drivers for smart grid have been identified by

“In Norway, a country of about 5 million inhabitants, there are more than 140 000 MV/LV transformers,1® and there could easily be 10 loT devices associated with each.
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IEC? tobe increased usage of renewable energy resources, sustainability, competitive energy prices, security of supply and an ageing infrastructure
and workforce. In this article we focus mainly on the increased usage of renewable energy resources.

With the introduction of renewable energy resources, the demands on the power grid change. Many of the renewable energy resources are
less stable than their traditional counterparts, in that one cannot control when, for example, wind and solar power are available. Their location is
also often different than the traditional situation where power is generated at power plants to be distributed via the power network towards the
loads using a one-directional power flow. Instead, generation is distributed throughout the whole grid, as can be seen in Figure 1. Key trends include
increasing amounts of prosumers (acting as both producers and consumers of energy) with home photovoltaic (PV) systems and batteries, increasing
amounts of medium-scaled distributed generation, such as smaller wind farms and solar PV farms, and increasing demand for electricity such as
high-power charging of electric vehicles and ferries. The added energy storage capacities, and many of the added energy generation systems and
loads as well, can be considered to be flexible resources from an energy management point of view, as they increase the capacity of the system to
change the power supply and demand when needed. As an example, pricing signals can be used to influence when consumers decide to charge their
electric vehicles, and the batteries of these vehicles can even be used as a power source in the network.

The power system is traditionally divided into the following areas:

e Generation: the generation of energy, traditionally done at a power plant.

e Transmission: transmission of energy over longer distance, using high voltage

Distribution: transmission of energy towards consumers, using lower voltage

Load: the consumption of energy

The Transmission System Operator (TSO) is responsible for the transmission network, including overall grid stability. Each Distribution System
Operator (DSQO) is responsible for the distribution system in a given geographical area. With the introduction of more flexible resources throughout
the grid, the TSO has the opportunity to use these flexible resources in ensuring grid stability. However, these flexible resources are not necessarily
under the control of the TSO. This leads to a need for increased coordination and thus an increased need for reliable communication, distributed
monitoring, and control.

The increased integration of the communication network technologies to the power system infrastructure opens the possibility for greater
observability and for use of resources in an optimally coordinated way. For example, traditionally, voltage regulation (i.e., maintaining the voltage level
within the acceptable window) is carried out by using components in the network which inject or absorb reactive power by taking into consideration
the voltage measurements at their respective connection points. These components include On Load Tap Changers (OLTC), Flexible AC Transmission
Systems (FACTS), capacitor banks, converters interfacing Renewable Energy Systems (RES) such as wind and solar generation units, converters
interfacing battery storage systems, Automatic Voltage Regulating (AVR) systems of big or small scale generators (such as Distributed Generating
(DG) units), voltage boosters, series reactors, and others.

With the integration of loT enabled sensors and measuring instruments with the aforementioned components, and with the deployment of the
5G communication system, one can envision the realization of the smart grid concept with advanced observability and optimized operation. The
optimized operation of the system is achieved through coordinated decision making of the setpoints for the local controllers of the components.
These setpoints in general are reference signals sent to the local controllers of the components. With the perspective of our voltage regulation use
case (as discussed in Section 3), the setpoints are either the reference voltage levels to be maintained at the connection point, or the amount of

reactive power to be absorbed or injected by the components.

Microgrids

FIGURE 1 Overview of smart grid with flexible resources and microgrids
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2.2 | 5Gand the promise of secure ubiquitous communication

5G can act as a vehicle to drive the digitalization phase for industry 4.0,'8 and assist in realizing a gigabit-networked society in the coming informa-
tion age.'” The use cases of 5G typically highlight needs for high bandwidth, massive loT (low bandwidth) connectivity, and possibility of extremely
low latency at the edges, or combinations thereof. The 5G networks attempt to showcase a number of use cases to critical infrastructures such
as emergency services, transportation, health, telecommunication, and financial services. Most of these critical infrastructures—including smart
grids—could be using loT devices as sensors to detect system faults or threats, or to collect critical information.

The 5G network is an evolution of 4G with increasing usage of virtualization and softwarization based approaches for managing the network
resources and services. At the same time, it integrates 4G security and mitigates the weaknesses of previous generation cellular networks. Typically,
cellular network architectures are divided into two types—radio access network and core network. Below, we briefly discuss the different elements
of the 5G network architecture necessary to understand security aspects relevant for smart grids.

The radio access network (RAN)?° in 5G consists of end-devices (e.g., mobile devices, 10T devices, connected cars, etc.) and the base sta-
tions. Advanced wireless techniques such as MIMO (Multiple Input Multiple Output) enable low-latency to ultra high-speed communication via
5G base stations, which are referred to as 5G New Radio (NR) in technical terms. For simplicity, we use the base station term throughout the
rest of the article. In the context of the smart grid, the RAN enables secure connectivity to the loT devices via the use of eSIM (embedded
Subscriber Identification Module), which is used for authentication and deriving subsequent security (encryption and integrity) keys to secure
wireless communication. Overall, the RAN is responsible for authentication, availability, confidentiality and integrity aspects of the 5G wireless
infrastructure.

In 5G, the core network (CN) is very different than in 4G due to the use of several advanced ICT technologies such as cloud computing, network
function virtualization, and programmable Software-Defined Networking (SDN).2° The 5G CN introduces a new Service-Based Architecture (SBA)
that will enable deployment of new services much faster than in 4G by the use of cloud computing technologies. In addition, it uses edge-cloud
computing techniques in which base stations will be connected to the edge-clouds directly (unlike in 4G). The edge-cloud techniques together with
the SBA architecture enable Multi-Access Edge Computing (MEC). The MEC enables serverless computing from the massive loT device deployment
perspective,’© thus increasing the network resiliency.

There are two types of 5G networks: Non-Standalone Network (NSA) and Standalone Network (SA).2%%2 In NSA, the 5G network uses exist-
ing core network infrastructure and functionalities of 4G together with new 5G New Radio (NR) base stations. Whereas in SA mode, the network
uses 5G base stations together with the SBA based core network architecture. In the context of the smart grid, the SA mode 5G complements the
self-healing and automation requirement of smart grids.

2.3 | Thelnternet of insecure things in smart grids

Typically, smart grids offer bi-directional information flow among the several system service providers such as power generation, transmission, dis-
tribution, and utilization. For enabling such bi-directional information flow, smart grids need to use various loT devices for the operating, monitoring,
data collection, analysis, safety management, and control of the grid operations.?3? These types of loT devices are usually deployed at power
plants, distribution centers, microgrids, and end-user premises. The loT devices enable the connectivity and provide a mechanism for bi-directional
information flow to the smart grid control center.

For reliable connectivity, loT devices employ various communication technologies of both the short-range type (Bluetooth, WiFi,
Ultra-Wideband (UWB, Zigbee)) and long-range type (cellular networks 2G/3G/4G/5G). In this article, we focus on the use of cellular networks—in
particular 5G—for enabling secure communication for loT devices.

There are different types of characteristics and requirements for loT devices within the smart grid; for example, low power, low data rate, short
or long-distance communication with limited storage and processing capabilities. Thus, security mechanisms used for such loT devices vary accord-
ing to their characteristics. loT device security (including hardware and software security) is challenging due to trade-off between cost and resource
availability, lack of security standards, and intrinsic vulnerabilities.?” In this article, we focus on how certain features of 5G networks can be used to

address some of these challenges and to improve security of loT devices for smart grid scenarios (as illustrated in Figure 2).

2.4 | Related workin smart grid security and realization of 5G networks

In this section, we present a brief overview of related work in the area of 5G networks from a smart grid and loT security perspective, and show how
this article differs from previous efforts.

"Multi-Access Edge Computing is defined as an evolved cloud computing technique in which applications are hosted at the network edge instead of in the centralized data centers!® in 5G networks.
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FIGURE 2 Enhancingthe smart grid with 5G

Inthe context of 5Grelation to smart grids, several studies indicate benefits of 5G network technologies to the smart grid domain. The examples
include using 5G for Smart Grid Inter-Substation Control Signaling,?® for distributed monitoring and control in smart grid,?’ and for Time Critical
Communication in Smart Grid.%° There is also an EU project on 5G Smart Grid Self-Healing Use Case.3! Moongilan®? and Cosovic et al.!! investigate
the use and benefits of 5G for smart grids from the perspective of electromagnetic compatibility and network environment, respectively. Further,
Leligou et al.,®3 from the NRG-5 project in the 5GPP working group®, specify how a 5GPP compliant software framework benefits the energy domain,
and provide a few such examples. Cosovic et al.1! suggest how 5G technologies (such as mobile edge computing) benefit advanced distributed state
estimation methods in future smart grids, and Zerihun et al.’> demonstrate the effect of communication failures on state estimation in 5G-enabled
smart grids. Pliatsios et al.?% discuss realization of 5G networks. Saghezchi et al.3* discuss directions towards a secure network architecture for
smart grids in future 5G networks. In contrast, in our article, we focus on analyzing 3GPP 5G security specifications and how these standardized
methods would benefit the smart grid domain.

In the area of smart grid security, El Mrabet et al.3> provide a survey of cyber-security state and future challenges to be considered. Further,
Gunduz et al.3¢ highlight cyber security threats and solutions for smart grids. The communication security in smart grid is equally important, and
Islam et al.# provide an overview of physical layer security to smart grid components. The vulnerabilities to SCADA systems including protocols is
presented in a survey by Pliatsios et al.3” De Dutta and Prasad®® discuss security for smart grid in 5G and beyond networks, however, our article
outlines 5G security capabilities according to the 3GPP specification and their role in securing smart grids. Further, Kimani et al.3? and Bekara*®

present security issues and challenges for loT based smart grids, whereas our article focuses on how 5G can solve some of those challenges.

3 | SELECTION OF AREALISTIC SMART GRID USE CASE: TSO-DSO REACTIVE POWER
MANAGEMENT

This article makes use of a realistic smart grid use case for the purpose of analyzing and better understanding the potential role of 5G technology

when it comes to security of loT devices and communication in the smart grid. In selecting a use case we used the following criteria:

o The use case should be central for the operation of the smart grid
e The use case should involve a large amount of loT devices
e 5G should be arelevant communication technology

e There should be the potential for serious consequences in case the use case was not performed as intended, for example, because of a cyber
attack.

In power systems, reactive power plays a crucial role in regulating the voltage levels at different locations in the power network, effectively
determining the power flows. Reactive power is a pulsating power which results when AC voltage is applied to capacitive, reactive loads or power
electronic devices. For reactive power to exist, the waveform of the AC voltage and the current need to be out of phase. Examples of inductive loads
include rotating machinery and transformers which can absorb reactive power where the current waveform lags the voltage waveform. This is due

to the inductances of the windings (coils) in these devices. For example, Onload Tap Changers (OLTCs) can regulate the reactive power, and hence the

*http:/www.nrg5.eu/about-us-2/ The ultimate project goal is to render the deployment, operation and management of existing and new communications and energy infrastructures (in the context
of the Smart Energy-as-a-Service) easier, safer, more secure and resilient from an operational and financial point of view.
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voltage, by changing the number of coils in the transformers they are controlling. Capacitive loads include power system cables and capacitor banks
that inject reactive power where the current waveform leads the voltage waveform. Power electronic devices such as converters of wind turbines
can inject or absorb reactive power by changing the voltage/current wave forms.

Large generating units serve as sources or sinks of reactive power helping to maintain the voltage level in the network. Nevertheless, with the
increasing number of distributed generators in the power system, large conventional generators such as coal power plants are decreasing. In addi-
tion, these distributed generating units such as wind turbines and solar panels are also responsible for the fast-changing voltage levels due to their
intermittent infeed. To maintain the required voltage levels, TSOs are looking for alternative reactive power resources such as Renewable Energy
Resources (RES) and Distributed Energy Resources (DER) in the distribution grid. However, for the TSOs to be able to tap into these resources,
increased operational level collaborations are required between the TSO and the DSOs.

Khavari et al.#! provide a use case that addresses these issues by which TSOs and DSOs collaborate for an improved power/voltage manage-
ment scheme at the interface level. The use case includes evaluation of available reactive power resources to be used both in transmission grids
for counteracting voltage violations caused by RES, and in distribution grids increasing RES hosting capacity. For the implementation of such a use
case, a communication infrastructure is required between the TSO control room and DSO control room, also covering the sensors and controllers
deployed in their respective networks. In the use case, the DSO declares the flexibility potential in its own area, and the TSO computes the optimal
reactive power exchange between the TSO and the DSO. In the background, both the TSO and the DSO control rooms compute optimal setpoints
for the reactive power resources in their respective areas. A high-level sketch of the systemis illustrated in Figure 3.

For every power system ancillary service, such as voltage regulation, there are quality requirements from the communication infrastructure.*?
These qualities can be expressed as latency, bandwidth, reliability, and security. The required reaction time for voltage control is within the range
of 2 minutes due to the electromechanical limitations of the tap changer.*® Hence, latency in the communication infrastructure is considered to be
less of a hindrance to voltage control service. Also, with the limited number of controllers and sensors that are deployed, bandwidth can be less
of a problem for communication infrastructure not crowded by other services. Nevertheless, the security of the communication infrastructure can
be a big concern as unwanted changes in the measurements of the sensors as well as the set points to be sent to the controllers of reactive power
resources may lead to serious problems, even blackouts.***¢ These communication security issues can be experienced as availability problems (with
DoS attacks), integrity problems (with measurement and setpoint alterations), or as confidentiality problems (where the grid models are accessed
by adversaries).

Without considering the state estimation related measurement sensors, voltage control services may involve actors such as Load and generation
forecasting unit, TSO Optimal Power Flow (OPF), TSO SCADA /state, TSO OLTC, FACTS, DSO OPF, Power compensation units, Generator controllers,
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FIGURE 3 TSO-DSO coordination for activation of flexibility
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DSO DG, and RES local controllers. The measurement and status signals from the devices ('things’) and the control setpoint signals sent back to
them are highlighted in Figure 4, whereas in Figure 5 the loT based architecture of the use case is illustrated in a simplified network diagram.

4 | ANALYSISOFSECURITY REQUIREMENTS AND THREATS

In this article we consider threats towards the selected smart grid use case on TSO-DSO reactive power management. We do this by first giving
an overview of relevant security requirements, at a high level. Then we present a threat model of the use case. There is a large number of articles
describing and categorizing cyber security threats and attacks towards smart grid infrastructure. Wang and Lu*’ and El Mrabet et al.3> both survey
computer security in the smart grid and highlight challenges, where the latter builds on the former. Liu et al.® also discuss privacy risks in the smart
grid. Bekara®® and Kimani et al.3? discuss cyber security challenges for loT-based smart grid networks. Gunduz and Das®¢ discuss smart grid treats
and solutions, whereas Tandel et al.*? introduce a number of relevant misuse case scenarios that highlight new threats in the evolving smart grid.
Otuoze et al.>° look into where the smart grid threats originate from. These and other references can be consulted for a general overview of the

https://t.me/learningnets
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myriad of potential threats and vulnerabilities related to smart grid, as well as for an overview of known attacks. Threats and attacks that affect

SCADA systems are comprehensively discussed by Pliatsios et al.,” who identify vulnerabilities of the associated network protocols.

41 | Security requirements

Among the various publications covering cyber security requirements for the smart grid in general, some examples are the ENISA recommendation
for critical infrastructure,? the NIST guidelines for smart grid cyber security®! and the already mentioned research articles by Wang and Lu,*” El
Mrabet et al.®> and Gunduz and Das.?¢ In this article we build on the ENISA recommendation for critical infrastructure,? and focus on the following
wireless communication related security requirements:

e Authentication: loT devices (including sensor types of devices) are required to support lightweight and mutual authentication methods. In addi-
tion, scalable key exchange mechanisms are a challenge and need to be included for subsequent security procedures such as encryption of the
data.

e Privacy: The privacy of customer and system data needs to be preserved while communicating over different types of wireless technology.
o Auvailability: The network should provide robust and always-on connectivity to the loT devices.
e Confidentiality: The communication protocols need to provide secure methods to ensure the confidentiality of loT data transmitted over-the-air.

o Integrity: The over-the-air communication data needs to be integrity protected.

These requirements are important in order to be able to secure the main information assets related to the smart grid. These assets include
readings of voltage, current, temperature, and so forth, that are collected by loT devices or sensors and transmitted to the control center. It also
includes control signals towards loT devices.

In this article we do not cover threats towards the loT devices themselves (hardware and software), as we focus on the communication network
and the potential role of 5G. For requirements related to loT in a smart city use case see, for example, documentation from ETSI.52 Note, however,
that it isimportant to consider the varying capabilities of loT devices.

In this article we divide loT devices into two main types, as shown in Figure 7sz and 5. The classification of loT devices into two groups is based
onthe requirements of reliable long-distance connectivity, energy consumption, and deployment cost. For example, adding 5G connectivity to every
loT device requires the addition of a modem to the hardware, potentially increasing cost and energy consumption. Hence, we assume that some loT

devices may utilize other wireless technologies (such as Zigbee or Bluetooth) to transmit data to an loT gateway?¢ equipped with a 5G modem.

Type A category devices are regular loT devices; for example, automatic voltage regulator, digital tapchanger controller, converter controller,
direct load control and so forth. These devices are usually equipped with a 5G radio modem for network connectivity.

Type B  category devices are resource-constrained devices deployed at remote locations; for example, small wireless sensors or actuators used
for temperature measurement, or measurement of inclination of electricity towers and transformers. In particular for this type of
devices, there will be a gateway equipped with a 5G radio modem which is responsible for collecting data from the resource-constrained
loT devices.

4.2 | Threat model for 5G-enabled smart grid use case

Overall, potential attacks can be divided into the following types: local attacks requiring physical access, wireless attacks, and remote attacks. In
local attacks, an attacker with physical access can have the capabilities and resources to physically access the smart grid infrastructure, for example,
loT devices, to modify software and hardware. In wireless attacks, the attacker resides in the serving area of the 5G base station without requiring
physical access to loT devices to perform attacks. The attacker can be expected to have software and hardware capabilities to intercept or sniff
wireless communication in the coverage area of 5G base stations or nearby deployed type A and B |oT devices. These types of wireless attacks can
be performed either as passive or active attacks, which is analogous to the malicious adversary model used in cryptographic protocols.>® In remote
attacks, an attacker will have highly sophisticated capabilities in terms of technical knowledge and financial resources for carrying out attacks against
loT type A devices equipped with a 5G modem, including the 5G radio network transporting loT data. In this article, we only consider local wireless
attacks and remote attacks.

The primary motives of the adversary in local wireless attacks against loT devices communicating with the different network elements of the
smart grid infrastructure, include to learn the precise location of loT devices in a given geographical area, to attempt to intercept or modify the 5G

wireless communication traffic, or to deny 5G wireless communication services to loT devices.
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The primary motives of the remote attackers include to attempt to compromise 5G radio or core network related components to steal smart
grid related critical information and mount attacks against loT devices viacompromised 5G network elements. For example, remote attacks against
all type A loT devices can result in grid instability, while control over a compromised Digital Tapchanger Controller (as shown in Figure 5) can result
in a blackout scenario in the smart grid.

There are several known cases of related remote attacks against control systems in the energy sector, from Stuxnet in 2010°* via the Drag-
onfly campaign in 2014, the attacks on the Ukrainian power grid in 2015 and 2016, to the Triton attack in Saudi Arabia in 2017.5¢ All indicators
point toward tighter integration between control networks and general ICT networks. Some pundits®’ may state that modifications to the power
grid should not increase the attack surface, but this is unfortunately rather optimistic. Increased functionality invariably increases the threat
landscape.>®

To build a threat model, we have used the threat modeling approach suggested by Microsoft.>?¢° We modeled the system with a Data Flow
Diagram (DFD), as can be seen in Figure 6. Then we used the STRIDE mnemonic (Spoofing, Tampering, Repudiation, Information disclosure, Denial
of service, Elevation of privilege) to identify the main threats towards the system. STRIDE is related to the security requirements in the follow-
ing way: Spoofing is a threat that is possible due to weak or missing authentication. Tampering is an attack on the integrity of the information.
Repudiation is related to all requirements in some sense, as it is a threat to the ability to hold someone responsible for an attack that violates
the security requirements. Information disclosure represents threats to confidentiality and privacy. Denial of service represents threats to avail-
ability. Elevation of privilege concerns attackers elevating their access rights, thereby being able to potentially violate any of the listed security
requirements.

We have employed STRIDE on each trust boundary, looking at data flows that cross that boundary. Thus, our threat model is
communication-centric by design. In Figure 6, we have identified three trust boundaries; between Control Room and loT Gateway (marked (D),
between loT Gateway and “Third-party services” (marked (2), and between loT Gateway and DG controller (marked (3). The third-party services
can be cloud services, a vendor, other loT GWs, or other loT devices not part of this installation (threats from loT GW towards other systems (e.g.,
vendor) are considered out of scope). We also assume that being able to read the value of setpoints will not be of value to an attacker. The results
are summarized in Table 1.

An attack scenario for the presented use case in Section 3 can be an intruder altering the voltage level at the end of the feeder (electric trans-
mission line) supplying a load. Let’s say the attacker reduced the voltage reading at the end of the feeder to a level that is perceived by the control
room as undervoltage. The optimal reactive power resources management system will compute the tap settings at which the perceived undervolt-
age is alleviated. The result will be, as the on-load tap changer increases the voltage, the actual voltage at the end of the feeder increases to the
point of severe overvoltage, causing a total blackout. The same blackout condition can be created by a concerted effort where the setpoints of volt-
age regulating devices are set to a point where they all induce overvoltage. This could be achieved by, for example, manipulating the setpoints as
they are communicated from the control room (trust boundary (@ in Figure 6) or from the loT GW (trust boundary (3)). More attack (or misuse case)

scenarios are described by Tandel et al.*?
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FIGURE 6 Dataflowdiagram for the reactive power use case
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TABLE 1 STRIDE applied to the three trust boundaries @ — —@

@) @ ®
Spoofing Spoofing of SCADA management process Spoofing of vendor (to make Spoofing of loT GW process (to be able
(to be able to submit false setpoints). malicious updates to GW), to submit false setpoints). Spoofing of
Spoofing of loT GW process (to send spoofing of Cloud/loT GW to get DG controller process (to send false
false measurement values). data. measurement values).
Tampering Change setpoints or measurements. Tamper with configuration data Change setpoints or measurements.

from vendor. Tampering with data
submitted to Cloud/other loT GW.

Repudiation Lack of logging, cannot detect cause of Lack of logging, cannot detect cause  Lack of logging, cannot detect cause of
incident. of incident. incident.

Information disclosure ~ Get access to measurements from loT Access to measurements. Get access to measurements from loT
devices. devices.

Denial of service Jamming, buffer overflow. Jamming, DDoS, buffer overflow Jamming, buffer overflow.

Elevation of privilege Gain administrator access at loT GW Gain administrator access at loT Gain administrator access at loT GW
process. Attack SCADA (gain access) via GW process. process. Attack DG Controller (gain
loT GW. access) via loT GW.

5 | ENABLINGSECUREIOTOVERS5GIN THE SMART GRID USE CASE

The type A and B devices connect to the Smart Grid Control Center (SGCC) using 5G radio base stations via a Multi-Access Edge Computing Host
(MECH) and the 5G Core Network. The 5G core network consists of a number of different elements; however, most of these are out of scope for
this article. We describe a few elements of the core network responsible for providing security and privacy related features to the loT devices. In
particular, we mention the Authentication Server Function (AUSF), the Unified Data Management (UDM), the Network Exposure Function (NEF),
the Session Management Function (SMF), and the Access and Mobility Management Function (AMF). The Smart Grid Control Center is hosted in
the smart grid infrastructure, and receives data via the 5G core network from the loT devices. The interfaces I,, I, I, and I; among the SGSC, MECH,
5G RAN, and 5G Core Network are connected (as shown in Figure 7) via a private network or as specified by the 3GPP 5G security specification.t!

We present the following security benefits provided by a 5G enabled loT devices in the smart grid infrastructure.

Authentication: The 5G network provides a Universal Subscriber Identification Module (USIM), a hardware module for the use of device
authentication, including loT devices. In cellular networks, the USIM acts as a root-of-trust hardware element and can be removable or embed-
ded in the loT device itself. The embedded version is technically referred to as an eSIM. Such eSIM modules provide a unique way to authenticate
loT devices towards the network services and eventually to smart grid owners as well. For our smart grid scenario, the type A loT devices can be

equipped with eSIMs. Inthe case of type B, there could be a limitation in terms of power and system performance. However, small type B sensors may
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FIGURE 7 Enabling smart grid use case with 5G networks and loT devices (type A and B)
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use a gateway equipped with eSIM for reporting readings or measurement data to the SGCC. In addition, similar to work presented by Cherkaoui
et al.,b2 eSIM based security solutions together with Physical Unclonable Functions (PUF) based security solutions can be used for authentication
and authorization of resource-constrained type B loT devices. The eSIM modules are widely used in today’s loT devices. According to SIMalliance,
due to the fact that the eSIM provides a remote management framework, they add flexibility and control, authenticated connectivity, and dynamic
security®® (e.g., security credentials or algorithms can be changed remotely over-the-air).

The eSIM or removable USIM in loT devices or gateways contains a symmetric master key K;. The same key K; is also stored in the core network
component AUSF, and is used to derive subsequent authentication keys for the corresponding loT devices. The authentication is performed using
Authentication and Key Agreement (AKA) or the EAP-AKA protocol.61¢* The 5G AKA protocol is stronger than the previous version used in 4G net-
works; in particular, identity privacy isimproved. In addition, the 5G AKA protocol provides protection against malicious wireless attacks originating
from fake base stations (such attacks are possible in 4G networks®?). However, there are a few privacy issues allowing tracking of 5G devices.®® The
smart grid operator can utilize the eSIM remote management framework to monitor or install add-on services (e.g., device profiles).

In addition, the smart grid provider can use their own authentication methods in 5G networks for loT devices instead of eSIMs, such as certifi-
cates and pre-shared keys.” These methods could be useful for type B loT devices in which use of eSIM would be expensive in terms of cost and
technical capabilities. The 5G security standard supports EAP based secondary authentication methods between loT devices and the external data
network®? (in our smart grid scenario, for example with DSO or an actor managing loT device types A or B via the SGCC).

Confidentiality and integrity: The over-the-air (OTA) encryption is improved in 5G compared with previous generations. In our smart grid sce-
nario context and according to the 5G security architecture,®! the OTA encryption starts from the loT devices and terminates at the 5G base stations.
Please note that the smart grid provider can utilize an additional layer of encryption for their own application, that is, end-to-end from loT devices
to the smart grid operation center. In this article, we focus only on the OTA encryption features and different capabilities offered by 5G networks.

The 5G network offers three variants of OTA symmetric encryption algorithms with 128-bit key size—SNOW 3G, AES and ZUC based
algorithms.6! Similarly, these three algorithms also offer integrity protection for the OTA traffic. These encryption and integrity algorithms are 3GPP
standards compliant, and keys are derived from the AKA protocol used for authentication purposes and key K; (stored in the eSIM). Both encryption
and integrity protection algorithms support 128-bit key size in 5G networks. In 4G, network user traffic is not integrity protected, however, in 5G
such traffic (e.g., feeder readings from Type A loT devices) is integrity protected.®! As the core network is based on SBA, network interface security
between MECH to 5G RAN and MECH to SGCC can be protected using SSL/TLS®® or IPSec.¢®

Resiliency and availability: According to the FP7 FINESCE project,3370 it is estimated that when electric vehicle penetration reaches 10% in the
EU, the energy load will peak in the evenings at about 38GW, thereby introducing potential stability risks to the utilities. Leligou et al.33 also highlight
aneed of ultra-fast response requirement of acommunication network for smart grids, specifically in the case of Phasor Measurement Units (PMU)
for fast monitoring of distribution feeders with data refresh of 10 to 50 timers per second. In addition, they point out that increasing proliferation
of EVs, deployment of smart chargers and their management by DSOs require near real-time communication for vehicle-to-grid flexibility services.
To support these low-latency and near real-time communication requirements, the 5G base station supports Ultra-Reliable Low-Latency Commu-
nication (URLLC) radio services for smart grid scenarios. Although the URLLC benefits of 5G network may be realized in 5G SA mode deployments,
5G security standardization (phase 271) for URLLC services is being developed at the time of writing this article. Further, Wikstrém et al.”2 demon-
strated how 5G URLLC can be used to provide line differential protection. Their research indicates that fiber based communications used between
protection units®can be replaced with low-latency 5G network.

In 5G SA deployment mode, a single base station can be deployed as two split units, a central and a distributed unit base station. Consequently,
such asplitting method provides greater resilience against (technical or natural disaster related) failures and attacks against 5G base stations specif-
ically. The 5G security architecture supports legacy networks such as 4G, hence loT based smart grids benefit from multi-network connectivity in
terms of security and services when 5G radio is not available in some circumstances (e.g., DoS attacks or service disruptions). The SBA enables a
network slicing feature to isolate groups of network functions from other functions in the 5G SA mode. For example, the network slice respon-
sible for handling loT devices within the smart grid can be isolated from other network slices serving normal 5G mobile phone traffic. Similarly,
high or low priority can be given to a particular network slice in 5G SA mode. Further, the use of software and cloud-based technologies in the
5G core network enables the creation of network functions that can be scaled depending on the traffic load, or isolated under attack or network
disruptions.

Role of Multi-Access Edge Computing Host (MECH): The real-time analysis of a large volume of data generated by loT devices in smart grids
requires the edge computing-based computational architecture. The 5G specifications offer edge computing enablers for data storage, processing,
and hosting of applications close to the end-devices.'® As shown in Figure 7, the node MECH plays the role of hosting third-party security and
safety applications for our use case. The MECH allows the collection of huge amounts of data from loT devices, and has processing capability to
extract intelligent information before sending it to centralized servers. The extracted intelligent information enables the development of loT or

network threat detection applications using data analysis, Artificial Intelligence, and Machine Learning technologies. Many scenarios, for example,

$Malfunctions in the grid may lead to serious damage in the power grid infrastructure or to the connected consumer infrastructure (e.g., a factory or end-users). Hence, it is very important and
critical to timely detect faults and subsequently handle such errors in the grid. This type of detection is handled and performed by the Protection Units and line differentiation protection.”?

https://t.me/learningnets



120f 16 Wl LEY BORGAONKARET AL.

monitoring of video frames for fire identification or identifying malicious control/data traffic from loT devices, can be enabled via MECH. However,
in public 5G networks, the DSO or TSO needs support from the mobile network provider to deploy smart grid specific MECH applications. In the
case of private 5G networks, the MECH can be controlled by the DSO/TSO operator.

Security standard compliance: Compared to other non-cellular wireless technologies, 5G networks use 3GPP/ETSI standard compliant security
protocols (such as AKA, IPsec, TLS, DTLS, etc.) and architectures. Consequently, the smart grid owner benefits from the requirement of standardized
security procedures while using 5G networks. Although this does not resolve security and trust issues in the loT device supply chain and logistics,
the network communication infrastructure may address such security issues in the upcoming 5G network due to dedicated 5G security certification
and assurance related activities in the 3GPP73 For example, 5G network components such as base stations or dedicated hardware devices have to
follow new 5G security certification and assurance schemes as specified by the 3GPP standard.

Non-public 5G networks: Compared with cellular networks offering services to general public users, a 5G non-public network (also referred
to as private 5G networks) provides wireless network connectivity to a certain organization while deployed at their own premises; for example, a
factory or corporate offices. Such type of non-public networks are ideal for enabling connectivity and automation for Industrial loT (lloT) devices,
according to the 5G-ACIA groupT. In the context of smart grids, such type of non-public 5G networks may be useful for energy production power
plants or large-scale solar farms for collecting data from lloT devices. For smart grid actors, the benefit from such non-public 5G network deploy-
ments is the isolation of loT device traffic from public users or devices (in addition to low latency and always-on connectivity), thereby reducing
threat landscape and attack vectors. However, the security of such type of standalone 5G networks needs additional consideration on selecting the
appropriate security mechanisms as outlined in the 5G-ACIA report.”*

6 | THREATS ORIGINATING FROM 5G NETWORKS

In this section, we highlight weak security interfaces of the 5G architecture and outline relevant attacks against the smart-grid infrastructure. As
shown in Figure 7, the 5G architecture is divided into the RAN and CN. The following threats from compromised RAN and CN may affect the

smart grid:

e Thoughwireless security in 5G is better than in 4G, fake base station attacks*are still possible against devices, including loT. Shaik et al.”> demon-
strated that fake station type of attacks are possible in 5G, compromising privacy, denial of service and draining the battery of loT devices. Similar
attacks against type A and B loT devices may be possible if these fake base station attacks are not addressed in phase 2 of the 5G security stan-
dardization process. However, such type of wireless attacks are limited due to the need for an adversary to be in the coverage area (around 1 km)

of loT devices.

o Though 5G network provides the encryption and confidentiality protection for smart grid application data, the meta data may be exposed to the
network provider. This metadata (radio signaling messages) includes device identities, connectivity points (e.g., server address), encrypted traffic
patterns, and so forth. This may be relevant for AMI Infrastructure or battery charging stations. From the RAN perspective, fake base station
attacks may compromise loT device privacy, and downgrading attacks (by forcing fallback to 4G and 2G networks) may enable an attacker to steal
data.

e The Next Generation Mobile Network (NGMN) group indicates potential security risks associated with the MECH node and related interfaces.
Some examples are risks from user plane attacks, third party applications hosted in the MECH, and storage of security sensitive data at the edge
node, as discussed by Zuo et al.”é Hence, security misconfiguration issues at the MECH may affect the SGCC, or result in compromising critical
operational data.

o The 5G core network relies on securing the cloud infrastructure during the pre and post network deployment stages. The NGMN group indi-
cates potential risks in exposing network and security capabilities of the 5G core network elements.”” For example, in our smart grid use case,
authentication keys associated with Type A or B loT devices could be exposed to 3rd parties via APl to the 5G CN functions.

e Denial of service attacks against loT devices over 5G may affect connectivity to loT devices or sensors, potentially contributing to blackout sce-
narios in the smart grid. This is relevant considering the requirement of loT devices to achieve self healing and automation concepts’® in future
smart grids.

e Threats associated with MECH, for example as outlined in the ENISA report.”? This includes rogue gateway, overloading of the server, and
abuse of edge open application programming interface by exploiting vulnerabilities in the applications running on multi edge computing type of
applications.

TThe 5G Alliance for Connected Industries and Automation (5G-ACIA) has been established to serve as the central and global forum for addressing, discussing, and evaluating relevant technical,
regulatory, and business aspects with respect to 5G for the industrial domain. All relevant stakeholders take part in this initiative.

#1n such a type of attack, a fake radio base station is used by the adversary to lure nearby radio devices to connect with the intention of stealing data or denial of service attacks. For example, a
low-cost fake base station attack in 4G is demonstrated by Shaik et al.¢5
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TABLE 2 Addressingthreats with 5G

Security requirement Threat (STRIDE) 5G contribution
Authentication Spoofing Fake base station prevention
eSIM enables secure device authentication
Privacy Information disclosure eSIM key exchange enables encrypted communication
Availability Denial of Service 5G split networks enhance resilience of individual base stations
loT network slices can be isolated from other slices
5G supports fallback to legacy networks
Confidentiality Information disclosure eSIM key exchange enables encrypted communication

Integrity Tampering eSIM key exchange enables message authentication codes and authenticated encryption

7 | DISCUSSION

Automatic voltage control is mentioned as one of the main enabling technologies for distributed monitoring and control in active distribution
networks.™ Such applications will significantly increase the capacity of distribution networks for hosting increased numbers of DGs.'* This is
because the maximum amount of distributed generation that can be deployed on a given distribution feeder is often limited by the potential drop-off
in voltage if the DER output suddenly drops off along the feeder.8° In addition, realizing TSO-DSO reactive power management is mentioned as a
major challenge for the future power system as reactive power resources connected to the transmission network are replaced by DERs (distributed
generations, loads and storage elements) in the distribution network requiring more active operational coordination between TSOs and DSOs.8!
Hence, we selected the coordinated TSO-DSO reactive power management use case in this study, as it represents the most promising enabler in
addition to it being a highly communication dependent application in the smart grid.

We have developed the voltage control scenario into a smart grid use case that highlights the requirements for secure communications. Further,
we have studied and identified 5G security specification features and discussed their feasibility to meet security requirements for our loT-enabled
smart grid use case.

Using the STRIDE threat modeling approach, we have created a threat model of the smart grid use case that brings out important security
challenges, some of which can be met by 5G. Table 2 gives an overview of how 5G contributes to meeting the posed security requirements and
addressing the identified threats. By providing an overview of 5G security techniques that are applicable for the smart grid domain, we provide a
foundation for future security analysis of 5G enabled smart grid systems.

We have noillusions that the introduction of 5G in the smart grid will solve all wireless security challenges, and we acknowledge that there are
even potential new threats that are introduced from the 5G infrastructure itself. However, looking back on decades of computer security history,
we realize that the only successful path is that of continual improvement. Recent experience from Ukraine®2 has shown us that the threat posed by
external attackers is real, and complacency is the path to perdition.

For further work, we would like to perform a laboratory implementation of our use case which would allow us to implement specific misuse
cases*? to validate identification and mitigation methods, as part of a broader study of controller architecture and resilience. Furthermore, though

we have presented a threat model for our use case, a natural next step is to develop a threat model for the entire smart grid ecosystem.

8 | CONCLUSION

The use of loT devices promises digital transformation to several domains, including the current power grid infrastructure. However, loT security
is still challenging in a smart grid infrastructure, partly considering tradeoffs between cost and performance. In this article, we have identified loT
communication requirements in a low-voltage regulation smart grid use case and developed an associated threat model. We have studied 5G spec-
ifications and discussed their security application on the selected smart grid use case. Although 5G networks do not solve all loT security problems,
they do provide an alternative reliable communication channel with built-in security benefits for the smart grid infrastructure.

In terms of implications for science, this article have summarized the state of the art for smart grid security when using 5G for loT networking.
We have documented a specific use case that can be used for assessing future security mechanisms. We have identified several areas of further
work, not least the need to perform laboratory studies on deployment-scale 5G loT networks. For practitioners, we have presented a threat model
for our limited use case which can be employed by DSOs who are in the process of updating their substation communication strategies. We have
provided information on what 5G can offer DSOs in terms for security aspects, and on what limitations remain to be considered.
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